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Abstract

These Application Notes describe the configuration steps required for Enghouse Interactive
Communications Center 11.1 to interoperate with Avaya IP Office Server Edition 11.1 using
TAPI and SIP user interfaces. Enghouse Interactive Communications Center is a multi-channel
and multi-contact solution that can handle voice, fax, web, and email contacts. The compliance
testing focused on the voice integration with Avaya IP Office Server Edition using TAPI and
SIP user interfaces.

The Avaya IP Office Server Edition configuration consisted of two Avaya IP Office systems, a
primary Linux server at the Main site and an expansion IP500V2 at the Remote site that were
connected via Small Community Network trunks. In the compliance testing, two Enghouse
Interactive Communications Center servers were deployed, a primary server at the Main site to
interface with the primary IP Office system via TAPI and SIP user interfaces, and an expander
server at the Remote site to interface with the expansion IP Office system via TAPI only.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Enghouse Interactive
Communications Center (EICC) 11.1 to interoperate with Avaya IP Office Server Edition 11.1
using TAPI and SIP user interfaces. EICC is a multi-channel and multi-contact solution that can
handle voice, fax, web, and email contacts. The compliance testing focused on the voice
integration with IP Office Server Edition using TAPI and SIP user interfaces.

The IP Office Server Edition configuration consisted of two IP Office systems, a primary Linux
server at the Main site and an expansion IP500V2 at the Remote site that were connected via
Small Community Network trunks. In the compliance testing, two EICC servers were deployed,
a primary server at the Main site to interface with the primary IP Office system via TAPI and SIP
user interfaces, and an expander server at the Remote site to interface with the expansion IP
Office system via TAPI only.

The agents were configured as users on the two IP Office systems, with ACD functionality
provided by EICC. Each EICC server used TAPI 2 in third party mode to monitor agent users on
the local IP Office system and provided call control via the Enghouse Interactive TouchPoint
client application. The status of agent users on the expansion IP Office system were relayed by
the expander EICC server to the primary EICC server, for centralized tracking of agent
availability.

All groups were required by EICC to be configured on the primary IP Office system, and were
monitored by the primary EICC server. Upon being notified of an incoming group call via TAPI
events, the primary EICC server used TAPI line redirect capability to redirect call to an available
agent that can reside on either the Main or Remote site, and the answering agent’s desktop was
populated with call related information received via the TAPI interface. Call related actions such
as answer and drop can be initiated via the TouchPoint client application and were supported by
EICC using TAPI line control capabilities. In addition, EICC used TAPI to support forwarding,
message waiting indicator (MWI), supervisor monitor, and supervisor intrude features.

The SIP user interface was used by the primary EICC server to support voicemail,
announcement, and basic call recording features. Voicemail and announcement calls were
redirected to an available virtual SIP user to terminate to EICC, and recording was accomplished
by intruding a virtual SIP user onto an active call to pick up the media for recording.
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2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the EICC
application, the application automatically registered virtual SIP users with the primary IP Office
system, and established TAPI connection from each EICC server with the local IP Office system.

For the manual part of testing, incoming calls were made to the general routing groups
configured on the primary IP Office system. EICC used the TAPI event messages to track agent
states, and redirected calls to available agents. Manual call controls from the agent desktops
were exercised to verify remaining features such as answering and transferring of calls.

Voicemail was tested by not answering personal calls at the agent and having the call cover to
EICC for proper leaving of voice message and activation of MWI. Manual call was made
subsequently from agent to the voicemail group for retrieval of voice message and proper
deactivation of MWI.

The serviceability test cases were performed manually by disconnecting and reconnecting the
Ethernet connection to the EICC servers and clients.

The verification of tests included human checking of proper states at the agent desktops and
agent telephone displays, and of reviewing the System Monitor logs from the two IP Office
systems.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between IP Office and
EICC did not include use of any specific encryption features as requested by Enghouse
Interactive.
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2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following on EICC:
¢ Virtual SIP user registrations, G.711and G.729 codec, and inbound DTMF.

e Use of TAPI functions to monitor users and groups, redirect incoming calls, support call
control and supervisor monitor and intrude via client desktops, and set call forwarding and
MWI.

e Proper handling of call scenarios including incoming calls to different groups, screen pop,
hold, reconnect, blind/attended transfer, attended conference, voicemail, announcement, call
forwarding, MWI, supervisor monitor, supervisor intrude, non-ACD call, queuing, hot
desking, outgoing call, outpulse of DTMF digits, multiple calls, multiple agents, long
duration, park/unpark at destination agent, follow me, and recording of basic calls.

The feature testing call flows included calls within the primary IP Office at the Main site, calls
within the expansion IP Office at the Remote site, as well as calls between the two IP Office
systems.

The serviceability testing focused on verifying the ability of EICC to recover from adverse
conditions, such as disconnecting/reconnecting the Ethernet connection to EICC servers and
clients.
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2.2. Test Results

All test cases were executed and verified. The following were observations on EICC from the
compliance testing.

e By design, for a hold and reconnect call scenario, the basic call recording feature captured
the audio up to the hold action.

e Only one EICC expander server is supported in the current version.

e For the attended conference scenarios, after one of the agents drops, the remaining agent’s
Active tab reflected the name of the dropped agent instead of the remaining PSTN party.

e For attended conference scenarios involving PSTN with two agents on the Remote site, both
agents’ desktops reflected two participants instead of three in the conference, with both
missing the PSTN party. Furthermore, after the PSTN party drops from the conference first,
both agents’ desktops continued to reflect the conference state. These issues are being
investigated by Enghouse Interactive.

e For a voicemail scenario involving an agent on the Main site called an agent on the Remote
site and covered to EICC Voicemail group, there was no audio connection between the
calling agent and EICC. This issue is being investigated by Avaya. For customer
environments where this use case is applicable, a workaround is to disable direct media
associated with the calling agent’s extension on the Main site.

e Special character as part of a dial string is not supported by TouchPoint, and the workaround
is to use the agent telephone for such dialing.

2.3. Support
Technical support on EICC can be obtained through the following:

e Phone: (800) 513-2810
e Web: www.enghouseinteractive.com
e Email: usa.support@enghouse.com
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3. Reference Configuration

The configuration used for the compliance testing is shown in Figure 1. The devices used in the
compliance testing are shown in the table below.

Device Type Device Number/Extension
Main Site
Agent Extensions 21031, 21034
Agent Users 21031, 21032
Supervisor Extension 21030
Supervisor User 21030
Remote Site
Agent Extensions 22031, 22034
Agent Users 22031, 22032
Supervisor Extension 22030
Supervisor User 22030

Simulated
SIP Service
Provider

Simulated

PSTN

SIP Trunk ‘ PRI Trunk
Y

Session Border IP Office SCN Trunk IP Office
Controller for Server Edition IP500V2
Enterprise (Primary) (Expansion)

A
TAPI & SIP Users

Y
, Enghouse .
Agents with Enghouse Fioschve Q/ Agents with Enghouse
Interactive TouchPoint c t /3‘ Interactive TouchPoint,
& Avaya IP Deskphone ommunications & Avaya IP Deskphone
Center (anary) :
Enghouse
Interactive
Communications
Center (Expander)
Figure 1: Compliance Testing Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Main Site

Avaya IP Office Server Edition (Primary) 11.1.0.1.0
Avaya J169 & 9641G IP Deskphone (H.323) 6.8502
Enghouse Interactive Communications Center on 11.1.1.21270 SP1
Windows Server 2019 Standard

e CTI Application Server 11.1.1.21270

o SIP Server 11.1.1.21270

e Avaya IP Office TAPI2 Driver (tspi2w) 1.0.0.44
Enghouse Interactive TouchPoint on 11.1.1.21270
Windows 10 Pro

Remote Site

Avaya IP Office on IP500V2 (Expansion) 11.1.0.1.0
Avaya 1608-1 IP Deskphone (H.323) 1.3120
Avaya 9611G IP Deskphone (H.323) 6.8502
Enghouse Interactive Communications Center on 11.1.1.21270 SP1
Windows Server 2019 Standard

e CTI Auxiliary Services 11.1.1.21270

e Avaya IP Office TAPI2 Driver (tspi2w) 1.0.0.44
Enghouse Interactive TouchPoint on 11.1.1.21270
Windows 10 Pro

Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with IP Office Server Edition configurations consisting of
no more than two IP Office systems.
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5. Configure Avaya IP Office

This section provides the procedures for configuring IP Office. The procedures include the
following areas:

e Verify licenses

e Administer groups

e Administer agent extensions

e Administer agent users

e Assign agent users to monitor group
e Administer supervisors

e Administer SIP registrar

e Administer SIP extensions

e Administer SIP users

e Administer short code

e Administer system settings

e Administer NoUser source number
e Administer security settings

Note that all procedures above apply to the primary IP Office system, and only a subset of the
procedures apply to the expansion IP Office system as listed below.

o Verify licenses

e Administer agent extensions

e Administer agent users

e Administer supervisors

e Administer system settings

e Administer NoUser source number
e Administer security settings
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5.1. Verify Licenses

From a PC running the IP Office Manager application, select Start = All Programs = IP
Office = Manager to launch the application. Select the primary IP Office system, and log in
using the appropriate credentials.

The Avaya IP Office Manager for Server Edition IPO2-1POSE screen is displayed, where
IPO2-1POSE is the name of the primary IP Office system.

From the configuration tree in the left pane, select the primary IP Office system, in this case
IPO2-1POSE, followed by License to display licenses in the right pane. Verify that there are
licenses for 3rd Party IP Endpoints and CTI Link Pro, with both license Status being
“Valid”, as shown below.

!ﬁ Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] - O X
File Edit View Tools Help

IPO2-IPOSE ~ License - - o (8] v =3
Configuration | & ~ % | v
=% IPO2-IPOSE A | License Remote Server
(-39 System (1)
-1 Line (4) %
(<= Control Unit (8) Feature Instances Status Expiration Date Source
e B 3rd Party IP Endpoints 1000 [Valid [ Never ________|PLOS Nodal
‘:‘a Group (10) Additional Voicemail Pro Ports 252 Valid Never PLDS Nodal
(8% Short Code (58) Avaya Contact Center Select 1 Valid Never PLDS Nodal
- B Service (0) Avaya IP endpoints 1000 Valid Never PLDS Nedal
- Incoming Call Route ( Avaya Mac Softphone 1000 Valid Never PLDS Nodal
o “ Directory (0) Avaya Softphone Licence 1000 Valid Never PLDS Nodal
S Jone Protic Basic U Obsol N PLDS Nodal
® n IP Route (1) asic User solete ever oda
~#m Account Code (0 CTl Link Pro —m PLDS Nodal
& License (22) Devlink3 External Recorder Valid Never PLDS Nodal

From the configuration tree in the left pane, select the expansion IP Office system, in this case
IPO2-1P500V2, followed by License (not shown) to display licenses in the right pane. Verify
that there isa CTI Link Pro license, and with the license Status being “Valid” as shown below.

Ll Avaya IP Office Manager for Server Edition IPO2-1P500V2 [11.1.0.1.0 build 95] - O X
File Edit View Tools Help
IPO2-1P500V2 ~ License - i E-H Elﬂ v = 4
Configuration | & - X | v | <
-5 IPO2-IPOSE A | License Remote Server
=59 IPO2-IP500V2

& A
:?T; Eyste(r;’; M Feature Instances Status Expiration Date Source
+-17 Line
f-<> Control Unit (4) —l!_
-4 Extension (32) Devlink3 External Recorder Obsolete Never PLDS Nodal
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5.2. Administer Groups

From the configuration tree in the left pane, right-click on Group under the primary IP Office
system and select New from the pop-up list to add a new group for hold handling. For Name
and Extension, enter desired values. Retain the default values for the remaining fields.

'£ Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] — O X
File Edit View Tools Help
IPO2-IPOSE ~ Group ~ 21991 DR Main . 1 AEEal v - &
Configuration 1 7 Sequential Group <Hunt Group 0>: " B v v | <|>
&% IPO2-IPOSE A | Group Queuing Overflow Fallback Voicemail VoiceRecording Announcements SIP
[-%39 System (1)
E-F7 Line (4) Name |EICC Hold ’ Profile Standard "
(<= Control Unit (8) . .
- Extensmn @ Extension |21771 I [] Exclude From Directory
& i User (8 : %
System Di
& a Ring Mode Sequential A No Answer Time (sec) ystem v
w-9% Short Code (8) Hold Music Source No Change v
B Service (0)
- e Incoming Call Re Ring Tone Override lNone v I
Directory (0) .
Time Profile (0) ﬁge:}: %t)atus e e None .
- ll IP Route (1) PP »
-@m Account Code (( Central System IIPOZ-IPOSE ’ Advertise Group
Q. Licensg (22) User List
&-§i3 User Rights (11)
B¢ ARS (2) Extension Name System
(-8 Location (2)
338 Authorization Cc
Select the Voicemail tab and uncheck Voicemail On as shown below.
T Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] - O X
File Edit View Tools Help
IPO2-IPOSE ~ Group « 21991 DR Main . 1 AEakl v &
Configuration 7 Sequential Group <Hunt Group 0>: " B - v | <|>
&% IPO2-IPOSE A | Group Queuing Overflow Fallback Voicemail VoiceRecording Announcements SIP
(-3 System (1) . .
#-F4 Line (4) Voicemail Code ‘ ‘ [:l Voicemail On |
<= Control Unit (8)
(-4 Extension (8) Confirm Voicemail Code [ ‘
H-g U 8
!:;],,,% G::L:) )(10) Voicemail Email ‘ ‘ [J Voicemail Help
(-@% Short Code (58) [] Broadcast
-8 Service (0) )
- Incoming Call Re Off Copy Forward Alert [J UMS Web Services
- Directory (0)
£ Time Profile (0)
(-l IP Route (1)
- Account Code ((
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Repeat this section to create the groups shown below. These groups are used by EICC for
routing and handling of incoming calls. Note that all groups are required by EICC to be
configured on the primary IP Office system.

Extension Name
21771 EICC Hold
21772 EICC Voicemail
21773 EICC Operator
21774 EICC Monitor
21775 EICC Fallback
21776 EICC Sales
21777 EICC Support

The created groups are shown in the left pane of the screen below.

T Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95]

55 21991 DR Main
= 887 DR Secand

538 21771 EICC Hold
~5a% 21774 EICC Monitor
-5a% 21773 EICC Operator
- 5a% 21776 EICC Sales
-5a§ 21777 EICC Support

58 21772 EICC Voicemail
-39k 21993 Exp via Primary

User List

File Edit View Tools Help
IPO2-IPOSE ~ Group + 21775 EICC Fallback iR E-HE =) v
Configuration = Sequential Group EICC Fallback: 21775 g -8 [ X[ v|<]|>
&% IPO2-IPOSE A | Group Queuing Overflow Fallback Voicemail VoiceRecording Announcements SIP
(-3 System (1)
B4 Line () Name [EICC Fallback \ Profile 2
[#--<=» Control Unit (8) i
(-4 Extension (10) Extension |Z1775 ‘ [] Exclude From Directory
#-§ User (10) % ; =
£+ Group (17) Ring Mode Sequential No Answer Time (sec)
-4l 21995 Adhoc Hot Hold Music Source No Change v
5% 21883 Combo Hot
g %:11 21884 Combo Hot 2 Ring Tone Override ‘None v ‘
: 21881 Combo Sales ;
53§ 21882 Combo Support ﬁg:ﬁ: _?:atus on No-Answer None ¥,
53§ 22881 Combo via Exp
Central System (IPO2-IPOSE } Advertise Group

Extension Name System
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5.3. Administer Agent Extensions

From the configuration tree in the left pane, select the primary IP Office system, followed by the
first H.323 extension on the system that will be used by agents and supervisors, in this case
“21031”. Select the VoIP tab, and check Requires DTMF as shown below. Note that this
parameter appears when the system parameter Ignore DTMF Mismatch for Phones is enabled.

Repeat this section for all H.323 extensions on the Main site that will be used by agents and
supervisors. In the compliance testing, three extensions on the Main site with extensions
“210317,“21034”, and “21030” were configured on the primary IP Office system.

Repeat this section for all H.323 extensions on the Remote site that will be used by agents and
supervisors. In the compliance testing, three extensions on the Remote site with extensions
“220317, “22034”, and “22030” were configured on the expansion IP Office system (not shown).

E Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] — a X

File Edit View Tools Help

IPO2-IPOSE ~ Extension ~ 1120321031 s -d BEER] v

Configuration | 4 H.323 Extension: 11203 21031° ef -8 (X[ vl<|>§

7 IPO2-IPOSE A | Extension VolP

%59 System (1)

-7 Line (4) Enable Faststart for
_I Control Unit (8) IP:Address 0 i o 9 O non-Avaya IP phones

& E"‘eﬂsz'g;’ @ MAC Address 00 00 00 00 00 00 Out Of Band DTMF

11207 21030 &
11203 21031 Codec Selection System Default i Requires DIMF

-,
-

iy 11204 21032 [ Local Tones
.
-,
.

~

A
e [T [ [ ()

4

11205 21033 PN T NN T
G.711 ALAW 64K S5 G.711 ULAW 64K Allow Direct Media P
11206 21034 6.729(a) 8K CS-ACELP E ‘

11202 21040 6.722 64K

P ]

: ; 11200 21041
+-§  User (8)
5% Group (17)
+-@% Short Code (58)
b @ Service (0)
-4 Incoming Call Re
a4 Directory (0)

£ Time Profile (0)
+-Jill 1P Route (1)

&m Account Code ((
% License (22)
+-§5 User Rights (11)

Reserve License None ¥

- ARS (2) Supplementary Services None >

3} &8 Location (2)
3% Authorization Cc Media Security Same as System (Preferred) v

- IPO2-IP500V2 s
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5.4. Administer Agent Users

From the configuration tree in the left pane, select the primary IP Office system, followed by the
first user on the system that will be used by agents, in this case “21031”. Select the Voicemail
tab and uncheck Voicemail On as shown below.

'_l': Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] — O X
Y )
File Edit View Tools Help
IPO2-IPOSE ~ User - 21031 Pri H323 M AR EJE v =3
Configuration || ¥ Pri H323: 21031* ek-8B X vi<|> @
T‘J !p?§'§OSE(1) ~ | User Voicemail DND  ShortCodes Source Numbers Telephony Forwarding Dialln Voice Recording But| ¢ | »
+-*39 System
-1 Line (4) Voicemail Code | | [ Voicemail On
[#-<=» Control Unit (8) ) )
(-4 Extension (8) Confirm Voicemail Code I | [ Voicemail Help
E—]v-i User (8) 2 % ; X Heoy
- §rg NoUser Voicemail Email l I [] Voicemail Ringback
~@ 21030 Extn21030 Voicemail Email Reading

e 21032 Extn21032 3
: UMS Web Services
g 21033 Extn21033 eb Service
o &,, 21034 Extn21034 Enable GMAIL API
@ 21040 Extn21040

= 21031 Pri H323

Select the Telephony tab, followed by the Supervisor Settings sub-tab. Uncheck Cannot be
Intruded, and set Can Intrude to the desired setting.

'_l': Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] — O X
File Edit View Tools Help
IPO2-IPOSE - User « 21031 Pri H323 -8 s -d AEE 9
Configuration | 2 Pri H323: 21031* gk -9 ([ X|v|<|> @
T“ !p?§-§OSE(1) | User Voicemail DND  Short Codes Source Numbers Telephony Forwarding DialIn Voice Recording But ¢ | *
-39 System
-7 Line (4) Call Settings  Supervisor Settings  Multi-line Options  Call Log TUI
9 9
[#--<=» Control Unit (8)
(-4 Extension (8) Login Code ’ ‘ [] Force Login 2
=@ User(8) Confirm Login Cod ‘ '
- §m NoUser onfirm Login Code
gﬂ ;1g§g :tn?gig Login Idle Period (sec) ’ ‘ [[] Force Account Code
1 tn21
@ 21033 Extn21033 Monitor Group <None> v [[] Force Authorization Code
g 21034 Extn21034 .
gﬂ 21040 Ext:21040 Coverage Group <None> v [J Incoming Call Bar
gw ' 23 Status on No-Answer | Logged On (No change) v [ Outgoing Call Bar
=
-2 Group (17) [ Inhibit Off-Switch Forward/Transfer
‘# 3 g::,i:?;e (58) Privacy Override Group | <None> v [J Can Intrude
=@ :;:ocr:\ing(g)all Route Reset Longest ldle Time [] Cannot Be Intruded
- Directo
£ Time Pr?),file o ® Al Calls [] Can Trace Calls
3] IP Route (1) O External Incoming [[] Deny Auto Intercom Calls
-l Account Code (0)
%y License (22)
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Select the Forwarding tab. Check Forward On Busy, Forward On No Answer, and Forward
Internal calls. For Forward Number, enter the EICC Voicemail group extension from Section
5.2.

Repeat this section for all users on the Main site that will be used by agents. In the compliance
testing, two users on the Main site “21031” and “21032” were configured on the primary IP
Office system.

Repeat this section for all users on the Remote site that will be used by agents. In the
compliance testing, two users on the Remote site “22031” and “22032” were configured on the
expansion IP Office system (not shown).

T Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] - O X
File Edit View Tools Help
IPO2-IPOSE - User ~ 21031 Pri H323 G- AEER] v
Configuration 7 Pri H323: 21031° ek-B X[ vi<|> @
:j "Iz?;lsignsf(n " | User Voicemail DND  Short Codes Source Numbers Telephony Forwarding Dialln Voice Recording But ¢ |»
#-T4 Line (4)
:::0 E:;;:;Lgrg)(g) Block Forwarding |
@ User(8)
g ;c:)\;(s)eErxmzwgo Follow Me Number | v

e 21032 Extn21032
e 21033 Extn21033 -
&,., 21034 Extn21034 Forward Unconditional O
g 21040 Extn21040
: gﬁ 23 Forward Number {22031 v
[+ ﬂ Group (17)

+-8% Short Code (58)

@ Service (0)

@ Incoming Call Route
A Directory (0)

£ Time Profile (0)
&-Hll IP Route (1) Forward On Busy
-l Account Code (0) Forward On No Answer
% License (22)
+-§3 User Rights (11)
- ARS (2) Forward Internal calls
+-i8 Location (2)

Kg Authorization Code (

Forward Number ‘21772 v
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5.5. Assign Agent Users to Monitor Group

From the configuration tree in the left pane, select the EICC Monitor group under the primary IP
Office system, in this case “21774”. Click on Edit (not shown) in the User List sub-section to
add members.

In the next screen (not shown), select all agent users on both IP Office systems from Section 5.4.

‘I Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] — O X
File Edit View Tools Help
IPO2-IPOSE - Group - a7ECCMonitor  ~ 0 & 15 - W A [E]E[R] v
Configuration = Sequential Group EICC Monitor: 21774 ek -E | X | v]<|>
% IPO2-IPOSE A | Group Queuing Overflow Fallback Voicemail Voice Recording Announcements SIP
(-5 System (1) o
47 Line (4) Name IEICC Monitor | Profile Standard H
= Control Unit (8) i .
-4 Extension (8) Extension |21774 | [] Exclude From Directory
w-§  User(8) : : S
v tem Def
&8 Group (17) Ring Mode Sequential No Answer Time (sec) ystem Dei
4 21995 Adhoc Hot Hold Music Source No Change v

g% 21883 Combo Hot
4K 21884 Combo Hot 2 Ring Tone Override ’None v |
43§ 21881 Combo Sales
¥ 21882 Combo Suppor
435 22881 Combo via Exp
5 &1 21991 DR Main Central System ’IPOZ-IPOSE | Advertise Group
¥l 21992 DR Secondary
9% 21775 EICC Fallback
4K 21771 EICC Hold Extension Name System

23121774 EICC Monitor

¥ 21773 EICC Operator
a5 21776 EICC Sales

Agent's Status on No-Answer

Applies To Bne v

User List

The resultant screen after the selection is shown below.
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'_l': Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95]

File

- IPO2-IPOSE

Edit View Tools Help
v Group

v 21774 EICC Monitor £

2e-d AEEA v 23,

ek - X|v<]|>

=% IPO2-IPOSE A | Group Queuing Overflow Fallback Voicemail VoiceRecording Announcements SIP
(%59 System (1) TR A
17 Line (4) Name |EICC Monitor | Profile IStandard H
#-“= Control Unit (8) . .
-4 Extension (10) Extension |21774 | [ Exclude From Directory
@-§ User (10) : : [System Def
-2 Group (17) Ring Mode [Sequentlal V‘ No Answer Time (sec) [System
""" i 21995 Adhoc Hot Hold Music Source ’ No Change ¥ ‘
----- ¥ 21883 Combo Hot
""" g 21884 Combo Hot 2 Ring Tone Override |None v |
----- 21881 Combo Sales A
~~~~ ¥ 21882 Combo Support ﬁge;}: ?;atus RS ’ None v l
----- 4 22881 Combo via Exp PP _
..... ¥ 21991 DR Main Central System ||P02-IPOSE | Advertise Group
----- ¥ 21992 DR Secondary User List
----- 5 21775 EICC Fallback i
----- gj‘ 21771 EICC Hold Extension Name  System
---- -
_____ 80 21773 EICC Operator M 21031 PriH323  IPO2-IPOSE
21032 Extn21032 IPO2-IPOSE
22031 Exp H323  IPO2-IP500V2
""" 2 21772 EICC Voicemail M 22032 Extn22032 IPO2-IPS00V2
~~~~ ﬂ 21993 Exp via Primary G
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5.6. Administer Supervisors

From the configuration tree in the left pane, select the primary IP Office system, followed by the
first user on the Main site that will be used as the supervisor, in this case “21030”.

Select the VVoicemail tab and uncheck VVoicemail On as shown below.

T Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] . O X
File Edit View Tools Help
IPO2-IPOSE - User ~ 21030 Extn21030 N | Eﬂ v
Configuration || ¥ Extn21030: 21030 o8 (X[ v <> @
=2 IPO2-IPOSE | User Voicemail DND  Short Codes Source Numbers Telephony Forwarding Dialln Voice Recording Bul « |

¥ System (1)
1 Line (4) Voicemail Code | | [] Voicemail On
Control Unit (8)

Extension (8) Confirm Voicemail Code I l [] Voicemail Help
: ;J:erN(fEJser potcemailatl | ' [ Voicemail Ringback
~im
21030 Extn21030 Voicemail Email Readin
: g
e 21032 Extn21032 ‘ »
; UMS Web Services
@ 21033 Extn21033 e
e 21034 Extn21034 Enable GMAIL API

@ 21040 Extn21040

Select the Telephony tab, followed by the Supervisor Settings sub-tab. Check Can Intrude,
and set Cannot be Intruded to the desired setting. For Monitor Group, select the EICC
Monitor group from Section 5.2.

'_f: Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] — O X
Y g
File Edit View Tools Help
IPO2-IPOSE ~ User ~ 21030 Extn21030 PRAG-H [ R v
Configuration I 7 Extn21030: 21030* - X | v|<|> @
""j/ IP)OE-I:(OSE(U fud User Voicemail DND  Short Codes Source Numbers Telephony Forwarding Dial In  Voice Recording Bu ¢ | *
53] 3 Oystem
1 Line (4) Call Settings  Supervisor Settings  Multi-line Options  Call Log  TUI
J-<2» Control Unit (8) =~
-4 Extension (8) Login Code | | [] Force Login
Hl;” ?elr\l(fbser Confirm Login Code | |
|~
= B 21030 Extn21030 Login Idle Period (sec) I l [] Force Account Code
e 21032 Extn21032
&,., 21033 Extn21033 Monitor Group EICC Monitor v [] Force Authorization Code
g 21034 Extn21034 .
gﬂ 21040 Ext:21040 Coverage Group <None> v [] Incoming Call Bar
%" ;:gﬂ g” ;323 Status on No-Answer | Logged On (No change) 2t L] Outgeing Call Bar
L ri
5% Group (17) [ Inhibit Off-Switch Forward/Transfer
: ‘g g::,?c?()(;e (58) Privacy Override Group | <None> v Can Intrude
- In'coming Call Route (i Reset Longest ldle Time Cannot Be Intruded
;‘S 1D—|rect';>ryf_(|0] © @ All Calls [] Can Trace Calls
=%t Time Profile
- §ll IP Route (1) O External Incoming [] Deny Auto Intercom Calls
- Account Code (0)
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Select the Forwarding tab. Check Forward On Busy, Forward On No Answer, and Forward
Internal calls. For Forward Number, enter the EICC Voicemail group extension from Section
5.2.

Repeat this section for all supervisors on the Main site. In the compliance testing, one supervisor
on the Main site “21030” was configured on the primary IP Office system.

Repeat this section for all supervisors on the Remote site. In the compliance testing, one
supervisor on the Remote site “22030” was configured on the expansion IP Office system (not
shown).

I Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] - O X
File Edit View Tools Help
IPO2-IPOSE v User ~ | 21030 Extn21030 -G -d AEER] v
Configuration | i’ Extn21030: 21030* gk - X|v<|> @
y‘fli?;ﬁggim " | User  Voicemail DND  ShortCodes Source Numbers Telephony Forwarding Dialln Voice Recording Bu 4 |*

-4 Line (4)

[#-<= Control Unit (8)
-4 Extension (8)
f—’i"ﬂ_ User (8)

- §mg NoUser
g. Follow Me Number ‘
e 21032 Extn21032
e 21033 Extn21033 -
g 21034 Extn21034 Forward Unconditional O
~§ 21040 Extn21040
2" :gi: :;: ;;23 Forward Number l
(-8 Group (17)

[-@% Short Code (58)

B Service (0)

'f]-'e Incoming Call Route (:
4% Directory (0)

) =

._—'3__ :;n;:jtr:gl)e @ Forward On Busy
- Account Code (0) Forward On No Answer
% License (22)
&-§q User Rights (11)
- ARS (2) Forward Internal calls
(-8 Location (2)

438 Authorization Code (0

Block Forwarding O

Forward Number |217.72 v
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5.7. Administer SIP Registrar

From the configuration tree in the left pane, select System under the primary IP Office system to

display the system screen in the right pane. Select the LANL1 tab, followed by the LAN Settings
sub-tab.

Make a note of the IP Address field value, which will be used later to configure EICC. Note

that IP Office can support SIP on the LAN1 and/or LAN2 interfaces, and the compliance testing
used the LANL1 interface.

'_l': Avaya IP Office Manager for Server Edition [PO2-IPOSE [11.1.0.1.0 build 95]

- O X
File Edit View TJools Help
IPO2-IPOSE ~ System ~ IPO2-IPOSE -G -d AEER] v
Configuration = IPO2-/POSE i X |« ] <|>
ik lPOé-IF;OSEm | System LANT |AN2 DNS  Voicemail Telephony Directory Services System Events SMTP  SMDR Vol ¢ |*
-39 System
&4 IPO2-IPOSE LAN Settings VolP  Network Topology
-4 Line (4)
“= Control Unit (8) IP Address 10 . 64 101 . 234
-4 Extension (8) IP Mask 255 .255 255 . 0
& i User (8)
5@ Group (17)
-8 Short Code (58) Number Of DHCP IP Addresses 20 |
: @ Service (0)
-4 Incoming Call Route DHCP Mode
“= Directory (0) (O Server (O Client @ Disabled Advanced
£ Time Profile (0)

Select the VolP sub-tab. Make certain that SIP Registrar Enable is checked, as shown below.
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E Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] - O X

File Edit View Tools Help

. IPO2-IPOSE - System « IPO2-IPOSE s -d BEER v 2@,
| |7 of BIX[«l<l>
&g“;oé;gg:fm ~ | System LAN1 [AN2 DNS  Voicemail Telephony Directory Services System Events SMTP SMDR Vo ¢ |»

B [PO2-IPOSE LAN Settings VolP  Network Topology

-7 Line (4) 7
@<= Control Unit (8) [ H.323 Gatekeeper Enable

(-4 Extension (8) Auto-create Extension Auto-create User [[] H.323 Remote Extension Enable

g User (8 P

E]---‘“ G::LL )(17) H.323 Signaling over TLS Remote Call Signaling Port (1720 =

(8% Short Code (58)

----- B Service (0)

- Incoming Call Route [ SIP Trunks Enable

..... ‘ 1

o '[I)iwnf:t:rrg,fi(loe) © SIP Registrar Enable —

@ ﬁ IP Route (1) Auto-create Extension/User ] SIP Remote Extension Enable  Allowed SIP User Agents |Block blacklist only

----- @8 Account Code (0) %

..... ®. License (22) SIP Domain Name lerZO.com

-y User Rights (11) SIP Registrar FQDN |

- ARS (2) — —
(-8 Location (2) 1 upp UDP Port ;5060 }—::” Remote UDP Port |5060 = ‘

----- 2% Authorization Code ( | =
% [PO2-IP500V2 Layer 4 Protocol M 1cp TCP Port 5060 [-:j' Remote TCP Port (5060 Z ‘

i) 59 System (1) TS [5061 = Remote TLS Port  |5061 A

@7 Line (4) ™ TLS Port | g] lemote TLS Port =
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5.8. Administer SIP Extensions

From the configuration tree in the left pane, right-click on Extension under the primary IP Office
system, and select New = SIP Extension from the pop-up list to add a new SIP extension.

Enter the following values for the specified fields and retain the default values for the remaining
fields.

e Base Extension: An available extension number, in this case “21991”.
e Phone Password: A desired password for authentication.
e Confirm Phone Password: The same desired password.

T Avaya IP Office Manager for Server Edition [PO2-IPOSE [11.1.0.1.0 build 95] = O X

File Edit View Tools Help

IPO2-IPOSE ~ Extension ~ 1120621034 viRES-HE = v

Configuration 7 SIP Extension: 8000 * ek -8 (X[ vi<|>§

%27 IPO2-IPOSE ~ | Extension \olP
[#-5%p System (1) =
BT Line (4) Extension ID [a000
[#-<=» Control Unit (8)
=2 1 Extension (8) Base Extension 121991
F}ﬂ User (8)
fi\n% Group (17) Phone Password ‘nooooo
[+~ 8% Short Code (58) 5

@ Service (0) Confirm Phone Password ]0"0"
#-4g Incoming Call Route Callér Disolay Froa On

-4 Directory (0) Py e

-£7 Time Profile (0) Reset Volume After Calls O
-l IP Route (1)

-~ Account Code (0) Device | Unknown SIP device

~&a License (22) -
-3 UserRights (11)
E-“¢ ARS (2) Location Automatic
[#-i& Location (2)

"8 Authorization Code ( Fallback As Remote Worker Auto
2 |IPO2-1P500V2
[-5%p System (1) Module D
#-F4 Line (4)
<= Control Unit (4) Port p_]
-4 Extension (32)
=@ User(11) Disable Speakerphone O

-4 NoUser
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Select the VolP tab. Enter the following values for the specified fields and retain the default
values for the remaining fields.

S

Codec Selection:

elected:

Reserve License:
Media Security:
Allow Direct Media Path: Uncheck this parameter.

“Custom”

Retain G.729 and the applicable G.711 codec variant.

“Reserve 3rd party IP endpoint license”

“Disabled”

Repeat this section to add the desired number of SIP extensions with consecutive extension
numbers. In the compliance testing, two SIP extensions “21991” and “21992” were created.

T Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] - O X
File Edit View Tools Help
IPO2-IPOSE ~ Extension ~ 11206 21034 iR ES-d A =] v
Conf [z SIP Extension: 8000 * B X[ v <[> @
“% IP A | Extension VoIP
[F-53
ST padares o . 0.0 .0 Hl sl
) [7] Local Hold Music
% CodecSelection Custom Re-invite Supported
-89 Unused ‘Selected [] Codec Lockdown
@ G.711 ALAW 64K sss | GT11ULAW 64K ) _
2 G.722 64K G.729(a) 8K CS-ACELP [J Allow Direct Media Path
-
G
& ‘I
L | <<
®
-
B
-8
a 3>
= P
7 f. Reserve License Reserve 3rd party IP endpoint license
; ‘: Fax Transport Support | None
=4 DTMF Support RFC2833/RFC4733
3rd Party Auto Answer | None "
Media Security Disabled v
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5.9. Administer SIP Users

From the configuration tree in the left pane, right-click on User under the primary IP Office
system, and select New from the pop-up list. For Name and Full Name, enter desired values.
For Extension, enter the first SIP base extension from Section 5.8.

Lol Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] - O X
File Edit View Tools Help
IPO2-IPOSE -+ User 21030 Extn21030 iS5 -A Elﬂ Vv
Configuration =g <User:0>: * ek - X|v|<|> &
,,‘) lPOg-ISIiOSEm “ | User  Voicemail DND  Short Codes Source Numbers Telephony Forwarding DialIn  Voice Recording B ¢ [
|55 R ystem
“19 Line (4) Name |[EICC21991 | A
Control Unit (8)
&4 Extension (10) Password | |
% W User (3)] :
&8 Group (17) Confirm Password | |
(8% Short Code (58) Unique |dentity
@B Service (0)
&-§® Incoming Call Rout Conference PIN I |
@& Directory (0) Confirm Audio | |
~+£17) Time Profile (0) Conference PIN
B IP Route (1)
A
...am Account Code (0) ccount Status Enabled ~
% License (22) Full Name }Elcc SIP Port 1 |
&-f User Rights (11)
@i ARS (2) Extension 21991 |
[-&® Location (2) £
m Authorization Code e | |
-3 IPO2-IPS00V2 Lol 2z
(%% System (1)
H-F4 Line (4) Priority 5 v
[#-<= Control Unit (4) .
-4 Extension (32) System Phone Rights None v
& User(11)
&3¢ Group (2) Profile Basic User v
:Z]---g :horft Ct()gl)é (60) [] Receptionist
Ervice
o RAS (1) Enable Softphone
Select the Voicemail tab and uncheck Voicemail On as shown below.
'_l': Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] — O X
File Edit View Tools Help
IPO2-IPOSE - User ~ | 21030 Extn21030 G- AEEA] v -
Configuration I Z’! <User:0>: * g -8 | X | v|=<]|> &
“:J IPO2-IPOSE A o Voicemail DND

[-*%%9 System (1)

@

1-@% Short Code (58)

9 Line (4) Voicemail Code | | [ Voicemail On
(-2 Control Unit (8) x :
(-4 Extension (10) Confirm Voicemail Code | | [] Voicemail Help
= W User (8) : : 2 : P
Ea Group (17) Voicemail Email | | [[] Voicemail Ringback

Short Codes Source Numbers Telephony Forwarding Dial In

Voice Recording B ¢ | *

Voicemail Email Reading
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Select the Telephony tab, followed by the Supervisor Settings sub-tab. Check Can Intrude
and Cannot be Intruded. For Monitor Group, select the EICC Monitor group from Section
5.2.

Repeat this section to add a new user for each SIP extension from Section 5.8, using the same
password for all SIP users as required by EICC. In the compliance testing, two SIP users
“21991” and “21992” were created.

" Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] - O X

File Edit View TJTools Help

IPO2-IPOSE - User ~ 21030 Extn21030 iR s-d AElR &

Configuration 7 <User:0>: * e - X | v|<|> 4

'h;‘} IPO;-I;OSE(U “ | User Voicemail DND  Short Codes Source Numbers Telephony Forwarding Dialln Voice Recording B ¢ | »
(-5 System

&1 Line (4) Call Settings  Supervisor Settings  Multi-line Options  Call Log TUI

(#-= Control Unit (8)

-4 Extension (10) Login Code ’ | [] Force Login

o8 | N

+§ Group (17) Confirm Login Code ’ |

[#-8X Short Code (58) Login Idle Period (sec) ’ | [[] Force Account Code

B Service (0)

& Q Incoming Call Rout Monitor Group EICC Monitor v [C] Force Authorization Code

i Directory (0] )

Ll 7 Time Preri(Ie)(O) Coverage Group <None> v [ Incoming Call Bar

+ E P:CEZE: (C13)de o Status on No-Answer Logged On (No change) v O Outgoing Call Bar

.. License (22) [] Inhibit Off-Switch Forward/Transfer
i aK" zsReSr(F;i)ghts an Privacy Override Group | <None> v Can Intrude

(#-#5 Location (2) Cannot Be Intruded

Reset Longest Idle Time

5.10. Administer Short Code

From the configuration tree in the left pane, right-click on Solution = Short Code and select
New from the pop-up list to add a new common short code for Call Listen. Configure the fields
exactly as shown below. This fixed short code value will be used by EICC to intrude virtual SIP
users onto active calls for basic call recording.
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Ll Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95]
File Edit View Tools Help

@& BOOTP (9) Short Code
B-¢% Operator (3)
=% Solution Code 6Nz ]

G-@  User (19)

-4 Group (19) * This Short Code is common to all systems.

H Solution ~ Short Code - *26 -2 -d EEER v 2@,

-89 Feature | Call Listen o r
----- @= Directory(0)
,,,,, £2) Time Profile(0) Telephone Number |N l
----- | Account Code(0) 3 -
-§3 User Rights(10) Line Sroup 10 @ |
(88 Location(1) Locaie | v’
(-5 |PO2-IPOSE
-5 IPO2-1P500V2 Force Account Code O
Force Authorization Code []
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5.11. Administer System Settings

From the configuration tree in the left pane, select System under the primary IP Office system to
display the system screen in the right pane. Select the Telephony tab, followed by the
Telephony sub-tab in the right pane.

Uncheck Inhibit Off-Switch Forward/Transfer to allow call forwarding and transfer with
EICC.

Repeat this section to uncheck Inhibit Off-Switch Forward/Transfer on the expansion IP
Office system (not shown).

'L Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] — O X
File Edit View Tools Help
IPO2-IPOSE ~ System * IPO2-IPOSE RS -H PR v
Configuration || = IPO2-IPOSE e B X|v|<|>
i mg-uzosem ~ | System LANT LAN2 DNS Voicemail Telephony Directory Services System Events SMTP  SMDR |+« |»
% System
=l [PO2-IPOSE Telephony  Park & Page Tones & Music Ring Tones SM CallLog TUI
-4 Line (4) ) 2
(-2 Control Unit (8) Dial Delay Time (sec) 4 = Companding Law
[ i Switch Line
1B _e Extension (10} Dial Delay Count 0 :
#-@  User (10)
-5 Group (17) Default No Answer Time (sec) 15 & © U-law © Ulaw
(+-8% Short Code (59) :
-8 Service (0) Hold Timeout (sec) 120 O A-law O A-law
- Incoming Call Roi 300 =
o Directory (0) Park Timeout (sec) =
il Time Profile (0) Ring Delay (sec) = EDs3ssate
(-l IP Route (1)
o : > = [] Auto Hold
- Account Code (0) Call Priority Promotion Time (sec) Disabled +
- License (22) P =5 Dial By Name
w-Ba : efault Currency v
12 n(' g;esr F;ghts an Show Account Code
13 (,) Default Name Priority Favor Trunk v o .
[-#8 Location (2) [ Inhibit Off-Switch Forward/Transfer
438 Authorization Coc Media Connection Preservation | Enabled v )
=% |PO2-1P500V2 [] Restrict Network Interconnect
(-5 System (1) Phone Failback Automatic 4 Include location specific informa
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5.12. Administer NoUser Source Number

From the configuration tree in the left pane, select the primary IP Office system, followed by
User = NoUser. Select the Source Numbers tab and add the source number
“TAPI_CONFERENCE NOT PERSISTENT” as shown below.

This source number setting enables a conference to be ended when the last remaining internal
user exits the conference, and the setting applies to all users on the local IP Office system.

'_l'_' Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.1.0 build 95] . (] X
File Edit View Tools Help
IPO2-IPOSE ~ User ~ NoUser RS- Hd 3 ﬂ v
Configuration = NoUser: g - X | v<|> @
= :‘ IPOg—IIiOSEm | User Voicemail DND  Short Codes Source Numbers Telephony Forwarding DialIn  Voice Recording Buttor, + | *
[#-%3p System
-9 Line (4) Source Number Add...
[ i
kel ControlUnit () TAPI_CONFERENCE_NOT PERSISTENT
-4 Extension (10) R
P emove
=@ User(10)
S ; Edit

@ 21991 EICC21991
@ 21992 EICC21992
- 21030 Extn21030
e 21032 Extn21032
e 21033 Extn21033
g 21034 Extn21034

Repeat this section to add the same source number setting to NoUser on the expansion IP Office
system.

'_l': Avaya IP Office Manager for Server Edition [PO2-IP500V2 [11.1.0.1.0 build 95] — O X

File Edit View Tools Help

IPO2-1PS00V2 ~ User + NoUser AR | 35_:7] v
Configuration I g NoUser: * ek -¥W X[ v|<|> @

-3 |PO2-IPOSE "
-39 IPO2-IP500V2
(-5 System (1) Source Number Add...
-1 Li
219 Line () TAPI_CONFERENCE_NOT_PERSISTENT
= Control Unit (4) Remove
-4 Extension (32)
=-§ User (1) .
N\ oUser Edit...
~@ 22031 Exp H323
~@ 22041 Exp SIP
~§ 22021 Extn22021
.

User  Voicemail DND  Short Codes Source Numbers Telephony Forwarding Dialln Voice Record ¢ | *

[F-F

1]

22022 Extn22022
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5.13. Administer Security Settings

From the configuration tree in the left pane, select the primary IP Office system, in this case
IPO2-1POSE (not shown), followed by File = Advanced = Security Settings from the top

menu.

The Avaya IP Office Manager for Server Edition — Security Administration - IPO2-1POSE
screen is displayed, where IPO2-1POSE is the name of the selected IP Office system. Select
Security = System to display the System screen in the right pane. Select the Unsecured
Interfaces tab, and check TAPI/DevLink3 as shown below.

File Edit View Help

Security Settings

B- ‘} Security

-8 General
-
&) Services (7)
- Rights Groups (20)
@y Service Users (14)

'_I': Avaya IP Office Manager for Server Edition - Security Administration - IPO2-IP500V2 [11.1.0.1.0 build 95] [Administrator] . O X

System: [PO2-IP500V2
System Details Unsecured Interfaces  Certificates
Application Controls

TFTP Server A Program Code A TAP|/DevLlink3 A
TFTP Directory Read A DevLink ﬁ HTTP Directory Read A
TFTP Voicemail O HTTP Directory Write Q
Application Support
Application Active Limitations
Legacy Voicemail | x |
Voicemail Lite _ x |
Upgrade wizard v
TAPI | v |
DevlLink | v |
Network Viewer v

Repeat this section to enable TAPI/DevLink3 on the expansion IP Office system.

'_l": Avaya IP Office Manager for Server Edition - Security Administration - IPO2-IP500V2 [11.1.0.1.0 build 95] [Administrator] - O X

File Edit View Help

Security Settings

=- £ Securty
-8 General
€% Services (7)
3] m Rights Groups (20)
-y Service Users (14)

+

63}

System: [IPO2-IP500V2
System Details Unsecured Interfaces  Certificates
Application Controls

TFTP Server M1y Program Code [ 1\ TAPI/DevLink3 M
TFTP Directory Read [] 1\ DevLink M8\ HTTP Directory Read [ 1
TFTP Voicemail O HTTP Directory Wiite [ 1\
Application Support
Application Active Limitations
Legacy Voicemail >‘ v
Voicemail Lite X
Upgrade wizard v |
TAPI | v
DevLink v |
Network Viewer v
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6. Configure Enghouse Interactive Communications Center

This section provides the procedures for configuring EICC. The procedures include the
following areas:

e Administer TAPI driver

e Administer phone system type

e Administer phone system data

e Verify license

e Administer lines

e Administer queues

e Administer agent login class

e Administer agents and supervisors
e Administer mailboxes

e Administer SIP

Note that all procedures above apply to the primary EICC server, and only the administer TAPI
driver procedure applies to the expander EICC server.

The configuration of EICC is typically performed by Enghouse Interactive installation
technicians or third-party resellers. The procedural steps are presented in these Application
Notes for informational purposes.

6.1. Administer TAPI Driver

From the primary EICC server, select Start = Control Panel = Phone and Modem, to display
the Phone and Modem screen. Select the Advanced tab, followed by Avaya IP Office TAPI2
Service Provider, as shown below. Click Configure.

2% Phone and Modem X

Dialing Rules Modems Advanced

¢ / "ﬁ The following telephony providers are installed on this computer:

Providers:

Avaya IP Office TAPI2 Service Provider |
Microsoft HID Phone TSP

TAPI Kemel-Mode Service Provider

Unimodem 5 Service Provider

Add... GBemove Ggonfigure...

Cancel Apply
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The Avaya TAPI2 configuration screen is displayed. For Switch IP Address, enter the IP
address of the primary IP Office system, in this case “10.64.101.234”. Select the radio button for
Third Party and enter the applicable IP Office system password into the Switch Password

field. Check ACD Queues as shown below. Reboot the primary EICC server.

Repeat this section to administer TAPI driver on the expander EICC server and use the IP
address and credentials for the expansion IP Office system.

Avaya TAPI2 cenfiguration >

Switch IP Addess |10.64.101.234

Cancel

" Single User

Uzer Name
zer Password

* Third Party

-
[ witn Users
v ACD Queuss

Advanced zettings

Fing Timeout (5 to 420 seconds] |5

Avaya TAPI2 configuration x

Switch | Address |192.168.200.234

Cancel

" Single User

Uzer Name
zer Password

* Third Party

-
[ Wit sers
v ACD Queues

Advanced zettings

Fing Timeout [5to 420 seconds] |5
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6.2. Administer Phone System Type

At the conclusion of EICC installation, the Installation Process screen will be displayed on the
primary EICC server by the Installation Wizard. Follow [2] to import licenses and configure the
default company.

The Installation Process screen shown below is displayed next. Click the Run button
associated with Define Phone System Type.

£ Installation Process X

Run Installation Wizards

To continue the installation process, configure the parameters required for your system to
function comectly. Complete the setup steps in the order specified below.

7 Impor’t Licenses 6 Define Phone System Type

Run to select the PBX type to be installed. You can set

< 7 - up connection details and number plan information
COﬂfIgU( e Default Company @ required to configure the CTI server,

. = Define Phone System Type @ ’ If this information is not known at this point, you can

continue to the next step or Close now and complete
this wizard at a later time. This step must be completed
- Set Phone System Data before beginning the Set Phone System Data step.

=¥ Configure Email Notification (0] Run...

The Phone System Type screen is displayed next. For PBX Type, select “Avaya IP Office”.

0 Phone System Type X

Define Phone System Type

Select the type of Phone PBXto be installed. The PBX will be added to the
database and Application Manager will launch afterwards for further
configuration steps.

This step must be completed before beginning the Configure Phone System
Data step

PBX Type: Avaya |P Office v
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6.3. Administer Phone System Data

The Installation Process screen below is displayed. Click the Run button associated with Set
Phone System Data = Configure PBX Connection shown below.

0 Installation Process

Run Installation Wizards

To continue the installation process, configure the parameters required for your system to
function comrectly. Complete the setup steps in the order specified below.

v Import Licenses o]
v Configure Default Company €3
v Define Phone System Type G

= Set Phone System Data

=¥ Configure PBX Connection

=¥ Configure PBX Essentials G Run...
=¥ Configure IP Voice Ports 3 Run...
= Configure Email Notification @ Run.

Configure PBX Connection

Use the Connection Wizard to specify the SIP Registrar
IP address and port number.

The Avaya IP Office PBX Setup Wizard = Configure PBX Connection screen is displayed
next. For SIP Registrar IP Address, enter the pertinent LAN IP address of the primary IP

Office system from Section 5.7.

0 Avaya |P Office PBX Setup Wizard

Configure PBX Connection

below.

The System needs configuration data forthe Avaya IP Office PBX. Please enter it

(=}
o
| =N
—_
(=}
perd
()
(%]
[

SIP Registrar IP Address: 10.64.

Test
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Continue with the Installation Wizard until the Avaya IP Office PBX Setup Wizard - Create
Park Queue screen is displayed. For Park Queue Number, enter the extension of the EICC
Hold group from Section 5.2.

Q Avaya IP Office PBX Setup Wizard X

Create Park Queue

The Park queue is a Hunt Group for the management of parked calls.

This number is not normally dialed by users. It must be dialable by any dialogic
voiceport installed in the system. This will appear as an entry in the
General->System Queues section of this application.

Park Queue Number:  |21771

The Avaya IP Office PBX Setup Wizard > Create Voice Messaging Queue screen is
displayed next. For Voice Messaging Queue Number, enter the extension of the EICC
Voicemail group from Section 5.2.

0 Avaya |P Office PBX Setup Wizard X

Create Voice Messaging Queue

The Voice Messaging Queue is a Hunt Group used as the Pilot Number to dial
Voicemail. When a user activates a Presence Profile the system will forward their
phone to this number. The forward busy destination for users phones will need to
be set manually or via the PBX Maintenance interface.

This number is dialed by all users, and is nomally an easily remembered number.
This will appear as a entry in the General->System Queues section of this
application.

Voice Messaging Queue Number: (21772

Continue with the Installation Wizard until the IP Voice Ports Setup = Configure IP Voice
Ports screen is displayed. For Start Extension, enter the first SIP base extension from Section
5.8. For Number of Ports, select the total number of SIP extensions from Section 5.8.

£ IP Voice Ports Setup ? X

Configure IP Voice Ports

These are voice ports that are of type SIP extensions on the PBX. They will
appear as entries with type SIP Voice Port in the General->Lines section of this
application.

Start Extension
Number of Ports: =
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6.4. Verify License

The Communications Center Administrator screen is displayed upon completion of the
Installation Wizard. Select General = Licenses from the left pane, to display All Licenses in
the right pane.

Verify that the following licenses are in place: Avaya IP Office, CC SIP Ports, CT Control,
TouchPoint, and UCUL (UC User License).

0 Communications Center Administrator - [Licenses] — O X

File Edit Window Help

# W B X | Language: |English v -
*s* Voice Messaging e e Product Key: ECUY-USIN-KWZM-NOUH-5FAS
a Console Eles-:ription Licenses Uitz Start Date End Date
"ﬁ Announce 2 Part
i} Queuing k 4vaya P Office Lnits
T OO SIP Ports 2 Fort
e L CT Contral 10 Uszer
A TouchPaint 10 Uszer
2 General =
> ) T TouchPoint UC User 10 eer
{ill Companies ~ ‘-'_ﬂ JCUL [UC User Licenze) 10 Uszer
P Holidays
¥
(&) Security
v |l -
|Licenses: 71
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6.5. Administer Lines

Select General = Lines from the left pane, to display all extensions obtained automatically
from both IP Office systems. Locate the entries associated with a subset of the EICC groups
from Section 5.2, in this case extensions ‘“21773-21777”, right-click on the entries one at a time
and select Convert Into Queue.

Note that the EICC groups with extensions “21771-21772” were already configured as part of
the Installation Wizard in Section 6.3.

o Communications Center Administrator - [Lines] O X
File Edit Window Help
> W & B X ‘ Language: |English v P
| AllPBXes ¥  All Lines ¥
2+ Voice Messaging ‘
{| Name Extension Type Tenant Monitor Status
& Cconsole % Added by System 22992 Dtemn Yes
e “ Added by System 22591 Dterm Yes
5§ Quening % Added by System 22030 Dterm Yes
@ Announce Y Added by System 22021 Dterm Yes
& Added by System 22024 Dterm Yes
7 General Y Added by System 22041 Dterm Yes
; S — || & Added by System 22035 Dterm Yes
(i companies & Added by System 22034 Dtem Yes
Y Added by System 22033 Dterm Yes
X Holidays &) Added by System 22032 Dtemn Yes
| % Added by System 22031 Dtemn Yes
T Licenses | % Added by Svsten 2022 Dtem Yes
&Y Added by System 21777 Dterm Yes
(@& Seaurity % Added by System 21776 Dtem Yes
&Y Added by System 21775 Dterm Yes
|5 Lines &y Added by System 21774 Dterm Yes
P> Added by System
(il Phonebook #» Added by System 215995 Dterm Yes
&) Added by System 21993 Dterm Yes
% System Queues 5 Added by System 22993 Dterm Yes
@ Added by System 22881 Dterm Yes
@ System Prompts £ Added by System 21884 Dtem Yes
: Z Added by System 21883 Dterm Yes
/3| Dialing Rules Y Added by System 21882 Dterm Yes
|Lines: 34/1
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6.6. Administer Queues

Select Queuing = Queues from the left pane, to display a list of queues converted from Section
6.5. Right click on the entry associated with the EICC Operator group from Section 5.2, in this
case “21773”, and select Convert to Operator Queue.

D Communications Center Administrator - [Queues] = O X
File Edit Window Help
> BaX Language: |English v 2
All PBXes ¥ All Queues excluding Operator/System Queues ¥
#+4 Voice Messaging
Queue MName ‘Wrapups Modes Indial Modifiers
S Console » 0773 Added by System Yes
2 @ 21774 Added by System Yes
‘it Queuing :
@ 2 21775 Added by System Yes
ﬁ Queues | & 21778 Added by System Yes
V|| & 21777 Added by System Yes
@ Announce
2 G |
7y Genera o >
|Queues: 4jo

Right click on each remaining entry and select Edit to modify the Name as desired. The queue
name will be used in agent desktop screen pops.

In the compliance testing, the queues were modified to match corresponding group names from

Section 5.2, as shown below.

0 Communications Center Administrator - [Queues] — O =
File Edit Window Help
ol | / g3 X | Language: |English ~ a’
] . All PBXes ™ All Queves excluding Operator/System Queues ™
"+ Voice Messaging
(ueue Mame Wiapups Modes Indial Modifiers
& Console 2T EICC Manitar ez
_ a3 21778 EICC Fallback, res
i Queuing 21778 EICE Sales Yes
M| TET EICC Support Yes
@ Queues y
!@ Announce
=¥ General < >
|Queues: 40
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6.7. Administer Agent Login Class

Select Queuing = Agent login Classes from the left pane, followed by the Add Wizard icon
located at the upper left corner of the screen.

D Communications Center Administrator - [Classes] - O X

File Edit Window Help

P4 ’ By X Language: |English - .

¥ Queuing Classes

#+# Voice Messaging

Name Number Time Zone
a Console

i Queuing

8 Queues

::un Delivery Patterns

lg Agent Login Classes

Follow the Adding New Agent Login Class Wizard in the subsequent screen to configure a
new agent login class. In the Select the Queues screen, select the EICC Sales and EICC Support
queues from Section 6.6, as shown below.

£ Adding New Agent Login Class... X

Select the Queues

Select the Queues that should be delivered to this Class

Number Name

L& 21773 Added by System
& 21774 EICC Monitor

(] & 21775 EICC Fallback
2177 EICC Sales

&y 21777 EICC Support

In the compliance testing, one agent login class was created, as shown below.
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o Communications Center Administrator - [Classes]

— O

File Edit Window Help

»E N B X Language: |English v

2 Voice Messaging Name Number Time Zone

| ﬁ?ﬁAgenl Class 1

a Console

i} Queuing
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I~

6.8. Administer Agents and Supervisors

Select Queuing = Agents (not shown) from the left pane, followed by the Add Wizard icon
located at the upper left corner of the screen.

) Communications Center Administrator - [Agents] — O X

File Edit Window Help

P24 > W B X Language: 'English v e

65 Mok Messaging ¥ Queuing Agents
! UserlD Name Default Class Department
a Console
# Queuing
# Queues &

Follow the Add Agent Wizard in the subsequent screen to configure a corresponding entry for
each agent and supervisor from Section 5.4 and Section 5.6 respectively. In the Select Agent
Login Class screen, select the agent login class created from Section 6.7, as shown below.

£ Add Agent Wizard X

Select Agent Login Class

Select the default Agent Login Class for the new Agents

= Agent Class

In the compliance testing, four agents and two supervisors were created as shown below.

£ Communications Center Administrator - [Agents] = O X

File Edit Window Help

> 8 W Ba X \ Language: English v 2
P ¥ Queuing Agents
|| UserlID Name Default Class
a Console a 21030 Supervisor Primary Agent Class
T a 21031 Agent 1 Primary Agent Class
ﬁﬁ- a 21032 Agent 2 Primary Agent Class
@ Agent Login Classes A a 22030 Supervisor Expansion Agent Class
S 22031 Agent 1 Expansion Agent Class
|§ Agents a 22032 Agent 2 Expansion Agent Class
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6.9. Administer Mailboxes

Select Voice Messaging = Mailboxes from the left pane, followed by the Add Wizard icon
located at the upper left corner of the screen.

o Communications Center Administrator - [Mailboxes] —_ O X

File Edit Window Help

P2 "’ | I Ba X [ Language: |English v 7
*+ Voice Messaging User ID First Name Last Name Current Profile
A %2 5000 Avaya System Afternoon
&% Maibox Classes
g Mailboxes
@ Default Profiles
v
Follow the Add Mailboxes Wizard in the subsequent screens (not shown) to configure a
corresponding mailbox for each agent and supervisor from Section 6.8. In the compliance
testing, six mailboxes were created as shown below.
Q Communications Center Administrator - [Mailboxes] - O X
File Edit Window Help
> H N B X ‘ Language: |English v 7
24 Voice Messaging User ID First Name Last Name Current Profile
ol %2 9000 Avaya System Afternoon
@ Mailbox Classes 52 21030 Supervisor Primary In the Office
2 21031 Agent 1 Primary In the Dffice
B Mailboxes 8 21032 Agent 2 Primary In the Dffice
82t 22030 Supervisor Expansion In the Office
@ Default Profiles i 22031 Agent 1 Expansion In the Dffice
v || % 22032 Agent 2 Expansion In the Office
a Console
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6.10. Administer SIP

Select File = System Setup from the top menu, as shown below.

0 Communications Center Administrator - [Mailboxes]

File Edit Window Help

- O X

b

Line for Recording... glish v
Copy Manager... er D First Name
System Setup... 3000 Avaya
Verify System Configuration... 21030 Supervisor
Wizards y | 21031 Agent 1
21032 Agent 2
Exit 22030 Supervisor

Last Name

System
Primary
Primary
Primary
Expansion

Current Profile

Afternoon

In the Dffice
In the Office
In the Office
In the Office

The System Setup screen is displayed. Select the PBX tab, and double click on the IP Office

entry shown below.

System Setup

General  PBX  Queuing Voice Messaging Dial By Name Timers Paging/Fax  Retention Policy  Notifications

X

PBXs:
Name Type 1POffice
=4 Chat Web Chat Server
i 3 . Type:  Avaya IP Office
%1 |POffice Avaya IP Office Mza%ia: Phoé: L

PBX is configured and running.

The IP Office PBX Setup screen is displayed. Select the SIP tab. For Realm, enter “ipoffice”.
For Password, enter the common SIP extension phone password from Section 5.8. Retain the

default value in the remaining fields.

IP Office PBX Setup

General SIP
SIP Registrar

IP address: |1o.s4.1o1.234

Port: I5050 I

Realm: lipofﬁce I

Password: | ------ |
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7. Verification Steps

This section provides tests that can be performed to verify proper configuration of IP Office
Server Edition and EICC.

7.1. Verify Main Site

From a PC running the IP Office Monitor application, select Start - All Programs - IP
Office = Monitor to launch the application, and connect to the primary IP Office system. The
Avaya IP Office SysMonitor screen is displayed. Select Status - SIP Phone Status from the
top menu.

@J HAvaya IP Office SysMoenitor - Menitoring 10.64.101.234 (IPO2-IPOSE (Server Edition(P))); Log Settings - C\Users\..\sysmonito... - O X
File Edit VYiew Filters Status Help
=a| 8T X[ = e
~
AAkNKKL KKK N Syskcnitcr w11l.1.0.1.0 build 85 *%&¥kxkkk¥
AEAXXLANES pontact made with 10.64.101.234 at 17:42:17 5/5/2021 Fdrerddadax
AkkXxkNNkd System (10.64.101.234) has been up and running for lday, 7Thrs, 5S6émins and 223ecs(l114952599m3) *&dduddddy
Arkxxkdard Warning: TEXT File Logging selected dddsddrdax
v
£ >
The SIPPhoneStatus screen is displayed. Verify that there is an entry for each SIP extension
from Section 5.8 and that the Status is “SIP: Registered*, as shown below.
= SIPPhoneStatus — [m] X
Total Configured: & “wiaiting 0 secs for update
Total Registered: 2 Reaistered Statu:  [IHHABTREER
Extn Num User Num | Phone T_l,lpe| Security | B..l IP Address | F'l Transport | User dgent | Licensed | SIF Options | S..l B | Status
21041 21041 MoPhone dizable 0.0on LAz Mo Licence 0 SIP: Unregistered
MoPhone dizable 0.0on a7 Ma Licence 0 SIP: Unregistered
21040 21040 MHoPhone dizable 0.0.0.0 &7 Mo Licence a
dizable | (106410203 [ [UDP [ ZeacomSIP | 3idPatylPRes [AU [ [0 |
21932 21932 SIP dizable 10.64.101.203 uoF ZeacomSIP 3rd Party IP Res AU a
£ >
Dizplay Options = i
& Shaw Al O Registeredl O IR egistered Page 1 z‘ Save Page Feset Phones Reregister Phones Cancel
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From the desktop of an agent on the Main site, double-click on the TouchPoint shortcut icon
shown below, which was created as part of TouchPoint installation.

=
-

JouchPoint

The Enghouse Interactive TouchPoint login screen below is displayed. Enter the login name
associated with the agent from Section 6.8, and use the generic default PIN value from EICC.

Retain the default value in the remaining fields.
K -

Enghouse
Interactive
TouchPoint

Agent 1 Primary

Remember me

Open TouchPoint

I —
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The screen below is displayed, along with a Call Bar above the system tray, as shown below.
Click on Log in to get queue calls toward the top of the screen.

i @ Enghouse Interactive - TouchPoint == A X
Agent 1 Primary
Log in to get queue calls
L4 In the Office
Queues R&siiielaes Dashboard

My Delivery Filter view £} Table Preferenc

Available CGallsin Longest Wait
Agents Queue

*~ EICC Sales - Normal

0 0
*~ EICC Support - Normal
0 0

Log in to get queue calls #
|m In the Office p g

In the drop-down window, Select Log in to Queues.

i @ Enghouse Interactive - TouchPoint == 8 X

My Presence

Log in to Queues Set Forwarding

Mailbox Settings Exit TouchPoint

x o Filter view L) Table Preferenc
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Make an incoming call from PSTN to the EICC Sales group, with available agent “21031” at the
Main site. Verify that the agent desktop is populated with the TouchPoint Interactions screen
with an Offering tab, along with a Pop-up Notification box, and that the Call Bar is updated to
reflect the active call.

Click Answer from the Pop-up Notification box and verify that the agent is connected to the
PSTN caller with two-way talk paths.

TLT; Reviewed:
SPOC 6/8/2021

i @ Enghouse Interactive - TouchPoint == A X

Agent 1 Primary
Logged In
Queues: 2 Phone
Phone Ringing

-_—
' @ Enghouse Interactive - TouchPoint Interactions

l PSTN-212

+1(212) 6630031

Offering 0:03

EICC Sales
In Queue: 0:00
Received: 11:38 AM Wed 12 May 2021

@ PSTN-212
+1(212) 6630031

Scratch Pad / Transfer Notes

= lmp

Interaction Info

“ae P¥ | ~ 03

EICC Sales

PSTN-212

Wait
Time
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7.2. Verify Remote Site

Repeat the procedure in Section 7.1 to log in an agent on the Remote site into the queues. Make
an incoming call from PSTN to the EICC Support group, with available agent “22032” at the
Remote site. Verify that the agent desktop is populated with the TouchPoint Interactions
screen with an Offering tab, along with a Pop-up Notification box, and that the Call Bar is
updated to reflect the active call.

Click Answer in the Pop-up Notification box and verify that the agent is connected to the PSTN
caller with two-way talk paths.

TLT; Reviewed:
SPOC 6/8/2021
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TouchPoint

Agent 2 Expansion
Logged In
Queues: 2 Phone

2

© Enghouse Interactive - TouchPoint Interactions

'y

PSTN-703
+1(703) 7030032

4

EICC Support %’
€
o
In Queue: 0:00 G
Received: 11:46 AM Wed 12 May 2021 §
c

PSTN-703
+1 (703) 7030032

Scratch Pad / Transfer Notes

!E@ 103 PSTN-703 A

\ 0:03 EICC Support /o A 4 & a 03 };:i;
EICC Support
PSTN-703
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8. Conclusion

These Application Notes describe the configuration steps required for Enghouse Interactive
Communications Center 11.1 to successfully interoperate with Avaya IP Office Server Edition
11.1 using TAPI and SIP user interfaces. All feature and serviceability test cases were
completed with observations noted in Section 2.2.

9. Additional References
This section references the product documentation relevant to these Application Notes.

1. Administering Avaya IP Office™ Platform with Manager, Release 11.1, Issue 1, April
2020, available at http://support.avaya.com.

2. First-time Installation and Server Setup — IP Office, available at
https://partnerportal.enghouseinteractive.com/user/login.

3. IP Office PBX Programming Manual, available at
https://partnerportal.enghouseinteractive.com/user/login.
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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