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Abstract

These Application Notes describe the procedures for configuring Prognosis for Unified
Communication R11.7 (Prognosis) to interoperate with Avaya Aura® Application Enablement
Services R8.1.

Prognosis provides real-time monitoring and management solutions for IP telephony networks.
Prognosis provides visibility of Avaya and other vendor’s IP Telephony solutions from a
single console. Prognosis monitors directly to Application Enablement Services using SNMP
connection.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the compliance tested configuration used to validate Prognosis
for Unified Communication R11.7 (herein after referred to as Prognosis) with Avaya Aura®
Application Enablement Services (AES) R8.1. Prognosis uses Simple Network Management
Protocol (SNMP) to monitor AES server, link availability and utilization.

2. General Test Approach and Test Results

The general test approach was to verify Prognosis using SNMP connection to monitor and
display system status from AES.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and the Prognosis did not include use of any specific encryption features as requested by
Integrated Research.

2.1. Interoperability Compliance Testing

The feature test of the interoperability compliance testing was to verify Prognosis using web
interface to display correct information of AES.

e Verify that the server statistics information for the AES is populated on Prognosis
display: SNMP Availability, Prognosis Raised Alerts, Link Status, TSAPI Client
Connections and DMCC Sessions.

e Verify that the list of AES links is visible in Prognosis: ASAI Link, CVLAN Link, DLG
CTI Link, License, Server, SNMP Status, TSAPI CTI Link and TSAPI TLink.

e For each of the links, click on the links to view utilization details.
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2.2. Test Results

All test cases were passed and met the requirements as shown in Section 2.1 with following
observation:
e The following links were not tested along with its detail since there is no available
connection or device exists: CVLAN Link and DLG CTI Link.

2.3. Support
For technical support on Integrated Research Prognosis, contact the Integrated Research Support
Team at:

e Hotline: +61 (2) 9966 1066

e Email: support@ir.com
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3. Reference Configuration

Figure 1 illustrates the test configuration used to verify the Prognosis application with Avaya
Aura® Application Enablement Services. The configuration consists of a duplex Avaya Aura®
Communication Manager (System A) with an Avaya G430 Media Gateway, and Avaya Aura®
Media Server. Another simplex Avaya Aura Communication Manager (System B) was
configured with an Avaya G450 Media Gateway. Both provides CTI links to Application
Enablement Services. Avaya Aura® Session Manager was configured via Avaya Aura® System
Manager to provide SIP Deskphones. Avaya Session Border Controller for Enterprise was used
to complete a SIP trunk connection to simulate a PSTN connection to the Enterprise solution.
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Figure 1: Test Configuration Diagram
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4. Equipment and Software Validated

The following equipment and software were used for the compliance test provided:

Equipment/Software Release/Version

Avaya Aura® Communication Manager R018x.01.0.890.0

(System A) R8.1.0.2.0 — SP2
Update ID 01.0.890.0-25578

Avaya Aura® Media Server R8.0.1.121

G430 Media Gateway 41.16.0

- MGP

Avaya Aura® Enablement Services 8.1.0.0.0.9-1 with Super patch 1

Avaya Aura® Communication Manager R018x.01.0.890.0

(System B) R8.1.0.2.0 — SP2
Update ID 01.0.890.0-25578

G450 Media Gateway 41.16.0

- MGP

Avaya Aura® System Manager System Manager 8.1.1.0

Build No. —8.1.0.0.733078
Software Update Revision No:
8.1.1.0.0310503
Feature Pack 1
Avaya Aura® Session Manager Session Manager R8.1 FP1
Build No. —8.1.0.0.810015

J100 Series IP Telephones

-J179 4.0.2.1.3 (SIP)
-J129 6.8202 (H323)
96x1 Series IP Telephones

-9641G 7.1.6.1.3 (SIP)
- 9611G 6.8202 (H323)
Prognosis for Unified Communications 11.7

running on Windows Server 2016

Note: All Avaya Aura® systems and Prognosis runs on VMware 6.x virtual platform.
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5. Configure Avaya Aura® Communication Manager

The configuration of Communication Manager and AES is assumed to be in place and will not
be discussed in this document. For more information of how to configure Communication
Manager and AES, please refer to Section 11.

6. Configure Avaya Aura® Session Manager

The configuration of Session Manager is assumed to be in place and will not be discussed in this
document. For more information of how to configure Session Manager, please refer to Section
11.

7. Configure Avaya Aura® Application Enablement Services

The initial administration of Application Enablement Services and the connection to
Communication Manager is assumed to be in place and will not be covered here. This section
only covers the configuration of SNMP connection of Application Enablement Services that is
required for the purpose of administering Prognosis.

AES is configured via the AES Management web interface. In order to access the web interface,
enter https://<ip-addr>/ as the URL in an internet browser, where <ip-addr> is the IP address of
the AES. Log in using the appropriated login credential. The screen shown below is displayed.

Note: All of the screens in this section are shown after the AES had been configured. Click Save
button to save the screen parameters configured on Application Enablement Services if needed.

Welcome: User cust
Last login: Mon Feb 17 15:59:2% 2020 from 10.1.10.156

- - - Number of prior failed login attempts: 0
AVAVA Application Enablement Services HostName/IP: aes/10.1.10.70
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.1.0.0.1.9-1

Server Date and Time: Mon Feb 17 17:25:10 5GT 2020
HA Status: Not Configured

Home Home | Help | Logout

» AE Services

Communication Manager Welcome to OAM
Interface

High Availabili . . - . . ) .
‘9 ity The AE Services Operations, Administration, and Management (OAM) Web provides you with tools for managing the AE
) Licensing Server. OAM spans the following administrative domains:

« AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.

Maintenance == Srvie ! ;
4 » Communication Manager [nterface - Use Communication Manager Interface to manage switch connection and

orki dialplan.
FLIELD ng « High Availability - Use High Availability to manage AE Services HA.
» Security « Licensing - Use Licensing to manage the license server.
+ Maintenance - Use Maintenance to manage the routine maintenance tasks.
) Status « Metworking - Use Networking to manage the network interfaces and ports.,
« Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization,
} User Management configure Linux-PAM (Pluggable Authentication Modules for Linux) and so on.
= Status - Use Status to obtain server status informations.
» Utilities + User Management - Use User Management to manage AE Services users and AE Services user-related resources.
» Utilities - Use Utilities to carry out basic connectivity tests.
» Help # Help - Use Help to obtain a few tips for using the OAM Help system

Depending on your business requirements, these administrative domains can be served by one administrator for all
domains, or a separate administrator for each domain,
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7.1. Configure SNMP Connection

To configure SNMP Connection, navigate to Utilities > SNMP - SNMP Agent. The SNMP
Agent page is displayed in the right. In the SNMP Agent, configure the following parameters as

shown below.

e Tick Enable SNMP Version 2c and enter the desired security name, in this case
“avayal23”. This security name will be used in Prognosis configuration.

AVAYA

» AE Services

Communication Manager
Interface

High Availability

¢ Licensing

} Maintenance

» Networking

b Security

p Status

p User Management

« Utilities
Diagnostics
Email Motification
HMDC

SNMP

= Product ID
« SNMP Agent

utilities | SNMP | SNMP Agent

SNMP Agent

MIB Il System Group Data:

Application Enable

Management {

Location: |Ur1kn-:-wn

Contact: |Ur1kn-:-wn

SNMP Protocol Access:

|_| Enable SHMP Version 1

Community Mame:

¥ Enable SNMP Version Zc

Community Mame:

|| Enable SNMP Version 3

User

User Mame:

Authentication Protocol: | Mone ¥ |

Authentication Password: | |

Privacy Protocal:

Privacy Password:

IavayEIZS

|Mone ¥ |
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Navigate to Authorized IP Addresses for SNMP Access from the same SNMP Agent settings.
Enter IP address of the Prognosis monitoring server. This will allow the Prognosis server to
access the AE server via SNMP.

e Select Following IP Addresses.

e |P Address 1: enter Prognosis IP address, example: 10.1.10.124.

LYM; Reviewed:
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Authorized IP Addresses for SHNMP Access*®

Mo Access
Any IP Addresses

* Following IP Addresses

IP Address 1: |10.1.10.124

IP Address 2:

IP Address 3:

IP Address 4:

IP Address 5:

Apply Changes | Cancel Changes

Mote: Thers iz no ip access resiriction on Software Cnly for SMMP Version 3.
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8. Configure Prognosis

This section describes the configuration of Prognosis required to interoperate with Application
Enablement Services. Log in to the Prognosis with administrative privileges. Launch the
Prognosis Administration by clicking Start = All Programs =>Prognosis = Administration
and log in with the appropriate password.

II' prognosis

Username

Password
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The Prognosis Administration homepage is displayed as shown below.

II' prognosis | Administration View Systems Community

5% WIN-SMNFV5FJ64Y

. ~

Prognosis node - WIN-5MNFV5F J64V
Call Recording Assurance

Details

Assured Users
IP Address: 10.1.10.124
Tenants . :

Version: Prognosis 11.7.0

Navigation Operating System:  Windows Server 2016 Standard
. Status: Connected

Security
Web Reports § 7

UC & Infrastructure Configuration
Automation
Configuration [tem Mapping

Do you have Microsoft Skype for Business? Why do I need this? [
Alert Suppression
High Availability

+ Databases

St
@ Av-Contact Center Elite m

< >

8.1. Administer Avaya Aura® Enablement Service Configuration
Click Add System and scroll below to Contact Centers.

Contact Centers

Avaya Aura Application Enablement Service j‘

Select Avaya Aura Application Enablement Service from drop-down menu. Click Add to add
a new AES. In this test configuration, the following entries are added for AES with display name
of AES81 and with IP addresses of 10.1.10.70.

The following settings were used during the compliance test.

Basic Details:
e Display Name: AES81
e |P address: 10.1.10.70
e Customer Name: Avaya
e Site Name: DevCon Lab
SNMP Connection Details:
e Select Use SNMP Version 2¢c
e Community String: As configured in Section 7.1
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Leave the Databases and Thresholds as checked. Click Add to affect the addition.

Add Avaya Aura Application Enablement Services

Basic Details

Display Name: *

AES81 |

IP Address: *

10.1.10.70 |

Customer Name: ‘Avaya |

Site Name: ‘Dev(:un Lab| x® |

SNMP Connection Details

(0 Use SNMP Version 1
@ Use SNMP Version 2c

() Use SNMP Version 3

Community Sring: |geeesese

Databases and Thresholds

Start standard databases and thresholds
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8.2. Verifying Configurations with Prognosis Client
On Prognosis server, click Start = All Programs = Prognosis = Prognosis Client to start the

Windows Client application.

Log in with the appropriate credentials.

Server Logon

Server |'\WIN-5MNF‘J5FJEW (10110124 : 1960 ]
zer 1D |.-’-'-.u:|ministratu:|r
Pazsword: ||

Logon |

Cancel Server xx

Connected to SWIMN-SMMNPYBFIESY,

To check the configurations of the AES to be monitored, expand Configurations of the
Monitoring Node on the left pane, right-click on AVAYA_CONTACT and select Properties.

 =3s

=35 WIN-SMNFVSF 64V

Anahysts
Configurations

-3 ALCATEL_PBX

+ ALERTS

~ AUDIDCODES_GW
~ AUTOMATION

+ AVAILABILITY

g AVAYA_CONTS=T
e AVAYA_DEFNI
L AVAYA_IPD
e AVAYA_LEGAL.

Stop..
Properties...
& AVAYA_LSP

o AVAYA_PEX
' B24EPS

¥ B0l

+ CALL_RECORDMNG
A Clsco_ucs
+ CISCODEV

o CMSCOR

7% DB2
« DBMS
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The AES entry configured earlier is displayed below:

A& AVAYA_CONTACT on \WIN-5MNFVSFIG4Y = 2

General | Modes to Run On  Configuration |

SUBSYS AVAYA CONTACT
DEFINE TRRPEORT (#5lcbalDefzult, port=162)

ADD RES(AESE1l, ip=10.1.10.70, "custocmer=hvavya", 3ite=Devlon Lab)
CEFINE SWNMP NODE PROFILE(10.1.10.70, Versicn=2c)

ADD AEFP(AREFTZ2, ip=10.1.10.81, "customer=Avaya", site=Devlon Labk)
DEFINE SNMP NODE PROFILE({10.1.10.81, Version=2c)

Start I Close Save As... Help
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To check the configurations of the password to be monitored, expand Configurations of the
Monitoring Node on the left pane, right-click on PASSWORDS and select Properties.
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¥, pBz

o DEMS

o DISPMAN

i o DYNAMICTHRESHOLDS

i EXTRACTOR

i FILEWGR

L3 LYmC

oo MESSAGHG

L MOMANAGER

L MsSOL

oo AT

L METDISG

Lo NETWORK

o NODEGROUP

Lo o NORTEL_PBEX

iof POSTILION Step...
 PROGHDE
¥ PUBLISH

Properties...
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The password entries are displayed. In the compliance test, the first entry of AES was added
snmpv2c:AES81 with the password (Community String) as configured in Section 8.1.

/& PASSWORDS on \WIN-5MNFVSFI64V E |5
General | Nodes to Run On I Configuration Passwords I
+ -
Password
Entry Name Only Username Password
PQL:prognosis | B prognosis AN
PQL:postgres - postgres N RGRCR
PQL:replication | = replication A
CSMRabbithg - prognosis AOROR
Avaya-SAT:CM8-DUPLEX I iptm AT
snmpV2c:CM8-DUPLEX I~ PR
Avaya-SAT.G450-CM | B iptm R
snmpV2c:G450-CM ~ St
Avaya-SATESS = iptm NEOECRY
snmpV2c:ESS ~ e
snmpv3:SMGR3 = avayasnmp EGEGRT
snmpv3encrypt:SMGR8 ~ AL
FTP:SM1 r CDR_User R
snmpV2c:SM1 I~ Y
FTP:SM2 r CDR_User AR
snmpV2c:SM2 [~ SR
Avaya-SAT:LSPREMOTE r iptm e
snmpVZc:AE§81 |7 T
soap \AAEP72 I= outcall e
snmpV2c:AAEPT2 ~ AR
v
< >
Start I Close Save As... Help
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9. Verification Steps

This section provides the tests that can be performed to verify proper configuration of AES and
Prognosis. Log in to the Prognosis with administrative privileges. Launch the Prognosis View by
clicking Start - All Programs - Prognosis = Prognosis Client as in Section 8.2. Select on
the left pane under Knowledge = IP Telephony Manager - Virtualization = All Contact

Centers.
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File Edit VYiew ControlBar Options Tools Workspace

| o B D X 4 B8 ® BE

Sk

Win

Eﬂ My Display= & Configurations
-3 Knowledge
H-_] Common

F-{_ 7] Desktop Manager

& Insight

=43 IP Telephony Manager
#-{] AudioCodes

#-{] AudioCodes Gateways
& Avaya

-] Avaya IP Office

&-{] Cisco

& Comman

-] Contact Center

-] IPT Device

{:] Management Reporter
&-{] Microsoft

& Nortel

& SBC

#-{] SIP Troubleshooting
& Soft Phone

5] Syslog

&) Telephony

-] Virtualization

%% "LAl Contact Centers

----- I Al Emergency Systems

“-Jgfd AIIM and Presence

il Al Meetings

-l AlPBXs
~-{fd Al Session Managers

iﬂ All Survivable Appliances

----- i“ All Sy=stem and Session Managers

i-Jildl Al System Managers

]
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Click the AES81 on the right plane (not shown), a new page shows Avaya AES general status of
the monitored AES such as AES Server, Status, SNMP Availability, Link Status, DMCC
sessions etc., ... as shown below. Details of the Link Status can be viewed by clicking the

individual CTI link Type.

Avaya AES Printf=)  ExcelExport [5,  Addto Mashup 67
\AFS81
Avaya AES Servers SNMP Availability TSAFI Client Connections
1
AES Server  Status Now This Hr Today
\AES81 up 10000 | 10000 ] 10000 08
. 06
Prognosis Raised Alerts
. 04
Severity Alerts
0.2
o
208:20PM  209:10PM  2:10:00PM  Z10:50PM  211:40FM  2:12:30PM
[ node-\aess110110.70
< > < >
Link Status DMCC Sessions
1
Type Up Down Unknown Total
ASAl 2 0 0 2
CVLAN 1 0 0 1 o8
TSAPICTI 2 0 0 2
TSAPI TLINK 2 Q0 0 2 0.6
04
02
o
208:20PM  Z09:10PM  210:00PM  Z10:50PM  21140FM  2:12:30PM
[ node-\aess110110.70
CPU%: 74.00
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10. Conclusion

These Application Notes describe the procedures for configuring the Integrated Research
Prognosis for Unified Communications R11.7 to interoperate with Avaya Aura® Application
Enablement Services R8.1. During compliance testing, all test cases were completed successfully
with observation noted in Section 2.2.

11. Additional References

The following Avaya documentations can be obtained on the http://support.avaya.com.
[1] Administering Avaya Aura® Communication Manager, Release 8.1.x, Issue 5, Nov 2019.
[2] Administering Avaya Aura® Session Manager, Release 8.1.1, Issue 2, Oct 2019.

[3] Administering Avaya Aura® Application Enablement Services, Release 8.1.x, Issue 3, Oct
2019.

Prognosis documentations are provided in the online help that comes with the software package.
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©2020 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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