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Application Notes for configuring NEC IP DECT Access
Points AP400 and NEC DECT Handsets with Avaya IP
Office Server Edition and IP Office 500 V2 Expansion R10.0
using TLS/SRTP — Issue 1.0

Abstract

These Application Notes describe the configuration steps for provisioning NEC’s IP DECT
Access Points and Handsets to interoperate with Avaya IP Office using TLS/SRTP.

Readers should pay particular attention to the scope of testing as outlined in Section 2.1, as
well as observations noted in Section 2.2 to ensure that their own use cases are adequately
covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for provisioning NEC’s IP DECT
Access Point (AP400) and NEC’s DECT handsets to interoperate with Avaya IP Office Server
Edition and IP Office 500 V2 Expansion R10.0 using TLS/SRTP.

An NEC IP DECT solution typically consists of a windows based instance called DAP
Controller that runs the IP DECT system software (DAP Configurator and DAP Manager), one
or more DECT access points (DAP) AP400, DECT handsets (e.g. G566, 1766, G966) and if
needed a software based DMLS open interface for messaging and alarming. The DAP’s are
connected to the IP network and get the needed power by using POE following 802.3af standard.
Multiple NEC DECT access points (DAP) are tied together to build a single DECT system. The
handsets are enrolled into that System using Digital Enhanced Cordless Technology (DECT).
Each DAP is hosting (responsible for) a particular number of handsets although
roaming/handover is possible across all DAPs. The DAPs are configured to register with Avaya
IP Office using Session Initiation Protocol (SIP). A single DAP will register multiple times
against IP Office on behalf of the handsets it is responsible for.

Each handset is configured as a SIP user on Avaya IP Office. The NEC DECT handsets behave
as SIP integrated into the Avaya IP Office. They are able to make/receive internal calls, trunk
calls, access the voicemail system and can take advantage of the telephony features provided by
Avaya IP Office.

2. General Test Approach and Test Results

The interoperability compliance testing evaluates the ability of NEC DECT handsets to make
and receive calls to and from Avaya H.323, and SIP deskphones as well as calls via connected
trunks. Avaya IP Office Voicemail Pro was used to allow users to leave voicemail messages and
to demonstrate Message Waiting Indication (MWI) was working on the NEC handsets.

NEC supports UDP/RTP and TCP/RTP but also TLS/SRTP. For more information on NEC
using UDP/RTP and TCP/RTP please refer to the Application Notes titled Application Notes for
configuring NEC IP DECT Access Points AP400 and NEC DECT Handsets with Avaya IP Office
Server Edition and IP Office 500 V2 Expansion R10.0 using UDP&TCP/RTP.

The primary goal of the Transport Layer Security (TLS) protocol is to provide privacy and data
integrity between two communicating computer applications. When secured by TLS,
connections between a client (e.g., NEC DAP) and a server (e.g., IP Office) have one or more of
the following properties:

e The connection is private because symmetric cryptography is used to encrypt the data
transmitted. The keys for this symmetric encryption are generated uniquely for each
connection and are based on a shared secret negotiated at the start of the session. The
server and client negotiate the details of which encryption algorithm and cryptographic
keys to use before the first byte of data is transmitted. The negotiation of a shared secret
is both secure and reliable.
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e The identity of the communicating parties can be authenticated using public-key
cryptography. This authentication can be made optional, but is generally required for at
least one of the parties (typically the server).

e The connection is reliable because each message transmitted includes a message integrity
check using a message authentication code to prevent undetected loss or alteration of the
data during transmission.

The Secure Real-time Transport Protocol (or SRTP) defines a profile of RTP (Real-time
Transport Protocol), intended to provide encryption, message authentication and integrity, and
replay protection to the RTP data in both unicast and multicast applications. Since RTP is closely
related to RTCP (Real Time Control Protocol) which can be used to control the RTP session,
SRTP also has a sister protocol, called Secure RTCP (or SRTCP); SRTCP provides the same
security-related features to SRTP, as the ones provided by RTCP to RTP. Utilization of SRTP or
SRTCP is optional to the utilization of RTP or RTCP; but even if SRTP/SRTCP is used, all
provided features (such as encryption and authentication) are optional and can be separately
enabled or disabled. The only exception is the message authentication feature which is
indispensably required when using SRTCP.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and NEC IP DECT utilized enabled capabilities of TLS/SRTP.

2.1. Interoperability Compliance Testing

The following features have been tested. Note that when applicable, all tests were performed
between NEC DECT handsets and Avaya SIP deskphones, Avaya H.323 deskphones as well as
PSTN endpoints.

e Basic Calls
e Calling Line Number / Name Identification
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e Hold and Retrieve

e Attended and Blind Transfer

e Call Forwarding Unconditional, No Reply and Busy
e Feature Code for Call Forward

e Call Waiting

e Call Park/Call Pickup

e Hunt-Group

e Internal Twinning

e Multi Party Conference

e Codec Support (G.711A, G.711U and G.729)
e Trunk-Calls (Simulated PSTN)

e DTMF Support (SIP Info and RFC2833)
e Message Waiting Indication

2.2. Test Results

All test cases passed successfully with the following observations noted during testing.

1. NEC1 > NEC2 - TRN BLIND to AVAYA SE SIP. On some occasions the transfer
fails with the call being dropped completely upon completion of the Blind Transfer. Patch
4920b655.dwl applied by NEC fixed this issue.

2. NEC3 > NEC4 - TRN BLIND to AVAYA 500V2 SIP. On some occasions the transfer
fails with the call being dropped completely upon completion of the Blind Transfer. Patch
4920b655.dwl applied by NEC fixed this issue.

3. NEC1 > NEC2 -> TRN BLIND to PSTN (SIP or QSIG). CLID is not updated on the
NEC phone 1 after a blind transfer is complete. This is the initial NEC caller’s display.

2.3. Support

Support from Avaya is available by visiting the website http://support.avaya.com and a list of
product documentation can be found in Section 9 of these Application Notes. Technical support
for the NEC IP DECT product can be obtained through NEC global technical support by
accessing the website http://www.nec-ipdect.com/Contact-7 or http://businessnet.nec-
enterprise.com (which is available only for partners with authorized access).
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3. Reference Configuration

Figure 1 shows the network topology during compliance testing. The NEC DECT handsets
subscribe to the NEC DECT Access Points (DAP) which is placed on the LAN. The DECT
handsets register with IP Office in order to be able to make/receive calls to and from the Avaya
H.323 and SIP deskphones as well as from the trunks (PSTN).

Note: Two handsets were registered to the IP Office Server Edition and two with the IP Office
500V2.

PSTN SIP
Caller

Avaya 9608 (H323) Avaya 9641 (SIP)

Simulated
SIP PSTN NEC DAP
Controller
()
NEC DECT é
Handsets
TLS/SRTP
Avaya 1140e SIP Avaya IP Office R10.0 Connection

Server Edition

20509025 SIP Connection to IP Office

(Both SE and 500 V2)

Avaya IP Office R10.0 500 V2
Expansion

NEC DECT 10.10.40.20

Simulated
Handsets QSIG Connection

Avaya 1140e SIP

-

Avaya 9641 (H323
PSTN QSIG ° {022

Caller

Figure 1: Network Solution of NEC DECT Handsets with Avaya IP Office Server Edition
and 500 V2 R10.0
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4. Equipment and Software Validated

The following equipment and software was used for the compliance test.

Equipment/Software

Release/Version

Avaya IP Office Server Edition Primary
running on a Virtual Platform

R10.0.2.0 Build 10

Avaya IP Office 500 V2 Expansion

R10.0.2.0 Build 10

Avaya IP Office Manager running on a
Windows 7 PC

R10.0.2.0 Build 10

Avaya 1608-1 H323 Deskphone

1608UA1_350B.bin

Avaya 9630 H323 Deskphone R6.4014U
Avaya 1140e SIP Deskphone R04.04.28.00
Avaya 2420 Digital Deskphone V5.0
Avaya Communicator for Windows 2.1.3.80
DAP Controller software Release of R6.41
running on Windows 2012 virtual server 6.41.0624
Release of R6.41
NEC DECT Access Point 6.41.0624
Patch is Release 6.41 : 4920b655.dwl
NEC DECT Handset NEC G566 1.14.00.01
NEC DECT Handset NEC 1766 1.14.00.01

Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with IP Office Server Edition in all configurations.
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5. Configure Avaya IP Office

The information provided in this section describes the configuration of Avaya IP Office for this
solution. Configuration and verification operations on the Avaya IP Office were all performed
using Avaya IP Office Manager. It is implied a working system is already in place with the
necessary licensing. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 9. The configuration
operations described in this section can be summarized as follows:

e Launch Avaya IP Office Manager (Administration).

e Display LAN Properties.
Configure Media Security Settings.
Create User.
Save Configuration.

Note: Only the unique prompts are shown in the screen captures below, all other inputs can be
left at default.

5.1. Launch Avaya IP Office Manager (Administration)

From the IP Office Manager PC, click Start - Programs - IP Office > Manager to launch
the Manager application (not shown). Tick on the Server Edition as shown below and enter the
appropriate credentials. Click on the OK button..

R Select 1P Office = | = 5=
Narne IP Address  Type Version Edition
Server Edition 10.0
¥|  IPOSEPG 1010.40.25 IPO-Linue-PC 10.0.0.3.0 build 5 Server (Primary)
Server Edition Expansion 10.0
IPOS00V2PG 1010.40.20 1P 500 V2 100030 build5  Server (Expansion)
Configuration Service User Login
IP Office: IPOSEPG (Primary System - IPO-Linux-PC)
Service User Name Adrninistrator
Service User Password  sesssssss
QK ] | Cancel | | Help
TCP Discovery Progress
/| Open with Server Edition Manager
Unit/Broadcast Address
101040255 - Refresh oK | [ conca
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Click on Configuration at the top right of the page, as shown, to receive the IP Office

configuration.

= Server Edition
Summary Open...
= Hardware Installed

Control Unit: IPO-Linux-PC
Secondary Server: NONE

B System Settings
IP Address: 10.10.40.25
Sub-Net Mask: 25
System Locale: Irelan
Device ID: NONE

Expansion Systems: 10.10.40.20
System |dentification: ad7eda2f5eb0bdb66b29fc8e123999283ddd6fb0
Serial Number: 005056948621

55.0
K English)

MNumber of Extensions on System: 9

.
.J- System Status

E Voicemail Administration

@ Resiliency Administration

k On-boarding
1‘ IP Office Web Manager

@ Hep

-/‘5 Set All Nodes 1o Select

:‘.. Set All Nodes Licence Source

Add...
#%, Secondary Server

45, Expansion System

5.2. Display LAN Properties

From the left window navigate to System as shown and in the main window click on the LAN1

tab and within that tab select the LAN Settings tab. The IP Address of the IP Office is shown
and this will be required setup in Section 6.1.

--£37 Time Profile(0)
----- Bl Account Code(0)
@5 User Rights(8)

""" i@ Location(0)
-3 IPOSEPG

....... ) System (1]
; n ne

= Control Unit (8)
----- Ay Extension (9)

----- §  User(10)

----- W§ Group (3)

----- X Short Code (53)
----- @ Service (0]

Configuration | system = IPOSEPG

-~ & BOOTP () flame System | LANL | LAN2 | DNS | WYoicemail | Telephony | Directory Services | System Events
;4 Operator (3) “wIPOSEPG -
[=-%=¢ Solution LAN Settings I VoIP | Network Topology|

----- §  User(30)

..... % Group(6) 1P Address 10 . 10 . 40 . 25

----- 82 Short Code(19)

..... # Directory(0) IP Mask 255 255 255 1}

Mumber Of DHCP IP Addresses 200 =
DHCP Made

) Server () Client @ Disabled
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Click on the VVoIP tab. Ensure that TLS is ticked and that port 5061 is being used. During
compliance testing RTP-RTCP Keepalives were set to 30secs.

= IPOSEPG e vi<l-
Systern | LANL | LAN2 | DNS | Voicemail | Telephany | Directory Semicesl System Events | SMTP | SMDR |1u'oIP | ValP Security | Contact Center|
| LAN Settingsl VolP INetworkTopology|
H323 Gatekeeper Enable E
[ Auto-create Extn Auto-create User [ H323 Remote Extn Enable N
H.323 Signalling over TLS Preferred - 1720
SIP Trunks Enable
SIP Registrar Enable
[[] Auto-create Extn/User [] SIP Remote Extn Enable
SIP Demain Mame devconnect.local
SIP Registrar FQDN
UDP UDP Port 5060 o 5060
Layer 4 Protocol TCP TCP Port 5060 = 5060
TLS TLS Port 5061 = | 5061
Challenge Expiry Time (secs) 10 =
RTP L&
Port Mumber Range
Minimum 40750 - Maximum 50750 -
Port Mumber Range (MAT)
Minimum 40750 = Maximum 50750 =
Enable RTCP Monitoring on Port 5005
RTCP collector IP address for phones 0 0 0 0
Keepalives
Scope [RTP-RTCP v | Periodic timeout 30
Initial keepalives ’Enabled vl !
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5.3. Configure the Media Security Settings

Click on VoIP Security, the Media can be set to Enforced or Best Effort. For compliance testing
Enforced was set simply to ensure 100% that SRTP was used. Encryptions and Authentication
were set for RTP and SRTP_AES_CM_128 SHA1_80 was used as the Crypto Suite.

Note: RTCP was left unencrypted as IP Office supports unencrypted RTCP by default. This
default is compatible with most Avaya endpoints which do not currently support encrypted

RTCP.

7

IPOSEPG*

e v <]

| System | LANL | LANZ | DMNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | VolP I VoIP SECUfitYI Contact Center

Media

’ Enforced

~| [ stictsips

Media Security Options

Encryptions

Authentication

Replav Protection

SRTP Window Size

Crypto Suites

RTP

[T RTCP

RTP
RTCP

64

SRTP_AE5_CM_128_SHA1 80
[] SRTP_AES_CM_128_SHA1 32

5.4. Create a new User
From the left window, right click on User and select New.

=157 IPOSEPG Confirm
-7 Systern (1) fmNoUser
----- T4 Line (3) Accouni
..... =2 Control |“'; Fird]
..... A& Extensiol _] Mew Ctrl+MN
""" =r (10 Mew User Rights from user
----- ¢ Group (3
----- X Short Cgd #  Cut Ctrl+X
""" @ senvice (23 copy Ctrl+C
----- & Incomin )
..... @ Directon) Paste Ctrl+V
----- £7 TimePrd ) Delete Ctrl+Del
----- El 1P Route .

Validat

----- #m Account Wil| Valdate
..... W Licence Mew from Template
""" ﬁ; User Rig Export as Template
..... ¥ ARS (1)
..... & Location Show In Groups
----- 28 Authoriz .

-5 [POS00V2PG Customnise Columns...
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In the User tab add a Name and Password along with the Extension.

b= <User:0>: * [ v | < | s B

User |‘u’oicemai| | DND |Shor‘tCoda§ Source Numbers | Telephony | Forwarding | Dial In |‘u"oice Recording | Button Programming | Menu Programming * | *

-

Mame 7151 ol
Password LYY
Confirm Password LYY

Unique Identity
Audio Conference PIN

Confirm Audio Conference PIN

Account Status [Enabled -
Full Mame NEC DECT jf151
Extension 7151

m

Email Address

Locale [ v]
Priority ’5 v]
Systermn Phone Rights ’None v]
Profile [Basic User v]

[] Receptionist
Enable Softphone
Enable one-X Portal Services

Enable one-X TeleCommuter

[ Enable Remote Waorker

[} Enable Communicator
Enable Mobile VoIP Client
Send Mability Email

Web Collaboration

[”] Exclude From Directory

Under the Telephony Tab select the Supervisor Settings tab and enter the password again for
the Login Code. Ensure that Force Login is ticked.

7 <User:0>: * e v < | &

| User |Voicemai| | DND | ShortCodes | Source Numbersl Telephony IForwarding | Dial In |‘u"oice Recording | Button Programming | Menu Programming * | *

| Call Settings | Supervisor Settings | Multi-line Options | Call Log | Tul |

Loegin Code LLLL Force Login

Confirm Login Code LLLL

Login Idle Period (secs) [T] Force Account Code
Menitor Group [<None> v] [] Force Authorization Code
Coverage Group ’<None> v] [ Incoming Call Bar

Status on No-Answer [Logged On (No change) v] [] Outgoing Call Bar

[ Inhibit Off-Switch Forward/Transfer
Reset Longest Idle Time [ Can Intrude
Cannot be Intruded

[] Can Trace Calls

@ Al Calls

() External Incoming
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Once OK is ticked at the bottom of the screen a new window should appear asking to create a
new extension. Select SIP Extension as is shown below.

If the system is not setup to auto-create extensions then a new extension can be added by right-

clicking on Extension on the left window and selecting New, (not shown).

7

<User:0>: *

[

v | < | > ,é

| User |Voicemai| | DD | ShortCodes | Source Numbers| Telephony |Forwarding | Dial In |Voice Recording | Button Programming | Menu Programming * | *

Login Code

() Bxternal 1

Call Settings | Supervisor Settings | Multi-line Options | Call Log | TuL |

Confirm Login Code eeee

Legin Idle Period (secs)

Meniter Group ’<None> v]
Cowverage Group ’<None> v]
Status on Mo-Answer ’Logged On (Ne change) VI
Reset Longs Avaya IP Office Manager

@ Al Calls

Would you like a new ValP extension created with this number?

) None
() H323 Extension
@ SIP Exension

Force Login

[7] Farce Account Code

[T Ferce Authorization Code

[] Incoming Call Bar

[] Qutgoing Call Bar

[ Inhibit Off-Switch Ferward/Transfer
[T Can Intrude

Cannot be Intruded

[7] Can Trace Calls

OK I [ Cancel ] [ Help
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5.5. Save Configuration

Once all the configurations have been made it must be saved to IP Office. Click on the Save icon
at the top of the screen and the following window appears, click on OK to commit the changes to
memory.

Avaya P Offce Manager IPOS(PG)VZExp [9.1 500.145] (A mimstrator(Adrmimistrator]] [N e = T
File Edit View Tools Help
2 {d]E B
POSL(PGN2Ep - User - 5201 5201 -
IP Offices | User = 5201: 5201 EEEIEIAE
;R 80OTP (5) Name E 2| | user | voicemail | OND | short Codes | source Numbers | Telephony | Forvarding | piat n | veice Recording | Button Programming | Menu Programeming | |«
-4 Operator (3) 5200 5 - .
g Ipogl(PG)VéE]xp §-5202 55 Sava Configuration =
& System J
- 5220 s
7 Line (12) i : Block Forwardif | IP Office Settings
Control Unit (4) s 54 IPOI(PG)V2Exp
-4 Extension (39) 5222 54
&
% e (7—?23) 5250 5 Follow Me Nurl | Configuration Reboot Mode 1 -
roup frs251 55
8% Short Code (31) i . © Merge
B Service (0) o A <
o RAS (1) frsas0 5 Forward Uncofl| — Tmmedizte
@ Incoming Call Route (4) | §=5281 5 T ©) When Free
&2 WAN Port (0) §rs2 5 : © Timed |
=& Directory (0) 5283 5= Forward Numbf)| -
£ 7% Time Profile (0) |
(5 . . Reboot Time
@ Firewall Profile (1) sz 5,
-l IP Route (2) f-s285 54 nterrfll| [12:53
&m Account Code (5) 5286 5
R License (33) §rs287 55
? E””"RE‘ fEJ © grsss 52 Forward On B[~ €@!! Barring
-4 User Rights | - .
e ARe (L) frsa0 54 Forward On N
55 Location ) 3250 % Forward Numblj| — ~“12°79 21 1 -
28 Authorization Code (1) | 5255550 5
frComdasys230 2 F il |
§-Comdasys231 23 orward Internd
f-Comdasys232 25 I OK l[ Cancel ] Help
frMNoUser
frmRemoteMana.. T 0 Help
< lam +
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6. Configure NEC DECT Access Points and Handsets

The following section shows the setup used during compliance testing for the NEC DECT
solution, both the configuration of the DECT Access Points and the addition and subscription of
the NEC DECT handsets are clearly outlined. The installation of the NEC DECT solution is
outside the scope of these Application Notes, for more information on this please refer to Section
9.

Note: The NEC IP DECT solution relies on DHCP (Option 66, 67), NTP and TFTP as network-
services. DHCP and TFTP services can be provided from the DAP controller instance. In
addition a Multi-Cast IP address is also required for the DAP’s to synch.

6.1. DAP Configurator - Configure DECT Access Point (DAP)

The configuration of the DECT Access Point uses the DAP Configurator which creates a
configuration file that is this pushed to each DAP on the network. Click on DAP Configurator as
shown below.

Note: An NEC IP DECT solution typically consists of a windows based instance called DAP
Controller which includes “DAP Configurator” and “DAP Manager”.

Note: The DAP Controller Package must be installed in the DAP Controller server. This package
is only available from NEC.

ApPpPS

Q Resource Monitor Windows PowerShell ISE (x86) Calculator

EE Security Configuration Wizard Notepad g Command Promp

ntroller

Server Manager & DAP Configurator Paint 3 | Control Panel

Services i | DAP Sync Analyzer Remote Desktop Connection n File Explorer

Qﬁ&bug

System Configuration DAP Viewer Steps Recorder @ Help and Support

31
¥

System Information " | DHCP Server Windows Server Backup & Run
o

Task Scheduler ﬁ Diag@MNet Monitor

B A

WordPad g Task Manager

‘Windows Firewall with Advanced... g IPDECT Manager . . e g This PC

‘Windows Memory Diagnostic e IPDECT Performance Manager Magnifier ] Windows PowerSh

Windows PowerShell (x86) 6 System Info Console r MNarrator N
WinPcap

[
o
=
e
%
E
=

‘Windows PowerShell ISE On-Screen Keyboard g Uninstall WinPcap
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Click on the General Settings tab and enter the information on the main window. Enter a
suitable System Name and ensure the PBX type is set to SIP on Avaya-1PO.

Note: Typically a license file is ordered and contains the licenses (humber of access points
(DAP’s) and other features) for the new IP DECT Release 6.41 system. This license file also
contains the PARI, which must be unique for each DECT System. When the license file is loaded
here the PARI will be filled in automatically.

T 1P-DECT Configurator R6 =l & || &=
General P S Metworc System SIP Setii DECT Setii P PBX Perfformance / Customer
Settings S22 Settings Configuration Ings ings rg;ﬂls;gg;ng Email Settings Information
N General Settings DevConnect PO test
System name : DevConnect PO test g:}' LLII%daEt‘.teefsr o Ig;ﬂ;w%{&hz%f that has a
ew Systel PEX type : I SIF on Avaya-IPO vI
AP200/300 package :
AP400 package : 43200655 dwl DAP build date: 2016-02
' AP400 loader :

Ensure the correct AP400 package file from NEC is available on the machine with the DAP
configurator. Click on Browse for the AP400 package and select the proper file
(<filename>.dwl). Click on Apply at the bottom of the screen (not shown).

T 1P-DECT Configurater R6 =]l & || &=
General P Sei Metwork System SIP Setii DECT Satii P PBX Performance / Customer
Settings ings Settings Configuration ings ings rg::iﬁ;;ng Email Settings Infarmation
L General Settings DevConnect PO test
. e Cammect | PO tas : SW updates only allowed with SW that has a
System name : DevCannect IPO test SWU date from before 2016-12-21
ew Syste PEX type : SIP on Avaya-IPO - |
AP200/300 package :
AP400 package : DAP build date: 2016-02
) APAD loader -
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Click on the IP Settings tab at the top of the screen and on the DAP Controller IP
Configuration tab in the main window. Enter the IP address of the DAP Controller server. In
this case just pressing This PC IP will fill in the required information.

e IP-DECT Configurator R& = = =
General IF Seti Metwork, Sypstem S|P Satti DECT Setti P PBX "l. Performance / Custamer
Settings Suiles Settings Configuration Sl Gl rgzltfilsglsng Email 5 ettings Information
IP settings Avaya DevConnect
Home:
| D&Ps IP Configuration | DAF Controller IF Configuration | Prosy IP configuration | CDA& IP Configuration | 3509 ‘
MNews Spstem Standalone DAP Controller DAP Controller IP address : | 101040120 | I Thiz PC 1P I

Port range from : | 28000 | to: | 287 |

Modify System

Impaort System

Click on the Proxy IP configuration tab and click on Multiple gatekeepers in the main
window. Right click in the main window and select New as shown.

a2 IP-DECT Configurator RS =l & | £=
PBX /S ;
General . Netwark System . . i Performance / Customer
W Settings ‘ ‘ IP Seitings | Settings Corfiguration SIP Seitings DECT Settings Prg;ﬁill?'gnlsng Email Settings Information
. IP settings DevConnect IPO test
| DAPs IP Configuration | DAP Controller IP Corfiguration | Proxy IF corfiguration | CDA IP Corfiguration | X509 |
New System () Single gatekeeper Proxy IP address :
L Proxy Port number :
o © Muliiple gatekespers Index IP address Pot DNRprefic  Domain PBX
[] Strip DNR prefix
Activate / fiew
Deactivate / Edit
System Status
Remove
r.d o up
Move down
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A new window is opened where the IP Address of the IP Office is entered for the Proxy IP
address and 5061 as the Proxy Port number as this is the port number used for TLS. This port
will be the same as configured in IP Office. Repeat the same process for the IP Office 500 V2.

IP settings DevConnect IPO test
DAPs IP Corfiguration | DAP Controller IP Configuration | Prowy IP corfiguration | CDA IP Configuration | X509 ‘
(" Single gatekeeper Proxy |F address :
Proxy Port number
W Edit Gatekeeper entry EI = @
@ Proxy |P address : 10.10.40.25 This PC IP PEX
Prauy Port number : 5051
DMR prefix
Domain :

[ ok ][ conce |

Repeat the same process for the IP Office 500 V2. Note: The DNR prefix (here 52) is used to
force the DNR’s (numbers) starting with 52 to register upon that Gatekeeper.

a2 IP-DECT Configurator RS =] = | &=
= i PEX/
GF | Gmn | roo |t || oo || s || oo | e || S | o
o IP settings DevConnect IPO test
| DAPs IP Configuration | DAP Controller IP Configuration | Prowy IP corfiguration | CDA IP Configuration | X509 |
lew Syste (") Single gatekeeper Prowxy |P address :
o Prowxy Port number :
e © Multiple gatekeepers Index IP address Port DNRprefix  Domain PEX
[C] Strip DNR prefix 1 10.10.40.20 5061 52
2 10.10.40.25 5061
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Click on the X509 tab and import the Root Cert into the DAP Controller. This will be the same
root cert that is being used on IP Office so as when the DAP sends the cert to IP Office it is the
correct cert that is being sent.

o IP-DECT Configurator R& = | =] =2
General IP Setti Metwork. Spstem SIF Sett DECT Sati = PBX "'l. Performance / Custarmer
Seltings elings Seltings Configuration etings etings [So:tfilr?glsng Email 5ettings Information
IP settings Awaya DevConnect
Home

‘ DAPs IP Configuration

DAP Controller [P Configuration

Prawy IP configuration | CDA IP Configuration | #3039 I

Mew System Cé certificates ©

|F|ootEertF'G.pem || Browse... I

todify Spstern

| ssuer Hazh Expiry date

Irport Sypstem

Achivate £
Deactivate /
System Status

The following shows the imported cert information, click on Apply once done.

o IP-DECT Configurator R = |[=] =
General IP Setti MHetwark Sypstem SIP Seti DECT Seti = PBX "'l. Perfarmance £ Customer
Settings Sl Settings Configuration CAl GAdle rg:tfilr?glsng Email 5ettings Infarmation
IP settings Awyaya DewConnect
Home:
‘ DAPs P Configuration | DAP Controller IP Configuration | Prosy IP configuration | CDA IP Configuration | <503 |
Mewvs System CaA cerificates :
|F|00tEertF'G.pem | | Browse... |
fd odify Spstem
lzzuer Hazh Expiry date
CM=gsscp-ca, OU=MGMT, O=AVATA 44F51FB11507B CEC35227ERE1E58E4ERD1F190 21 2026-02-0514:20
Imnport System
Activate /
Deactivate /
System Status
E =port System
Delate Spztem
Uparade
Inztallation
Save System
5 Import
E «it Default Fessiiees (i Apply |‘ Cancel
MEC kultiple Systern hMode MHormal kode Ready ||
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Click on Network Settings at the top of the page and within this tab select the IP Provisioning
Settings tab to check the TFTP details. The NEC DAP Controller sever can be setup asa TFTP
server which will send any and all details to each DAP using TFTP. This information should be
filled in automatically but the screen shot below shows the setup implemented for compliance

testing. Once the information here is correctly filled in, click on Apply at the bottom of the page
to continue.

| IP-DECT Configurator Ré = |5 2=
General P Setti MHetwork Sustem SIP Satti DECT Sefi P PEx /. Performance / Custorner
Settings etings Settingz Canfiguration etings etings rg:tfilr?glsng Email Settings Infarmation
MNetwark Settings Awaya DevConnect
Home
Metwark card Settings | DHCP Settings | IF Frawizioning Settings | oS Seftings | Boot Optionhs
Hews System Provigioning protocal @ TFTP W
Pravisioning falder : | C:\ProgramDatattECWDAP Cantrollerdyapa DevConnects Brawse...
Modify Spstem
Import Sypstem TFTP Server : | 3Com TFTF Server on this PC hd
TFTP Server [P address :
Activate # ;
Deactivate / fdonitor TFTF Server
Swystem Status
Export Spzter
Delete Spstemn
Upagrade
Inztallation
Save Spstem
E xit Drefault Iicnlanrlgg[ftile Apply Cancel
MEC Fultiple System Mode Mormal Maode Ready ||
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Click on System Configuration at the top of the page, the System configuration in the main
window should display Simple configuration as shown below, click on Apply to continue.

L IP-DECT Configurator R& = = =

General — Metwork FEBS &
Settings SIS Settings

SIP Settings DECT Settings Frovizioning
Systerm Configuration Avvanya DewConnect

Performance # Customer

System
Ermail Settings Information

Configuration

Settings

Harne

System configuration I| Simple configuration b |I

Mew Spstem

A odify System

Impoart System

Auctivate £
D eactivate /
Spstem Status

Expart System

Delete Spstem

Upgrade
Inztallation

Save Spstem

Irnpart,

license file Apply Cancel

Exit D efault

MEC | Fultiple Systermn bode | Mormal kMode | Ready ||

Click on SIP Settings at the top of the page and the General Settings tab in the main window.
The SIP Server details will be automatically filled in. Set the Local time zone and the SIP
domain, note this is the same SIP domain featured in Section 5.2. The Registrar IP address
will be automatically filled in from the Proxy information (see Proxy IP Configuration setting
previously).

T IP-DECT Configurator R = =@ | ==
FBX / '
General ) Metwork System ) ) i Performance / Customer
W Settings ‘ ‘ IP Settings ‘ Settings Configuration SIP Settings DECT Settings Prg;:i'sg'sng Email Settings Irformation
L SIP Settings DevConnect IPO test
General Settings | Corfiguration Setings | Authentication Settings
ew System SIP Server : Avaya-IPO
Local time zone : GMT +00 | hours
winses
SIP domain : devconnect local
Registrar IP address : 10.10.40.20 T
Activate /
Deactivate /
System Status
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Click on Configuration Settings tab, the information will be automatically filled in but the
screen shot below shows the settings used during compliance testing. The transport_protocol
shows that TLS is being used and the mwi_support=yes. These settings can be changed here.

3 IP-DECT Configurator RG o] =@ | 5=

k]

PBX./
Provisioning
Settings

General
Settings

Customer
Information

Perfomance /
Email Settings

System
Configuration

Network
Settings

‘ ‘ IP Settings SIP Settings

DECT Settings

SIP Settings DevConnect IPO test

General Settings | Corfiguration Settings | Authentication Settings

New System Configuration items :

sdp_late_sendrecv=no
sdp_rfic3264=yes
sdp_MoH=yes
sdp_payload_size=20
sdp_DTMF_rfc2833=yes
miwi_support=yes
max_intern_dnr_len=6
sip_messaging=no

hash_is_nbr_compl_ind=no

w
(I

DMR_prefix_to_add=

strip_DNR_prefix=no

use_PP_name=no

dtmf_pt=101

return_to_primary_time=10

multiple_czll_sppearance=yes

max_registration_interval=1

hash_is_release_enquiry_call=no
jed_transfer_method=using_cancel

call_waiting_indication=waiting

4B6=busy

404=E404

480-E48

en-bloc=yes

unregistered_dnr=Mo IPO

resp_dwx_is_final=no

SRTCP_encrypted=no

Activate /
Deactivate
System Status

FOEOEEEOEEOEOEOOOEEOOEEEEEE

‘ Apply ‘ ‘ Cancel ‘

To change the protocol, simply click on transport_protocol and select the correct protocol.

SIP Settings DevConnect PO test
Corfiguration Settings | Authentication Settings
Configuration items : [7] sdp_late_sendrecv=no
[ sdp_rfc3264=yes

sdp_MaoH=yes

[ sdp_payload_size=20
sdp_OTMF_rfc2833=yes
[¥] mwi_support=yes

Ti IP-DECT Configurater RS = = ==
Select transport_protocol method?
(Transport protocel used for SIP signalling)
Diefault value is “udp”™

|| ca|I_'waiting__indicati_on=waiting
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Click on Authentication Settings tab and enter %s as the user (means the DNR will be used as
the SIP extension) and 1234 as the password, note that this is the same password set in Section

L IP-DECT Configurator R& =1 NET
General P Setti Metwark. System SIP Sett DECT Setti R PBX "'l. Perfarmance / Custamer
Settingz SHings Settings Configuration Shings SHings lg:tfilr?glsng Email 5 ettings Infarmation
SIP Settings Avraya DevConnect
Home
| General Settings | Configuration Settingsl Authentication Settings |
Mesar Spsterm Authentication Realm 1 | |I Uzer: |Xs | Pawd : |1234| I
Modify Spstem L
Authentication Realm 2 : | | Uszer : | | Pawd : | |
Impart System fiEmore
Authentication Realm 3 | | Uszer : | | Pawd : | |
Femowve
Activate /
Deactivate / Authentication Realm 4 : | | User : | | Pswid : | |
Systemn Status
Femowve
E xport System L
Authentication Realm 5 | | Uszer : | | Pawd : | |
Femowve
Delete Systam
Upgrade
Installation
Save System
E=xit D efault Iicnlaﬂgg[ftile License walid Apply Cancel
MEC kultiple Systerm hMode Mormal Mode Ready ||
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Click on DECT Settings at the top of the page and the DECT Settings tab in the main window.
The PARI should be already filled in from the information provided by the license file. The
Country code can be changed to suite and click on Apply once this information has been

entered as the other tabs do not need to be changed.

i} IP-DECT Configurator R& = [ =] 28
General P Satti Metwork Sustem SIP Satti DECT St P PBX ’J. Performance / Customer
Settings edtings Settings Configuration edings etlings rg:tfilr?glsng Emiail Settings Infarmation
DECT Settings Avaya DevConnect
Home
DECT Settings | Handset Settings | DAP Settings
Hew System Country code | Ireland "
PARI : [ iooroac ||
odify System
SARI: FFFFFFFF
Impart System
Activate / Frequency table : lII
Deactivate /
System Status zed carers - ] Carrier 0
[v] Carrier 1
E xport Syztem ] Carrier 2
Carrier 3
] Carrier 4
Delete System [ Ean!er 5
[¥] Carrier &
] Carrier 7
Upgrade Carrier 8
Installation Carrier 9
Save System
) Import
Exit Drefault [y Apply Cancel
MEC Fultiple Systern Mode Maormal Mode Ready ||
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Once Save System has been pressed at the bottom right of the screen the following will be

displayed showing that the system has saved successfully.

i} IP-DECT Configurator R = [ =]
General . M etwork Sustem - . PBX ’J. Performance / Customer
@T Settings: IP Settings Settings Configuration SIP Settings DECT Settings Prg:[?ilr?;lsng Emiail 5 ettings Infarmation
Systemn Status Awaya DevConnect
Home
Achion Statuz -~
Feading settings.=ml ak.
Feading customner. sl ak
Mew System Reading rpnadm. b=t oK
Mumber of DAPs in rpnadm tat file: 2
Reading rpn_dew kst
Modify Spstem Optional file rpn_dewy tat nat present in C:\Programb ata\MECADAP Controllerdwaya DevConnecth
Fieading zm.xml 0k
Fieading alarms. xml 0k,
Import System Start rpniadm file monitoring Fim
Start TFTPF monitoring Tm
Start rpniadm file monitoring Fim
Activate / Stark TETP manitoring Tra
Deactivate / Start rpriadrn file moritoring Rrn
System Status Start TFTP monitoring Tm
Deactivate System Avaya DevConnect
Export System Stopping DAP-DOS service (] 4
Stopping 3CTpSwe zervice QK.
Stopping DAP-PCR service 0k
Delets System Stopping Pwll service Ok |=
Clozing DAP Manager IMT ak.
Upgrade Syztem deactivated
Installation Saving system Avaya DevConnect
Saving gettingz. =mi file ak.
Saving ds.tat file ak
Saving 3CTftpSve.ini file ak
Save System Saving PwLSettings.config file QK
Saving P/l Service exe.config file QK.
| Swstem saved successful |
Execute IS service command RESTART
E it ~
MEC | Fultiple Systerm Mode Mormal Mode | ||
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Clicking on Activate/Deactivate System Status on the left side of the screen will bring a page
on which a restart can be done by clicking the start icon (> button). The DAPs remain fully
operational and making and receiving calls is still possible. The DAP controller is only necessary
for Management actions regarding the handsets. Clicking on the start icon highlighted in the
main screen will restart the system again after Activate/Deactivate System Status has been

pressed.
G} IP-DECT Configurator Ré =0 I
General P Setti Metwork System SIP Selt DECT St P PBi /. Performance / Customer
Settings SICS Settings Configuration CRHCS Sdle rso:tfilr?glsng Email Settings Infarmation
Svstern Status Auranya DewConnect
Huome:
Aclivate  Mame Statuz Action Required network card settings
DDS Service stopped Start IP: | 10.10.40.120 |
MHew System FCR Service stopped Start DG : | 10.10.40.1 |
Fw/U Service stopped Start SN: | 2552852550 Change Network
Modity Spstem TFTP Server Service stopped Start nebwork, Conhnections
DAP banager INT Frogram not running Start .
| t Spsh -
P LB laghonitar rogram running [9.0.2. Shop :
part Ay O Diaghoni = ing [5.0.2.163) 5 Mumber of DAPs : 2 Rebaat
-
Activate / Action Statuz | A
Deactivate / - =
Systern Status Stopping PwiU zervice aK
Clozing DAP kanager INT aK
Expoit Spstem Syztem deactivated
Saving zystem Avaya DevConnect
Saving zettings.xml file kK
Dielete Syztem Saving ds.tat file kK
Saving JCTRpSwve.ini file QK
u 4 Saving FwlSettings. config file aK
Insl?gI[I:tioen Saving Fwll.Service exe. canfig file aK
Spetem zaved successful
Execute 115 zervice command RESTART QK
Attempting stop...
Save System Intemet services successfully stopped
Attempting start. . =
Intemet services successfully restarted
Start rphadm file manitoring Fimn
. Start TFTP monitoring Tm
Exit "

MNEC

Multiple Systerm Mode

Morrmal kMode

Pragrarm will be closed in & minutes and 40 seconds!
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With the system up and running again a window should automatically appear asking to reboot
the DAP’s. Click on Reboot to complete the setup.

Gy IP-DECT Configurator R6 = || =] ==
General IP St Metwork S pstem SIP Satti DECT Seti p PE /. Performance / Cuztarner
Settings etings Settings Canfiguration etings etings rg;ﬁilr?;;ng Email Settings Infarmation
Systemn Status Awaya DewvConnect
Home
Activate  Name Status Action Feguired network card setings
oD% Service running [1.6.41.17) Stap P | 10.10.40.120 |
Mew System PCR Service running [7.4.0.438) Stop OG- | 10.10.40.1 |
PR Eedicelining (L0 s) &lop SN: [ 2552552550 Change Metwark
todify System TFTP Server Service running Stop Fietwnrk Cahnectiohs
DAP Manager IMT Fragram nat running Start .
| b Sysh -
et System O Diaghdonitor Fragram running (5.0.2.168) Stop ’ Mumber of DAPs : 2 Rieboot
-
Activate /
] . Statug
Deactivate / IP-DECT Configurator R& 2
System Status
Do you want to reboot the DAP's to activate the changes?
Export System
Ma | I Reboot I Em
Trn
Delete System Activating spstem Avaya DevConnect
WwARMIMG: Werify that the DHCP zerver iz configured properly
u 4 Saving Pl Settings. config file 0k
Insiglrl:tign Saving Pl Service.exe.config file 0k
Starting DAP-DDS service ak
Starting DAP-PCR service ak.
Starting Pl zervice 0k
Gawve System Starting 3CTftpSve service ok
Starting [1SADMIM service 0k
Starting DAP Manager INT [n]
Supzter iz activated now
Exit o
MEC Multiple Systern kode Mormal Mode Program will be closed in 7 minutes and 35 secands!
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6.2. DAP Manager — Managing DECT users and handsets

Once the DAP configurator has been fully configured, the following window of the DAP
manager is automatically popped. The DAP manager can also be reached by typing the following
URL http://<IP-of-DAP-manager>/cds/. The DAP manager is used to manage the extensions
(DNR) on the DECT system and also to subscribe the DECT handsets.

Click on Add Number Range in the left window.

« 5 T 2 -] & e r-snaon ||
[
BN @ subscriptions
@ subscriptions (4) Fiter:  [No Fter
[=] Access Points (2/2)
Z Add Number Range I
=] Backup (Export) Number Status RPN Presence Registration status Handset type SW version Username Password ‘Comment
@ History -
# PackUp & Go
) Get Archive

, Handset Firmware Update
[2] Performance Manager
(@ Provisioning

ol Enable

8 Disable

52 Terminate
&, Delete Number

Select a Subscription and dick on a
task. Shift+Click to select a range.

Park : 31100170163606

Enter the number range or the number of the extension(s) to be added and click on OK.

[Z0 A Add Number Range
@ subscriptions (3)
[-] Access Points (2/2) From : Select csv file to import:
A, Add Number Range To:
g BF:I:'U: (Export) Import
B Pack Up & Go
] Get Archive
' Handset Frmware Update
[Z] performance Manager
ah Provisioning
Before you can enable subscriptions you
must create a number range. You can
always add more ranges afterwards.
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Highlight the new extension added in the main window and click on Enable in the left window.

@ Subscriptions (3)

[2] Access Points (2/2)

/A Add Number Range

E Backup (Bxport)

@ History

8 Pack Up & Go

] Get Archive

’ Handset Frmware Update
[Z] Performance Manager
(Q Provisioning

g4l Disable
sz Terminate
&, Delete Number

1 Subscription Selected

Park : 31100170163606

& Subscriptions

|No Fiter

Filter:

Number Status RPN Presence Registration status Handset type SW version
7150 Subscribed Registered |Gsé6 1.10.00.01 |

7151 Free
Subscribed

Subscribed

1.10.00.01
1.10.00.02

Present
Present

Registered
Registerad

011 1766

Note the PIN number which will be used to subscribe the handset in the next section.

@ subscriptions (4)

[-] Access Points (2/2)
ﬁ Add Number Range
B Backup (Export)

@ History

B8 Pack Up & Go

] Get Archive

' Handset Firmware Upd
[-] Performance Manager
{,;‘,_: Provisioning

[ @ subscriptions

Fiter:  |No Fiter

Number Status

7150 Subscribed 010 Presant
7152 Subscribed 011 Absant
7153 Subscribed 011 Absent

ate
Enabled

PG; Reviewed:
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6.3. How to Subscribe the DECT Handset

From the DECT handset click on the menu button (on top of the power button) and select
Settings as highlighted below.
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Scroll right to Connectivity and select Register as shown below.

There will be a number of slots labelled Empty (not shown) choose one and continue pressing
Ok until the Access Code is asked for. Enter the Access code as per Section 6.2.

Iz -—«:’1’ Register
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Enter the extension number for the Network number as shown below for extension 7151.

livpgert % Register

Network number

151

Once this are all entered the phoneset display should show Registering, as shown below.
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7. Verification Steps

The ultimate test is to make and receive calls between the NEC DECT handsets and to and from
the Avaya phones. This will verify that the NEC DECT handsets are connected correctly with the
Avaya solution. The following steps can be taken to ensure that connections between NEC
DECT handsets and IP Office are up.

7.1. Avaya IP Office Registration

To verify the ‘connection type’ and the ‘media security’ IP Office System Status can be used to
monitor each handset including the NEC DECT handsets. Open IP Office System Status as
shown below.

. Abyss Web Server
. Accessories
. Ascom WinPDM
. Avaya
. Avaya Reliable Data Transport Tool Administrator
. Avaya VPN Client
. FileZilla FTP Client
. Games
. IP Office
A\ TP Office Knowledge Base
'_l" Manager
= Monitor
_:z Systemn Status
Uninstall IP Office Admin Suite

Documents

Pictures

Music

Computer

Control Panel
. Java
. Maintenance Devices and Printers
. Mchfee

A

.

.

| Microsoft Office Default Prograrns
L. Mitel

. Nortel Help and Support
| Notepad++
o PuTTY

4 Back

| Search programs and files

Connect to the required IP Office and enter the appropriate credentials then click on Logon.
. Online | offline
Logon

Control Unit IP Address: J10.10.40.25 -

Local IP Address: [T e TR

Auto reconnect

Secure connection
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Place a call to one of the NEC handsets and select the handset as shown below. Information on
the call and the connection is displayed in the main window.

J Avaya IP Office System Status - IPOSEPG (10.10.40.25) - IP Office Linux PC 10.0.0.3.0 build 5

AVAYA

=T J=d
IP Office System Status

gOff Bt About

Extension Status

Extension humber: 5180
5124 IP address: 10.10.40.206
5122 Standard Location: Hone
5124 Registrar: Frimary
5151 Telephone Type: Unknown SIP Device
> User Agent: NEC_IP_DECT_GW_G566/4320b655_01.14.00.01
= Media Stream: SRTP
Layer 4 Protocol: s
e Current User Extension Number: 5180
Line: 21 Current User Name: 5180
A c Forwarding: off
Twinning: off
B Do Not Disturb: Off
Message Waiting: Off
Number of New Messages: 0
Phone Manager Type: None
SIP Device Features: REFER, UPDATE
License Reserved: No
Last Date and Time License Allocated: 02f08/2017 11:18:43
DTMF Required: Ho
Packet Loss Fraction: Connection Type:
Jitter: Codec:
Round Trip Delay: Remote Media Address:
Current State Time in State
1 Connected 00:00:05
1

SRTP Direct Media
G711A
10.10.40.206

Calling Number or Called Number

5181

Direction

Incoming

Other Party on Cal

[Extn 5181, 5181

Information on the Media Stream and the Layer 4 Protocol are shown as well as the
Connection Type. The display below shows a Direct Media call using SRTP and TLS.

Extension Mumnber: 5180

IP address: 10,10.40,206

Standard Location: None

Registrar: Primary

Telephone Type: Unknown SIF Device

Liser Agent: NEC IP_DECT_GW_G566/4920b655_01.14.00.01

Media Stream: SRTP

Layer 4 Protocal: TLS

Current User Extension Mumber: 5180

Current User Mame: 5180

Forwarding: Off

Twinning: Off

Do Mot Disturb: Off

Message Waiting: Off

Mumber of New Messages: ]

Phone Manager Type: Mone

SIP Device Features: REFER.,UPDATE

License Reserved: Mo

Last Date and Time License Allocated: 02062017 11:18:43

OTMF Reguired: Mo

Packet Loss Fraction: Connection Type: SRTF Direct Media

Jitter: Codec: G711 A

Round Trip Delay: Remote Media Address: 10.10.40, 206
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8. Conclusion

These Application Notes describe the configuration steps required for NEC’s IP DECT Access
Point (DAP) and DECT handsets to successfully interoperate with Avaya IP Office Server
Edition and IP Office 500 V2 Expansion R10.0 by registering the NEC Handsets with IP Office
as SIP phones. Please refer to Section 2.2 for test results and observations.

9. Additional References

This section references documentation relevant to these Application Notes. The Avaya product
documentation is available at http://support.avaya.com where the following documents can be
obtained.
[1] Administering Avaya IP Office™ Platform with Manager, Release 10.0
[2] Deploying Avaya IP Office™ Platform Servers as Virtual Machines Document ID 15-
601011 Issue 04g - (31 January 2017)
[3] Deploying Avaya IP Office™ Platform 1P500, 15-601042 Issue 31m - (01 December
2016)

NEC’s technical documentation is available from NEC or from http://businessnet.nec-
enterprise.com.

[4] NEC, 2016, Business Mobility IP DECT CE Manual for SIP Connectivity, R6.41,
available at http://businessnet.nec-enterprise.com
[5] NEC, 2016, IP DECT Administrator Guide, R6.41, available at http://businessnet.nec-

enterprise.com
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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