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Abstract

This document describes a solution comprised of an Avaya Aura® Session Manager, Avaya
Aura® System Manager Release 7.0 and the NetlQ AppManager 9.1 in combination with
Avaya 1100 Series IP Deskphones (SIP) on Avaya Communication Server 1000. AppManager
IS used to deliver systems management solution for the Session Manager, System Manager and
1100 Series SIP phones connected to the Session Manager. The monitoring described in this
document is specific to the Session Manager (and associated System Manager) as well as to
the SIP subscribers connected to Communication Server 1000 through the Session Manager. A
NetlQ AppManager module (SNMP Traps) is used to monitor SNMP alarms for the Avaya
Aura Session Manager and associated System Manager when the Session Manager is being
used in place of the legacy Nortel NRS on Communication Server 1000.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1.

Introduction

This document describes a solution comprised of an Avaya Aura® Session Manager, Avaya
Aura® System Manager Release 7.0 and the NetlQ AppManager 9.1 in combination with Avaya
1100 Series IP Deskphones (SIP) on Avaya Communication Server 1000.

AppManager is used to deliver systems management solution for Session Manager, System
Manager and 1100 Series SIP Deskphones. The monitoring described in this document is
specific to the Session Manager (and associated System Manager) as well as to the SIP
subscribers connected to Communication Server 1000 through the Session Manager.

AppManager includes Knowledge Scripts create jobs that gather data for call quality and call
activity metrics and stores the data in the SQL database. Each Knowledge Script can be
customized to collect data for reporting and send proactive alerts for data in the supplemental
database. The following Knowledge Scripts were run during the compliance testing:

Discovery_SNMPtraps script discover SNMP v3 source devices; in this case they are
Session Manager and System Manager which require an additional handshake on engine
ID.

SNMPTraps_TrapMonitor script monitor traps for SNMP v3 trap sources discovered
from Discovery SNMPtraps script.

Discover_NetworkDevice script discovers the Session Manager and System Manager
using SNMP to query the device characteristics such as SNMP, Interfaces, LAN Links,
Host Resource and IP Subsystem.

Recommended knowledge script group for monitoring each device discovered by
Discover_NetworkDevice script.

Graph data: after a monitoring interval has been completed, data streams will be visible
in the Graph Data pane for viewing in the chart.

Discovery_SIPServer script discover SIP Server and collect Session Manager call data
monitoring.

SIPServer_CollectCallData script collect call data on Session Manager

SIPServer_CallQuality script reports call qualities such as MOS, R-Value, Jitter, latency
and Packet Loss.
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To perform the monitoring functions, AppManager uses the following interfaces into the Avaya
IP Telephony environment.

e Simple Network Management Protocol (SNMP) — AppManager uses SNMP to collect
configuration and status information from Session Manager and System Manager.

e Session Initiation Protocol Event Package for VVoice Quality Reporting (RFC6035 SIP) —
AppManager uses RFC6036 data from Avaya 1100 series IP Deskphones (SIP) to gather
call quality metrics of a call. The call quality metrics include packet loss, latency, and
jitter. From these metrics, the MOS (mean opinion score) and the R-Value are computed,
which measure overall call quality.

2. General Test Approach and Test Results

The focus of this interoperability compliance testing was primarily to verify the basic
functionalities of AppManager such as System Discovery SNMP v3, Reporting Events,
Monitoring System Health, Device Inventory and Call Quality Reports. AppManager can work
with Session Manager and System Manager System with no adverse impact on system or any
other management interfaces.

The serviceability testing cases were performed by disconnecting and reconnecting the LAN
cable to AppManager Server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The general test approach was to integrate the AppManager into Avaya Communication Server
1000 system. The main objectives were to ensure that there is no adverse impact on the
Communication Server 1000 system or any other management interfaces. The following features
were executed during active calls:

e Discovery of Session Manager and System manager using SNMP v3.

e Retrieving inventories information from Session Manager and System Manager Device
such as Interfaces, LAN Links, Host Resource and IP Subsystem.

e Monitor health of Session Manager and System Manager such as Uptime, Ping and

Health.

Viewing collected data using Graph Chart.

Collecting call data on Session Manager.

Collecting call qualities such as MOS, R-Value, Jitter, latency and Packet Loss.

Viewing call quality using Graph Chart.
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2.2. Test Results
The objectives outlined in Section 2.1 were verified and met. All tests were executed and passed.

2.3. Support

For technical support on AppManager, please contact NetlQ technical support team:
e Telephone: 1-713-418-5555
e Email: Support@netig.com
e Web Site: https://www.netig.com/support/default.asp
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3. Reference Configuration

Figure 1 illustrates the test configuration used during the compliance testing event between
Avaya Communication Server 1000 Release 7.6 and AppManager 9.1.

Avaya Communication Server 1000
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Figure 1: Test Solution Configuration
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4. Equipment and Software Validated

Equipment/Software Release/Version
Avaya Aura® Session Manager in Virtual 7.0 SP2
Environment
Avaya Aura® System Manager in Virtual 7.0.0.2
Environment
Avaya Communication Server 1000 7.6 SP7
Avaya 1100 Series IP Deskphones 4.4.23 (SIP)
NetlQ AppManager Server:
Server hosting AppManager Windows Server 2008 SP1
AppManager SW Version 9.1 (Build 9.1.1.419)
AppManager for NetworkDevice 7.5.64
AppManager for SNMPTraps 8.1.14
AppManager for SIPServer 8.0.291
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5. Configure Avaya Aura® Session Manager and Avaya
Aura® System Manager

This section describes the steps to configure Session Manager and System Manger to work with
AppManager.

Here is a summary of configuration on System Manager:
e Administer SNMPv3 User Profiles.
e Administer SNMPv3 Target Profiles.
e Assign SNMPv3 Target Profile to Avaya Aura® Session Manager and Avaya
Aura® System Manager.
e Administer SIP trunk from AppManager to Avaya Aura® Session Manager.
e Create SIP user.
e Configure SIP phones to report quality of service to the AppManager.
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5.1. Administer SNMPv3 User Profiles

In Inventory page, select Manage Serviceability Agents - SNMP3 User Profiles and click on
New button to add new user profile as used during compliance test, enter the following example
used during compliance test:

e User Name: Enter any descriptive name such as netigDESSHA.
e Authentication Protocol: Select SHA.
e Authentication Password: Enter any password, in this case default password

was used, avayal23.
e Confirm Authentication Password:Re-enter password.

e Privacy Protocol: Select DES.

e Privacy Password: Enter any password, in this case default password
was used, avayal23.

e Confirm Privacy Password: Re-enter password.

e Privileges: Select Read/Write option.

Click Commit to save changes.

Last Logged on at A

Aura System Manager 7.0

Home Inventory *

‘ Home f Services f Inventory f Manage Serviceability Agents f SNMPw3 User Profiles
Manage Elements .
New User Profile commit| Back|

Create Profiles and

Discover SRS/SCS

User Details
Element Type Access
" ) -
Subnet Configuration User Name: [netigDESSHA

* 1 1 . -
* Manage Authentication Protocal; [SHA ]

Serviceahility Agents * puthentication Password: |uuuu
* Confirm Authentication Password: [esssssss
Profiles * Privacy Protocol: |DES |
SMNMP Target
Profiles
Notification Filter
Profile

* Privacy Password: [eeecesss

* Confirm Privacy Password:

* Privileges:

Serviceabilit
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5.2. Administer SNMPv3 Target Profiles

Configure Appmanager as target profile to receive traps. Navigate to SNMP Target Profiles,
click on New button to add new target profile as profile display in below screenshot used during
compliance test:

e Name: Enter any descriptive name, example: netigDESSHALtraps.
e Description: Enter any description if needed.

e IP Address: Enter IP address of AppManager’s PC, e.g., 10.10.98.27.
e Port: Use default value 162.

e Notification Type: Select Trap type.

e Protocol: Select V3.

Aura System Manag

Home Inventory ®

m‘ Home f Services f Inventory / Manage Serviceability Agents f SNMP Target Profil
Manage Elements .
New Target Profile Ccommit| Back|

Create Profiles and

Discover SRSfSCS

Element Type Access _ Attach/Detach User Profile
Subnet Configuration .
Target Details @

¥ Manage .
¥ Name: |netigDESSHALraps
Serviceability Agents

o (w3 SMMP trap =
SMMP¥3 User Description: Z‘
Profiles * P Address: |10.10.98.27|
SNMP Target % port: 162
Profiles o
* Motification Type: |Trap ;I

Motification Filter

* Protocol: (W3 r
Profile _I

Serviceability

Agents *Required Commitl Bau:kl

To assign SNMPv3 user to SNMPv3 Target Profile, click on Attach/Detach User Profile tab,
select user profile create in Section 5.1 and click on Assign link to assign user to this new target
profile. Click Commit to save changes.
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5.3. Assign SNMPv3 Target Profile to Avaya Aura® Session Manager
and Avaya Aura® System Manager

Navigate to Serviceability Agents, select Session Manager and System Manager in the Agent
List as display in below screenshot.

Create Profiles and
Discover SRSfSCS

Element Type Access

Subnet Configuration

¥ Manage
Serviceability Agents

SNMPw3 User
Profiles
SMNMP Target
Profiles
Notification Filter
Profile
Serviceability

Agents

Serviceability Agents

.Agent List

Manage Profiles |

Generate Test Alarm | |

Repair Serviceability Agent |

2 Items ’@ Show |Click here to manage the proFiIes| Filter: Enable
¥ |Hostname | IP Address | System Name | System DID | Status
v DevymsM.bywdev.com 1.10.97.227 DevvmsM active
v devvmsmagr.bywdey.com 17 .10.97.226 Avaya-Aura-Systermn-Manager 1.3.6.1.4.1.68589.1.35 active

Select ; &ll, Mone

Click on Manage Profiles button verify selected Agents are listed in Selected Agents tab.

Hame Inventory ‘

Inventory
Manage Elements
Creats Profiles and
Discover SRS/SCS

Element Type Access

Subnet Contiguration

Manage
Serviceability Agents
SNMPY3 User

Profiles

SNMP Target

Profiles
Notification Filter
Prolile
Serviceability

Agents
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Manage Profile

Selected Agents »

2ems
Hostname LIP Address
DayvmSMbywday,.com 10010.97.227

devvmsmgr bywdev.com  155.10,97.226

« Home [ Services [ Inventory [ Manage Serviceability Agents / Serviceability Agents

SAMPY3 User Profiles

System Name
DevymsM

Avara-Aura-System-Manager

c«:mmitl _g_a_dr_J

Filter: Enatés

T
Status

System OID
active

1.361A4.1.6689.1.55 actve

Commit| Back|
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Click on SNMP Target Profile tab, select target profile create in Section 5.2, in this case,
netigDESSHALtraps and click on assign link as display below:

* Inventory « Home / Services [ Inventory / Manage Serviceability Agents / Serviceability Agents

Manage Eloments

Manage Profile Comme| Back|

Craate Profiles and
Discover SRS/SCS

Eloment Typo Actess Selected Agents — SNMPY3 User Profiles

Subnet Configuration .
s Assignable Profiles «

¥ Manage
Serviceability Agents Assign
SNMPw3 Usor 21
Protilss r 'Nnme ADomam Type 1P Address Port ESNNI' Version
SNMP Target | neashmey2 uoP 106.10,98.27 162 vz
Profiles P netaDESSHAtaps uDP 150.10.98.27 162 v3
Notificotion Filter Select - All, Nooe

Profile

Removable Profiles »
Serviceability

Agents

Click on SNMPv3 User Profiles tab, select user created in Section 5.1, in this case
netigDESSHA as shown below.

- 7,7";!7“7'7,;;'7 B, Mome / Services [ loventory / Manage Serviceability Agents / Serviceability Agents

Manage Profile Commit| Back |

Manage Elements

Create Profiles and

Discover SRS /S5CS

Element Type Access Selectod Agents SNMP Target Profiles _

Subnet Configurati "
Pt = Assignable Profiles «

© Manoge
Serviceability Agents Assign
SAMPY3 Uiser | 2.1 o s
i W user Name Authentication Protocel Privacy Protocol Privileges
SNMP Target | 'p z nebaDESSHA ¥ = - — VR
Frethve Selact: A, Hone

Notification Filter

profile Removable Profiles «

Serviceability

Agents
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Click Commit button to save assigned user and target profiles as display below screenshot.

Manage Elements
Create Profiles and
Discover SRS/SCS
Element Type Access
Subnet Configuration
¥ Manage
Serviceability Agents
SNMPy3 User
Profiles
SMNMP Target
Profiles
Motification Filter
Profile
Serviceability

Agents

» Synchronization

Manage Profile

Commitl Backl

Selected Agents SNMP Target Profiles _

Assignable Profiles «

Assign

0ltems &

[T |user Name Authentication Protocol Privacy Protocol

Privileges

Mo records to display

Removable Profiles «

Femove

1ltem o

[T | user Mame Authentication Protocol Privacy Protocol

Privileges

r netigDESSHA SHA DES

Select ; all, None

R

CDmmitl Backl
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5.4. Administer SIP Trunk from AppManager to Avaya Aura® Session

Manager

5.4.1. Administer SIP Entity

In System Manager home page, select Element = Routing = SIP Entities and click on New
button to create new entity for AppManager, enter the following value as shown in below
screenshot which used during compliance test:

e Name:

e Type:

Leave default value for other fields. Click Commit to create new SIP Entity.

Auwa - System Manager 7.0

Enter any descriptive name, example: AppManagerAgent.
e FQDN or IP Address: Enter IP address of AppManager Agent, e.g., 10.10.98.27.

Select SIP trunk.

LASC Logaed on & o

Hame | Routing ™

< Hare / Elements / Rauting & SIP Entities
SIP Entity Details Cammit| Cance
* Mame: [AppManagerfgent
* FQDN or IP Address: |10[10.98.27
Type: |SIF Trunk ﬂ
Motes: [MetIG server - agent
Location: Belleville ﬂ
Time Zone: |America/Fortaleza -
* SIP Timer B/F (in seconds): |4
Credential name:
Securable: 7
Call Detail Recording: |none v
Loop Detection
Loop Detection Mode: |cn -]
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5.4.2. Administer Entity Links

In Routing page, select Entity Links and click on New button. Enter value for new Entity,

below is an example of entity link used during compliance test.

e Name:

e SIP Entity 1: Select Session Manager entity, e.g., DevwmSM.
e SIP Entity 2: Select AppManager entity created in Section 5.4.1.

Use default value for other fields. Click Commit to submit new entity link.

Nudew | Bamswmiin / Rauling / Baday Links

Enter any descriptive name, e.g., LinkToAppManager.

Entity Links

| Item o

* Levaico * DevemS

Select il b

PM; Reviewed:

Solution & Interoperability Test Lab Application Notes
SPOC 6/14/2016

©2016 Avaya Inc. All Rights Reserved.

14 of 47
AppMgrCallQlty




5.5. Create SIP user

This step will describes steps to create SIP user for Avaya 1100 Series IP Deskphones register
with Session Manager with Communication Server 1000 Communication Profile on System
Manager. It is assumed Communication Server 1000, Session Manager and System Manager

already installed, configured and operational.

In System Manager home page, select Users = User Management = Manage Users and
click on New button to add new user. Enter the following information for user in Identity tab:

e Last Name: Enter any descriptive last name for user.
e First Name: Enter any descriptive first name for user.
e Login Name: Enter valid login name with domain name, e.g., 54353@bvwdev.com.

Home f Users f User Management f Manage Users

*

Identity Communication Profile Membership

User Provisioning Rule «
User Pravisioning Rule:
Identity «
* Last Name:
Last Mame (Latin Translation):
* First Mame:
First Mame (Latin Translation):

Middle Mame:
Description:

Update Time :
* Login Mame:

ser Type:

Change Password

Source;

Localized Display Mame:

User Profile Edit: 54353@bvwdev.com

Contacts

24353
24333
24353

24353

February 23, 2016 2:2

E4353@mbyvwdew.com

P acir

[ocal

24353, 54353
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Configure Communication Profile tab — enter Communication Profile Password. And add
new Communication Address as display below:

e Type: Use default value Avaya SIP.
e Handle: Enter user ID, in this case user extension: 54353.
e Domain: Enter valid domain, in this case bvwdev.com.

User Profile Edit: S4353@bvwdev.com

Tdentity ¥ [

ian Prafile Mermberahip Cantacts

Communication Profile =
Communication Profile Password:
D New Eloene| B cancel
Narme
i Pimary
Select: Mone
* Mame:

Default:

Communication Address =

DrNew

I |Type
M Avaya SIP

Select: All,Mane

IF Session Manager Profile ™
I CM Endpoint Profile *
¥ C$ 1000 Endpoint Profile ¥

I callPilot Messaging Profile

Prirmary

=]

Handle

54151

Darmain

Dwwdev.cam
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In Session Manager Profile — select Session Manager Information as shown below and click
Commit to submit this new user. Then re-open this user again to configure CS 1000 Endpoint

Profile.

5IP Registraton

* Primary Session Manager

Secondary Session
Manager

Survivability Server

Man, Simultaneous Devices
Block Mew Registration When

Mauimurm Begistrations
Active?

Applicaton Sequences

Srigination Sequence
Termination Sequence

Call Routing Settings
* Home Location
Conference Factory Set

Call History Settings

Enable Centralized Call
History?

[ CM Endpoint Profile *

LECs 1000 Fodnaint Denfila [+

Q LevernSM

[Mane=)

[Man=]

Er=ll=vv ilb=

[Man=]

Prirdary | Secondany | M o i

E

1]

E
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Enter information of Communication Server 1000 (CS1000) as display below:

e System: Select available CS1000 system in dropdown list, e.g., EM on
cppm3 used, with cppm3 is the name of CS1000 used during compliance test.
e Add New or Link Existing: Choose appropriated option, in this case: Add New.

e Target: Choose appropriated option, e.g., Customer 0.
e Template: Select template for SIP phone.
e Prime DN: Enter any available DN, e.g., 54353.

e Terminal Number: Enter available TN, e.g., 10400 1.

Click Commit button to save changes.

Communication Address =

DiMew
I |Type Hardle D b ¢
7 Awaya SIP 54151 vweday.cam

Select: All,Mane

IF Session Manager Profile

I’ €M Endpoint Profile

* Systern EMan cppmd

+ Target Custormerd
+ Template SIFPhone

DH=54353(Marped), TH=104 0 =]
00 01, T¥PE=UEXT-SIPL T

Include in Corporate Directory

Service Details

Celete Endpaint on Unassign of Endpoint from User

I” callpilot Messaging Profile
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5.6. Configure SIP phones to report quality of service to the
AppManager

Select two 1100 series phones for a test. Ensure that the address of the AppManager agent has
been configured in the phones in the associated device configuration file as described at [1].
The agent IP being used below is 10.10.98.27.

VQMON_PUBLISH YES
VQMON_PUBLISH_IP 10.10.98.27 <- agent IP goes here, tested agent was 10.10.98.27

SESSION_RPT_EN YES
SESSION_RPT_INT 30

LISTENING_R_ENABLE YES
LISTENING_R_WARN 70
LISTENING R_EXCE 60

PACKET_LOSS_ENABLE YES
PACKET_LOSS_WARN 256
PACKET_LOSS_EXCE 1280

DELAY_ENABLE YES
DELAY_WARN 150
DELAY_EXCE 175

JITTER_ENABLE YES
JITTER_WARN 3276
JITTER_EXCE 32760

Check the phone display to make sure that
e The AppManager address has downloaded correctly from the configuration file.

e The timestamp displayed on the phone is correct.
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6. Configure NetlQ AppManager
This section describes the steps to configure AppManager. This section assumes that

AppManager has been installed. For more information about installing AppManager or about
AppManager system requirements, refer to Section 9. The configurations explained are:

e AppManager Installation

e Activate the Netiq Trap Receiver Service
e Launch NetlQ Console

e Administer SNMPv3 trap Monitoring

e Administer SIP Call Quality Monitoring

6.1. AppManager Installation

In addition to the Core AppManager installation, the following product-specific AppManager
modules should be installed:

e AppManager for NetworkDevice
e AppManager for SNMPTraps
e AppManager for SIPServer

NetworkDevice and SNMPTraps modules are included in the AppManager 9.1 evaluation
package available at https://www.netiqg.com/products/appmanager/trial.html and may be selected
during the installation of the AppManager 9.1 evaluation package.

£ Net1Q Apg™ianager A1 Evalastion bratallation

= [ Apphanags -
[ ApeManag for Hadware 81500 Moreors the Misosclt SQU
[ AseManagn for Hyperl Mortoeng 80353 Server appicaton
) Apobarages for Micaonolt Indesnet |rfommastion

A Apphlanagn lor Netwok Devien 7 5640 |

[ ApcManage foe SHMP Tesps 81140

[ Acearage: Tor SUL Sevvet 75170

D AseMansget 1oe VMnare vSohere 02840 _J

[0 A anagnt for Wirsdows Tomrmal Secver 7
[ AceMansge for'Wh 7.0151.0
[ Modde Bulde: Manaoed Obyect 105340

4 [ RetponieTese

= Q) VaP

P T e LI:J

ch beve i 8 A Fio San SMOK

Back | News | Concel

SIPServer is an Add-on module, installed as separately downloadable MSI.
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6.2. Activate the NetlQ Trap Receiver Service

When AppManager for SNMPTraps is initially installed, the NetlQ trap receiver is not activated.
To activate the NetlQ trap receiver: Click Start on the agent computer, click in the Start Search
box, and type services.msc to access the windows services menu. Right-click on NetlQ Trap
Receiver service, select Properties.

Fh === )
File Action View Melp

a2 Bl ve o

L Seraces (Locsd | |L L Savices ocal)
Net]Q Trap Receiver Name . Description Satus Statup Type Log OnAs 3
J L NetiQ Response Tome TH,,, Sarted Aygomatic Local Gyte
Shact the service
£ Netlogon Maeta Sant atic Local Gyste.
Descrption: L0 Network Access Protecti..  The Ne Yoy | Network ...
WM”"L"W"":;;"_"*“MP”""F L) Network Connections Msnag Pause | Lozal Gpte..
TEN IR T L Network List Senvice Identifi Returs | Lotal Serwce
ShNetwork Locution Aware,.. Collect e e MNetwork 5.
_';'; Network Store Interface ... Thus e atc Local Serace
C3 OfficeScan NT Listsner Recesn Al Tasks b abc Local Syste..
&4 OfficeScan NT Prowy Ser.,,  Scans s | Local Syxte
2 Fefrash
4 OfficeScan NT RealTirme .. Parforr e Lol Syite
. C4 Ol Files The Of Propertics 2P Loral Sege =
\Extended AStanderd /
Mo

From the windows services menu as shown below and select “automatic” as the service start
type. Click OK to save changes.

Sarate) = | & ‘»:7@7
File: Actian  View Help - -
eS| B v e eIty Trop Recener Propecties (Locsl Computsr) (5=

i Sendtes (LoceDd - Sewvicesflocal) | Genesal | Log On | Recovery | Deperdencies
AT TN J Serwce name: Netl Trap Recenes
NetlQ Trap Receiver Narne
- Daplay name: Nett () Trap Flacenss
s Ne k..
dact the service BN | Gpsrpion SNMPYISNMPYZC/SNMP rap recewer om -
£5 Net NetlQ. S L
Description S Naty i
s - ~4 Faih 1o weaculabie
S ¢ L/SNMPy2c/SNMPY3 & o 1
22:1;’?' N«Z MR b ot hets C\Progsam Fles E6WeI 0\ T rapRecone’\ben\WNall O TrapRecane ass » p-
’ i T Nat) ce

Coter| | Stemover  [Maowl )

s O

£ 0 Dimablad
iy Ofh Senios Halut 5100000 o

4 O k...
L, L >
—

You can spacdy thie shan paranstets Bl aoph) when wou stat the seivwee
bom hers

Extended | Snndmd/

ST Dt agitnes
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6.3. Launch NetlQ Console
In the NetlQ server navigate to Start - All Programs - NetlQ - AppManager-> Operator
Console (not shown).

Select the required Server and Repository from the drop down menu and click on Logon as
shown in below. During compliance testing Use Windows authentication was selected.

Net1Q AppManaer Operator Console Logon K|
Server: wIN-GVS PG TEDABSNSHLE<PRESS

Bepositony: IQDB j

Connection |nformation;

' Use Windows authentication
" Usze SOL Serser authentication

NetlQ® AppManager®

[ Logon | offine | Eit | Hep |
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6.4. Administer SNMPv3 Trap Monitoring

6.4.1. Configure Security Manager

To enable AppManager to use SNMP to access Session Manager and System Manager devices,
the SNMP community strings are required to be configured in the AppManager Security
Manager.

From the AppManager Operator Console window navigate to Extensions = Security Manager
as shown in below.

,-*I NetI() AppManager Operator Console (Evaluation) on '\ IP-AC1F352D0DB {Ac
File Wiew TreeWiew List Graph KS WEblExtensinns Window  Help

@3|EI|%| 7 || I%I@ |@ I Security Manager I¢ Iﬂﬁl

Repositary Brawser
Report Yiewsr

=GB Master Chart Console
= [# IPACIFI520 ADCheck
|!'| Windows0S: |P-ACT F3520 MetIoCkrl

& &pphdanager Server. IP-ACTF

[

Add a custom profile:

4 NetI) AppManager Security Manager {Evaluation) on %}, IP-AC1F352D%,QDB {Administrator)
Security  Wiew  Help
B &= w2
=& AppManager Securty Computer: IP-AC1F352D

-5 AppManager Roles

= 4 AppManager Lsers "Exchange | Exch2000/2003 | Oracle | S4P | 5MS | SMMP| SOL | wieblogi Custom

= [# Computers

|j |P-AC1F3520 Thiz information iz stored in the Apphanager repositony.
Custom Label
Label | Sub-Label |
Add.. :
1
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Enter the System Manager SNMPv3 User Profile created in Section 5.1 as example display
below used during compliance test for Security Manager:

e Label: Enter any descriptive name, e.g., SNMPTraps.

e Sub-Label: Enter System Manager’s IP Address, €.9.,10.10.97.226
e Value1: Enter user name created in Section 5.3.

e Value 2: Enter *.

e Value 3: Enter user created in Section 5.3 passwords, e.g.,

sha,avayal23,des,avayal23.

Create the same entry with Sub-Label set to the Session Manager IP address, e.g., 10.10.97.227
as displayed below:

Mudiﬁr Custom Enkry E3 | Modify Custom Enkry | x| |

Yol can store cugtom values in the KPW table of the f'ou can gtore cugtom walues in the KPS table of the
Apphanager repozitory. Enter at least a Label, Sub-label, and Apptanager repositony. Enter at least a Label, Sub-label, and
Waluel. Knowledge Scripts can access these values using the Waluel. Knowledge Scripts can access these values uzsing the
GetContextE x callback function. GetContextE s callback function.
Label - ISNMF‘Traps Label - ISNMF‘Traps
Sub-Label: I'I 097 226 Sub-Label: |1Z 10,97 227

Value 1: InetiqDESSHf—'« Value 1: InetiqDESSHA

Yalue 2 Ix Yalue 2 Ix

Yalue 3: Isha,ava_l,la'l 23.des.avapal 2y Yalue 3: Isha,ava_l,la'l 23.des.avayal 23

[~ Extended application support [~ Estended application support
[Click Help for detailz. ] [Click Help for details.]
QE. I Cancel Help Ok I Cancel Help
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6.4.2. Discover the Device

To monitor SNMP trap source devices that require the use of SNMP version 3, run the
Discovery_ SNMPTraps Knowledge Script on the agent computers which monitor those source

devices.

Navigate to the “Discovery” tab and drop the “SNMPTraps” Discovery KS (Knowledge Script)

on the agent machine in the treeview to create the discovery job.

7 et 3 AgPianaager Oper st Comin (L vahmation) om |39 ALIF 520\ Q06 (Admarsts otor )
P Yow Dawves Lt Gagh A3 WD Gisosos  Modos el

Bens ai £
A S #rien
5 VO A — o L SR
¥ ) ScoMarage Lavvee A AT — -
D
2 v
) o
{ R =
[ 0 0 ) Qs e N A T e e SR X o sy, Ky, e L L s L U A S s L A )
M0 e 7188« Mg N -

On the job creation panel, enter the name and IP address of the session manager

Properties for Discovery SNMPTraps

Schedule Walues |Acti0ns| Dbiectsl .ﬁ.dvancedl

(=1 Additional Settings
Tlacing [For advanced users only]

E_rDiSCD\"EI SHMPF Trap Devices

Flaise event if discovery succeeds? [ es

Flaise event if discovery fails? [ es
|—Update the Tresview object name if the device name changed since the previous discoveny? W Ves
|—Name of the device to populate in the TreeView dewvymsm

the device to populate in the TresView 10.10.97.227

|—File containing the list of device name/AP address pairs to populate in the Tregliew
|—Trap Receiver IP address localhost
L Trap Receiver TCP port 2735

Dezcription | Yalue | Uritz |
[zl General Settings
E]_l— Job Failure Motification
| L Ewvent zeverity if dizcowvery job Failz unexpectedly 5 il Severity
E]_l— Event Details
| LEvent detail format HTML Table -

raizes events to indicate dizcavery status [succesful, failad).

Dizgcovers known SHIP trap-throwing devices that fonward their raps to a NetlQ Trap Receiver server. Raises an event if the job fails and optionally

EI (N] 9 I Lancel I Help |4
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Confirm that Session Manager appears in the TreeView (which confirms the SNMPv3
credentials are valid and the NetlQ trap receiver service is available on the agent), in this case, it
is Trap Source: devwvmsm[10.10.97.226] and Trap Source: devsmgr[10.10.97.227]

AppManager Operator Console {Evalu
File Wiews TreeView List Graph KS ‘Web Extensions

@|==( 2] 2IEEE DR

Window Help

ol e EeT e el L e T T | 2

=78 WIN-GYSTETED3ES
71§14 ‘windowsD 5 WIN-GVS PG TBD 385
38 Metworks AT WIN-GYSTGTBDIES
pzi Call PerformancewIN-GYS7GTBD3BS

H.323W/IN-GWSTGTBDIES
SIPMWIN-GWSTGTED3BS

Terminal ServertwIN-GVS7GTEDIBS
Wl ServerWIN-GYSFGTBDIBS

1% Trap Source: dewwmsm [T 10.97.227]
# Trap Source: devvmsmagr [177 10,97, 226]
5?, Unkrown:dyaya-fura-System-t anager [1

T PPl Led s oo T4AE

A LN

=5 SOL ServerwIN-GYSTETEDIBS S OLEXPRESS
S0OL ServerwIN-GYS TRTBDIBSYSOLEXPRESS

& Apphd anager Server WIN-GWSFGTED3ES

E MetworkDevice

& SIPServer
& SOLServer

=

1710.97.226]

M AT e

[

HA [ [ [H] ACTION 3 AD J AGEHTLESS i AMADMIN 1 AMHEALTH J AGTHI

-

Event | & | | Status | ] | Job | Computer | Knowledge Script | Last Dcoune... | Count | Severity | Meszage ;l
EREEL kA Clozed [ O WIN-GYS PG TEL AkHealth_Healthch 3/25/2016 12026 25 M5 Healthcheck Event: Server Up

g 1329 Closed [ 78 WIN-GYSTGTEL Discovery_SIPServe 3/23/2016 217: 2 10 SIP Server Discovery Failed

[ 1392 b Clozed [ 76 WINGYSTFGETEL Discovery Metwaorkl 2/22/2016 11:1%4 5 MHetworkDevice Dizcavery Failed

g 1375 kA Closed [ 74 WIN-GYSTGTELSMMPTraps_Traph 3/26/2016 12:0:5 5 ML can't locate job

C k i P B 3 2 i SHMPTra

|j 1363 Closed [ WIN-GYSFETBL Discovery SMMPTr 3/25/2016 12113 Digcoveny: SMMPTraps discoven successful [uIM-[

4

1[4 T T o] Events & Jobs A, Details , Graph Data /

Master | NT | Metwarks-RT |

Yol PO ualty SaL I SOLServer I

wis |

WMl |

For Help, press F1

|Computers i |Open Ewvents: O |Running Jobs: 10 |Graph Daka: 12 |1:24 Pr -z
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6.4.3. Start Trap Monitoring

Next, run the SNMPTraps_TrapMonitor Knowledge Script on the agent computer and any
SNMPv3 trap sources discovered in the treeview.

£ Net1 AppManager Operator Console (Evaluation) on \\[F-ACLF3520 Q0B (Adnvnistrator)
Fle Mew TreeWew LSt Graph X5 Wb Exdtercors Wirdow Hep

x| 2| || QEEERIR| valg] xisloe@ils| st o|oBiEle) uls|o@|Eln|e] ]| t)em]e]

AddM I3

@ pu
- ®

@ Window 05 5P ALTEIRD

3 A AppMarager Server IPACTFA2D
@ Tiop Souce AvaavMuaen | 1099730
@ T1o0 Souoe AvmuVMaangs [ 3 105 20

e INF I ASNE ) DIAG ), NSCOVERY )\ GENERAL )\ HYPEFSY )\ NT )\ NTADMN )\ POWERSHELL ), SNMPTRAPS X0

o A T | Congraes | Reamdodge Serpn Jitavo. | com Sevedy | Message
43 @ [ [ IPACIFED Discovesy SNMFT g INF2016 153 = Distrvmey. SNNFT g dhecovary usconsshd JPACIFE
4= @ Cper g IPACTFISD Dcoves SKMTTa any g = Descovery SHNPT age decovety successhd JPACTFE

WTTET B ©verts AT056 K Ukl 1, Tivapn Dists /

In the job detail make sure Monitor devices not yet discovered? and Raise event if Trap
Receiver become available? options are checked.

Properties for SNMPTraps_TrapMonitor E

"Schedule  Walues |.-’-‘«cti0ns| Dbiectsl .ﬂ.dvancedl

Drescription | W alue | Unitz |

[=l- General Settings
[l]—r.luh Failure Motification

L Event severity if TrapMaritor job fails unexpectedly 5 i‘ Severity
[=I Event Details
|~Event detail farmat HTML T able j
|~Tla|:| source address format Both j
|—F0rmat trap data according ta SMMP version? SNMPv2 j
|~Include prefix infarmation ta format event messages for Metcool adapter? [T Yes
\»"alhind dizplay options

[+} Trap Filters
=+ Additional Settings

Monitor devices not yet discovered?

|—Custom message mapping file 1aps_slarmb appings. csy
Tlacing [for advanced uzers only]
El—l—hlonilm SHMP Traps

|_:L|—|— Event Notification

Raise critical alarm event? [ es
Raise major alarm event? [ “es
Raize cleared/resolved alarm event? ¥ ez
Flaise event if Trap Receiver is unavailable? [ ez

I Flaise event if Trap Receiver becomes available? [ ‘e I

Monitors far incoming SMMP trap meszages from devices forwarded by MetlQ Trap Receiver. Raises events when haps are received
and far Trap Receiver availability.

E ok I Cancel Help
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Finally, generate a test trap from the System Manager by select system to send trap, in this case
they are Session Manager and System Manager, then click on Generate Test Alarm button as
display in below screenshot:

| Home Inventory X§
* Inventory 4+ Home / Services [/ Inventory / Manage Serviceability Agents / Serviceability Agents
Ip
Manage Elements o
Create Profiles and Serviceability Agents
nirrnvar \R'-l‘,( ‘.
Hnmm Type Act»ﬂ | Agent List
Subnet Configuration Manage Profiles Generate Test Alarm Repair Serviceahilty Agent
- M .
iz 2ltems 2 Show Al =) [ e hore Lo gutarate Tast Al | Fiter; £nabla
Jerviumblllly Aornu
e ¥ Hostname 1P Address System Name System OID Status
SNMPv3 User
p ' ' WV davymsmgr bywdey .com 100106,97.226 Avaya-hAura-Systam-Managar 1.3.6.14.1.68891,35 sctive
rofiles
N— A —— M DeyvmSM.bvwdev.com 190.10.97.227 DevymsMm active

‘-N\it’ l’arqol
Profiles
Notification Filter
Profile

Select : All, None

Serviceability

Agents

The test trap and any subsequent traps received will be reported in the AppManager console as
events:

DMML‘W“.&(A--MW

Bl || DEMA IR =lais] ol ois(e|slin|] oembi#iel o
—‘u:-a o cave

= rAreD W oo
=l W05 PACTFIED
= 8 AcMevegm Seve P ALTFXD
#5100 Smaon LW ave 10704 120 204
# T Sumon AvardM avegy 110004 130 241 )

wls ALTION ) AD A AGT iy i 4 [ TEnY M1,
[ [ T S T S 5 ) LianOeoa | Cond |
. 19 AW BN SN o [racrdareon wl/meaka X Perspa™ wom (10304 150 2611 Tent warw b bestng oy 50 recovensy ectae necesiey

Drvaveny SUMPTin Stoorey suconshd [F 201FE20|

3 ad - o Cercovey_SH v w13 x %
.= o Oeeetyew A0 Claixinep_ ST wge VINZIG | X5 ) Do SUMET s Siooven s tanhd [FL01F 80]
T wam TN averr .
ow .

Tl Valy, oans 7| . Compuimes | Cpen Dyt & Fravwrg W4
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6.4.4. Administer Network Device

AppManager for NetworkDevice discovers the session and system manager using SNMP to
query the device characteristics. To use SNMP, create the SNMP access credentials as follows:
First, create an SNMP profile for the session manager. Note that this is different from the
“Appmanager for SNMPTraps” profile created in Section 6.4.1 because it is for snmp-get
requests from the networkDevice module. Here we are entering SNMPv3 profile for session
manager and system manager by select security manager:

r*, MNetI() AppManager Operator Console (Evaluation) on "' IP-AC1F352D0DE {Ac
File Wiew TreeWiew List Graph KS WEblExtensinns Window  Help

@3|EI|%| 7 || I%I@ |@ I Security Manager I¢ Iﬂﬁl

Repositary Brawser
Report Yiewsr

=GB Master Chart Console
= [ IP-ACTF3520 A Check
|!'| Windows0S: IP-ACTF3520 MetICkrl

& Apphd anager Server: IP-ACTF

[

Add a custom profile for Network Device:

& NetI) AppManager Security Manager {Evaluation) on %} IP-AC1F352D%,QDB {Administrator)
Security  Wiew  Help
& 5= @ 2
=& AppManager Securly Computer: IP-AC1F352D

@ Apphdanager Roles

-4 AppManager Users " Exchange | Exch2000/2003 | Oracle | 54F | M5 | SNMP| SOL | weblogip Custom

= [ Computers

|j IP-ACIFA520 Thig information is stored in the Appkdanager repozitony.
Custom Label
Labed | Sub-Labed |
Add.. :
1
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Enter the system manager SNMP profile into security manager. If all devices on your network
will use the same SNMP configuration, enter “default” as the label2 string. If they are each
different, enter the active IP address of the device as the label2 string:

Enter the System Manager SNMPv3 User Profile created in Section 5.1 as example display
below used during compliance test for Security Manager:

e Label: Enter any descriptive name, e.g., NetworkDevice.

e Sub-Label: Enter System manager’s IP Address, e.g.,10.10.97.226.

e Value 1: Enter user name created in Section 5.3, e.g., netigDESSHA...
e Value 2: Enter *.

e Value 3: Enter user created in Section 5.3 passwords, e.g.,

sha,avayal23,des,avayal23.

Create the same entry with Sub-Label set to the Session Manager IP address, e.g., 10.10.97.227.

d Modify Custom Entry EA4 [|Modify Custom Entry Ed

You can shore cuztom values in the KPW table of the
Apphdanager repozitary. Enter at least a Label, Sub-label, and
Yaluel, Knowledge Scripts can access these values uzing the
GetContextER callback function.

You can store cuztom values in the KW table of the
Apphdanager repozitary. Enter at least a Label, Sub-label, and
YWaluel. Knowledge Scripts can access these values uzing the
GetContextE R callback function.

Label : INelwurkD evice

Sub-Label |1 10.97.226

Yalue 1: InetiqDESSH.&

Yalue 2 Ix

Yalue 3: Isha,ava_l,la1 23.des.avapalz2d

[~ Estended application suppart
[Click Help for detailz.]

Label : INetwu:urkD evice

Sub-Label |1 10.97.227

Value 1: InetiqDESSH.&\

Yalue 2 Ix

Yalue 3 Isha,ava_l,la1 23.des.avapal2y

[~ Estended application suppart
[Click Help for detailz. ]

Qk. I Cancel Help
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6.4.5. Discover the Device

Navigate to the “Discovery” tab and drop the “NetworkDevice” Discovery KS on the agent
machine in the treeview to create the discovery job for the devices.

¢ *Net1Q AppManager Operator Console (Evaluation) on |\ IP-ACIFIS20.000 (Administrator )

Fle Yew Treeviem st Graph K5 Web Datersiore Window  Helo

o] 3 ) =t o e O 1 B T A S 3 a5 0 5 e |

@ Vet ¥ acive0S C
= @PaciFn $apar 8 Do
& M Window:05 1P, g o hgertass Wixhoge
# B AcpMarage: Serves | G ) ANHnath ¥ EvchargaRT
7 Toap Source Avapad M e [t 30 240] ANH ot HUNDS BEMWT
# Teaplfiowos: AvapdM-omg [10.204 8%,7.4_ 1o ¥ ExchangeDAG
o AvastM ) Hardwars
WBES B HardweUNIX
¥ Col tatinsyen Htipey
SO dis
o CiccolM B ava
) E CarcollM_4s ¥ e
CizcolCD Bupe
j) CitalM #uscs
) CiscollC M Netachup
¥ CiecollCM @Mﬂockwu"(-’
o) ChecolE o

_:n.-_l_lj[im TS | Computer LfnowedgeScapt | LewtOcous. [Coud Sy | Mewsoge =
= §% O/ | Open T PACTF 50 SNMPTrae_Traphiondor /1772016 ROEE 20 FovayanM aam 110,204
G B ® | Open g PALDIFFED Dvcovey_SNWFTrape NN2Ane12%3 ] Dvcovey: SNMPTrap
- - ® Open g PACIFED Discovey SNMPTrage 2NT2NE61.2¢5 ] Discavesr SNMPT rag
T IETRTEN Evers (Jobe K Defak )\ GraghData)
T Mate [ RT | SNMFTx |
Fur Halp, prews Fl
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Enter the IP address of the Session Manager and System Manager in the jo

b properties for List

of network devices (comma-separated), in this case 10.10.97.227,10.10.97.226.

Properties for Discovery_NetworkDeyice

Gchedule  Walues |Actions| Dbiectsl .-’-‘«dvanc:edl

Description | Yalue | Units ||
[ Auto Discovery
|—Default gateway router
|—Maximum number of hops 1 Hops
|—E.~'-\UTIEIN: Enabling can neqgatively impact network perfarmance
|—Walk subnets for laper-2 devices? (W] n
List of netwark devices [comma-separabed) 1010.97.226,10.10.97. 227
Ligt of network device ranges [comma-separated)
Full path to file with list of nebwork, devices
Discovery Details
Digcoweny limeaut n Minutes
Raize event when discoveny succeeds? [v/n) !
Event severity when discovery succeeds 20 Severity
Event severity when discovery fails o Severity
Digcovers network devices: routers, switches, gateways, etc. You can zpecify a comma-zeparated ligt of network, devices to discover, a range of IP
addresges, a gateway router for auto-discoveny, or the name of a file that containg device names on separate lines. Specify at least one remote computer.
Becausze only one computer should act as a prosy for & given network, device, drop this scipt on only one computer at a time. ouw must update Security
Manager with SMMP version and securnty information [community ztring for SHMPw1/v2; user, contest, authentization and encryption for SHMP3]
before pou can dizcover network devices.

®] o]

Cancel | Help

Discovery will create treeview objects for the session manager and system manager using SNMP

Unknown: Avaya-Aura-System-Manager [10.10.97.226] and Application:
DevvnSM.bvwdev.com[10.10.97.227] Discovery Network OK.

WIN-GVSTGTBOIES SQLEXPRESS\ QOD {Adminestrator )
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Phe Yew TresView |kt Grph £5 Wek Ditensors Window (e

s || RFEME IR lola x]s]e]e|s|r|ms]m]| ookixel

% 1 SQL Server WIN - € NovorbDence
31 o § SOL Server WIN.GA gspse..g.
17 HRIWNGYS SOLServer
3 1 Tewvns Sarver ' WIN-G
5 G0 WM! S ervac WINGVETC
4 A, ApoManager Sarver WINGY
© Trao Souce devyran |1 ?
Q Trap Source: davwmang [100 10 97 226
31 P UrkrownAvagps-dasSpitereMansger [V0010 97 225)
. FhRaD o L o O 227) ) T S I AT b AT ESS A OniN AT Al
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Click on the TreeView object to verify that platform details are available for both session and
System Manager are listed such as Snmp, Interfaces, LAN links, Host Resource and IP

Subsystem.

ﬂ Wil ServerwIMN-GYSYGTBD3BS -
& Apphd anager Server WIN-GVYSYGETBD3ES

----- J= Trap Source: deswmsm [10710.97.227)

----- A Trap Source: deswmamgr [17 10.97.22E]

El.ﬁ nknowrcAwvapa-dira-System-tManager [T 10.97.226]

b T.?‘E'z Skmp
-3¢ Interfaces

[+ gl LAM Links
- [ Host Resource

-3 Interfaces

[ g LAN Lirks

- [ Host Resource
- IP Subsystem
.3 dvanaSh NewemShd buudsw coml1 35 10 97 2271 —
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Start the NetworkDevice recommended knowledge script group for monitoring each device.

mmmmaﬁuwemmm

®lwil| 2| IEME ]| =28 p|:-|g]§|§|g|g|g]w|s|| L i )3 5 8 ) I
T T—

= . Agphcaion weapeaan beakdonsn | 19 053 |
4 oy Sewp
Ireatace:
o e LAN Links
1 Hodt Resnace
; IP Subiysten
= @ UndnosnSvapardunn SpstemMansge | 11043 |
Imetaces
¥ ol LAN Links

5 8 Hou Aewoace
IP Subnuten

W 5 PECOMMENDED
o [glo]e]D] Swa | Cdden | 5z Ui Tone | Swp Tee i
L N Ly e T T —
[ NT | GNMPTros|  KewalDevce |
For Melp, press £1 : [ Sarvers 1 2 pen Events: O Funning Jobs: 0 Sragh Data 0 10/ AN

Confirm that the following device monitoring jobs have started:
NetworkDevice_Device_Uptime, NetworkDevice_Device_Ping,
NetworkDevice_Interfaces_Health, NetworkDevice IPSubsystem_Ulti and
NetworkDevice_LANLink_Ulti as shown in below screenshot.

+Net1) AppManager Dperator Comsole (Eyalustion) on |\ IP-AC 1134

Fle Vew Trecew Ut Graph K5 Web Edterciors Wndow Hep

o3 o = o e N S T P 22 0 ) 3 ) 3 S -1

= NotcDee [ @ Nk D
=@ Aphcaion saga-sen locakdoman [ 1098 727 |
ol Srep
# i Intedsces
i) 8 LAN Links
i# # Hot Betouce
& 1P Subayatem
E ’ UnbnowrchvapefaraSytan Managey 19 10 2= |
. * Srep
# Inbadaceas
(8 b LAN Lz
+ Hoit Resouce
g 1P Subdgatem
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After a monitoring interval has been completed, data streams will be visible in the Graph Data
pane as shown in below screenshot.
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This data may be displayed as a graph using “Create Chart” as display in below screenshot.
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Below display the NetworkDevice_Device_Ping data in graphic chart.

NetI( AppManager Chart Console (Evaluation) on '} IP-AC1F352D% QDB {Administrator)
File Chart Wiew Help

+ = e
i 7 QAQAQ @ i i OB 4 C
X |x .
=L Charts 1 Time frame: IAII j
- Public - 2195:NetworkDevice Device Ping: [IPFACT1F352D]
&5 2195; MetworkDevice_Device_Pin|
100
100
75
Eis]
S0
50
25
25
u]
i} 1 1 T T I T
10:51:95 AM
220G
I Aggregate: INone j I Fit data to window
* Legend I Last Walue I Scale | Interval | Faintz |
. IP-ACTF3520: Ping Device [avava-asm.loc... 100.00 1.000000 300 4
. IP-ACTF3520: Ping Device [hwvaya-fura-S. . 100.00 1.000000 300 4
. IP-ACTF3620: Bandwidth utilization [avaya... 0.00 1.000000 300 3
< | » JIP-AC‘IF352D: Bandwidth utilization [Avaya... 0.00 1.000000 300 3
For Help, press F1 LM 5

6.5. Administer SIP Call Quality Monitoring

AppManager for SIPServer can discover the Session Manager using either SNMP or by
manually configuring the device characteristics. To use SNMP, the SNMP v3 credentials
previously created on session manager in Section 5.1 will need to be entered into Security
Manager for the SIPServer module.

6.5.1. Administer Security Manager for SIP Server
In AppManager console, select Extensions = Security Manager.

r*, NetI() AppManager Operator Console (Evaluation) on '\ IP-AC1F352D0DB {Ac
File ‘Wiew TreeWiew List Graph K3 ‘Web Im Window  Help
%lml%l B || I@ |@ I Security Manager I¢ I?-lﬁl

Repositary Brawser

Report Yiewsr

E--@ b azter Chart Console

= [ IPACIF3520 AbCheck

[ windows05:IP-ACTF3520 MetTCChrl
& Apphd anager Server: IP-ACTF

[N
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In Custom tab, click on Add button

& NetI) AppManager Security Manager {Evaluation) on %} IP-AC1F352D,QDB {Administrator)

Security  Wiew  Help

Sl &= B 2
=& AppManagar Secuiy Computer: IP-AC1F352D

@ Appkdanager Roles

) & AppManager Users | Exchangs | Exch2000/2003 | Oracle| 54F | M5 | SMMP| SOL | weblogip Custom

= [# Computers

[g] IP-ACTF352D Thiz information is stored in the Apphanager repositon.
Custom Label
Label | SubLabel |

=l

Enter the SNMPv3 User Profile created in Section 5.1 as example display below used during
compliance test for Security Manager:

Label: Enter any descriptive name, e.g., SIPServer.

Sub-Label:  Enter Session Manager’s IP Address, €.9.,10.10.97.227.

Value 1: Enter user name created in Section 5.3, e.g., netigDESSHA.

Value 2: Enter *.

Value 3: Enter user created in Section 5.3 passwords, e.g.,
sha,avayal23,des,avayal23.

Add Custom Entry | x|

fou can store custom values inthe KPP table of the

Appbd anager repozitony. Enter at least a Label, Sub-label, and
Waluel. Ernowledge Scrpts can access these values uzing the
GetContestE x callback function.

Label - ISIP‘S EMver

Sub-Label: | 10.10.97.227

Value 1: |netiqDESSHA

Yalue 2 I

Value & Isha,ava_l,la'l 23 ded avapal23

[~ Extended application support
[Click Help far detailz. ]

k. I Cancel Help
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6.5.2. Discover Device

Navigate to the “Discovery” tab and drop the “SIPServer” Discovery KS on the agent machine in

the TreeView to create the discovery job for the devices.
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In the Discovery_SIPServer job properties, enter the folllowing IP as display below:

e Comma-separated list of SIP Servers: Enter IP address of the session manager, e.g.,

10.10.97.227.
e Setup supplemental database? Check Yes option.
e SIP identity of the collector: SIP:pvgmservice@localhost:5060;transport=UDP.
Properties for Descovery SIPServer E3
Schedde Voot | Actons | Obsects | Advanced |
Descrption | Vabe | Unity
=11 General Settings S )| o 0
[+ Job Failuse Notilication
‘ Raise event if discovery succeeds?
[+ Raive event il dincovery lods? Ter
+) Raire event if dotobase setup succeeds?
+ Raite event i dotabose setup lails? 7 Vet
Discover SIP Sevvers
- Discoveey method SNNP Quary =
= SNMP Settings
|| - Commixoapaised ot of SIP varvems 10.10.97.227
= Full path b He vath et of SIP servms
SNMP mezzage oot 120 :’ Seconds
SNMP tash, bmecut 300 | Seconds
SNMP tetnios 4 :.w
[+ System Properties tor Manual Configusation
Discoves SIP Quality O0f Service Reporting Intesface? W Yes
SIP iderfity of collectce [example s collectoo@iocahost 5050 transportelJOF) [ o pramiernceGioc ot SRt anipart=UDP ]
=11 Set up supplemental database? Yes
+* Start pruning job on supplemental databaze?
= SOL Setver Information
= SOL Server \ rutarce nasne flnave blark for deta)
SOL databace user name (leave dlank, for wndows]
B'::mcSlPS-vu a kot of SIP Server addretses of the ull path to a fle contanng a kit of secvers. I the prowy agent 12 on fhe same computer a1 the Dpecatior Contole, pou can use the
selecion 10 becwves for the B, othessase onter the Ul path 1o $he e Baloeo runreng thes Knowdadge Scepl. configure the peopet secusty p n Secusly Manager. Oick Help for
The SNMP agert reast be actve on ol the servers in the Chter,

) [ox ] coce | Hb |

Confirm that a TreeView object for the session manager call data monitoring is created.
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sip:pvqmservice@localhost:5060;transport=UDP

6.5.3. Collect Call Data
Start data collection by dragging the CollectCallData script to drop on the Session Manager

TreeView instance.
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@zl | 2] [EME | 2l2n] lcieiseimeieR olel=]l o] slso|r|REs L E]l ]| tidlsinenEe

[ _t. SPSave . .
*

3 n S aSN s ooSaonae] 12 12 20 237
= Q’. ol Onte o) SetgSippermnisllll
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In the SIPServer_CollectCallData job properties, verify all the following options are checked as
display in below screenshot.

Properties for SIPServer_CollectCallData

" Schedule  Values |Au:tic-ns| Objects | Advanced |

Description

| Walue | Unitz |

[= General Settings
Jnh Failure Motification

Raise event if call data collection is unavailable? [+ “es
Raise event if call data collection warning? [ “fes
[ “es

Raize event if call data collection is available?
[=I-~ Monitor Call Data Collection Availability

El—r Data Collection
Callect data for Cal Data Collection Avaiiabilty? DG Yes )

tonitors the availability of call data collection for SIP quality of service [HoS] sources. B aizez an event when the Knowledge Script failz or when the SIP QoS call data
collection iz unavailable or available. Alzo raizes an event when call data collection raizes a warning for any reazon, including errors that prevent an individual data

record from being saved to the database.

E Cancel Help
v
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Confirm that the SIP trunk to AppManager now shows inservice by navigating to the Session
Manager - System Status - SIP Entity Monitoring menu, selecting “run monitor” for the
trunk just created in Section 5.4.

Verify this trunk will remain in-service (Conn Status is UP) as long as the CollectCallData job
is running on the agent.

[Fome 7 Elerannia / Sessinn Mansger / Systom Status / SIP EnUtly Momitenng O |

Help ?
BIP Entity, Entity Link Connection Status

a5 page dsplays detaled connection status for 3l entty links from all
fassion Manager instancss 10 & sngle S8 antity

Al =it ks to SIP Entity! AppManagerAgent

Status Detadls for the selectad Session Manager.

Sumenary View |

I Iteens - Rafresh Fiter: Enabls
SIP ey
Session Manager Mame Port Mote. Doy Conn, Stutus Hrrason Code Limk Status
Fnaued I
DevymsSM 175.10.95.27 5060 upp FALSE up 200 0K ue

6.5.4. Start Data Reporting Job

Start the Data Reporting job with parameters to even on all calls. Use the CollectCallQuality
knowledge script to create a reporting job.

r*, NetIQ AppManager Operator Console (Evaluation) on %\ IP-AC1F352D%0DB (Administrator)
File Wiew TreeView List Graph K3 Web Extensions ‘Window Help

@v|=|2|| 2EEE TR 6@ = nlRe|Er e E]

=@ sIPserver o5 Callguaity
E@E AvapaShd: avayaasm localdomain[10.204.130.240] 1L CollectCallD ata
E.% Call Data E SetupSupplementalDB
- 4% S|P Vaoice Quality Call Data .E UserdgentQuality

Hi4 [« [» [»1 [} ACTION  RECOMMENDED p, SIPSERVER /

Data Source | Job | F.nowledge Script | Computer | Cur. points | Legend |

14T 4T 0 Tpi T Events A Jobs A, Details ), Graph Data £
M aster | MT | SHMPTraps | MetworkD evice SIPServer ||

Done Servers : 1 |[Open Events: 0 [Running Jobs: 0 |Gra|:h Data: 0 [10:40AM 2
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In SIPServer_CallQuality, select Monitor Average MOS - Event Notification = Raise
event if average MOS falls below threshold? and set the MOS threshold for reporting very
high (5.0) — this will ensure that all calls create events, allow confirming that data is collecting
and reporting properly for testing purpose as display below, leave all other fields at their default
value.

Schedule  Values |Actions| Elbiec:tsl Advancedl
Description | Yalue | Uriits |;
[E~ General Settings
an Failure Notification
[ Raise event if no records found? [ “es
[EH-Call Details
L Include call details? [« “es
[=F- Query Filters
|—Minimum duration 1] il Seconds
|—MaHimum table size 50 ={ Rows
|—Maximum duration [0 to ignare) 0 il Seconds
|—Ealling Farty
|—F'alt_l,l connector AND j —

L Called Party
Troubleshooting
[=F~ Monitor Average MOS
[%]—r Event Motification
| I_;LI—rHaise event if average MOS falls below threshold?

Threshold -- Average MOS
| L Event severity when average MOS falls below threshaold
El—r Data Collection
L Collect data for average MOS? [« “es
E|—|— Monitor Average B-Yalue -

I
il Severity

Monitors call quality metics such az jitter, latency, lozt data, R-walue and MOS. Raises events when metncs fail to meet specified thresholds
and generates data streams for all monitored metrics. By default, an action is configured that will trigger YWivinet Diagnostics to diagnose the
olP quality problems: detected from manitaring the calls.

E ok I Cancel Help
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Make a call between two SIP phones.
Use the chart console to confirm that data has been collected for the calls made. The default
reporting interval is 5 minutes, so you may need to wait up to 5 minutes to see results post to the

chart:
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Graph data below display MOS, R-Value, jitter and Lost Data in the chart.

NetI() AppManager Chart Console (Evaluation) on “\IP-AC1F352D" QDB (Administrator)

File Chart Wiew Help

+ = o)
iy QEAQ i MiORR 4 C
X |x .
ED Charts i Tirne framne: I.-’-‘«II J
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-&5 SIPServer_CallQuality: (IP-ACIF35200)
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* | Legend | LastVaIuel Scalel Intelvall
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1 | 3
Far Help, press F1 LI v
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7. Verification Steps

The following tests were conducted to verify the solution between the Session Manager, System
manager and SIP phones register to Session Manager with CS1000 Communication Profile and
AppManager Application.

e Verify SIP trunk to AppManager is up and running:

. Mo/ Dersents f Sexsion Madeger / Syttar Status f AIP Sraity Manfarag

SIP Entity, Entity Link Connection Status

Thir page displays detabed corsascion status for all satity inke fam of
Seznian Manager metances to & magle S satey

Status Details for the salnctad Sassion Manage
| Summary ey |
§Itamg Kk

St SO0 WA aGRr SIF B0ty Resioved IF Pt Froto ia Deriy Corwr St Feason Code
< Devemss 105.50,98.27 %060 uoe FALSE up 200 0K

e Verify AppManager can collect device information for Session Manager and System
Manager, see Section 6.4.4 and 6.4.5 for example screenshot detail of collected data.

e Make a phone call and verify AppManager reports Call Quality as mentioned in Section
6.5.3 and display collected data in the graph in Section 6.5.4.

8. Conclusion

All of the executed test cases have passed and met the objectives outlined in Section 2. The
NetlQ AppManager 9.1 is considered compliant with Avaya Aura® Session Manager and
Avaya Aura® System Manager and Avaya 1100 Series IP Deskphones (SIP phone registers to
Session Manager with CS1000 Communication Profile).
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9. Additional References

This section references the product documentation relevant to these Application Notes. Product
documentation for Avaya products may be found at http://support.avaya.com.

Avaya:
1. SIP Software for Avaya 1100 Series IP Deskphones-Administration, Release 4.4,
NN43170-600, Issue 06.06 Standards, December 2015.
2. Administering Avaya Aura® Session Manager, Release 7.0, Issue 1, August 2015.
3. Administering Avaya Aura® System Manager, Release 7.0, Issue 1, January 2016.

Product documentation for NetlQ AppManager may be found at https://www.netig.com:

4. Administrator Guide NetlQ® AppManager®, April 2016.
https://www.netig.com/documentation/appmanager-
9/pdfdoc/administratorquide/administratorguide.pdf

5. NetlQ Online help document for Device support for AppManager:
https://www.netiq.com/documentation/appmanager-
modules/appmanagerforsipserver/data/b19cptxp.html

6. NetlQ Online help document for SNMP Traps Knowledge Scripts:
https://www.netig.com/documentation/appmanager-
modules/appmanagerforsnmptraps/data/snmptraps_trapmonitor.html
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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