AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for NICE Engage Platform R7.3 with
Avaya Aura® Communication Manager R10.1 and Avaya
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Abstract

These Application Notes describe the configuration steps for the NICE Engage Platform to
interoperate with Avaya Aura® Communication Manager R10.1, Avaya Aura® Session
Manager R10.1, and Avaya Aura® Application Enablement Services R10.1 using Passive
Station-Side VolP recording to record telephone calls.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for the NICE Engage platform R7.3 to
interoperate with Avaya Aura® Communication Manager R10.1, Avaya Aura® Session
Manager R10.1 and Avaya Aura® Application Enablement Services R10.1. The NICE Engage
Platform was set up to use passive station-side VolP recording with System Management Service
(SMS) and the Telephony Services Application Programming Interface (TSAPI) via the Avaya
Aura® Application Enablement Services (AES) to capture the audio and call details for call
recording on various Communication Manager endpoints, listed in Section 4.

Passive station-side VolP Recording (passive recording) uses port mirroring to record the RTP
from each phone set. All phone sets to be recorded are plugged into the data switch, where these
particular ports are mirrored to a port connected to the NICE Advanced Interactions Recording
server. All of the RTP information from all of these phone sets is delivered to the sniffer port on
the NICE Advanced Interactions Recording server. An additional Network Interface Card (NIC)
is therefore required on the NICE Advanced Interactions Recording (AIR) server. This NIC is
not configured to access the IP stack and has no IP configuration. This NIC connects into the
mirrored port network that allows access to the phone network connection. This is effectively a
hub environment. The promiscuous port needs to be on the same physical media path as any
telephone endpoint that it is going to be recorded.

NICE Engage Platform provides the ability to record multi-channel interactions across the
organization for regulatory compliance and to utilize these interactions for multiple business
applications in order to extract insights and gain value. The platform tightly integrates with the
telephony environment via CTI, APIs and SIP and stores the metadata in a single recording
platform to ensure regulatory adherence and standardized workforce optimization processes
across multiple channels. It provides comprehensive search tools and media retrieval, as well as a
wide variety of Real-Time capabilities for PCI compliance and advanced applications.

The NICE Engage platform uses both TSAPI and SMS connections on AES. The TSAPI
interface allows NICE Engage to capture the necessary call events and the SMS web service
provides the ability to discover the status of resources on Communication Manager.

2. General Test Approach and Test Results

The interoperability compliance testing evaluated the ability of the NICE Engage Platform to
carry out call recording in a variety of scenarios using passive recording with AES and
Communication Manager. A range of Avaya endpoints were used in the compliance testing all of
which are listed in Section 4.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and NICE Engage Platform did not include use of any specific encryption features as requested
by NICE. The interface between the SIP phones and Session Manager were also unencrypted to
allow NICE to capture the IP address information of the phone sets.

NICE used a “Generic SIP Mapper” interface for media location extraction of the SIP Phones
that register to Session Manager. In order for this to operate and avoid configuration of fixed IPs,
the signaling must be unencrypted. Any TLS messages on the network need to be decoded by the
SIP Mapper and in order to decode these messages all TLS protocols use on the AES needed to
be ticked, see Section 6.5.2.

Note: For Passive Station-Side VoIP recording the RTP is mirrored and sent to NICE Engage
platform, therefore any RTP between the Avaya endpoints must not be encrypted.

2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality testing focused on placing and recording calls in different call
scenarios with good quality audio recordings and accurate call records. The tests included:
e Inbound/Outbound calls — Test call recording for inbound and outbound calls to the
Communication Manager to and from PSTN callers.
e Hold/Transferred/Conference calls — Test call recording for calls transferred to and in
conference with PSTN callers.
e Forwarded calls - Test call recording for calls that were forwarded to various endpoints.
e Feature calls - Test call recording for calls that are parked or picked up using Call Park
and Call Pickup.
e Calls to Elite Agents — Test call recording for calls to Communication Manager agents
logged into Avaya Agent for Desktop.
e Serviceability testing - The behavior of NICE Engage Platform under different
simulated LAN failure conditions.
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2.2. Test Results
All functionality and serviceability test cases were completed successfully.

2.3. Support

Technical support can be obtained for NICE Engage Platform from the website
https://www.nice.com/contact-us
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3. Reference Configuration

The configuration in Figure 1 was used to compliance test NICE Engage Platform with the
Avaya solution using passive recording to record calls. The data switch is configured to mirror
ports connected to Avaya endpoints to one port connected to the NICE Advanced Interactions
recorder sniffer port.

|
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i Avaya Session Border Controller
! for Enterprise used to simulate a

System Manager SIP trunk PSTN Connection

Session Border Controller
for Enterprise Media Server

»
B
-

\d

Session Manager ], , | Communication G430

Manager Media Gateway

Application Enablement

Avaya Endpoints Services

Router ] s gk NICE Engage makes use of the
\ ! ! TSAPI & SMS connections to AES

~
~
~

Port Mirroring

NICE Engage makes use of Port \\\\ NICE Engage
Mirroring to capture the RTP

Figure 1: Connection of NICE Engage Platform R7.3 with Avaya Aura® Communication
Manager R10.1, Avaya Aura® Session Manager R10.1 and Avaya Aura® Application
Enablement Services R10.1
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® System Manager

System Manager 10.1.0.2
Build No. —10.1.0.0.537353
Software Update Revision No:
10.1.0.2.0715160

Service Pack 2

Avaya Aura® Session Manager

Session Manager R10.1
Build No. — 10.1.0.2.1010219

Avaya Aura® Communication Manager

R10.1.0.2.0 - SP2
R020x.01.0.974.0
Update 1D 01.0.974.0-27607

Avaya Aura® Application Enablement Services

10.1.0
Build 10.1.0.2.0.12-0

Avaya Aura® Media Server 10.1.0.101
Avaya G430 Media Gateway 42.7.0 /2
Avaya J100 Series Phones (SIP) 7.1.2.0.14
Avaya J100 Series Phones (H.323) 7.0.14.0.7
Avaya Vantage K175 3.1.11
Avaya Agent for Desktop (SIP) 2.0.6.23.3005
Avaya Workplace (SIP) 3.26.0.64
Avaya Session Border Controller for Enterprise (to 10.1.0
facilitate simulated PSTN) o
NICE Engage Platform

- NICE Engage Application Server 73

- NICE Advanced Interactions Recording Server
- NICE Engage NDM Server

All equipment is running on virtual servers on VMware, except the NICE Advanced Interactions
Recording Server, which is required to be installed on a server that could be plugged into the
data switch and therefore is running on a Dell R610 with two NIC’s, one of which connected to
the mirrored ports.
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5. Configure Avaya Aura® Communication Manager

The information provided in this section describes the configuration of Communication Manager
relevant to this solution. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 10.

The configuration illustrated in this section was performed using Communication Manager

System Administration Terminal (SAT).

5.1. Verify System Features

Use the display system-parameters customer-options command to verify that Communication
Manager has permissions for features illustrated in these Application Notes. On Page 3, ensure
that Computer Telephony Adjunct Links? is set to y as shown below.

display system-parameters customer-options

Page 4 of 12

OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? y Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01?2 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? vy Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? vy DCS (Basic)? y
ASATI Link Core Capabilities? y DCS Call Coverage? y
ASAI Link Plus Capabilities? y DCS with Rerouting? vy
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP? y
ATMS? vy DS1 Echo Cancellation? y
Attendant Vectoring? y
(NOTE: You must logoff & login to effect the permission changes.)
5.2. Note procr IP Address for Avaya Aura® Application Enablement
Services Connectivity
Display the Communication Manager (procr) IP address by using the command display node-
names ip and note the IP address for the procr and the AES.
display node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
SM100 10.10.40.12
aesprilOlx 10.10.40.16
default 0.0.0.0
g450 10.10.40.15
procr 10.10.40.13
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5.3. Configure Transport Link for Avaya Aura® Application
Enablement Services Connectivity

To administer the transport link to AES, use the change ip-services command. On Page 1 add an
entry with the following values:
Service Type: Should be set to AESVCS.

e Enabled: Settoy.
e Local Node: Set to the node name assigned for the procr in Section 5.2.
e Local Port: Retain the default value of 8765.
change ip-services Page 1 of 4
IP SERVICES
Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

Go to Page 4 of the ip-services form and enter the following values:
e AE Services Server: Name obtained from the AES server, in this case aesprilO1x.
e Password: Enter a password to be administered on AES.
e Enabled: Settoy.

Note: The password entered for Password field must match the password on AES in Section
6.2. The AE Services Server should match the administered name for the AES server; this is
created as part of the AES installation and can be obtained from the AES server by typing
uname —n at the Linux command prompt.

change ip-services Page 4 of 4
AE Services Administration

Server 1D AE Services Password Enabled Status
Server
lg aesprilOlx W W R I I B y in use
23
3:

5.4. Configure CTI Link for TSAPI Service

Add a CTI link using the add cti-link n command. Enter an available extension number in the
Extension field. Enter ADJ-IP in the Type field, and a descriptive name in the Name field.
Default values may be used in the remaining fields.

add cti-link 1 Page 1 of 3
CTI LINK
CTI Link: 1
Extension: 1990
Type: ADJ-IP
COR: 1
Name: aesprilOlx
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5.5. Configure System Management Service user on Avaya Aura®
Communication Manager
This user is created specifically for the SMS connection that NICE utilises for this specific type

of call recording. Using a web browser navigate to the Communication Manager IP Address.
Enter the proper credentials and click on Logon.

[ e
eﬁ <[ A kitps/20104031 e gicbin/common/login/webLogin £ - ) Certificate srtor & || @ User Management ‘ A\ serverl | | ok

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

This Server: serverl

~

Logon

Once logged in click on Administration at the top of the page and select Server (Maintenance)
from the drop-down menu.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

Licensing

This Server: serverl
Server (Maintenance
~
System Management Interface
2001-2013 Avaya Inc. All Rights Reserved.
Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights.
Unautherized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.
Third-party Components
Certain software pregrams or portions thereof included in the Preduct may contain software distributed under third party agreements ("Third Party Compenents”), which may
contain terms that expand or limit rights to use certain portions of the Product ("Third Party Terms”). Information identifying Third Party Components and the Third Party
Terms that apply to them are available on Avaya's web site at: http://support.avava.com/ThirdPartylicense/
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In the left window navigate to Security - Administrator Accounts. In the main window select
Add Login and Privileged Administrator as shown below. Click on Submit when finished.

Administration

Administrator Accounts

Agent Status The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.

HEe=s Select Action:
Incoming Traps
FR T (&)
(2= ®) pad Login
FP Trap Test
FP Filters (®) priviizg=a Bominiztratar
Restarts D Unprivileged Administrator
System Logs
Ping D SAT Accem=s Only
Ti ut
raErEEE D Web Acce=s Only
Metstat
O cor tzsmss only
Status Summary
Process Status D Business Parlner Login {dadmin)
Shutdown Sereer
Smrvar Date/Tim= D Business Parlner Craft Login

Softwares Version D Custom Login
Server Configuration

S=rver Role

Metwork Configuration O changs Legin [ Select Login V]
SEafic Routes P -
| i Select Login '

Di=glay Configuration ‘! Remowve Login | g |
Time Zone Configuration C) Lock/Uniock Lagin | Select ng.ln Vl
NTP Configuration B

Server Lpgrades () add Group
Manage Updates —

Datm Backup/Restore () Rermove Group [select Group v
Backup Mow

Schedule Backup
Backup Logs
imwy P lorm Dats

Restore History

Change= Paszwond
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Enter a suitable Login name and enter a suitable password, then click on Submit as all other
settings can be left as default. Note this name and password will be needed in Section 7.1.

AVAYA

Help Leg Off

Administration / Server (Maintenance)

Administration

Server Configuration
Server Role
Network Configuration
Static Routes
Display Configuration
Time Zene Configuration
NTP Configuration
erver Upgrades
Manags Updates
IPSI Firmware Upgrades
IPSI Version
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status
Data Backup/Restore
Backup Now
Backup History
Schedule Backup
Backup Logs
View/Restore Data
Restore History
Administrator Ao ]
Login Account Policy
Change Password
Login Reports
Server Access
Syslog Server
Authentication File
Load Authentication File
Firewall
Install Reot Certificate
Trusted Certificates
Server/Application Certificates
Certificate Alarms
Certificate Signing Request
S5H Keys
Web Access Mask

|

Administrator Accounts - Add Login:

privileged Administrator

This page allows you to add a login that is 2 member of the USERS group. This login has reduced access privileges.

Legin name

nicecm |

Primary group

Additional groups {profile)
Linux shell

Home directory

Lock this acoount

SAT Limit

Date after which account is
disablzd-blank to ignore
(YYVY-MM-DD)

Select type of
authentication

users

|prnf19 hd |

{bin/bash
fvarfhome/nicecm

®) pazziord
" ASG: enter key
(2 asa: Autc-generats key

Enter password or key

Re-enter password or key

e~ =

Force password/key
change on next login

IK-\I
\_Ves

=
®) o

I Submit I| Cancel | | Help |
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:
e Verify Licensing
Create Switch Connection
Administer TSAPI Link
Identify Tlinks
Enable TSAPI Ports
Create CTI User
Configure Security
Restart AE Server
Configure the System Management Service on Avaya Aura® Application Enablement
Services

6.1. Verify Licensing

To access the AES Management Console, enter https://<ip-addr> as the URL in an Internet
browser, where <ip-addr> is the IP address of AES. At the login screen displayed, log in with the
appropriate credentials and then select the Login button.

AVAyA Application Enablement Services

Management Console

Please login here:
Username[

Continue

Copyright © 2009-2022 Avaya Inc. All Rights Reserved.
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The Application Enablement Services Management Console appears displaying the Welcome to
OAM screen (not shown). Select AE Services and verify that the TSAPI Service is licensed by
ensuring that TSAPI Service is in the list of Services and that the License Mode is showing
NORMAL MODE. If not, contact an Avaya support representative to acquire the proper license
for your solution.

ust
v 17 10:07:45 2015 from 10.10.40.222
iled login attempts: 1

AVAYA Application Enablement Services

70vmpg
Management Console SrIURTuAL,A:puANCE,DN,VM WARE

AE Services

IMPORTANT: AE Services must be restarted for administrative changes to fully take effect,
Changes to the Security Database do nat require 2 rastart.

ASAI Link Manager n/A Running n/A /A
CVLAN Ssrvice oFFLINE Running | /A
Communication Manager
» Interface DLG Service OFFLINE Runnin, g N/A N/A
High Availability DMCC Service OMLINE Running NORMAL MODE N/A
TSAPI Service OMLINE Running NORMAL MODE N/A
} Licensing
Transport Layer Service /A Running /A N/A
Jallaintensnce AE Services HA Not Canfigured /A /A /A

» Networking

~ For ststus on actual services. please use Status and Control
» Security

“ For mare detsil, plasse mouse over the Cause, you/ll ss the todip, or go to help page.
} Status

License Information
» User Management ou are licensed to run Application Ensblement (CTI) relesse 7.x

} Utilities

» Help

The TSAPI license is a user licenses issued by the Web License Manager to which the
Application Enablement Services server is pointed to. From the left window open Licensing and
click on WebLM Server Access as shown below.

» AE Services

Communication Manager Licensing
Interface
High Availabili . N .
9 ity If you are setting up and maintaining the WebLM, you need to use the following:
* Licensing

WebLM Server Address

s WebLM Server Address

If you are importing, setting up and maintaining the license, you need to use the following:

WebLM Server Access + WebLM Server Access

Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use the following:

» Maintenance

» Networking

s Reserved Licenses

MOTE: Please disable your pop-up blocker if you are having difficulty with opening this page
) Security

) Status
} User Management

» Utilities

» Help
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The following screen shows the available licenses for TSAPI users.

~ Application_Enablement IWP IR EPar e Gwngs M ennee anss Seest 1S = Sk
View by feature LIOEM S HOSE: e W ys s S - W —se o Ll T L L
View by local WebLM mMoaEs: Kz crecusxion lleanes Mk lo o0 ucc on 2 praust cn
R T
EnfispEiEs CO g IEED | s Ml LIl TRane 0T 37 G0 97 9% Ak 01
» Local wWebLM Configuration
» Usages Feature . . Currently
. (License Keyword) Lseaie e iy available
» Allocations
Unified CC API Desktop Edition 1000 1000
Periodic status (VALUE_AES_AEC_UNIFIED_CC_DESKTOP)
CE CVLAM ASAI 16 15
(VALUE_AES_CVLAN_ASAIL)
» COLLABORATION_ENVIRONMENT Device Media and Call Control 1000 1000
COMMUNICATION_MANAGER (VALUE_AES_DMCC_DMC)
v Call_Center AES ADVANCED SMALL SWITCH 5 3
= (VALUE_AES_AEC_SMALL_ADVANCED)
» Communication_Manager AES ADVANCED LARGE SWITCH 3 3
- q . . (VALUE_AES_AEC_LARGE_ADVANCED)
Configure Centralized Licensing
DLG 16 16
CONTROLMANAGER (VALUE_AES_DLG)
» Control_Manager TSAPI Simultaneous Users
(VALUE_MES_TSAPI_USERS) 1000 997
SESSIONMANAGER
SmallServerTypes:
» SessionManager s8300c;s8300d;icc;premio;tn8400;laptop; CtiSmallServer
MediumServerTypes:
SYSTEM_MANAGER ibmx306;ibmx306m;dell1950;xen;hs20;hs20_8832_vm;CtiMediumServer
LargeServerTypes:
» System_Manager isp2100;ibmx305;dI380g3;dI38501;dI385g2;unknown; CtiLargeServer
) . TrustedApplications: IPS_001, BasicUnrestricted, AdvancedUnrestricted,
Uninstall license DMCUnrestricted; 1XP_001, BasicUnrestricted, AdvancedUnrestricted,
S ————— DMCUnrestricted; 1XM_001, BasicUnrestricted, AdvancedUnrestricted,
[elr2. 2 DMCUnrestricted; PC_001, BasicUnrestricted, AdvancedUnrestricted,
: ] : DMCUnrestricted; CIE_001, BasicUnrestricted, AdvancedUnrestricted
Metering Collector Configuration e e : ! Py
9 9 DMCUnrestricted; OSPC_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; VP_001, BasicUnrestricted, AdvancedUnrestricted,
Shortcuts DMCUnrestricted; SAMETIME_001, VALUE_AEC_UNIFIED_CC_DESKTOPR,,;
CCE_001, BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted;
. CSI_T1_001, BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted;
Help for Licensed products CSI_T2_001, BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted;
AVAYAVERINT_001, BasicUnrestricted, AdvancedUnrestricted,
Product Motes DMCUnrestricted; CCT_ELITE_CALL_CTRL_001, BasicUnrestricted, Mot
(VALUE_NOTES) AdvancedUnrestricted, DMCUnrestricted, AgentEvents; ANAV_001, counted
BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted, AgentEvents;
UNIFIED_DESKTOP_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted, AgentEvents; AACC_001, BasicUnrestricted,
AdvancedUnrestricted, DMCUnrestricted; CE_AGENT_STATES_001,
BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted, AgentEvents;
TP CITENT 001. Rasiclinrestricted. . . AnentFuants: FXT CITENT 001

6.2. Create Switch Connection

From the AES Management Console navigate to Communication Manager Interface >
Switch Connections to set up a switch connection. Enter a name for the Switch Connection to
be added and click the Add Connection button.

Welcome: User cust
Last login: Fri Sep 9 17:54:25 2022 from 192.168.40.240
- - - Number of prior failed login attempts: 0
A\/AyA\ Application Enablement Services HostName/IP: aespri101x/10.10.40.16
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 10.1.0.1.0.7-0
Server Date and Time: Tue Sep 20 15:52:43 IST 2022
HA Status: Not Configured

Communication Manager Interface | Switch Conne Home | Help | Logout

» AE Services

~ Communication Manager Switch Connections
Interface

Switch Connections ‘ | Add Connection
Dial Plan Processor Ethernet Msg Period Number of Active Connections

High Availabi ® emioix Yes 30 i

» Licensing Edit Connection || Edit PE/CLAN IPs || Edit Signaling Details || Delete Connection || Survivability Hierarchy
» Maintenance

» Networking
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In the resulting screen enter the Switch Password; the Switch Password must be the same as that
entered into Communication Manager AE Services Administration screen via the change ip-
services command, described in Section 5.3. Default values may be accepted for the remaining
fields. Click Apply to save changes.

Communication Manager Interface | Switch Connections

} AE Services
-+~ Communication Manager Connection Details - cm101x
Interface
Switch Connections Switch Password sessssese I
Dial Plan Confirm Switch Password [u-un.. ]
T — Msg Period |30 | Minutes (1 - 72)
- - Provide AE Services certificate to switch
Licensing
. Secure H323 Connection D
Maintenance
. Processor Ethernet
Networking
Enable TLS Certificate Validation O
Security

Status

User Management

From the Switch Connections screen, select the radio button for the recently added switch
connection and select the Edit PE/CLAN IPs button. In the resulting screen, enter the IP
address of the procr as shown in Section Error! Reference source not found. that will be used for
the AES connection and select the Add/Edit Name or IP button.

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services
~ Communication Manager Edit Processor Ethernet IP - cm101x
Interface
Switch Connections 10.10.40.13 I Add/Edit Name or IP

High Availability [0104005 " fwue
» Licensing Back

» Maintenance
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Clicking on Edit Signaling Details below brings up the H.323 Gatekeeper page.

Welcome: User cust
Last login: Fri Sep 9 17:54:25 2022 from 192.168.40.240
- - - Number of prior failed login attempts: 0
A\/A\\/A\ Application Enablement Services HostName/IP: aespri101x/10.10.40.16
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 10.1.0.1.0.7-0

Server Date and Time: Tue Sep 20 15:52:43 IST 2022
HA Status: Not Configured

Communication Manager Interface | Switch Connections

Home | Help | Logout

» AE Services
+ Communication Manager Switch Connections
Interface
Switch Connections ‘ | Add Connection
Dia Plan

High Availability W Yes ’3“—’1—

) Licensing

Edit Connection || Edit PE/CLAN IPs || Edit Signaling Details || Delete Connection || Survivability Hierarchy

» Maintenance

» Networking

The IP address of Communication Manager is set for the H.323 Gatekeeper, as shown below.

Communication Manager Interface | Switch Connections

)} AE Services

-~ Communication Manager Switch Connections
Interface
Switch Connections Edit H.323 Gatekeeper - cm101x

Dial Plan [ l [ Add Name or IP

High Availability Name or IP Address
b Licensing ® 10.10.40.13

- Delete IP
} Maintenance -

} Networking
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6.3. Administer TSAPI link

From the Application Enablement Services Management Console, select AE Services - TSAPI
- TSAPI Links. Select Add Link button as shown in the screen below.

AE Services | TSAPI | TSAPI Links

CVLAN TSAPI Links

i L Switch comection |
DMCC | Add Link || Edit Link || Delete Link |

SMS

TSAPI

= TSAPI Links
= TSAPI Properties

On the Add TSAPI Links screen (or the Edit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:
e Link: Use the drop-down list to select an unused link number.
e Switch Connection: Choose the switch connection cm101x, which has already been
configured in Section 6.2 from the drop-down list.
e Switch CTI Link Number: Corresponding CTI link number configured in Section 5.4
which is 1.
e ASAI Link Version: Version 12 was used for compliance testing but the latest version
available can be chosen.
e Security: This can be left at the default value of both. An unencrypted TSAPI link was
used.

Once completed, select Apply Changes.
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AE Services | TSAPI | TSAPI Links

CVLAN

TSAPI

= TSAPI Links
= TSAPI Properties

TWS

> Communication Manager
Interface

Edit TSAPI Links

Link
Switch Connection

1

Switch CTI Link Number | 1 v |

ASAI Link Version
Security

[ Apply Changes H Cancel Changes H Advanced Settings

PG; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 4/13/2023 ©2023 Avaya Inc. All Rights Reserved.

18 of 60
NICE73AES10VolP



Another screen appears for confirmation of the changes made. Choose Apply.

Apply Changes to Link

Warning! Are you sure you want to apply the changes?
These changes can only take effect when the TSAPI server restarts.

i+ Please use the Maintenance -> Service Controller page to restart the TSAPI server.

I Apply I| Camcel |

When the TSAPI Link is completed, it should resemble the screen below.

TSAPI Links

Switch Connection Switch CTI Link # ASAIT Link Version

® 1 cm101x 1 12 Both

[ Add Link || Edit Link || Delete Link |
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6.4. Identify Tlinks

Navigate to Security = Security Database - Tlinks. Verify the value of the Tlink Name.
This will be needed to configure the NICE Engage Platform in Section 7.1. The Tlink for the
unencrypted TSAPI link was used.

Security | Security Database | Tlinks

)} AE Services

Communication Manager Tlinks
Interface

High Availability Tlink Name
) Licensing ® AVAYA#CM101X#CSTA#AESPRI101X

4

- O AVAYA#CM101X#CSTA-S#AESPRI101X
} Maintenance

l Delete Tlink

»} Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
# CTI Users
= Devices

Device Groups
Tlinks
Tlink Groups

Worktops

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 60
SPOC 4/13/2023 ©2023 Avaya Inc. All Rights Reserved. NICE73AES10VolP



6.5. Configure Networking Ports
Navigate to Networking in the left window, both the TSAPI and TLS port configurations can be

observed from here.

6.5.1. Enable TSAPI Ports

To ensure that TSAPI ports are enabled, navigate to Networking = Ports. Ensure that the
TSAPI ports are set to Enabled as shown below.

» AE Services

Interface

High Availability

} Licensing
» Maintenance

+ Networking

Network Configure
Ports
TCP/TLS Settings
» Security
» Status
» User Management

» Utilities

» Help

Communication Manager

AE Service IP (Local IP)

Networking |Ports

Ports
CWLAN Ports Enabled Disabled
Unencrypted TCP Port G995 ()
Encrypted TCP Port 9993 .
DLG Port TCP Port 5678
TSAPI Ports Enabled Disabled
TSAPL Service Port 450 .
Local TLINK Ports
TCP Port Min 1024
TCP Port Max 1035
Unencrypted TLINK Ports
TCP Port Min 1050
TCP Port Max 1065
Encrypted TLINK Ports
TCP Port Min 1066
TCP Port Max 1081
DMCC Server Ports Enabled Disabled
Unencrypted Port 4721 .
Encrypted Port 4722 )
TR/87 Port 4723 .
H.323 Ports
TCP Port Min 20000
TCP Port Max 299499
Local UDP Port Min 20000
Local UDP Port Max 259959

Server Media

Enabled Disabled

.
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6.5.2. Enable TLS Ports

In order to allow the NICE Generic SIP Mapper to decode TLS messages support for all three
TLS protocols needed to be ticked.

Navigate to TCP/TLS Settings as shown. To ensure that all TLS protocols are supported, tick
the boxes as shown below. Click on Apply Changes.

Networking | TCP / TLS Settings

» AE Services

Communication Manager TCP/ TLS Settings
Interface

TLSv1 Protocol Configuration
#|| Support TLSv1.0 Protocol

High Availability

» Licensing
= #|| Support TLSv1.1 Protocol
» Maintenance
~ Networking

AE Service IP (Local IP)

|| Support TLSv1.2 Protocol

TCP Retransmission Count

Network Configure ® standard Configuration {15)
Ports TSAPI Routing Application Configuration ()
TCP/TLS Settings

» Security Apply Changes || Restore Defaults || Cancel Changes |

) Status Mote: & smaller TCP Retransmission Count reduces the amount of time that the AE Services server waits l_'or a TCP acknowledgement

» User Management Select the Standard Configuration setting unless this AE Services server is used by TSAPI routing applications.

» Utilities Warning: This setting applies to all TCP and TLS sockets on the AE Services Server and so it should be used with caution.

» Help
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6.6. Create CTI User

A User ID and password needs to be configured for the NICE Engage Platform to communicate
with the Application Enablement Services server. Navigate to the User Management - User
Admin screen then choose the Add User option.

User Management | User Admin

» AE Services

Communication Manager User Admin
Interface
High Availabili ) ) ) : ) ) :
g ity User Admin provides you with the following options for managing AE Services users;
} Licensing Add User
) Maintenance Chenge user Fasswerd

Modify Default User

Networkin
} L Search Users

b Security

» Status

+ User Management

Service Admin

User Admin

= Add User

= Change User Password
= List All Users

= Modify Default Users

= Search Users

» Utilities
» Help
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In the Add User screen shown below, enter the following values:
e User Id - This will be used by the NICE Engage Platform setup in Section 7.1.
¢ Common Name and Surname - Descriptive names need to be entered.
e User Password and Confirm Password - This will be used with NICE Engage Platform
setup in Section 7.1.
o CT User - Select Yes from the drop-down menu.

High Availability * User Id nicel

) Licensing * Common Name [nicel

* Surname [nicel

} Maintenance

User Password sesesecennee

» Networking

Confirm Password esssscsssose

) Security

} Status

Admin Note [
[

Avaya Role None v

¥ User Management

Business Category

Service Admin .
Car License

User Admin

|
|
CM Home [
= Add User Css Home [

= Change User Password CT User

= List All Users

Department Number

= Modify Default Users

= Search Users Display Name

Employee Type

» Help

|
|
) Utilities Employee Number |
|
|

Enterprise Handle

Scroll down and click on Apply Changes (not shown).
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6.7. Configure Security
The CTI user permissions and the database security are set under Security Database.

6.7.1. Configure Database Control

The security database can be set differently depending on the requirements of the customer in
question. For compliance testing, the DevConnect lab was setup as shown below, however this
may be changed by opening Control and ticking the boxes shown.

Note: Since the CTI user was given unrestricted access, as per Section Error! Reference source
not found., these values set here do not impact the overall setup.

» AE Services

> Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface
High Availability () Enable SDB for DMCC Service

} Licensing Enable SDB for TSAPI Service, JTAPI and Telephony Web Services

» Maintenance

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
® CTI Users

Note: The AES Security Database (SDB) provides the ability to control a user’s access
privileges. The SDB stores information about Computer Telephony (CT) users and the devices
they control. The BMCC-service-the- TSAPI service, and Telephony Web Services use this
information for permission checking. Please look to Section Error! Reference source not found.
for more information on this.
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6.7.2. Associate Devices with CTI User

Navigate to Security = Security Database - CTI Users = List All Users. Select the CTI
user added in Section 6.6 and click on Edit Users.

» AE Services
Communication Manager CTl Users
Interface
} Licensing ® nice1 nice1 NONE NONE
» Maintenance
(@] I paull NONE NONE
» Networking pau
 Security O paul2 paul2 NONE NONE
Account Management O sytel Sytel NONE NONE
Audit .
uet edit |[ List all |

Certificate Management

Enterprise Directory

Host AA

PAM

Security Database

= Control

@ CTI Users
= List All Users
= Search Users

In the main window ensure that Unrestricted Access is ticked. Once this is done click on Apply
Changes.

Edit CTl User

User Profile: User ID nicel
Common Name nicel
Worktop Name NONE v
Unrestricted Access

Call and Device Control: Call Origination/Termination and Device Status None v

Call and Device Monitoring: Device Monitoring None v
Calls On A Device Monitoring None v

Call Monitoring

Routing Control: Allow Routing on Listed Devices None v

Apply Changes H Cancel Changes
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6.8. Restart AE Server

Once everything is configured correctly, it is best practice to restart AE Server (if possible), this
will ensure that the new connections are brought up correctly. Click on the Restart AE Server
button at the bottom of the screen.

Maintenance | Service Controller

} AE Services

N Communication Manager Service Controller
Interface
High Availability [ Service ____[Controller Status
, . O i Runnin
} Licensing ASAI Link Manager g
. () pMcc Service Running
¥ Maintenance )
) cvLAN service Running
Date Time/NTP Server ]
D pLG service Running

Security Database (O Transport Layer Service Running

Service Controller ) TSAPI Service Running

Server Data

For status on actual services, please use Status and Control
} Networking

= [ Start [ Stop ] Restart Service [ Restart AE Server [ Restart Linux [ Restart Web Server
} Security

} Status

A message confirming the restart will appear, click on Restart to proceed.

Maintenance | Service Controller

) AE Services

N Communication Manager Restart AE Server
Interface

- - = Warning! Are you sure you want to restart?
High Availability Restarting will cause all existing connections to be dropped and associations lost.

» Licensing

* Maintenance

Date Time/NTP Server
Security Database
Service Controller

Server Data
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6.9. Configure the System Management Service on Avaya Aura®
Application Enablement Services

From the AE Services Management Console main menu, select AE Services - SMS - SMS
Properties. The following list describes the SMS configuration settings and provides guidelines
for configuring SMS.

o Default CM Host Address — SMS will attempt to connect to this Communication
Manager host address, as long as no host address is explicitly specified in the
authorization header of a client request. If this field is blank, all SMS requests must
explicitly include the target Communication Manager host address.

e Default CM Admin Port — By default the System Management Service will use 5022
to connect to a Communication Manager server.

e CM Connection Protocol — Use the default SSH port. The default TUI (or SAT) ports
on Communication Manager are SSH Port=5022 Telnet Port=5023.

e CM Proxy Trace Logging — Use the default NONE, unless debugging.

e Max Sessions per CM — This is a safety setting that prevents SMS from consuming all
of the TUI processes on Communication Manager. By default, the setting is 5.

Use default settings for all other fields, as shown below.

AE Services | SMS | SMS Properties

CVLAN SMS Properties
DLG Default CM Host Address | 10.10.40.13 |
bmcc Default CM Admin Port | 5022 |
SMs CM Connection Protocol
= SMS Properties SMS Logging
TSAPI SMS Log Destination
TWS CM Proxy Trace Logging
R ;:::::?:(::cation Manager Max Sessions per CM l5 l
Proxy Shutdown Timer [ 1800 l seconds
g Aailabiiny SAT Login Keepalive [180 l seconds
» Licensing CM Terminal Type
» Maintenance Proxy Log Destination /var/log/avaya/aes/ossicm.log
» Networking Apply Changes H Restore Defaults H Cancel l
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7. Configure NICE Engage Platform

The installation of NICE Engage Platform is usually carried out by an engineer from NICE and
is outside the scope of these Application Notes. For information on the installation of the NICE
Engage Platform contact NICE as per the information provided in Section 2.3.

The following sections will outline the process involved in connecting the NICE Engage
Platform to the Avaya solution. All configuration of the NICE Engage Platform for connection
with the AES is performed using a web browser connecting to the NICE Engage Application
Server. Open a web browser as shown navigate to Error! Hyperlink reference not valid. as
shown below and enter the proper credentials and click on Login.

to NICE Erilage Solutions NICEQ

User name:
Passwort:

W Show password

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 29 of 60
SPOC 4/13/2023 ©2023 Avaya Inc. All Rights Reserved. NICE73AES10VolP



Once logged in, expand the Administration dropdown menu and click on System
Administrator as highlighted.

23 ()| netpy/imiceopp-win2012/Nicepplications/Desktop/bapApplications/NiceDesktopbap 2 ~ & H @ niceapp-win2012 x| |

NICE® He [ userf Help | Settings
J
S istration

Before any changes can be made, switch to Technician Mode by clicking into Settings at the
top of the screen as shown below.

 Administrator
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7.1. New CTI Connection

Navigate to Master Site - CTI Integration in the left window then right-click on CTI
Integration and select New CT1 Connection as shown below.

-
Hello m‘,Superuser Help |

My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PEO Requests Administration

] o
=-{ff} organization - mneﬂulmes . Diagram

C%] Active Directory
Agent Center

&3 Customer Center
fﬁi Distributed Cache
% Import/Export

@ License Manager
Storage

Master Site
Applications
-3 Content Analysis

&

- Conne: MNew CTI Connection I
CTI Interfaces =

ﬁg” Drivers

4\ Key Managers

@- Media Provider Cont
[+-§5) Data Marts

i? Database Servers

The New CTI1 Connection Wizard is opened, and this will go through the 17 steps required to
set up the connection to the AES for Passive Station Side VolP recording. Click on Next to
continue.

L
Hello N‘Supﬁruser Help |

My Universe | Business Analyzer | Reporter | Monitor | Insight Manager |ClearSight | PBO Requests
_

[ ] |NewCTlConnection = _apply &3]
= ] s Set New CTI Connection Wizard Stage 1 of 17 ]

{7 Active Direq  Introduction

L& Agent Cente
% Customer ¢|  This wizard will guide you through the process of configuring a new CTI connection.

-4 Distributed
£ 1mport/Exp
69 License Man| 2. CTI Interface selection
Sterage 3. Interfaces configuration
Master Site
prlicatid
¥ifl Content 5. Monitored Devices configuration
e[ CT1 Inte
L4 conn )
ff cTi1{ 7 Lecation Requirements
4% Drive| 8. Summary
Lo Key
5 Medig
5 Data Ma
{3l Databast
Insight t
4] Interacti
g8 Logger g
[T Logger 5|
-3 Media In
-3 Media Li
(2 Playback]
i = |
@ Resiliency
& security
-+ System Mapping i
P e —

1. Interactions Center and Telephony Switch definitions

4. Devices configuration

6. Selection of optional features
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The value for Regular Interactions Center is a value that was already created during the
installation of the NICE Engage Platform. This value is therefore pre-chosen for the CTI
connection being created below.

The Telephony Switch must be selected, and this will be Avaya CM. Enter a suitable name for
this Switch Name. Click on Next to continue.

New CTl Connection X
Set New CTI Connection Wizard Stage 2 of 17
Interactions Center Switch
Attach CTI to Interactions Center Server:
¥ Regular Interactions Center: |\C fnice-app) j
{" Interactions Center Cluster: | J
" Use existing Telephony Switch: |iwa-.-a CcM J
(¢ Define new Telephony Switch:
Switch Type: [avaya cm |
Switch Name: |Avaya CM Passivel
Agent Logon Mode
Interactions Centers should accept agent logins on this
switch if agent logins:
¥ To the same station again
¥ To more than one station
¥ To a station another agent is logged into
.............. [ Back | | Next || [Cancel |

Select AES TSAPI for the Avaya CM CTI Interface, ensure that VolP Mapping is ticked and
select the AES SMS from the dropdown menu. Ensure that Additional VolP Mapping is ticked,
and that Generic SIP Mapper is chosen from the dropdown. Click on Next to continue.

New CTI Connection X

Set New CTI Connection Wizard Stage 3 of 17
Interface Type

CTI Interface Type

Avaya CM CTI Interface: AES TSAPL j

Avaya Communication Manager
fvaya Application Enablement Services (AES) / fvaya CT - TSAPT

¥ olP Mapping |AES SMs -

Avaya Communication Manager
IP addreszs mapping (AES SMS)

v Additional VolP Mapping: |Generic SIP Mapper j

Avaya Communication Manager
Generic SIF Mapper

™ Active Recording: |DF--'ICC (Advanced Interaction Recorder] J

|Back||lle:d:|||Cancel|
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Each of the values below must be filled in. Double-click on each Parameter to enter a value for
that parameter.

Mew CTI Cennection

Set New CTI Connection Wizard Stage 4 o

—CTI Interface Details

Interface Connection Details B

Parameter l Value |

ServerName
LoginID

Password
UseWamStandBy No

Additional Interface Parameters

<

CT1 Interface Details

Interface C A e -
~ Set Parameter Value

ServerfName
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Double-click on LoginID and enter the username that was created in Section 6.6. Click on OK.

New CTl Connection
Set New CTI Connection Wizard Stage 4 o

CTI Interface Details
Interface Connection Details

- Set Parameter Value

'BrAMSter

Be

Interface Connectio

P

LoginlD
Passwond
Ukss'W e St and By

Ume
[ Mame: PrimaryAESUserMName

Additional Inte

Value: nicel |

Double-click on password and enter the value for the password that was created in Section 6.6.

MNew CTI Connection
Set New CTI Connection Wizard Stage 4 ¢

CTI Interface Details

Interface Connection Details

Parameter Interface Connecti 0-
| setParametervale
LoginlD

Password
UseWarmStandBy Name: Password
User
Walue: ttttttttl |
Additional Interf @
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Click on Next once these values are all filled in.

‘Interface Connection Details A
[ Display Read Only Information Mandatory fields are marked in bold =
Parameter Value
ServerName AVAYAHCM101XHCSTAHAESPRIT0TX
LoginlD nice1
P PR POV PP
UseWarm StandBy No
Description: Server connection name.

'Additional Interface Parameters ¥

The values below must be filled in by double-clicking on each Parameter.
Mew CTI Connection

Set New CTI Connection Wizard Stage 4 of 17 -

VoIP Mapping

VoIP Mapping Interface Details

Interface Connection Details

Mandatory fields are marked in bold

Parameter Value

AESVersion

SmsHost lpAddress

SmsSessionMode BASIC_AUTHORIZATION
SmsRequestTimeoutInSec 30

Description:  AES Version.

Additional Interface Parameters

¥

|Back||Ne:|:l|||Cancel|
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Enter the VValue for the AESVersion. Click on OK.

Mew CTI Connection

Set New CTI Connection W

Set Parameter Value Bl [==]
Interface Connection Parameter

VoIP Mapping

Set Parameter Value

VoIP Mapping Interface Details

Interface Connection Details

Mandatory fields are marked in bold

Parameter

AESVersion

SmsHost IpAddress
SmsSessionMode
SmsRequestTimeoutInSec

[ T ¥ —

Description: AES Version.

Additional Interface Parameters

Mame: AESVersion

Value: [4.1 and Above ']

| »

BASIC_AUTHORIZATION
30

| Back | | Next |||Cancel|

Enter the Value for the SmsHostlpAddress, note this will be the IP address of the AES in the
solution. Click on OK to continue.

Set New CTI Connectii .

VolP Mapping

et Farameter Value [ x |

Interface Connection Pa rmfeter

VoIP Mapping Interface Det

Interface Connection Deta

Mandatory fields are marked in "™

PFarameter

AESVersion Walaes

Sms Host IpAddress

Sms SessionMode
SmaRequestTimestInSes
e lame

Pasaword
Description: The [P of the Avays AES

Additional Interface Parameters

Set Parameter Value

EmsHpstlphddress E

:Ln.m.-'n. 18 |

FETVEr

Back | Mext | | Cancel |
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As before, enter the username that was created in Section 5.5 and click on OK. The username
can be entered as shown below when one Communication Manager has been associated on the
SMS properties, see Section 6.8. However, if there are multiple Communication Manager on site
then the username must be in the form login@CMIPADDRESS:port

Mew CTI Connection

Set New CTI Connection Wiz

Set Parameter Value

Interface Connection Parameter

=1

VoIP Mapping
VoIP Mapping Interface Details

Interface Connection Details

Mandatory fields are marked in bold

Parameter

Set Parameter Value

Mame: UserMame

Value: nicecm

SmsReguestTimeoutInSec

Password
UseWarmStandbyFeature

Description:

Additional Interface Parameters

no

Username for the CM (mylegin@cmserveraddr].

m

| Back | | Next

| | | cancel |

Enter the password that was created in Section 5.5 and click on OK.

Mew CTI Connection

Set New CTI Connection Wizg

= — F I

VoIP Mapping

Set Parameter Value

Interface Connection Parameter

VoIP Mapping Interface Details
Interface Connection Details

Mandatory fields are marked in bold

Parameter

SmsRequestTimeoutInSec

UseWarmStandbyFeature

Set Parameter Value

Mame: Password

Walue: e ek

Cancel

Description: Password for the CM.

Additional Interface Parameters

|Back|||'lext|||CanceI|
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Click on Additional Interface parameters to continue.

Set New CTI Connection Wizard Stage 7 o

VoIP Mapping Interface Details

Interface Connection Details &
Parameter Value o
SmsRequestTimeoutInSec 30

UserName nicecm

Passwod [~ |
UseWarmStandbyFeature no

-

lA«dditional Interface Parameters ; @

L =3 =3 | == |

Double-click on MaxDigitsInAgentPhone and change the Value to 4 as shown below. Click on
Next at the bottom of the screen.

Set New CTI Connection Wizard Stage 7 ol

—Additional VoIP Mapping Interface Details

"Interface Connection Details Set Parameter Value
Additional Interface Parameters

Interface Additional

Parameter
MaxMNumOfLines 150

MaxDigitsInAgentPhane 5 [Mame MaxDigitsInAgentPhone
SystemTablesRefreshingInterval 180
MaxCallDuration 180

Value: |4| ﬂ

This parameter represents the m:
decide the call type [Internal|O0ty—— 0o |
| oK | | Cancel |
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On the following screen, click on Add, to add the Communication Manager devices.

Mew CTI Connection

Set New CTI Connection Wizard Stage 11 of 17

Devices

'Available Devices

Provide telephony switch available devices

0 devices

Device Number/IP

] B2l LA

| 7T Trunk 1D

| [Add Range | | Add From Switch |

|Tvpe

'IP Address for Devices
Capture IP Address/es

| Back | | Next || |Cancel |

The Device Type should be Extension and insert the correct extension number. The IP can be
left blank if the Generic SIP mapper or the SMS connection will be used to determine the IP
address. Click on OK to continue.
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Click on IP Address for Devices. This will add the address range for the IP addresses picked up

from the SMS connection to the AES.

Set New CTI Connection Wizard Stage 11 of 17

Devices

Available Devices
Provide telephony switch available devices

|IP Address for Devices |
Capture IP Address/es

1 devices B4l [ add | [Add Range | |Add From Switch |
Device Mumber | CTI Trunk ID | Type |
2100 Extension

| Back | | Next | | | Cancel |

Click on Add Range to add the Device IP Range. The range is added in the form of X.x.x.* as

shown below where the range is from 10.10.40.1 to 10.10.40.254. Click on OK.

Set New CTI Connection Wizard Stage 11 of 17

Devices

"Available Devices

"IP Address for Devices
Configure the range of addresses used by IP devices

IP Addresses Range |

[import] [] (2] (A8 | [ASiranee ]

Device IP Range n
Device IP Range
Add
e | 10.10. 40/. *
‘Capture IP Address/es Cancel

| Back | | Next |||Cance||
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Select Capture IP Address/es. This will add the information required for the Generic SIP

mapper to capture the IP addresses information of the SIP phones.

Set New CTI Connection Wizard Stage 11 of 17

Devices

'Available Devices
IP Address for Devices

Configure the range of addresses used by IP devices

IF Addres=es Range

| e il = ==

..—‘.

>

10.10.40.%

|Capture IP Address/es |

| Back | | Next | | |Cancel |

Click on Add and enter the Session Manager’s IP address and the SIP Port 5060.

Set New CTI Connection Wizard Stage 11 of 17
Devices
‘Available Devices %
'IP Address for Devices %)
'Capture IP Address/fes =
Configure the Call Managers an Gatekeepers n
Gatekeepers L1
e Add |
1P : | 10, 10, 40, S8
Port: * |s060 =
| Back | | Next || |Cancel |
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Click on Next to continue.

MNew CTl Connection *

Set New CTI Connection Wizard Stage 1 - Al

"Available Devices @
IP Address for Devices )
Capture IP Address/es )
1P ‘ Port ‘
10.10.40.58 5060

Select the new extension and click on the >> button as shown. Click on Next to continue.

Mew CTIl Connection *

Set New CTI Connection Wizard Stage 1 -
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It is optional, but for better analysis tick on Call Flow Analysis and click on Next to continue.

Mew CTI Connection s

Set New CTI Connection Wizard Stage 13 of 17
Optional

Select optional features relevant to integration. Some options may require further configuration.

[~ SIP Trunk Correlation
[~ Rejected Devices

[~ Filter Calls

[+ call Flow Analysis

......................................................................................... | Back | | Next || |Cancel |

Select a different Port number as shown below 62095 is chosen simply because 62094 is already
in use.

Mew CTI Connection IEI
Set New CTI Connection Wizard Stage 16 of 17

Requirements

The Interactions Center server selected already has a Connection Manager.
Create a new Connection Manager, or select an existing one.

@ Create a new Connection Manager

Port: k2093 =
() Select available Connection Manager
Ports in use:
Back IWI | Cancel
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Click on Finish to complete the New CTI1 Wizard.

Mew CTl Connection >
Set New CTI Connection Wizard Stage 17 0[1
Summary

Click Finish to save and apply the configuration of the following CTI:

Avaya CM Passive Connection

Click on Apply at the top right of the screen to save the new connection and click on Yes to
proceed.

_Apply_ &3]
DevConnectCM )

Component Type Component Name IP Address/Host Name

CTI Interface - e |

CTI Interface @ Apply Configuration

Connection Manager 2

Connection Manager This updates devices and mapping configuration. It 2

Driver may take several minutes and affect recordings. 2

Media Provider Controlle This step is recommended when the system is not 2

in use. Do you want to proceed?
-
e
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The following shows that the save was successful. Click on OK to continue.

DevConnectCM

Component Type
CTI Interface

CTI Interface
Connection Manager
Connection Manager
Driver

Media Provider Controlle

Diagram M

Component Name

Data has been saved, but not applied. Click "Apply’ to make the changes effective.

METTTEN,  Resources

DewvConnectCM AES TSAPI Interface

Apply Complete

IP Address/Host Name

All components have been notified

LS T LS (8

_——

From the NICE Application Server, open Services and restart the NICE Integration Dispatch

Service.

PG; Reviewed:
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O Services = || =] -
File  Action ‘iew Help
L E @ [z LU
£ Services {Local) Marne - Description Status Startup Type Log On As ~
L Metwork Location Awareness Collects an..  Running  Autornatic Metwark 5.
S Metwork Store Interface Service This service .. Running  Automatic Local Service
L0 MICE &8 Search Controller Audio fnal., Running  Automatic Madministr.,
54 MICE Agent Center Monitors an.,  Running  Autornatic Madministr.,
S NICE &udit Trail Service Enables add... Running  Autornatic Sadministr..
£ Mice BSF Server Enables the .. Running  Autornatic Madministr.,
L4 MICE Coaching Server Manages C...  Running  Autornatic Madministr.,
S NICE Deployment Manager Agent MNICE Deplo..  Running  Autornatic Sadministr..
L4 MICE Enrollment Service MICE Entall...  Running  Autornatic Madministr..
54 MICE Evaluation Forms Server Manages Ewv... Running  Autornatic Madministr., =
£
S NICE Interactions Center Lore Actsasthe... hunning  Automatic Sadministr.,
56 NICE Interactions Center DBSrer Manages th., Running  Autornatic Sadministr..
L4 MICE Interactions Center Maonitar Reportfailo..  Running  Autornatic Madministr..
L4 MICE Interactions Center RCM Responsible.. Running  Autornatic Madministr.,
56 NICE Interactions Center TRS Insert missi.,  Running  Autornatic Sadministr..
L5 MICE Investigations Server Manages an.. Running  Autornatic Madministr..
LA MICEIP Phone Applications Performs IP ... Running  Autornatic Madministr.,
S0 NICE Keep Alive Service Mice Keep &, Running  Autornatic Sadministr..
L4 MICE Logging Service & service de..  Running  Automatic Madministr..
S NICE Media Provider Contral Manager An online re..  Running  Automatic Local Syste...
S NICE MediaCollectionServer Manages an.. Running  Autornatic Sadministr.. »
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7.2. System Mapping

From the web browser navigate to Master Site = System Mapping = Recorder Pools. In the
main window click on New Pool.

Hello NIGE Superuser. Help | Setti

(i T7] [ o TS = : o

R=f Advanced Interaction Recorder Pool Summary
={fll] organization

%) Active Directory This system has: License Type Available Licenses
(- Agent Center

2% Custormer Center Total Recorder peals: 0 Audio 94

G Distributed Cache Mapped: 0 sz L

5 mport/Export Unmappsd: 0 Encryption 100

1-£= License Manager Avsilable Recorders: 0 Redundancy 100

Storage

- Master Site
-]l Applications
/A Content Analysis Group by: None - Find: (2] 4
i@ CTI Integrations
-£5 Data Marts Mapped Name A Type MNo. of Recorders
{3 Database Servers Yes AIR Act Basic 1
-[Z Insight to Impact Yes pass Basic 1
4] Interactions Centers Yes PhisycPassive Basic 1

£ Logger Channel Mapping
-fJ Logger Servers
-[Z Media Interconnect
Media Library Servers
- Playback
----- |% Recorders
) Resiliency
-3y Security

54 2. Source Pools Pool type: Basic
13 3. Recording Profiles

Interactions Center: |C

Enter a suitable Name for the Recorder Pool and select the AIR-real from the list of Available
Recorders and click on Update to continue.

T Edit Advanced Interaction Recorder Pool bt
Name: |AIR-Passi\re|
Pool type: Basic
el =

Select Recorders

Add or remove Recorders from the pool. & basic pool must have a minimum of 1 Recorder.
Available Selected

AR AlReal

[2] [v]

|Updim=||CiIu:d|
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From the left navigation window select Source Pools and from the main window click on New
Pool.

My Universe

Business Analyzer | Reporter | Monitor

Insight Manager

ClearSight

PEO Requests

He\lo‘superusar

Hﬂp[_

x|
=l

Organization

(%) Active Directory
% Agent Center

‘I) Customer Center
fgi Distributed Cache
% tmport/Export
@ License Manager

il Content Analysis
@ CTI Integrations
+-£5) Data Marts

{? Database Servers
Insight to Impact

@ Logger Servers

@ Playback

| % Recorders
@ Resiliency
& Security

B--I'EE Systemn Mapping

@ Interactions Centers
E Logger Channel Mapping

@ Media Interconnect
@ Media Library Servers

3. Recording Profiles

W | Datawas saved bul not applied. To complete changes select the CTl Integrations branch and click Apply.

Source Pool Summary

This system has: License Type Available Licenses
Totzl source pools 0 Audio 94
Mapped: o] Scresn 100
Unmapped: 0 Encryption 100
Redundancy 100
Group by: Mone - Find: @ Clear I Wew Pocl
Mapped Name Media Type | Source Type | Switch |

Click on Next to continue to add a new Source Pool.

=1 New Source Pool Wizard

Introduction

This wizard helps you create a new source pool.

Important:

- In this wizard, screen sources can be defined. All audio sources must be defined before running this wizard.

- when configuring the source pool, the switch must be associated with the same Interactions Center selected for the Recorder pool.

1. Define the name, media type, switch, and source type.

2. Select the relevant sources.

3. Verify the summary and approve it.

| Cancel
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Enter a suitable Name and the other values were left as default. Click on Next to continue.

— &

Define the source pool details. After completing this wizard, the media type, switch, and source type cannot be changed.

Name: [PevConnectPool |
Mediatype:  [Audio -|
Switch: [DevConnectCM (D = 1075) -
sowcete:  Daves ;)

I L L |

Select the extensions that were created in Section 7.1, note only one extension number is shown
in the example below but this is not typical. Click on Next to continue.

w0l sonces 1 [Suec] G|

MName Device Number Unigue Device ID IP Address

_Back | | Next || || cancel]
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Click on Finish to complete the New Source Pool Wizard.

=3 Mew Source Pool Wizard

Summary

Review the information below.
Click Finish to create the new source pool
Click Back to modify the source pool details

Name: DevCennectPocl
Switch: DevConnectCM (1D = 1075)
Media type: Audio

Source type: Dievice

| _Back | | Finish | || Cancel |

To implement these new changes, navigate to Master Site > CTI Integrations in the left
window and in the main window click on Apply at the top right of the window.

L Agent Center DevConnectCM
-2 customer Center
=-€§ Distributed Cache
% mport/Export
= License Manager

5! CTI Integrations
{5 Data Marts

{9 Database Servers
[ 1nsight to 1mpact =
(1-45] Interactions Centers

Acions_[v] ] o LAeply gﬁ]
=-{f} organization .  METEETTTEN. Resources . Diagram .
-5 Active Directory M

The following screen shows the changes were saved correctly. Click on OK to continue.

| Apply &5
MMUW Y Diagram N
DevConnectCM 2]
Apply Complete (x
All components have been notified
[—
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From the left window navigate to Master Site = System Mapping = Recording Profiles and

in the main window click on New Profile.

HEll(‘SUDEI'USEF I‘i‘:lp |

My Universe | Business Analyzer | Reporter | Monitor |Insight Manager |ClearSight |PBO Requests

Recording Profile Summary
=) Organization

D Wi Datawas not ied. T select the CT Integrabions branch and click Apply.

) Aein BleEayy D aET o License Type Available Licenses
% Agent Center Number of recording profiles: 0 Audio o
- Customer Center . o
: reen
‘?5 Distributed Cache . s
B 1mport/Export ncryption
@ Licenze Manager Redundancy 100
F Storage
Master Site Recording Profiles
- Applications
é:‘ Content Analysis Group by:  None - Find: @ [ New Profile
@ CTI Integrations
5 Data Marts Name £ Recording Type | Capture Type | source Paol | Recorder Pool |

@ Database Servers

E Insight to Impact

@ Interactions Centers

ﬁ Logger Channel Mapping
@ Logger Servers

[E= Media Interconnect

m Media Library Servers

@ Playback
|% Recorders
@ Resiliency
8 sarty

-+ System Mapping
i 1. Recorder Pools
| 39 2, Source Pools

PSP 3. Recording Profiles

@ Text Capture Servers

Click on Next to continue with the New Recording Profile Wizard.

CJ New Recording Profile Wizard

Introduction

This wizard helps you map a recording profile.
|Imiportant:

Before configuring the recording profile, verify that the Interaction Center
that was selected in the Recorder pool is associated with the switch selected
in the source pool.

Recording type and capture type cannot be changed after completing
this wizard.

1. Define the recording profile name.
2. Map the source pool to the Recorder poaol.

3. Select the relevant recording type and the capture type.
Select the relevant compression, summation and encryption options.

4 ‘erify the summary and approve it.

I MNext I ||Cance||
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Enter a suitable Name for the Recording profile.

m

Enter a meaningful recording profile name. After completing this wizard, the mapping and the
recording type cannot be changed.

Name: DevConnectRecording|

l i L |

Select the correct source pool and Recorder pool, click Next to continue. The recorder pool
below shows Phisyc Passive, but this should be the Recorder pool that was created above and, in

this case, will be pass.

Select one source pool and then select the relevant Recorder pool.

ol i

DevConnectPool PhizycPassive
Ayvailable source pools Ayailable Recorder pools
DeviConnect Pool AIR Act
[ i ||| Cancel]
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For total recording i.e., the recording of all calls, select Total as the Recording type. For
Capture type, ensure that Passive is selected from the drop-down box. Audio Compression is

selected as default and can be

left like this. Click on Next to continue.

7J New Recording Profile Wizard X
Define Recording Profile
Define the recording profile details. After completing this wizard, the recording type and capture
type cannot be changed.
Recording type: |T0ta| ﬂ
Allocated licenses: Determined by the number of sources in the source pool
T 7] Comcal @ yDevie
[ Secondary capture type:
select all applicable options:
¥ fudic Compression
™ Audio Summation
I Encryption
[ Audio Loss Detection
. Back | | Next | ||Cancel

Click on Finish to complete the New Recording Profile Wizard. The screen below shows that

for Total Passive recording.

13 Mew Recording Profile Wizard x
Summary
Review the mapping information below.
Click Finish to create the new recording profile.
Click Back to modify the recording profile details.
Name: DevConnectPool
Source pool: DEV-POOL
Recorder pool: AIR-Passive
Recording type: Total
Capture type: Fassive
Allocated licenses: Determined by the number of sources in the source pool
[+ Audio Compression
[ Audio Summation
[ Encryption
[ Audio Loss Detection
. Back | | Finish | ||Cance|
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Navigate to Master Site > CTI Integrations and from the main window click on Apply. Click
on Yes to proceed.

Hello RGBS uoerusers.. HElp | Settings) / \ Administrato

Monitor | Insight Manager |ClearSight |PBO Requests

[Adions T] [] u [Aeely ﬂ, =
- ororizo .| ST Resources . Disgram .

[#-{%j) Active Directory

L Agent Center Avaya PC / PDS ™)

-2 Customer Center Avaya CM 9

=-& Distributed Cache
@ Import/Export
£ License Manager
-[E]] Sterage

E-- Master Site

Applications This updates devices and mapping configuration. It

%) Contort Anahysis may take several minutes and affect recordings.
4ifj Conten ¥ This step is recommended when the system is not
in use. Do you want to proceed?

@_ Apply Configuration

m

=] 1= Niegrations
=45t Connection Managers
H Jo[ Avaya CM NICEAC
" Yes T
[ Avaya CM niceapp
i Il Avaya PC / PDS ni
- ﬁ CTI Interfaces

This concludes the setup of the NICE Application Server for Passive Station Side VolP SMS
recording.
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8. Verification Steps

This section provides the steps that can be taken to verify correct configuration of the NICE
Engage Platform, Avaya Aura® Communication Manager, and Avaya Aura® Application
Enablement Services.

8.1. Verify Avaya Aura® Communication Manager CTI Service State

Before the connection between the NICE Engage Platform and the AES is checked, check the
connection between Communication Manager and AES to ensure it is functioning correctly.
Check the AESVCS link status by using the command status aesvcs cti-link. Verify the Service
State of the CTI link is established.

status aesvecs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 12 no aesprilOlx established 865 865

8.2. Verify TSAPI Link

On the AES Management Console verify the status of the TSAPI link by selecting Status >
Status and Control - TSAPI Service Summary to display the TSAPI Link Details screen.
Verify the status of the TSAPI link by checking that the Status is Talking and the State is
Online.

Status | Status and Control | TSAPI Service Summary Home | Help | Logout

» AE Services
> Communication Manager TSAPI Link Details

Interface

High Availability [J Enable page refresh every 60 v | seconds
» Licensing

n Switch
» Maintenance Link| Switch cTI Associations Msgs
: L Link ID Period

» Networking
» Security 1 cm101 Talking Wed Sep 14 13 19:00 | e
¥ Status

‘ Online ‘ Offline ‘

Alarm Viewer

Logs For service-wide information, choose one of the following:
| TSAPL Service Status | TLink Status | User Status

Log Manager

Status and Control

= CVLAN Service Summary

= DLG Services Summary

= DMCC Service Summary

= Switch Conn Summary

= TSAPI Service Summary
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Clicking on User Status from the screen on the previous page should display something similar
to that shown below, where the NICE user and corresponding Tlink Name are shown.

CTI User Status

O Enable page refresh every seconds

CTI Users [AII Users VH Submit ]
Open Streams 3
Closed Streams 24

Open Streams

[ heme | tmeopmes | tmecosea | Tmkname |
DMCCLCSUserDoNotModify Fri 09 Sep 2022 06:27:34 PM IST AVAYA#CMI101X#CSTA#AESPRI101X
DMCCLCSUserDoNotModify Fri 09 Sep 2022 06:27:34 PM IST AVAYA#CMI101X#CSTA#AESPRI101X
nicel Wed 14 Sep 2022 06:26:31 PM IST AVAYA#CM101X#CSTA#AESPRI101X

[ Show Closed Streams l [ Close All Opened Streams H Back l

8.2.1. Verify SMS link

Open a web page to https://<AESIP>/sms/sms-test.php, as shown below. Enter the

Communication Manager login details and a Request, such as List Agent, is entered as shown
below, this should return a Response as shown.

& C A Motsecure | hitps//10.10.40.16/sms/sms_test.php @ =

String Based - Web Service Request Form

| SMS Resources

Connection Information
Model Documentation

Model Doc (No-Frames)

CM Login ID |D in@<[IPv6]:port|hostname:port>
e g gin@-<[IPvE]:port]| P

SOAP Request Timeout (Seconds)

Request Parameters Session Recording

Model \Agent | ‘:‘ [J Rrecord SMS Request
Operation | list | O Record Result Data
Objectname

L ‘ ‘ | Get Record ” Clear Record
Qualifier ‘ ‘
Fields

Submit Request ” Release

Last Request Response

Session ID ‘1500T4C349345d8a50ﬁ2563042145362 Duplicate Sessicn

Response |
var Sresult_code = 0

war Sresult data '"Login_ID[0]=3401|Login ID[1]=3402 |Name [0]=Agent
One |Name[1]=Zgent
RESPONSE |0 |Extans:on nstaffed|Extension[l]=unstaffed|Direct_Agent_Skill[0]=|Direct_RAge

nt_Skill[l]=|an. n|BAS[1]=n|AUDIX[0]=nl|AUDIX[1]=nlCOR[0]=1ICOR[1]=1ICall_ Handlin
g_Preference[0]=skill-level|Call Eandling Preference[l]=skill- -
lewel Se:v;ze_objecj;va[Ji=3I551v1se_-:';:jec,:1vejlj=n SN[0]=|SN[1l]=|SL[O]=ISL[1l]="
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8.3. Verify Calls are being Recorded

From any of the monitored Avaya endpoints make a series of inbound and outbound calls. Once
these calls are completed, they should be available for playback through a web browser to the
NICE Application Server.

Open a browser session to the NICE Application Server as is shown below. Enter the proper
credentials and click on Login.

to NICE Efgage Solutions NICEQ

Username:  jule
Password:

W Show password
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Click on Business Analyser at the top of the screen. Select Interactions from the left window
and then navigate to Queries - Public.

Blﬂ‘g_is Analyzer

\ NG, ©
5

LB )| Search fory s | Eg&ﬂ"" Exact Phras 75
2 || Resuits for query:
Complete - Last 24 hours # | Group 8y: - (A o (=1] = =
B Complete - Last 7 days iz FAlE
By segment - Calls to calibrate “2' ‘

B segment - Last 24 hours

By segment - Last 7 days

@ Segment - Last 7 days Calls not evalu
5 Private

[ Saved Items

Click on Complete — Last 24 hours. This should reveal all the recordings that took place over
the previous 24 hours. Select the required recording from the list and double-click on this to play
the recording. The NICE player is opened, and the recording is presented for playback. Click on
the Play/Pause icon highlighted below to play back the recording.

Results for Query:  Complete - Last 24 hours

Group By: 25 Records found [&] L4
Type Flag | Full Name Complete ID Complete Start Time V| Complete Stop Time | Complete Dur...| Complet... | Direction Ty... | HangUp Side Description | Participant Phone Number
gk SIP, 3101 7197848976168648969  08/02/2023 18:10:15 00:01:08 2 Outgoing CUSTOMER. 35391847001
gl H323, 3001 7197848568146755643 | 068/02/2023 18:08:43 00:01:17 2 Outgaing AGENT 35391847001
3 P |Workplace, 3110|7197647215232057598|  08/02/2023 18:03:22 00:00:21 2 Outgaing CUSTOMER 35391847001
gk H323, 3001 7197847069203169522|  08/02/2023 18:02:56 08/02/2023 18:03:33 00:00:37 2 Outgeing CUSTOMER 5321
e SIP, 3101 7197847000678006006  08/02/2023 18:02:56 08/02/2023 18:03:31 00:00:36 2 Outgaing CUSTOMER 5350
e P |workplace, 3110|7197846596756766959|  08/02/2023 18:00:58 08/02/2023 18:01:10 00:00:13 2 outgaing AGENT 35391847001
¢ SIP, 3101 7197846437642977004|  08/02/2023 18:00:25 08/02/2023 18:00:41 00:00:16 2 Outgaing AGENT 35391847001
g H323, 3001 7107846330058729193|  08/02/2023 18:00:02 08/02/2023 18:00:17 00:00:15 2 Outgaing AGENT 35391847001
g P H323, 3001 7197845862317359333 08/02/2023 17:58:09 08/02/2023 17:58:23 00:00:14 2 Incoming AGENT 35391847001
¢ SIP, 3101 7197845793587862595 |  08/02/2023 17:57:50 08/02/2023 17:58:00 00:00:10 2 Incoming AGENT 35391847001
g Workplace, 3110|7197 35391847001
cf P |workplace, 3110|7197 35391847001
e SIP, 3101 7197 35391847001
=t H323, 3001 71978 gyar-08/02/2023 18-10-15 | End: 08/02/2023 181122 U Add 00:00:00/00-01-07 35321847001
s SIP, 3101 71978
g H323, 3001 71878
¢ P [sIP 3101 71878
g H323, 3001 TIOTE
e H323, 3001 71978
¢ P H323, 3001 71978 Events
3 SIP, 3101 FZCIE I —
g Workplace, 311071978
e Waorkplace, 3110|71978 Events
¢ SIP, 3101 7176 3 pgent
g H323, 3001 71978
Events
T
Gustomer
SIP, 3101

4

LIV Segments Cor

Type | Flag | Full Name Segment ID Segment Start Time Stop Time ion | Participant Station | Direction Type Description | Participant Phone Number | Segment Dialed Number
< |SIP, 3101 | 7197848289053550858 | 08/02/2023 18:10:15 | 08/02/2023 18:11:22 | 00:01:08 |3101 | Outgoing 135391847001 135391847001

gk | |SIP, 3101 |7197848989053550858 | 08/02/2023 18:10:15 | 08/02/2023 18:11:22 | 00:01:08 | | outgoing | 35391847001 | 35391847001 |

Note: If call recordings are not shown up here, Wireshark could be opened on the NICE Passive
server, using the interface connected to the Mirrored Port to check that RTP is coming to that
port.
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8.4. Verify NICE Services

If these recordings are not present or cannot be played back, the NICE services may not be
running or may need to be restarted. There are two separate servers as a part of this NICE
Engage Platform. The NICE Application Server and the NICE Passive Logger, both servers can
be logged into and checked to ensure all services beginning with NICE are running correctly. As

a last resort both servers may need a reboot after the initial configuration.

Senvices =-|a
File Action ‘iew Help
a5 E o= BmE » o unn
. Services (Local) Namne - Description  Status Startup Type  Log On As ~
% NICE A4 Search Contraller Budio Anal..  Running  Automatic Aadministr..
5 MICE Agent Center Monitors an... Funning  Automatic Jadministr..
% NICE Audit Trail Service Enables add... Running  Autoratic Aadministr..
% Nice BSF Server Enablesthe .. Running  Automatic Nadministr..
% NICE Coaching Server Manages C...  Funning  Automatic Jadministr..
% NICE Deplayment Manager Agent MICE Deplo.. Running  Automatic Aadministr..
% NICE Enrollment Service MICE Enrall.,  Funning  Automatic Jadministr..
% NICE Evalustion Forms Server Manages Ev.. Running  Autoratic Aadministr..
% MICE FTF Query Server Performs .. Running  Automatic Nadministr.
% MICE Integration Dispatch Service Launches a..  Funning  Automatic Jadministr..
% NICE Interactions Center Care Bctsasthe.. Running  Automatic Aadministr..
% MICE Interactions Center DESrr Manages th.. Funning  Automatic Jadministr..
% NICE Interactions Center Monitor Report failo.. Running  Autoratic drninis
&3 1ICE Inter C C i Running ic
% MICE Interactions Center TRS Insert missi.. Funning  Automatic Jadministr. =
% NICE Investigations Server Manages an.. Running  Sutoratic Aadministr..
% MICE IP Phone Applications Performs [P ... Funning  Automatic Jadministr..
% NICE Keep Alive Service Mice Keep A.. Running  Autoratic Aadministr..
% NICE Logging Service & service de.. Running  Automatic Jadministr..
% MICE Media Provider Contral Manager &nonline re.. Running  Automatic Local Syste..
% NICE MediaCollectionServer Manages an.. Running  Sutoratic Aadministr..
% MICE Monitor Server Performs pl.. Funning  Automatic Jadministr..
% NICE MyUniverse Host for My... Running  Sutornatic Aadministr..
5 MICE MBA Performs q..  Funning  Automatic Jadministr..
% NICE Matification Service Generstes N.. Running  Sutornatic Jadministr..
% NICE Playback Administration Manages 4., Running  Autoratic Aadministr..
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9. Conclusion

These Application Notes describe the configuration steps required for NICE Engage Platform
R7.3 to successfully interoperate with Avaya Aura® Communication Manager R10.1 using
Avaya Aura® Application Enablement Services R10.1 to connect to using Passive Station-Side
VolP with SMS to record calls. All feature functionality and serviceability test cases were
completed successfully with no issues or observations noted in Section 2.2.

10. Additional References

This section references the Avaya and NICE product documentation that are relevant to these
Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Administering Avaya Aura® System Manager. Release 10.1.x, Issue 6, June 2022.

[2] Administering Avaya Aura® Session Manager. Release 10.1.x, Issue 3, April 2022.

[3] Administering Avaya Aura® Communication Manager. Release 10.1, Issue 1, December
2021.

[4] Administering Avaya Aura® Application Enablement Services. Release 10.1.x, Issue 4, April
2022.

[5] Implementing and Administering Avaya Aura® Media Server. Release 10.1.x, Issue 2, July
2022.

[6] RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/

[7] RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals,
http://www.ietf.org/

Product documentation for NICE products may be found at: https://www.extranice.com/
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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