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Abstract

These Application Notes describe the configuration steps for Protocol Systems FZC Imperium
Budget Control Application with Avaya IP Office. Imperium Budget Control Application
integrates with the Avaya IP Office 500 V2 using TAPI to block outgoing calls once a
threshold has been reached.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for Imperium Budget Control
Application from Protocol Systems to integrate with Avaya IP Office 500 V2 in order to block
outgoing calls once a threshold has been reached. Imperium Budget Control Application can
examine the call data from a specific IP Office extension in order to determine whether this
extension has exceeded its allotted call cost or call duration and then take steps to block any
further calls being made to the PSTN from this extension. Imperium Budget Control Application
integrates with IP Office using TAPI to make changes to the user using a short code to block
them from making further outbound calls to specific locations. The application is also configured
to “unblock” these sets after a specific time period, e.g., one day.

The Budget Control Application will sit on top of the Imperium Call Reporter which obtains Call
Detail Records (CDR) from IP Office. For further information on this product please see Section
9 Application Notes for configuring Imperium Call Reporter from Protocol Systems FZC with
Avaya IP Office Server Edition R9.1. Imperium Call Reporter provides traditional call collection,
rating, and reporting for any size business and connects with IP Office to collect and interpret the
detailed records of inbound, outbound, tandem, and internal telephone calls. Imperium Call
Reporter then calculates the appropriate charge for local, long distance, international & special
calls and allocates them to responsible parties. If a specific user/extension on IP Office exceeds a
pre-defined duration or cost threshold the Budget Control Application then automatically will
make a change to that user/extension to block any outbound calls from being made. In summary
Imperium Call Reporter must be installed in order for the Budget Control Application to work.

2. General Test Approach and Test Results

This section describes the compliance testing used to verify interoperability of Imperium Budget
Control Application with IP Office and covers the general test approach and the test results. The
testing covered feature and serviceability test cases. The feature testing covered the ability of
Imperium Budget Control Application to analyse captured and processed call records from
Imperium Call Reporter to determine whether an extension has exceeded its allotted call cost or
call duration and then take steps to block any further calls being made to the PSTN from this
extension. The serviceability testing focused on the ability of Imperium Budget Control
Application to recover from adverse conditions such as loss of network connectivity.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

During compliance testing, a threshold was set on the Imperium Budget Control Application for
a specific extension on IP Office. This threshold can be either duration for outbound PSTN calls
or the cost of these calls. Calls were then made from this extension and the threshold was
monitored. Once the threshold was exceeded, calls were made to ensure that this extension was
blocked from calling out.
The tests included:

e Blocking of calls from an extension that exceeds its call duration threshold.

e Blocking of calls from an extension that exceeds its call cost threshold.

e Reinstating or unblocking of extensions that get an extension on their call duration or

cost.

e Reinstating or unblocking of extensions after some elapsed time.

e Showing various call scenarios to exceed the thresholds.

e Defense Tests to ensure recovery following LAN interrupts.

2.2. Test Results

All functionality and serviceability test cases were completed successfully. The following
observation was noted.

1. There were no issues with the Imperium Budget Control Application; every time a
threshold was exceeded the user was blocked from making outbound calls. However for
some test cases that involves trying to exceed the threshold using transfer/conference and
forwarding, the CDR was not updated correctly and therefore the Budget Application
could not block the outgoing call. This is not a fault of the Budget Control Application
but it demonstrates how this application is completely dependent on the CDR application
that is installed and on its operation to successfully produce the correct CDR report.

2.3. Support

Technical support can be obtained for Imperium Budget Control Application from the website
http://imperiumapp.com/contact.aspx

Protocol Systems FZC

Q3-133, SAIF Zone,

Sharjah, UAE.

Tel: +9716 5578383

Fax: +9716 5578384

Email: support@protocolsystems-me.com
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3. Reference Configuration

The configuration in Figure 1 is used to compliance test Imperium Budget Controller with
Avaya IP Office to block certain phone sets from making outgoing calls with the option to
“unblock” the phone sets again after a configured time period.

Protocol Systems Protocol Systems
Imperium Budget Imperium Call
Controller Reporter
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Figure 1: Connection of Imperium Budget Controller from Protocol Systems with Avaya IP
Office 500 V2 R9.1.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya IP Office 500 V2 R9.1.3.0 Build 120
Avaya IP Office Manager running on Windows R9.1.3.0 Build 120
7PC
Avaya 9630 Deskphone 96xx H.323 Release 6.4014U
Avaya 1140e Deskphone SIP R04.03.12.00
Avaya 9408 Digital Deskphone V2.0

Protocol Systems Imperium Server running on
Windows 2008 R2

. V1.
-Imperium Call Reporter 0
-Imperium Budget Control
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5. Configure Avaya IP Office

Configuration and verification operations on the Avaya IP Office illustrated in this section were
all performed using Avaya IP Office Manager. The information provided in this section
describes the configuration of the Avaya IP Office for this solution. It is implied a working
system is already in place. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 9. The configuration
operations described in this section can be summarized as follows:

e Configure the Avaya IP Office for SMDR output to Imperium Budget Control

Application.
e Configure Short Code for Blocking Outgoing Calls.
e Configure Short Code for Un-blocking Outgoing Calls.

Open IP Office Manager from a PC that has it installed.
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Enter the appropriate credentials and click on OK.
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5.1. Configure the Avaya IP Office for SMDR output to Imperium
Budget Control Application

It is implied that the SMDR output is already fully configured, for further information on this
product please see Section 9 Application Notes for configuring Imperium Call Reporter from
Protocol Systems FZC with Avaya IP Office Server Edition R9.1.

5.2. Configure Short Code for Blocking Outgoing Calls

Two short codes must be created, one for blocking outbound calls and another to unblock them.
The Imperium Budget Controller Application will use these short codes via TAPI to bar certain
users/extensions from making outbound calls when they reach or surpass a threshold that has
been set by the administrator.

From the left window right-click on Short Codes and click on New.

S-#% IPOYL(PG)V2Exp BN KENI
----- 17 Line (12) #5999 3999
----- “2r Control Unit (4)
----- A Extension (27) 85998 -
B oy CARICE
----- § User(13) N Ctrl+M
..... ﬂ Group (1) J ew - l
..... o ] £ Cut Ctrl+X
----- @ Service ()|
..... ol RAS (1) 8 Copy Ctrl+C
----- @ Incgr‘ning Paste Ctrl+V
----- $8) WAN Port | - -
_ Delet Ctrl+Del
----- £1% Time Profi 7y Deeie o
----- @@ Firewall Pry + Validate
----- BB IF Route (2
..... 2w Account C Show In Groups
----- ": License (33 Customize Columns..,
----- @ Tunnel (0)
----- £ User Rights (8)
..... ‘¢ ARS (1)
----- B& Location (0)
----- 'm Authorization Code (1)
P mo r
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Enter the following details.
Code — This can be any code that will be referenced by the Imperium Budget Controller

Application.

Feature — This is set to Outgoing Call Bar On.
Telephone Number — This is set to N for the extension number that will be barred.
Line Group ID — This can be set to 0 or left as default.

Click on OK to save this configuration change.

Short Code |Eé *68N: Outgoing Call Bar On® g0 X v <
L. Code Telephone hﬂ Short Code
e 2553 5195
e 62 Code 58N
. %) Je mmun to all
X« S9TNE N Festure Outgong Caél Bar On
%« “SBN N [ -
< S5 Somayer Telephone Numbes N
X« 39NE N Line Group ID 0
e INe N
ox< 22 Locale
L LT Force Account Code

Force Authonzation Code
ol I QK I Corcel Help
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5.3. Configure Short Code for Blocking Outgoing Calls
A second code must be entered to allow an administrator to unblock the user/extension. Enter the
following details.

e Code — This can be any code that will be referenced by the Imperium Budget Controller
Application.

e Feature — This is set to Outgoing Call Bar Off.
e Telephone Number — This is set to N for the extension number that will be barred.
e Line Group ID — This can be set to 0 or left as default.

Click on OK to save this configuration change.

Short Code E *59°N#: Outgoing Call Bar Off o4-4 X v

L. Code Telephone Nt | Shom Code

. 75593 5195 -

" < 62 Code .9].‘13

< 60 Thiz Short Code is <c

< "S0tNe N Featwe Outgeing Call Sa ON v

.« *38N N N

o< S oxarel Telephone Number N

< TIgTNE N Lime Group ID 0 -

X TN N

o 220 Locale -

e 2 Force Account Code

Force Authorization Code

OK Cancel Help

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 22

SPOC 2/22/2016 ©2016 Avaya Inc. All Rights Reserved. ImpBgtContIPO91



Once the short codes are setup, click on the Save icon at the top left of the screen as shown
below. This brings up a new window, click on OK on this window to save the configuration.
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6. Configuration of Protocol Systems FZC Imperium Budget
Control Application Server

This section outlines the steps necessary to configure the Imperium Budget Control Application

server to enable the Application to make the necessary changes to IP Office in order to block

certain extensions from making outbound calls. These extensions then become unblocked after a
certain configured time period.

6.1. Configure TAPI connection on Imperium Budget Control
Application Server

The Avaya IP Office TAPI driver should already be installed on the Imperium Budget Control
Application Server. If this is not installed then it can be downloaded from the Avaya
DevConnect website. The TAPI3 Service Provider is included in the IP Office CTI Link
Software Development Kit (SDK) located on the DevConnect website
(https://www.devconnectprogram.com/site/global/home/p _home.gsp) under the product name 1P

Office. Once downloaded the installation is initiated by running TAPI3Install.exe as shown

below.
z&l’ & C:\Documents and Settings’ Administrator'Desktop\SDK 2.0 DEYCONNECT SITE .
My Computer File Edit View Favorites Tools Help
JBack v &y v P | ) Search | Folders | & o X 6 | [
; %_, Address IQ C:\Documents and SettingsiAdministratoriDeskkopiSDK 2.0 DEYCONNECT SITE
[
(—=/ Mame =~ | Size l Type | Date Modified I Attributesl
putti.exe (ehtml File Folder 07/11/2011 13:47
:’L:)Samples File Folder 07/11f2011 13:47
- j'ﬂ.ﬂ\utorun.inf 1 KB Setup Information 03/10/2001 11:41 A
E‘ &go 1 KB Shortcut ko Program 03/10j2001 17:31 A
== ” [Fgo.bat 1 KB Windows Batch File 12/12§2001 16:38 A
ARSI | & | index.htm 4KB  HTML Document 12/06/2006 10:26 A
—all f:-:] readme. txt 1 KB Text Document 22/10f2003 12:59 A
f S, = = 1KB Text Document 12072006 13:38 A
‘e " @TAPISInstaII.exe 3,637 KB Application 22/10/2003 16:19 A
Internet
Explorer
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To configure the TAPI Service Provider, navigate to Control Panel and right click on Phone
and Modem Options and Open as highlighted below.

o e

[ All Control Panel Items ] 4
CIT ’_é_é\ = Control Panel ~ All Control Panel Items ~ v & I Search Control Panel 2]

Adjust your computer's settings

P Action Center
% BDE-Verwaltung (32-bit)
Date and Time
#5% Devices and Printers
E"" Folder Options
":" Internet Options
2 Keyboard
Dl notification Area Icons
% Power Options
T.j,. RemoteApp and Desktop Connections
\ai, Taskbar and Start Menu
‘_’PJ User Accounts

=7 windows Update

-] Administrative Tools
L3 Color Management
ﬁ? Default Programs
ES Display

A Fonts
&l isCSI Initiator

¥ Mouse

I = Phone and Modeml

View by:  Smallicons =

md AutoPlay

Credential Manager

&= Device Manager

CQ Ease of Access Center

E‘B Install Application on Remote Desktop...
| £+ Java (32-bit)

5% Metwork and Sharing Center

H_-, Phone Driver Options Advanced

— Open
|4 Programs and Fe;
Create shortout

% Sound
1| Text to Speech

@] Windows CardSpace

bl Region and Language
B System
& Troubleshooting

ﬁ Windows Firewall

Click on the Advanced tab and highlight Avaya IP Office TAPI3 Service Provider and click
Configure. Enter the IP address of the IP Office for the Switch IP Address and ensure that
Third Party is checked. The IP Office System user password is then entered for Switch

Password and OK is clicked to save the changes.

" Dialing Fules I Modems Advanced |

ot

Providers:

ce Provider

one
MDIS Prosy TAP! Service Pravider
TAFI Kemeltode Service Provider
Unimodem 5 Service Provider
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The fallawing telephony providers are installed on this computer:
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Cancel
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0K | Cancel | Apply |
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6.2. Configure Imperium Budget Control Application Server

Open a web browser and navigate to
http://<ImperiumServerIPAddress>/Imperium/Login.aspx. Once the Login page appears
enter the User Name Engineer with the suitable Password. Click on the Login button
highlighted below.

€ Lnpernm - [ Reporting - Windows Lt ernet Exploror

IMPpEZrium
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Once logged in click on the Budget tab, these tabs are located along the top of the screen. Enter
the extension number opposite Department or Extension. The Barring Type can be either Cost
or Duration. The Value can be set at any number; this is the threshold that this extension can
reach before being barred from making any further outbound calls. The Duration is set to Daily,
Weekly or Monthly; this value determines how long this user is automatically barred for. The
Action is set to Bar, so as this will bar the extension once a Cost of 24 is reached.

Budget Utility Admin

Budget [P

Dep/Extn 1'?"“”;"9 Value Duration Action Status Delete
5250 Cost ki3 Daily Bar Released o
V] Extn 5221 Duration 10 Daily Bar Released i §
Budget Settings
Service Type lExta\suon EI
Department or Extension 5201
Barring Type |cost ||
Value E X (amount)
Duration nggy [El
Action 'Bsf M
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7. Verification Steps

This section illustrates the steps necessary to verify that the Imperium Budget Control
Application Server is connected to IP Office correctly in order to be able to block or bar certain
extensions from making any outbound PSTN calls once a pre-defined threshold has been
exceeded.

Open a web browser and navigate to the Imperium login page
http://<ImperiumServerIPAddress>/Imperium/Login.aspx. Once the Login page appears
enter the User Name Admin with the suitable Password. Click on the Login button highlighted
below.

« VI[@ o oot O=]ieaf 42 %1 5 pperum -CobReportng X
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7.1. Verify IP Office Extension

Choose an extension on the IP Office and make sure an outbound call can be successfully
achieved. On the imperium Budget Control Application, navigate to Budget and show that the
extension (5201 in the example below) is showing Released or no state and that it is not barred.

IMpP&Arium

Budget Admin Settings Reports

Delete
7] Exin 5250 Cost a3 Daily Bar Released o
7 Exin 5221 Duration 10 Daily Bar Released i §
@ Extn 5201 Cost 28 Daily Bar Released b |
7] Exin 5220 Duration 20 Daily Bar Released i §
Budget Settings

Servics Type | Extension

Depsariment or Extension

Barring Type Jcast vl

Value (Amty

Duration |osiy

Action |zer v

Cancel . Add
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7.2. Verify that Imperium Budget Control Application is receiving CDR
data

Make some outbound calls on the chosen extension to exceed the threshold set in Section 6.
Click on the Reports tab at the top of the page and click on the Reports tab in the Reports main
window. Select the correct data range from the Data option and set the extension to 5201 (or of
that to be scrutinised). Set Direction to Outgoing so that all the outgoing or “cost” calls are
reported on, once finished click on Generate to continue.

IMp&/rium

Admin Settings

I Dste Option: Last Month I I Direction: Outgaing v I
From Dt oofatr 12:00AM [ Cost: |Dissbie
ToDt: 1u50em [ Highest Durstion / Cost. ] e
Branch: All Branchs B Search By Number: |
Department All Departments E] Group By: Date
I Extension : 5201 u Group By m
Call Type : All Calis ! Order By: Dste
Trunk - Al Trunks IE Report Type: ® Datail O summary
AuthCode : All AuthCodes E
Save Template as @] Templates : ﬂ |Sdee( M
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The following screenshot of a report shows outbound calls for extension 5201, move to the final
page to see the total cost for all outbound calls. With this cost now reaching 26, the threshold set
above of 24 has now been reached and surpassed.

o hitge/ /101040 130/ impenum_se/Modules Reports/Display a5
L .« e e B D e e i W o i el et B . . e —_ — — = —_—
7 _,"‘: CI ) A4 | %) | Ma Sapot V | | 2 W v .
22/09/2015 CRuTne  Cales e s
21/09/2015 = corTiaes =
18/09/2015 -7 o (TN = "
17/00/2015% |
16/09/2015 atndiag - v B e et
coe  Cagosy 208 3% ewetw 2 1
IOCCE  Dagoey = Hu =
ane  Cugospy A v s
x Cugaey (E- ~ T 191000 1w
A=Coze
T AT wex Cogoey & T L L =
BFe teaI oaee gy - = 3
20 = [ 13 Dagey 201 e Qn o 1=
e o Gugeny AL T
=¥
IELE  Owgeny s e = wTes
™7 o [~ 83 oy = 0 ] 3 etaxTre
Call_stant g Dwaton Duratian Cuessios  Cader Caber Karvw  Cabed W0 At Aea Cammeots
Total Calls ! Durabon 0 W16 l Cost: 26500 l
Totai Calls pa Tot Durmtion ¢ 031348 2%
Answered Calls | 23 Not Answered Calls: 0 ot Amount - %

The total cost of the calls is shown to be 26, and with the threshold of 24 exceeded, the extension
should be set to block any further PSTN calls.

Call_start Ring_Duration Duration Direction Caller Caller Name Called No Called Name Call Detail Amt Ans Comments
Total Calls | Duration 23 1 00:13:16 | cost: 26.00 |
Total Calls : 23 Tot Duration : 00:13:18 H
Answered Calls : 23 Not Answered Calls : D ot Amount : 26.00
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7.3. Verify an IP Office extension is now blocked

These are the steps that can be taken to verify that the IP Office extension can be barred from
making any outbound calls. Log in to the Imperium Budget Controller Application as per
Section 7. Click on the Budget tab at the top of the window and note that the extension 5201
now has a status of Barred. Also from this extension try to make and outbound PSTN call and
the number should be “unobtainable”.

IMP&Arium

Budget Admin Settings
V) Exn 5221 Duration 0 Daily Bar Released o
I & Extn 5201 Cost 28 Daily Bar Barred I bk |
V] Extn 5220 Duration 20 Daily Bar Released w
Budget Settings
Service Type IExtension E
Department or Extension
Barring Type ICosl E
Value (Amt)
Duration Igm I_i]
Acton Igsf E
| cancet W Aga |
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8. Conclusion

These Application Notes describe the procedures for configuring Imperium Budget Control
Application from Protocol Systems to integrate with Avaya IP Office in order to block outgoing
calls once a threshold has been reached. In the configuration described in these Application
Notes, outbound calls were made to exceed a threshold set and that extension was then blocked
from making further outbound calls. During compliance testing, all test cases were completed
successfully. Observations and results are outlined in Section 2.2.

9. Additional References

This section references the Avaya and Protocol Systems FZC product documentation that are
relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com
[1] Avaya IP Office R9.1 Manager 10.1, Document Number 15-601011
[2] Avaya IP Office R9.1 Doc library
[3] Application Notes for configuring Imperium Call Reporter from Protocol Systems FZC
with Avaya IP Office Server Edition R9.1

Technical documentation can be obtained for Imperium Budget Control Application from the
website http://imperiumapp.com

Support for Imperium Budget Control Application can be found at:
Protocol Systems FZC

Tel: +9716 5578383

Fax: +9716 5578384

Email: support@protocolsystems-me.com

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 21 of 22
SPOC 2/22/2016 ©2016 Avaya Inc. All Rights Reserved. ImpBgtContIPO91


http://support.avaya.com/
http://imperiumapp.com/
mailto:support@protocolsystems-me.com

©2016 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.
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