AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring Avaya Communication
Server 1000 R7.65, Avaya Aura ® Session Manager R7.0
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Abstract

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking between Phonero SIP Trunk service and an Avaya SIP enabled Enterprise Solution.
The Avaya solution consists of Avaya Session Border Controller for Enterprise, Avaya Aura®
Session Manager and Avaya Communication Server 1000. Phonero is a member of the
DevConnect Service Provider program.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking between Phonero SIP Trunk service and an Avaya SIP-enabled enterprise solution. The
Avaya solution consists of the following: Avaya Communication Server 1000 R7.65 (CS1000),
Avaya Aura ® Session Manager R7.0 (Session Manager) and Avaya Session Border Controller
for Enterprise R7.0 (Avaya SBCE). Note that the shortened names shown in brackets will be
used throughout the remainder of the document. Customers using this Avaya SIP-enabled
enterprise solution with Phonero SIP Trunk service are able to place and receive PSTN calls via
a dedicated Internet connection and the SIP protocol. This converged network solution is an
alternative to traditional PSTN trunks. This approach generally results in lower cost for the
enterprise customer.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of Communication Server 1000, Session Manager and Avaya
SBCE. The enterprise site was configured to connect to Phonero SIP Trunk service.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability test included the following:

e Incoming calls to the enterprise site from PSTN phones using the SIP trunk provided by
Phonero with calls made to SIP, UNIStim, Digital and Analog telephones at the
enterprise.

e Allinbound PSTN calls were routed to the enterprise across the SIP trunk to Phonero.

e Qutgoing calls from the enterprise site completed via Phonero’s SIP trunk to PSTN
destinations with calls made from SIP, UNIStim, Digital and Analog telephones.

e All outbound PSTN calls were routed from the enterprise across the SIP trunk to
Phonero.

e Inbound and outbound PSTN calls to/from Avaya 2050IP softphone.

e Calls using the G.711A and G.711MU codec.

e Fax calls to/from a group 3 fax machine to a PSTN-connected fax machine using T.38
and G.711 pass-through.

e Caller ID Presentation and Caller ID Restriction.

e DTMF transmission using RFC 2833 with successful VVoice Mail/Vector navigation for
inbound and outbound calls.

e User features such as hold and resume, transfer and conference.

e Call coverage and call forwarding for endpoints at the enterprise site.
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Off-net call forwarding and mobile twinning.
Transmission and response of SIP OPTIONS messages sent by Phonero’s SIP trunk
requiring Avaya response and sent by Avaya requiring Phonero’ response.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for
Phonero’s SIP Trunk with the following observations:

The CS1000 default configuration will not allow a blind transfer to be executed (incoming
SIP Service Provider trunk to outgoing SIP Service Provider trunk) if the SIP Service
Provider in question does not support the SIP UPDATE method for blind transfer. With the
installation of plugin 501 on the CS1000, the blind transfer will be allowed and the call will
be completed. The limitation of this plugin is that no ringback is provided to the originator of
the call for the duration that the destination set is ringing. In addition to plugin 501, it is
required that VTRK SU version “cs1000-vtrk-7.65.16.22.-4.i386.000.ntl” or higher be used
on all SSG signalling servers to ensure proper operation of the blind transfer feature. The use
of plugin 501 does not restrict the use of the SIP UPDATE method of blind transfer to other
parties that do happen to support the UPDATE method, but rather extends support to those
parties that do not. Note that plugin 501 is independent of and does not require the Global
Plugin Package 409.

It was observed during outbound T.38 fax testing that Phonero would always negotiate to
G.711 pass-through transmissions. In order for Phonero to negotiate to T.38 on outbound
fax calls, Phonero requires the T.38 transmission information to be included in a second
media line in the SDP of the initial INVITE of the outbound call. The CS1000 is unable
to send this required T.38 information in the initial INVITE and expects Phonero to send
a reINVITE with the supported fax protocol information in the SDP when the outbound
call is answered as fax. CS1000 is working as design. Note: Outbound fax calls were not
impacted and transmitted successfully when G.711 pass-through was negotiated for fax
calls by Phonero.

G.729 codec is not supported by Phonero.

All unwanted Avaya proprietary SIP headers and MIME was stripped on outbound calls
using the Adaptation Module in Session Manager.

No inbound toll free numbers were tested, however routing of inbound DDI numbers and
the relevant number translation was successfully tested.

Access to Emergency Services was not tested as no test call had been booked with the
Emergency Services Operator.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Phonero products described in these Application Notes, please contact
Phonero Customer Support at:

Email; support@phonero.no
Phone: +47 38 00 63 03
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an Enterprise site
connected to Phonero’s SIP Trunk service. Located at the Enterprise site is an Avaya SBCE,
Session Manager and CS1000. Endpoints are Avaya 1140 series IP deskphones (with UNIStim
and SIP firmware), Avaya 1200 series IP deskphones (with UNIStim and SIP firmware), Avaya
2050 IP Softphone, Avaya Digital deskphone, Analog deskphone and fax machine. For security
purposes, any public IP addresses or PSTN routable phone numbers used in the compliance test
are not shown in these Application Notes.

Phonero SIP Trunk Service
KEY
“RTP
« Signalling
SIP 10 PSIN
PSTN Gn;“y ,
@ @ Phonero SIP | 132 168,137.4
! Trunk
Mobile ) PSTN
Telephony Fax
Device PSTN s i
Telophone : @
{ : Internet
'Avaya Enterprise Site :
|
Avaya Aura® Session Manager v ‘ Y
8 Avaya Session Border Controller for Enterprise
(16.30.342 - Signalling) (10.10.3.30 — Privateinside)
b b LA
M . . P (192.168.122.55 - Public/Outside)
[l | L 3 | | )
10.10.3.40 I | : ! | !
, ) i | Laptop running ‘ Y i —=
! ! Avaya 20501P 2 \
. ! ! Softphanes = ! L
Avaya Aura® System Manager ! — |
.| ¥ 1
=3
{10,10.9.21) e Avaya 11xx & 12xx
-F-%% I Series SIP Deskphones
E 7 Avayas 11xx & 12xx
Series UNIStim
Avaya Digital Avaya Fax & Analog Deskphones
Deskphones Deskphones
Figure 1: Test Setup Phonero SIP Trunk to Avaya Enterprise
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software | Release/Version
Avaya

Avaya Aura® Session Manager 7.0.1.0.701007
Avaya Aura® System Manager 7.0.1.0

Build No. — 7.0.0.0.16266

Software Update Revision No:
7.0.1.0.064859 FP1

Avaya Communication Server 1000 Avaya Communication Server 1000 R7.6
Version 7.65.P

Deplist: CPL_X21_07_65P

All CS1000 patches listed in Appendix

A
Avaya Communication Server 1000 Media | CSP Version: MGCC DCO01
Gateway MSP Version: MGCM AB02

APP Version: MGCA BA18
FPGA Version: MGCF AA22
BOOT Version: MGCB BA18
DSP1 Version: DSP2 ABQO7

Avaya Session Border Controller for 7.0.1-03-8739
Enterprise
Avaya 1140e and 1230 UNIStim FW: 0625C8A
Telephones
Avaya 1140e and 1230 SIP Telephones FW: 04.10.18.00.bin
Avaya 2050IP Softphone Release 4.3.0081
Avaya Analog Telephone N/A
Avaya M3904 Digital Telephone N/A
Phonero
Genband SBC | v8.3.17.3
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5. Configure Avaya Communication Server 1000

This section describes the steps required to configure CS1000 for SIP Trunking and also the
basic configuration for telephones (analog, SIP and IP phones). SIP trunks are established
between CS1000 and Session Manager. SIP trunks are also established between Session
Manager and the Avaya SBCE private interface. The Avaya SBCE public interface connects to
Phonero’s SIP Trunk service. Incoming PSTN calls from the Phonero SIP Trunk traverse the
Avaya SBCE and are directed to the Session Manager, which directs the calls to CS1000 (see
Figure 1).

When a SIP message arrives at CS1000, further incoming call treatment, such as incoming digit
translations and class of service restrictions may be performed. All outgoing calls to the PSTN
are processed within CS1000 and may be first subject to outbound features such as route
selection, digit manipulation and class of service restrictions. When CS1000 selects a SIP trunk
for outgoing PSTN calls, SIP signaling is directed to Session Manager. Session Manager directs
the outbound SIP messages to the Avaya SBCE private interface. The Avaya SBCE public
interface manages outgoing SIP sessions onwards to the Phonero SIP Trunk service.

Specific CS1000 configuration was performed using Element Manager and the system terminal
interface. The general installation of the CS1000, System Manager, Session Manager and Avaya
SBCE is presumed to have been previously completed and is not discussed here. Configuration
details will be provided as required to draw attention to changes in default system configurations.

5.1. Logging into the Avaya Communication Server 1000

Configuration on the CS1000 will be performed by using both SSH Putty session and Avaya
Unified Communications Management GUI.

Log in using SSH to the ELAN IP address of the Call Server with a username containing the
correct privileges. Once logged in type csconsole, this will take the user into the vxworks shell of
the call server. Next type login; the user will then be asked to login with correct credentials.
Once logged-in the user can then progress to load any overlay.

Log in using the web based Avaya Unified Communications Management GUI. Avaya Unified
Communications Management GUI may be launched directly via http://<ipaddress> where the
relevant <ipaddress> is the TLAN IP address of the CS1000. Avaya Unified Communications
Management can also be implemented on System Manager.
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The following screen shows the login screen. Login with the appropriate credentials.

JAV/AV/

sar lD | admin

PRssword eesssses

Chanas Passssig

The Avaya Unified Communications Management Elements page will be used for configuration.
Click on the Element Name corresponding to CS1000 in the Element Type column. In the
abridged screen below, the user would click on the Element Name EM on cs1kvl9.

Host Name: 10.10.8.57  User Name: admin

Elements

New elements are registered into the security framework, or may be added as simple hyperlinks. Clidk an element name to lsunch its mansgement service. You can
optionally filter the list by entering a search term.
=

I i[ Search ][ Reset ]

e T Fae

[] Element Name Element Types Relesse Address Desaription

1[} smarv9.svaya.com (primary) Base 0S5 76 10.10.9.57 Bass OS
element.

|2|:] Eli on clivid £81000 7.8 192.1€8.27.2 New element.

SD cs1kvl®. avays com (member) Linux Base 78 86.47.122.25 Base OS5
element.

LD 192.168.27.2 Madia Gateway Controller 7.6 192.168.27.3 New element.

s[] NRSM on cstkvi Network Routing Servios 76 192.1€8.27.2 New element.
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5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the CS1000 system terminal and manually load
overlay 22 to print the System Limits (the required command is slt), and verify that the number
of SIP Access Ports reported by the system is sufficient for the combination of trunks to the
Phonero network, and any other SIP trunks needed. See the following screenshot for a typical
System Limits printout. The value of SIP ACCESS PORTS defines the maximum number of
SIP trunks for the CS1000.

System type is - Communication Server 1000/CP PM
CP PM - Pentium M 1.4 GHz

IPMGs Registered: 4
IPMGs Unregistered: 0
IPMGs Configured/unregistered: 2

TRADITIONAL TELEPHONES 120 LEFT 110 USED 10
DECT USERS 16 LEFT 16 USED 0
IP USERS 10000 LEFT 9954 USED 46
BASIC IP USERS 16 LEFT 13 USED 3
TEMPORARY IP USERS 8 LEFT 8 USED 0
DECT VISITOR USER 16 LEFT 16 USED 0
ACD AGENTS 192 LEFT 185 USED 7
MOBILE EXTENSIONS 8 LEFT 7 USED 1
TELEPHONY SERVICES 16 LEFT 13 USED 3
CONVERGED MOBILE USERS 8 LEFT 8 USED 0
AVAYA SIP LINES 16 LEFT 12 USED 4
THIRD PARTY SIP LINES 16 LEFT 16 USED 0
PCA 20 LEFT 18 USED 2
ITG ISDN TRUNKS 0 LEFT 0 USED 0
H.323 ACCESS PORTS 524 LEFT 524 USED 0
AST 6652 LEFT 6640 USED 12
SIP CONVERGED DESKTOPS 16 LEFT 16 USED 0
SIP CTI TR87 16 LEFT 8 USED 8
SIP ACCESS PORTS 524 LEFT 518 USED 6
RAN CON 90 LEFT 90 USED 0
MUS CON 120 LEFT 120 USED 0

Load Overlay 21 and confirm the customer is setup to use ISDN trunks by typing the PRT and
NET_DATA commands as shown below.

REQ: PRT
TYPE: NET
TYPE NET DATA
CUST O

TYPE NET DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

ISDN YES
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5.3. Configure Codecs for Voice and FAX operation

Phonero’s SIP Trunk supports G.711A and G.711MU voice codecs. Using the CS1000 Element
Manager sidebar, select Nodes, Servers, Media Cards. Navigate to the IP Network = IP
Telephony Nodes = Node Details 2 VGW and Codecs property page and configure the
CS1000 General codec settings as in the following screenshots. The values highlighted are
required for correct operation. The following screenshot shows the necessary General settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Detsils » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax
General

Echo cancellation: Use canceller, with tail delay: | 122 V|
Dynamic attenuation

Voice activity detection threshold: -20 - +10 DBM
|dle noise level: -327 - +327 DBM)

Signaling options: DTMF tone detection
[] Low Iatency mode
B] Remove DTMF delay (squelch DTMF from TDM to IP)
Modem/iFax pass-through
/.21 Fax tone detection
[[] R factor calculation

Move down to the Voice Codecs section and configure the G.711 codec settings. The following
screenshot shows the G.711 codec settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax
Voice Codecs
Codec G711: Enabled (required)
Voice payload size: 20 v (miliseconds per frame
Voice playout (jitter buffer) delay: 40 ~ 80 v (miliseconds

Nominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[7] voice Activity Detection (VAD)

m
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Finally, configure the fax settings as in the highlighted section of the next screenshot. Click on
the Save button (not shown) when finished.

Fax
Codec name: T.38 FAX

Maximumrate: 14400 ~ (bps

Fax TCF method: 2 + ‘ |

Fax playout nominal delay. 100 {0 - 300 miliseconds

m

FAX no activity timeout: 20 (10-3

2000 miliseconds

Packetsize: 30 v (bps

5.4. Virtual Trunk Gateway Configuration

Use CS1000 Element Manager to configure the system node properties. Navigate to the System
- IP Networks = IP Telephony Nodes = Node Details and verify the highlighted section is
completed with the correct IP addresses and subnet masks of the Node. The call server and
signaling server have previously been configured with IP addresses. The Node IPv4 address is
the IP address that the IP phones use to register. This is also where the SIP trunk connection is
made to Session Manager. When an entity link is added in Session Manager for the CS1000, it is
the Node IPv4 address that is used (see Section 6.5 — Administer SIP Entities for more details).

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details

Node Details (ID: 200 - SIP Line, LTPS, PD, Gateway ( SIPGw ))

Presence Publisher
IP Media Services

Numbering Zones
MCDN Aternative Routing Treatment (MALT) Causes

Node ID: * (0-9999
Call server IP address: 192.168.27.2 . TLAN address type: @ |Pv4 only
' IPv4 and IPv6
Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: 192.168.27 1 : Node IPv4 address: 10.10.9.21
Subnet mask: 2552552550 - Subnet mask: 255.255255.0
IP Telephony Node Properties Applications (click to edit configuration)
e Voice Gateway (VGW) and Codecs e SIPLine
e Quality of Service (Q0S) e Terminal Proxy Server (TPS)
o LAN o Gateway (SIPGw)
e SNTP e Personal Directories (PD)
L] L]
L] L]

* Required Value. | save | [ Cancel
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The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System > IP Networks - IP Telephony Nodes - Node Details > Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.

Vtrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw and H.323Gw.
SIP domain name: The SIP domain name is the SIP Service Domain. The SIP domain
name configured in the Signaling Server properties must match the Service Domain name
configured in Session Manager; in this case avaya.com.

Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060.

Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used.

Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 200.

Proxy or Redirect Server: Primary TLAN IP address is the Security Module IP address
of Session Manager. The Transport protocol used for SIP, in this case is TCP.

SIP URI Map: Public E.164 - National and Private - Unknown are left blank. All
other fields in the SIP URI Map are left with default values.

Managing: 192.168.27.2 Username: admin

System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration

Node ID: 200 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Settings | SIP Gateway Services

Virk gateway application: |V| Enable gateway service on this node

m

General Virtual Trunk Network Health Monitor

Vtrk gateway application: SIP Gateway (SIPGw) ~

y [] Monitor IP addresses (listed below)
SIP domain name: avaya.com _ _
Information will be captured for the IP addresses listed
below
Local SIP port: 5060 (1-65535
Monitor IP:

Gateway endpoint name: cs1kvi9 )
Monitor addresses:

Gateway password:
Application node ID: 200 (0-9999

Enable failsafe NRS:

FailSafe NRS cannot be enabled, if all servers in the

node have NRS application deployed
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Proxy Or Redirect Server:
Proxy Server Route 1:
Primary TLAN IP address: 10.10.3.42

The IP address can have either IPv4 or IPv8 format based on the value of "TLAN
address type

fami]

Port. 5060 (1 - 65535)

Transport protocol: TCP ~
Options: [~ Support registration
[7] Primary CDS proxy

Secondary TLAN IP address: 0.0.0.0

The IP address can have either IPv4 or IPy6 format based on the value of “TLAN
address type

Port: 5060 (1-65535
SIP URI Map:
Public E.164 domain names Private domain names
National: UDP: udp ;
Subscriber: subscriber CDP: cdp.udp B
Special number: PublicSpecial Special number: PrivateSpecial
Unknown: PublicUnknown Vacant number: PrivateUnknown
Unknown:

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 73

SPOC 8/9/2016 ©2016 Avaya Inc. All Rights Reserved. Phonero_CS1K76




5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for bandwidth
management. SIP trunks require a unique zone, not shared with other resources and best practice
dictates that IP telephones and Media Gateways are all placed in separate zones. In the sample
configuration SIP trunks use zone 01 and IP and SIP Telephones use zone 02; system defaults
were used for each zone other than the parameter configured for Zone Intent. For SIP Trunks
(zone 01), VTRK is configured for Zone Intent. For IP, SIP Telephones (zone 02), MO is
configured for Main Office.

Use Element Manager to define bandwidth zones as in the following highlighted example. Use
Element Manager and navigate to System = IP Network = Zones = Bandwidth Zones and

add new zones as required.

Managing: 192.168.27.2 Username: admin
System » IP Network » Zones » Bandwidth Zones
Bandwidth Zones
] Add... ‘ | Import.... ‘ [ Export ] ‘ Maintenance. ..
Zone a Intrazone Intrazone Interzong Intezang Resource Type  Zone Intent Description
e Bandwidth Strateay Bandwidth Strateqy
191 1000000 BQ 1000000 BQ SHARED VTRK
27) 2 1000000 BQ 1000000 BQ SHARED MO

5.6. Configure Incoming Digit Conversion Table

A limited number of Direct Dial Inwards (DDI) numbers were available. The Incoming Digit
Conversion (IDC) table was configured to translate incoming PSTN numbers to four digit local
telephone extension numbers. The digits of the actual PSTN DDI number are obscured for
security reasons. The following screenshot shows the incoming PSTN numbers converted to
local extension numbers. These were altered during testing to map to various SIP, Analog,
Digital or UNIStim telephones depending on the particular test case being executed.

ferageg 132.060.212 Lwecrarra same
Dabng and Mumberng Pless » laspeses Duit Trpspgien » Saktovar ID « Dt Coevirson Toee 3 Confguats

Digit Conversion Tree 0 Configuration

i

Regutat O

Sead cabing pery DI asablec

A0 Deete ICC tree LI
raag 6202
188 osoe
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5.7. Configure SIP Trunks

CS1000 virtual trunks will be used for all inbound and outbound PSTN calls to the Phonero SIP
Trunk service. Six separate steps are required to configure CS1000 virtual trunks:

Configure a D-Channel Handler (DCH); configure using the CS1000 system terminal
and overlay 17.

Configure a SIP trunk Route Data Block (RDB); configure using the CS1000 system
terminal and overlay 16.

Configure SIP trunk members; configure using the CS1000 system terminal and overlay
14,

Configure a Digit Manipulation Data Block (DGT); configure using the CS1000 system
terminal and overlay 86.

Configure a Route List Block (RLB); configure using the CS1000 system terminal and
overlay 86.

Configure Co-ordinated Dialling Plan(s) (CDP); configure using the CS1000 system
terminal and overlay 87.

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the CS1000

system

terminal and enter the following values. The highlighted entries are required for correct

SIP trunk operation. Exit overlay 17 when completed.

Overlay 17

ADAN
CTYP
DES
USR
ISLM
SSRC
OTBF
NASA
IFC
CNEG
RLS
RCAP
MBGA
H323

DCH 1
DCIP
VIR TRK
ISLD
4000
3700
32
YES
sL1
1
ID 4
ND2
NO

OVLR NO
OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the CS1000 system terminal and
overlay 16. Load Overlay 16, enter RDB at the prompt, press return and commence
configuration. The value for DCH is the same as previously entered in overlay 17. The value for
NODE should match the node value in Section 5.4. The value for ZONE should match that used
in Section 5.5 for VTRK. The remaining highlighted values are important for correct SIP trunk
operation.
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Next, configure virtual trunk members using the CS1000 system terminal and Overlay 14.
Configure sufficient trunk members to carry both incoming and outgoing PSTN calls. The
following example shows a single SIP trunk member configuration. Load Overlay 14 at the
system terminal and type new X, where X is the required number of trunks. Continue entering
data until the overlay exits. The RTMB value is a combination of the ROUT value entered in the
previous step and the first trunk member (usually 1). The remaining highlighted values are
important for correct SIP trunk operation.
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Next, configure a Digit Manipulation Block (DGT) in overlay 86. Load Overlay 86 at the
system terminal and type new. The following example shows the values used. Note: ISPN is set
to 0 as Phonero required a prefix of O to be inserted before the dialed number for outbound calls.
The value for Digit Manipulation Index (DMI) is the same as when inputting the DM value
during configuration of the Route List Block.

Overlay 86
CUST 0
FEAT dgt
DMI 10
DEL O
ISPN 0
CTYP NPA

Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB and DM value is set to
10 as previously configured in the Digit Manipulation Block (DGT) in Overlay 86.

Overlay 86 —)p | FCI 0
CUST 0 FSNI 0
FEAT rlb BNE NO
RLI 10 DORG NO
ELC NO SBOC NRR
ENTR 0 PROU 1
LTER NO IDBB DBD
ROUT 1 IOHQ NO
TOD O ON 1 ON 2 ON 3 ON OHQ NO
4 ON 5 ON 6 ON 7 ON CBQ NO
VNS NO
SCNV NO ISET O
CNV  NO NALT 5
EXP NO MERL O
FRL O OVLL 0
DMI 10
CTBL 0
ISDM 0

Next, configure Co-ordinated Dialling Plan(s) (CDP) which users will dial to reach PSTN
numbers. Use the CS1000 system terminal and Overlay 87. The following are some example
CDP entries used. The highlighted RLI value previously configured in overlay 86 is used as the
Route List Index (RL1), this is the default PSTN route to the SIP Trunk service.

TSC 00353 TSC 18 TSC 800 TSC 08
FLEN 0 FLEN O FLEN 0 FLEN O

RRPA NO RRPA NO RRPA NO RRPA NO
RLI 10 RLI 10 RLI 10 RLI 10
CCBA NO CCBA NO CCBA NO CCBA NO
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5.8. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e UNIStim IP telephone. Load Overlay 20 at the system terminal and enter the
following values. A unique four digit number is entered for the KEY 00. The value for
CFG_ZONE is the value used in Section 5.5 for IP and SIP Telephones.
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Digital telephones are configured using the overlay 20; the following is a sample 3904 digital set
configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.
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Analog telephones are also configured using overlay 20; the following example shows an analog
port configured for Plain Ordinary Telephone Service (POTS) and also configured to allow fax
transmission. A unique value is entered for DN, this is the extension number. DTN is required if
the telephone uses DTMF dialing. Values FAXA and MPTD configure the port for T.38 Fax
transmissions.

Overlay 20 - Analog Telephone Configuration

DES 500

TN 100 0 00 03

TYPE 500
CDEN 4D
CUST O
MRT

ERL 00000
WRLS NO
DN 6004
AST NO
IAPG 0
HUNT

TGAR 0
LDN NO
NCOS 0
SGRP 0
RNPG 0
XLST

SCI 0
SCPW

SFLT NO
CAC_MFC 0

CLS UNR DTN FBD XFD WTA THEFD FND HTD ONS

LPR XRD AGRD CWD SWD MWD RMMD SMWD LPD XHD SLKD CCSD LND TVD

CFTD SFD MRD C6D CNID CLBD AUTU
ICDD CDMD LLCN EHTD MCTD
GPUD DPUD CFXD ARHD OVDD AGTD CLTD LDTD ASCD SDND
MBXD CPFA CPTA UDI RCC HBTD IRGD DDGA NAMA MIND
NRWD NRCD NROD SPKD CRD PRSD MCRD
EXRO SHI SMSD ABDD CFHD DNDY DNO3
CWND USMD USRD CCBD BNRD OCBD RTDD RBDD RBHD FAXA CNUD CNAD PGND FTTC
FDSD NOVD CDMR PRED MCDD T87D SBMD PKCH MPTD
PLEV 02
PUID
AACS NO
MLWU_ LANG 0
FTR DCFW 4
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5.9. Configure the SIP Line Gateway Service

SIP terminal operation requires the CS1000 node to be configured as a SIP Line Gateway (SLG)
before SIP telephones can be configured. Prior to configuring the SIP Line node properties, the
SIP Line service must be enabled in the customer data block. Use the CS1000 system terminal
and overlay 15 to activate SIP Line services (SLS_DATA), as in the following example where
SIPL_ON s setto YES.

SLS_DATA
SIPL_ON YES
UAPR 11
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network = IP Telephony Nodes = Node Details -
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters.
e SIP Line Gateway Application: Enable the SIP line service on the node, check the box
to enable.
e SIP domain Name: The value must match that configured in Section 6.2.
e SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration.
e SLG Local Sip port: Default value is 5070.
e SLG Local Tls port: Default value is 5071.

Managing: 192.168.27.2 Username: admin
System » IP Network » P Telephony Nodes » Node Details » SIP Line Configuration

Node ID: 200 - SIP Line Configuration Details

General | SIP Line Gateway Settings | SIP Line Gateway Service

SIP Line Gateway Application: V] Enable gateway service on this node

General Virtual Trunk Network Health Monitor

m

SIP domain name: avaya.com | Monitor IP addresses (listed below)

SLG endpoint name: cs1kvl9

SLG Group ID: Monitor IP:

Monitor addresses
SLG Local Sip port: 5070 (1-65535

SLG Local Tls port: 5071 (1-65535
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5.10. Configure SIP Line Telephones

When SIP Line service configuration is completed, use the CS1000 system terminal and Overlay
20 to add a Universal Extension (UEXT). See the following example of a SIP Line extension.
The value for UXTY must be SIPL. This example is for an Avaya SIP telephone, so the value
for SIPN is 1. The SIPU value is the username, SCPW is the logon password and these values
are required to register the SIP telephone to the SLG. The value for CFG_ZONE is the value
used in Section 5.5 for IP and SIP Telephones. A unique telephone number is entered for value
KEY 00. The value for KEY 01 is comprised of the UAPR (set in Section 5.9) value and the
telephone number used in KEY 00.
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5.11. Save Configuration

Expand Tools - Backup and Restore on the left navigation panel and select Call Server.
Select Backup (not shown) and click Submit to save configuration changes as shown below.

AVAYA

- Qo8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones
- Templates
- Reporis
-Views
- Lists
- Properies
- Migration
- Tools
- Backup and Restore
- Call Server

CS81000 Element Manager

|

- Network Address Translation o Managing: 192.168.27.2 Username: admin

Tools » Backup and Restore » Call Server Backup and Restore » Call Server Backup

Call Server Backup

Action !iBackup

[ Submit |

| cancel |

The backup process will take several minutes to complete. Scroll to the bottom of the page to

verify the backup process completed successfully as shown below.

TEMUZ07

Backing up reten.bkp to “fvarfoptinonelicsifs/cf2/backupl/single”™
Database backup Complete!

Backup process to local Removable Media Device ended successfully.
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6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. Session Manager is
configured via System Manager. The procedures include the following areas:

e Loginto Avaya Aura® System Manager.

e Administer SIP Domain.

e Administer SIP Location.

e Administer Adaptations.

e Administer SIP Entities.

e Administer Entity Links.

e Administer Routing Policies.

e Administer Dial Patterns.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

6.1. Log in to Avaya Aura® System Manager

Access the System Manager using a Web Browser by entering http://<FQDN >/SMGR, where
<FQDN?> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and the Home tab will be presented with menu options shown below.
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Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column shown above to bring up the Introduction to Network Routing Policy screen.

o Warve [ Chamwnts | Rosting 0

Introduction to Network Routing Policy

Netwark Rauting Polcy canssts of several rovting Jpphcatons Bke Demains™, "Lotations”, "53% Enbbies”, et
The recommended arder to use the reuting applicabions (that means the overal reutieg warkflow) to configure your network corfigurabion is 22 folows
Step 11 Cregte "Damains” of type SIP (ather rowting applicatiens are reteering domaing of typs SIP
Step 2: Create “Locabions”
Step 1: Create “Adaptations
Step 4: Create "SIF Ectities”

- 510 Entities thas ars used 35 "Outhound Prondes” 6.0, @ cortain “Gateway” of "SIP Trurk”

- Craata 3l “other SIP Emtines” (Session Manager, O, SIP/RSTN Gatenays, SIP Trunks

- hssign the sopeooriate "Locations”™, “Adeolations” ard "Cutheund Proxies”

6.2. Administer SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. Expand Elements = Routing and select Domains from the left navigation menu,
click New (not shown). Enter the following values and use default values for remaining fields.

e Name Enter a Domain Name. In the sample configuration, avaya.com was used.
e Type Verify SIP is selected.
e Notes Add a brief description [Optional].

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

¢« Home [ £ { Routing / D

Domain Management

New More Achons ~

1iem o Fiker: Enabis

~ Mame Type Notes
E avava.com sip

Select ; A, Nons
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6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing -> Locations in the left-hand navigation pane and click the New button in the right pane
(not shown). In the General section, enter the following values. Use default values for all
remaining fields:

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description (optional).

The Location Pattern is used to identify call routing based on IP address. Session Manager
matches the IP address against the patterns defined in this section.

In the Location Pattern section, click Add and enter the following values.
e IP Address Pattern Enter the logical pattern used to identify the location.
e Notes Add a brief description [Optional].

Click Commit to save. The screenshot below shows the Location SM_7 defined for the
compliance testing.

o Wame [ Slemwets | Routieg [ Lacations

Location Details Cammit [Cancel

Names SM_7

Notes:

Enabled:
Listed Directory Number

Associated CM SIP Entity

Managed Bandwedth Units: Kbitwec =
Total Bandwidth:

Multimedia Bandwidth

Awsdio Calis Can Take Muftimedia Bandwidth

3 ltems Fiken Enatee

Commit Cancel

6.4. Administer Adaptations
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Adaptations can be used to modify the called and calling party numbers to meet the requirements
of the service. The called party number present in the SIP INVITE Request URI is modified by
the Digit Conversion in the Adaptation. In order to improve interoperability with third party
elements, Session Manager 7.0 incorporates the ability to use Adaptation modules to remove
specific SIP headers that are either Avaya proprietary or deemed excessive/unnecessary for non-
Avaya elements.

For the compliance test, an Adaptation named “Phonero” was created to block the following
headers from outbound messages, before they were forwarded to the Avaya SBCE: AV-Global-
Session-ID, AV-Correlation-1D, Alert-Info, Endpoint-View, P-AV-Message-ID, P-Charging-
Vector, and P-Location. These headers contain private information from the enterprise, which
should not be propagated outside of the enterprise boundaries. They also add unnecessary size to
outbound messages, while they have no significance to the service provider.

To add an adaptation, under the Routing tab select Adaptations on the left hand menu and then
click on the New button (not shown). Under Adaptation Details - General:

e Adaption Name: Enter an appropriate name such as Phonero.
e Module Name: Select DigitConversionAdapter.
e Modular Parameter Type: Select Name-Value Parameter.

Click Add to add the name and value parameters.

e Name: Enter eRHdrs. This parameter will remove the specific headers from
messages in the egress direction.
e Value: Enter AV-Global-Session-1D, AV-Correlation-1D, Alert-Info,
Endpoint-View, P-AV-Message-1D, P-Charging-Vector, P-Location.
e Name: Enter fromto. Modifies From and To header of a message.
e Value: Enter true.
e Name: Enter MIME. Remove MIME message bodies from Session Manager.
e Value: Enter no.
o Mame [ Glemnats { Routio q / Adagtatines [+]
Adaptation Details
* Module Name: Digtlomvursonadeste v
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 300f 73

SPOC 8/9/2016 ©2016 Avaya Inc. All Rights Reserved. Phonero_CS1K76



6.5. Administer SIP Entities

A SIP Entity must be added for each SIP-based telephony system supported by a SIP connection
to Session Manager. To add a SIP Entity, select SIP Entities on the left panel menu and then
click on the New button (not shown). The following will need to be entered for each SIP Entity.
Under General:

In the Name field enter an informative name.

In the FQDN or IP Address field enter the IP address of Session Manager or the
signalling interface on the connecting system.

In the Type field use Session Manager for a Session Manager SIP Entity, Other for a
Communication Server 1000 SIP Entity and SIP Trunk for the Avaya SBCE SIP Entity.
In the Location field select the appropriate location from the drop down menu.

In the Time Zone field enter the time zone for the SIP Entity.

In this configuration there are three SIP Entities.

Session Manager SIP Entity
Communication Server 1000 SIP Entity
Avaya SBCE SIP Entity
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6.5.1. Avaya Aura® Session Manager SIP Entity

The following screen shows the SIP entity for Session Manager. The FQDN or IP Address field
is set to the IP address of the Session Manager SIP signalling interface and Type is Session
Manager. Set the Location to that defined in Section 6.3 and the Time Zone to the appropriate
time.

« Home / Elements / Routing / SIP Entities

SIP Entity Details Commit] [Cancel]
General
* Name: Session Manager
“ FQDN or IP Address: 10.10.3.42
Type:

Notes:

Location: SM_7 [E]
Outbound Proxy: EI
Time Zone: |Europe/Dublin E

Credential name:

SIP Link Monitoring
SIP Link Monitoring: Use Session Manager Configuration EJ

Session Manager must be configured with the port numbers on the protocols that will be used by
the other SIP entities. To configure these scroll to the bottom of the page and under Port, click
Add, then edit the fields in the resulting new row.
e Inthe Port field enter the port number on which the system listens for SIP requests.
e Inthe Protocol field enter the transport protocol to be used for SIP requests.
e Inthe Default Domain field, from the drop down menu select the domain added in
Section 6.2 as the default domain.

TCP Failover port:
TLS Fatlover port:

Ldd . Remove

3 Iems Filler: Enabie

Select Al Hang
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6.5.2. Avaya Communication Server 1000 SIP Entity

The following screen shows the SIP entity for CS1000. The FQDN or IP Address field is set to
the IP address of the interface on CS1000 that will be providing SIP signalling and Type is
Other. Set the Location to that defined in Section 6.3 and the Time Zone to the appropriate

time.

¢ Home / Elements / Routing / SIP Entities

SIP Entity Details

General

Loop Detection

* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

Securable: [

Call Detail Recording:

CommProfile Type Preference:

Loop Detection Mode:

{Comm:t] Cancel|

CS1K_7.6

10.10.9.21

[x]
sm_7[~]

Europre/Duinn

Off

Other parameters can be set for the SIP Entity as shown in the following screenshot, but for test,

these were left at default values.

Loop Detection

Loop Detection Mode: |Off

SIP Link Monitoring

[=]

SIP Link Monitoring: Use Session Manager Configuration E]
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6.5.3. Avaya Session Border Controller for Enterprise SIP Entity

The following screen shows the SIP entity for the Avaya SBCE used for routing calls. The
FQDN or IP Address field is set to the IP address of the private interfaces administered in
Section 7 of this document. Set the location to that defined in Section 6.3, set Adaptation to one

created in Section 6.4 and the Time Zone to the appropriate time zone.

¢« Home / Elements / Routing / SIP Entities
SIP Entity Details
General
* Name: |Avaya_SBCE
“ FQDN or IP Address: |10.10.3.30
Type: l]
Notes:
Adaptation: |Phonero i]
Location: |sM_7|v|
Time Zone: Europe/Dublin 1]
* SIP Timer B/F (in seconds): 4
Credential name:
Securable: [
Call Detail Recording: none _\d
Loop Detection
Loop Detection Mode: |On [v]
Loop Count Threshold: 5
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6.6. Administer Entity Links
A SIP trunk between a Session Manager and another system is described by an Entity Link. To
add an Entity Link, select Entity Links on the left panel menu and click on the New button (not
shown). Fill in the following fields in the new row that is displayed.
e Inthe Name field enter an informative name.
e Inthe SIP Entity 1 field select Session Manager.
¢ Inthe Protocol field enter the transport protocol to be used to send SIP requests.
e Inthe Port field enter the port number to which the other system sends its SIP requests.
e Inthe SIP Entity 2 field enter the other SIP Entity for this link, created in Section 6.4.
e Inthe Port field enter the port number to which the other system expects to receive SIP
requests.
e Select Trusted from the drop-down menu to make the other system trusted.

Click Commit to save changes. The following screenshot shows the Entity Links used in this
configuration.

« Home / Elements / Rowting / Entity Links

Entity Links
Edit| |Defete, Cuplicate| More Actices =

5Rems o Filter: Enabie
" Kame SIP Entity 1 Protocel Port SIP Enfity 2 DNS Oveeride Port Coasection Policy Deny New Service Notes
5083 trosted

~ Aurz Messzang Session Marager TCP S020

Narager

Marazer TCe

I o I
i e I e o |

5
3063 trusted
5
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6.7. Administer Routing Policies
Routing policies must be created to direct how calls will be routed to a system. To add a routing
policy, select Routing Policies on the left panel menu and then click on the New button (not
shown).
Under General:

e Enter an informative name in the Name field

e Under SIP Entity as Destination, click Select, and then select the appropriate SIP entity

to which this routing policy applies
e Under Time of Day, click Add, and then select the time range

The following screen shows the routing policy for CS1000.

¢« Mame [ Elomenty | Routimg / Ruutitng Policies

Routing Policy Details Comma |Caecel

* Name: to _CSIK 7.6
Disabled
Refries: O

Notes:
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The following screen shows the Routing Policy for the Avaya SBCE.

« Wama / Clemsants / focting / Seuting Polices

Routing Policy Details

* Nome: to Avaya SBCE
Disabled:
' Retries: 0

Notes:

6.8. Administer Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. To configure a
dial pattern select Dial Patterns on the left panel menu and then click on the New button (not
shown).

Under General:

In the Pattern field enter a dialled number or prefix to be matched.
In the Min field enter the minimum length of the dialled number.
In the Max field enter the maximum length of the dialled number.

In the SIP Domain field select ALL or alternatively one of those configured in Section
6.2.

Under Originating Locations and Routing Policies:

Click Add, in the resulting screen (not shown).

Under Originating Location, select the location defined in Section 6.3 or ALL.
Under Routing Policies select one of the routing policies defined in Section 6.7.
Click Select button to save.
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The following screen shows an example dial pattern configured for the Avaya SBCE.

o Poma /B 1w 9 / Dl

Dial Pattern Details Commi)|Cancel]

General

* Patterm: 00

* Mim;

(¥

* Max: 15
Emergency Call:
Emergency Priority:

Lmergency Type:

Select : Al None

SIP Domaim: -ALL- 1_
Notes:
Ociginating Locations and Routing Policies
232 |Remove
Litem O Filter: Enane
Originating Lucation Nams o Originaling (ocetion Nutes  Nowting Pelicy Nemse  Rank "’”n'l':"‘.::"" Rewting Pedicy Destinatian  Nowling Peficy Notes
w7 to_Avaye_ZOCE ° Aveys_S0CH

The following screen shows the test dial pattern configured for CS1000.

o Mame | 6 { J tual
Dial Pattern Details Commna
General
¥ Pattern: 7349
Min: 4
Maxz 15
Emurgency Call:
Emergency Priority:
Emergency Type:
SIP Domain:  -ALL- v]
Notes:
Originating Locations and Routing Policies
Add: |Remove
tltem O
Ongimating Lacstion Nama |Origineting Location Nelss Nuuting Pulicy Mame  Nank "’:‘:m"‘ Rastung Palicy Destinatsos
™ 2 = _CSax_7.6 o C81%_ V.6
Select 1 All, Nooe

FiRer:Enalile

Bouting Pulicy Motes
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya Session Border Controller for Enterprise
(Avaya SBCE). The Avaya SBCE provides security and manipulation of signalling to provide an
interface to the Service Provider’s SIP Trunk that is standard where possible and adapted to the
Service Provider’s SIP implementation where necessary.

7.1. Access Avaya Session Border Controller for Enterprise

Access the Session Border Controller using a web browser by entering the URL https://<ip-
address>, where <ip-address> is the private IP address configured at installation. A log in
screen is presented.

o v o o Log In
Username: I:]

This system is restricted solely to authorized users for legitimate
business purposes only. The actual or attempted unauthorized

H access, use or modifications of this system is strictly prohibited
ession osoraer controlier

2 Unauthorized users are subject to company disciplinary procedures

fOI' Enterprlse and or criminal and civil penalties under state, federal or other

applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasens. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials

All users must comply with all corporate instructions regarding the
protection of information assets.

© 2011 - 2015 Avaya Inc. All rights reserved.

Once logged in, a dashboard is presented with a menu on the left-hand side. The menu is used as
a starting point for all configuration of the Avaya SBCE.

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Btk Rasinm P 07 64 53 AM COT s
System Management e SERFmn :
GioN Parmmees Versan 7040387 CASCP-S5C1
Ghba Frotes Ge Date Foden 19 225312 BT 3016
POW arne Sl oK

X Poin s
DN T AQipegate Leasing Overages
TLS Managenent
- Y Poax Liceoseg Owvaisge Count
Devee Specfie Semings o
Law Logoaa m 0320 55 23 COT

Fakes Logn Aferapts
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To view system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the case of the sample
configuration, a single device named GSCCP-SBC1 is shown. To view the configuration of this
device, click View (the third option from the right).

Session Border Controller for Enterprise AVAYA

Dasadoan System Manasgement
Admerestnnon
PachupRmtone
Tystem Management

G et

Dermnam Poiches
TLS Musdagetrar

Devare Spacitc Setangy

The System Information screen shows the General Configuration, Device Configuration,
License Allocation, Network Configuration, DNS Configuration and Management IP(s)
information.

System Information: GSSCP-SBC1 X

General Configuration Device Configuration - License Allocation
Appliance Name GSSCP-SBC1 HA Mode No Standard Sessions 0
Requested:
Box Type SIP Two Bypass Mode No .
l_\dvanced Sessions 0
Deployment Mode  Proxy i
Scopia Video Sessions
Requested: 0
CES Sessions )
Requested; 0
Encryption v
~ Network Configuration
IP Public IP Netmask Gateway Interface
10.10.3.30 10.10.3.30 255.255.255.0 10.10.3.1 Al
192.168.122.55 192.168.122.55 255255255128 192.168.122.7 B1
~ DNS Configuration Management IP(s)
Primary DNS 58383 IP 10.10.2.40
Secondary DNS  10.10.7.100 ‘
DNS Location DMZ
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7.2. Global Profiles
When selected, Global Profiles allows for configuration of parameters across all Avaya SBCE

appliances.

7.2.1. Server Interworking Avaya

Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles -2
Server Interworking and click on Add.

Enter profile name such as Avaya and click Next (Not Shown).
Check Hold Support = None.

Check T.38 Support.

All other options on the General Tab can be left at default.

Click on Next on the following screens.

[Gonerd ]
®! None
Hold Support () RFC2543 - c=0.0.0.0
(O RFC2284 - s=sendonly

180 Handling ® None O sDP O NoSDP
181 Handling ® None O spP O NosDP
182 Handfing ® Nene O spP O NosDP
123 Handling ® None O spP O NosSDP
Refar Handling O

URI Group Nona v

Send Hold

Delayed Offer
3:xx Handling O

Diversion Header Support

Delsyed SDP Handling |

Re-Invite Handling O

Prack Handling O

Allow 13X SDP

T.28 Support ¥

URI Scheme @ s OTEL O ANY
O

Via Header Format 2 JATia
O RFC2542
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Default values can be used for the Advanced Settings window. Click Finish.

O None
O Single Side
Record Routes ® Both Sides
O Dislog-Initiate Only (Single Side)
O Dialog-Initiste Only (Both Sides)

Inciude End Point IP for Context Lookup  []

Extensions
Diversion Msnipulation O
Diversion Condition None v

Diversion Header URI

Has Remote SBC ¥
Route Response on Via Port (|
DTMF
® None
DTMF Support O siP NOTIFY
O s1P INFO
Finish
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7.2.2. Server Interworking — Phonero

Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles >
Server Interworking and click on Add.

Enter profile name such as Phonero and click Next (Not Shown).
Check Hold Support = None.

Check T.38 Support.

All other options on the General Tab can be left at default.

Click on Next on the following screens.

®! None
Hold Support () RFC2542 -¢=0.0.0.0
O RFC2284 - s=sendonly

180 Handling ® None O sDP O NoSDP
181 Handling ® None O sDP O NosOP
182 Handiing ® None O spP O NosDP
183 Handiing @ None O spP O NoSDP
Refer Handling (|

URI Group Nona v

Send Hold

Detayed Offer
3x¢ Handling O

Diversion Header Support

Delayed SDP Handling |

Re-Invite Handling O

Prack Handling O

Allow 12X SDP

T.28 Support %)

URI Scheme @se OTeL O ANY

Via Header Format . RECI201
) RFC2542
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Default values can be used for the Advanced Settings window. Click Finish.

O None
) Single Side
Record Routes ® Both Sides
O Dislog-Initiate Only (Single Side)
O Dislog-Initiste Only (Both Sides)

Inciude End Paint IP for Context Lookup  []

Extensions
Diversion Msnipulation O
Diversion Condition None v

Diversion Header URI

Has Remote SBC

Route Response on Via Port [

DTMF
®) None

DTMF Support O SiP NOTIFY
O sIP INFO
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7.2.3. Server Configuration— Avaya

Servers are defined for each server connected to the Avaya SBCE. In this case, Phonero is
connected as the Trunk Server and Session Manager is connected as the Call Server.

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow the configuration and management of various SIP call
server-specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat
signalling parameters and some advanced options.

From the left-hand menu select Global Profiles = Server Configuration and click on Add and
enter a descriptive name. On the Add Server Configuration Profile tab, set the following:
e Select Server Type to be Call Server.

e Enter IP Address / FQDN to 10.10.3.42 (Session Manager IP Address).
e For Port, enter 5060.
e For Transport, select TCP.
e Click on Next (not shown) to use default entries on the Authentication and Heartbeat
tabs.
Server Type can not be changed while this Server Configuration profile is associated fo a Server
Flow:
Server Type Call Server Vv
IP Address / FQDN Port Transport
|10.10.3 42 I I5060 I TCP V| Delete
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On the Advanced tab:
e Select Avaya for Interworking Profile.
e Click Finish.

Server Configuration Profile - Advanced X

Enable DoS Protection [

Enable Grooming ]

Interworking Profile ]Avaya VI
Signaling Manipulation Script [None v|
Connection Type

Secursble ]

7.2.4. Server Configuration — Phonero

To define the Phonero SBC as a Trunk Server, navigate to Global Profiles = Server
Configuration and click on Add and enter a descriptive name. On the Add Server

Configuration Profile tab, set the following:
Select Server Type to be Trunk Server.

For Port, enter 5060.
For Transport, select UDP.

tabs.

Enter IP Address / FQDN to 192.168.137.4 (Phonero SBC IP Address).

Click on Next (not shown) to use default entries on the Authentication and Heartbeat

CMN; Reviewed:
SPOC 8/9/2016

Server Configuration Profile - General X

Server Type can npt be changed while this Server Configuration profile is associated fo @ Server
Flow.

Server Type Trunk Server v

IP Address / FQDN Port Transporl
[192.1681374 | [5060 | [UDP V] Delete
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On the Advanced tab:
e Select Phonero for Interworking Profile.

e Click Finish.

Enable DoS Protection O

Enable Grooming |

interworking Profile | Phonero v
Signaling Manipulstion Script [None V]
Connection Type SUBID v

Secursble |

Finish |
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7.2.5. Routing
Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Routing information is required for routing to Session Manager on the internal side and Phonero
addresses on the external side. The IP addresses and ports defined here will be used as the
destination addresses for signalling. If no port is specified in the Next Hop IP Address, default
5060 is used.

7.2.5.1Routing — Avaya

Create a Routing Profile for Session Manager.
e Navigate to Global Profiles = Routing and select Add Profile.
e Enter a Profile Name and click Next.

Routing Profile

Profile Name vaya

The Routing Profile window will open. Use the default values displayed and click Add.

Roufing Profile X

URI Group - E] Time of Day defaultE
Load Balancing m_a NAPTR

Transport NdneE] Next Hop Priority 7|

Next Hop In-Dialog = Ignore Route Header [

[ Add |
Click the Add button to add a Next-Hop Address.
[ Back | | Finish |
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On the Next Hop Address window, set the following:
e Priority/Weight = 1.
e Server Configuration = Avaya (Section 7.2.3) from drop down menu.
e Next Hop Address = Select 10.10.3.42:5060 TCP from drop down menu.
e Click Finish.

Profile - Avaya X

UR} Group Time of Day
Load Balancing |Pri0rity vI NAPTR

Transport None Vv Next Hop Prionty M

Next Hop In-Dialog [:] lgnore Route Header O

Priority / Weight  Server Configurstion Next Hop Address Transport

[1 | [Avaya v| [10.10.3.42:5060 (TCP) v| [None V| Delete

7.2.5.2Routing — Phonero

Create a Routing Profile for Phonero.
e Navigate to Global Profiles = Routing and select Add Profile.
e Enter a Profile Name and click Next.

Routing Profile

Profile Name
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 49 of 73

SPOC 8/9/2016 ©2016 Avaya Inc. All Rights Reserved. Phonero_CS1K76



The Routing Profile window will open. Use the default values displayed and click Add.

Roufing Profile

URI Group - E Time of Day default[zl
Load Balancing [ﬂ NAPTR

Transport Ndr)eE Next Hop Priority 7|

Next Hop In-Dislog £ Ignore Route Header D

Click the Add button to add a Next-Hop Address.

[ Back | | Finish |

On the Next Hop Address window, set the following:
e Priority/Weight =1
e Server Configuration = Phonero (Section 7.2.4) from drop down menu.
e Next Hop Address = Select 192.168.137.4:5060 UDP from drop down menu.
[ ]

Click Finish.
UR! Group Time of Day
Load Balancing [ Priority v| NAPTR
Transport None Vv Next Hop Prionty
Next Hop In-Dialog (| Ignore Route Header O
Priority / Weight  Server Configuration Next Hop Address Transport
[1 | [Phonero v| [192.168.137.4:5060 (UDP) v| [None v| Delete
Finish
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7.2.6. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. The local information can be overwritten with a domain name or IP addresses. The
default Replace Action is Auto, this replaces local information with IP addresses, generally the
next hop. Topology hiding has the advantage of presenting single Via and Record-Route headers
externally where multiple headers may be received from the enterprise. In some cases where
Topology Hiding can’t be applied, in particular the Contact header, IP addresses are translated to
the Avaya SBCE external addresses using NAT.

To define Topology Hiding for Session Manager, navigate to Global Profiles > Topology
Hiding from menu on the left hand side. Click on Add and enter details in the Topology Hiding
Profile pop-up menu (not shown).

e Enter a descriptive Profile Name such as Avaya.

e If the required Header is not shown, click on Add Header.

e Under the Header field for To, From and Request Line, select IP/Domain under

Criteria and Overwrite under Replace Action. For Overwrite value, insert avaya.com.
e Click Finish (not shown).

Topolegy Hiding Profiles: Avaya
Add Resame  Clone || Delets

Cithpeie 1 5350 gescrgion

cefaut

Topology Mding |

CHI0_In_profie

Hupace Achon Overarile Vi

Avaya
¥ S0P IPComan A

Ta IPComan Dverarie Aavayacam
Record-Route |FiCeman Az
Via IPTeman Aute
From IPRDeman Crenarae FIVayacom
Reguest-Line IFDoman Owurwrin avayacam
Retarred-By IPToman Ause

Reter-To IFDoman Aute -

Exit
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To define Topology Hiding for Phonero, navigate to Global Profiles 2 Topology Hiding from
the menu on the left hand side. Click on Add and enter details in the Topology Hiding Profile
pop-up menu (not shown).

e Inthe Profile Name field enter a descriptive name for Phonero and click Next.

e If the required Header is not shown, click on Add Header.

e Under the Header field for To, From and Request Line, select IP/Domain under

Criteria and Auto under Replace Action.
e Click Finish (not shown).

Topology Hiding Profiles: Phonere
| Revame || Cione || Dues |
Topology Hding Profies CHCY e 10 @10 & s=sripton
Celaut
< = s Repiaks Achon Ovorwite Vit
Avaya S PiDomain Auto -
Phoser To FDomain Auto
Recors-Route #/Domain Auto
Va PiDomamn Auto
From #10omain Auto
Raguest-Lne FTomain Auto —
Relumed-By F1Domain Auto —
Rater-To FiDoman A0 —
s
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 52 of 73

SPOC 8/9/2016 ©2016 Avaya Inc. All Rights Reserved. Phonero_CS1K76



7.3. Define Network Information

Network information is required on the Avaya SBCE to allocate IP addresses and masks to the
interfaces. Note that only the Al and B1 interfaces are used, typically the Al interface is used for
the internal side and B1 is used for external. Each side of the Avaya SBCE can have only one
interface assigned.

To define the network information, navigate to Device Specific Settings = Network
Management from the menu on the left-hand side and click on Add. Enter details in the blank
box that appears at the end of the list.
e Define the internal IP address with screening mask and assign to interface Al.
Select Save to save the information.
Click on Add.
Define the external IP address with screening mask and assign to interface B1.
Select Save to save the information.
Click on System Management in the main menu.
Select Restart Application indicated by an icon in the status bar (not shown).

Network Management: GSSCP-SBC1

GSSCP-s8ct Add

Select the Interface Configuration Tab and use the Toggle button to enable the interfaces.

Network Management: GSSCP-SBC1

s Mo

GSSCR.SBCY Add VLAN
Irtetace Name VLAN Tag Suatus
Al
A2
B!
82
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7.4. Define Interfaces

When the IP addresses and masks are assigned to the interfaces, these are then configured as
signalling and media interfaces.

7.4.1. Signalling Interfaces

To define the signalling interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Signaling Interface from the menu on the left hand side. Details of transport protocol and ports
for the internal and external SIP signalling are entered here.

To enter details of transport protocol and ports for the SIP signalling on the internal interface:

e Select Add and enter details of the internal signalling interface in the pop-up menu (not
shown).

¢ Inthe Name field enter a descriptive name for the interface.

e For Signaling IP, select the internal signalling interface IP addresses defined in Section
7.3.

e Select TCP port number, 5060 is used for Session Manager.

To enter details of transport protocol and ports for the SIP signalling on the external interface:

e Select Add and enter details of the external signalling interface in the pop-up menu (not
shown).

e Inthe Name field enter a descriptive name for the external signalling interface.

e For Signaling IP, select the external signalling interface IP address defined in Section
7.3.

e Select UDP port number, 5060 is used for Phonero SIP Trunk service.

The following screen shows the Signalling Interfaces created in the sample configuration for the
inside and outside IP interfaces.

Signaling Interface: GSSCP-SBC1

| AR |

GSSCP-SaCt

Maasyng o dfetng 23 exnsang sunaing imerizce will sequre an 3xpicaion resizd before Bung effect Appicetion resians £an be issoad from Sistem

¥zna;

i_So el W 5050 £060 - Nare
Ext Sig :2;'_:‘5;252,5?_“[ 5060 5060 - Noe £dt Deisiz
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7.4.2. Media Interfaces

To define the media interfaces on the Avaya SBCE, navigate to Device Specific Settings 2
Media Interface from the menu on the left hand side. Details of the RTP and SRTP port ranges
for the internal and external media streams are entered here. The IP addresses for media can be
the same as those used for signalling.

To define the media interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Media Interface from the menu on the left hand side. Details of the RTP and SRTP port ranges
for the internal and external media streams are entered here. The IP addresses for media can be
the same as those used for signalling.

To enter details of the media IP and RTP port range on the internal interface to be used in the
server flow:

Select Add Media Interface and enter details in the pop-up menu.

In the Name field enter a descriptive name for the internal media interface.

For Media IP, select the internal media interface IP address defined in Section 7.3.
Select RTP port ranges for the media path with the enterprise end-points.

To enter details of the media IP and RTP port range on the external interface to be used in the
server flow.

Select Add Media Interface and enter details in the pop-up menu.

In the Name field enter a descriptive name for the external media interface.

For Media IP, select the external media interface IP address defined in Section 7.3.
Select RTP port ranges for the external media path.

The following screen shows the Media Interfaces created in the sample configuration for the
inside and outside IP interfaces.

Media Interface: GSSCP-SBC1

GISCP.SacH

Moaity g or deetng an oning medis imacace wikk requre an apstcaton restart Defore fakng eart. Appdcanon resians (a0 Do sxoed Fom Sysiam

Name —— Poit Rangs
Im_Moda LSy Y. 3000 - 40000
Ext_Media S S 35000 - 62000
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7.5. Server Flows

Server Flows combine the previously defined profiles into outgoing flows from Session Manager
to Phonero’s SIP Trunk and incoming flows from Phonero’s SIP Trunk to Session Manager. This
configuration ties all the previously entered information together so that signalling can be routed
from Session Manager to the PSTN via the Phonero network and vice versa. The following
screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

SIP Trunk Service Provider
’,’ ,

Avaya SBCE

This configuration ties all the previously entered information together so that calls can be routed
from Session Manager to Phonero’s SIP Trunk and vice versa. The following screenshot shows
all configured flows.

Subscriber Flows || Server Flows |

Hover over a row to see its description.

~ Server Configuration: Avaya

Received Signaling End Point Policy Routing

Prionity. Flow Name Interface Interface Group Profile

Call_Server s Ext_Sig Int_Sig default-ow Phonero  View Clone Edit I

(=)
[is

elete

~ Server Configuration: Phonero

Sty Received Signaling End Point Policy Routing
Priority. Flow Name Interface Interface Group Profile
Trunk_Server A Int_Sig Ext_Sig default-low Avaya View Cione Edit Delete
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To define a Server Flow for the Phonero SIP Trunk, navigate to Device Specific Settings =
End Point Flows.

Click on the Server Flows tab.

Select Add Flow and enter details in the pop-up menu.

In the Name field enter a descriptive name for the server flow for Phonero SIP Trunk, in
the test environment Trunk_Server was used.

In the Server Configuration drop-down menu, select the Phonero server configuration
defined in Section 7.2.4.

In the Received Interface drop-down menu, select the internal SIP signalling interface
defined in Section 7.4.1. This is the interface that signalling bound for Phonero SIP
Trunk is received on.

In the Signaling Interface drop-down menu, select the external SIP signalling interface
defined in Section 7.4.1. This is the interface that signalling bound for Phonero SIP
Trunk is sent on.

In the Media Interface drop-down menu, select the external media interface defined in
Section 7.4.2. This is the interface that media bound for Phonero SIP Trunk is sent on.
In the Routing Profile drop-down menu, select the routing profile of Session Manager
Office defined in Section 7.2.5.

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
Phonero SIP Trunk defined in Section 7.2.6 and click Finish.

Flow: Trunk_Server X

Flow Name [Trunk_Server ]
Server Configuration Phonero Vv
URI Group
Transport = v
Remote Subnet E: |
Received Interface Int_Sia V|
Signaling Interface Ext Sig v
Medis Interface
End Point Policy Group [default-low A
Routing Profile
Topology Hiding Profile Phonero v
Signaling Manipulstion Script INone V!
Remote Branch Office Any Vv

Finish
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To define a Server Flow for Session Manager, navigate to Device Specific Settings = End
Point Flows.

Click on the Server Flows tab.

Select Add Flow and enter details in the pop-up menu.

In the Name field enter a descriptive name for the server flow for Session Manager, in
the test environment Call_Server was used.

In the Server Configuration drop-down menu, select the Session Manager server
configuration defined in Section 7.2.3.

In the Received Interface drop-down menu, select the external SIP signalling interface
defined in Section 7.4.1. This is the interface that signalling bound for Session Manager
IS received on.

In the Signaling Interface drop-down menu, select the internal SIP signalling interface
defined in Section 7.4.1. This is the interface that signalling bound for Session Manager
IS sent on.

In the Media Interface drop-down menu, select the external media interface defined in
Section 7.4.2. This is the interface that media bound for Session Manager is sent on.

In the Routing Profile drop-down menu, select the routing profile of the Phonero SIP
Trunk defined in Section 7.2.5.

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
Session Manager defined in Section 7.2.6 and click Finish.

Flow: Call_Server X

Flow Name [Call_Server |
Server Configurstion Avaya WV

URI Group [* v|

Transport [' v

Remote Subnet [* l
Recewed Interface m;g v

Signaling Interface Int_Sig Vv

Medis Interface [Int_Media Vv

End Point Policy Group | default-low v
Routing Profile Phonero V|

Topology Hiding Profile Avays v

Signaling Manipulation Script [None V!
Remote Sranch Office

Finish
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8. Phonero SIP Trunk Configuration

The configuration of the Phonero equipment used to support Phonero’s SIP trunk is outside of
the scope of these Application Notes and will not be covered. To obtain further information on
Phonero equipment and system configuration please contact an authorized Phonero
representative.

9. Verification Steps

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.

9.1. Avaya Communication Server 1000 Verification

This section illustrates sample verifications that may be performed using the Avaya CS1000
Element Manager GUI.

9.1.1. IP Network Maintenance and Reports Commands

From Element Manager, navigate to System = IP Network = Maintenance and Reports as
shown below. In the resultant screen on the right, click the Gen CMD button.

C$51000 Element Manager

: KL WA

Node Maintenance and Reports

Medw © 200 P B 201052 Tolw slesmrn |

The General Commands page is displayed. A variety of commands are available by selecting
an appropriate Group and Command from the drop-down menus, and selecting Run.

To check the status of the SIP Gateway to Session Manager in the sample configuration, select
Sip from the Group menu and SIPGwShow from the Command menu. Click Run. The example
output below shows that Session Manager has SIPNPM Status “Active”.
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Mrapry (R SRIT2  Ubartars s
Eyatws » # Nesre » ooy Ugstasgens god Bgpaty » Ouvars Comrants

General Commands

Ewvai 6 282 8272

[ Conmass B Owihos - J 5o - T mm

Nuroe fzogs|) | Fig |

The following screen shows a means to view registered SIP telephones. The screen shows the
output of the Command sigSetShowAll in Group SipLine.

Wenigty BLISAITS Ueemave. siws
Syvw

ram « F Tgtenw » Nads Uerigge g Rgawris » Dgers Caerens "

General Commands

Elmart # 152 188372 Elgregrt Yyre | Siarploc Sarias Sewsy CFRA
I Comevan: uzBetSmcadd - ] |
17 nctrens |12 158272 Marber ot gimgt |
UseslE MeshId ™ Cllents Calls BesHandle Pue 12 MIPL Type
IF line
I¥ lines
L ¥

The following screen shows a means to view IP UNIStim telephones. The screen shows the
output of the Command isetShow in Group Iset.
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9.2. Verify Avaya Communication Server 1000 Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select by
Functionality table as shown below.

AVAYA €S1000 Element Manager

< O HeoworN Sanices = Vegey MRS Ueeave
o Tyetam s Unrwrarce
Links

ual Tominon Maintenance
Systom
v Aarmre
- Marisamie
+Cove Equipment & Select by Overlay € Sefect oy Functionaity
~Perphant Equpment

g

-Eﬂg.’ﬂ!len vane
<Emecgence Sencen
+ Saksare
- Customan
- Rowtes end Trirky
~Routes a0d Trurks
-D-Chanrmis
=Dl Thunk Inkefics
- Dvatnng andd Nustrbwring Mlens
~ELeiortis Swhihd FMtia
~Flunitie Coos Maaron
~ Inareg DGR Tranalston
- fnones
~Tomplates

PECCLEELEEEEER s
DoDoobobDODDbDDLY
D 4>

~Repons

~Yhws

«Lub
Frapases
Ngratan

\D
o
0
\D s

Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields.

e APPL_STATUS Verify status is OPER

e LINK STATUS Verify status is EST ACTV

EVAVA €81000 Element Manager
4|

[ VCM hstaork Sarvicos 2 g MAIERLS Usertane s
[ Wt Fyview » Upgiengage » C-Crerrei Cogreatcy
(- ks
- usl Temings D-Channel Diagnostics
[ Systom
+Alyma
-amnyre Desgnostic Commmnds Command Paramefees

e T

~Parigheral Equemem

+IP tisdncrd

o lietaed — _——

ERQntansd Vdues rﬁzu---.:.wu. Facoer [ENL AUTO

+ Emaepang

+ Shuie
[ Customens | Estaion ©-Cramet =37 0CH
|- Routes and Truriy

~Aostes ard Trunks

-D-Cagmnls -

- Dl Trunk etacs © D) SF_DCHOF =57 AL uT
|- Chating and Nurraning Plans

-Elecronc Satehid Hstwon —

~Flanhn Cote Resvioom ARSI =

=Inceming DApt Transtation e
[ Phonss

-Tempunis

-Regons

-t

~Lists

-Prapenss

l| Statum tor O-Channed (5TAT DOH

| Deeate astomab: Recovry (D42 AUTO!

Vv Ao
[Testmmemant Ganeraen (TEST 100

[EAJERIERIEA| ©
-]
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9.3. Verify Avaya Aura® Session Manager Operational Status

9.3.1. Verify Avaya Aura® Session Manager is Operational

Navigate to Elements - Session Manager - Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as
shown below.

Mame [ Elemants [ Sesson Manager [ Dashboant

Session Manager Dashboard

This page sravides the svered status and health summary of sach sdminitered

a50n Hanager

Session Manager Instances

Service State * Shutdown System = | Asof 2:25 PM

1ltem O Shew AV Fiter: Enebs
User Data
5 1 Tests | Security oty | EPUITY Active AR Dats ¥ | cense “
S N nager y ) Serviie 5 » alr on. Slur . r "
b mrna AN b 7% pase . Module Ve SN Monitaring  (Coll Coumt T T RRORY o eplication _I""'“ Modw PLILE
Status
. P Accept Now 3 i 2009 70030
Session Manager Cers 0/0/0 Up - - 0/4 0 3/3 v v Nornsal 0.0.2.700201
ervic
Seiect 1 All, hhone

Navigate to Elements = Session Manager = System Status = Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

i Home / Hlements / Session Manager [ System Status / Sacurity Module Status

Belp?
Security Module Status
This stzhus of each Sesson Nanzger = Security Medue
Reset. | Synchronize. | Connection Status: As of 2:00 PM
1Rem o Show Al :v—_ Fiker: Snable
Session Manager Type States Comnacfions IP Address VLAN Defauli Gateway Entity Links {expected [ aciuaf) Certificate Used
Szssica Manager SN Us | 18 20.10.3.42728 ] S 15.10.3.1 55 SECA
Select : None
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9.3.2. Verify SIP Entity Link Status

Navigate to Elements - Session Manager - System Status - SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for CS1000 from the All Monitored SIP Entities table (not shown) to open the SIP
Entity, Entity Link Connection Status page.

Monsoted (ntites
Sowson Mansgar Type
Down Parnatty Up up Mot Mommored Deny Tote

Scssion Manager

Select: Al None

Verify the status of the SIP link is up between Session Manager and CS1000 by going through
the same process as outlined above but selecting the SIP Entity for the Avaya SBCE in the All
Monitored SIP Entities table.

Status Detadls for the selected Session Manager:

1 Hama Refra Filkar: Enal

WP Entity

Seasion Manages Hame Resolved ¥ Port Proso Deny Conn, Ssatus Remon Coae Link Statue
. Session Monoger 10.10,9.3¢ 60 TCP FALSE up 200 OX ue
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9.3.3. Verify Avaya Aura® Session Manager Instance

The creation of a Session Manager Instance provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager => Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If Session Manager instance already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name:

e Description:

e Management Access Point Host Name/IP:

Select the SIP Entity created for Session

Manager

Add a brief description (optional)

Enter the IP address of Session Manager
management interface

The following screen shows Session Manager values used for the compliance test.

View Session Manager

General «

« Mome [ Pumensts | Sessiem Mansger [ Sesean Mansger Admmmatration

e Made [
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In the Security Module section, enter the following values:

e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interface

e Network Mask: Enter the network mask corresponding to the IP address of
Session Manager

e Default Gateway: Enter the IP address of the default gateway for Session
Manager

Use default values for the remaining fields. Click Save (not shown). The following screen shows
the remaining Session Manager values used for the compliance test.

Security Module «

*SIP Firewal Coofiguration
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9.4. Avaya Session Boarder Controller for Enterprise Verification

This section contains verification steps that may be performed using the Avaya Session Border
Controller for Enterprise.

9.4.1. Incidents

The Incidents Log Viewer display alerts captured by the Avaya SBCE. Select the Incidents link
along the top of the screen.

£ Lag 13 Sevies Sontuns Fauibe

=

T E—

Session Border Controller for Enterprise

Dashbosra
AGITINISINON
Bacupaesioee

Dashboard

Astherey! DEDUT S iy fessocpes e coreef ) et Sid Lot brw or e dettreern Lemry P S e it bl b padensiel petints o1 2o ey Caset bt peermater gl

Sy ke augerrt
Glehal Parwmetery Bveen Teve 04 52 68 AW COT v
Gt Dok

Verezn T OS-I1-0e02 GHICP-A8CT
FPM Sent e . B
Wkt Cote Sun Acg § 2100 40 1
Doman Pokeies
Licwrmm Stale Bow
TLS staragemem
Device Specitc Setings AJUegote Leera g Ovei g 0
Pk Lowrsrg Overage Court 0
Lint Lojget = & 04055018 (8 5 24 0O
Famc Logn Assexgts ]
[ GEECRSHCT Gl WNINOD 100 SHowed Cu- 08 D)

The following screen shows example SIP messages that do not match a Server Flow for an
incoming message.

Incident Viewer AVAYA

Device | All [#] Category AN [®] [ Clear Filtera | [ Rafreah | [ Generate Report |

Displaying results 1 to 15 out of 2000. =l S

Category Davice

Message Dropped 724828081147236 121015 416 AM Policy GS88CP_03 No Subscriber Flow Matched
Message Dropped 724828060540139 121915 415 AM Policy G88CP_03 No Subscriber Flow Matched
Message Dropped 724828051007038 121918 418 AM Policy GSSCP_03 No Subscriber Flow Matched
Message Dropped 724828030450870 12/918 414 AM Policy G8sCP_03 No Subscriber Flow Matched
Meassage Dropped 724828021049515 12/0115 414 AM Palicy GSSCP_03 No Subscriber Flow Matched
Maessage Dropped 724828000441902 120015 413 AM Policy QS8CP_03 No Subscribar Flow Matched
Message Droppad T24827990985367 121015 413 AM Policy QSSCP_03 No Subscribar Flow Matched
Meassage Droppad T24827088056473 121915 412 AM Policy QS8CP_03 No Subscribar Flow Matched
Massage Droppad 724827087036465 12/W15 412 AM Policy QS88CP_03 No Subscribar Flow Matched
Message Dropped T24827087416506 12/915 412 AM Policy G8sCcP_03 No Subscribar Flow Matched
Message Dropped T24827087147196 12/918 412 AM Policy GS8SCP_03 No Subscriber Flow Matched
Message Dropped 724827979397279 12/918 412 AM Policy GSSCP_03 No Subscriber Flow Matched
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9.4.2. Trace Settings

The Trace Settings tool is for configuring and displaying call traces and packet captures for the
Avaya SBCE.
To define the trace, navigate to Device Specific Settings = Advanced Options =
Troubleshooting = Trace in the main menu on the left hand side and select the Packet
Capture tab.

e Select the SIP Trunk interface from the Interface drop down menu

e Select the signalling interface IP address from the Local Address drop down menu

e Enter the IP address of the network SBC in the Remote Address field or enter a * to

capture all traffic
e Specify the Maximum Number of Packets to Capture, 10000 is shown as an example
e Specify the filename of the resultant pcap file in the Capture Filename field

Trace: GSSCP-SBC1

GSSCP-SBC
G3SCP-SRCY Pachnt Capturs Corfigurabion
Status Ready
Irntartace 81 v
Local Adaress All v

Reomaote Address
“ “Pot ® PEunt

Promood Al v

Macr

Number of Psciats 1o Capturs 0000

Capture Fimnams
Wy e e of 80 ey (etse WA e |

To view the trace, select the Captures tab and click on the relevant filename in the list of traces.

Trace: GSSCP-SBC1

(e cas | |

GSSCP.SBCY Rafresh

April 13, 2006 554:50 AM CO7

The trace is viewed as a standard pcap file in Wireshark. If the SIP trunk is working correctly, a
SIP response in the form of a 200 OK will be seen from the Phonero SIP Trunk network.
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10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Communication
Server R7.65, Avaya Aura® Session Manager R7.0 and Avaya Session Border Controller for
Enterprise R7.0 to Phonero SIP Trunk service. Phonero SIP Trunk service is a SIP-based Voice
over IP solution providing businesses a flexible, cost-saving alternative to traditional hardwired
telephony trunks. The service was successfully tested with a number of observations listed in
Section 2.2.

11. Additional References

This section references the documentation relevant to these Application Notes. Additional Avaya
product documentation is available at http://support.avaya.com.
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2015.

Upgrading and Migrating Avaya Aura® applications to 7.0, Release 7.0, Nov 2015.
Deploying Avaya Aura® applications, Release 7.0, Oct 2015

Deploying Avaya Aura® System Manager Release 7.0 Nov 2015

Upgrading Avaya Aura® System Manager to Release 7.0, Nov 2015.

Administering Avaya Aura® System Manager for Release 7.0 Release 7.0, Nov 2015
Deploying Avaya Aura® Session Manager on VMware , Release 7.0 August 2015
Upgrading Avaya Aura® Session Manager Release 7.0, August 2015

Administering Avaya Aura® Session Manager Release 7.0, August 2015

Avaya Communication Server 1000 Installation and Commissioning, Document
Number NN43041-310

Linux Platform Base and Applications Installation and Commissioning Avaya
Communication Server 1000, Document Number NN43001-315

Software Input Output Reference — Maintenance Avaya Communication Server 1000,
Document Number NN43001-711

Deploying Avaya Session Border Controller for Enterprise, Release 7.0, August 2015
Upgrading Avaya Session Border Controller for Enterprise, Release 7.0, August 2015
Administering Avaya Session Border Controller for Enterprise, Release 7.0, Nov 2015
RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/
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Appendix A — Communication Server 1000 Software
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 73 0of 73
SPOC 8/9/2016 ©2016 Avaya Inc. All Rights Reserved. Phonero_CS1K76


mailto:devconnect@avaya.com

