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Avaya Solution & Interoperability Test Lab

Application Notes for configuring Liquid Assure from
Liquid Voice to interoperate with Avaya Aura®
Communication Manager R7.0 and Avaya Aura®
Application Enablement Services R7.0 using DMCC Multi-
Registration to record calls - Issue 1.0

Abstract

These Application Notes describe the configuration steps for Liquid Voice Liquid Assure to
interoperate with the Avaya solution consisting of an Avaya Aura® Communication Manager
R7.0, an Avaya Aura® Session Manager R7.0, and Avaya Aura® Application Enablement
Services R7.0 using Multi-Registration.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for the Liquid Assure R7.1 from Liquid
Voice to interoperate with the Avaya solution consisting of an Avaya Aura® Communication
Manager R7.0, an Avaya Aura® Session Manager R7.0, and Avaya Aura® Application
Enablement Services R7.0. Liquid Assure uses Communication Manager’s Multiple
Registrations feature via the Application Enablement Services (AES) Device, Media, and Call
Control (DMCC) interface and the Telephony Services API (TSAPI) to capture the audio and
call details for call recording on various Communication Manager endpoints, listed in Section 4.

DMCC works by allowing software vendors to create soft phones on a recording server, and use
them to monitor and record Avaya phonesets. This is purely a software solution and does not
require telephony boards or any wiring beyond a typical network infrastructure. The DMCC API
associated with the AES server monitors the digital and VVoIP extensions. The application uses
the AE Services DMCC service to register itself as a recording device at the target extension.
When the target extension joins a call, the application automatically receives the call’s
aggregated RTP media stream via the recording device and records the call.

Liquid Assure is a modular based call-recorder with an easy-to-use web based interface. The
modular design allows the system to be scaled to any number of extensions and sites. The web
interface provides tools for searching and retrieving recording, forwarding exporting and
annotating recordings, centralized system security authorization and auditing, and system status
monitoring. The base solution can be amended with additional add-ons including Avaya powered
speech analytics, screen-recordings and quality management. The same recording components
are also available as an SME targeted product called Liquid Recording. Liquid Recoding has a
reduced feature-set and is limited to recording 60 concurrent calls.

2. General Test Approach and Test Results

The interoperability compliance testing evaluated the ability of the Liquid Assure to carry out
call recording in a variety of scenarios using DMCC Multi-Registration with AES and
Communication Manager. A range of Avaya endpoints were used in the compliance testing all of
which are listed in Section 4.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality testing focused on placing and recording calls in different call
scenarios with good quality audio recordings and accurate call records. The tests included:

Inbound/Outbound calls — Test call recording for inbound and outbound calls to the
Communication Manager to and from PSTN callers.

Hold/Transferred/Conference calls — Test call recording for calls transferred to and in
conference with PSTN callers.

Forwarded calls - Test call recording for calls that were forwarded to various endpoints.
Feature calls - Test call recording for calls that are parked or picked up using Call Park
and Call Pickup.

Calls to Elite Agents — Test call recording for calls to Communication Manager agents
logged into one-X® Agent.

Serviceability testing - The behavior of Liquid Assure under different simulated failure
conditions.

2.2. Test Results

All functionality and serviceability test cases were completed successfully, except for the
following feature test which had an issue as follows.
1. Call Park. The un-parked call is not being recorded. It appears that there are no events

being sent for un-parking a call by Communication Manager. Modification Report [CM-
9860] has been raised with the Communication Manager support team. A fix for this
issue will be implemented for release 7.1 of Communication Manager.

2.3. Support
Technical support can be obtained for Liquid Assure from:
e Website http://www.liguidvoice.com
e Telephone  +44(0) 113 200 2020
e Email support@liquidvoice.com
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http://www.liquidvoice.com/

3. Reference Configuration

The configuration in Figure 1 was used to compliance test Liquid Assure with the Avaya
solution using DMCC Multi-Registration to record calls. The Liquid Voice server is setup for
DMCC Multi-Registration mode and connects to the AES.

Avaya Aura® Application Avaya Aura® Communication Avays Aura® Sesson
Enablement SericesR7 0 Manager R7T 0 Manager R7 0
DMCC I
Mt A R
Registr Avaya G450 Gateway Avaya Aura® Systam
I Manager R7 .0

Avaya Aura® Media Server RT 7

Avaya Dgital Proo
o Smuiateg

Liquid Assure
Recording Server PSTN Castiee

Avaya one-X Coenmunicator

Figure 1: Connection of Liquid Assure R7.1 from Liquid Voice with Avaya Aura®
Communication Manager R7.0, Avaya Aura® Session Manager R7.0 and Avaya Aura®
Application Enablement Services R7.0
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
System Manager 7.0.0.1
Avaya Aura® System Manager running on a Build No. —7.0.0.0.16266-7.0.9.7001011

virtual server Software Update Revision No:
7.0.0.1.4212

Avaya Aura® Session Manager running on a Session Manager R7.0

virtual server Build No. —7.0.0.1.700102

Avaya Aura® Communication Manager R7.0 SP1

running on a virtual server 00.0.441.0-22684

Avaya Aura® Application Enablement Services | R7.0

running on a virtual server Build No-7.0.0.0.1.13

Avaya G450 Gateway 37.19.0/1

Avaya 9608 H323 Deskphone 96x1 H323 Release 6.6.028

Avaya 9641 SIP Deskphone 96x1 SIP Release 7.0.0.39

Avaya 9630 SIP Deskphone R2.6.13.1

Avaya one-X® Communicator H.323 R6.2.4.07-FP4

Avaya one-X® Agent R 2.5.50022.0

Avaya 9408 Digital Deskphone FW Version 2

3725 DH4 (R3.3.11)

Avaya DECT Handsets 3720 DH3 (R3.3.11)

Liquid Voice, Liquid Assure

- Liquid Assure Standalone Server V7.1 Interface
- Liquid Recording Service V7.0.0
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5. Configure Avaya Aura® Communication Manager

The information provided in this section describes the configuration of Communication Manager
relevant to this solution. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 10.

The configuration illustrated in this section was performed using Communication Manager

System Administration Terminal (SAT).

5.1. Verify System Features

Use the display system-parameters customer-options command to verify that Communication
Manager has permissions for features illustrated in these Application Notes. On Page 3, ensure
that Computer Telephony Adjunct Links? is set to y as shown below.

display system-parameters customer-options

Page

OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 01°?
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASAI Link Core Capabilities?

ASAT Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

KK B B3B8 3BBKKKKKKBNK

Audible Message Waiting?
Authorization Codes?

CAS Branch?

CAS Mainv?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?
DCS (Basic)?

DCS Call Coverage?

DCS with Rerouting?

Digital Loss Plan Modification?
DS1 MSP?

3 of 11

MK KKK D D DK

K

DS1 Echo Cancellation? y

5.2. Note procr IP Address for Avaya Aura® Application Enablement

Services Connectivity

Display the procr IP address by using the command display node-names ip and noting the IP

address for the procr and AES (aes70vmpg).

display node-names ip

Page

IP NODE NAMES

1 of 2

Name IP Address
SM100 10.10.40.12
aes70vmpg 10.10.40.16
default 0.0.0.0
G450 10.10.40.15
procr 10.10.40.13
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5.3. Configure Transport Link for Avaya Aura® Application
Enablement Services Connectivity

To administer the transport link to AES use the change ip-services command. On Page 1 add an

entry with the following values:

Service Type: Should be set to AESVCS.

Enabled: Settoy.

Local Node: Set to the node name assigned for the procr in Section 5.2

Local Port: Retain the default value of 8765.

change ip-services Page 1 of 4

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

Go to Page 4 of the ip-services form and enter the following values:
e AE Services Server: Name obtained from the AES server, in this case aes70vmpg.
e Password: Enter a password to be administered on the AES server.
e Enabled: Settoy.

Note: The password entered for Password field must match the password on the AES server in
Section 6.2. The AE Services Server must match the administered name for the AES server;
this is created as part of the AES installation, and can be obtained from the AES server by typing
uname —n at the Linux command prompt.

change ip-services Page 4 of 4
AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: aes70vmpg Kok ok kKKK K v idle

23
32

5.4. Configure CTI Link for TSAPI Service

Add a CTI link using the add cti-link n command, where n is the n is the cti-link number as
shown in the example below this is 1.. Enter an available extension number in the Extension
field. Enter ADJ-IP in the Type field, and a descriptive name in the Name field. Default values
may be used in the remaining fields.

add cti-link 1 Page 1 of 3
CTI LINK
CTI Link: 1
Extension: 7999
Type: ADJ-IP
COR: 1
Name: aes70vmpg
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5.5. Configure H323 Stations for Multi-Registration

All endpoints that are to be monitored by Liquid Voice will need to have IP Softphone setto Y.
IP Softphone must be enabled in order for Multi-Registration to work. Type change station x
where X is the extension number of the station to be monitored also note this extension number
for configuration required in Section 8.1. Note the Security Code and ensure that IP SoftPhone
issettoy.

change station x Page 1 of 6
STATION
Extension: x Lock Messages? n BCC: O
Type: 9608 Security Code: 1234 TN: 1
Port: S00101 Coverage Path 1: COR: 1
Name: Extension Coverage Path 2: CoS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext:
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default
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5.6. Configure SIP Stations for Multi-Registration

Any SIP extension that is to be recorded requires some configuration changes to allow call
recording using multiple registration. Changes of SIP phones on Communication Manager must
be carried out from System Manager. Access the System Manager using a Web Browser by
entering http://<FQDN >/SMGR, where <FQDN> is the fully qualified domain name of
System Manager or http://<IP Address >/SMGR. Log in using appropriate credentials.

Note: The following shows changes a SIP extension and assumes that the SIP extension has been
programmed correctly and is fully functioning.

EA 3 .‘:-:e:- ”%ﬁx‘---- T : e : B+ O Cothiestemmst © - 5 vom Maruge

He Lt Yea Tosrtm  Tock Mol

A SACOHSP 2 igdvpy A\ ASCCEA AME &) ARDA A AE03wnpg & SeryrNoael FEF Uibvry &) SMGRGIVMPG
Recoomendad §00ess 10 System Manager 5 v FODN

oooooo e

Log On Conewl

s tenge the sesvnord

Ala note that angls 30 betiveat ETVess T the same securty damian
15 N9t Supoortad when Mceseng wia 15 309ress O Supganed Beowsears: Internet Exgaaner S, 100 06 110 a¢ Fuefon 36.0
T omng I
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Click on Manager Users in the left window. Select the station to be edited and click on Edit.

Home | User Management ¥

A I T— | Home / Users [ User Management / Manage Users
—
Manage Users Search -

Public Contacts >

Shared
User Management
Addresses
System
Presence ACLs
Users

Communication

Profile

| (@] view| I Editl | @MNew| |3Duplicate| |(@Delete| |More Actions = |

Password Policy 15 Items .:: Show Allﬂ
O |Last Name |FTr5i Name |Di5|:la',|I MName |Lngin MName SIP Handle
I IZ 7100 SIPExt I?lUG, SIPExt 7100@devconnect. local 7100
0 7101 SIPExt 7101, SIPExt 7101@devconnact.local 7101
[0 7zo0 Ascom i62 7200, Ascom 62 7200@devconnact. local 7200
[0 7zo1 Ascom 62 7201, Ascom i62 7201@devconnect. local 7201
[0 7zoz2 Ascom 62 7202, Ascom i62 7202@devconnect. local 7202
[0 7zo3 Ascom 62 7203, Ascom i62 7203 @devconnact. local 7203

Click on the Communication Profile tab. Ensure that the Communication Profile Password is
known and if not click on edit to change it.

[ [ -
R e Gl
7

User Profile Edit: 7100@devconnact local

Communication Profile «
Ecrtvinicamon Pralic Passmive  sevseecissiaaneians ™
)M pdCora | Q) Cancal
-M—.
Seet e
* Name: Pramary
Defaut 2
ey | Al .
J Naw
7 Tyom Mardte v
Sciedt <
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From the same page scroll down to CM Endpoint Profile click on Endpoint Editor to make

further changes.

M CM Endpoint Profile =

* System
* Profile Type

Use Existing Endpoints
* Extension

Template

Set Type

Security Code

Port

WVoice Mail Number

Preferred Handle
Calculate Route Pattern
Sip Trunk

Enhanced Callr-Info display for 1-line phones

cmi7 iwmpg

Endpoint

O

Q7100
Se£15IFCC DEFAULT CM 7 0

9641SIPCC

QG soooo3

(None)

ddr

Delete Endpoint on Unassign of Endpoint from User or on ]

Delete User

Override Endpoint Mame and Localized Name

Allow H.323 and SIP Endpoint Dual Registration

i

Endpoint Editor

]
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In the General Options tab ensure that Type of 3PCC Enabled is set to Avaya as is shown

below.

Edit Endpoint

System cn70vmpg Extension 7100
Template SALSIPCC_DEFAULT O 7 01w ) Set Type 54 1510
Part D000 Securty Code
Namne O, SiFExt
_ Pasburw Optis (F]  Site Ota (5)  Alsbewviatnd Call Otabing Enbancnd Call Foed (2 Sutton Assignmmant (0)  Profile Settimgs 1)
* [Class of Restrictian {COR) j | * Class Of Service (COS) 1
*  Emergency Location Ext 7100 *  Message Lamp Ext. 7100
* Tenant Namber 1
O SIP Trunk Qaar | Ty of 39CC Enabied Al |
Coversge Path 1 Coverage Path 2
Lock Message Localized Display Name 7100, SIPExt
Multibyte Language S ‘t::::"l:'ludumv for Station Domamn p—
Reguwed

|

[Sesn 22 Termplens])

Group Memberdap V)

Click on the Feature Options tab and ensure that IP Softphone is ticked as shown. Click on
Done, at the bottom of the screen, once this is set.

S 1 R

Active Station Ringing

MWI Served User Type

Per Station CPN - Send Calling
Number

IP Phone Group ID

Remaote Soft Phone Emergency
Cally

LWC Recaption

AUDIX Name
Short/Prefixed Seogistration
Allowed

Voice Madl Number

Faatures

— Always Use

1 tp Audio Hasrpinning

~ Bridged Call Alerting

— Data Restriction

Survivable Trunk Dest

Coverage Message Retrieval

2 Restrict Last Appearance

snge ___[2]
Pr———
nere [
u-v*"\:al]
sze [v]
et v

' Bridged Idle Une Preference

~ Bridged Appesrance Crigination Restriction

Ablrwwiatand Call Diafing (4 Eshamced Coll Foed (E] Butlnn Ausegnimer 8

Mofile Settings (7]

%)

Auto Answer sene v ]
Coverage After Forwarding —3 |
Display Language ogeh |
Hunt to Station

Loss Group i9
Survivable COR vl
Time of Day Lock Table wne[¥]

2 ime Appearance Preference

2 | WC Activation

T coR privacy

¥ Direct 1P-1P Audio Connections
H.320 Conversion

“1 1p video Somphone

Per Button Ring Control

Grsap Merrderabip Y

“Requiced

Lacw
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Click on Commit once this is done to save the changes.

User Profile Edits 71008deyconnect. ocal

i (] e s
Commumication Profile «
Commurcation Profle Passwerd: pesssssiesisaisaniel L

) N ffOara| | @ Cance

¥ Nerner Primary

Defaisr: 2
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:
e Verify Licensing
e Create Switch Connection
Administer TSAPI link
Identify Tlinks
Enable TSAPI and DMCC Ports
Create CTI User
Set Up Security Database on AES
Associate Devices with CTI User

6.1. Verify Licensing

To access the AES Management Console, enter https://<ip-addr> as the URL in an Internet
browser, where <ip-addr> is the IP address of AES. At the login screen displayed, log in with the
appropriate credentials and then select the Login button.

s
o —: B ) e O Teaviemeamm B A AL Aunegement Comcie
Fle 02 Yiew Faootes Took  Help
o A\ ARCCER D B umgTivmpg A\ ARCCEAANE B)AA0A A AEEdempg 5] Aveye-Sonsl 960 Library ) SMOREIVADG
AVAyA Application Enablement Services
Management Contola

Flewse logie bere:
Unermamse com
Passmerd [eose

ot | meset

»
o

.
&
i
L]
H
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The Application Enablement Services Management Console appears displaying the Welcome to
OAM screen (not shown). Select AE Services and verify that both the TSAPI and DMCC
Service is licensed by ensuring that TSAPI Service is in the list of Services and that the License
Mode is showing NORMAL MODE and the same for the DMCC Service. If not, contact an
Avaya support representative to acquire the proper license for your solution.

Murrher =t pror farat izgn entetpne
AVAYA Application Enablement Services PrtarmaitD: A€ ovmpny 0.1
P fles Towes VAN -
Management Console "
AE Services Hote | Halp | Lagout
CVUAN AE Services
oG
~ IMPORTANT: AP Servces mast be restarted for adrirutrative changes to fuly take sffact
OMCC Changes o the Sacurity Detabase 40 not regure & restart
= L sevee | mtetw | Swe ] UcemaMede | Ceweer |
ASAL Lk Manager Jwa {Rurrg W | WA
TVLAN Servce Jarrime Husrrg Jra WA
oemumscatio :
< .l:unhu : Joerioe (== A -
High Avallabiity | EIN Rurrng NORMAL WIDF WA
YA TEAZT Servce | B | | osseas waoe WA
» Licwnn
[Trmesgon Laver Servce | I | [y Jrwa Wa
AD Sarvices HA Mot Cortgered WA NA WA
+ Madntenonen ot
Far shon 00 SO oot phesse 1ae Status amd Control
" O IO COUM. 0000 MOUSS Cwsy The CUe. YIS 388 6 W0MD. O JO 1D D)8

6.2. Create Switch Connection

From the AES Management Console navigate to Communication Manager Interface >
Switch Connections to set up a switch connection. Enter a name for the Switch Connection to
be added and click the Add Connection button.

Application Enablement Services
Managuinent Convole

AVAYA

Commmnicatinm Mansges Latwrtxce | Soitih Commectisss

Swrck Connections
e — rrTTy
T T S I S T Nombr o At Gt \

[ S22 Comactian B2 FRICLAN 3 B3z w320 Qntelense Owieze Carrecec Barvanthty sencyy
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In the resulting screen enter the Switch Password; the Switch Password must be the same as that
entered into Communication Manager AE Services Administration screen via the change ip-
services command, described in Section 5.3. The remaining fields should show as below. Click
Apply to save changes.

AVAyA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Connection Details - cm70vimpg
Interface
Switch Connections Switch Password |"-""""u. |
Dial Plan Confirm Switch Password |------------.. 7|
High Availability Msg Period [20 | Minutes (1 - 72)
Licensing Pravide AE Services certificate to switch []
ol Securs H322 Connection [l
[ ———— Processor Ethernet kA
Security

Status
User Management

Utilities

Help

From the Switch Connections screen, select the radio button for the recently added switch
connection and select the Edit PE/CLAN IPs button (not shown, see screen at the bottom of the
previous page. In the resulting screen, enter the IP address of the procr as shown in Section 5.2
that will be used for the AES connection and select the Add/Edit Name or IP button.

AVAyA Application Enablement Services

Management Console

Commmmanic atinn Manages Interface | Switch Conmnmtioems

+ AL Services

« Commmunication Manager Eont Processor Ethemet I - cnlOvinpg
Interfacn

S M Cunmmctions [30.20.40.33 Ack3/Edit tlarre cr 12

Ousl Plan v
tiagh Avarlahaity 10.10.40.13

| Back
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6.3. Administer TSAPI link

From the Application Enablement Services Management Console, select AE Services - TSAPI
- TSAPI Links. Select Add Link button as shown in the screen below.

AVAYA Application Enablement Services
Management Console
CVLAN TSAPI Links
oL ) e g e ey
bMLC | Edit Link | | Delata Link |
SMS
TsaAr
| * TSAPI Links |

= TSAPI Properties
WS

Interface

On the Add TSAPI Links screen (or the Edit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:
e Link: Use the drop-down list to select an unused link number.
e Switch Connection: Choose the switch connection cm70vmpg, which has already been
configured in Section 6.2 from the drop-down list.
e Switch CTI Link Number: Corresponding CTI link number configured in Section 5.4
which is 1.
e ASAI Link Version: This can be left at the default value of 5.
e Security: This can be left at the default value of both.

Once completed, select Apply Changes.

AVAyA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Links

CVLAN Edit TSAPI Links

DLG Link 1

DMCC Switch Connection

SMS Switch CTI Link Numher

TSAPI ASAT Link Version

= TSAPI Links Security

= TSAPI Properties I Apply Changes || Cancel Changes || Advanced Settings

TWS
Communication Manager

' Interface
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Another screen appears for confirmation of the changes made. Choose Apply.

AVAYA Application Enablement Services

Management Console

AE Services | TSAPIL | TSAPI Links

CVLAN Apply Changes to Link

DLG ‘Warning! Are you sure you wank to apply the changes?
These changes can only take effect when the TSAPI server restarts.

DMCC
L+ Please use the Maintenance -> Service Controller page to restart the TSAPI server.

SMS

TSAPI

= TSAPI Links
= TSAPI Properties
TWS

Communication Manager
Interface

4

When the TSAPI Link is completed, it should resemble the screen below.

AVAyA Application Enablement Services
Managament Coasole
AL Services | TRAPT | TSAPT Linvk»
CVLAN TSAM Links

* THAS] Lizks
= TZAP] Progertes

™ws
, Commamication Manager
Interfucn

High Aundabiiity
 LiEmeng
¢ Maintenanis
o MTwarking

» Becimay

.+ Statum

- User Manasgessernt
o WMilities

» Help
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The TSAPI Service must be restarted to effect the changes made in this section. From the
Management Console menu, navigate to Maintenance - Service Controller. On the Service
Controller screen, tick the TSAPI Service and select Restart Service.

AVAYA Application Enablement Services

Management Console

Maintenance | Service Controller

» AE Services

b Communication Manager Service Controller
Interface
High Availability | Service ____[Controller Status
. Runni
} Licensing [ asa1 Link Manager unning
. [] pmce service Running
~ Maintenance
. O cviLan service Running
Date Time/NTP Server )
[ bLG servics Running

Security Database ,
D Transport Layer Service Running

I Service Controller I TSAPI Sarvice Running

Server Data

For status on actusl services, please use Status and Control
Networking

Security | Start I Stop I Restart Service I Restart AE Server Restart Linux Restart Web Server

Status
User Management

Utilities

Help
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6.4. Identify Tlinks
Navigate to Security - Security Database - Tlinks. Verify the value of the Tlink Name.
This will be needed to configure the Liquid Assure in Section 7.1.

AVAyA Application Enablement Services
Management Console

¢ AE Services
Communication Manager Tlinks
Interface
High Availability Tlink Nama
I ':é:' AVAYAZCMTOVMPGECSTASAESTOVMPG I

} Licemsing

= na {-} # = -
» Maintenance 4 BNAYAZCMTOVMPGECETA-S2AEETOVMPG
. Delete Tlink
} Networking Slete Tn

* Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
@ CTI Users
= Devices
« Device Groups
| s Tlinks |
= Tlink Groups
Worktops
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6.5. Enable TSAPI and DMCC Ports

To ensure that TSAPI ports are enabled, navigate to Networking - Ports. Ensure that the
TSAPI ports are set to Enabled as shown below. Ensure that the DMCC Server Ports are also
Enabled and take note of the Unencrypted Port 4721 which will be used later in Section 7.1.

AVAVA Application Enablement Services
Management Console
Metworking | Ports
} AE Services
» Communication Manager Ports
Interface
High Awvailability CWLAN Ports Enabled Disabled
} Licensing Unencrypted TCP Port 9999 ® O
» Maintenance Encrypted TCP Port 5338 | ® O
~ Metworking
- DLG Paort TCP Part 5678
AE Service IP (Local IF)
Network Configure TSAPI Ports Enabled Disabled
I Ports | TSAPT Service Port 450 ® O
TCP Settings Local TLINK Ports
- TCF Part Min 1024
+ Security TCP Part Max 1038
} Status Unencrypted TLINK Ports
T —— TCP Port Min [1050 |
— TCP Port Max [1085 |
» Utilities
Encrypted TLINK Ports
buticin TCP Port Min [1088 |
TCP Part Max [1081 |
DMCC Server Ports Enabled Disabled
Unencrypted Port [4721 | ® O
Encrypted Dort [4722 | ® O
TR/87 Part [4722 | @ O
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6.6. Create CTI User

A User ID and password needs to be configured for the Liquid Assure to communicate with the
Application Enablement Services server. Navigate to the User Management - User Admin
screen then choose the Add User option.

AVAyA Application Enablement Services

Management Console

User Management | User Admin

» AE Services

Communication Manager User Admin
Interface

» Licensing . . . . . . .
User Admin provides you with the fallowing aptions for managing AE Services users:

Maintenance
»

FrTEETer Fassword
* List All Users
» Security * Modify Default User
* Search Users

» MNetworking

» Status

¥ User Management

Service Admin

User Admin

s Add User

= Change User Password
= List all Users

= Modify Default Users

= Search Users

» Utilities
» Help
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In the Add User screen shown below, enter the following values:

User Id - This will be used by the Liquid Assure setup in Section 7.1.
Common Name and Surname - Descriptive names need to be entered.

User Password and Confirm Password - This will be used with Liquid Assure setup in

Section 7.1.
CT User - Select Yes from the drop-down menu.

Click on Apply Changes at the bottom of the screen.

AVAyA Application Enablement Services

Management Console

User Management | User Admin | List All Users

» AE Services

» Communication Manager Edit User

Interface

High Availability * User Id voice
} Licensing * Common Mame
» Maintenance * Surname
» Networking User Password l:l
» Security Confirm Password LR
) Status Admin Note

Avaya Role [None V|

¥ User Management
Business Category

r— L ]

User Admin
CM Home

Add User I

Change User Password
. '
List All Users I CT User Yes I

Modify Default Users Department Number
= Search Users Display Name

} Utilities Employee Number l:l

Css Home

Enterprise Handle
Given Name

Home Phane

Home Postal Address l:l
Labeled URI ]
drganization l:l
Preferred Language
Room Number l:l
Telephone Number l:l

I Apply Changes I Cancel Changes |
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6.7. Associate Devices with CTI User

Navigate to Security - Security Database - CTI Users - List All Users. Select the CTI
user added in Section 6.6 and click on Edit.

VAYA Application Enablement Services

Management Console

Security | Securtty Dutnbase | CTT Users | List All yars 1ome | Halp | Logeet

+ AE Services

. Communication Manages CTl Usars
Intorface

et o [ w0 | commonmame | worteeSeme | Owiewn |
® voce o ‘

» LUicemsing

. . NOME [n-m[
. wetworking Lot | commi

¥ Security

Acctuet Managumest
Audit

Cartificate Managoment
Enterprise Divectory
Host AL

pare

Stcurity Dutubvasse

In the main window ensure that Unrestricted Access is ticked. Once this is done click on Apply
Changes.

Last logim:

AVAyA Application Enablement Services ke

Server Offq
Management Console SW Versiof

Server Dat
HA Status:

Security | Security Database | CTI Users | List All Users

» AE Services

N Communication Manager Edit CTl User
Interface
High Availability User Profile: User ID voice
T 5 Common Name voice
icensin
& g Worktop Name NONE
LT AT e I Unrestricted Access I
» Networking
¥ Security Call and Device Control: Call Origination/Termination and Device Status None v
Account Management ) o . o
Call and Device Monitoring: Device Monitoring None
Audit
Calls On A Device Monitoring None v

Certificate Management Call Monitoring

Enterprise Directory

Host AA Routing Control: Allow Routing on Listed Devices MNone

PAM I Apply Changes I| Cancel Changes

Security Database
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7. Configure Liquid Assure

The installation of Liquid Assure Recording is typically carried out by a Liquid Voice certified
engineer and is outside the scope of these Application Notes. For information on the installation
of Liquid Assure contact Liquid Voice as per the information provided in Section 2.3.

The following sections will outline the process involved in connecting the Liquid Assure to the
Avaya solution. All configuration of the Liquid Assure for connection with the AES is
performed from an application on the Liquid Assure server called Recording Service
Configuration Tool, open this application as shown below depending on the Operating System
of your server.

AppPS

Recording Service Configuration..

. Recordng Service Configuration Tool
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7.1. Configure connection to AES

With the Recording Service Configuration Tool opened, select the DMCC tab as shown, here the
following information is added.

TLink String
User/Password
AES IP Address
CM/CLAN IP

Recording IP
Protocol Version

This is the Tlink information from Section 6.4.

This is the username and password configured in Section 6.6.
This is the IP address of the AES server.

This is the IP address of Communication Manager as per Section

5.2 where the procr address is displayed.

Conferencing Setto N.

Separate Calls

This is the IP address of the Liquid Assure server.
Setto 7.0.

Set to Y/N** (see below for further explaination).

The remaining fields were left as default. Save can be pressed before moving to another tab.

e

=~ Liguid Voice | Configuration

= - |

LIQUID

O

|Status |Options DMCC

Extensions

Enabled

User / Password voice

Recording IP

Protocol Version 7.0

Silent Padding * |¥

2 Yes

TLink String AVAYARCMTOVMPGHCSTARAES 7 OVMPG

AES IP Address  10.10.40.16
CM / CLAMN IP 10.10.40.13

Switch Name *  CM7OVMPG

-

Separate Calls* N

No

s e

Port* 4721

-

Single Step Conferencing M~
DisableMultiRegMonitor * N =

Use Jitter Buffer *

* denotes optional field

Reload

| save || Ext |

e

** Setting can be Y or N with Y separating calls for hold/transfer/conference. This setting will
change the number of recordings present for calls that were held, transferred and conferenced.

Separate Calls was set to both Y and N for compliance testing and works equally well for both.
Whilst this setting is configurable it is advisable to consult Liquid Voice if you are considering
changing this setting.
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Click on the Extensions tab, all the Avaya phone sets that are to be “monitored” or recorded are
added to the tab. If there are passwords on the phone sets and in this case there was of 1234
which was the case for all phone sets then a Fixed password can be applied as shown below.
Entering each Extension No and clicking on Save at the bottom of the screen will result in the
password being populated automatically for each extension.

i ™
LIQUIDVOICE -~
L S el .
O

Status | Options | DMCC | Extensions

Use the tahs below to configure the required devices. Not all devices are
required depending on the other configuration options specified.

# Extension No Password ‘ol
I 70s0 1234
2 F000 1234
3 7100 1234
4 7101 1234
5 7010 1234 3
[ 7011 1234
7 7001 1234
B F020 1234
] 7021 1234 L4
Password Policy
) Individual ) Use Ext No @ Fixed 1234

Recording Devices |Hllﬂt Groups
Reload Save | Exit |

This concludes the setup of the Liquid Assure Server for DMCC Multi-Registration recording.
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8. Verification Steps

This section provides the steps that can be taken to verify correct configuration of the Liquid
Assure and Avaya Aura® Application Enablement Services.

8.1. Verify Avaya Aura® Communication Manager CTI Service State

Before checking the connection between the Liquid Assure and AES, check the connection
between Communication Manager and AES to ensure it is functioning correctly. Check the
AESVCS link status by using the command status aesvcs cti-link. Verify the Service State of
the CTI link is established.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 5 no aes70vmpg established 18 18

8.2. Verify TSAPI Link

On the AES Management Console verify the status of the TSAPI link by selecting Status >
Status and Control > TSAPI Service Summary to display the TSAPI Link Details screen.
Verify the status of the TSAPI link by checking that the Status is Talking and the State is
Online.

AVAYA Application Enablement Services

Managemen Console

Shtus | Hhatirs wed Comtrl | THAFT Service Summary

TSAPT Link Dstasls

Enwe pagn wh o onry | 60 V| mends

Lok 10 Triee Smoh
[c [ : ] Mg I‘ : Men hew 22 3013938 2038 Qakre 7 l i ! 33 ]
L)

Taking | s I! » I

Sabse || o

For sarve-woe riernatn saoces e o Je iicwry

TRAN Rarviw Wit | TLek Mtates I e
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8.3. Verify DMCC link on AES

Verify the status of the DMCC link by selecting Status - Status and Control > DMCC
Service Summary to display the DMCC Service Summary — Session Summary screen. The
screen below shows that the user voice is connected from the IP address 10.10.40.59 which is the

Liquid Assure server.

Management Console

AVAyA Application Enablement Services - _." . o

ome | Melp | Logomt

Status | Status snd Control |OMOC Service Susnmary

+ AE Services
| Communication Mamager DMCC Sarvics Summary - Sension Semmary

Intortaco X

sagh Avallaheety Sty
+ Licansing oo pa)e reein every 60 V| secony
+ Malmtesance Teancn Surmary evice Summary

Serersind on Wed May 11 745339 15T 2ate

* Wetworking Sersce Ugthme Evys, 74 dawrs 37 mentes
+ Secaity Number of Active Sezwens:

¥ Ststus

i
t
Wumber of Seysions Oreated Since Service Bootr t
Number of Existing Devices 9
R Wumber of Devices Crestad Snce Serves Boot: §

Log Masager | Sexvion LU Aoplication tar end Hiestilier # of Assockated Devices

IICDTFD'JXZ TEAETEIO9A 1EIE2SUFBASEARO O vorce ||Uoud Recorging |10,10.40,59 AML Unercrypted

- _g’!‘_l S Yetnersiest Resenns ;|
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8.4. Verify calls are being recorded

From any of the monitored Avaya endpoints make a series of inbound and outbound calls. Once
these calls are completed they should be available for playback through a web browser to the

Liquid Assure server.

Open a browser session to the Liquid Assure server as is shown below. If Liquid Assure is
configured for single sign-on the list of recordings will automatically appear, else enter
appropriate login credentials and click on Login.

i

LIQUID

Email:

Password:

Logn

=TT

N *x O

Once logged in the following window is automatically displayed. By default the system shows
the most recent recordings first. There is a search panel on the left that can be used to filter the
recording list by an abundance of different criteria. Click Play on the desired recording and this
will open the built-in audio player and play back the call.

L0 LQUID

Wb T " D
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The player is opened and the recording is presented for playback. Click on the Play/Pause icons
at the bottom of the screen to control and to play back the recording. Double clicking on the
waveform will skip forward and backwards during playback as required.

Nexorthing Octinds

g e B 11 Moy 2016 16-34:25 Tk My
BUE Secvice Team L S [T O thound DatSoud C1

|60 o e (3] i e (3] 2 re Y 18 24 L= ] L

N N I S SN R AT TR Do trd o™
Volume (100%)  Magback Speed (100%) 0:07 Sdection |
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8.5. Verify Liquid Voice Services

If these recordings are not present or cannot be played back the Liquid Recording service may
not be running or may need to be restarted. The Liquid Assure server can be logged into and
checked to ensure that the Liquid Recording service is running.

A restart of the Recording service is required following certain configuration changes whilst
others such as adding and removing Recording Devices can be changed ad-hoc. There may be a
number of installed services associated with Liquid Voice, for the purposes of this document
only the Recording service requires a restart.
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9. Conclusion

These Application Notes describe the configuration steps required for Liquid Assure R7.1 from
Liquid Voice to successfully interoperate with Avaya Aura® Communication Manager R7.0
using Avaya Aura® Application Enablement Services R7.0 to connect to using DMCC Multi-
Registration to record calls. All feature functionality and serviceability test cases were completed
successfully with some issues and observations noted in Section 2.2,

10. Additional References

This section references the Avaya and Liquid Voice product documentation that are relevant to
these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.
[1] Administering Avaya Aura® Communication Manager, Document 1D 03-300509
[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Document ID 555-245-205
[3] Avaya Aura® Application Enablement Services Administration and Maintenance Guide
Release 7.0

Product documentation for Liquid Voice products may be found at:

o Website http://www.liguidvoice.com
e Telephone  +44 (0) 113 200 2020
e Email support@liquidvoice.com
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Appendix

Avaya one-X® Agent Softphone
This is a printout of the Avaya one-X® Agent softphone used during compliance testing.

display station 7011 Page 1 of 5
STATION
Extension: 2100 Lock Messages? n BCC: O
Type: 9630 Security Code: * TN: 1
Port: S00031 Coverage Path 1: COR: 1
Name: one-X Agentl Coverage Path 2: COS: 1
Hunt-to Station: Tests? y
STATION OPTIONS
Location: Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 7011
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? Y

display station 7011 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any Idle Appearance? n

LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference? n
Per Button Ring Control? n Bridged Idle Line Preference? n
Bridged Call Alerting? n Restrict Last Appearance? y
Active Station Ringing: single
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled
Multimedia Mode: enhanced Audible Message Waiting? n
MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s

Multimedia Early Answer? n
Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 7011 Always Use? n IP Audio Hairpinning? n
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display station 7011 Page 3 of
STATION

Conf/Trans on Primary Appearance? n

Bridged Appearance Origination Restriction? n

Call Appearance Display Format: disp-param-default
IP Phone Group ID:
Enhanced Callr-Info Display for 1-Line Phones? n

ENHANCED CALL FORWARDING

Forwarded Destination Active
Unconditional For Internal Calls To: 1000 n
External Calls To: 1000 n
Busy For Internal Calls To: n
External Calls To: n
No Reply For Internal Calls To: n
External Calls To: n
SAC/CF Override: n
display station 7011 Page 4 of
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: 0
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:
BUTTON ASSIGNMENTS
1: call-appr 5: manual-in Grp:
2: call-appr 6: after-call Grp:
3: call-appr 7: aux-work RC: Grp:
4: auto-in Grp: 8:
voice-mail
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Avaya 9608 H.323 Deskphone
This is a printout of the Avaya 9608 H.323 deskphone used during compliance testing.

display station 7000 Page 1 of 5
STATION
Extension: 7000 Lock Messages? n BCC: O
Type: 9608 Security Code: * TN: 1
Port: S00000 Coverage Path 1: 1 COR: 1
Name: Ext2000 Coverage Path 2: COSs: 1
Hunt-to Station: Tests? y

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 7000
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: yes

Customizable Labels? y

display station 7000 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any Idle Appearance? n
LWC Activation? Coverage Msg Retrieval? y
LWC Log External Calls? Auto Answer: none

CDR Privacy? Data Restriction? n

n

Per Button Ring Control? Bridged Idle Line Preference? n
Bridged Call Alerting? Restrict Last Appearance? y

Yy
n
n
Redirect Notification? y Idle Appearance Preference?
n
n
s

Active Station Ringing: single

EMU Login Allowed? n

H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled

Multimedia Mode: enhanced Audible Message Waiting?

MWI Served User Type: sip-adjunct Display Client Redirection?

Select Last Used Appearance?

Coverage After Forwarding?
Multimedia Early Answer? n

Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 7000 Always Use? n IP Audio Hairpinning? n

(/)W Rite o]
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display station 7000 Page 3 of 5
STATION

Conf/Trans on Primary Appearance? n
Bridged Appearance Origination Restriction? n Offline Call Logging? y
Require Mutual Authentication if TLS? n

Call Appearance Display Format: disp-param-default
IP Phone Group ID:

Enhanced Callr-Info Display for 1-Line Phones? n

ENHANCED CALL FORWARDING

Forwarded Destination Active
Unconditional For Internal Calls To: n
External Calls To: n
Busy For Internal Calls To: n
External Calls To: n
No Reply For Internal Calls To: n
External Calls To: n
SAC/CF Override: n
display station 7000 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: O
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:

BUTTON ASSIGNMENTS

1: call-appr 5: call-park
2: call-appr 6:
3: call-appr 73
4: extnd-call 8
voice-mail
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