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Application Notes for configuring Axis Communications AB
AXIS A8105-E Network Video Door Station with Avaya IP
Office Server edition with 500v2 Expansion 10.1 — Issue 1.1

Abstract

These Application Notes describe the configuration steps for provisioning the AXIS A8105-E
Network Video Door Station from Axis Communications AB to interoperate with Avaya IP
Office Server Edition with 500v2 Expansion.

Readers should pay particular attention to the scope of testing as outlined in Section 2.1, as
well as observations noted in Section 2.2 to ensure that their own use cases are adequately
covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for provisioning the AXIS A8105-E
Network Video Door Station from Axis Communications AB to interoperate with Avaya IP
Office Server Edition with 500v2 Expansion.

AXIS A8105-E Network Video Door Station is an open, non-proprietary IP-based door station
for two-way communication, identification and remote entry control. It is a robust outdoor unit
with a high performing intercom function providing clear, uninterrupted an echo-free speech also
in the most demanding situations.

The unit supports Session Initiation Protocol (SIP) for easy integration with Avaya IP Office to
meet advanced audio and video communication needs. AXIS A8105-E is equipped with multiple
inputs and outputs for remote control of door locks as well as other equipment.

2. General Test Approach and Test Results

The interoperability compliance testing evaluates the ability of the AXIS A8105-E Network
Video Door Station (Axis Door Phone) to make and receive calls to and from Avaya Digital,
H.323 and SIP desk phones as well as hunt groups, mobile/PSTN endpoints and a video enabled
softphone. The Axis 8105-E Network Video Door Station is registered on IP Office as a third
party SIP extension.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya’s formal testing and Declaration of Conformity is provided only on the
headsets/Smartphones that carry the Avaya brand or logo. Avaya may conduct testing of non-
Avaya headset/handset to determine interoperability with Avaya phones. However, Avaya does
not conduct the testing of non-Avaya headsets/Smartphones for: Acoustic Pressure, Safety,
Hearing Aid Compliance, EMC regulations, or any other tests to ensure conformity with safety,
audio quality, long-term reliability or any regulation requirements. As a result, Avaya makes no
representations whether a particular non-Avaya headset will work with Avaya’s telephones or
with a different generation of the same Avaya telephone.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.
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Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and the Axis 8105-E did not include use of any specific encryption features as requested by Axis.

2.1. Interoperability Compliance Testing

The compliance testing included the test scenarios shown below. Note that when applicable, all
tests were performed with Avaya SIP phones, H.323 phones Digital phones, and PSTN
endpoints.

e Registration of door phone.

e Invalid usernames/passwords for registration.
e Basic calls.

e Transfer/Conference/Forwarding.

e Codec support.

e DTMEF support.

e Video call.

e Serviceability testing.
2.2. Test Results
All test cases passed successfully.

2.3. Support

Support from Avaya is available by visiting the website http://support.avaya.com and a list of
product documentation can be found in Section 10 of these Application Notes. Technical support
for the AXIS A8105-E Network Video Door Station product can be obtained as follows:

Axis Communications AB

Tel: +46 46 272 18 00

Fax: +46 46 13 61 30
http://www.axis.com/global/en/learning-and-support
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3. Reference Configurati

on

Figure 1 shows the network topology during compliance testing, an AXIS A8105-E Network
Video Door Station from Axis Communications AB with IP Office Server Edition and 500v2

for Windows

Expansion.
________ -
| |
Avaya |P Office 500v2 ‘
Expansion Avaya P Office ‘
|
| |
Avaya 9508 Digital ‘
Deskphone
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Figure 1: Connection of Axis Communications AB A8105-E Network Video Door Station
with Avaya IP Office Server Edition with 500v2 Expansion
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Equipment and Software Validated

The following equipment and software was used for the compliance test.

Equipment/Software

Version/Release

Avaya IP Office Server Edition running on a
virtual platform

R10.1.0.0.0 Build 237

Avaya IP Office 500 V2

R10.1.0.0.0 Build 237

Avaya IP Office Manager

R10.1.0.0.0 Build 237

Avaya 9608 Deskphone

H.323 Release 6.6401

Avaya 1120e Deskphone

SIP R04.04.23.00

Avaya 1616-1 Deskphone H323 1.390A
Avaya 9408 Digital Deskphone V2.0
Avaya Communicator for Windows V213

Axis Communications AB AXIS A8105-E
Network Video Door Station

Firmware Version 1.65.1.1

Note: Testing was performed with IP Office Server Edition .Testing also applies to an IP

Office 500 V2 standalone system.
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4. Configure Avaya IP Office

Configuration and verification operations on Avaya IP Office illustrated in this section were all
performed using Avaya IP Office Manager. The information provided in this section describes
the configuration of Avaya IP Office for this solution. It is implied a working system is already
in place. For all other provisioning information such as initial installation and configuration,
please refer to the product documentation in Section 8. The configuration operations described in
this section can be summarized as follows:

e Launch Avaya IP Office Manager.

e Display LAN Configuration.
e Configure New SIP User.
e Save Configuration.

4.1. Launch Avaya IP Office Manager

From the Avaya IP Office Manager PC, go to Start > Programs - IP Office > Manager to
launch the Manager application or use the shortcut on the desktop (not shown). A login window
will automatically appear, using the appropriate credentials click OK to log in.

i Avaya IP Office anage
File Edit View Tools Help
= - i Ar=2 = a2
IP Offices \
R BOOTP (2)
4% Operator (3)
a4 '
Configuration Service User Login
1P Office: Server (Primary System - IPO-Linux-PC)
Service User Name Administrator
Service User Password  eeseesees|
[ oK I [ Cancel ‘ ‘ Help
A
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Click on Configuration to open the configuration GUI for both the Server Edition system and

the expansion system.

File Edit View Tools Help

Solution <

E-H A SH

Server Edition

Summary

_ Senver Eeition Primary

= Hardware Installed
Control Unit: IPO-Linux-PC
Secondary Server NONE
Expansion Systems: 10.10 4020

Serial Number: 0050569473d8
= System Settings

IP Address: 10.10.

Sub-Met Mask: 255

System Locale: Ireland

Device ID: NONE

Mumber of Extensions on System: 10

Solution

System Identification: 270e493084d7e2558cef0a4172efadbd0883c040

51
® Primary Server Server  10.10.40.25 9 10
& Expansion System . N2Exp 10104020 Bothway 25 4

. Configuration

.J- System Status

E Voicemail Administration

@ Resilience Administration

] »

m

* On-boarding

‘.? IP Office Web Manager

® te M

¢ et All Nodes to Sele
-8 Set All Nodes to Select

4.2. Display LAN Configuration

Once logged in, navigate to System in the left window and this will display the IP Office system
properties in the main window. Select the LANL1 tab in the main window and within that tab
select the LAN Settings tab. This displays the IP Address information for the Axis door phone

to register to in Section 5.2.

& BOOTP (2)

# Operator (3)

= Solution

----- § User35)

..... a Group(3)

----- 82 Short Code(15)
----- 2w Directory(0)
£ Time Profile(0)
Account Code(@)
--§3 User Rights(9)

""" i@ Location(0)
[x-==p (PG)Server
=5 (PG)V2Exp
... ¥ System (1)

..... T4 Line (12)
<y Control Unit (4)
----- 4y Extension (41)
----- § User2m

..... u Group (2)

----- @ Incoming Call Route (4
----- E8 WanPort (0)

----- &0 Firewall Profile (1)

----- IP Route (21

----- % Licence (33)

""" @ Tunnel (0)

..... i@ Location (0)
..... m Authorization Code (1)

Name

=

IV2Exp

| Systern I LANL i LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events

LAN Settings |‘u’oIP | Network Topology|

Mumber Of DHCP IP Addresses |10 =
DHCP Mode
) Client

) Server () Dialin @ Disabled

IP Address o 10 . 2. ]

IP Mask 255 . 255 . 255 . 0

Primary Trans. IP Address 10 .10 . 40 . 1

RIP Mode [None hd
[T Enable NAT
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Selecting the VolP tab displays the Domain Name and the UDP, TCP and TLS Port details
used in the configuration of the Axis door phone in Section 6.2.

Systern | LANL | L AN2 | DNS |Voicemai| | Telephony | Directory Services | Systern Events | SMTP | SMDR | Twinning |VCM | Codecs
LAN Settings | VoIP  § Metwork Topology

H323 Gatekeeper Enable
[] Auto-create Extn Auto-create User [] H323 Remote Extn Enable

1720

SIP Trunks Enable

I SIP Registrar Enable I

[7] Auto-create Extn/User [T] SIP Remote Extn Enable
Domain Name devconnect.local

upe UDP Port |5060 : 5060
Layer 4 Protocol TCP TCP Port 5060 = 5060

TLS TLS Port 5061 = 5061
Challenge Expiry Tirne (secs) 10 =

4.3. Configure New SIP User

From the left window right click on User and select New as shown below, this will allow a new
user to be added to IP Office, this new user will be a SIP user.

IP Offices User =
R BOOTP (6) Mame B User [y
- Operator (3) 5201 52
[=-%=7 [POSL(PG)V2Exp §r5202 52 Mame
----- 529 System (1) &"5220 53
----- T4 Line (12) i Password
ool Y New | N
..... § Mew User Rights from user
---- ﬁ EP:DI;ItpCm & Cut Ctrl+X
..... art Cd
..... @ Service (|58  Copy Ctrl+C
""" % RAS (1) , Paste Ctrl+V
----- Incomin| .,
_____ &) WaN po| ¢ Delete Ctrl+Del
----- @m Directory + Validate
_—
""" £ Time Pr Connect To... Crl+T
&0 Firewall
----- irewa
..... Bl 1P Route Mew from Template (Binary)
----- : Account Export as Template (Binary)
----- = License
..... i Tunnel (i Show In Groups
..... ] U R
_____ ng'. A;E;(ll)g Customnize Columns...
""" & Location Apply User Rights to users
----- a Authoriz .
Copy User Rights values to users
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Within the User tab at the top of the screen, enter a suitable Name and Password for the user.
Add the Extension number as shown below.

P
e
-

Door2 5200: 5200

£

User I‘u’oicemail | DND | ShortCodes | Source Numbers | Telephony | Forwarding | DialIn | Veoice Recording | Button Programming

Marme

Password

Confirm Password
Cenference PIN
Coenfirm Conference PIN
Account Status

Full Name

Extension

Email Address
Locale

Priority

System Phone Rights
ACCS Agent Type

Profile

Door2 5200

Enabled

Axiz Door Phone 500%2

5200

[

E

[None

Mone

[ Power User

[] Receptionist

Enable Softphone

Enable one-X Portal Services
Enable one-X TeleCommuter
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Navigate to the Supervisor Settings tab, enter the Login Code for the SIP user and note that this
password will be required for the Axis door phone configuration in Section 5.3. Click on OK to
save the configuration.

7 Door2 5200: 5200* =L IR AR ARRE

| User |‘u"oicemai| | DMD | ShortCodes | Source Numbersl Telephony IForwarding | Dial In |‘u"0ice Recording | Button Programming | Menu Pregrammin * | *

| Call Settings| Supenvisor Settings | Multi-ine Options | CallLog [ Tul |

Login Code LTI [T] Force Login

Confirm Login Code LLLL)

LoginIdle Period (secs) [ Force Account Code
Meniter Group [<Nor‘|e:- v] [T] Force Authorization Code
Coverage Group ’<Nor‘|e> v] [T] Inceming Call Bar

Status on Mo-Answer ’Logged On (Ne change) v] [] Outgoing Call Bar

[ Inhibit Off-Switch Ferward/Transfer
[ Can Intrude
Cannot be Intruded

Reset Longest Idle Time
@ AllCalls

) External Incoming [[] Can Trace Calls

[T] Deny Auto Intercom Calls

] 1 | »

I QK ][ Cancel H Help
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Navigate to Button Programming and the three call appearance buttons should already be
programmed, click on OK. If not create the appearance buttons (not shown) and click on OK.

= 5280: 5280* e -8 X | v«

| User | Voicemail | DND | Short Codes | Source Numbers | Telephony | Forwarding | Dial In | Voice Recordingl Button Programming I Menu Programming | M| 1

Button ... Label Action Action Data i Remaove
1 Appearance a= =
Edit...

2 Appearance b= ]

3 Appearance c= T
1

5 Paste
6

7

8

9

11
12
13
14
15
16
17
18
19
20
21
22
23
24 v

I OK ” Cancel ] Help

Display all buttons

On the subsequent screen, ensure that SIP Extension is selected and click on OK to create the
SIP extension along with the new user.

Avaya IP Office Manager

‘Would you like a new VolP extension created with this number?

(71 Mone
i) H323 Extension
@ SIP Bdension
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4.4. Save Configuration

Once all the users and extensions have been created click on the Save icon at the top of the
screen, which will bring up a new window and click on OK to save the new configuration.

Configuration

= Door2 5200: 5200 g X v <>

- & BOOTP ()

it Operator (3)

=% Solution

L@l User(35)
ik Group(3)
+-@% Short Code(15)
s Directory(0)
£ Time Profile(0)

Account Code(8)
3 User Rights(3)
Location(0)
# IPO91(PG)Server
(=557 IPOIL(PG)V2Exp
9 System (1)
7 Line (12)

= Contral Unit (4)
A Extension (41)
§ Userm
ﬂ Group (2)
8% Short Code (18)
B Service ()
o RAS 1)

2 WanPort (0)

& Firewall Profile (1)
Bl 1P Route (2)

% Licence (33)

W Tunnel (0)

¥ ARS (1)

i Location (0)

@ Incoming Call Route

Name

§r5201
§r5202

Extensi
5201
5202
5220

§5220

| User | Veicemail [ DND [ shortCodes | Source Numbers | Telephony | Forwarding | Dial In [ Voice Recording | Button Programming | Menu Programmin « | +

Call Settings | Supervisor Settings | Muli-line Options | Call Log [ Tu1 |
Lo = L | Enecel

%" Send Multiple Configurations

EE)

Select .
1P Office

»

Change
Mode

Error
Status

I

Incoming
Call Barring

0

Outgoing
Call Barring

0

RebootTime Progress

0%

oK I [ Cancel

I

Help

28 Authorization Code (1)

AmMNoUser
frmRemoteManager

g-sp 5221 5221

T

1
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5. Configure AXIS A8105-E Network Video Door Station

The configuration of the Axis door phone uses a web interface.

Note: The door phone obtains its IP address using DHCP and this was the way in which an IP
address was given to the device during compliance testing.

Open a web session to the IP address of the Axis door phone, enter the appropriate credentials
and click on OK.

Windows Security lﬁj

[7] Remember my credentials

I QK ” Cancel I

Please refer to Axis Communications documentation listed in Section 8 of these Application
Notes for further information about the Axis door phone configuration. The following sections
cover specific settings concerning SIP and the connection to IP Office.
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5.1. Configure SIP Settings

The initial step is to enable SIP-functionality as shown below. Some AXIS products have a SIP
Setup Assistant that provides an easy setup for the entire product (for example button-initiated
calls on Network Video Door Station). This guide only shows how to set up an account in the
AXIS product, not the specific product capabilities. If a Setup Assistant is available, it’s
recommended that this is used. Click on VVolP = SIP Settings in the left window, in the main
window ensure that Enable SIP is ticked under SIP Settings and Allow incoming SIP calls
under Incoming SIP Calls. Under the Audio Codec Settings, select the codecs that are to be
used and click on Save once all is configured correctly.

» Basic Setup

+ Video & Audio

* VolIP
O"-'Ie.-"-'liel\ﬂdl
SIP Settings
VMS Settings
Account Settings
DTMF Settings

+ Live View Config

+ Detectors

+ Applications

+ Events

+ Recordings

Languages

+ System Options

About

AXISa  AXIS A8105-E Network Video Door Station

SIP Settings

SIP Setup Assistant

Start the setup assistant for easy SIP configuration.

SIP Settings

#| Enable 51P

Calling timeout (secends): |60
Incoming SIP Calls

? Allow inceming SIP calls

Port Settings
SIP port: S0e0
SIP TLS port: S0e1
RTF start port: 4000
NAT Traversal

Enable ICE

Enable STUN

Enable TURN
Audio Codec Settings

L16/8000 (8000 Hz)
speex/16000 (16000 Hz) =
speex/8000 (8000 Hz)
3.726-32 (8000 Hz) —

Advanced SIP Settings

Disable Automatic UDP to TCP Switch

Save

Live View | Setup | Help

O

Start...

PCMA (8000 Hz)
apus (48000 Hz)
Lig/16000 (16000 Hz) e
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5.2. Configure Account

Click on Account Settings under VVoIP in the left window. Click on the Add button in the main
window.

AXISa AXIS A8105-E Network Video Door Station Live View | Setup | Help

..............

Account Settings (2]

Name SIP address Transport Default Reg. status

+ Basic Setup

+ Video & Audio

* VoIP
Overview
SIP Settings
VMS Settings
Account Settings
DTMF Settings

+ Live View Config

+ Detectors

| Add... | Modify... || Remove |

+ Applications

Test SIP Call
r Events Make a test call frem the selected SIP account to the specified SIP address.

. Test call
» Recordings
Languages

+ System Options

About
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Enter the following details under the General tab:

e Name:

e UserID:
e Password:
e Caller ID:

e Domain Name:
e Registrar address:

Enter a suitable name for the SIP account.

Enter the SIP user number configured in Section 4.3.

Enter the password for the SIP user created in Section 4.3.
This should be the extension number created in Section 4.3
The IP Office SIP domain.

The IP address of the IP Office.

- AXIS AB105-E Metwork Video Door Station - Google Chrome —

(D 10.10.16.129/admin/account_set.shtmi?doAction=add
Add Account

General Network Video

Account Information

Mame: idecDoorEntry

| Default account [Mote that only one account can be the default account.)

Account Credentials

User ID: 5200 |

#| Uze User ID 2= Authentication ID

Ciemain name:

Registrar address:

Authentication 1D: £200
Password: L
Caller ID: £200

SIP Server Settings

devconnect.local

Save Cancel
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Select the Network tab and select the transport mode to be used, this can be UDP, TCP or TLS,

however only UDP and TCP were tested and work correctly with IP Office. Click on Save to
save the Account information.

-

a4 AXIS AB105-E Network Video Door Station - Google Chrome =RAC X )
() 10.10.16.129/admin/account_set.shtml?doAction=add# T
Add Account 2

General Network Video

Transport Settings

Enable SIFS
Transport mode: |TCR ¥
Media encrypticn: none ¥

Allows port update messages through MWI
Proxy Settings

Address Username
I_.l
= 1
Add...
| Save | | Cancel |
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5.3. Configure DTMF Settings
Tick the required way in which DTMF will be sent. Send as SIP INFO packets or as specially

marked events in the RTP stream using RFC 2833.

.............

» Basic Setup

» Video & Audio

~ VolIP
Overview
SIP Settings
VMS Settings
Account Settings
DTMF Settings

» Live View Config

+ Detectors

» Applications

+ Events

» Recordings

Languages

» System Options

About

DTMF Settings

DTMF Configuration for SIP Accounts

AXISa AXIS A8105-E Network Video Door Station

Live View | Setup | Help

(2

+ Peer-to—peer accounts (No local accounts) "

¥ DTMF using SIP INFO (RFC2976)

¥ DTMF using RTP (RFC2823)
Associated DTMF Sequences

Name

Sequence

¥ B275060 (8275060)
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5.4. Configure Events

In order to create an event both a recipient and an action rule must be created. A recipient is
created before an action rule.

5.4.1. Add a new recipient
Click on Events - Recipients in the left window and in the main window, click on Add.

AXISa.  AXIS A8105-E Network Video Door Station Live View | Setup | Help

» Basic Setup REC'F"ents 0
i . Recipients List

' Video & Audio Name Type Address Upload path Usar name

F VoIP
r Live View Config
' Detectors
+ Applications
~ Events
Action Rules

Recipients
Schedules Add... View .. Copy.s- Remove

Recurrences
» Recordings
Languages
} System Options

About

Enter a suitable Name for the Recipient and ensure that Type is set to SIP. The From and To
fields must be chosen. The From SIP account should be that created in Section 5.2. The To SIP
address will be the IP Office extension that is to be called. A Test can be done to verify the call
to the extension before it is saved.

Recipient Setup 2
Name: MainReception

Type: SIP v

From SIPF account: 3200 (5200) A

To SIP address: :s,ip:E-l?DDDD@lD.lD.lE. 77

Test

Test the connection between the selected SIP account and the specified SIP
address. The call will end autematically.

Select SIP account: | 5200 (5200) v Tect
Ok Cancel
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A number of different recipients are normal for such a test, where various IP Office endpoints
can be called, or perhaps a number of hunt groups.

..............

» Basic Setup
+ Video & Audio

' VoIP

+ Detectors

+ Applications

~ Events
Action Rules
Recipients
Schedules
Recurrences

» Recordings

Languages

+ System Options

About

 Live View Config

AXIS A8105-E Network Video Door Station

Live View | Setup | Help

(@)

Recipients

Recipients List

Mame Type Address Upload path User name
8270001 sIp sip:8270001210.10.16.77 -

8275000 sIp sip:8275000210.10.16.77 -

| __Add... || View... || Copy... | | Remove

5.4.2. Modify Action Rule

An action rule can now be modified to include the participant created in Section 5.4.1. Under
Events in the left window click on Action Rules and in the main window select the BUTTON:
Make Call rule and click Modify as shown below.

AXiSa.

» Basic Setup
» Video & Audio
r VoIP
*» Live View Config
* Detectors
» Applications
+ Events
Action Rules
Recipients
Schedules
Recurrences
* Recordings
Languages

» System Options

About

Action Rules

Action Rule List

AXIS A8105-E Network Video Door Station

Live View | Setup | Help

o

Mame Trigger Schedule Action Recipient
#| AUDIO: Calling Call - State Play Audio Clip
#| AUDIO: Stop on Active call Call - State Stop Audia Clip
| AUDIO: Stop on Idle call  Call - State Stop Audio Clip
BUTTON: Make Call o gﬁ; FrzlirE] Make Call 8270001 ¥
. VMS o Input Signal - Digital y
#| BUTTON: WMS call Input Port Make Call VMS v
| LIGHT: Active call Call - State Activate Light
#| LIGHT: Calling Call - State Activate Light
| LIGHT: Idle Call - State Activate Light
7 TAMPERING: Shock Detectars - Shock Output Port -
n n o :
| Add... | |__Copy..- | | Meodify... || Remove
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The General section displays what is shown by default, and if not change it to what is displayed
below or to whatever condition is required. Under the Actions section the Type is set to Make
Call and the Recipient is set to that recipient created in Section 5.4.1. This will ensure that when
the button is pressed a call is made to the recipient. Click on OK to save the configuration.

Action Rule Setup O

General
#| Enable rule

Mame: BUTTOMN: Make Call
Condition
Trigger: Input Signal v
Digital Input Port ¥
Call button (Port 1) v
Active: * Yes Mo
Schedule: |A|n.‘a','5 (Mo Schedule) A MNew Schedule

Additional conditions

Actions
Type: Make Call r
Recipient: 8270001 v Mew Recipient
OK Cancel
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6. Verification Steps

Pressing the Axis door phone button, answering the call from the IP Office set and ensuring there
IS two-way speech and video (where possible) is the ultimate verification that the product works
and is connected and configured correctly. The steps below can also be taken to ensure that the
Axis door phone is registered correctly with IP Office and some monitoring tips to see that this is

the case.

6.1. Verify Registration from Avaya IP Office

Open IP Office Monitor as shown below.

W 7-Zip

. Accessories

. Armory

. Avaya

.. Avaya VPN Client

. AVG

. AVG Zen

.. Bitcoin Core

.. Fijowave Portal VPN
. FileZilla FTP Client

. Games

. Garmin

. IP Office
A\ 1P Office Knowledge Base
W Manager

&k Monitor

«J System Status
[4 Uninstall IP Office Admin Suite
. Java
. Maintenance
. Microsoft Office
. Microsoft Silverlight

Administrator
Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

Shut down || > | J
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Once connected to the desired IP Office information, SIP calls and registrations will be shown
(as long as the correct filter is applies for SIP messaging (not shown)). Below is an example of a
message being displayed when a call is made from the door phone to extension 5201 which is a
digital phone on IP Office. It clearly shows from 5200 which is the door phone extension
number.

File Edit View Filters Status Help

=8| »8[T| x|I| @ %=

253143179m5 SIP Rx: TCP 10.10.40.202:36245 -> 10.10.40.20:508&0

| INVITE sip:5201@10.10.40.20;transport=TCE 3IF/2.0 |

Via: SIB/2.0/ICP 10.10.40.202:36245;rport;branch=z%hG4bKPjld0FIe2gqFCGRPbNEQTgKRISr1fe34Zvntalias
Max-Forwards: 70

From: "5200" «3ip:5200@devconnect.local>;tag=g5ZcvBasSeZi2eRiYHWAThz2TEVggetw

To: 3ip:5201@10.10.40.20

Contact: "5200" <s8ip:5200@10.10.40.202:36245; transport=TICP;cb>

Call-ID: 7D9pVmHEbANQQ4imI28qe3PZT75METDI4X

CSeqg: 7110 INVITE

Bllow: PRACK, INVITE, ACK, BYE, CANCEL, UPDATE, INFQ, SUBSCRIBE, NOTIFY, REFER, MESSAGE, OPTIONS
Supported: replaces, 100rel, timer, norefersub

Seszion-Expires: 1800

Min-SE: 90

User-Agent: AXIS AB004-VE Network Video Door Station

Content-Type: application/sdp

Content-Length: 478

=0

o=- 3674549777 3674549777 IN IP4 10.10.40.202

s=pimedia

b=R3:54

t=0 0

a=f-nat:0

m=audic 4012 RTIP/AVE 110 0 & 9&

c=IN IF4 10.10.40.202

b=TIAS: 64000

a=rtcp:4013 IN IP4 10.10.40.202

a=zendrecv

a=rtpmap:110 G726-32/8000

a=rtpmap:0 PCMU/E000

a=rtpmap:& PCMA/E000

a=rtpmap:96 telephone-ewvent/8000

a=fmtp:96 0-1&

m=videc 4014 RIEP/AVE 97

c=IN IP4 10.10.40.202

a=rtcp:4015 IN IP4 10.10.40.202

a=sendonly

a=rtpmap:97 H264/30000

a=fmtp:97 profile-level-id=420004
3m3 Sip: TCP packet known set owner

(=]
fury
[
ey
oo
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6.2. Verify Registration from AXIS A8105-E Network Video Door
Station

Log in to the door phone as per Section 5 Navigate to VolP - Account Settings in the left
window and the registration information should be displayed in the main window (not shown)
The green lights show a successful registration of both 5200 and 5100. Test call can be made
from each account to a specific phone number using the Test SIP Call at the bottom of the
screen.

If there is an issue with a call from the Axis door phone then there are logs that can be accessed
that may show some further information on where the issue may lie. Navigate to System
Options - Support > Logs & Reports in the left window and from the main window select
View Server Report under the Reports section.

AXISa.  AXIS A8105-E Network Video Door Station Live View | Setup | Help
Logs & Reports O

The log files 2nd reports may prove useful when troublesheoeting a preblem or when contacting the Axis

video & Audio support vich.
Note: Depending on your connection, these pages may take a while to load.

» Basic Setup

-

r VoIP Logs
» Live View Config | Systemn Log | System log information.
+ Detectors | Access Log | Access log information.
» Applications Reports
+ Events I View Server Report I Important infermation about the server's status.
» Recordings | Download Server Report | [ 1nclude snapshot from Live View
Languages | Parameter List | The unit's parameters and their current ssttings.
- System Options | Connection List | Connection list information.
» Security
Date & Time Dietailed information about the server's internal status. This report may
| Crash Report contain sensitive information. It may takes several minutes to download
v Network this report, please wait for the download to finish.
» Storage
» Ports & Devices Fer more information, please read Avis Privacy statement.
Maintenance
» Support

Support Overview
Swstem Qverview

I ~Logs & Reports I
niormation

» Advanced

About
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This should open a report something like that shown below.

a hittp://10.10.40.202/3xis-cgi/admin/serverreport.cgitid=119

2016-06-10T11:44:09.656401:00 axis-accc8e595208 NOTICE | actionengined: Action rule "TAMPERING: Casing open" is starting action "Output Port"
2016-06-10T11:44:10.415401:00 axis-accc8e595208 NHOTICE | actionengined: Removing "TAMPERING: Shock detected" action rule A
2016-06-10T11:44:10.495401:00 axis-accc8e595208 NOTICE | actionengined: Creating "TAMPERING: Shock detected" action rule
2016-06-10T11:47 .021401:00 axis-accc8e595208 NHOTICE | actionengined: Validating "Make Call" action
2016-06-10T11:47 :00 axis-accc3e595208 HOTICE | actionengined: Creating "BUTION: VM5 call"™ action rule
2016-06-10T11:47: :00 axis-accc3e595208 HOTICE | actionengined: Removing "Make Call"™ action
2016-06-10T11:47:29.221401:00 axis-accc8e595208 HOTICE | actionengined: Removing "BUTTION: VM5 call™ action rule
2016-06-10T11:54:58.417+401:00 axis-accc8e595208 INFO ] monolith[305]: monolith[305]: HTTP image/jpeg session created from 10.10.40.203
2016-06-10T11:54:59.277401:00 axis-accc8e595208 INFO ] monolith([305]: monolith[305 HTTP audio/mpeg session created from 10.10.40.203
2016-06-10T11:55:04.474401:00 axis-accc8e595208 INFO ] monolith[305]: monolith[305]: HTTP audio/mpeg session terminated from 10.10.40.203
2016-06-10T11:55:04.5%1401:00 axis-accc8e595208 INFO ] sipd: Terminated incoming call: In-7-146555609%8.336039-VMS
2016-06-10T11:55:05.216+401:00 axis-accc8e595208 INFO ] monolith[305]: monolith[305]: HTTP audio/mpeg session created from 10.10.40.203
2016-06-10T11:55:19.0981401:00 axis-accc8e595208 INFO ] monolith[305]: monolith[305]: HTTP image/jpeg session terminated from 10.10.40.203
2016-06-10T11:55:19.173401:00 axis-accc8e595208 INFC ] sipd: Terminated incoming call: In-6-1465556098.513016-VMS
2016-06-10T11:55:19.191+401:00 axis-accc8e595208 INFO ] moneolith[305]: monolith[305): HTTP audio/mpeg session terminated from 10.10.40.203

1

3ipd: Terminated incoming call: In-7-1465556105.292005-VMS

2016-06-10T11:56:42.445401:00 axis-accc8e595208 NHOTICE ac nengined: Action rule "BUTICON: VMS call"™ is starting action "Make Call"™
2016-06-10T11:56:42.471401:00 axis-accc8e595208 INFO 5ipd[16980]: Making call Out-4-1465556202.468471-ym.gATmHoHgb7ES5gKsiWIcl70-¥r.vqg from sip accow
2016-06-10T11:56:42.480401:00 axis-accc8e595208 HOTICE actionengined: Action rule "AUDIC: Calling" 15 starting action "Play Audio CIlip"

1
2016-06-10T11:56:42.543401:00 axis-accc8e595208 NHOTICE ] actionengined: Action rule "LIGHT: Calling"™ is starting action "Activate Light on Calling"™
2016-06-10T11:56:42.628401:00 axis-accc8e595208 HOTICE ] actionengined: Action rule "LIGHT: Idle™ is stopping action "Activate Light on Idle"
2016-06-10T11:56:45.735+01:00 axis-accc8e595208 HCTICE | actionengined: Action rule "AUDIO: Stop on Active call" is starting action "Stop Audio Clip"
2016-06-10T11:56:45.793+01:00 axis-accc8e595208 HCTICE | actionengined: Action rule "LIGHT: Active call" is starting action "Activate Light on Active"
2016-06-10T11:56:45.919+401:00 axis-accc8e595208 HCTICE | actionengined: Action rule "LIGHT: Calling"™ is stopping action "Activate Light on Calling"
2016-06-10T11:56:46.720401:00 axis-accc8e595208 HOTICE ac pengined: Action rule "TAMPERING: Shock detected” 33 startin
2016-06-10T11:56:49.248401:00 axis-accc8e595208 INFO DIMF event door open
2016-06-10T11:56:51.381+401:00 axis-accc8e595208 INFO Terminated outgoing call: CUut-2-136 GZ0Z. 2683 71-ym. 0. q.
2016-06-10T11:56:51.410+401:00 axis-accc8e595208 HOTICE actionengined: Action rule "AUDIC: Stop on Idle call™ is starting action "Stop Audio Clip"

2016-06-10T11:56:51.446+401:00 axis-accc8e595208

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
2016-06-10T11:55:19.289401:00 axis-accc2e595208 [ INFO
[
[
[
[
[
[
[
[
[
[
[
[
[
2016-06-10T11:56:51.520401:00 axis-accc8e595208 [

)
1
NOTICE | actionengined: Action rule "LIGHT: Active call" is stopping action "Activate Light on Active"
NOTICE | actionengined: Action rule "LIGHT: Idle" is starting action "Activate Light on Idle"

————— Kernel log ————-

<6>Initializing cgroup subs3ys cpu

<6>Initializing cogroup subsys cpuacct

<5»Linux version 3.18.0 (svcifeater-x) (goc version 4.7.2 20120820 (prerelease) [goc-4 7-branch revision 180527] (GCC 4.7.2 Axis release R25/1.25) ) #1 SMP F
<&>bootconsole [early0] enabled

<6>CPU0 revision is: 01018550 (MIPS 34Kc)

<&>Determined physical REM map:

<6> memory: 0c000000 & 00000000 (usable)

<6>Initrd not found or empty - disabling initrd

<4>Zone ranges:

Information on the call made and the door opening is displayed in the log file.

INFC sipd: Terminated incoming call: In-7-1465556105.292005-VMS

NoTICE [ actionengined: Action rGle "BULTON: VHS Call” 1S SCarting action "Make Cail”

INFC 2ipd[1690]: Making call Cut-4-1465556202.468471-ym. gATmHoHghTESSgqE2iWIcl70-Yr.vg from =2ip accoung
NOTICE actionengined: Action rule "AUDIC: Calling"” 13 starting action "Play fudio Clip"

WOTICE ] actionengined: Action rule "LIGHT: Calling™ is starting action "Activate Light on Calling"
NOTICE ] actionengined: Action rule "LIGHT: Idle"™ iz stopping action "Actiwvate Light on Idle™

NOTICE ] actionengined: Action rule "AUDIC: Stop on Active call"™ is starting action "Stop &Audio Clip"™
NOTICE ] actionengined: Action rule "LIGHT: Rective call"™ iz starting action "Activate Light on Active™
NOTICE ] actionengined: Action rule "LIGHT: Calling™ i=s stopping action "Activate Light on Calling™
NOTICE actionengined: Action rule "TQEPERING: Shock detected"™ iz =ztarting action "Output Port™

INFC s2ipd: DTMF event door open in call Cut-4-1465556202.468471-ym. gaTmHoHgRTESSgE=2iWTc1T70-Yr .. vy I
INFC I =ipd: leriminated OWLOOLNG CELll: CUL-2-1000006Z0Z.2008 -y, Q& T nHong) QRS1WIC —TT.vd
NOTIICE ] actionengined: Action rule "AUDIC: Stop on Idle call"™ iz starting action "Stop Audio Clip™
NOTICE ] actionengined: Action rule "LIGHT: Zctive call"™ is stopping action "Activate Light on Active™
NOTICE ] actionengined: Action rule "LIGHT: Idle"™ i=s starting action "Actiwvate Light on Idle"™
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7. Conclusion

These Application Notes describe the configuration steps for provisioning the AXIS A8105-E
Network Video Door Station from Axis Communications AB to interoperate with Avaya IP
Office Server Edition and IP Office 500 V2 expansion R10.0. Please refer to Section 2.2 for test
results and observations.

8. Additional References

This section references documentation relevant to these Application Notes. The Avaya product
documentation is available at http://support.avaya.com where the following documents can be
obtained.
Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Avaya IP Office R10.0 Manager, Document Number 15-601011

[2] Avaya IP Office R10.0 Doc library

Technical information for the AXIS A8105-E Network Video Door Station can be obtained
from:

AXxis Communications AB

Tel: +46 46 272 18 00

Fax: +46 46 13 61 30

http://www.axis.com/global/en/learning-and-support
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http://www.axis.com/global/en/learning-and-support
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