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Abstract

These Application Notes describe the configuration of a Multi-Site Voice over IP (VoIP) and
data network solution using SonicWALL UTM Firewalls with an Avaya Telephony
Infrastructure using Avaya IP Office. Emphasis was placed on verifying the prioritization of
VolIP traffic and voice quality in a Multi-Site converged VolIP and Data network scenario.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration of a Voice over IP (VoIP) solution using
SonicWALL UTM Firewalls appliances with an Avaya Telephony Infrastructure consisting of
Avaya IP Office, Avaya VoiceMail Pro and Avaya IP telephones. Compliance testing emphasis
was placed on validating that VolIP traffic and voice features, e.g., voicemail, conferencing,
worked properly through the SonicWALL firewall VPNs.

1.1. Interoperability Compliance Testing

The interoperability compliance test covered feature functionality, serviceability, and
performance testing. The emphasis in the compliance test was placed on validating that VoIP
traffic and voice features, e.g., voicemail, conferencing, worked properly through the
SonicWALL UTM Firewalls.

The telephony features verified to operate correctly included attended/unattended transfer,
conference call participation, conference call add/drop, multiple call appearances, caller ID
operation, call forwarding unconditional, call forwarding on busy, call park, call pick-up, bridged
call appearances, voicemail using Avaya VoiceMail Pro, Message Waiting Indicator (MWI), and
hold and return from hold.

Serviceability testing was conducted to verify the ability of the Avaya/SonicWALL VolIP
solution to recover from adverse conditions, such as power cycling network devices and
disconnecting cables between the LAN interfaces. In all cases, the ability to recover after the
network normalized from failures was verified.

1.2. Support

Technical Support: http://www.sonicwall.com/us/Support.html

2. Reference Configuration

The configuration in Figure 1 shows a converged VoIP and data network with multiple remote
sites. The extension numbers beginning with the number 30 are registered with Avaya IP Office
in the Company Headquarters and extension numbers beginning with the number 31 are
registered with the Remote Site B Avaya IP Office. For compliance testing, the voice and data
traffic were separated onto different VLANS.
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2.1. Corporate Headquarters

The Corporate Headquarters consisted of one SonicWall NSA E5500, one router, one Avaya IP
Office IP500, two Avaya IP Telephones, one Avaya digital phone, one PC on Datavlanl running
Avaya IP Office Manager and Avaya IP Office Phone Manager Pro and a corporate
DHCP/TFTP/HTTP server. The Corporate Headquarters provided a DHCP/File server for
assigning IP network parameters and to download settings to the Avaya IP telephones. The
Avaya IP telephones register to the Corporate Headquarters Avaya IP Office. An IP Line with
small community network (SCN) was enabled to allow for direct dialing between the Corporate
Headquarters and Remote Site A to Remote Site B.

2.2. Remote Site A

Remote Site A consisted of one SonicWall NSA 240, one router, two Avaya IP Telephones, one
PC on Datavlan2 and one laptop on Datavlan2 running Avaya PhoneManager Softphone. The
Avaya IP telephones register to company headquarters Avaya IP Office IP500.

2.3. Remote Site B

Remote Site B consisted of one SonicWall NSA 240, one router, one Avaya IP Office [P406V2,
one Avaya 2410 Digital Telephone, two Avaya IP Telephones, one PC on Datavlan3 and one
laptop on Datavlan3 running Avaya PhoneManager Softphone. The Avaya IP telephones register
to the Remote Site B Avaya IP Office. An IP Line with small community network (SCN) was
enabled to allow for direct dialing between the Corporate Headquarters and Remote Site A to
Remote Site B.
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Figure 1: Sample Network Configuration
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3. Equipment and Software Val

idated

The following equipment and software were used for the sample configuration provided:

Equipment | Software/Firmware

Avaya PBX Products
Avaya IP Office IP500 4.2 (17)
Avaya [P Office [P406V2 4.2 (17)
Avaya IP Office Manager (running on HP 6.2 (17)
Proliant Server)

Avaya Messaging (Voice Mail) Products

Avaya VoiceMail Pro (running on HP Proliant 4.2 (30)
Server)

Avaya Telephony Sets
Avaya 1600 Series IP Telephones Avaya one-X Deskphone Value Edition 1.020
Avaya 5600 Series IP Telephones 8.016
Avaya 2410 Digital Telephone 5.0

SonicWALL Products
SonicWall NSA E5500 5.2.0.1-210
SonicWall NSA 240 5.2.0.1-210

MS Products
Microsoft Windows 2003 Server (Running
PC Avaya IP Office Manager and Avaya IP Office
Phone Manager Pro and file/DHCP Services
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4. Avaya IP Office

This section was included to verify that Avaya IP Office was configured correctly. Except where
stated, the parameters in all steps are the default settings and are supplied for reference. For all
other provisioning information such as provisioning of the trunks, call coverage, extensions, and
voice mail, please refer to the Avaya IP Office product documentation in Section 9 [1].

4.1. Configure & Verify Avaya IP Office Settings

Step | Description

1.| Avaya IP Office is configured via the Avaya IP Office Manager program. Log into the
Avaya IP Office Manager PC and select Start = Programs - IP Office = Manager to
launch the Avaya IP Office Manager application. Select File = Open to search for IP
Offices in the network. Click on the appropriate Avaya IP Office. Click OK to continue. Log
into the Avaya IP Office Manager application using the appropriate credentials.
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From the IP Office Manager window.
The main IP Office Manager window appears. The following steps refer to the Configuration
Tree which is in the left pane of the window and under the heading IP Offices.

ﬁ Avaya IP Office Manager 6.2 {(17) D0EO07026F2D [4.2(17)] [Administrator{Administrator)]
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TMA; Reviewed:
SPOC 9/25/2009

Solution & Interoperability Test Lab Application Notes

7 of 63

©2009 Avaya Inc. All Rights Reserved. SonicWall-IPO




3.| Verify H323 Gatekeeper information.

respectively.

The Avaya IP Telephones will get Differentiated Services information from the Avaya IP
Office. In the Manager window, go to the Configuration Tree and click System > LAN1 >
Gatekeeper. Verify that the DiffServ Settings for DSCP and SIG DSCP are set to 46 and 46,

Fle Edt Yew Took Help
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ﬁ Avaya IP Office Manager 6.2 (17) DDEODT7026F2D [4.2(17)] [Administrator{Administrator)]
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4.| Disable DHCP

continue.
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server on Avaya IP Office.

Click System LAN1 -> LAN Settings. Set the DHCP Mode to Disabled
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Step

Description

Verify Direct Media Path.

From the Configuration Tree, select Extension. Click on the IP telephone extension, Select
the VoIP tab. Verify that Allow Direct Media Path is checked. Click OK to continue. The
changes must be saved before they will take effect, click to the & icon to save the
configuration.

il Avaya IP Office Manager 6.2 {17) 00EO07026F2D [4.2(17)] [Administrator{Administrator)]
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Repeat Section 4 Steps 1 thru 5 for the Remote Site B IP Office.
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4.2. Avaya IP Office Settings Corporate Headquarters IP Office

Step

Description

1.

Log into the Avaya IP Office Manager PC and select Start = Programs - IP Office =
Manager. Sclect File 2 Open to search for the Campus A IP Office. Click OK to continue
Log into the Avaya IP Office Manager application using the appropriate credentials.

Create IP trunk to Campus B’s Avaya IP Office.
From the Configuration Tree, Right mouse click Line - New —>1IP Line.

I[d Avaya IP Office Manager 6.2 (17) DOEOD7026F2D [4.2(17)] [Administrator(Administrator)]
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3. | Select the VoIP Settings tab, assign an IP address for the Gateway IP Address (address of
the Remote Site B IP Office) and enable Voice Networking.

{lll Avaya IP Office Manager 6.2 (17) DDE007026F2D [4.2(17)] [Administrator(Administrator)]
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4.3. Avaya IP Office Settings Remote Site B

Step | Description
1.| Log into the Avaya IP Office Manager PC and select Start — Programs — IP Office —
Manager. Select File — Open to search for the Remote Site B IP Office. Click OK to
continue. Log into the Avaya IP Office Manager application using the appropriate
credentials.
2.| Create IP trunk to Campus A’s Avaya IP Office
From the Configuration Tree, Right mouse click Line - New - IP Line.
# Avaya IP Office Manager 5.2 {17) 00E007020406 [3.2(17)] [Administrator{Administrator}] =181l
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I
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Description

Select the VoIP Settings tab, assign an IP address for the Gateway IP Address (address of
the Campus A IP Office) and enable Voice Networking.

ﬁ Avaya 1P Office Manager 6.2 (17) D0ED07020406 [4.2(17)] [Administrator{Administrator)]
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5. Configure SonicWALL UTM Firewalls
5.1. Configure SonicWall NSA E5500 (Corporate Headquarters)

Step

Description

5.1.1.

Configure the SonicWall NSA E5500 using the built-in web-based Management Tool.
Access this tool by establishing a web browser connection to the SonicWall NSA E5500.
Refer to Section 9 [6].

Log into the NSA 5500.

1. Connect the LAN port of the computer being used to the X0 (LAN) port on the
SonicWall NSA E5500.

2. Start the Management Tool as follows: Start your web browser and enter
http://192.168.168.168 Press Enter.

3. Login to the SonicWall NSA E5500 using default credentials which can be obtained
from the SonicWALL documentation.

SONICWALLY | Network Security Login

Isername:
Passwiord;

Language: | English »

[EST—
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5.1.2.

SONICWALL> | Network Security Appliance

o

The main SonicWall NSA E5500 window appears. The following steps refer to the
Configuration Tree which is in the left pane of the window and under the heading System.
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Bn Up Time : 7 Days 23:16:22 S—

SSIVEN Conneckions : =

U=zre Last Modified By : 10.10.10,245: %7 07/10/2009 12:42:13

High A ailability e e . |

>
Skatus: Ready
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5.2. Configure Interfaces:

5.2.1 From the Network = Interfaces, click on the Configure icon £ , hot shown, for X0
(LAN) and enter the following information for: IP Assignment, [P Address and Subnet Mask for
the network structure to be used. Click OK to continue.

SONICWALL> | Network Security Appliance s
General Advanced
Interface "X0' Settings
Zone:
IP Assignment: Static hd
1P Address: 10.10.101
Subnet Mask: 255.255.255.0
Cornrment: Default LAN
Management; HTTP HTTPS Fing [ e [ SsH
User Login: O HTTP [ HTTRS
Add rule to enable redirect from HTTP to HTTPS
Ready
O | | Cancel | | Help
< ¥
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5.2.2. | Repeat for the X1 (WAN) interface.

5.2.3. | Once configuration on the interfaces is completed, the following summary is presented.

SONICWALL> ‘ Network Security Appliance

» System

- Network
-« @ nNetwork

Interfaces

Interfaces

WAN Failover & LB

Zones
oM
Interface Settings
Address Objects
Services v MName Zone IP Address Subnet Mask 1P Assgnment Status Camment Configure
Rauting - w0 Lan 10.10.10.1 255.255.255.0 Static 1000 Mips Full-duplex: Defauit LAN Z
NAT Policies . i WAN 40.40.40.1 255.255.255.0 Static 1000 Mbps full-cuplex Default WAN 7
ARP
v W Unassigned 0.0.0.0 0.0.00 Ny o link 2
DHCP Server
o v W Unassigned 0.0.0.0 0.0.00 Ny o link 2
web Proxy v x4 Unassigned 0.000 0.0.00 N No lnk Z
Dynamic DNS v x5 Unassigned 0.0.00 0.0.0.0 A No lnk 2
» d=b sonicpoint
- - X Unassigned 0.0.0.0 0.0.00 A o lnk 2
» @ Firewal
. Q o - x7 Unassigned 0.0.0.0 0.0.0.0 NJA 100 Mbps full-duples 7

» 3 appication Firewsi Add interface...
» @ N
» [BY ssen Interface Traffic Statistics

r & veers Traffic Statistics X0 x2 x3 xa X5 X6 x7
» 2 High Availabiity Ry Unicast Packets . : 5 o C .
» a Security Services Rx Broadcast Packets C C 0 L C

> E\ Log Rx Bytes
Tx Unicast Packets

Tx Broadcast Packets
Tx Bytes

Status: The configuration has been updated.
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5.3. Define networks

5.3.1.| Create Address Objects for each of the networks within the deployment sites. From the
Network - Address Objects, click on the Add button and enter the following information
for: Name, Zone Assignment, Network, and Netmask for each subnet in the topology. Click OK
to continue.

SONICWALL> | Network Security Appliance

Mame: HC 10101005
Zone Assignment: LAMN ™
Type: Metwork v |
Metwork: 10.10.10.0
Metmask: 255265 256 10
Reacdy

QK Cancel

5.3.2. | Repeat Step 5.3.1 for each subnet in the topology. Refer to Figure 1 for details of topology
used for compliance testing.
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5.3.3.

Once all of the Address Objects have been created, the following summary screen is
displayed.

Or 3 Remats St B Networks Group s y
madacss [ pongrou D 1
WAN Falover L&
Zores
D Address Dbjects Teems |1
[ I Retresh 1 Furge
HAT Polces
O« Tpe Zore Corfire Commerts
ARP
- - ?
B O Netrrork waN 2 x
P Helper Oz Netwrk wan 7% e}
” .
R Oa Htwrs Lan 2 (% J
Dyraic DS
ok N ’
» & soriceuint O« ot LAn h
+ @ Fronal o Ntk Lan 7% ]
-_2 VolP O 10 Romtark AN FAEs 1
» 3 nppication Frewal s
- 7 [— A x
oy 0 et u s
» By ssm Os Hast Lan X =]
'8 0. " T ,
» 65 v .
0 Ste 152,168,130 Netonark v 2 (%
» @ socurty servies
. On Site A30.30.30% [ Ve 7 x d
Oz Sta B 192.163.30.0 Natwork WP s X i
O Ste B 192.163.33.% st VEN X ’
O etwork wEn 2 ix J
O Netork o 7 % a
-~ I Foeanat || Pt boca
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5.4. Group Address Objects based on site within topology

5.4.1.

SONICWALL> | Network Security Appliance

Mame:

From the Network - Address Objects, click on the Add Group button and enter a unique
name for the site and highlight all related Address Objects (created in Step 5.3.1) and click

:I to add to group.

Company HQ Metworks

Secondary Default Gateway  |# H2 10.10.10.%

Site A 192168130 % HQ 1020204

Site A 192168133 % HQ 10,3014

Site A 30.30.30.% H2 10.33.1.%

Site B 192.168.30.% HC 10,4040 %

Site B 192.168.33.X =

Site B 192.165.42.% _

Site B 20.20.20.%

“Wpn DHCP Clients

WWAN Remotefccess Metwoark|w

Ready
[8]3 | | Cancel

5.4.2. | Repeat for all sites within network structure as shown in Figure 1.
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5.4.3.

Once completed, the following Address Object Group summary is displayed.

SONICWALL™

+ B spsten
- @ netvork
nterfoces

WAN Falover LB

ons
Adcess Objects
Services
Rowting

NAT Polces
ARP

DHCP Server

P Helpas

Web Proxy

Dynaic DS

[ySp—
+ @ Fromat

&) var

+ By rremd
-

» M s

8 e

Address Objects

Address Groups

view Siyles O M Addkess Objects @ Custom Address Chiects €

Os « Name =
DOt Company HQ Networks
HQ 10.33.1.%
0 10.30.1.%
O« 2z Remote Site A Metworks
O3 Remote Site B Networks

e B 192,168,304

e B 20.20.20.%

g G

Adcress Detal

192.165.133.0/285.255.255.0

162.168.130.0/2855.255.255.0

30.90.30.01255.255.255.0

Group

Nstwark

Netwark

Netwrork

Netwark

Group

Natwrork

Network

Natwork

Gop

Netwrk

Netwark

[

Nstwark

Ttems 1

Carfigus
e
#ix
#1x

2=

& ®
® (x

%
x

NI
x

items |1

to3 (of 3) ([0

o to Aderess Objects "2

Commerks

o 15 {af 15) ([ s

Statues: The corfiguration has been Lpdsed
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5.5. Define routes for ‘local’ networks.

Configure the routing information for all the LAN subnets not directly connected to the
Corporate Headquarters SonicWALL NSA E5500.

5.5.1. | From the Network = Routing, click on the Add button and enter route information
(Source, Destination, Service, Gateway, and Interface) for each LAN subnet. Click OK to
continue.

SONICWALL> | Network Security Appliance
General

Route Policy Settings

Source: Any ¥
Destination: | HG 10.40.40.% ¥
Service: Any ¥
Gakeway: HC2 Router 10.10.10.2 v
Interface: =0 v
MlEkric: 1

Camment:

[ misable raute when the interface is disconnected

] allawes P path ko take precedence

Ready
(024 ‘ | Cancel | | Help

5.5.2. | Repeat for each LAN subnet.
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5.5.3.

Once all of the LAN subnet routes have been added, the following routing summary is
displayed.

SONICWALL™

» B Gyen [~
= 4 448 e 7
» @ tetvork
7 () e z
Iterfaces
WANFalover 56
Zones
ons Route Poliies Rews|l ko t6(at 16)
Adcress Objects p -
view Sty © M Policies ) Custom Pelicies () Defauk Policies
Servens
Rating O« source Destnation Serks Gatoway Incerface et Frormy Camment Configre
HAT Polces . Default Gateway Ay 0.0.00 ¥ B 1 2
ARP
— Secordary Default Gatem o 2
P Hiper 3 0 @ 3
b fr
] ' m @ 4+
Oymaic DNS
» = SoricPint s “ g s
M- [aP w \ 7
*8 v o- 50.50,50.% 0 1 2%
» 3 ppicstion Frewal
ol ] HQ 10.40.40. n 1 [ Z
» W s Os HR10.0.20 Ay HQRouter 10.10.10.2 w 1 s 2%
T Do [y ar Ha Rk 10.10.10.2 :n ! w0 2%
» 3 Hoh Avalabiy
Ou H10.30.1.% any HQ Rk 10,10.10.2 -..\ 1 1 2%
» P secuny senvices
- 2 1 satret Ay 0000 1 e 12
19 0 Subret Aoy 000 m @ 13
" 7 Subnet any 7 @ "
15 1 Subnet sy “ £ 5
16 ane 00000 Ay 040402 i @0 1% =
i Deiete Al
~
Status: eady
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5.6. Configure VolP settings.

5.6.1. | From the VoIP = Settings, click on the Enable H.323 Transformations checkbox. Click
Accept to continue.
SONICWALT> | Network Security Appliance
éeﬂings
- @ e | [ v
[ Enshie consister NaAT
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5.7. Create VPN policies

For each site within the network structure, create a VPN policy to allow secure communication
between SonicWALL appliances.

5.7.1.| From the VPN - Settings, click the Add button to add a VPN policy. In this popup enter

Name, IPSec Primary Gateway or Address, Shared Secret, and Confirm Shared Secret.
Click Network tab to continue.

SONICWALL> | MNetwork Security Appliance

General Metwiork Proposals Advanced

Security Policy

Authentication Method: IKE using Preshared Secret hd
Mame: HQ_To_Sited,

IPsec Primary Gateway Mame or Address: B0.60.60.1

IPsec Secondary Gateway Mame or Address: 0.00.0

IKE Authentication

Shared Secret: sssssses
Confirm Shared Secret: sssssses Mask Shared Secret
Local IKE ID: IP Address il
Peer IKE ID: IP Address il
Ready
K ‘ | Cancel | | Help
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Specify subnets accessible over the VPN tunnel.

5.7.2.
Within the Choose local network from list pull down, select the Address Object Group

(created in Step 5.4.1) for this site. Within the Choose remote network from list scroll list,
select the Address Object Group (created in Step 5.4.2) for the remote site. Click the
Advanced tab to continue.

SONICWALL> | Network Security Appliance

General Metwark Froposals Advanced

Local Networks

(& Choose local network from list Cormpany HQ Metworks ¥
(O Lacal netwark obtains IP addresses using DHIZP through this WPM Tunnel

O amy address

Destination Networks

Q Use this WPR Tunnel as default route For all Internet traffic
() Destination netwark obtains IP addresses using DHIZP through this WPR Tunnel

(® Choose destination netwark fram list Remote Site A MNetworks ¥

Ready

[0]24 | | Cancel Helg
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5.7.3.

Enable Keep Alive for VPN tunnel

To avoid VPN tunnel establishment latency, click on the Enable Keep Alive checkbox.
Click OK to continue.

SONICWALL> | Network Security Appliance

General INetwork Proposals Advanced

Advanced Settings

Enable Keep flive
O Suppress aukomatic Access Rules creation For VP Policy
O Require authentication of WPM dients by XALTH
User group For $AUTH users:
[ Enable windaws Metworking (NetBICS) Broadcast
[ Enable Multicast
O Apply MAT Policies
Translabed Local Network:

Translabed Remate Network:

Management via this Si: O wrte O wrres [ 53+
User login via this 54 [ ure [ HrTRPS
Default LAM Gateway {optional): 0o0.00
WPN Policy bound ko Zone YWyAN >
Ready
Ok | | Cancel | | Help

5.7.4.

Repeat Steps 5.7.1, 5.7.2 and 5.7.3 for each VPN policy within the network structure.
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5.7.5. | Once all the VPN policies have been added, the following summary is displayed.

SONICWALL>

WP Global Settings

[ €nable wina
Livique Fiawal dersiher: |0D17C5128054

VPN Policies Start Table Refresh (1) Refrash toterval 10| ttems per page 50| tems

Os ame Gatemay Destinations. Enable arbigur
1 ? = &)o@
2 0 2
-
Os To_site 60.5060.1 2 3 1 () = z
?
o 'o_SiteB 0.5, g e MAC SHAL (IKE) = 2
@
ned, 2 Policies Enabled, 4000 Maximum Policies Allowed
e, 1 Policies Enabled, 50 asimum Pollcies Allowed
Currently Active VPN Tunnels tart Tabie Retresh () sfresh Interval 10| ems per pore M [mems 1 meiera) 6
+ Crested Name Loca Remote Gatowor
OFLO[Z005 11:26:2 WAN GrouphP 7] bt 7.115.118.49 Renegatite =
OF110/2008 06:25:52 1Q_To_Sitea 10.33.1.0- 10.32.1.255 0.30.30.0 - 20.30.30,258 £0.60.60.1 Renegotate Wi

Fans: Ready

5.8. Save settings

5.8.1. | From the System > Settings, click on the Export Settings button to save the SonicWALL
appliance configuration.

SONICWALL> | MNetwork Security Appliance

You can export the current configuration of your SonicWALL to a file, The file can be imported
by the same SonicWALL or used to done a configuration across multiple SonicVWALLs,

The default name of the file will be "sonicwall-NSA_ES5500-5_2 0_1-210.exp’.

Export | | Cancel
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5.9. Configure SonicWall NSA 240 (Remote Site A)

Step

Description

5.9.1.

Configure the SonicWall NSA 240 at Remote Site A using the built-in web-based
Management Tool. Access this tool by establishing a web browser connection to the
SonicWall NSA 240. Refer to Section 9 [6].

Log into the SonicWall NSA 240.

1. Connect the LAN port of the computer being used to the X0 (LAN) port on the
SonicWall NSA 240.

2. Start the Management Tool as follows: Start your web browser and enter
http://192.168.168.168 Press Enter.

3. Login to the SonicWall NSA 240 using default credentials which can be obtained
from the SonicWALL documentation.

SONICWALL® | Network Security Login

sernarme:
Passwiord;

Language: | English

[T
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5.9.2.

The main SonicWall NSA 240 window appears. The following steps refer to the Configuration
Tree which is in the left pane of the window and under the heading System.

SONICWALL - | Network Security Appliance
- E System ) S
System [
Security D%board
Status
Status
Licenses
EARRRRE S s The password hasn't been changed.
« You have not specified 8 DNS server address; some functions will not
Administration & Dperate DFDDEI"}".
Certificates « Log messsges cannot be sent because you have not specified an
outbound SMTP server address,
Time
Schedules
System Information Sect
Settings
Packet Capture Model: NSA 240 Mo
Diagnostics Product Code: &200 55
Restart Serial Mumber: 0017C53A8C10 S0
b ¥ Network Authentication Code:  ZKMA-AZAY Ple
> @ PC Card Firmware Version: SonicQS Enhanced 5.2.0,1-210 Th
b é SonicPoint Safemode Version: Safemode 5.0,1.11
b % Firewall ROM Version: SonicROM 5.0,2,12
g Q VoIP CPUs: 0,10% - 2 % 500 MHz Mips&4 Octeon Processor 3
» @ Application Firewal Total Memory : 256 ME RAM, 32 ME Flash
r @ VPN System Time : 07/15/2009 16:52:45
r “{ S5LVPN Up Time : 20 Days 07:26:05
> Users Connections : 35
» . High Availability Last Maodified By : 10,20,20.77:%1 07/10/2009 15:02:51
[ ﬁ Security Services - - ———— - 3

=1
Status: Ready
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5.10. Configure Interfaces:

5.10.1 From the Network - Interfaces, click on the Configure icon z , Not shown, for X0
(LAN) and enter the following information for: IP Assignment, IP Address and Subnet Mask
according to network structure to be used, Click OK to continue.

-_-', L
SONICWALL | Network Security Appliance

General Advanced

Interface 'XG[}ﬁSett'ln_us

Zone:
IP Assignment: Static A4
IP Address: 30.30.301
Subnet Mask: 256255 2550
Comment: Default LAN
Management: HTTP HTTPS ping [ sHump SSH
User Login: I HTTP [ HTTPS
Add rule to enable redirect from HTTP to HTTPS
Ready
QK | | Cancel | | Help
w
< >
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5.10.2 Repeat for the X1 (WAN) interface.
5.10.3| Once configuration on the interfaces is completed, the following summary is presented.
SONICWALL> ‘ Network Security Appliance
» System Interf; L
= nterfaces
-« @ nNetwork
Portshield Groups
VAN Faiover &18 Interface Settings
Zones
w» Name Zone IP Address Subnet Mask 1P Assignment Status Comment Configure
DNS
X0 LAN 30.30.30.1 255.255.255.0 Static 1000 Mbps full-dupl Default LAN
Address Objects - = P aupiex e <
S - X1 WAN 60.60.50.1 255.255.255.0 Static 1000 Mbps full-duplex Default WAN Z
Routing v X2 Unassigned 0.0.0.0 0.0.0.0 NfA No link 2
NAT Pol
oles v X3 Unassigned 0.0.0.0 0.0.0.0 N/A No link 2
ARP
DHEP Server v X4 Unassigned 0.0.0.0 0.0.0.0 N/A No link 2
IP Helper v X5 Unassigned 0.0.0.0 0.0.0.0 NjA Mo link 7
Web Proxy v X6 Unassigned 0.0.0.0 0.0.0.0 NjA Mo link 7
Dynamic DNS
- X7 Unassigned 0.0.0.0 0.0.0.0 NfA No link Z
» (&) Pccard
» é SonicPoint - X8 Unassigned 0.0.0.0 0.0.0.0 NfA No link Z
» @ Firewal v Mo WAN 0.0.0.0 255.255.255.0 Dial-Up Disconnected Module 7
» &) wor Add nterface.. | [ PortShield Wizard
» 3 appication Firewsi
» @ wen Interface Traffic Statistics
» B ssiwen
s Traffic Statistics X0 X1 X2 X3 x4 X5 X6 X7 X8 Mo
» & Users B S ; N _
Rx Unicast Packets 0 c c 0 o C 0 .
» B High Avakeblity Rx Broadcast Packets 0 C C 0 0 C 0 -
» a Security Services Rx Bytes 0 [ C 0 0 ( 0 C
» &y Lo Tx Unicast Packets 0 c c 0 0 c 0 .
Tx Broadcast Packets 0 ( C 0 0 C 0 C
Tx Bytes 0 ( ( 0 0 ( 0 -
~
Status: Ready
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5.11. Define networks

5.11.1| Create Address Objects for each of the networks within the deployment sites. From the

to continue.

SONICWALL> | Network Security Appliance

Network - Address Objects, click on the Add button and enter the following information
for: Name, Zone Assignment, Network, and Netmask for each subnet in the topology. Click OK

Name: Site A 192 168 130 X
Zone Assignment: LAN w
Type: Metwork hd
Network: 192.168.130.0
MNetmask: 255 255 2550
Ready

0K Cancel

5.11.2 Repeat Step 5.11.1 for each subnet in the topology. Refer to Figure 1 for details of topology

used for compliance testing.
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5.11.3| Once all of the Address Objects have been created, the following summary screen is

displayed.

SONICWALL> ‘ Network Security Appliance

» B system

v @ network
Interfaces
PortShield Groups
WAN Faiover &.LB
Zanes
NS
Address Objects
Services
Routing
NAT Policies
arp
DHCP Server
TP Helper
Web Proxy
Dynamic DNS

» &) Pcoard

» d=h sonicpoint

» @ Frewal

» &) ver

» 2 appiication Firewal

v @ v

» B8 ssiven

v & sers

» &5 Hich Avaiabilty

» B searity services

» B4 oo

A GTOUp.

10.10.10.0/255,255.255.0
10.20.20.0/255.255.255.0
10.30.1.0/255.255.255.0
10.30.30.0/255.255.255.0
10.33.1.0/255.255.255.0
10.40.40.0/255,255.255.0
192, 168, 130.0/255.255.255.0
192. 168.133.0/255.255.255.0

30.30.30.0/255.255.255.0

Address Objects %
| Add || ‘
0= Name + Address Detail
O HQ 10.10.10.%
O:= HQ 10.20.20.%
Os HQ 10.30.1X
Oa HQ 10.30.30.X
Os HQ 10.33.1X
Os HQ 10.40.40.%
D 7 Site A 192.168.130.X
D 3 Site A 192.168.133.X
Os Site A 30.30.30.%

[l Site ARouter 30.30.30.2
Ou Site B 192, 163.30.X
012 Site B 192, 168.33.X
O3 Site B 192, 168.42.X

O 14 Site B 20.20.20.X

30.30.30.2/255.255.255.255
192.168.30.0/255.255.255.0
192, 168.33.0/255,255.255.0
192, 168.42.0/255,255.255.0

20.20.20.0/255,255.255.0

Type

Network
Network
Network
Network
Network
Network
Network
Network
Network
Host

Network
Network
Network

Network

UERIE AT =

Ttems |1 to 14 (of 14) (W[ ][0

Go to Address Groups =0

Refresh Al H Purge All H Delste Al ‘

Zone Configure Comments
VPN 2)(x [=4
VPN 2% [=)
VPN 2 (x =)
VPN 2)(x (=3
VN 2)(x =)
VPN 2) (X [=4
LAN 2) (X [=3
LAN 2 (x [=)
LAN 2 (x =)
LAN 2)(x (=3
VN 2)(x =)
VPN 2) (X [=4
VPN 2) (X [=3
VPN 2)(x [=}
Refresh Al H Purge All H Delete Al

Status: The configuration has been updated.

TMA; Reviewed:
SPOC 9/25/2009

Solution & Interoperability Test Lab Application Notes
©2009 Avaya Inc. All Rights Reserved.

35 of 63
SonicWall-IPO




5.12. Group Address Objects based on site within topology

5.12.1

From the Network - Address Objects, click on the Add Group button and enter a unique
name for the site and highlight all related Address Objects (created in Steps 5.11.1) and

click :I to add to group.

SONICWALL> ‘ Network Security Appliance

Remote Site A Metworks

Mame:

HQ 10.40.40.X -
Ma 1P

MO Subnet

Secondary Default Gateway
Site A Router 30.30.30.2

Site B 19216830 X

Site B 192.168.33.X

Site B 192.168.42 X

Site B 20.20.20.X

WAN Remotelccess Metwark

Ready

Site A 192.168.130.X
Site A 192.168.133.X
Site A 30.30.30.X

OK | | Cancel

5.12.2

Repeat for all sites within network structure as shown in Figure 1.
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5.12.3

Once completed, the following Address Object Group summary is displayed.

SONICWALL® | Network Security Appliance

» H system
v @ netnork
Interfaces
PortShield Groups
WAN Failover &L8
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
TP Helper
Web Proxy

Dynamic DNS
» PC Card
» SonicPoint
> Firewall
ValP

£l

Application Firewal

v

2ONOPrE

VPN

SSLWPN

& users

» High Availabiity
» 3 Security Services

»
»

Address Groups

View Style: () All Address Objects (%) Custom Address Objects () Default Address Objects

T -

Or # name ~

O« 1 CompanyHQ Networks
HQ 10.33.1X
HQ 10.30.1.X
HQ 10.20.20.X
HQ 10,40.40.X
HQ 10,10.10.X
HQ 10.30.30.X

[0« 2 RemoteSite A Networks
Site A 192,168, 130.X
site A 192,168, 133.X
Site A 30.30.30.X

[Jw 3 Remote Site B Networks
Site B 192.168.33.X
Site B 192.158.30.X
Site B 192,168,42.X

Site B 20,20.20.%

Add Group...

Address Detail

10,33, 1.0/255,255,255.0
10,30, 1.0/255,255,255.0
10.20.20.0/255.255.255.0
10.40.40.0/255.255.255.0
10.10.10.0/255.255.255.0

10.30.30.0/255.255.255.0

192.168.130.0/255,255.255.0
192.168.133.0/255.255.255.0

30.30.30.0/255.255.255.0

192.168.33.0/255.255.255.0
192.168.30.0/255.255.255.0
192.168.42,0/255,255.255.0

20.20,20.0/255.255.255.0

Type
Group
Network
Netnork
Hetnork
Network
Network
Network
Group
Netnork
netork
Hetnork
Group
Network
Network
Network

Network

Zone

VPN

VPN

VPN

VPN

VPN

VPN

LAN

LAN

LAN

VPN

VPN

VPN

VPN

~
ems|1 [to3(ef3) Ge[ ]l
Go to Address Objects #=5|
[Comen |
Configure Comments
2) (% =
) (X o
2 (% o
7 =]
2) (% o
2 (% o
2)(x =]
Z) (X (=]
L)% o
7 (% o
7 % 2]
2) (% o
2) (% o
Z) (X (=]
) (X o
2) (% =

Delete Al B

Status: The configuration has been updated.
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5.13. Define routes for ‘local’ networks.
Configure the routing information for all the LAN subnets not directly connected to the Remote

Site A SonicWALL NSA 240.
5.13.1| From the Network = Routing, click on the Add button and enter route information.
(Source, Destination, Service, Gateway, and Interface) for each LAN subnet. Click OK to
continue.
SONICWALL> | Network Security Appliance
General
Route Policy Settings
Source: Any w
Destination: | Site A 192.168.133.X b
Service: Any “
Gateway: Site A Router 30.30.30.2 b
Interface: X0 A
Metric: 1
Comment:
[ Disable route when the interface is disconnected
[ allow ven path to take precedence
Ready
OK || Cancel || Help |
5.13.2| Repeat for each LAN subnet.
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5.13.3

Once all of the LAN subnet routes have been added, the following routing summary is

displayed.

SONICWALL> ‘ Network Security Appliance

» System
- @ nNetwork
Interfaces
Portshield Groups
WAN Fallover &L8
Zones
DNS.
Address Objects
Services
Routing
NAT Polices
ARP
DHCP Server
TP Helper
Web Proxy
Dynamic DNS
» (&) Pccard
» d=b sonicpoint
» @ Frewal
» &) o
» 3 appication Firewsi
» @ wen
» BY ssien
» & Users
» High Availability
» 3 Security Services

» D Lo

X2 (N/A)
X3 (/)
X4 (/)
X5 (/)
X6 (/)
X7 (NfA)
X8 (/)

MO (WAN)

Route Policies

View Style:
D #
1
2
Os
O4

@ all paicies O Custom Palicies O Default Policies

Source Destination
Any 255.255.255,255/32
Any Default Gateway
Any Site A 192, 168.133.%
Any Site A 192,168.130.%
Any X0 Subnet

Any X1Subnet

X1 Subnet Any

Any 0.0.0.0/0

Service

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled

Gateway

0.0.0.0

0.0.0.0

Site A Router 30.30,30.2
Site A Router 30.30.30.2
0.0.0.0

0.0.0.0

Default Gateway

60.60.50.2

Interface

X0

X1

X0

X0

X0

X1

X1

X1

2 ~
2
2
Z
Z
Z
2
s
items |1 |to8 @fe) (e[
Priority Comment Configure
1 [=]
2 (=]
3 x
4 x
5 [=]
[ [=]
7 [=]
8 (=]
v

Status: Ready
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5.14. Configure VolP settings.

5.14.1

From the VoIP > Settings, click on the Enable H.323 Transformations checkbox. Click
Accept to continue.

SONICWALL> ‘ Network Security Appliance

» H system
- VoIP
» @ nNetwork .
Settings
» &) Pccard
» d=by SoricPoint
» & Firewal
~ & wr General Settings
Settings
Call Status [ Enable consistent NAT
» & Appiication Firewal
9 SIP Settings
r @ vy
» B ssuen {1 Enable SIP Transformations
4 é Users Permit non-SIP packets on signaling port
» &2 High Availability
Enable SIP Back-to-Back User Agent (B2BUA) suppart
» 0 Security Services
SIP Signaling inactivity time out {seconds):
» B Log

SIP Media inactivity time out (seconds):

Additional SIP signaling port (UDF) for transformations (optional): %
H.323 Settings

Enable H.323 Transformations
[ only acceptincoming calls from Gatekeeper
[ enable LDAP 1LS Support
H.323 Signaling/Media inactivity time out (s=conds): {300

Default WAN/DMZ Gatekeeper TP Address: 0.0.0.0

Status: Ready
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5.15. Create VPN policies

For each site within the network structure, create a VPN policy to allow secure communication

between SonicWALL appliances.

5.15.1| From the VPN - Settings, click the Add button to add a VPN policy. In this popup enter
Name, IPSec Primary Gateway or Address, Shared Secret, and Confirm Shared Secret.
Click the Network tab to continue.
SONICWALL> | Network Security Appliance
General Metwork Proposals Advanced

Security Policy

Authentication Method: IKE using Preshared Secret ¥

Mame: SiteA_To_HQ

IPsec Primary Gateway Name or Address: 4040401

IPsec Secondary Gateway Name or Address: 0.0.0.0

IKE Authentication

Shared Secret: SRR ERN %

Confirm Shared Secret: ITITTIIT L] Mask Shared Secret

Local IKE ID: IP Address v

Peer IKE ID: IP Address hd

Ready
0K | | Cancel | | Help
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Specify subnets accessible over the VPN tunnel.
5.15.2
Within the Choose local network from list scroll list, select the Address Object Group
(created in Step 5.12.1) for this site. Within the Choose remote network from list scroll
list, select the Address Object Group (created in Step 5.12.2) for the remote site. Click the
Advanced tab to continue.

SONICWALL> | Network Security Appliance

General Metwork Proposals Advanced

Local Networks

(& Choose local network from list Remote Site A Networks ~
O Local network obtains IP addresses using DHCP through this YPN Tunnel

O Any address b

Destination Networks

2 Use this VPN Tunnel as default route for all Internet traffic
) Destination netwark obtains IP addresses using DHCP through this YPN Tunnel

(& Choose destination netwark from list Company HQ Networks v

Ready

oK | | Cancel | | Help
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Enable Keep Alive for VPN tunnel

5.15.3
To avoid VPN tunnel establishment latency, click on the Enable Keep Alive checkbox.

Click OK to continue.

SONICWALL> | Metwork Security Appliance

General Metwork Proposals Advanced

Advanced Settings

Enable Keep Alive
O Suppress automatic Access Rules creation for VPM Policy
[ Require authentication of VPN dients by XAUTH
User group for XAUTH users:
[ Enable Windows Networking (NetBIOS) Broadcast
[ Enable Multicast
[ apply MAT Folicies
Translated Local Netwark:

Translated Remote Network:

Management via this SA: HTTFP HTTPs [ s5H
User login via this SA: |:| HTTP I:‘ HTTPS

Default LAN Gateway (optional): 0.000

VPN Palicy bound to: Zone WAN »

R

Ready

oK | | Cancel | | Help

5.15.4| Repeat Steps 5.15.1, 5.15.2 and 5.15.3 for each VPN policy within the network structure.
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5.15.5

Once all the VPN policies have been added, the following summary is displayed.

SONICWALL® | Network Security Appliance

» H system . A
@ VPN
> Network .
Settings
» & Pccard
» d=b SonicPoint
» & Frrewal
L4 _‘.3 ValP VPN Global Settings
» &3 appication Firewal
o @ VPN Enable VPN
SEiiiE Unique Firewal Identifier: |0017C53A8C10 %
Advanced
DHCP over VPN VPN Policies Start Table Refresh (V) Refresh Interval |10 | Ttems per page |50 Ttems |1 toa(of4y Celeflrfn
LZTP Server
» BY ssien
iy O« Name Gateway Destinations Crypto Suite Enable Configure
b B e
D Figh Avalabiity 1 WAN GroupVPN ESP: 3DES/HMAC SHAT (IKE) O &
> 9 Security Services 2 WLAN GroupVPN ESP: 3DES/HMAC SHAT (IKE) O &
» L 1o @ 10.33.1.0 - 10.33.1.255
@ 10.30.1.0 - 10.30.1.255
@ 10.20.20.0 - 10.20.20.255 y
40,40, : ) x
O 3 SiteA_To_HQ 40.40,40.1 & 1050500 - 10, 30,40 295 ESP: 3DES/HMAC SHAL (IKE) 2
@ 10.10.10.0 - 10.10.10.255
10.30.30.0 - 10.30.30.255
@ 192.168.33.0 - 192.168.33.255
@ 192.168.30.0 - 192.168,30.255 y
X : ) x
O = Sited_To_SiteB 50.50.50.1 & 159 166.42.0 - 195 168,42, 255 ESP: 3DES/HMAC SHA1 (IKE) 2
@ 20.20.20.0 - 20.20.20.255
Site To Site Policies: 2 Policies Defined, 2 Policies Enabled, 25 Maximum Policies Allowed
GroupVPN Paolicies: 2 Policies Defined, 0 Policies Enabled, 8 Maximum Policies Allowed
Currently Active VPN Tunnels Start Table Refresh () Refresh Interval |10 | ttems per page 50 | 1tems | 027 pf27) e le]lelln
~
Status: Ready
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5.16. Save settings

Save settings
5.16.1| From the System > Settings, click on the Export Settings button to save the SonicWALL

appliance configuration.
SONICWALL> | Network Security Appliance

You can export the current configuration of your SonicWALL to a file. The file can be imported
by the same SonicWALL or used to done a configuration across multiple SonicWWALLs,

The default name of the file will be "sonicwall-K S:Eu_znlﬂ-ﬁ_z_ﬂ_1-21o.exp'.

Export | | Cancel |
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5.17. Configure SonicWall NSA 240 (Remote Site B)

Step | Description

5.17.1| Configure the SonicWall NSA 240 at Remote Site B using the built-in web-based
Management Tool. Access this tool by establishing a web browser connection to the
SonicWall NSA 240. Refer to Section 9 [6].

Log into the Remote Site B SonicWall NSA 240.

1. Connect the LAN port of the computer being used to the X0 (LAN) port on the
SonicWall NSA 240.

2. Start the Management Tool as follows: Start your web browser and enter
http://192.168.168.168 Press Enter.

3. Login to the SonicWall NSA 240 using default credentials which can be obtained
from the SonicWALL documentation.

SONICWALLY | Network Security Login

Isername:
Passwiord;

Language: | English »

[EST—

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 46 of 63
SPOC 9/25/2009 ©2009 Avaya Inc. All Rights Reserved. SonicWall-IPO



5.17.2 The main SonicWall NSA 240 window appears. The following steps refer to the Configuration
Tree which is in the left pane of the window and under the heading System.
SONICWALL> | Network Security Appliance
- E System )
System [
Security Dashboard
" Status
j %
Licenses
Support Services « The password hasn't been changed.
« 'fou have not specified a DNS server address; some functions will not
Administration & operate properly.
Certificates » Log messages cannot be sent because you have not specified an
outbound SMTP server address.
Time
Schedules
System Information Secl
Settings
Packet Capture Model: MNSA 240 No
Diagnostics Product Code: &900 55
Restart Serial Mumber: 0017C52BE3FS S0
» E MNetwaork Authentication Code:  QGPK-TKFZ Ple
k U PC Card Firmware Version: SonicOS Enhanced 5.2.0.1-210 Th
3 é SonicPoint Safemode Version: Safemode 5.0.1,11
» S Firewal ROM Version: SonicROM 5.0,2,12
[ Q VoIP CPUs: 0.18% - 2 x 500 MHz Mips&4 Octeon Processor 5
» @' Application Firewall Total Memory : 256 MB RAM, 32 ME Flash
r @ VPN System Time : 07/15/2009 17:50:45
» B ssuven Up Time : 20 Days 08:23:01
» % Users Connections : 8
k High Availability Last Modified By : 10.10,10.245:%1 07/10,/2009 15:44:27
[ ﬁ Security Services - = —mmmmeeees
o »
Status: Ready
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5.18. Configure Interfaces:

5.18.1 From the Network - Interfaces, click on the Configure icon z ,not shown, for X0
(LAN) and enter the following information for: IP Assignment, IP Address and Subnet Mask for
the network structure to be used, Click OK to continue.

~
SONICWALL> | Network Security Appliance
General Advanced
Interface "X0' Settings
Zone:
IP Assignment: Static b
IP Address: 2020201
Subnet Mask: 266 2656 2550
Comment: Default LAN
Management: HTTP HTTPS ping [ sump SSH
User Login: O HTTe [ HTTRPS
Add rule to enable redirect from HTTP to HTTPS
Ready
0K | | Cancel | | Help
o
< »
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5.18.2 Repeat for the X1 (WAN) interface.

5.18.3| Once configuration on the interfaces is completed, the following summary is presented.

SONICWALL> ‘ Network Security Appliance

= i -
» & syctem
- Interfaces
-« @ nNetwork
e
PortShield Groups
WAN Failover & LB Interface Settings
Zones
s v  Name Zone IP Address Subnet Mask 1P Assignment Status Comment Configure
Address Objects - X0 LAN 20.20.20.1 255.255.255.0 Static 1000 Mbps full-duplex Defauit LAN 2
Services - X1 WAN 50.50.50.1 255.255.255.0 Static 1000 Mbps full-duplex Default WAN Z
R - X2 Unassigned 0.0.0.0 0.0.0.0 NfA No link Z
NAT Policies
. v x3 Unassigned 0.0.0.0 0.0.0.0 A Nolink Z
DHCP Server v x4 Unassigned 0.0.0.0 0.0.0.0 A Nolink Z
IP Helper v 45 Unassigned 0.0.0.0 0.0.0.0 NfA Mo link 2
Web Prox
i v % Unassigned 0.0.0.0 0.0.0.0 A Nolink 2
Dynamic DNS
» @ rcoxd . x7 Unassigned 0.0.0.0 0.0.0.0 N/A No link 2
b d=b SonicPoint . X8 Unassigned 0.0.0.0 0.0.0.0 N/A No link 2 5
» G Firewal - Mo WAN 0.0.0.0 255.255.255.0 Dial-Up Disconnected Module 2
» &) vor
0 Add itertacs | | Portshien Wizar
» £ apolcation Firewal
» @ v
Interface Teafic Statistcs
» BY ssien
v & veers Traffic Statistics X0 x2 X3 x4 X6 X7 X8 MO
Rx Unicast Packets 0 0 C 0 C 0 0
Pl Rx Broadcast Packets 0 0 C 0 0 0
» B security services R Bytes . N ; . . .
» R e Tx Unicast Packets 0 0 [ 0 0 0
Tx Broadcast Packets 0 0 C 0 0 0
Tx Bytes 0 C C 0 C C 0 C o
¢ >
Status: Ready
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5.19. Define networks

5.19.1

Create Address Objects for each of the networks within the deployment sites. From the
Network - Address Objects, click on the Add button and enter the following information
for: Name, Zone Assignment, Network, and Netmask for each subnet in the topology. Click OK
to continue.

SONICWALL> | Network Security Appliance

Mame: Site B 192.168.30.X
Zone Assignment: LAM hd
Type: Metwork hd
Metwork: 192.168.30.0
Metmask: 285 255 2550
Ready %

oK | | Cancel

5.19.2

Repeat Step 5.19.1 for each subnet in the topology. Refer to Figure 1 for details of topology
used for compliance testing.
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5.19.3| Once all of the Address Objects have been created, the following summary screen is

displayed.

SONICWALL> | Network Security Appliance

» System
- @ nNetwork
Interfaces
Portshield Groups
VAN Failover &LB
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
IP Helper
Web Proxy
Dynamic DNS
» (&) Pccard
» d=b sonicpoint

» &) o

» 3 appication Firewsi
» @ wen

» BY ssien

» & Users

» High Availability

» Q Security Services

-

10,10.10.0/255,255.255.0
10.20.20.0/255.255.255.0
10.30.1.0/255.255.255.0
10.33.1.0/255.255.255.0
10.40.40.0/255.255, 255.0
192,168, 130,0/255,255,255.0
192,168, 133.0/255,255.255.0

30.30.30.0/255.255.255.0

Address Objects

o] I I
£ Name - Address Detal

O HQ 10.10.10.X

Oz HQ 10.20.20.X

Os HQ 10.30.1.%

Oa HQ 10.33.1.%

Os HQ 10,40.40.X

Os Site A 192,168, 130.X

Or Site A 192,168, 133.%

Os Site A 30.30.30.%

Oa Site B 192.168.30.X

0w Site B 192.168,33.X
On Site B 192.168.42.X
O Site B 20.20.20.X

O3 Site B Router 20,20.20,2

192.168.30.0/255.255.255.0
192.168.33.0/255.255.255.0
192.168.42.0/255.255.255.0
20.20.20.0/255.255.255.0

20.20.20,2/255.255. 255,255

Type

network

Network

Network

Network

Network

Network

Network

Network

Network

Network

Network

Network

Host

~

ttems (1 Jto 13 f 13) E[E]v ][0

Go to Address Groups ¥

Refresh Al || Purge Al || Delete Al |

Zone Configure Comments
VPN Z) (% (=}
VPN 2) (% [=}
VPN 2) (% (=)
VPN % 2 (% (=)
VPN Z2) (% =)
VPN 2 (% (=}
VPN 2 (% (=3
VPN 2) (% [=}
LAN 2) (X =1
LAN 2) (% o
LAN 2) (% =]
LAN 2% (=)
LA 21 (% =4
Refresh Al || Purge Al || Delete Al

v

Status: The configuration has been updated.
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5.20. Group Address Objects based on site within topology

5.20.1| From the Network = Address Objects, click on the Add Group button and enter a unique
name for the site and highlight all related Address Objects (created in Steps 5.19.1) and
click :I to add to group.
SONICWALL> | Network Security Appliance
Mame: Remote Site B MNetworks
HQ 10.20 20 X ~ Site B 192.168.30 X
HQ 10.30.1.% Site B 192.168.33.X
HQ 10.331.% Site B 192.168.42.X
HQ 10.40.40.X Site B 20.20.20.%
MO 1P
M0 Subnet .
Secondary Default Gateway _
Site A 192.168.130.X
Site A 192.168.133.X
Site A 30.30.30.X hd
Ready
% | Ok | | Cancel
5.20.2 Repeat for all sites within network structure as shown in Figure 1.
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5.20.3

Once completed, the following Address Object Group summary is displayed.

SONICWALL® | Network Security Appliance

» H system
v @ netnork
Interfaces
Portshield Groups
WAN Faiover &LB
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
IP Helper
Web Proxy
Dynamic DNS
» & pecard
» é SonicPoint
» @ Frenal
» &) vor
» £ apolcation Firewal
» @ v
» BY ssien
v & Users
» High Availabiity
» B security services

» B Log

Address Objects

Address Groups

View Style: O All Address Objects (® Custom Address Objects (O Default Address Objects

Com

O*r # name

[Jw 1 CompanyHQ Netwarks
HQ 10.33.1%
HQ 10.30.1.X
HQ 10.20.20.%
HQ 10,40.40.X
HQ 10.10.10.%

[Jw 2 Remote Site A Networks
Site A 192,163, 133X
Site A 192.168.130.X
Site A 30,30.30.X

[Jw 3 RemoteSite BNetworks
Site B 192.168.33.X
Site B 192.158.30.X
Site B 192 168,42,

Site B 20.20.20.%

Address Detail

10.33.1.0/255.255.255.0
10.30.1.0/255.255.255.0
10.20,20.0/255.255.255.0
10.40,40.0/255.255.255.0

10.10. 10.0/255.255.255.0

192.168.133.0/255.255.255.0
192.168.130.0/255.255.255.0

30,30,30.0/255.255.255.0

192.168.33.0/255.255.255.0
192.168.30.0/255.255.255.0
192.168.42.0/255.255.255.0

20.20.20.0/255.255.255.0

Type
Group
Network
Network
Network
Network
Hetnork
Group
Network
Network
Network
Group
Hetnork
Network
Network

Network

Zone

VPN
VPN
VPN

%N

VPN

VPN
VPN

VPN

LAN
LAN
LAN

LAN

Ttems |1 to 3 {of3) (e[ Jw ][

Go to Address Objects %=

Configure

2%

%

x

A A ARSI S AR A AN AR AN AR O AR AN AR S AR A AR AN ALY
X

Delete All

Comments

Delete Al

v

Status: The configuration has been updated.
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5.21. Define routes for ‘local’ networks.

Configure the routing information for all the LAN subnets not directly connected to the Remote
Site B SonicWALL NSA 240.

5.21.1| From the Network = Routing, click on the Add button and enter route information
(Source, Destination, Service, Gateway, and Interface) for each LAN subnet. Click OK to
continue.

SONICWALL> | Network Security Appliance

General

Route Policy Settings

Source: Any v
Destination: | Site B 192.168.30.X hd
Service: Any hd

Gateway: Site B Router 20.20.20.2 b

Interface: X0 R
Metric: 1
Comment:

[ bisable route when the interface is disconnected

[ allow VPN path to take precedence

b3

Ready
OK || Cancel || Help
5.21.2| Repeat for each LAN subnet.
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5.21.3

Once all of the LAN subnet routes have been added, the following routing summary is

displayed.

SONICWALL> | Network Security Appliance

» System
- @ nNetwork
Interfaces
Portshield Groups
WAN Fallover &L8
Zones
DNS.
Address Objects
Services
Routing
NAT Polices
ARP
DHCP Server
TP Helper
Web Proxy
Dynamic DNS
» (&) Pccard
» d=b sonicpoint
» @ Frewal
» &) o
» 3 appication Firewsi
» @ wen
» BY ssien
» & Users
» High Availability
» 3 Security Services

» D Lo

X3 (N/A)
X4 (/)
X5 (N/A)
X6 (N/A)
X7 (/)
X8 (/)

MO (WAN)

Route Policies

View Style:
D =
1
2
Os
04
Os

@ all policies O Custom Policies O Default Folices

Source Destination

Any 255.255.255,255/32
Any Default Gateway
Any Site B 192,168,30.X
Any Site B 192,168,42.%
Any Site B 192,168.33.%
Any X0 Subnet

Any X1 Subnet

X1 Subnet Any

Any 0.0.0.0/0

Service

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled

Gateway

0.0.0.0

0.0.0.0

Site B Router 20.20,20.2
Site B Router 20.20,20.2
Site B Router 20.20.20.2
0.0.0.0

0.0.0.0

Default Gateway

50.50.50.2

Interface

X0

X1

X0

X0

X0

X0

X1

X1

X1

2z

Zz

Zz

2

2

Z

Z

ttems |1 |to9 (ofg) (e[

Priority Comment Configure
1 (=4

2 [=}

3 x
4 x
5 x
[ (=3

7 (=3

8 [=}

9 (=)

Status: Ready
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5.22. Configure VoIP settings.

5.22.1

From the VoIP - Settings, click on the Enable H.323 Transformations checkbox. Click
Accept to continue.

SONICWALL> | Network Security Appliance

» B gystem "
- Vo
» @ netnork :
Settings
» & Pccard g

» é SonicPoint
» & Frewal

v &) vor General Settings
Settings
Call Status [ Enable consistent AT N
» B2 application Frewal
s SIP Settings
» @ ven
» B ssien [ Enable TP Transformations
» & sers Permit non-SIP packets on signaling part

» £ High Availability

» G security services
SIP Signaling inactivity time out (seconds):
rB g

Enable STP Back-to-Back User Agent {B2B8UA) support

SIP Media inactivity time out (seconds):
Additional SIP signaling port {LICP) for transformations (optional):
H.323 Settings
Enable H.323 Transformations
[ only accept incoming calls from Gatekeeper

[ Enable LDAP 1L Suppart

H.323 Signaling/Media inactivity time out (seconds): 300

Default WAN/DMZ Gatekeeper [P Address: 0000

Status: Ready
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5.23. Create VPN policies

For each site within the network structure, create a VPN policy to allow secure communication
between SonicWALL appliances.

5.23.1| From the VPN - Settings, click the Add button to add a VPN policy. In this popup enter
Name, IPSec Primary Gateway or Address, Shared Secret, and Confirm Shared Secret.

Click the Network tab to continue.

SONICWALL> | MNetwork Security Appliance

General Metwork Froposals Advanced

Security Policy

Authentication Method: IKE using Preshared Secret v
Name: SiteB_To_HQ

IPsec Primary Gateway Mame or Address: 4040401

IPsec Secondary Gateway Mame or Address: 0000

IKE Authentication

Shared Secret: LTI
Confirm Shared Secret: LTI Mask Shared Secret
Local IKE ID: IP Address v
Peer IKE ID: IP Address v
Ready
OK | | Cancel | | Help
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Specify subnets accessible over the VPN tunnel.
5.23.2
Within the Choose local network from list scroll list, select the Address Object Group
(created in Step 5.20.1) for this site. Within the Choose remote network from list scroll
list, select the Address Object Group (created in Step 5.20.2) for the remote site. Click the
Advanced tab to continue.

SONICWALL> | Network Security Appliance

General Network Proposals Advanced

Local Networks

(&) Choose local netwark from list Remote Site B Networks v
' Local network obtains IP addresses using DHCF through this VPN Tunnel

O Any address N

Destination Networks

(O Use this VPN Tunnel as default route for all Internet traffic
(O Destination network obtains IP addresses using DHCP through this VPN Tunnel

(&) Choose destination network from list Company HQ Networks v

Ready

0K | | Cancel | | Help
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Enable Keep Alive for VPN tunnel.

To avoid VPN tunnel establishment latency, click on the Enable Keep Alive checkbox.

Click OK to continue.

SONICWALL> | Network Security Appliance

General Metwork

Advanced Settings

Enable Keep Alive N

User group for XALTH users:

[ Enable Multicast
1 apply NAT Palicies

Translated Local Network:
Translated Remote Metwork:
Management via thiz SA:
User login via this SA:
Default LAN Gateway (optional):

WPM Policy bound to:

Ready

Proposals Advanced

ks

[ suppress automatic Access Rules creation for VPN Palicy

[ Require authentication of VPN dients by XAUTH

[ Enable Windows Metworking (NetBIOS) Broadcast

HTTP HrTes [ ssH
O wrre O Hres
0000

Zone WAM  »

0K Cancel Help

Repeat Steps 5.23.1, 5.23.2 and 5.23.3 for each VPN policy within the network structure.
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5.23.5

Once all the VPN policies have been added, the following summary is displayed.

SONICWALL> |

Network Security Appliance

v B syctem

> g Network

» & pocad

» é SonicPoint

» @ Freva

» & vor

» &3 Appleaton Freval

«@ v
Settings
Advanced
DHCP over WP
LZTP Server

» B ssien

» & e

» 2 tigh avaiabilty

» @ scaity Services

=™

-
VPN
Settings
VPH Global Settings
Enable VPN
Unique Firewall Identifier: |0017C52BE3F5
VPH Policies Start Table Refresh (') Refresh Interval [ 10| Ttems per page |50 Ttems |1 toa(ofa Wl
= Name Gateway Destinations Crypto Suite Enable Configure
1 WAN GroupVPN ESP: 3DES/HMAC SHA1 (IKE) O 2
2 WLAN GroupVPN ESP: 3DES/HMAC SHA (IKE) O z
@ 10.33,1.0 - 10.33.1.255
@ 10.30,1.0 - 10.30.1.255
O s SiteB_To_HQ 40.40.40.1 @ 10.20.20.0 - 10.20.20.255 ESP: 3DES/HMAC SHA (IKE) 7%
@ 10.40.40.0 - 10.40.40.255
@ 10.10.10.0 - 10.10.10.255
@ 192.168.133.0 - 192.168.133.255
O« SiteB_To_SiteA 60.60.60.1 @ 182.168.130.0 - 132,168, 130255 ESP: 3DES/HMAC SHA (IKE) 2%
@ 30.30.30.0 - 30.30.30.255
Site Te Site Policies: 2 Policies Defined, 2 Pelicies Enabled, 25 Maximum Policies Allowed
GroupVPN Policies: 2 Policies Defined, 0 Policies Enabled, 6 Maximum Policies Allowed
Currently Active VPN Tunnels Start Table Refresh (") Refresh Interval | 10 | Ttems per page |50 1tems |1 t032(of32) L]l
# Created MName Local Remote Gateway |

5.24. Save settings

5.24.1

Save settings
From the System > Settings, click on the Export Settings button to save the SonicWALL
appliance configuration.

SONICWALL> | Network Security Appliance

You can export the current configuration of your SonicWALL to a file. The file can be imported
by the same SonicWALL or used to done a configuration across multiple SonicWWALLs,

The default name of the file will be 'sonicwall-NSA_240-5_2 0_1-210.exp’.

Export | | Cancel |
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6. General Test Approach and Test Results
6.1. Test Approach

All feature functionality test cases were performed manually. The general test approach entailed
verifying the following list through the SonicWALL firewall VPNs:

= LAN/WAN connectivity between all locations

= Registration of Avaya IP Telephones with Avaya IP Office

= Verification of the Small Community Networking trunk between the two Avaya IP
Offices.

= Verifying that DSCP and 802.1p Priority QoS values are not altered by the SonicWALL
firewall VPNS.

= Verifying that Avaya VoiceMail Pro and MWI work properly.

= Retrieving Voicemail messages from Remote locations.

= Features Tested: attended/unattended transfer, conference call participation, conference
call add/drop, multiple call appearances, caller ID operation, call forwarding
unconditional, call forwarding on busy, call park, call pick-up, bridged call appearances

6.2. Test Results

All feature functionality, serviceability, and performance test cases passed. The Multi-Site
SonicWALL firewall VPN implementation yielded good voice quality and no calls were lost.
The stability of the Avaya/ SonicWALL solution was successfully verified through performance
and serviceability testing.

7. Verification Steps
While running through the SonicWALL firewall VPNs these verification steps can be run:

1. Check that the Avaya H.323 IP telephones have successfully registered with Avaya
Communication Manager using the list registered-station command.

2. Place internal and external calls between the digital telephone and IP telephones at each
site.

8. Conclusion

These Application Notes describe the configuration steps for integrating the SonicWALL UTM
Firewalls with an Avaya telephony infrastructure using Avaya IP Office. For the configuration
described in these Application Notes, VoIP traffic, voice features and Data traffic traversed the
network properly through the SonicWALL firewall VPNs.
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9. Additional References

The documents referenced below were used for additional support and configuration

information.

This section references the Avaya documentation relevant to these Application Notes. The

following Avaya product documentation is available at http://support.avaya.com

[1] Avaya IP Office 4.2 Installation Manual, Document Number 15-601042

[2] Avaya IP Office 4.2 Embedded Voicemail User Guide, Document Number 15-601067

[3] Avaya IP Office 4.2 Phone Manager User Guide, Document Number 15-600988

[4] Avaya IP Office 4.2 Manager 6.2, Document # 16-601443

[5] Deskphone Value Edition 1600 Series IP Telephones Installation and Maintenance
Guide, Document # 16-601443

The SonicWALL product documentation can be found at

[6] http://www.sonicwall.com/us/support/6832.html

10. Change History
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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