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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) trunking between Virgin Media Business SIP Trunking and Avaya IP Office.

The Virgin Media Business SIP Trunking service provides PSTN access via a SIP trunk
connected to the Virgin Media Business Voice over Internet Protocol (VolIP) network as an
alternative to legacy analogue or digital trunks. Virgin Media Business is a member of the
Avaya DevConnect Service Provider program.

Readers should pay attention to section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) trunking between Virgin Media Business SIP Trunking and Avaya IP Office. Virgin Media
Business SIP Trunking provides PSTN access via a SIP trunk connected to the Virgin Media
Business network as an alternative to legacy analogue or digital trunks. This approach generally
results in lower cost for customers.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to Virgin Media Business SIP Trunking. This configuration (shown in Figure 1) was
used to exercise the features and functionality listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

Avaya IP Office was connected to Virgin Media Business SIP Trunking. To verify SIP trunking
interoperability the following features and functionality were exercised during the
interoperability compliance test:
e Incoming PSTN calls to various phone types including H.323, SIP, digital and analogue
telephones at the enterprise. Calls were routed to the enterprise across the SIP trunk from
Virgin Media Business.

e Outgoing PSTN calls from various phone types including H.323, SIP and analogue
telephones at the enterprise. Calls were routed from the enterprise across the SIP trunk to
Virgin Media Business.

e Inbound and outbound PSTN calls to/from an Avaya Communicator for Windows client.
Various call types including: local, international, toll free (outbound) and directory
assistance.

Codecs G.711A and G.711MU.

Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using T.38
Caller ID presentation and Caller 1D restriction.

DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.

Off-net call forwarding and mobile twinning.
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2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for the
Virgin Media Business SIP Trunking with the following observations:

The IP Office private IP address could be seen in the Proxy-Authorization header on
outgoing calls. This was rectified by specifying a domain name in the ITSP Domain
Name in the SIP Line settings on the IP Office (See Section 5.6.2).

Initially there were no Min-SE or Session-Expires headers in the outbound INVITE
messages from IP Office. This was resolved by setting the SIP Line Session Timer to
3600 in line with that used by Virgin Media (See Section 5.6.2).

The calling number displayed on IP Office Extensions for inbound calls was not in
diallable format. This was resolved by configuring the IP Office to use the number in the
From header as opposed to P-Asserted-1D (See Section 5.6.2).

At the time of testing, the Virgin Media Business SIP trunk was not configured to support
the G.729 codec.

When testing DTMF on outbound calls from a SIP extension, some digits were missed by
the voicemail system at the destination. This was thought to be due to network quality
issues encountered during testing.

Toll-Free access to the IP Office was not available for testing.

Network quality issues were encountered when testing Emergency Services, in particular
when testing the text device (Minicom 5000). Quality was improved by configuring the
IP Office 500 V2 as a standalone device as opposed to an extension of the IP Office
Server.

In the normal operation of blind call transfer, leg 2 information is passed to the network
in a REFER message. During testing, the network responded with “405 Method Not
Allowed”. To resolve this, Outgoing Blind REFER was unchecked on IP Office.

During testing, occasional events were observed where the network responded to an
INVITE with 491 Request Pending. The IP Office sent an ACK in response to these
messages to which the network responded with 407 Proxy Authentication Required. The
IP Office did not respond to these messages and although the call was successful, there
was unnecessary signalling from the network.

Network quality issues were encountered when testing outbound fax and the fax
transmission was unreliable. Quality was improved by configuring the IP Office 500 V2
as a standalone device as opposed to an extension of the IP Office Server.

The conferencing of outbound calls from Avaya Communicator for Windows was not
tested. The softphone requires the use of a conferencing server that was not available at
the time of testing.

During testing, Virgin Media Business observed that re-INVITEs were seen after call set-
up. These were found to be due to the redirection of media to establish a path directly
between IP endpoints or the IP Office 500 V2 extension and the Avaya SBCE. This was
seen as undesirable and was turned off by unchecking “Allow Direct Media” (See
Section 5.6.2).
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2.3. Support

For technical support on Virgin Media Business products please contact the following website:
http://www.virginmediabusiness.co.uk/help/s/
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an enterprise site
connected to Virgin Media Business SIP Trunking. Located at the enterprise site is an Avaya IP
Office 500 v2. Endpoints include an Avaya 1600 Series IP Telephone (with H.323 firmware),
Avaya 9600 Series IP Telephones (with H.323 firmware), an Avaya 1140e SIP Telephone, an
Avaya 2420 Digital Telephone, an Avaya Analogue Telephone and a fax machine. The site also
has a Windows 7 PC running Avaya IP Office Manager to configure the Avaya IP Office as well
as Avaya Communicator for Windows for mobility testing. For security purposes, public IP
addresses have been changed and any PSTN routable phone numbers used in the compliance test
are not shown in these Application Notes. Instead the phone numbers have been obscured
beyond the city code.

e ~\
{ Virgin Media Business
SIP Trunk
PSIN

Soft-Switch > Media Gateway
| Session Barder Controller A Session Barder Controiler 8 .I 3
| (Sig: 192168 95.188 (5ig: 192.168.171.242 y

F Telephy
Med: 192.168.95.159) Med: 192.168.171.243) i “ elophone

\ ! J e Signalling

Media

Public internet

-
Avaya Galway Lab
PC with Avaya IP Office

Avaya SBCE Manager and Avaya
Externai: 192 168.122.58 Communicator for
Series 3 Internal: 10,10.9.81) Windows
Fax (10.10.5.200)
Avaya P Office 500 V2
(10.10.9.100) — ' B
.. &

Av. b P ' 1)

Avays 2420
Digital
Talephone

Avsys
Analogue
Telephone

Avaya 9600 Series
H.323 Telephones

Avaya 1600 Series Avaya 1140e
H.323 Telephanes SIP Telephane

Figure 1: Virgin Media Business SIP Trunking to Avaya IP Office Topology
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

| Release/Version

Avaya

Avaya IP Office 500 V2

Avaya IP Office R9.1.500.145

Avaya Session Border Controller for
Enterprise

7.0.1-03-8739

Avaya 1140e IP SIP Telephone 04.04.18.00
Avaya 1608 IP Phone (H.323) 1.350B
Avaya 9608 IP Phone (H.323) 6.6.0.29
Avaya 2420 Digital Phone N/A

Avaya 98390 Analogue Phone N/A

Avaya Communicator 2.1.3.80

Avaya IP Office Manager

Version 9.1.5.0 build 145

Virgin Media Business

Genband C20 Call Session Controller

CVM17

Genband Q20 Network SBC

8.3.8.7

Testing was performed with IP Office 500 V2 R9.1.500.145. Compliance Testing is applicable
when the tested solution is deployed with a standalone IP Office 500 V2 and also when deployed
with all configurations of IP Office Server Edition without T.38 Fax Service. Note that IP Office
Server Edition requires an Expansion IP Office 500 V2 to support analog or digital endpoints or

trunks.
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5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectivity to the Virgin
Media Business SIP Trunking. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From a PC running the Avaya IP Office Manager application, select
Start - Programs - IP Office - Manager to launch the application. Navigate to File >
Open Configuration (not shown), select the proper Avaya IP Office system from the pop-up
window, and log in with the appropriate credentials. A management window will appear similar
to the one in the next section. All the Avaya IP Office configurable components are shown in the
left pane known as the Navigation Pane. The pane on the right is the Details Pane. These panes
will be referenced throughout the Avaya IP Office configuration. All licensing and feature
configuration that is not directly related to the interface with the Service Provider (such as
mobile twinning) is assumed to already be in place.

19103100 - Refreun A oK Canced
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5.1. Verify System Capacity

Navigate to License in the Navigation Pane. In the Details Pane verify that the License Status
for SIP Trunk Channels is Valid and that the number of Instances is sufficient to support the
number of SIP trunk channels provisioned by Virgin Media Business.

10 Vel 15,00/ 306 PLOS Noda!
10} Vabd 19092038 PLUS Nodal

Thied Perty AF nNA 10 akd 197022030 PLOS Nodol
Waron Usmr WA 10 vald 10007838 PLOS Nodal

3rd Paty IP Endpoints A 10 Vakdd 19/00,2026 PLOS Nodal
Certryined Endgoants WA 1m Oboiete 15092900 PLTS Nodal

5.2. LAN1 Settings

The configuration tested with the Virgin Media Business SIP trunk used an Avaya Session
Border Controller for Enterprise (Avaya SBCE) so the only connection from IP Office was to the
local network using the LAN1 connection. To access the LANL1 settings, first navigate to System
- <IP Office Name> in the Navigation Pane where <IP Office Name> is the name of the Avaya
IP Office. This is GSSCP_IPO?2 in the GSSCP test environment. Navigate to the LAN1 - LAN
Settings tab in the Details Pane. The IP Address and IP Mask fields are the interface of the
Avaya IP Office; Primary Trans. IP Address is the next hop, usually the default gateway
address. In this configuration, Primary Trans IP Address is not set as the default route is
configured in the IP Route settings (not shown). All other parameters should be set according to
customer requirements. On completion, click the OK button (not shown).

IP Offices |E GSSCP_IPO2

& BOOTP (0)
47 Operator (3)

[ System | LANL i' LAN2 l DNS ] Voicemail | Telephony | Directory Services I System Events I SMTP I

SSCP_IPO2 LAN Settings ’VOIP I Network Topology |

%7 System (1)

- GSSCP_IPO2 IP Address 10 10 9 100
#-17 Line (10)
<= Control Unit (4) Tk By B By ¢
[+ Extension (32) :

; 0 0 0 0
G-§ User(32) Primary Trans. IP Address
+‘§ Group (1) RIP Mode None v
-8% Short Code (76)
B Service (0) [7] Enable NAT

oy RAS (1) -
- Incoming Call Route (8) Number Of DHCP IP Addresses 200 £
@ WanPort (0) DHCP Mode
o~ Directory (0) ESTE——
£ Time Profile (0) ) Server (O Client ) Dialin @ Disabled Advanced
:})---@ Firewall Profile (1)
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On the VolIP tab in the Details Pane, check the SIP Trunks Enable box to enable the
configuration of SIP trunks. If SIP Endpoints are to be used such as the Avaya Communicator
for Windows and the Avaya 1140e, the SIP Registrar Enable box must also be checked. Define
the port to be used for the signalling transport, in the test environment TCP was used and the
port number was left at the default value of 5060.

Scroll down for further configuration. The RTP Port Number Range can be customized to a
specific range of receive ports for the RTP media. Based on this setting, Avaya IP Office
requests RTP media to be sent to a UDP port in the configurable range for calls using LANL1.
The range used for testing was the default values of 49152 to 53246.

= GSSCP_IPO2

“ System MLANl ] LAN2 ] DNS I Voicemail l Telephony l Directory Services l System Events l SMTP l SMDR l Twinning | VCM 1 Codecs } VolP Security

i LAN Settings | VoIP | Network Topology‘

[¥] H323 Gatekeeper Enable
[7] Auto-create Extn Auto-create User [T] H323 Remote Extn Enable

t+ 11720

[¥] SIP Trunks Enable

[¥] SIP Registrar Enable

[7] Auto-create Extn/User [”] SIP Remote Extn Enable
Domain Name avaya.com
¥] upP UDP Port 5060 2 eimnoks + {5060
Layer 4 Protocol [¥] TCP TCP Port 5060 2 te T 5060
[ TLS TLS Port 5061 : . T 5061
Challenge Expiry Time (secs) 10 :
RTP
Port Number Range
Minimum 49152 - Maximum 53246 2
Port Number Range (NAT)
Minimum 49152 : Maximum 53246 :

[¥] Enable RTCP Monitoring on Port 5005

RTCP collector IP address for phones 0 0 0 0

Keepalives
Scope Disabled v dic t t 0
Disabled
DiffServ Settings
B8 > DSCP{Hex) B8 %+ Video DSCP(Hex) [FC % DSCP Mask (Hex) 88 +| SIG DSCP (Hex)
46 +| Dscp 46 +| Video DSCP 63 % DSCP Mask 34 | SIG DSCP
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Note: Avaya IP Office can also be configured to mark the Differentiated Services Code Point
(DSCP) in the IP Header with specific values to support Quality of Services policies for both
signalling and media (not shown). DSCP for media can be set for both voice and video. The
DSCP field is the value used for voice and the SIG DSCP is the value used for signalling. For
the compliance test, the DSCP values were left at their default values.

All other parameters should be set according to customer requirements. On completion, click the
OK button (not shown).

On the Network Topology tab in the Details Pane, leave the STUN Server IP Address at the
default setting of 0.0.0.0 and the Firewall/NAT Type at Open Internet as NAT is not required in
this configuration.

The Network Topology tab can be used to set the Binding Refresh Time for the periodic
sending of OPTIONS. During testing, IP Office sent OPTIONS messages at an interval of 10
minutes. This was achieved by setting the Binding Refresh Time to 600.

= GSSCP_IPO2

Ko

i System! LANL {LANZivl DNS l Voicemail | Telephony | Directory Services l System Events l SMTP I SMDR l Twinning l VM

i \ LAN Setting:Jivo]P J‘ Network Topology ‘

7f\Ale;w;rl;'}opol;gy Discovery
STUN Server Address 0000 STUN Port 3478 =
Firewall/NAT Type {Open Internet v ]
Binding Refresh Time (seconds) 600 2
Public IP Address e .0 .0 .0 RunSTUN || Cancel
Public Port
uppP 0 =
TCP 0 =
TLS 0 :
[7] Run STUN on startup
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5.3. System Telephony Settings

Navigate to the Telephony - Telephony tab on the Details Pane. Choose the Companding
Law typical for the enterprise location. For Europe, A-LAW is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the
Service Provider across the SIP trunk. On completion, click the OK button (not shown).

Ko

B ‘GSSCP_IPO2

’ System I LANL I LAN2 l DNS I Voicemaili Telephony ( Directory Services l System Events I SMTP I SMDR I Twinning | VCM I Codecs I VolP Security

Telephony ‘ Park & Pagel Tones & Music] Ring Tones l Call LogJ TUI l

Analogue Extensions Companding Law
Switch Line
Default Outside Call Sequence lNormal v]
Default Inside Call Sequence [Ring Typel VI ® b=t U-Law Line
Default Ring Back Sequence [Ring Type2 V]
2 : y p= @ A-Law @ A-LawLine
Restrict Analogue Extension Ringer Voltage =]

= [7] DSS Status

Dial Delay Time (secs) 4 ~
E 7] A
Dial Delay Count 0 = B, Acito Fiofd
] g x Dial By Name
Default No Answer Time (secs) 15 =
) = [¥] Show Account Code
Hold Timeout (secs) 0 E
= | [7] Inhibit Off-Switch Forward/Transfer
Park Timeout (secs) 300
= [T Restrict Network Interconnect
Ring Delay (secs) 5 =
. Include location specific information
Call Priority Promotion Time (secs) Disabled s
["] Drop External Only Impromptu Conference
Default Currency lEUR '] s
[ Visually Differentiate External Call
Maximum SIP Sessions 255 =
["] Unsupervised Analog Trunk Disconnect Handling
Default Name Priority [Favour Trunk V} ; g "
[ : [V] High Quality Conferencing
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5.4. System Twinning Settings

Navigate to the Twinning tab and ensure that the box labeled Send original calling party
information for Mobile Twinning is unchecked and that the Calling party information for
Mobile Twinning field is blank. With this setting, Avaya IP Office will send the original calling
party number to the twinned phone in the SIP From header and will use SIP Line settings for
sending the calling party number of the host phone. The SIP Line settings for sending caller ID
are described in Section 5.6.2. On completion, click the OK button (not shown).

= GSSCP_IPO2

["] Send original calling party information for Mobile Twinning

Calling party information for
Mobile Twinning

5.5. Codec Settings

Navigate to the Codecs tab on the Details Pane. Check the Available Codecs boxes as required.
Note that G.711 ULAW 64K and G.711 ALAW 64K are greyed out and always available. Once
available codecs are selected, they can be used or unused by using the horizontal arrows as
required. Note that in test, G.711 ALAW 64K and G.711 ULAW 64K were used as default
codecs. The order of priority can be changed using the vertical arrows. On completion, click the
OK button (not shown).

7 GSSCP_IPO2*
System | LANL I LAN2 l DNS I Voicemail | Telephony | Directory Services l System Events l SMTP l SMDR I Twinning I VCM ‘ Codecs
RFC2833 Default Payload 101 .
Available Codecs Default Codec Selection
Unused Selected
V] G711 ULAW 64k G.722 64K B G.711 ULAW 64K
[¥] G.711 ALAW 64K G.729(a) 8K CS-ACELP G.711 ALAW 64K
[¥] 6722 64K 6.723.1 6K3 MP-MLQ
[¥] G.729(a) 8K CS-ACELP
[¥] 67231 6K3 MP-MLQ i
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5.6. Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and the Virgin
Media Business SIP Trunking. The recommended method for configuring a SIP Line is to use
the template associated with these Application Notes. The template is an .xml file that can be
used by IP Office Manager to create a SIP Line. Follow the steps in Section 5.6.1 to create the
SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP Credentials (if applicable.)

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Section 5.6.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation
Pane and select New=>SIP Line (not shown). Then, follow the steps outlined in Section 5.6.2.
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5.6.1. SIP Line From Template

Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to AF_VMB_SIPTrunk.xml. The file name is important in locating the proper

template file.

Verify that template options are enabled in IP Office Manager. Navigate to File = Preferences.
In the IP Office Manager Preferences window that appears, select the Visual Preferences tab.
Verify that the box is checked next to Enable Template Options. Click OK.

f‘_’- B Otfica Manager Praferenices
Preferences ' Directones | Ducowvery Visual Preferences | Sacunty : Validation
Icon Sxe | Small -
Multiling Tab
¢ Enable Template Optsons

Enable Template Creation

oF Cancel

Hep

Import the template into IP Office Manager. Select Tools = Import Templates in Manager.
This action will copy the template file into the IP Office template directory and make the

template available in the IP Office Manager pull-down menus. The default template location is
C:\Program Files\Avaya\lP Office\Manager\Templates.
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In the pop-up window (not shown) that appears, select the directory where the template file was
copied. After the import is complete, a final import status pop-up window (not shown) will
appear stating success or failure. Click OK (not shown) to continue. If preferred, this step may
be skipped if the template file is copied directly to the IP Office template directory.

To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then
navigate to New - New SIP Trunk From Template.

IP Offices

7

& BOOTP (0)
(4% Operator (3)
GSSCP_IPO?

| SIP Line iTransportISIP URIIVOIP

Line Numbs=r

TEIND New .
" TAE| <]  New SIP Trunk from Template ‘
] Create SIP Trunk Template

T: & Cut Ctr+X

5 T . - o
Pt = -opy CtrleC
K Delete CtrlsDel

\ W Validate

| Connect To... CHi<T
el New from Template (Binary)

-y Ex P ry.

E-f  Us Ixport as Template (Binary)

(- ﬂ Group (1] »”

(-8 Short Code (76) Name Priority

In the subsequent Template Type Selection pop-up window, select VMB from the Service
Provider pull-down menu as shown below. This value corresponds to part of the file name
(AF_VMB_SIPTrunk.xml) created earlier. Click Create new SIP Trunk to finish creating the

trunk.
IP Offices 7 SIP Lit
& BOOTP (0) SIP Line Transport| SIP URI|VoIP | T38 Fax|SIP Credentials|SIP Advanced | Engineering|
-4 Operator (3)
G e Lol Template Type Selection o & ‘_2—3_{
# System (1) L= (e

Locale

United Kingdom (UK English)

Service Provider |VMB

v] [T Display Al

[Createnew SIP Trunk ] 1 Cancel ]

i

Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Section 5.6.2.
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5.6.2. Manual SIP Line Configuration

On the SIP Line tab in the Details Pane, configure the parameters below to connect to Virgin
Media Business SIP Trunking.

e Set ITSP Domain Name field to a domain name agreed with Virgin Media Business. In
test this was set to avaya.com. This setting was required so that the internal IP address of
the Avaya SBCE was not sent in the Proxy Authentication header on outgoing calls.
Leave Prefix blank and set the, National Prefix and International Prefix to those used
in the UK. This ensures that Calling Party Numbers are presented on the IP Office
extensions in diallable format. It also removes the prefixes on outgoing dialled numbers
for conversion to E.164 format.

Set Country Code to 44 for the UK, this prefixes the country code on outgoing dialled
numbers for conversion to E.164 format with leading “+”. This conforms to the Virgin
Media Business Global dial plan used during testing.

Uncheck the Check OOS box so that the SIP Trunk is not taken out of service when
there is no response to OPTIONS. Virgin Media Business use two SBCs for resilience
and the SIP Trunk must not be taken out of service when one of them is unavailable.
Set Refresh Method to Update and specify the Timer (seconds) value as 3600. This
ensures that Session Refresh messages are sent according to the timer indicated in the
Session-Expires header.

Ensure the In Service box is checked.

gy
IP Offices E: SIP Line - Line 20°
R 00O0TP 0 ¥ Line | Trampest| 59 UR)| Vol | 738 Fas | S Credermuate) 59 Adcancad | Engmuenng
W GSSCP_IPGR Line Nume ] : In Servxc
System (1
GSSCP P02 TSP Doman Name Vaye.comm Oreck 005
U
-1 LRI Type S -

Locabion loud < Refreth Methas i prtae -

LNBITIAN

soQdd

Name Pricy Systern Delaut - Mg

T -

) 6OLORE""S

On completion, click the OK button (not shown).
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Select the Transport tab and set the following:
e Set ITSP Proxy Address to the internal IP address of the Avaya SBCE.
e Set Use Network Topology Info to None as NAT is not used in this configuration and
the Network Topology settings defined in Section 5.2 are not required.
e Set Layer 4 Protocol to TCP.
e Set Send Port and Listen Port to 5060.

On completion, click the OK button (not shown).

7 SIP Line - Line 20

i

|SIP Line| Transport SIP URI|VolP |38 Fax|SIP Credentials|SIP Advanced| Engineering)

ITSP Proxy Address 10.10.9.83

Network Configuration

>

Layer 4 Protocol [TCP v} Send Port 5060 =
Use Network Topology Info 1None v] Listen Port 5060 5
Explicit DNS Server(s) 0 0 0 0 0 0 0 0

Calls Route via Registrar [V

Separate Registrar

After the SIP line parameters are defined, the SIP URIs that Avaya IP Office will accept on this
line must be created. To create a SIP URI entry, first select the SIP URI tab. Click the Add
button and the New Channel area will appear at the bottom of the pane.

7 SIP Line - Line 20*
@}Transponi SIP URI EVOIP iT38 FaxlSIP CredentialslSIP Advanced!EngineeringE B
| } Channel Groups Via Local URI Contact Display Name PAI Credential Max Calls l Add...
Remove
Edit..,

For the compliance test, two SIP URI entries were created. One specified internal data for the
local URI and the other specified a wild card (*). Internal data was used for outgoing calls so that
calling party number could be sent in the correct format. The wild card was specified for
incoming calls to numbers where there was no corresponding IP Office extension. For example
Voice Mail and Feature Name Extensions (FNE)
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The entry for outgoing calls was created with the parameters shown below.

Set Local URI, Contact and Display Name to Use Internal Data. This will use the DDI
number applied to the specific extension in the User settings described in Section 5.8. It
is the default setting when no SIP Credentials are specified.

Set PAI to a group number for the IP Office if required. Note that the number used
during testing has been obscured.

Leave the Registration field at the default value of None as registration is not used for
Virgin Media Business SIP Trunking.

Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. For the compliance test, a new incoming group 20 was defined
that was associated to a single line (line 20).

Associate this line with an outgoing line group by entering a line group number in the
Outgoing Group field. For the compliance test, a new outgoing group 20 was defined
that was also associated to line 20.

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

On completion, click the OK button.

Edit Channel —_—
Via <None> ‘O—K‘
Local URI Use Internal Data v Cancel
Contact Use Internal Data v
Display Name Use Internal Data v
PAI +441183nnnn27 v
Registration 0: <None> v
Incoming Group 20
Outgoing Group 20
Max Calls per Channel 10 -
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The entry for incoming calls was created with the parameters shown below.

Set Local URI to *. This will match anything other than the DDI numbers applied to
specific extensions, for example Voice mail and FNE.

Leave Contact, Display Name and PAI at default settings. This URI is only used only
for incoming calls and these settings are not required. During testing, Contact and
Display Name were left at Use Credentials User Name and PAI was left at None.
Leave the Registration field at the default setting of None as registration is not required.
Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. For the compliance test, a new incoming group 19 was defined
that was associated to line 20. As this SIP URI entry is not to be used for outgoing calls,
the Outgoing Group was setto 0

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

On completion, click the OK button.

Edit Channel =
o e ——
Local URI 2 v !&J
Centact Use Internal Data v
Display Name Use Internal Data v
PAI None v
Registration 0: «<None> v
Incoming Group 19
Outgoing Group 0
Max Calls per Channel 10 =
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Select the VolP tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

In Section 5.5, system default codecs were defined. If any other codec combination is
required for this SIP Line, select Custom in the Codec Selection drop down menu.
Highlight codecs in the Unused box that are to be used on this line and click on the right
arrows to move them to the Selected box.

Highlight codecs in the Selected box that are not to be used and click on the left arrows
to move them to the Unused box.

Highlight codecs in the Selected box and use the up and down arrows to change the
priority order of the offered codecs, for testing with Virgin Media Business this was
G.711 ALAW 64K and G.711 ULAW 64K. This reflected the codec list received from
the network.

Select T38 Fallback in the Fax Transport Support drop down menu to allow both T.38
and G.711 fax operation. Both T.38 and G.711 fax transmission were successfully tested
with Virgin Media Business, T38 is the Avaya preferred method.

Select RFC2833 in the DTMF Support drop down menu. This directs Avaya IP Office
to send DTMF tones using RTP events messages as defined in RFC2833. Both RFC2833
and inband DTMF transmission were successfully tested with Virgin Media Business,
RFC2833 is the Avaya preferred method.

Uncheck the VVolIP Silence Suppression box.

Check the Re-invite Supported box, to allow for codec re-negotiation in cases where the
target of the incoming call or transfer does not support the codec originally negotiated.
Ensure that Allow Direct Media Path is unchecked.

Check the PRACK/100rel Supported box if early media is required. This was checked
during compliance testing.

On completion, click the OK button (not shown).

g SIP Line - Line 20*
iASIP LineiTransport!SlP UR! VolP ‘@M}SIP Credentials[SIP AdvancedirEngineeringé
|| VoIP Silence Suppression
[¥] Re-invite Supported
Codec Selection Custom b [7] Codec Lockdown
o — S ———— Allow Direct Media Path
G.72264K s G711 ALAW 64K , »
G.729(a) 8K CS-ACELP G711 ULAW 64K Force direct mediawith phonies
G.723.1 6K3 MP-MLQ [V] PRACK/100rel Supported
[7] 6.711 Fax ECAN
Fax Transport Support |T38 Fallback ¥ ‘
DTMEF Support (RFc2s33 -
Media Security Media Security Features Disabled
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Select the T.38 Fax tab to set the T.38 parameters for the line. During compliance testing,
default values were used by checking the Use Default VValues box. If other settings are required,
uncheck this box so that parameters can be individually set. On completion, click the OK button

(not shown).

|SIP Line| Transport|SIP URI[VolP | T38 Fax |SIP Credentials|SIP Advanced| Engineering
T38 Fax Version E3 v ]
{/] Scan Line Fix-up
Transport |UDPTL v | -
[V TFOP Enhancement
Redundancy -
- | | Disable T30 ECM
Low Speed Io - = :
- — || Disable EFlags For First DIS
HighSpeee e 2 [ Disable T30 MR Compression
TCF Method iTrans TCF v ] [] NSF Override
Maz Bit Rate (bps) E14400 v 1 Country Code :0 :'éﬁf:
= p - | ~
EFtag Start Timer (msecs) %2500 & Jendar Code {0 &)
EFlag Stop Timer (rrisecs) }2300 j_"_::j:!
Tx Network Timeout (secs) ilSO A"l
Use Default Values
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Select the SIP Advanced tab and set the following:

e If the Virgin Media Business global dialplan is used, check the Use + for International
box to prefix the outbound E.164 called party numbers with “+”. This setting also ensures
that the leading “+” is removed from calling party numbers on inbound calls for display
on IP Office extensions in diallable format.

e Check the Caller ID from From header box as P-Asserted-ID is not provided by the
network.

e During testing, the Send SilenceSupp=0ff box was checked to ensure that silence
suppression was not a factor in the poor quality of text Emergency Services calls, though
there was no indication in the call traces that silence suppression was being used.

e Default values may be used for all other parameters.

b+ . »
= SIP Line - Line 20° eF- X v
SIP Line | Transport | SIP LRI Vol® 1738 Fax SIP Credentigly. SIP Advanced Engineering
Addeernng Media
Amociatien Method By Source [P addrens - Aliorw Empty INVITE

Servd Ermpty re-INVITE

Call Routeg Method Request URL A
Allow Te Tag Change
Suppress DNS SRV Lockups P-Early-Meda Suppont Nooe -
Send SilenceSupp=Off J
Tdantty T R ’

se P Contes Co
Use Phone Conte Meda Connecton

Divatslad -
Add usersphone Preservation
| Use » for Stemnational J
Use PAl for Privacy Cab Control
Use Demun for PAL 1 2
i Call Initiaticn Timeowt () @
Swop From and PAl
Coller ID from From hesder 7 Call Queung Timeout (m) 5
Send From In Cleae Service Busy Response 485 - Bugy Here v
Cuche Auth Credentiahs 4 No U
on No User Respondin, =
4 _ hn o Liver responding 8- Reguest Teneout -
Uses-Agent and Server Headers Send
Action on CAC Locetion =
Nicw Yowemail -

it
Suppress QA% Reason
Header
Emulste NOTIFY for REFER
Ne REFER # using Drversion

On completion, click the OK button (not shown).

Note: It is advisable at this stage to save the configuration as described in Section 5.10to make
the Line Group ID defined in Section 5.6 available.
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5.7. Short Codes

Define a short code to route outbound traffic to the SIP line. To create a short code, right-click
Short Code in the Navigation Pane and select New. On the Short Code tab in the Details Pane,
configure the parameters as shown in the example below for national numbers.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a
semi-colon.

e The example shows 90N; which will be invoked when the user dials 9 followed by a
national number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to +44N which removes the access code and national prefix and
inserts the country code and number with leading “+” into the Request URI and To
headers in the outgoing SIP INVITE message.

e Setthe Line Group Id to the outgoing line group number defined on the SIP URI tab on
the SIP Line in Section 5.6.

e On completion, click the OK button (not shown).

IP Offices [
P S » || Shon Code
o
2 Code SON
L
1023 Festue Oisl -
>
1180 Telephone Number <8N
% 3210
™ 11414
X 15000 L
P IB0IN
TN Force Account Code

Hi
.§
e

Line Group D

ocale -

B S00N
X 0n

Force Authonzation Code

A further example is shown of a short code to route numbers where CLI is to be withheld:
e The Code is 9*67N which is an outbound call prefixed with *67 which indicates that CLI
is to be withheld.
e Set Telephone Number to NW which removes the access code and the *67 and inserts
the dialled number with a “W” suffix that causes Avaya IP Office to withhold the CLI.

= 9°67N;: Dial

[ Short Code |

Code 9*67N:

Feature Dial v

Telephone Number NW

Line Group ID 20 -

Locale v

Force Account Code

Force Authorization Code [

BG; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 50
SPOC 7/11/2016 ©2016 Avaya Inc. All Rights Reserved. VMB_IP0O9-1 SBCE



5.8. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP
line defined in Section 5.6. To configure these settings, first navigate to User in the Navigation
Pane. Select the User tab if any changes are required.

The following example shows the configuration required for an analogue endpoint, the same
fields are configured for H.323 and SIP.

e Change the Name of the User if required, this will be used for login to the Avaya IP
Office Softphone.

e The Password and Confirm Password fields are set, though these are not used for
analogue phones.

e Select the required profile from the Profile drop down menu. Basic User is used
commonly used, Power User can be selected for SIP softphone and Remote Worker
endpoints.

= T

IP Offices |E Extn89022: 89022
K 800717 (0) ‘

ti-i= Operator (3)
= GSSCP_IPO2 Name Extrnd022
40 System )
1T Uine (10) Password sresnenes

User Yoicemail DNO [ shertcodes i Source Numbers | Telephony | Forwardng l DistIn ; Voice Recoeding 3 Huston Programming

Control Unit (4)
il 4P Ttension 32 Confem Passwerd sssssenss
§ Ve 32)
I Nolzes Conference PIN
g RemoteManager
p~ 29070 83070
89021 AnalogB021
89000 Extn83000
89001 ExtnS001 Full Marrse
89002 Extn8S002
89003 Extn89003 Extension 82022
89004 ExtnSS004
B90035 Extn89005 Email Address
B9006 ExtnB9006
89007 Extn82007
B90L0 ExtnE2010
89011 Extn89011
83012 Bxtn8S012 System Phone Rights None -l
89013 ExtnB3013
89014 ExtnB9014 Profile Basic User =
89015 Extn83015
89016 Extn8S016 Raceptionnt
89017 Extn&017
89018 Extn85018
89020 Extn85020 Ensble one-X Portal Services
89022 Exn85022
89023 ExtnB023
89024 Extn39024 Enable Remote Worker
89025 Extn89025 _ .
89026 ExtnE2026 chabie Lommumcats
89027 BxtnB027
89028 Extn83028
29100 Mailbox ened Mobility Ere
P 89050 SIPEI0S0
p~ 80060 SIPRA0E0
i B Group (1) Ve Callsbosation
=B Short Coda (78)

Confem Corference PN

Account Status Enabled v

Locale -

Pricety b3 -

Enable Seftphone

SIP endpoints require setting of the SIP Registrar Enable as described in Section 5.2.
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Next select the SIP tab in the Details Pane. To reach the SIP tab click the right arrow on the
right hand side of the Details Pane until it becomes visible. The values entered for the SIP Name
and Contact fields are used as the user part of the SIP URI in the From header for outgoing SIP
trunk calls. These fields should be set to the DDI numbers assigned to the enterprise from Virgin
Media Business in E.164 format with leading +.

In the example below, one of the DDI numbers in the test range is used, though some of the
digits have been obscured. On completion, click the OK button (not shown).

7 Extn89022: 89022°

{ DialIn l Voice Recording | Button Programming [Menu Programming [Mobility l Group Membership | Announcements; SIP |

SIP Name +441183nnnn20
SIP Display Name (Alias) +441183nnnn20

Contact +441183nnnn20

"] Anonymous

Note: The Anonymous box can be used to restrict Calling Line Identity (CLID).
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5.9. Incoming Call Routing

An incoming call route maps an inbound DDI number on a specific line to an internal extension.
To create an incoming call route, right-click Incoming Call Route in the Navigation Pane and
select New, (not shown).

On the Standard tab of the Details Pane, enter the parameters as shown below:
e Set the Bearer Capability to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.6.
e Set the Incoming Number to the incoming number that this route should match on.
Matching is right to left.
e Default values can be used for all other fields.

IP Offices |E 20 +441183nnnn20
; -k BOOTP {0) Standard ‘Voice Recording l Destinations‘
4% Operator (3)
[=-%%# GSSCP_IPO2
#5355 System (1) Bearer Capabili Any Voice e
&9 Line (10) e ' ’
-+ Control Unit (4) Line Group ID o -
-4 Extension (32)
a4 User G2 Incoming Number +441183nnnn20
5§ Group (1)
@-8% Short Code (76) Incoming Sub Address
-G8 Service (0) v
-, RAS (1) Incoming CLI
0 Incoming Call Route (8) Locale [ v]
4P 20 +441183nnnn20
: -9 20 +441183nnnn2l Priority '1 - Low - |
@ 20 +441183nnnn22
P 20 +441183nnnn23 Tag
-3 20 +441183nnnn24
€D 20 +441183nnnn25 Hald MusicSeurce (o Souuee 2
- € 19 +441183nnnn26 . ; N
e 19 +441183nnnn28 Rifig Rone Questice i :
49 WanPort (0)

Note: A number of digits of the DDI have been obscured. Number format is prefixed with the
country code for the UK with leading “+” in line with the Virgin Media Business global dialplan.

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. On completion, click the OK button (not shown). In this example, incoming
calls to the test DDI number on line 20 are routed to extension 89022.

W

= 20 +441183nnnn20

l Standard l Voice Recording} Destinations \

“ TimeProfile Destination

|»  |Default Value |89022 Extn89022 I~

|
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Note: Calls coming in to destinations not associated with an extension such as VVoice Mail and
FNE appear on line 19 in this configuration. This is because the incoming number can’t be
matched to a DDI number specified in the User settings shown in Section 5.8.

5.10. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

™ Avaya IP Office Select Manager GSSCP_IPO2 [9.1.500.145] [Administrator{Unknown) C:\Users\wgleeson)
File | Edit View Tools Help

Open Configuration...  Ctrl+0 GSSCP_IPO2 ~ Incoming Call Route -

Close Configuration r—

[H Save Configuration Ctrl+S =
Save Configuration As... Standard | Voice Recording | Destinations

Change Working Directory... . TimeProfile
Preferences... b Default Value
Offline »
Advanced »
Backup/Restore »
Import/Export >
Exit
r;'!'lancommg CallRoute (8)

3 20 +441183nnnn23
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya Session Border Controller for Enterprise
(Avaya SBCE). The Avaya SBCE provides security and manipulation of signalling to provide an
interface to the Service Provider’s SIP Trunk that is standard where possible and adapted to the
Service Provider’s SIP implementation where necessary.

6.1. Access Avaya Session Border Controller for Enterprise

Access the Session Border Controller using a web browser by entering the URL https://<ip-
address>, where <ip-address> is the private IP address configured at installation. A log in
screen is presented. Log in using the appropriate username and password.

_A. V o c Log In
Username: ]

This system is restricted solely to authorized users for legitimate
business purposes only. The actual or attempted unauthorized

Session Border Controller access. use or modifications of this system is strictly prohibited
E Unauthorized users are subject to company disciplinary procedures
fOI' Enterprlse and or criminal and civil penalties under state, federal or other

applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasens. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with ali corporate instructions regarding the
protection of information assets.

© 2011 - 2015 Avaya Inc. All rights reserved.

Once logged in, a dashboard is presented with a menu on the left-hand side. The menu is used as
a starting point for all configuration of the Avaya SBCE.

Alas  Inodents Staus ~ Logs v Jsemns Sattings Help

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
i
BackhupReston

Systom Ture D 1652 AN COT EMS
Systern Management

Version 101938799 GS5CP_R4SY

Globat Farametars
Ol Protles Budt Daw Fridan 35225312 EST 2016
PPM Services Lconse St o 0K

Joman Folces .

Doms ingon s Agaregate Lcendeng Oeragas O

TLS Management

Poak Lcenmng Owerage Cout ()
Device Specitc Settings bt L\t

Lant Logged m al D6 08 21 20 COT
Faliod Logen Agampls o
Nane fourd None founs
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6.2. Define Network Management

Network information is required on the Avaya SBCE to allocate IP addresses and masks to the
interfaces. Note that only the Al and B1 interfaces are used, typically the Al interface is used for
the internal side and B1 is used for external. Each side of the Avaya SBCE can have only one
physical interface assigned.

To define the network information, navigate to Device Specific Settings = Network
Management in the main menu on the left hand side and click on Add.

Uasibeae Network Management GSSCP_R451
AdmisErien
FachupResine U N
Sy Mesreagerrae | Devess % Nitworks
Ghobyl Farameters GSSCP R4S Addd

Gl Frothes
PP Seasiim

Dtnsen Midnies

1L5 tenagemenm.
¢ Do Spodife Semrgs
Nutworh
Maragemant

Enter details for the external interface in the dialogue box:

e Enter a descriptive name in the Name field.

e Enter the default gateway IP address for the external interfaces in the Default Gateway
field.

e Enter the subnet mask in the Subnet Mask field.

e Select the external physical interface to be used from the Interface drop down menu. In
the test environment, this was B1.

e Click on Add and an additional row will appear allowing an IP address to be entered.

e Enter the external interface IP address for the SIP trunk in the IP Address field and leave
the Public IP and Gateway Override fields blank.

e Click on Finish to complete the interface definition.

Add Network X

Name [ Network_B1 I
Default Gateway [192.168.122.7 |
Subnet Mask [255.255.255.128 |
Interface B1 v
Add
IP Address Public IP Gateway Ovemde
[192.168.122.58 | [Use IP Address | [Use Defautt | Delete
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Click on Add again to define the internal interface. Enter details in the dialogue box (not
shown):
e Enter a descriptive name in the Name field.
e Enter the default gateway IP address for the internal interfaces in the Default Gateway
field.
e Enter the subnet mask in the Subnet Mask field.
e Select the internal physical interface to be used from the Interface drop down menu. In
the test environment, this was Al.
e Click on Add and an additional row will appear allowing an IP address to be entered.
e Enter the internal interface IP address for the SIP Trunk in the IP Address field and leave
the Public IP and Gateway Override fields blank.
e Click on Finish to complete the interface definition.

The following screenshot shows the completed Network Management configuration:

Network Management: GESSCP_R481

Devices Inm< Networks ‘

GSSCP_R4SY add
Name Gatewaty Subnet Mask Inteeface P Address
Network_A1 101091 265255 2560 Al 10.10.983
Natwork_B1 192166 122.7 255,265 255128 B 192 168 12256

Select the Interface Configuration tab and click on the Status of the physical interface to
toggle the state. Change the state to Enabled where required.

Interfaces || Networks |

Interface Name VLAN Tag Status

Al Enabled
A2 Disabled
B1 Enabled

Note: to ensure that the Avaya SBCE uses the interfaces defined, the Application must be
restarted.

e Click on System Management in the main menu (not shown).

e Select Restart Application indicated by an icon in the status bar (not shown).

A status box will appear that will indicate when the restart is complete.
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6.3. Define Interfaces

When the IP addresses and masks are assigned to the interfaces, these are then configured as
signalling and media interfaces. Testing was carried out with TCP used for transport of
signalling between IP Office and the Avaya SBCE, and UDP for transport of signalling between
the Avaya SBCE and the Virgin Media Business SIP Trunking Service. Signalling and media
interfaces were required on both the internal and external sides of the Avaya SBCE to handle
traffic between the Avaya SBCE and IP Office, and Avaya SBCE and Virgin Media Business
SIP Trunk. This document shows the configuration for TCP and UDP, if additional security is
required, it’s recommended to use TLS and port 5061.

6.3.1. Signalling Interfaces

To define the signalling interfaces on the Avaya SBCE, navigate to Device Specific Settings =
Signaling Interface (not shown) in the main menu on the left hand side. Details of transport
protocol and ports for the external and internal SIP signalling are entered here.

e Select Add and enter details of the external signalling interface in the pop-up menu.

e Inthe Name field enter a descriptive name for the external signalling interface.

e Inthe IP Address drop down menus, select the external network interface and IP
address. Note that when the external network interface is selected, the bottom drop down
menu is populated with the available IP addresses as defined in Section 6.2. In the test
environment, this was IP address 192.168.122.58.

e Enter the UDP port number in the UDP Port field, 5060 is used for the Virgin Media
Business SIP Trunking Service.

Name Ext_Sqg
Netwoek_B1 (BT, VLAN 0) v

IP Address S s O S
192 16§ 122 56 v

TCP Pont ]

Lawve Diank 10 dsate

UDP Port 5060

Lasve biank 0 Ssaba e

TLS Port

Lawe Dark ™ amate

TLS Profile Nane v

Enable Shared Control

Shared Cantrol Port

| Frish

The internal signalling interfaces are defined in the same way; the dialogue box is not shown:
Select Add and enter details of the internal signalling interface in the pop-up menu.

In the Name field enter a descriptive name for the internal signalling interface.

In the IP Address drop down menus, select the internal network interface and IP address.
Select TCP port number, 5060 is used for IP Office.
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The following screenshot shows details of the signalling interfaces:

Signaling Interface;: GSSCP_R4S51

GSSCP_R4SY

Moddyng or dedeting an exmtng Solng setace will regune en appdeition jestan betors Likong ellect. Appication restels can be
sied fiom Systam Managorment

Signaing 1P uop TLSPort  TLS Profile
Netaun Port
int_Sig 1010983 5060 . . None Ede  Delots
- Netwom_A 1 (AL VLANG =
192 168,122 aa .
Ext S taron B1 :3‘5.“3,_»‘ = — 5060 - Nons Edt  Delste

Note: In the test environment, the internal IP address was 10.10.9.83.

6.3.2. Media Interfaces

To define the media interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Media Interface in the main menu on the left hand side. Details of the RTP port ranges for the
internal and external media streams are entered here. The IP addresses for media can be the same
as those used for signalling.

e Select Add and enter details of the external media interface in the pop-up menu.

e Inthe Name field enter a descriptive name for the external media interface.

e Inthe IP Address drop down menus, select the external network interface and IP
address. Note that when the external network interface is selected, the bottom drop down
menu is populated with the available IP addresses as defined in Section 6.2. In the test
environment, this was IP address 192.168.122.58.

e Define the RTP Port Range for the media path with the Virgin Media Business SIP
Trunking Service, during testing this was left at the default values.

Ext_Mod

Notwark 81 (B1, VLAND) W
IPAddress 00U FEOLITIR -
19216812288 V|

Port Range 35000_|-[40000

: F-mshuy
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The internal media interfaces are defined in the same way; the dialogue box is not shown:
e Select Add and enter details of the internal media interface in the pop-up menu.
¢ Inthe Name field enter a descriptive name for the internal media interface.
e Inthe IP Address drop down menus, select the internal network interface and IP address.

Note: In the test environment, the internal IP address was 10.10.9.83.

6.4. Define Server Interworking

Server interworking is defined for servers connected to the Avaya SBCE. To define server
interworking, navigate to Global Profiles = Server Interworking in the main menu on the left
hand side. To define Server Interworking for the Virgin Media Business SIP Trunking Service,
click on Add (not shown). A pop-up menu is generated. In the Name field enter a descriptive
name for the Virgin Media Business SIP Trunking Service and click Next.

Interworking Profile

Profile Name
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Configuration of interworking includes Hold support, T.38 fax support and SIP extensions. In the
General dialogue box shown in the screenshot, define the interworking as follows:

e Check the T.38 Support box.

e During testing, the rest of the parameters were left at default values.

Interworking Profile X

® None
Hold Support ) RFC2543-¢=0.0.0.0
O RFC3264 - a=sendonly

180 Handling ® None ) SDP ) NoSDP
181 Handling ® None O SDP ) NoSDP
182 Handling ® None O SDP () NoSDP
183 Handling ® None O SDP () No SDP
Refer Handling |

URI Group None v

Send Hold v

Delayed Offer v
3xx Handling ]

Diversion Header Support

Delayed SDP Handling ]
Re-Invite Handling ]
Prack Handling |
Allow 18X SDP

T.38 Support v
URI Scheme @ sip O TEL O ANY
Via Header Format . HECa26]

) RFC2543

| Back ‘ [ Next I
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Click on Next and Next again to go through the next two dialogue boxes. During testing, these
were left at default values.

T
MisSE [l sacords. |90 - S5400) Liser Nae
nd Vi misaccnds, §50 - 1000{ P-Asseriec-identty
Max Tevat miésacends, (200 - 5000| P-Prefacrgd-daedty
Trans Expew wectmdy [1-64) Privacy Header
Invite Expre seconds |80 - 300] Back o,
Back Next

In the final dialogue box, ensure that Both Sides is selected for Record Routes and that the Has
Remote SBC box is checked. Note that although Avaya extensions are shown as selected in the
screenshot, they are not supported on the Virgin Media Business SIP Trunk. Click on Finish

Interworking Profile X

O None
) Single Side
Record Routes ® Both Sides
© Dialog-Initiate Only (Single Side)
(O Dialog-Initiate Only (Both Sides)

Include End Point IP for Context Lookup [ ]

Extensions
Diversion Manipulation Il
Diversion Condition None v

Diversion Header URI

Has Remote SBC v
Route Response on Via Port O
DTMF
® None
DTMF Support O SIP NOTIFY
© SIPINFO
[ Back | | Finish ]

Repeat the process to define Server Interworking for IP Office with the same parameter settings.
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6.5. Define Servers

A server definition is required for each server connected to the Avaya SBCE. To define the
Virgin Media Business SIP Trunk Server, navigate to Global Profiles 2 Server Configuration
in the main menu on the left hand side. Click on Add and enter an appropriate name in the pop-
up menu.

Add Server Configuration Profile

Profile Name

Click on Next and enter details in the dialogue box.

In the Server Type drop down menu, select Trunk Server.

Click on Add to enter an IP address

In the IP Addresses / FQDN box, type the Virgin Media Business IP address SBC A.
In the Port box, enter the port to be used for the SIP Trunk. This was left blank during
testing which defaults to 5060 when UDP is used for transport.

e Inthe Transport drop down menu, select UDP.

e Click on Add and repeat the process for SBC B.

e Click on Next.

Edit Server Configuration Profile - General X

Server Type [ Trunk Server V|
Add
IP Address / FQDN Port Transport
1192.168.171.242 | |5060 | [uDP V| Delete
1192.168.95.188 | [5060 | [uDP v| Delete
l Back | l Next |
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Click on Next to define the authentication parameters. In the Username, Password and
Confirm Password fields, enter the required information as provided by Virgin Media Business.

Add Server Configuration Profile - Authentication X

Enable Authentication [V

User Name |virginpbx01_nnnnnnnn |

Realm | I
(Leave biank to detect from server challenge)

Password |oooooooooo |

Confirm Password Ioooooo.ooo l

Click on Next again to get the Heartbeat dialogue box. Leave the fields at default values.

Enable Heartbeat
Mathod PTIONS WV
Frequency secands
From URI

TaURI

Back | Nexi

Click on Next again to get to the final dialogue box. This contains the Advanced settings:
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e Inthe Interworking Profile drop down menu, select the Interworking Profile for the
Virgin Media Business SIP Trunking Service defined in Section 6.4.
e Leave the other fields at default settings.
e Click Finish.
Enable DoS Protection Il
Enable Grooming [
Interworking Profile [VmB v
Signaling Manipulation Script
Connection Type
Securable L]
[ Back | | Finish |
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Use the previous process to define the Call Server configuration for IP Office if not already
defined.
e Ensure that Call Server is selected in the Server Type drop down menu in the General
dialogue box.
e Ensure that the Interworking Profile defined for IP Office in Section 6.4 is selected in the
Interworking Profile drop down menu in the Advanced dialogue box

The following screenshot shows the General tab of the completed Server Configuration for IP
Office:

Server Configuration: [PO8-0

Add Rename || Clone || Delete
General AM]W{M‘

IPOS.0

Sarver Type Cat Server
e

P Address | FODN Port Trarsport

10109 100 5060 TCP

| Edit

The next screenshot shows the Advanced tab.

Server Configuration: IPO8-0

|_Add | Ranome | Ches | Delete

Sarver Profles ‘l G | | Authenticats ‘ Helﬂhelli Advanced

IPOS-0

Enabie DoS Protechon

M
Enable Grooming

Interworkng Profie 1POS-0
Signaling Maniputabon Scopt Neooe
Connechon Typs SUBID
Sacurable

Edit

6.6. Define Routing

Routing information is required for routing to the Virgin Media Business SIP Trunking Service
on the external side and IP Office on the internal side. The IP addresses and ports defined here
will be used as the destination addresses for signalling.
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To define routing to the Virgin Media Business SIP Trunk, navigate to Global Profiles >

Routing in the main menu on the left hand side. Click on Add and enter an appropriate name in
the dialogue box.

Routing Profile

Profile Name

Click on Next and enter details for the Routing Profile for the SIP Trunk:
During testing, Load Balancing was not required and was left at the default value of

e Click Finish.
Routing Profile X
URI Group Time of Day
Load Balancing | Priority V| NAPTR
Transport None Vv Next Hop Priority ¥
Next Hop In-Dialog ] Ignore Route Header ]
Add
Priority / 3
Weight Server Configuration  Next Hop Address Transport
1 | [vmB v| [192.168.171.242:5060 (UDP) V| [None | Delete
2 | [vmB v| [192.168.95.188:5060 (UDP) V| [None | Delete
| Back | | Finish |
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Priority. This resulted in the network SBCs being selected in order of priority
Click on Add to specify the IP address for SBC A.

Assign a priority in the Priority / Weight field, during testing a value of 1 was used for

SBC A so that it was selected as the first choice destination for signalling.

Select the Server Configuration defined in Section 6.5 in the Server Configuration drop

down menu and select the Next Hop Address field for SBC A

Click on Add again to repeat the process for SBC B. Note that a Priority / Weight value
of 2 was used for SBC-B so that it was only selected when SBC A was unavailable.
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Repeat the process for the Routing Profile for IP Office: The following screenshot shows the
completed configuration:

Routing Profiles: IPO9-0

[ Rename || Cins || Deiste |

Feoung Proties

Chek her to add 7 descaphon

S Routing Profile l

1POS.0 e i A
| Update Priocky. | A
URS
Group

)

Prority Time of Day L.oad Balancng Next Hop Address Trarsport

T defauit Pranty 10.10.8 100 TCR Edit Dabte

6.7. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. The local information can be overwritten with a domain name or IP addresses. The
default Replace Action is Auto, this replaces local information with IP addresses, generally the
next hop or external interfaces.

To define Topology Hiding for the Virgin Media Business SIP Trunking Service, navigate to
Global Profiles = Topology Hiding in the main menu on the left hand side. Click on Add to
bring up a dialogue box, assign an appropriate name and click on Next to configure Topology
Hiding for each header as required:

Topology Hiding Profile

Profile Name
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Enter details in the Topology Hiding Profile pop-up menu.

e Click on Add Header and select from the Header drop down menu.

e Select IP or IP/Domain from the Criteria drop down menu depending on requirements.
During testing default settings of IP/Domain were used so that both IP addresses and
domain names were hidden.

e Leave the Replace Action at the default value of Auto unless a specific domain name is
required. In this case, select Overwrite and define a domain name in the Overwrite
Value field.

e Topology hiding was defined for all headers where the function is available.

Topology Hiding Profile X

Header Replace Action
lRequest-Line V] llP/Domain VI [Auto V] Delete
| Back l | Finish ‘

The following screenshot shows the completed Topology Hiding configuration for the Virgin
Media Business SIP Trunking Service.

Topology Hiding Profiles: VMB
| Add Rename || Clone Delete

T i
Profies
detault Topology Hndimﬂ
cisco_th_profile Haadar Crtang Raplace Action Overarite Vaiue
POS-0 Relecred-By P/Domain Auto .
VMEB Reler-To IPDamain Aute -

To PDomam Auto -

From P/Domain Aute —

Via P/Domain Auto

Record-Route P/Damam Autc

Requast-Line IP/Domain Ao —

SoP IP/Domain Auto —

Edit

To define Topology hiding for IP Office, follow the same process. This can be simplified by
cloning the profile defined for the Virgin Media Business SIP Trunking Service. Do this by
highlighting the profile defined for the Virgin Media Business and clicking on Clone. Enter an
appropriate name for IP Office and click on Next. Make any changes where required, in the test
environment the settings were left at the same values.
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6.8. Server Flows

Server Flows combine the previously defined profiles into two End Point Server Flows, one for
the Virgin Media Business SIP Trunking Service and the other for IP Office. These End Point
Server Flows allow calls to be routed from IP Office to the Virgin Media Business SIP Trunk
and vice versa. To define a Server Flow for the Virgin Media Business SIP Trunk, navigate to
Device Specific Settings = End Point Flows.

e Click on the Server Flows tab.

e Select Add Flow and enter details in the pop-up menu.

e In the Flow Name field enter a descriptive name for the server flow for the Virgin Media
Business SIP trunk, in the test environment SP_Trunk_Server was used.

e Inthe Server Configuration field drop-down menu, select the Virgin Media SIP Trunk
server defined in Section 6.5.

e Inthe Received Interface drop-down menu, select the internal SIP signalling interface
defined in Section 6.3.1. This is the interface that signalling bound for the SIP Trunk is
received on.

e Inthe Signaling Interface drop-down menu, select the external SIP signalling interface
defined in Section 6.3.1. This is the interface that signalling bound for the SIP Trunk is
sent on.

e Inthe Media Interface drop-down menu, select the external media interface defined in
Section 6.3.2. This is the interface that media bound for the SIP Trunk is sent on.

¢ Inthe Routing Profile drop-down menu, select the routing profile of IP Office defined in
Section 6.6.

e Inthe Topology Hiding Profile drop-down menu, select the topology hiding profile of
the Virgin Media Business SIP Trunking Service defined in Section 6.7 and click Finish.

Flow Name SP_Trunk_Serve
Sarver Configuration VB Vv
URI Growp * v
Transport * v
Remote Subnet
Recewed Interface Int Sig V
Signaing Interface Ext Sig v
Medka interface Ext_Med v
End Pont Policy Group default-low v
Routing Profile IPOS0 v
Topoiogy Hading Profile VMBS v
Signalng Mangpulshion Scnpt Nane v
Remote Branch Ofice Any v
Finash
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To define a Server Flow for IP Office, navigate to Device Specific Settings = End Point
Flows.

e Click on the Server Flows tab.

e Select Add Flow and enter details in the pop-up menu.

¢ Inthe Flow Name field enter a descriptive name for server flow for IP Office, in the test
environment SM_Call_Server was used.

e Inthe Server Configuration field drop-down menu, select the IP Office server defined
in Section 6.5.

¢ Inthe Received Interface drop-down menu, select the external SIP signalling interface
defined in Section 6.3.1. This is the interface that signalling bound for IP Office is
received on.

¢ Inthe Signaling Interface drop-down menu, select the internal SIP signalling interface
defined in Section 6.3.1. This is the interface that signalling bound for IP Office is sent
on.

¢ Inthe Media Interface drop-down menu, select the internal media interface defined in
Section 6.3.2. This is the interface that media bound for IP Office is sent on.

¢ Inthe Routing Profile drop-down menu, select the routing profile of the Virgin Media
Business SIP Trunking Service defined in Section 6.6.

e Inthe Topology Hiding Profile drop-down menu, select the topology hiding profile of IP
Office defined in Section 6.7 and click Finish.

Edit Flow: SM_Call_Server X

Flow Name |SM_CaII_Server ’

Server Configuration @

URI Group

Transport

Remote Subnet { % ‘

Received Interface

Signaling Interface Int_Sig Vv

Media Interface [@]

End Point Policy Group |default-low v

Routing Profile @]

Topology Hiding Profile IPOS-0 v

Signaling Manipulation Script

Remote Branch Office @

&
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The information for all Server Flows is shown on a single screen on the Avaya SBCE.

End Point Flows: GSSCP_R481

GSSCP_R4S1
Clek heee 1o add & row desctiption

r Server Configuration: IPO9.0

Add |

End Point Routing

Poficy Geoup Profés

Sgrabng

' h Nams
Praonty Flow Nams Intartace

SM_Call_Server  * Ext_Sig nt_Sig vefaultdow )

r Server Configuration: VMB

End Point
Policy Group

URI Recoved
Group Intarface

Sigraling

interface

Prionty  Flow Name

] SP_Trunk_Servar * Int_Sig Ext_Sg default-low PO%0

7. Virgin Media Business SIP Trunking Configuration

Virgin Media Business is responsible for the configuration of the SIP Trunk. The customer will
need to provide the public IP address used to reach the Avaya SBCE at the enterprise. Virgin
Media Business will provide the customer the necessary information to configure the SIP

connection to the SIP Trunking service including:
e Domain Name or IP address of Virgin Media Business SIP proxy.
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e Network SIP Domain.
e Supported codecs.
e DDI numbers.
e All IP addresses and port numbers used for signalling or media that will need access to
the enterprise network through any security devices.
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8. Verification Steps

This section includes steps that can be used to verify that the configuration has been done
correctly.

8.1. SIP Trunk status

The status of the SIP trunk can be verified by opening the System Status application. A Windows
7 PC was used for testing and the application was opened by pressing the Start button and
selecting All Programs—> IP Office - System Status.

.. 1P Office
A\ IP Office Knowledge Base
W Manager
[&} Monitor
(3] System Status Help and Support
Uninstall IP Office Admin Suite
1 Java

4 Back

Devices and Printers

Default Programs

Log in to IP Office System Status at the prompt using the Control Unit IP Address for the IP
Office. The User Name and Password are the same as those used for IP Office Manager.

T Aveya 1P Ofice System Status =

AVAYA IP Office System Status

Control Unit 1P Address: [RURTR BTG

Services Bose 108 Purt:

Passeant g TITIITT L)
W Auto recannect

B Secure conmection
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From the left hand menu expand Trunks and choose the SIP trunk (18 in this instance). The
status window will show the status as being idle and time in state if the Trunk is operational.

-
+J Avaya IP Office System Status - GSSCP_IPO2 (10.10.9.100) - IP500 V2 9.1.5.0 build 145 D' =

AVAYA

Help Snapshot LogOff Exit About

IP Office System Status

B System
& Alarms (9)
: FT::”:E?;” ;‘ ! SIP Trunk Summary
Line: Line Service State: In Service
Lo Peer Domain Name: sip://10.10.9.83
t:::sgs =% Resolved Address: 10.10.9.83
Line:10 Line Number: 20
Line:17 Number of Administered Channels: 20
> Number of Channels in Use: 0
Administered Compression: G711 A, G711 Mu
Enable Faststart: off
Silence Suppression: off
Media Stream: RTP
Layer 4 Protocol: uDP
SIP Trunk Channel Licenses: Unlimited ‘ 0%
SIP Trunk Channel Licenses in Use: 0
SIP Device Features: REFER (Incoming and Outgoing)
Chan.,, U.,.Call Current Timein Remote Co... Conn.., Caller Other Party Direct.., Round Receive Receive Trans.., Trans...
I Ref State State Media... IDor... onCall Trip... Jitter Pack...
1 Ide [01:21... -
2 Ide [o1:21.. E |
3 Ide [01:21... =
4 Idle |01:21...
5 Idle |01:21...
& Ide |01:21... -
—————————— — - — e —
Trace [ Trace Al ] [ Pause ] [ Ping ] Call Details Graceful Shutdown ] [ Force Out of Service ] [ Print....
08:02:29 online | &]
Should issues arise with the SIP trunk, use the Avaya SBCE trace facility to check that the
OPTIONS requests sent from Session Manager via the Avaya SBCE to the network SBCs are
recerving a response.
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To define the trace, navigate to Device Specific Settings = Advanced Options =
Troubleshooting = Trace in the main menu on the left hand side and select the Packet
Capture tab.
e Select the SIP Trunk interface from the Interface drop down menu.
e Select the signalling interface IP address or All from the Local Address drop down
menu.
e Enter the IP address of the network SBC in the Remote Address field or enter a * to
capture all traffic.
e Specify the Maximum Number of Packets to Capture, 10000 is shown as an example.
e Specify the filename of the resultant pcap file in the Capture Filename field.
e Click on Start Capture.

Dashboarg Trace: GSSCP_R4S1
Adramsly alion
Sackup/Restore -
Sysem Management Packat Caprure | | Coptures |
Global Profies Stanus Roady
FFM Serwces ainbie o
Doman Polices
TLS Management L;;(_"l‘:\‘r:... 2 =

« Davice Spocific Setangs Remote Addres
WMcAe AOd 3
Neawork Management Miadathiitgd
Meda interface Prosecol Al v
Signaing Interface

v Maomum Numter of Packets to Captive 10000
End Point Flows
Sisdton Flwes Capture Ftarame SIP_Trumk_Test prap

TG e T e B Ry T e e

DAAZ Servces
TURNISTUN Seevice Stan Cophure Cmer
SKIP
Syslog Maragement
Advanced Optors
+ Troubleshoaoting

Deboggrg

Trace

To view the trace, select the Captures tab and click on the relevant filename in the list of traces.

Trace: GSSCP_R4S1

(o T

GSSCP_R4S Refresh |

|
Fita Name File Sa» (bytes) Last Modified
3 BE4 Apeil 1, 2016 10.02,09 AM CDT

The trace is viewed as a standard pcap file in Wireshark. If the SIP trunk is working correctly, a
SIP response to OPTIONS in the form of a 200 OK will be seen from the Virgin Media Business
SIP Trunking service.
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9. Conclusion

All tests for Virgin Media Business SIP Trunking were completed. Observations for the testing
are listed in Section 2.2.
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