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Avaya Proactive Contact 5.2 with PG230 and Avaya Session
Border Controller for Enterprise 8.0 — Issue 1.0

Abstract

These Application Notes describe the configuration steps required for NICE Engage Platform
6.15 to interoperate with Avaya Proactive Contact 5.2 with PG230 and Avaya Session Border
Controller for Enterprise 8.0. NICE Engage Platform is a call recording solution.

In the compliance testing, NICE Engage Platform used the Event Services interface from
Avaya Proactive Contact to obtain information on calls and agent states, and the SIPREC
interface from Avaya Session Border Controller for Enterprise to capture media associated
with Proactive Contact outbound calls for call recording.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for NICE Engage Platform
(Engage) 6.15 to interoperate with Avaya Proactive Contact 5.2 with PG230 and Avaya Session
Border Controller for Enterprise (SBCE) 8.0. Engage is a call recording solution.

In the compliance testing, Engage used the Event Services interface from Proactive Contact to
obtain information on calls and agent states, and the SIPREC interface from SBCE to capture
media associated with Proactive Contact outbound calls for call recording.

When there is an active outbound call at the Proactive Contact agent, Engage is informed of the
call via events from the Event Services interface and starts the call recording by use of associated
media from the SBCE SIPREC interface. The Event Services events are also used to determine
when to stop the call recordings.

Engage can be deployed with distributed components across multiple servers. The compliance
testing used two Engage servers in the test configuration — one server running the Application
Server, Database Server, and Interactions Center components, and the other server running the
Advanced Interaction Recorder component. The Application Server component is responsible
for the Engage web interface, the Interactions Center component is responsible for Event
Services connection with Proactive Contact as well as SIPREC connection with SBCE, and the
Advanced Interaction Recorder component is responsible for media recording.

The compliance testing covered the recording of basic outbound calls that were delivered by
Proactive Contact for the PG230 deployment option only. The recording of inbound calls is
outside the scope of this compliance test.
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2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the
Engage application, the application automatically established Event Services connection with
Proactive Contact.

For the manual part of testing, each outbound call was handled manually at the agent with
generation of unique audio content for recording. Necessary agent actions such as hold and
release line were performed from the Proactive Contact Agent application running on the agent
desktops.

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet connection to Engage.

The verification of tests included use of Engage logs for proper message exchanges and use of
Engage web interface for proper logging and playback of call recordings.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interfaces between Engage and
Avaya products included encrypted Event Services and non-encrypted SIPREC connections as
requested by NICE.
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2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following on Engage:
e Handling of Event Services agent states and call events.
e Use of SIPREC to obtain media from SBCE.
e Proper recording, logging, and playback of calls for scenarios involving agent drop,
customer drop, hold, reconnect, simultaneous calls, long duration, multiple agents, and

manual call scenarios.

The serviceability testing focused on verifying the ability of Engage to recover from adverse
conditions, such as disconnecting and reconnecting the Ethernet connection to Engage.

2.2. Test Results

All test cases were executed and verified. The following is an observation on Engage from the
compliance testing.

e Recording of transfer, conference, and forward work scenarios are not supported in this
release of Engage.

2.3. Support
Technical support on Engage can be obtained through the following:

e Web : http://www.extranice.com
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3. Reference Configuration

The configuration used for the compliance testing is shown in Figure 1. The detailed
administration of connectivity between Proactive Contact, Communication Manager, Session
Manager, and SBCE are not the focus of these Application Notes and will not be described.

The agent station extensions used in the compliance testing are shown in the table below.

Device Type Extension
Agent Station 65001 (H.323), 66006 (SIP)

Simulated
SIP Service
Provider

siP Trunk [ Session Border

SIPREC
> Controller for

Enterprise
n
h 4
System Session Proactive Conta!ct
Agents & Supervisor
Manager Manager

with 96x1 Endpoints

\'A"»»,\V\ A v/»{// i
\n»\"\,\ 2 v //l

G650 Media Communication Proactive Contact
Gateway Manager with PG230

A (D) (M

A Event
7 Services
Application

Media Server Enablement A .

: Engage Platform

Services
Figure 1: Compliance Testing Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager in 8.1.1
Virtual Environment (8.1.1.0.0.890.25763)
Avaya G650 Media Gateway NA

e TN464HP DS1 Interface HWO02 FW025
Avaya Aura® Media Server in 8.0.1.121
Virtual Environment
Avaya Aura® Session Manager in 8.1.1
Virtual Environment (8.1.1.0.811021)
Avaya Session Border Controller for Enterprise in 8.0
Virtual Environment (8.0.0.0.19-16991)
Avaya Proactive Contact with PG230 5201

e QTI1-PRI 2.19
Avaya Proactive Contact Agent 5.2.0.1
Avaya 9611G IP Deskphone (H.323) 6.8202
Avaya 9641G IP Deskphone (SIP) 7.1.6.1.3
NICE Engage Platform on 6.15.0001.77
Windows Server 2016 Standard

e Application Server
e Interactions Center

- Integrations.NSP.SipRecBase.dll
e Database Server

6.15.202.2314

e Avaya Proactive Contact Event SDK 5.12
NICE Engage Platform on 6.15.0001.77
Windows Server 2016 Standard
e Advanced Interaction Recorder
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

e Administer system parameters features
e Administer IP codec set
e Administer SIP trunk group

5.1. Administer System Parameters Features

Log into the System Access Terminal. Use the “change system-parameters features” command
to enable Create Universal Call ID (UCID), which is located on Page 5. For UCID Network
Node ID, enter an available node ID.

change system-parameters features Page 5 of 19
FEATURE-RELATED SYSTEM PARAMETERS

SYSTEM PRINTER PARAMETERS
Endpoint: Lines Per Page: 60

SYSTEM-WIDE PARAMETERS
Switch Name:
Emergency Extension Forwarding (min): 10
Enable Inter-Gateway Alternate Routing? n
Enable Dial Plan Transparency in Survivable Mode? n
COR to Use for DPT: station
EC500 Routing in Survivable Mode: dpt-then-ec500
MALICIOUS CALL TRACE PARAMETERS
Apply MCT Warning Tone? n MCT Voice Recorder Trunk Group:

Delay Sending RELease (seconds): 0
SEND ALL CALLS OPTIONS
Send All Calls Applies to: station Auto Inspect on Send All Calls? n

Preserve previous AUX Work button states after deactivation? n
UNIVERSAL CALL ID
Create Universal Call ID (UCID)? y UCID Network Node ID: 27
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5.2. Administer Codec Set

Use the “change ip-codec-set n” command, where “n” is an existing codec set number used by
the agent stations. For Audio Codec, make certain only variants of G711 and/or G729 codec are
configured, as shown below. Note that Engage supports the G711 and G729 codec variants.

change ip-codec-set 1

Codec Set: 1

IP MEDIA PARAMETERS

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729 n 2 20
33
4:
53
6:
73
Media Encryption Encrypted SRTCP:
1: l1-srtp-aescml28-hmac80
2: aes
3: none
4:

Page 1 of 2

best-effort
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5.3. Administer SIP Trunk Group

Use the “change trunk-group n” command, where “n” is the trunk group number used by
Communication Manager with Session Manager for outbound calls initiated by Proactive
Contact. Enter the following values for the specified fields and retain the default values for the
remaining fields.

In this case, the pertinent trunk group number is “212”. Navigate to Page 3. Enter the following
values for the specified fields and retain the default values for the remaining fields.

e UUI Treatment: “shared”
e Send UCID: “y”

These settings enable the call ID received from PG230, as part of the user-to-user information
element, to be passed to SBCE via Session Manager.

add trunk-group 212 Page 3 of 5
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: shared
Maximum Size of UUI Contents: 128
Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Hold/Unhold Notifications? y

Modify Tandem Calling Number: no
Send UCID? y

Show ANSWERED BY on Display? y
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6. Configure Avaya Proactive Contact

This section provides the procedures for configuring Proactive Contact. The procedures include
the following areas:

e Obtain host name
e Administer master.cfg
e Administer PG230

The configuration of Proactive Contact is performed by Avaya Professional Services. The
procedural steps are presented in these Application Notes for informational purpose.

6.1. Obtain Host Name

Log in to the Linux shell of the Proactive Contact server. Use the “hostname” command to
obtain the host name, which will be used later to configure Engage.

In the compliance testing, the host name of the Proactive Contact server is “lzpds4b”, as shown
below.

$ hostname
lzpds4b

6.2. Administer master.cfg
Use Navigate to the /opt/avaya/pds/etc directory and open the master.cfqg file.

Locate the SEND_CALLID_OUTCALL parameter and set it to “YES” as shown below. This
setting enables the call ID generated by the dialer to be passed to the PG230.

SAMPLE : SVOICEDIR/sample
SCRIPTS:SVOICEDIR/scripts
SCRNBLD: $VOICEDIR/scrnbld
SCRN_SPOOLER:pds pg
SEND_CALLID OUTCALL:YES
SFTPENABLE : NO
SHELLDIR:$VOICEDIR/shell
SHELLMSG: $VOICEDIR/language/sh eng.msg
SHORTSVRTIME : NO

SILENCE DETECTION:NO
SIMULTANEOUS ACQUIRES:NO
SKIP _LOCK TIME:0
SM_UPDATE TIMEOUT:30000
SNMPENABLE : NO

SSHA ENCRYPTION:YES
SSL:YES
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6.3. Administer ISDN Message Template

Establish a telnet session with PG230 and navigate to the detailed screen for ISDN Message
Template 1 shown below. Add an USR-USER IE for message template 1, if doesn’t exist
already. This setting enables the call ID received from the dialer to be passed to Communication
Manager in the user-to-user information element.

I SDN

Tmpl Message R/T

MESSAGE
I SDN

Tmpl Message
2

R/T

TEMPULATE
MESSAGE

TEMPLATES

Tmpl Message R/T

3 SETUP R
REP ALL
PROCESS CHAN ID
D FLD 1 CD NUM
D ANI CP NUM

SUMMARY

Tmpl Message R/T

4

IE
DATA
IE
DATA

CALLPROC T

CHAN ID
A98300
USR-USR
04

1 SETUP T
IE BEARER
DATA 8090A2
IE CHAN ID
DATA A98300
IE CP NUM
DATA 80
D ANI
IE CD NUM
DATA 80
D FLD 1
IE USR-USR
DATA 04
D FILD 2
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7. Configure Avaya Session Border Controller for Enterprise

This section provides the procedures for configuring SBCE. The procedures include the
following areas:

e Launch web interface

e Administer SIP servers

e Administer routing

o Administer application rules

e Administer media rules

o Administer signaling rules

e Administer end point policy groups
e Administer session policies

e Administer session flows

e Administer end point flows

7.1. Launch Web Interface

Access the SBCE web interface by using the URL “https://ip-address/sbc” in an Internet browser
window, where “ip-address” is the IP address of the SBCE management interface. The screen
below is displayed. Log in using the appropriate credentials.

AVAYA -

WELCOME TO AVAYA SBC

Continue |

Session Border Unauthorized access to this machine is prohibited. This

system is for the use authorized users only. Usage of
Contro"er for this system may be monitored and recorded by system
Enterprise personne)

Anyone using this system expressly consents to such
monitoring and is advised that if such monitoring reveals
possible evidence of criminal activity. system personnel
may provide the evidence from such monitoring to law
enforcement officials.

© 2011 - 2018 Avaya Inc. All rights reserved.
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7.2. Administer SIP Servers

In the subsequent screen, select Device = SBCE from the top menu, followed by
Backup/Restore = Services = SIP Servers from the left pane to display the existing SIP
server profiles. Click Add to add a SIP server profile for Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard SIP Servers: Server-Ext-SP
Device Management — = 5 e
Backup/Restore sname JLeone L ==
- System Parameters Server Profiles General I I Authentication | \ Heartbeat | | Registration I l Ping | l Advanced |
> Configuration Profiles Server-Ext-SP
4 Services Server Type Trunk Server
< -SM

SIP Servers e DNS Query Type NONE/A

LDAP Server-IPO

RADIUS IP Address / FQDN Transport

The Add Server Configuration Profile pop-up screen is displayed. Enter a desired Profile
Name as shown below.

Add Server Configuration Profile
Profile Name Server-NICE

| Next |
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The Edit SIP Server Profile — General pop-up screen is displayed. Enter the following values
for the specified fields and retain the default values for the remaining fields.

e Server Type: “Recording Server”

e IP Address / FQDN: IP address of Engage server with the Interactions Center component.
e Port: “5060”

e Transport: “UDP”

Edit SIP Server Profile - General

Server Type Recording Server v

SIP Domain
DNS Query Type NONE/A ¥
TLS Client Profile None v

IP Address / FQDN Port Transport

10.64.101.207 15060 | |upP v| Delete

Back | Next

Navigate to the Add SIP Server Profile - Advanced screen. For Interworking Profile, select
“avaya-ru” which is the default interworking profile for the system. Retain the check in Enable
Grooming and the default values in the remaining fields.

Add SIP Server Profile - Advanced

Enable Grooming I
Interworking Profile avaya-ru v
Signaling Manipulation Script | None v
Securable
Enable FGDN

TCP Failover Port

TLS Failover Port
Tolerant

URI Group v

Finish |

7.3. Administer Routing

Select Backup/Restore = Configuration Profiles = Routing from the left pane to display the
existing routing profiles. Click Add to add routing profile for Engage.
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Device: SBCEv Alaims Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out

Session Border Controller for Enterprise AVAYA
EMS Dashboard Routing Profiles: default
Device Management
| Clone |
Backup/Restore —
> System Parameters Routing It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
4+ Configuration Profiles i i
Domain DoS default Routing Profile
Server Route-SM Update Priority | [ Add
Interworking —_— L
Media Forkin Route-Ext-SP o URI  Timeof Load Next Hop
Routi g R Group Day Balancing Address POt
- Route-SM-RW A
Topology Hiding 1 3 default  DNS/SRV  Auto-Detect Hio= Edit Delete
i i Route-IPO Detect
Signaling
Manipulation

The Routing Profile pop-up screen is displayed. Enter a desired Profile Name as shown below.

Routing Profile

Profile Name Route-NICE
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The Routing Profile pop-up screen is updated. Click Add to add a next hop entry. Enter the
following values for the specified fields and retain the default values for the remaining fields.

o SIP Server Profile: Select the SIP Server profile for Engage from Section 7.2.
o Next Hop Address: Select the address entry associated with Engage from Section 7.2.

Routing Profile

URI Group P Time of Day default v
Load Balancing Priority NAPTR

Transport None ¥ LDAP Routing

LDAP Server Profile None ¥ LDAP Base DN (Search) |None v
Matched Attribute Priority Alternate Routing v
Next Hop Priority v Next Hop In-Dialog

Ignore Route Header

ENUM Suffix

o LDAP
Priority LDAP
/ Search o SR Next Hop Address Transport

: : Regex Profile
Weight Attribute Result

Server-NICE v 10.64.101.207:5060 (UDP) v None v | Delete

| Back Finish

7.4. Administer Application Rules

Select Backup/Restore = Domain Policies = Application Rules from the left pane to display
the existing application rules. Click Add to add an application rule for Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Application Rules: default

Device Management

Backup/Restore

Application It is not recommended to edit the defaults. Try cloning or adding a new rule instead.
Rules

Configuration Profiles
. Services default Application Rule

+ Domain Policies

> System Parameters

iy default-trunk Maximum ; ;
Application Application Type In  Out Concurrent ll\jdax gnlém St:ssmns
Rules default-subs. .. (S er Endpoin
Border Rules default-subs... | Audio @ @ 200 5
Media Rules
default-serv._.. Video

Security Rules

Signaling Rules defaiilt:senv... 7
Charging Rules
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The Application Rule pop-up screen is displayed. Enter a desired Rule Name as shown below.

Application Rule

Rule Name Application-NICE

| Next

The Application Rule pop-up screen is updated. Check Audio In and Audio Out, and enter
desired values for Maximum Concurrent Sessions and Maximum Sessions Per Endpoint, as
shown below.

Application Rule

Maximum Maximum
Application Type In Out Concurrent Sessions Per
Sessions Endpoint

Audio ¢ @ [100 100

Video

Miscellaneous

® Off
CDR Support " RADIUS
CDR Adjunct

RADIUS Profile None ¥
Media Statistics Support

* Setup

Call Duration Sorred

RTCP Keep-Alive

| Back | | Finish |
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7.5. Administer Media Rules

Select Backup/Restore = Domain Policies = Media Rules from the left pane to display the
existing media rules. Click Add to add a media rule for Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Media Rules: default-low-med
Device Management — =
Backup/Restore L= .
» System Parameters Media Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.
Configuration Profiles default-low-...
» Services Encryption || Codec Prioritization | l Advanced | | QoS |
. - default-low-...

4 Domain Policies z :

Application Rules default-high re— ” bt

rererre ormats

Border Rules default-high-...

Media Rules Interworking v

Security Rules avaya-low-m...

Signaling Rules Video Encryption

The Media Rule pop-up screen is displayed. Enter a desired Rule Name as shown below.

Media Rule

Rule Name Media-NICE
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The Media Rule pop-up screen is updated. Navigate to the Audio Codec page. Move the
relevant G711 and G729 codec variants from the Available column to the Selected column, as
shown below. Retain the default values in all remaining fields and pages.

Media Rule X

Audio Codec

Allow Preferred

Codec Prioritization v Codecs Only

Transcode Transrating

Available %gt—;omng) Selected

QCELP (12) z PCMU (0) [T]
Preferred Codecs CN (13) | G729 (18) [T]
D - Dynamic MPA (14)
T - Transcodable (if enabled) G728 (15)
P - P-Time

DVI4 (16)

DVI4 (17)
G729AB (18) [T]
G726-32 [DT]

Video Codec

Allow Preferred

Codec Prioritization Codecs Only

Transcode When :
Needed Transrating

Available Selected

CelB (25)
JPEG (26)
nv (28)

Preferred Codecs H261 (31)
MPV (32)
MP2T (33)
H263 (34)
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7.6. Administer Signaling Rules

Select Backup/Restore = Domain Policies = Signaling Rules from the left pane to display
the existing signaling rules.

7.6.1. Engage Signaling Rule
Click Add to add a signaling rule for Engage.

Device: SBCE v Status v Users Settings v Help v

Log Out

Alarms  Incidents Logsv Diagnostics

Session Border Controller for Enterprise AVAYA

EMS Dashboard

Device Management
Backup/Restore
» System Parameters

Signaling

Signaling

Rules: default

| Clone |

It 1s not recommended fo edit the defaults. Try cloning or adding a new rule instead.

Configuration Profiles i
Services default General ‘ | Requests H Responses | | Request Headers | I Response Headers ‘
4 i ici Signaling QoS || UCID
Domalr.1 P(?Ilmes Ko GOt gnaling H |
s g (o i
Border Rules Signaling-SM
Media Rules Requests Allow
Security Rules Non-2XX Final Responses Allow
Slgna!lng Rules Optional Request Headers Allow
Charging Rules
End Point Policy Optional Response Headers Allow
Groups
Session Policies Outbound

The Signaling Rule pop-up screen is displayed. Enter a desired Rule Name as shown below.

Signaling Rule
Rule Name Signaling-NICE

| Next |
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The Signaling Rule pop-up screen is updated. Navigate to the UCID page. Check Enabled.
For Node ID, enter a unique number across the customer system, in this case “12”. Retain the
default value in the remaining field.

Signaling Rule
UCID
Enabled v
Node ID 12

Protocol Discriminator 0x00 v

_Back | | Finish |

7.6.2. Session Manager Signaling Rule

Select the existing signaling rule for Session Manager, in this case Signaling-SM. Select the
UCID tab. Make certain that UCID is checked, and that Node ID is configured, as shown
below.

rms 3 Incidents Statusv Logsv Diagnostics Users Settings v Help v Log Out

" Controller for Enterprise AVAYA

Signaling Rules: Signaling-SM

| Add | Rename || Clone || Delete |

Signaling Rules Click here to add a description.

default
General ‘ \ Requests I I Responses ‘ ‘ Request Headers I I Response Headers [ I Signaling QoS l l uciD ‘

No-Content-Typ...

Signaling-SM LGID -

Signaling-NICE Nodedt &

Protocol Discriminator 0x00
Edit |
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7.7. Administer End Point Policy Groups

Select Backup/Restore = Domain Policies = End Point Policy Groups from the left pane to
display the existing policy groups. Click Add to add a policy group for Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Policy Groups: default-low

Device Management — =
Backup/Restore ‘ !

- System Parameters Policy Groups It is not recommended to edit the defaults. Try cloning or adding a new group instead.

' Gonngurtion Brtfies et iow Hover over a row to see its description
» Services AR

default-low-...

4 Domain Policies m}
Application Rules default-med
Border Rules default-med... | Summary |
Media Rules RTCP
Security Rules default-high Order Application Border Media Security Signaling Charging Mon
Signaling Rules default-high-... il
Charging Rules default-  yoauit.
End Point Policy avaya-def-lo... 1 default default tnc;:/d ) default None off Edit
Groups avaya-def-hi...
Session Policies )

> TLS Management Avaye ot

> Network & Flows Endpoint-Po...

- DMZ Services

The Policy Group pop-up screen is displayed. Enter a desired Group Name as shown below.

Policy Group

Group Name Endpt-Policy-NICE

Next |
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The Policy Group pop-up screen is updated. Enter the following values for the specified fields
and retain the default values for the remaining fields.

o Application Rule: Select the Engage application rule from Section 7.4.

e Media Rule: Select the Engage media rule from Section 7.5.
e Signaling Rule:  Select the Engage signaling rule from Section 7.6.1.

Policy Group

Application Rule Application-NICE

Border Rule default

Media Rule Media-NICE
Security Rule default-low ¥
Signaling Rule Signaling-NICE
Charging Rule None v

RTCP Monitoring Report Generation | Off

| Back | | Finish

7.8. Administer Session Policies

Select Backup/Restore = Domain Policies = Session Policies from the left pane to display the
existing routing profiles. Click Add to add routing profile for Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Session Policies: default
Device Management
Backup/Restore
> System Parameters Session Itis not recommended to edit the defaults. Try cloning or adding a new policy instead.
: i . Policies

» Configuration Profiles

Services default -

+ Domain Policies

N Media Anchori v
Application Rules e RCenng
Border Rules Media Forking Profile None
Media Rules Converged Conferencing

Security Rules
Signaling Rules
Charging Rules Media Server

End Point Policy
Groups

Session Policies

Recording Server

Edit
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The Session Policy pop-up screen is displayed. Enter a desired Policy Name as shown below.

Session Policy

Policy Name [Session-Policy-NICE |

Next

The Session Policy pop-up screen is updated. Enter the following values for the specified fields
and retain the default values for the remaining fields.

e Media Anchoring: Check this field.

¢ Recording Server: Check this field.

e Recording Type: Select the desired type, in this case “Full Time”.

¢ Play Recording Tone: Check this field if customer desires recording tone to be played.
¢ Routing Profile: Select the Engage routing profile from Section 7.3.

Session Policy

Media Anchoring
Media Forking Profile
Converged Conferencing
Recording Server
Recording Type Full Time ¥
Play Recording Tone v
Call Termination on Recording Failure
Routing Profile Route-NICE ¥
Media Server
Routing Profile None

Call Type for Media Unanchoring Media Tromboning Only ¥

| Back | | Finish |
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7.9. Administer Session Flows

Select Backup/Restore = Network & Flows = Session Flows from the left pane to display the
existing session flows. Click Add to add a session flow for Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Session Flows

Device Management

Backup/Restore
» System Parameters Session Flows

> Configuration Profiles
> Services

» Domain Policies

> TLS Management

4 Network & Flows

Network
Management

Media Interface
Signaling
Interface
End Point Flows
Session Flows

| Add |

—

Use the add button to create a new Session Flow.

The Add Flow pop-up screen is displayed. For Flow Name, enter a desired name. For Session
Policy, select the session policy for Engage from Section 7.8.

Add Flow

Flow Name [session-Flow-NICE
URI Group #1 * v
URI Group #2 ¥ v

Subnet #1
Ex 192.168.0.1/24
SBC IP Address

Subnet #2
Ex: 192.168.0.1/24

SBC IP Address

v

Session Policy Session-Policy-NICE ¥

Has Remote SBC

| Finish
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7.10. Administer End Point Flows

Select Backup/Restore = Network & Flows = End Point Flows from the left pane. Select
the Server Flows tab and click Add to add a server flow for Engage.

Device: SBCE v

EMS Dashboard
Device Management
Backup/Restore

» System Parameters
» Configuration Profiles
» Services

» Domain Policies

» TLS Management

4 Network & Flows

Network
Management

Media Interface
Signaling
Interface
End Point Flows
Session Flows
Advanced Options
» DMZ Services
» Monitoring & Logging

Alarms

Incidents Statusv Logsv Diagnostics Users

Session Border Controller for Enterprise

End Point Flows

Subscriber Flows | ‘ Server Flows ‘

Settings v Help v Log Out

AVAYA

Modifications made to a Server Flow will only take effect on new sessions.

Hover over a row to see its description.

Lo/

- SIP Server: Server-Ext-SP

- URI Received Signaling
SRS Group Interface Interface
[ * Private-  Public- default-

L e Signaling Signaling low SM

Routing
Profile

Route-

View Clone Edit Delete

r SIP Server: Server-SM

URI Received
Interface

Signaling

Priority  Flow Name Interface

Group

Public-
Signaling

Private-  default-

1 Flow2-SM i Signaling low

Routing
Profile

Route-
Ext-SP

View Clone Edit Delete
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The Add Flow pop-up screen is displayed. Enter the following values for the specified fields
and retain the default values for the remaining fields.

e Flow Name:
e SIP Server Profile:

A descriptive name.
The SIP server profile for Engage from Section 7.2.

o Received Interface: The external signaling interface in this case “Public-Signaling”.
¢ Signaling Interface: The internal signaling interface in this case “Private-Signaling”.
e Media Interface: The internal media interface in this case “Private-Media”.
e End Point Policy Group: The end point policy group for Engage from Section 7.7.

Flow Name

SIP Server Profile

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer
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Add Flow

Flow2-NICE

Server-NICE v

v

Public-Signaling v
Private-Signaling v
Private-Media v
None ¥

Endpt-Policy-NICE

[ default v

None v
None v

Any v

Finish
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8. Configure NICE Engage Platform

This section provides the procedures for configuring Engage. The procedures include the
following areas:

e Launch Engage web interface

e Administer CTI for PC

e Administer media provider controllers
e Administer drivers

e Administer Interactions Center

e Restart services

e Administer system mapping

e Administer agent users

The configuration of Engage is performed by NICE engineers. The procedural steps are
presented in these Application Notes for informational purpose.

Prior to configuration, a pertinent interactions center is assumed to be pre-configured.

8.1. Launch Engage Web Interface

Access the Engage web interface by using the URL “http://hostname/nice” in an Internet
Explorer browser window, where “hostname” is the host name of the Engage server with the
Application Server component. The Welcome screen below is displayed. Log in using the
appropriate credentials.

';'QJNICE Eri;age Solutions NICE®

—

W Show password
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The NICE screen below is displayed next. Select Administration = System Administrator
followed by Settings = Technician Mode from the top menu.

1 ““ Sysm Administrator

| My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests Tools v Administration

e [

El-- Organization
Gﬂ Active Directory
% Agent Center
‘5 Customer Center
‘f{ Distributed Cache
@9 Import/Export
@ License Manager
Iﬁ] Storage
Master Site

8.2. Administer CTI for PC

Expand Organization = Master Site as shown below. Right click on CTI Integrations and
select New CTI Connection to add a connection with Proactive Contact.

“. Sysm Administrator

My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests Tools

=

E]-- Organization

37§ Active Directory
I%. Agent Center
fs Customer Center
€@ Distributed Cache
@@ Import/Export
E’ License Manager
~- Storage
E| Master Site

Ey Applications

» 5> [T

&£ Data Marts
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The New CTI1 Connection pop-up screen is displayed. Click Next (not shown).

New CTIl Connection X

Set New CTI Connection Wizard Stage 1 of 17 ’

Introduction

This wizard will guide you through the process of configuring a new CTI connection.

1. Interactions Center and Telephony Switch definitions

. CTI Interface selection

w N

. Interfaces configuration

4, Devices configuration

5. Monitored Devices configuration
6. Selection of optional features

7. Location Requirements

8. Summary

The Stage 2 screen is displayed as shown below.

For Regular Interactions Center, select the pertinent center, in this case “IC_on_AppServer
(NiceApp)” which was pre-configured.

For Switch Type, select “Avaya PC/ POM”, which auto populates Switch Name with the same
value.

New CTIl Connection X

Set New CTI Connection Wizard Stage 2 of 17 _'

Interactions Center Switch

Attach CTI to Interactions Center Server:

(¢ Regular Interactions Center: IlC_on_AppServer {NiceApp) ;]
(" Interactions Center Cluster: | ;]
" Use existing Telephony Switch: I ;J
(¢ Define new Telephony Switch:
Switch Type: =
Switch Name: lAvaya PC/ POM
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Proceed to Stage 3. Retain “Event Service” as the default value for Avaya PC/ POM CTI
Interface as shown below.

New CTI Connection X

Set New CTI Connection Wizard Stage 3 of 17
Interface Type

CTI Interface Type

Avaya PC/ POM CTL Interface: .
Avaya Proactive Contact / Avaya Proactive Outreach Manager
Event Service

™ VolP Mapping: [ _’

™ Active Recording [ __j

Proceed to Stage 4. Enter the following values for the specified fields and retain the default
values for the remaining fields.

e AvayaPD Version: The closest version number, in this case “PC512”.

e Event Service Host Name:  The Proactive Contact host name from Section 6.1.

e Naming Service Host Name: The Proactive Contact host name from Section 6.1.

e AvayaPD Client Username: The Proactive Contact Event Service client credentials.
e AvayaPD Client Password: The Proactive Contact Event Service client credentials.

New CTIl Connection

Set New CTI Connection Wizard Stage 4 of 17

Interface Parameters

CTI Interface Details

‘Interface Connection Details

'Additional Interface Parameters

Mandatory fields are marked in bold |=p
Parameter | Value | A
AvayaPD Version PC512
Event Service Host Name Izpds4b
Naming Service Host Name Izpds4b
AvayaPD Client Usemame client 1
AvayaPD Client Passwod ___________[|*—~ |
Client Port ID 6666 14
Description: Avaya PC Client Password - The CTILink vill use this parameter in order to login to the Avaya

PC server.
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Proceed to Stage 11. Select Add to add a device entry for each agent station extension from
Section 3. Set Device Number to the agent station extension and Type to “Extension” as shown
below.

New CTl Connection X

Set New CTI Connection Wizard Stage 11 of 17

Devices

'Available Devices A
Provide telephony switch available devices

2 devices [£] || 2] [add | [Add Range | [Add From Switch |
Device Number | CTI Trunk ID I Type I
65001 Extension

66006 Extension

Proceed to Stage 13, and check Call Flow Analysis.

Proceed to complete the wizard.

New CTI Connection X

Set New CTI Connection Wizard Stage 13 of 17

| Optional

Select optional features relevant to integration. Some options may require further configuration.

[~ SIP Trunk Correlation
[~ AOD VRSP Correlation
[~ Rejected Devices

[~ Filter Calls

v call Flow Analysis
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8.3. Administer Media Provider Controllers

The NICE screen is displayed again. Expand CTI Integrations in the left pane. Right click on
Media Provider Controllers and select New Media Provider Controller to add a media
controller for SBCE.

WE@ Hello iG?;Sup»:-ruser Help | Seth(ng
£

| ClearSight

| My Universe | Business Analyzer \ Reporter | Monitor | Insight Manager | PBO Requests

Actions || o | 5]
@ License Manager A | Media Provider Controllers
- Storage
Master Site Name 1D Host Name/IP Address

‘ Applications
=] % CTI Integrations
‘]:.*,E Connection Managers
CTI Interfaces
lg Drivers
-4\ Key Managers

@3 Media Provider Controllers|

The New Media Provider Controller pop-up screen is displayed as shown below. Click Next

Mew Media Provider Controller >

=

Set New Media Provider Controller Wizard j"‘

Introduction

This wizard will guide you through the process of setting a new Media Provider Cantraller configuration as
follows:

1. Choose Media Provider Controller type

2. Configure the Media Provider Controller chosen

3. Summary

| Back | | Next |||Cance||
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The Step 1 screen is displayed. For Media Provider Controller Type, select “SIPREC VRSP”
as shown below.

New Media Provider Controller X

Set New Media Provider Controller Wizard Stepu -

Media Provider Controller Type

Please choose the Media Provider Controller type.

—~Media Provider Controller Type

SIPREC VRSP bt

The Step 2 screen is displayed next. Enter a descriptive Name. For IP/HostName, enter the IP
address or the hostname of the Engage server with the Interactions Center component.

New Media Provider Controller X
Set New Media Provider Controller Wizard Stepgu .
General Information
Media Provider Controller General Infc
'Media Provider Controller Type v
General Details )
Name: ISIPREC Media Provider
* —Location
IP/HostName: |niceapp
'Attach Connection Manager ¥
Additional Media Provider Controller Parameters ¥
Media Provider Controller Reporting Level &)
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Expand the Attach Connection Manager sub-section. Select the 1 — Avaya PC/ POM
NiceApp CM entry from the Available Connection Managers column and move to the

Attached Connection Manager column as shown below.

New Media Provider Controller X
Set New Media Provider Controller Wizard Step 2 ¢
General Information
'Media Provider Controller Type )
General Details 7}
Attach Connection Manager A
Available Connection Managers Attached Connection Manager
1 - Avaya PC/ POM NiceApp CM
_Additional Media Provider Controller Parameters )
Expand the Additional Media Provider Controller Parameters sub-section. Set
MetadataType to “Draft15”, as shown below.
New Media Provider Controller X
Set New Media Provider Controller Wizard Step 2 of 3
General Information
'Media Provider Controller Type 7,
General Details )
Attach Connection Manager v
Additional Media Provider Controller Parameters )
[~ Display Read Only Information Mandatory fields are marked in bold [MI]
Parameter Name I Parameter Value | )
VRSP Version Ver_2
Unit Assembly Integrations_NSP_DynamicSipRecVrsp dil
SipRefreshMethod Update
AodApiPort 41042
CustomerDomainInSiprecMetadata
AgentDomainInSiprecMetadata
ResponseToSDPInactive AllRecvOnly X
Description: Metadata type to set the data translator type.
'Media Provider Controller Reporting Level )
| Back | | Next | | | Cancel |
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Navigate down to SipStackPort and set the parameter value to the port value for Engage SIP

server from Section 7.2, in this case “5060”.

Select Add to add an additional parameter.

New Media Provider Controller X
Set New Media Provider Controller Wizard Step 2@
General Information
'Media Provider Controller Type v
General Details )
Attach Connection Manager )
Additional Media Provider Controller Parameters )
[~ Display Read Only Information Mandatory fields are marked in bold = @'ﬁ:] I
Parameter Name I Parameter Value )
SipStackMaxNumberOf Transactions 10000
Sip StackMaxNumberOfCallLegs 10000
SipStackPort
ImmSecondarylsEnabled No
ImmServerPort 20201
RemoveSpecial Symbols No
ReinviteWithInactive No
ComparerTvbe Auto X
Description: Sets UDP port of the SIP stack.
'Media Provider Controller Reporting Level )

The Add New Parameter pop-up box is displayed. Add the AvayaPCCallld parameter and set

the value to “Yes” as shown below.

Proceed to complete the wizard.

Add New Parameter n

Observer Additional Par@@er
Add New

Name: = lAvayaPCCa”Id

Value: lyes

| OK | | cancel|
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8.4. Administer Drivers

The NICE screen is displayed again. Expand Drivers in the left pane and select Avaya PC/
POM NiceApp Driver in the left pane.

Select the Interfaces tab in the right pane, followed by the Avaya PC/ POM Event Service
Interface entry as shown below. Click Configure.

mo Hello ¥ Superuser Halp | Settings)

| PBO Requests

|

| Business Analyzer | Monitor | Insight Manager | ClearSight

My Universe Reporter
| |

[Adions T+] [] R (5]
&S Customer Center "~ General m ‘Failover

[ ‘ﬁ Distributed Cache
&‘»‘ Import/Export
£ License Manager
» Storage

E| Master Site

5 be attached to the Driver.
Note: Attaching an Interface will also attach its Connection Manager.

To configure Driver-Interface data, double-click an Interface, or select a checked Interface and click 'Configure'.

Applications &-[1 : Avaya PC/ POM NiceApp CM [Configurs |
B 2 Configure
@ CT1 Integrations 1: Avaya PC/ POM Event Service Interface

ﬁ Connection Manager
m CTI Interfaces
. B+ Drivers

: @ Avaya PC/ POM b

The Driver — Interface Configuration screen is displayed next. Expand Driver Real-Time
Plugins and check AOD VRSP Correlation. Retain the default values in the remaining fields.

Driver - Interface Configuration n
Driver - Interface Configuration 7
Define 'Avaya P..." - 'Avaya P..."' - 'Avaya P...'
Driver Real-Time Plugins &)
Configure the plugins which the driver will be using and the order in which they should load.
Plugin _Description | Priori
I Filter calls Filters call according to direction and node id. Optio
D SIP Trunk Correlation Correlates between two link operating in SBC enviroment, when one is r... Optio
E] Device Mapping Perform Device Mapping. Optio
[] prefix/Suffix Modification Enables modification of device prefixes and suffixes. Optioc
C] Field Mapping Maps between CAPI and business data fields. Optic
E] SBC Mapping Maps between Trunk information to SBC Location {URI). Optio
v
[:] Rejected Devices Perform event rejection by devices. Optio
AOD VRSP Correlation Correlates and align CTI interaction commands with VRSP recording res... Optic
[T] Add Hold Statistic To BD Add hold count and hold duration as business data fields. Optic
CAPI Spy Enables CAPI message spying. Optio
< >
Additional Driver Switch Parameters )

"AOD Correlation
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Expand AOD Correlation and select the entry associated with the media provider controller
from Section 8.3. In the Correlation settings sub-section, enter “OriginalCID” as shown below.

Driver - Interface Configuration

Driver - Interface Configuration

‘Driver Real-Time Plugins
Additional Driver Switch Parameters
'AOD Correlation

Name TCP port | Resource ID

[Vl SIPREC Media Provider iceapp 41042 82
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8.5. Administer Interactions Center

From the NICE screen, expand Master Site = Interactions Centers and select the pertinent
center, in this case “IC_on_AppServer”, which was pre-configured.

Select the General tab in the right pane, and check Voice as shown below.

NICE®

| My Universe

Business Analyzer

| Reporter | Monitor ‘ Insight Manager | ClearSight | PBO Requests

P A .

Hello NIGE; Superuser

=-{if] organization

%) Active Directory

% Agent Center

-3 Customer Center

- Distributed Cache

- Import/Export

-7 License Manager

Storage

=-[f] master Site
-- Applications
% CTI Integrations
3 Data Marts

=45 Interactions Centers

@ IC_on_AppServer;

[aions Tv] [ a

/| Business Data™. |

Interactions Cent

Name: |IC_on_AppServer

Location Details

Address: ]Nicel\pp

{3 Database Servers I” Screen
Insight to Impact [~ Video

Select the Configuration tab and expand RCM in the right pane. Locate the Support Switch Id
parameter and set it to “No”. Locate the UseMappedForwardingDevices parameter and set it
to “Yes” as shown below.

NICE®

Hello NIEE; Superuser

| My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests
A
=[] organization sral ). Report Levels. MITTIPIITAITY. | Business Datah. |
[ Active Directory p o a
% Agent Center ! Interactions. ter C
B Customer Center Call Server ¥
‘b Distributed Cache AC|_s Monitor )
&% 1mport/Export DB Server 9
-9 License Manager ‘General 9
Storage 3 P
* . Log 9
= Master Site 'RCM )
(-] Applications <
[]-»% CTI Integrations
Eg g:::b':::sServers Para.meter Namg - 2 | value 2
A RetriesWhenRecievingPending 3
&2} l@ Insight to Impact SleepTimeBeforeCheckingTh... 4000
=4l Interactions Centers
".4Zb 1C_on_AppServer UpdateTimelnterval 600
RSt v
[]»@ Logger Servers < >
o] @ Media Interconnect Description:
[]..m Media Library Servers In predictive dialer environments, indicates whether the switchlD is considered (Yes) or
-3 Playback ignored (No) when handling a RecordStartRequest
-] % Recorders
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8.6. Restart Services

From the Engage server running the Interactions Center component, navigate to Windows ->
Nice Systems and launch Nice Service Configuration Manager. The NICE Services
Configuration Manager screen below is displayed. Restart the IntegrationsDispatch service.

=% NICE Services Configuration Manager — ] X
Action
% 1o % | RCROROEAR §E
Name | Display Name | Description I State I Start Mode l Log On A
%AASearchControl!er NICE AA Search Controller Audio Analysis Searc... » Running Automatic M\Administrator
12 Audit TrailService NICE Audit Trail Service Enables addingmes... » Running Automatic MAdministrator

3 CLSCoreService NICE Interactions Center Core Acts asthe entrance...  » Running Automatic MAdministrator
ECLSDBSNrService NICE Interactions Center DBSrvr Manages the Interac... » Running Automatic AMAdministrator
%CLSMonﬂorService NICE Interactions Center Monitor Report failover/OK ...  » Running Automatic AM\Administrator
5 CLSRCMService NICE Interactions Center RCM Responsible foralloc... » Running Automatic MAdministrator
[ CoachingServerSe... NICE Coaching Server Manages Coachingi... » Running Automatic MAdministrator
%EnmllmemSeMce NICE Enrollment Service NICE Enrollment Ser... ® Stopped Disabled MAdministrator
[CJEvaluationServerS... NICE Evaluation Forms Server Manages Evaluation... » Running Automatic M\Administrator
% FLM NICE Media Provider Control Manager An online repository f...  » Running Automatic LocalSystem
[ FTFQueryServerS... NICE FTF Query Server Performs queriesfor ... » Running Automatic MAdministrator
d Funing Automatic \Adminitrator
% InvestigationsServ... NICE Investigations Server Manages and perfor... » Running Automatic M\Administrator

%LogSefvice NICE Logging Service Aservice designated... » Running Automatic AMAdministrator

From the Engage server running the Advanced Interaction Recorder component, navigate to
Windows = Windows System - Windows Administrative Tools = Services to display the
Services screen below.

Restart the NICE Connection Manager and NICE IP Capture services shown below.

. Services . O X
File Action View Help
& R B HE > nw

~

. Services (Local) || Name Description  Status Startup Type  Log On As A

MAdminist...
ICE Connection Manager  Manages C... Running Automatic MAdminist...

Gk NICE Deployment Manager ... NICE Deplo... MAdminist...
E IP Capture Captures an... Automatic MAdminist...

ICE Archiving Manager Archives rec... Running  Automatic

Automatic

-..;;NICE Keep Alive Service Nice Keep A... Running Automatic AAdminist...
Qe NICE Real Time Voice Buffer... Streamsvoi.. Running Automatic Mdminist...
Q NICE Recorder Administrator Monitors th... Running Automatic MAdminist... v
Extended )\ Standard /
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8.7. Administer System Mapping
From the NICE screen, select Master Site = System Mapping.

8.7.1. Recorder Pool
The screen below is displayed. In the right pane, select + Recorder Pool.

Hellmsuperuser

) Sys

Help |

Administrat

i
i

| My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests Tools Administration
\
- . Available Licenses
=@ Oreanzation o Audio:5000 ¢ Video: 100 M Screen:5000 & Encryption: 100 & Redundancy: 100
- Active Directory -
%Agent Center Interactions Centers
& @ Customer Center
‘i; Distributed Cache
&‘»‘ Import/Export
£ License Manager
@-[E]] Storage IC o
= Master Site
- Applications + Recorder Pool
% CTI Integrations
S Data Marts
[#-{J Database Servers
l@ Insight to Impact
@ Interactions Centers
ﬂ Logger Channel Mapping
ﬁ] Logger Servers
@. Media Interconnect
m Media Library Servers
@ Playback
|% Recorders
@ Resiliency i
& security Available Source Pools + Source Pool| |¢® I™ Show Mapped Source Pools
B e apo)
@ Text Recording Servers
The New Advanced Interaction Recorder Pool Wizard pop-up screen is displayed as shown
below. Click Next (not shown).
77 New Advanced Interaction Recorder Pool Wizard X
Trodicth
This wizard helps you create a new Recorder pool.
Important:
All Recorders must first be defined before creating a pool.
\When configuring the Recorder pool, the Interactions Center must
be associated with the switch selected in the source pool.
1. Define name, Interactions Center, and the Recorder pool type.
2. Select the relevant Recorders for the pool.
3. Map the data center location for each Recorder.
4. Select the relevant Voice Biometric Engines for the pool only if relevant.
5. Verify the summary and approve it.
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The screen below is displayed next. Enter a descriptive Name and retain the default values in
the remaining fields.

771 New Advanced Interaction Recorder Pool Wizard X

Define Recorder Pool

Define the Recorder pool details. After completing this wizard, the pool type
cannot be changed.

* Name: ]DevConnec’( Pool

Pool type: IBasic L]

Interactions |1c on_appServer
Center: I ceneEP l]

Note: This Interactions Center must be associated with the switch selected in the source pool.
* Required field.

In the next screen, select the relevant and pre-existing recorder from the left pane and move to
the right. The screenshot below shows the result of the move.

Proceed to complete the wizard.

7= New Advanced Interaction Recorder Pool Wizard X

Select Recorders

Select the relevant Recorders for the pool. A basic pool must have a minimum of 1
Recorder.

Available Selected
AR

B B
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8.7.2. Source Pool
The NICE screen is updated as shown below. Select + Source Pool to add a source pool.

mo Hello Superuser I-ﬂp \l}

| My Universe

|Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests Tools v Administration v

y
[ " |
E-{fifl Organization o Audio:5000 ¢ Video: 100 B Screen:5000 & Encryption: 100 & Redundancy: 100
() Active Directory ;
% Agent Center Interactlo ns Centers
3t @ Customer Center [E

‘i} Distributed Cache
-9 Import/Export
[ @ License Manager
Storage
=] Master Site
=-EZ]l Applications + Recorder Pool
% CTI Integrations .
{5 Data Marts DevConnect
] ﬁ Database Servers Pool
- Insight to Impact .
o] g Interactions Centers
#-§8 Logger Channel Mapping
-7 Logger Servers
-3 Media Interconnect
Media Library Servers
- Playback
-/ % Recorders
@ Resiliency
& Security Available Source Pools + Source Pool [ [~ Show Mapped Source Pools
 +1} S
@ Text Recording Servers
@ Video Logger Servers
o] g VoIP Recording Gateway

IC_o

The New Source Pool Wizard pop-up screen is displayed. Click Next (not shown).

24 New Source Pool Wizard

Introduction

This wizard helps you create a new source pool.
Important:

- In this wizard, screen sources can be defined. All audio sources must be defined before running this wizard.
- When configuring the source pool, the switch must be associated with the same Interactions Center selected for the Recorder pool.

1. Define the name, media type, switch, and source type.
2. Select the relevant sources.

3. Venify the summary and approve it.
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The screen below is displayed next. Enter a descriptive Name. For Source type, select
“Switch”. Retain the default values in the remaining fields, and complete the wizard.

$9 New Source Pool Wizard

Define Source Pool

Define the source pool details. After completing this wizard, the media type, switch, and source type cannot be changed.

* Name: lDevConnect Source Pool

Media type:  |Audio

Switch: |Avaya PC/ POM (ID = 71)

L Lol L

Source type: |Switch

8.7.3. Recording Profile

The NICE screen is updated as shown below. Drag the created source pool below and drop on
top of the created recorder pool, in this case DevConnect Source and DevConnect Pool
respectively.

Hello E ; Superuser

Insight Manager | ClearSight | PBO Requests

NICE®

| My Universe

|Business Analyzer | Reporter | Monitor

[Adions T~ [] 4 | Datawas saved butnot applied. To complete changes select the CT Iniegrafions branch and click Apply.

() Organization Available Licenses _ . .
-5 Active Direct = Audio:5000 @« Video: 100 M Screen:5000 @ Encryption: 100 & Redundancy: 100
- ive Directory

%Agent Center Interactions Centers
= @ Customer Center @
[+ % Distributed Cache
@‘ Import/Export
@ License Manager IC
= Storage
= Master Site
-] Applications + Recorder Poo
= @ CTI Integrations ‘
{9 Data Marts DevConnect
i? Database Servers Pool
@ Insight to Impact
B @ Interactions Centers
$8 Logger Channel Mapping
-7 Logger Servers
-3 Media Interconnect
Media Library Servers
m Playback
|1: Recorders
o] @ Resiliency
& security Available Source Pools + Source Pool (g [T Show Mapped Source Pools
o+ ST .
o] @ Text Recording Servers DevConne
o] @ Video Logger Servers ct Source
Q VoIP Recording Gateway

_0
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The New Recording Profile Wizard pop-up screen is displayed. Click Next (not shown).

i New Recording Profile Wizard

Introduction

This wizard helps you map a recording profile
Important:

Before configuring the recording profile, verify that the Interaction Center
that was selected in the Recorder pool is associated with the switch selected
in the source pool.

Recording type and capiure type cannot be changed after completing
this wizard.

1. Define the recording profile name.

2. Map the source pool to the Recorder pool.

3. Select the relevant recording type and the capture type.
Select the relevant compression, summation and encryption options.

4 Verify the summary and approve it

The screen below is displayed next. Enter a descriptive Name.

i« New Recording Profile Wizard

Define the Recording Profile Name

Enter a meaningful recording profile name. After completing this wizard, the mapping and the
recording type cannot be changed.

Name: |DevConnect Recording Profile
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In the next screen, enter the following values for the specified fields and retain the default values
for the remaining fields. Proceed to complete the wizard.

¢ Recording type: “Total”
o Capture type: “Active SIP”
e Audio Compression: Check this option.

i« New Recording Profile Wizard X

Define Recording Profile

Define the recording profile details. After completing this wizard, the recording type and capture
type cannot be changed.

Recording type: ITotaI ZI

Allocated licenses: 2rs
Capture type: IActive SIP l.l &+ By Call {" By Device

[~ Secondary capture type:

Select all applicable options:

v Audio Compression
™ Audio Summation

[~ Encryption

™ Audio Loss Detection

. Back |  Next | || Cancel‘
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8.8. Administer Agent Users
The NICE screen is displayed again. Select Administration = User Administrator from the
top menu, followed by New User.

Hello NIGE} Superuser

NICE®

| My Universe

Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests

| |

v _~lclick to scroll Contents list D
= ® % [ AllUsers
E|> Organization i General

-- Groups ar

A

;::1':: Search Users: | |
1 - 4 of 4 User(s) | Reset Password [ [ New User | I Dalete |
Name Type RTA Agent Description Domain Location
Q Basic recordings, User Agent No
g Customer feedback, User Agent No
@NICE, Superuser System User
Q Unmapped, User Agent No

The Create New User Wizard pop-up screen is displayed. Click Next (not shown).

Nice \Wizard

Create New User Wizard _-
Introduction

This wizard will guide you through the process of creating a new user as
follows:

- Supply the user name

- Specify detailed information about the user

- Define the user as an Agent, System User or both

- (Agents only) Set Agent Identities

- (System Users only) Supply a unique NICE Login name and password
- (System Users only) Attach system profiles

- Click Finish to complete the process
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The Step 1 screen displayed next. Enter pertinent values for First Name, Last Name, and
Windows User Name for the first agent user from Section 3. Retain the default values in the
remaining fields.

NIcE \Wizard
Create New User Wizard Step 1 of 8 -
General Information
Enter the following information. A red asterisk (*) indicates required fields.
First Name: * [Agent1 |
Middle Name: | |
Last Name: * [avaya |
Email Address: | |
Windows User Name: * |agentl |
Domain: l l]
Select a site to associate to the user:
St [Master Site v

Proceed to Step 4 and check the Agent user type shown below.

Nice \Wizard

Create New User Wizard Step 4 of 8
User Type

Choose one or both user types:

[v Agent (User interactions will be recorded/monitored)

[T System User (User will log into NICE applications)
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Proceed to Step 5 and click Add.

NicE Wizard X

Create New User Wizard Step 5 of 8 ?
Agent Details

RTA Agent: |

RTA Agents have permissions to initiate customer authentication, enrollment and consent updates.

Site Switch Agent ID Extension Email Alias

The Agent Identity Dialog pop-up box is displayed. For Switch, select the switch name from
Section 8.2. Select Extension and enter the first agent user extension from Section 3. Retain
the default values in the remaining fields and proceed to complete the wizard.

Agent ldentity Dialog j

Sita: |I'-a'|as:ter Site |
Switch: | Avaya PC/ POM =]
" Agent ID: | |
' Extencon: |65001 =
" Emai | |
' Alias: | |

| OK | | Cancd|

Repeat this section to add an agent user for each agent station extension in Section 3. In the
compliance testing, two agent users were created as shown below.

N'cEQ HeIIoWﬂSuperuser Help | Settings

| Insight Manager | ClearSight | PBO Requests

|My Universe | Business Analyzer | Reporter | Monitor
v _~|click to scroll Contents list \
R EE WM | g Allusers (o] B
o
=) organization S N
All Users o
Groups ar rs
B e senchusers | @
1 - 6 of 6 User(s) Reset Password | [ New User]| [ Delete!
Name Type RTA Agent Description Domain Location
& Avaya, Agentl Agent No
8 Avaya, Agent2 Agent No
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9. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
Communication Manager, Proactive Contact, SBCE, and Engage.

9.1. Verify Event Services Connection

Log in to the Linux shell of Proactive Contact and issue the “netstat | grep enserver” command.
Verify that there is an entry showing an ESTABLISHED connection with the IP address of the
Engage server running the Interactions Center component, in this case “10.64.101.207”, as
shown below.

tcp 0 0 lzpds4b:enserver_ ssl 10.64.101.207:58456 ESTABLISHED
tcp 0 0 lzpds4b:enserver ssl 1zpds4b:32638 ESTABLISHED
tcp 0 0 lzpds4b:32638 lzpds4b:enserver ssl ESTABLISHED

9.2. Verify SIPREC Recording

Start an outbound job on Proactive Contact and log an agent in to handle and complete an
outbound call. From the NICE screen, select Business Analyzer from the top menu to display
the screen below. Select Queries = Public > Complete — Last 24 hours from the left pane.

peruser Help | Settings | Logout Btﬂl!gss Analyzer

Administration

Tools v

| My Universe | Business Analyzer | Reporter | Monitor Insight Manager | ClearSight | PBO Requests

Interactions rassatien = NGraph o~ LA
® | [E=EE A search for words | 0 Search | [Exact phras | s L
Interactions \Querles 2 "'g Results for Query: EE Preferences
@ ’Egbgzmplete - Last 24 hour: ~ GrOLDIBY: :l' W EE
RO & Complete - Last 7 doys (2 (] 1 () () [ (] () [ [ ) [
E? Segment - Calls to calibr| % [ i

Verify that there is an entry in the right pane reflecting the last outbound call, with proper values
in the relevant fields. Double click on the entry.

GEgSUperuser Help | Settings | Logout

Btﬂ;ess Analyzer

Tools v Administrat

| Insight Manager | ClearSight | PBO Requests

| My Universe | Business Analyzer | Reporter | Monitor
T s,

Yl [ v or vori= D " Search || cxact P -1 s L~ ]
Interactions | & ‘© | Results for Query: Complete - Last 24 hours ||| & preferences |
g% GroupBy:m 1 Records found @—J@@]‘D@E@@
i B [ ] ) e
@ 2 Type \ Flag \ Full Name \ Complete Start T... Vi Complete Duration | Direqion... \ Participant Phone ... | Complete

A | r:]' | [Avaya, Agentl | 7/1/2020 1:03:30 PM | 00:01:24 |Outgomg |912126538811
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Verify that the pop-up screen below is displayed and that the recording can be played back.

Start: 7/1/20201:03:30PM | End: 7/1/2020 1:04:54 PM 0 Add 00:00:48/00:01:23
0 0F10 o 00:20, , ., . .| 0030 0030 o 0060 .o R O 01:20, .
Summed WWWWM
Events [
& Customer  ~Nod-IHE-Dinb O — o oy
Events [
© Agent Aot - St ol o i
Events

Customer
Avaya, Agentl
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10. Conclusion

These Application Notes describe the configuration steps required for NICE Engage Platform
6.15 to successfully interoperate with Avaya Proactive Contact 5.2 with PG230 and Avaya
Session Border Controller for Enterprise 8.0. All feature and serviceability test cases were
completed with an observation noted in Section 2.2.

11. Additional References
This section references the product documentation relevant to these Application Notes.

1.

Administering Avaya Aura® Communication Manager, Release 8.1.x, Issue 5, November
2019, available at http://support.avaya.com.

Administering Avaya Aura® Session Manager, Release 8.1.1, Issue 2, October 2019,
available at http://support.avaya.com.

Administering Avaya Proactive Contact, Release 5.2, Issue 1, July 2018, available at
http://support.avaya.com.

Administering Avaya Session Border Controller for Enterprise, Release 8.0.x, Issue 4,
August 2019, available at http://support.avaya.com.

System Administrator Configuration Guide, NICE Engage Platform 6.x, Revision A4,
September 2018, available at http://www.extranice.com.

Avaya PC Active-Passive Connectivity Guide, NICE Engage Platform 6.x, Revision C8,
January 2018, available at http://www.extranice.com.

Avaya SBCE Switch-Side Preparation Guide, NICE Engage Platform 6.x, Revision Al,
December 2017, available at http://www.extranice.com.

TLT; Reviewed: Solution & Interoperability Test Lab Application Notes 52 of 53
SPOC 8/4/2020 ©2020 Avaya Inc. All Rights Reserved. NICE-PC52-SBCE


http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://www.extranice.com/
http://www.extranice.com/
http://www.extranice.com/

©2020 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
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provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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