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Abstract

These Application Notes describe the configuration steps required for Resource Software
International Shadow Onsite Notification 2.3 to interoperate with Avaya IP Office Server
Edition 10.

Resource Software International Shadow Onsite Notification is an E911 notification solution
that uses Syslog, TAPI, and Configuration Web Service interfaces from Avaya IP Office, and
the PUSH interface from Avaya 96xx IP Deskphones to provide real-time monitoring and
notification of emergency calls.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Resource Software
International (RSI) Shadow Onsite Notification (OSN) 2.3 to interoperate with Avaya IP Office
Server Edition 10.

RSI Shadow OSN is an E911 notification solution that uses Syslog, TAPI, and Configuration
Web Service interfaces from Avaya IP Office, and the PUSH interface from Avaya 96xx IP
Deskphones to provide real-time monitoring and notification of emergency calls.

The Avaya IP Office Server Edition configuration consisted of two Avaya IP Office systems, a
primary Linux server at the Main site and an expansion IP500V2 at the Remote site that were
connected via Small Community Network (SCN) trunks.

In the compliance testing, one RSI Shadow OSN server was deployed. The RSI Shadow OSN
server used Syslog with the primary IP Office system to monitor users at the Main site, and
Syslog with the expansion IP Office system to monitor users at the Remote site.

Upon detection of an emergency call made by an IP Office user, RSI Shadow OSN used TAPI
and Configuration Web Service to send notification to designated digital notification points,
whom are users on the expansion IP500V2 IP Office system with Avaya Digital Deskphones;
and used PUSH to send notification to designated IP notification points, whom are users on both
IP Office systems with Avaya 96xx IP Deskphones.

The TAPI and Configuration Web Service connections must both be with the same IP Office
system, and can be either the primary Linux server or the expansion IP500V2 system. The
configuration shown in these Application Notes used the expansion IP Office system for
connectivity of TAPI and Configuration Web Service. TAPI 2 in third party mode is used to
place notification calls from designated originator extensions to digital notification points, and
Configuration Web Service is used to change the name of the designated originators to reflect
EMERGENCY along with the extension of the emergency caller.
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2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the
Shadow OSN application, the application automatically obtained list of users from the IP Office
system connected via TAPI and Configuration Web Service.

For the manual part of the testing, emergency calls were placed manually from IP Office users to
the emulated PSTN.

The serviceability test cases were performed manually by disconnecting and reconnecting the
Ethernet connection to the Shadow OSN server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following on Shadow OSN:
e Proper handling of real-time Syslog event messages.

e Use of TAPI to originate notification calls from designated originating extensions (TAPI
notification originator) on IP Office to designated notification points on the expansion IP
Office IP500V2 system

e Use of Configuration Web Service to update the name of the designated TAPI notification
originator for reflection of EMERGENCY along with the extension of the emergency caller.

e Use of PUSH interface to send notifications to IP notification points, including name of the
emergency caller and dialed digits.

e Proper handling of emergency call scenarios involving emergency callers from both IP
Office systems, IP notification points on both IP Office systems, digital notification point on
expansion IP500V2 IP Office system, button activation of emergency call, push notification
intervals and duration, push notification cancelation, digital notification point retries,
simultaneous emergency callers, and simultaneous notification to all notification points.

The feature testing call flows included emergency calls with all resources within the primary IP
Office at the Main site, emergency calls with all resources within the expansion IP Office at the
Remote site, as well as emergency calls with resources between the two IP Office systems.

The serviceability testing focused on verifying the ability of Shadow OSN to recover from
adverse conditions, such as disconnecting/reconnecting the Ethernet connection to the Shadow
OSN server.
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2.2. Test Results
All test cases were executed and completed successfully.

2.3. Support
Technical support on Shadow OSN can be obtained through the following:

e Phone: 905-576-4575 or 718-701-0945
e Email: support@telecost.com
e Web: www.telecost.com
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3. Reference Configuration

The IP Office Server Edition configuration used in the compliance testing consisted of a primary
Linux server at the Main site, and an expansion IP500V2 at the Remote site, with SCN trunks
connectivity between the two systems. Each IP Office system has connectivity to the PSTN, for
testing cross systems PSTN scenarios.

The detailed administration of IP Office resources is not the focus of these Application Notes
and will not be described. As shown in Figure 1 below, one Shadow OSN server was deployed
with Syslog connection to the primary IP Office system, with Syslog, TAPI, and Configuration
Web Service to the expansion IP Office system, and with PUSH to all IP notification points on
both IP Office systems.

Notification Points with

Avaya 1140E(SIP) and
vaye (SIP)an Users with Avaya 1140E(SIP) i |
9608 (H323) IP Deskph Users with Avaya 9508 Digita
(H323)IP Deskphones 1 9608 (H323) IP Deskphones
- and 9608 (H323) IP Deskphones
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(Expansion)

(Primary)

Configuration Web Service

1
:
1
Syslog :
1
1
1
1

1
1
i
1
Syslog ,TAPI, |
i
1
]
1
1
1

PUSH

Notification Points with
Avaya 1140E(SIP) , 9641G (H323)
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Figure 1: Compliance Testing Configuration
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya IP Office Server Edition (Primary) in R10.00.3
Virtual Environment
Avaya IP Office on IP500 V2 (Expansion) R10.0.0.3
Avaya 9508 Digital Deskphones NA
Avaya 9608 and 9641G IP Deskphone (H.323) 6.6.4
Avaya 1140E IP Deskphone (SIP) 4.4.23
RSI Shadow Onsite Notification on 2.3.0.004
Windows 2012 R2 SP1

Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with IP Office Server Edition in all configurations.
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5. Configure Avaya IP Office

This section provides the procedures for configuring the IP Office systems. The procedures
include the following area:

o Verify licenses

e Administer System Events

e Administer emergency short codes
e Administer security settings

5.1. Verify Licenses

From a PC running the IP Office Manager application, select Start - Programs - IP Office
-> Manager to launch the application. Select the proper primary IP Office system, and log in
using the appropriate credentials.

The Avaya IP Office Manager for Server Edition DevCon IPO Sevl screen is displayed,
where DevCon IPO Sev1 is the name of the primary IP Office system.

From the configuration tree in the left pane, select License under the primary IP Office system,
in this case “DevConn IPO Sev1”, to display a list of licenses in the right pane. Verify that
there is a license for CTI Link Pro and that the Status is “Valid”, as shown below. This license
is only needed for TAPI connections with Shadow OSN.

t HAvaya IP Office Manager for Server Edition DevCon IPO Sevl [10.0.0.3.0 build 5]
File Edit View Tools Help

AE= W v

DeviCon IPO Sevl ~ License - <
Configuration f
=R BOOTP (7) License Remate Server
i Operator (3)
) Solution Feature Key Instances Status Expiration Date Source
E-§  User (45) 3rd Party IP Endpoints N/A 384 Valid Newer PLDS Modal
g:ﬁ S;zt‘tpé?de - Additional Voicemail Pro Ports N/A 152 Validl Never PLDS Nodal
_____ o= Directory(0) Avaya Contact Center Select N/A 1 Valid MNewver PLDS Modal
{7 Time Profile(0) MAvaya P endpoints N/A 384 Valid Mever PLDS Nodal
[+-8m Account Code(l) Avaya Mac Softphone MN/A 100 Valid Mewer PLDS Medal
E-§ig User Rights(13) A\ra)ra Softphone Licence Valid MNewver PLDS Modal
f-H8 Location(2) _
B 5 [iel\rSC)rosseI;C}IS)e\r‘l Devlink3 External Recorder Valid Mewver PLDS Nodal
Lo ' DevCon IPO Sevl Office Worker N_ fA 384 Valid Mewer PLDS Modal
[ Llne(S] Power User N/A 384 Valid Mewver PLDS Modal
-2 Control Unit (8) Receptionist N/A 4 Valid Mewver PLDS Modal
i Exension (24) Server Edition R10 N/A 255 Valid Never PLDS Nodal
gt% E:DELS(EJ SIP Trunk Channels N/A 128 Valid Never PLDS Nodal
-8 Short Code (19) SM Trunk Channels MN/A 128 Valid Mewer PLDS Modal
..... B Service (0) UMS Web Services N/A 255 Valid MNewver PLDS MNodal
(-4 Incoming Call Route (3) VMPro Recordings Administrators  N/A 1 Valid Mever PLDS Modal
& fiill IP Route (1) VMPro TTS Professional N/A 40 Valid MNewver PLDS Nodal
""" e License (68) Web Collzboration N/A 64 Valid Never PLDS Nodal
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From the configuration tree in the left pane, select License under the expansion IP Office
system, in this case “DevConn IPOS Exp”, to display a list of licenses in the right pane. Verify

that there is a license for CT1 Link Pro and that the Status is “Valid”, as shown below.

license is needed for TAPI connections with Shadow OSN.

This

%7 Avaya IP Office Manager for Server Edition DevCon IPOS Exp [10.0.0.3.0 build 5]

File Edit View Tools Help
LS QAEE[A] v
DevCon IPOS Exp ~ License < <
Configuration
=& BOOTP (7) License Remote Server
H-4# Operator (3)
=37 Solution Feature Key Instances Status Expiration Date
E-§  User (45) Awvaya Mac Softphone MN/A 100 Valid Mever
-5 Group(7) HAvaya Softphone Licence Valid Mever
(-8 Short Code (57)
2 hon Coce Lk o S R [T S
ry(0)

7 Time Profile(0) IP500 Universal PRI (Additional cha... MN/A 100 Valid Mever

- Account Code(1) IPSec Tunnelling MN/A 1 Valid Mever
i-fig User Rights(13) Office Worker N/A 334 Valid Mever
E}"ﬁ IEJDcaCtIDnlcsgj St Power User MN/A 384 Valid Mever

%33 DevCon eV A . .

) DevCon IPOS Exp Receptlor.u.st N._aA 4 Valfd Mever
(-5 System (1) Server Edition R10 Virtual Server £ 1 Valid Mever
-7 Line (6) SIP Trunk Channels N/A 128 Valid Mever
[t Control Unit (4) SM Trunk Channels /A 128 Valid Mever
- Extension (38) UMS Web Services /A 100 Valid Mever
g% g::[l(ng] Wave User N/A 16 Valid Mever
(-8 Short Code (14) Web Collaboration MN/A 64 Valid Mever

..... B Service (0) Additional Voicemail Pro Ports IN/A 152 Obsolete Mever
[H-nlfy RAS (1) Basic Edition Upgrade MN/A 1 Obsolete Mever
E]---@ Incoming Call Route (7) Basic User M/ 384 Obsolete Mever
Dg ‘;VAN '3”0':‘ (E_]l : CTl Link Pro IVNR3EIEKIT 1 Obsolete Never

= rewallTro ile( Neulink2 Fvternal Rernrder 17 1 Ohenlete Mever
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5.2. Administer System Events

From the configuration tree in the left pane, select primary IP Office system, in this case
“DevConn IPO Sev1”, select System Events = Alarms. Click Add to add OSN as new
destination to receive events.

For Destination select Syslog, enter the IP Address of OSN machine, in this case “10.10.98.26”.
For Port, use default “514”. Select “TCP” for Protocol. And retain the default values in the
remaining fields.

Configuration |

T DevCon IPO Sev1*

o vi|<|>

H-§  User(49)
J"ﬂ Group(7)
@ Short Code(57)
- Directory(()
(ﬁ Time Profile(0)
-8l Account Code(1)
1§ User Rights(13)
H-i8 Location(2)
—1-%%) DevCon IPO Sevl
- System (1)
# DevCon IF
117 Line (5)
b-<=+ Control Unit |
H-4 Btension (24
H-§  User (27)
H-f Group (4)
+-@% Short Code (1
- Service (0)
J@ Incoming Cal
-l IP Route (1)
% License (68)
H- ARS (3)
v Location (2)
J:ﬂ Authorization

e

System LAN1 LAMN2 DNS  \Voicemail Telephony Directory Services System Events SMTP

Configuration Alarms

SMDR  VolP

VolP Security Contact Center

Destination
SMNMP Traps

Server Address: 135.10.98,157, Port: 162, Format: IP Office, Community: seessssss, Severity: Warnings  Invalid Disk, Free Capacity, Generi

Sysleg
IP Address: 127.0.0.1. Port: 514. Protocol: TCP. Format: Enterorise
Edit Alarm
Drestination:
Email

Trap Syslog

IP Address: | 10 . 10 98 2%

Port: [514

Protocol: TCP ~

Farmat: Enterprise ~

Events

Svstem Monitor

Add...
Remove

Edit...

oK

Cancel

OK Cancel Help

Repeat this section to add similar Syslog Destination for the expansion IP Office system, as

shown below:

Configuration

|~_

= DevCon IPOS Exp

e v <>

-R BOOTP (7)
¢+ Operator (3)

Time Profile(0)
Account Code(1)
i3 User Rights(13)
&% Location(?)
DevCon IPO Sevl
-3 DevCon [POS Exp
£l System (1)

-7 Line (6)

<2 Control Unit (4)
-4 Extension (38)
-§  User (20)

u Group (3)

~@% Short Code (14)
B Service (0)
G- RAS (1)

[ [ )

I

8 WAN Port (0)
@@ Firewall Profile (1)
-l 1P Route (1)

-

-2 DevCon IPOS Exp

@ Incoming Call Route (7)

Systern LANT  LANZ  DNS

Configuration Alarms

Voicemail Telephony Directory Services System Events  SMTP

SMDR  VCM

VolP VolP Security  Cont + | ¢

Destination
SMMP Traps

Server Address:

Edit Alarm

Destination:

Trap Email

IP Address: | 10] 0 08 26

Port: |514

Protocol: TCP ~

Format: Enterprise ~

Events

Add...

Remove

.10,98,157, Port: 162, Format: IP Office, Community: ssssssses, Severity: Warnings  Invalid Card, Free Capacity, Ger

Edit...

oK

Cancel

Help
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5.3. Administer Emergency Short Codes

From the configuration tree in the left pane, right-click on Short Code under the primary IP
Office system, and select New from pop-up list to add a new short code for routing of emergency
call, if not already defined and routable.

For Code, enter the digits that will be dialed for emergency calls, in this case “411”. For
Feature, select “Dial Emergency”. Configure Telephone Number and Line Group ID as
needed for proper routing of emergency calls to the PSTN, and retain the default values in the
remaining fields.

t Avaya IP Office Manager for Server Edition DevCon PO Sev [10.0.0.3.0 build 5]

File Edit View Tools Help
DeviCon IPO Sevl * Short Code - 411 A

K

= 411: Dial Emergency

Configuration

-3 UserRights(13) A | Short Code
ﬁ Location(2)

- DevCon IPO Sevl Code 411 |
"*-w System (1)
H-F7 Line (3) Feature Dial Emergency b
= Control Unit (8
-4 Extension (24) Telephone Number (915139656101 |
H-§ User 27) .

i 29001 w
# Group (4) Line Group ID |m |
EI“ Short Code (19 Locale -

- B TBETNE

- 2300 Force Account Code [
:: SESE Force Autherization Code [
- TN

o “

Repeat this section to add similar short code for the expansion IP Office system, as shown below.

W=

Configuration - 411: Dial Emergency

- & BOOTP (7) # | Short Code

-4 Operator (3]

H-%% Selution Code 411 |
w-§  User (45)
ﬂ Group(7) Feature Dial Emergency W
(-9 Short Code (57)
..o Directory(0) Telephone Mumber |9151395551D1 |
L7 Time Profile(0)
£ i 1 w
-8 Account Code(1) Line Group ID | |
-5 User Rights(13) Locale »
ﬁ Location(2)
(-9 DevCon IPO Sevl Force Account Code ]
-5 DevCon IPOS Exp Force Authorization Code [
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5.4. Administer Security Settings

This section is only applicable when OSN is configured with activated notifications feature to IP
Office deskphones by placing a call using TAPI.

From the configuration tree in the left pane, select the IP Office system that will be used for
TAPI and Configuration Web Service connection with Shadow OSN, in this case “DevCon
IPOS Exp” (not shown), followed by File - Advanced = Security Settings from the top
menu. The Avaya IP Office Manager for Server Edition — Security Administration -
DevCon IPOS Exp screen is displayed, where DevCon IPOS Exp is the name of the selected IP
Office system. Select Security = System to display the System screen in the right pane. Select
the Unsecured Interfaces tab, and check TAPI as shown below.

Security Settings System: DevCon IPOS Exp

— ;\] Securty System Details Unsecured Intefaces  Certficates
ol @B General ————
+ % System (1) System Password | | Change
+@ Services (7} Voicemail Password | | Change 3
+i’3 Rights Groups (15)
+--iey Service Users (8) Monitor Password |‘“‘“‘“"“"““‘”" | Change [ Use Senvice User Credentials

Application Controls

TFTP Server 1y Program Code [ 1 TAPI/Devlink3 RN
TFTP Directory Read []  Devlink 1 HTTP Directory Read [v] 1
TFTP Voicemail [ HTTP Directory Wite [ 1
Application Support

Application Active Limitations

Legacy Voicemail x
Voicemail Lite *
Upgrade wizard W
TAP! -
ane-¥ Portal Client o

|P Office Directory Services v
DevLink v

IP DECT #
MNetwark Viewsr e

Cannot view any Directory entries

Select Security = Services in the left pane to display the Service: Configuration screen in the
right pane. For Service Security Level, select “Unsecure + Secure” as shown below. The
additional “Secure” level is needed for the Configuration Web Service interface.

il Avaya IP Office Manager for Server Edition - Security Administration - DevCon IPOS Exp [10.0.0.3.0 build 3] [Administ
File Edit View Help
Security Settings Service: Configuration
=] F‘] Security Service Details
(B General
+)-#%9 System (1) Name |C0nfigumtian |
el Sorvices () Host System |DevCon IPOS Exp |
+{a Rights Groups (15)
iy Service Users (8) Service Port | 50804, 50805 |
Service Securty Level | Unsecure + Secure -
Service Access Source | Unrestricted w
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6. Configure Avaya 96xx IP Deskphones

This section provides the procedures for configuring 96xx IP Deskphones. The procedures
include the following areas:

e Administer phone parameters
e Reboot telephones

6.1. Administer Phone Parameters

From the file server serving the 96xx IP Deskphones, locate the 46xxsettings.txt file and open
with the desired application such as Notepad. Navigate to the PUSH INTERFACE
SETTINGS sub-section.

Create a new line to set TPSLIST to the IP address of the Shadow OSN server, as shown below.

mj Afwsettings.bet - Motepad
File Edit Format Wiew Help

HHEFEHEREHERRREHRF PUSH INTERFACE SETTINGS

TPSLIST (Trusted Push Server List) specifies a list of URI authority components
(optionally including scheme and path components) to be trusted.
A URI received in a Push Request will only be used to obtain Push content
if it matches one of these walues. The list can contain up to 255 characters.
Values are separated by commas without any intervening spaces.
If the value of TPSLIST is null (the default), Push will be disabled.
This parameter is supported by:
96x1 H.323 R6.0 and later
96x1 SIP R6.06.1 and later
96x@ H.323 R1.0 and later
96x@ SIP R2.2, R2.5 and later
Abxx H.323 R2.1 and later
16xx H.323 R1.8 and later
SET TPSLIST 135.20.21.28,push.avaya.com,http://135.20.21.33:88,http: //apps.avaya.com/push

FEEREEREEREER RS

SET TPSLIST 1©.18.98.26:8181
SET PUSHCAP 222232
SET PUSHPORT SQ

6.2. Reboot Telephones

After the Shadow OSN server has been configured in Section 7, manually reboot all 96xx IP
Deskphones that will be used for emergency notifications, to pick up the new phone settings.
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7. Configure RSI Shadow Onsite Notification

This section provides the procedures for configuring Shadow OSN. The procedures include the
following areas:

e Administer TAPI driver

e Launch Configuration Wizard

e Administer connection information

e Administer device location information
e Administer emergency options

e Administer 911 emergencies extensions
e Administer 911 emergencies IP phones
e Launch Onsite Notification

The configuration of Shadow OSN is typically performed by RSI Support Services. The
procedural steps are presented in these Application Notes for informational purposes.

7.1. Administer TAPI Driver

From the Shadow OSN server, select Start = Control Panel - Phone and Modem, to display
the Phone and Modem screen below.

Select the Advanced tab, followed by Avaya IP Office TAPI2 Service Provider, and click
Configure.

4 Phone and Modem @

’ Dialing Rules I Modems ‘.m

“ ~§ The following telephony providers are installed on this computer:

Providers:
Avava IP Dffice TAPIZ Service Provider
NDIS Proxy TAPI Service Provider

TAPI Kemel-Mode Service Provider
Unimodem 5 Service Provider

[ Add... ] [ | Remove ] [“y‘ Configure...

Close Cancel Apply
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The Avaya TAPI2 configuration screen is displayed. For Switch IP Address, enter the IP
address of the IP Office system that will be used for TAPI connectivity, in this case the
expansion IP500V2 system. Select the radio button for Third Party, and enter the proper
password for Switch Password. Reboot the Shadow OSN server.

Avaya TAPI2 configuration

Switch IP Addiess [10110.97.44

il

Cancel
" Single User

Idzer Mame |

IJzer Pazsward

* Third Party

Switch Pazzword

KEREXXNEREANRRK

[ wislf Users
[ ACD Queues

Advanced settings

Ping Timeout (5 to 420 seconds] |5
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7.2. Launch Configuration Wizard

From the OSN server, select Start - All Programs - RSI - Shadow OSN - Avaya 2>
Configuration Wizard to display the Shadow OSN Configuration Wizard screen. Click
Next, and agree to the software license agreement in the next screen (not shown).

Shadow OSN Configuration Wizard

www.telecost.com

‘_ international treaties.

Shadow OSN

Welcome to the RS Shadow OSN Configuration Wizard. This
wizard will create all necessary files required to setup your RSI
tools OSN software.

WARNING: This program is protected by copyright lavw and

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

Next = Cancel
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The Customer Information screen is displayed. Enter the pertinent customer information and
click Next.

Shadow OSN Configuration Wizard - Customer Information

The Shadow OSN Configuration Wizard requires the following
Customer Information to set up your configuration files.

www.telecost.com LEETS TLE

£ |

*Company Name
- -
0=

k DEVCONNECT LAB

Shadow O8N

*City or Town *ProvincelState

BELLEVILLE ON

*Phane Number

(613 ) [967 - [5083

Please MNote, fields marked with an asterik (*) are mandatory.

Next = | Cancel |

7.3. Administer Connection Information

The Connection Information screen is displayed next. In the Add tab under the Telephone
System Connection Information sub-section, select “System Events”, enter the IP address and
pertinent credential for the primary IP Office system, and click Add.

Shadow OSN Configuration Wizard - Connection Information

The RSl Shadow QSN software connects to your telephone system via your netwaork. Once the connection
iz established the software monitors telephone activity from all extensions connected to the system. The
following telephone connection infermation is required by the Shadow QSN software.

www.telecost.com Telephone System List Telephone System Connection Information
10.10.97.41 Edt | ada |
10.10.87.44

Connection | System Events ﬂ

IP Address/Name |1E|l1[|.9?.41

— -
. o
- Port [514 |

)y

Shadow 05N

Update |

Delete | Clear |

Monitoring of emergency events will stop when the connection between the Shadow OSN software and the the telephone system fails.
Use the following option to instruct Shadow OSN to automatically reset the connection with the telephone system if no telephone activity

has eccurred during the last X minutes.
Inactivity Reset Interval |60 *| Minutes

< Back Next = Cancel
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Repeat the same procedure to add a Syslog connection to the expansion IP Office system. The
screenshot below shows the two added IP Office systems under the Telephone System List sub-
section. Click Next, and retain all default values in the subsequent Setup System Defaults

screen (not shown).

www.telecost.com

i .
. &
-

™

Shadow OSN

Shadow OSN Configuration Wizard - Connection Information

Telephone System List

10.10.97.41

10.10.97 .44

Delete

Clear

The RSl ShadowOSN software connects to your telephene system via your network. Once the connection
is established the software monitors telephone activity from all extensions connected to the system. The
following telephone connection information is required by the Shadow OSHN software.

Telephone System Connection Information

Edit lAdd ]
Connection |
IP AddressiName |

Port [514 -

Update

Monitoring of emergency events will stop when the connection between the Shadow OSN software and the the telephone system fails.
Use the following option to instruct Shadow OSN to automatically reset the connection with the telephone system if no telephone activity

has occurred during the last X minutes.

Inactivity Reset Interval |50 %+ Minutes

<« Back Next =

Cancel

PM; Reviewed:
SPOC 8/2/2017

Solution & Interoperability Test Lab Application Notes
©2017 Avaya Inc. All Rights Reserved.

18 of 30
RSI-OSN-IPOSE10



7.4. Administer Device Location Information

The Device Location Information screen is displayed next. Follow reference [3] to add an
entry for each user and notification point on each IP Office system from Section 3. The
screenshot below shows the entries created in the compliance testing.

Shadow OSN Configuration Wizard - Device Location Information =

RZl Shadow OSN can send Extension Location information with emegency notification
mes=sages delivered via email or network broadcast. Use the Extension Location
information boxes provided below to define your extension locaton information. If

location information is not reguired press the Next button.
www.telecost.com

—— TE000 ! Click an Extension to view its Location Information
‘ L — ome |
26101 _
26108 Site |

- N 26109
};’\ . Buiding |
Floor Ii Room I—

Cubicle |

Shadow OSN Description

Add | Edit |

Delete| Clear |

v |nclude Extension Location Infarmation in Computer/Metwark, Broadeast natifications

= Back Next = Cancel
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7.5. Administer Emergency Options

The Security Features screen is displayed next. In the Emergency Options sub-section, enter
the first set of digits that can be dialed for emergency calls in the Digits Dialed field and click
Add. Repeat with additional set of dialed digits for emergency calls if applicable.

In the compliance testing, “411” was used as dialed digits for emergency calls, as shown under
Emergency List in the screenshot below.

Shadow OSM Configuration Wizard - Security Features

Emergency Matification

Emergency Options
When an extension dials the Emergency Digitz (all access codes must be

tel t included) or an Emergency Short Code a notification meszage will be delivered
www.telecost.com to the specified devices (i.e extensions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

‘ 911 Add 911 Delete

Stamp Log Code (i.e. 383)

ldentify Extension placing emergency call using |D&'.fi|:e Mame (Default) j

Clear

411 Emergencies/Emorz Hortifications
Extensions l (=] Phunes] EMail ] Cumputers]

Shadow OSN

Properties tl Motify List] Configuration ]

Add an extenzion to the notification list by
selecting it from the list box and pressing Add.
Delete an Extension by =zelecting it from the List
and pressing Delete.

Extension

e

Delete | Clear |

=< Back | Mext = | Cancel
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7.6. Administer 911 Emergencies Extensions

In the 911 Emergencies/Errors Notifications sub-section, select the Extensions tab, followed

by the Extension List sub-tab. For Extension, select the extension of each notification point

from Section 3, and click Add.

In the compliance testing, below is list of notification points, as shown in the resultant screenshot

below.

Shadow OSN Configuration Wizard - Security Features

www.telecost.com

T

—— -

Shadow OSN

Emergency Motification

Emergency Options
When an extenzion dialz the Emergency Digitz (all access codes must be

included) or an Emergency Short Code a notification message will be delivered
to the specified devices (i.e extensions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

911 Add 911 Delete

Stamp Log Code (i.e. §588)
Add

ldentify Extension placing emergency call using |I}e'.ri|:e Name (Default) ﬂ

Clear

411 Emergencies/Errors Mortifications
Extenzions l P F‘hun&s] EMail ] I:ump-uters]

t] Notify List | Configuration |

Add an extension to the notification list by

26003

selecting it from the list box and pressing Add. 25009

Delete an Extension by selecting it from the List 25108

and pressing Delete. 25106

Extension

- Add
Delete | Clear |
= Back | Mext = | Cancel
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Select the Notify List sub-tab. Scroll the phone listing in the Phone/Appearances sub-section
as necessary, which contains a listing of extensions picked up from the TAPI interface. Check

all extensions from Section 3 that will be used by Shadow OSN as TAPI notification originator
for initiation of notification calls to digital notification points.

In the compliance testing, extension “26101” was used.

Shadow OSN Configuration Wizard - Security Features

Emergency Matification

Emergency Options
When an extension dialz the Emergency Digits (all access codes must be

tel t included) or an Emergency Short Code a notification message will be delivered
www.lelecost.com to the specified devices (i.e extensions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

‘ o911 Add 911 Delete

o - Stamp Log Code (i.e. §38) Clear
; r' Wy - & I— Add -
ldentify Extension placing emergency call using |De'.fi|:e Mame (Default) j

411 Emergencies/Emmors Mortifications
Extensions IIF' Phones | EMail | Computers |

Shadow OSN

l Configuration ]

Alert notifications to IP Office phones reguires the use of an IP Office
telephone extension. Select the extension(s) to be utlized to send the

notifcation message.
Phone/Appearances
IP Office Phone: 26100 -

| IP Office Phone: 26104
IP Office Phone: 26103

IP Office Phone: 28111 W
< Back | Mext = | Cancel
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Select the Configuration sub-tab. For IP Office, Account Name, Pasword, select and enter
pertinent information for the IP Office system used for Configuration Web Service connection,

in this case the expansion IP Office system, as shown below. Retain the default values in the
remaining fields.

Note that the Notification Options parameters can be configured as desired.

Shadow OSN Configuration Wizard - Security Features

Ermergency Matification l

Emergency Options
When an extension dials the Emergency Digits (all access codes must be

tel t included) or an Emergency Short Code a notification mezsage will be delivered
www.lelecost.com to the specified devices (i.e extenzions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

911 Add 911 Delete

Stamp Log Code (i.e. 388)
Add

ldentify Extension placing emergency call using |De'.fi|:& Name (Default) j

Clear

411 Emergencies/Emors Mortifications
Extensions l IP F'hl:lnes] EMail ] Cnmputers]

Shadow OSN

Properties | Extension List | Motify List Configuration ]

IP Office Configuration Account

IP Dffice |1u.1u.9r.44 ﬂ Port |50805

Account Name |A|:Iministratur Pasword |**”““‘“*”””*

Motification Options:

Call Timeout (seconds) |45 || Retries |2 -

Iv Send Email to Error Email List if nofification call not answered.

Mext = | Cancel
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7.7. Administer 911 Emergencies IP Phones

In the 911 Emergencies/Errors Notifications sub-section, select the IP Phones tab, followed by
the Message sub-tab. Follow reference [3] to configure the desired Notification Message that
will be pushed to the IP notification points.

The message used in the compliance testing is shown below, which included the name and
extension of the emergency caller, the current date, and the dialed digits.

Shadow OSN Configuration Wizard - Security Features

Emergency Motification l

Emergency Options
When an extension dials the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification message will be delivered

www.telecost.com to the =pecified devices (i.e extensions, workstations, etc).
Digits Dialed (i.e. 911) Emergency List
911 Add 911 Delete
Stamp Log Code (i.e. 383) Clear

| A

ldentify Extension placing emergency call using |D&'.fi|:e Mame (Default) ﬂ

411 Emergencies/Emorz Mortifications
Extenzions [P Phones l EMail l Cnmput&rs]

Shadow 05N

Mezzage l Extension List ] Configuration ] Ser'.rer]

Motification Message

Phuecng's Company OSH at <Extension= <Location= on <Date= at ~
<Time= name: <Name= dialed number <Dig 'rts:-|

<= Back | Mext = | Cancel
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Select the Extension List sub-tab. For Extension and IP Address, enter the extension and 1P
address of each IP notification point from Section 3, and click Add Phone to Notification List.

In the compliance testing, four IP notification points were configured as shown in the resultant
screenshot below.

Shadow QSN Configuration Wizard - Security Features

Emergency Maotification

Emergency Options
When an extension dials the Emergency Digits (all access codes must be

tel t included) or an Emergency Short Code a notification message will be deliverad
www.lelecost.com to the specified devices (i.e extensions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

T Add | 911 Delete

Stamp Log Code (i.e. 383)
Add

ldentify Extension placing emergency call using |De'.fil:e Mame (Default) ﬂ

Clear

411 Emergencies/Emorz Mortifications
Extensions |F Phones lEr.'IaiI ] Cnmputers]

Shadow 05N

Message Extension List l Configuration ] Ser'.rer]

Add an IP Phone to the notification list by
gelecting it from the list box and pressing
Add. Delete an Extension by selecting it
from the List and pressing Delete.

26002 (10.33.5.43)
26108 (10.33.5.34)
25103 (10.33.5.7)

26014 (10.33.5.32)

Extension IP Address

Add Phone to Notification List

Delete | Clear

< Back | Next = | Cancel
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Select the Server sub-tab. For Message Server IP Address, enter the IP address of the Shadow
OSN server. Retain the default values in the remaining fields.

Click Next, followed by Finish in the subsequent screen (not shown) to complete the
Configuration Wizard.

Shadow QSN Configuration Wizard - Security Features

Ermergency Matification

Emergency Options

When an extension dials the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification mezsage will be delivered
to the specified devices (i.e extenzions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

‘ 911 Add 911 Delete
Stamp Log Code (i.e. 888) Clear
: ‘F N | I— Add -

www.telecost.com

ldentify Extension placing emergency call using |De'.fi|:& Name (Default) j

411 Emergencies/Emors Mortifications
Extensions |F Phones l EMail ] Cnmputers]

Shadow OSN
Meszage | Extension List] Configuration Server l

Use the Server settings to specify the IP Address and Port used to deliver
the Top Line Messages to the IP phones. Please note these are system
wide settings.

WMessage Server IP Address |1 IZI[1 0.93.26

Message Server Port |E1B1 :l

Test |

< Back | Mext = | Cancel
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7.8. Launch Onsite Notification

From the Shadow OSN server, select Start - All Programs = RSI - Shadow OSN ->
Avaya - Onsite Notification to display the Shadow OSN screen. Click Start to start the
application, as shown below.

File Toocls Help

T,

About Website Close

a7/07/2017 0B:-49:34
SMDR RESTRRT {135.10.57.44)
REESCURCE S5OFTWARE INTERMNATIOMNAL LTD.

o7/ 07,2017 0B8:49:34
SHMDER RESTART (135.10.57.41)
RESQOURCE SOFTWARE INTERMATICOHAL LID.

£

135.10.97.41 System Events 07072017 03:43 Connected CMITF70E232300
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8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of IP Office
and Shadow OSN.

Establish an emergency 411 call from an IP Office user on the Main site with the PSTN.

Verify that all digital notification points from Section 3 received a call alert, with display
showing text “EMERGENCY” along with the extension of the emergency caller.

Verify that all IP notification points from Section 3 received the push message containing the
parameters defined in Section 7.7.

Also verify that the Shadow OSN screen on the Shadow OSN server showed the emergency call
and the result of the alerts to the digital and IP notification points.

Repeat with an emergency call from an IP Office user on the Remote site, and verify similar
notifications to the digital and IP notification points with pertinent information from the
emergency caller. Also verify proper logging of the emergency call on the Shadow OSN screen,
as shown below.

[ Shadow OSN = | o [

File Tools Help

07/07/2017 03:34:02 <B85»Jul
07/07/2017 03:34:02 <B85»Jul
7 09:34:02 <85>Jul
7 09:34:02 <85>Jul

DevConIPOSevl sudo: Administrator : TT¥=unknown ; BWD=/opt/webcontrol ; U~
DevConIPOSevl sudo: Administrator : TTY¥=unknown ; PBWD=/opt/webcontrol ; U
DevConIPOSevl sudo: Administrator : TTY¥=unknown ; PBWD=/opt/webcontrol ; U
DevConIPOSevl sudo: Administrator : TTY¥=unknown ; PBWD=/opt/webcontrol ; U

Lines
1 Events

7 09:34:02 <B85»Jul 09:27z DevConIPOSevl sudo: Administrator : TTY¥=unknown ; PBWD=/opt/webcontrol ; U

7 09:34:02 <7» NILVALUE 135.10.57.41 §~§RRK=CRRRRRATRARRCUCHI1CL T CEANGAXADIAY.

09:34:02 <B85>Jul 7 05:27:33 DevConIPOSevl sudo: Rdministrator : TI¥=unknown ; PWD=/opt/webcontrol ; U
w

< m >
2017/07/07 09:31:36 EMERGENCY EXT:26101 26101 SNMP DIGITS 411 ~

2017/07/07 09:32:26 Emergency Notification call to 26003 for emergency event [EMERGENCY 26101 (1)] =&
2017/07/07 09:32:36 Top Line Push Message "Phuong's Company OSN at 26101 |EXP CORDLESS on QGITIbTIOTl
" cleared.

CMIF70E232300 |:|
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9. Conclusion

These Application Notes describe the configuration steps required for RSI Shadow OSN 2.3 to
successfully interoperate with Avaya IP Office Server Edition 10. All feature and serviceability
test cases were completed with observations noted in Section 2.2.

10. Additional References
This section references the product documentation relevant to these Application Notes.

1. Administering Avaya IP Office™ Platform with Manager, Release 10.1, July 2017,
available at http://support.avaya.com.

2. Making Use of the Emergency Services Access Enhancements in IP Office Release 9.0/10,
available at http://www.devconnectprogram.com.

3. Resource Software International Ltd. Shadow OSN for Avaya IP Office, available from
RSI Support.

4. Description of Emergency Call Alarm Introduced in Release 10.0 available at
http://www.devconnectprogram.com.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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