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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.1 and Avaya Session
Border Controller for Enterprise Release 7.0 to support the Cox Communications SIP
Trunking Service.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

The Cox Communications SIP Trunking Service provides PSTN access via a SIP Trunk
between the enterprise and Cox Communications network as an alternative to legacy analog or
ISDN-PRI trunks. This approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Cox Communications is a member of the Avaya DevConnect Service Provider Program.
Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps necessary for configuring Session Initiation Protocol
(SIP) Trunking service between Cox Communications and an Avaya SIP-enabled enterprise
solution.

In the configuration used during the testing, the Avaya SIP-enabled enterprise solution consists of
Avaya IP Office 500v2 Release 9.1 (hereafter referred to as IP Office), Avaya Session Border
Controller for Enterprise Release 7.0 (hereafter referred to as Avaya SBCE), Avaya Communicator
for Windows and Avaya Deskphones, including SIP, H.323, digital, and analog.

As a required component of the Cox Communications SIP Trunking service offering, Cox
Communications will install a Customer Premises Equipment (CPE) device at the customer premises
(enterprise site). Cox Communications will perform the initial configuration and management of this
device as required. The Cox managed CPE device will constitute the service demarcation point
between the service provider and the enterprise site.

The Cox Communications SIP Trunking Service referenced within these Application Notes is
designed for business customers. Customers using this service with the Avaya IP Office solution are
able to place and receive PSTN calls via a broadband WAN connection using the SIP protocol. This
converged network solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-
PRI trunks. This approach generally results in lower cost for the enterprise.

Throughout these Application Notes, the terms “Service Provider”, “Cox Communications” and
“Cox” will be used without distinction when referring to the SIP trunking service provider.

2. General Test Approach and Test Results

A simulated CPE site containing all the equipment for the Avaya SIP-enabled enterprise solution
was installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured to
connect to the Cox Communications SIP Trunking service via the Cox Communications managed
CPE device, and a broadband connection to the public Internet. Note that in a real customer scenario,
Cox Communications will deploy a private network to connect to their SIP Trunking facilities. The
configuration steps for the Avaya solution described in this document remain unaffected by this, as
they are independent of the type of network facilities used by the service provider to ultimately
deliver the SIP Trunking service to the enterprise site. Refer to Figure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.
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2.1 Interoperability Compliance Testing

To verify the Cox Communications SIP Trunking service offering with Avaya IP Office and the
Avaya SBCE, the following features and functionalities were exercised during the compliance
testing:

e SIP Trunk Registration (Dynamic Authentication).

e Response to SIP OPTIONS queries.

e Incoming PSTN calls to various Avaya endpoints, including SIP, H.323, digital and analog at

the enterprise. All incoming calls from the PSTN were routed to the enterprise across the SIP
Trunk from the service provider networks.

e Outgoing PSTN calls from Avaya endpoints including SIP, H.323, digital and analog
telephone at the enterprise. All outgoing calls to the PSTN were routed from the enterprise
across the SIP trunk to the service provider networks.

Incoming and outgoing PSTN calls to/from Avaya Communicator for Windows.
Dialing plans including long distance, outbound toll-free, etc.

Caller ID presentation and Caller ID restriction.

Proper disconnect when the caller abandons the call before the call is answered.
Proper disconnect via normal call termination by the caller or the called parties.
Proper disconnect by the network for calls that are not answered (with coverage to voicemail
off).

Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Codec G.711MU (Cox Communications supported audio codec).

Proper response to no matching codecs.

G.711 Fax Pass-through.

Proper early media transmissions.

Voicemail and DTMF tone support using RFC 2833 (leaving and retrieving voice mail
messages, etc.).

Outbound Toll-Free calls, interacting with IVR (Interactive Voice Response systems).
Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

Mobility twinning of incoming calls to mobile phones.

Note: Remote Worker was tested as part of this solution. The configuration necessary to support
remote workers is beyond the scope of these Application Notes and is not included in these
Application Notes.

Items not supported or not tested included the following:
e The use of the SIP REFER method for network call redirection was not tested for reasons
noted under Section 2.2.
¢ Inbound toll-free calls and 911 emergency calls are supported but were not tested as part of
the compliance test.
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e T.38 fax is not supported by Cox Communications; therefore T.38 fax was not tested, G.711
Fax Pass-through was tested successfully and it is recommended instead.

2.2 Test Results
Interoperability testing with Cox Communications SIP Trunking service was successfully completed
with the exception of observations/limitations described below:

e SIP REFER: Calls from the PSTN to IP Office that are re-directed to another PSTN
endpoint by the IP Office user, with REFER enabled in IP Office, did not work properly.
Testing was done with REFER disabled in IP Office, refer to Section 5.4.3. This issue is
under investigation by Cox Communications.

2.3 Support

For technical support on the Cox Communications SIP Trunking Service, follow the Customer
Support links at https://www.cox.com/business/phone/trunking-services.html

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration

Figure 1 illustrates the test configuration used. The test configuration simulates an enterprise site
with an Avaya SIP-enabled enterprise solution connected to the Cox Communications SIP Trunking
service through the public Internet.

The Avaya components used to create the simulated enterprise customer site includes:
Avaya IP Office 500v2.

Avaya IP Office Voicemail Pro.

Avaya Session Border Controller for Enterprise.

Avaya 96x0 Series H.323 IP Deskphones.

Avaya 96x1 Series H.323 IP Deskphones.

Avaya 1100 Series SIP IP Deskphones.

Avaya Communicator for Windows.

Avaya 1408 Digital Telephones.

Avaya 9508 Digital Telephones.

In the reference configuration, a Customer Premises Equipment (CPE) device was required at the
simulated enterprise site, acting as a SIP interface between the Avaya simulated enterprise and Cox
Communications network. Cox Communications will install the Customer Premises Equipment
(CPE) device at the customer premises (enterprise site). Cox Communications will perform the
initial configuration and maintenance as required.

Located at the enterprise site is the Avaya SBCE. The Avaya SBCE has two physical interfaces,
interface Al and B1. Interface B1 was used to connect to the public network, and was only used for
Remote Worker functionality. Access to the enterprise site by Remote Worker users was done via
interface B1. Interface Al was used to connect to the enterprise private network (LAN). All SIP
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Trunk related traffic, entering or leaving the enterprise site, from Cox Communications network,
across the public network, first flowed through the Cox Communications Customer Premises
Equipment (CPE) device, to the Avaya SBCE (interface Al), then to IP Office (LANL1 port). Remote
Workers also used interface Al for connectivity to the enterprise private network (LAN), Remote
Worker configuration is not discussed in this Application Notes.

Also located at the enterprise site is Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM®64 (Voice Compression Module) for supporting VolP codecs.
The IP Office LAN1 port was connected to the enterprise private network (LAN).

For inbound calls, the calls flowed from the PSTN to Cox Communications network, across the
public Internet, to the Cox Communications Customer Premises Equipment (CPE) device, to the
Avaya SBCE, then to IP Office.

Outbound calls to the PSTN were first processed by IP Office. Once IP Office selected the proper
SIP trunk; the call was routed to the Avaya SBCE, to the Cox Communications Customer Premises
Equipment (CPE) device, across the public Internet, to Cox Communications network.

The transport protocol between IP Office and the Avaya SBCE, across the enterprise private network
(LAN), is SIP over UDP. The transport protocol between the Avaya SBCE and Cox
Communications Customer Premises Equipment (CPE) device, across the enterprise private network
(LAN), is also SIP over UDP.

For the purposes of the compliance test, users dialed a short code of 9 + N digits to make calls across
the SIP trunk to Cox Communications (refer to Section 5.8). The short code 9 was stripped off by
Avaya IP Office but the remaining N digits were sent unaltered to the network. Since Cox
Communications is a U.S. based company, a country member of the North American Numbering
Plan (NANP), the users dialed 7 or 10 digits for local calls, and 11 (1 + 10) digits for other calls
between the NANP.

In an actual customer configuration, the enterprise site may also include additional network
components between Cox Communications and the enterprise. A complete discussion of the
configuration of these devices is beyond the scope of these Application Notes. However, it should be
noted that SIP and RTP traffic between the service provider and the enterprise must be allowed to
pass through these devices.
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Figure 1: Avaya Interoperability Test Lab Configuration.

4. Equipment and Software Validated

The following equipment and software/firmware were used for the compliance testing.
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Equipment/Software | Release/Version
Avaya

Avaya IP Office 500v2 9.1.5.0 Build 145
Avaya IP Office DIG DCPx16 V2 9.1.5.0 Build 145
Avaya IP Office Manager 9.1.5.0 Build 145
Avaya IP Office Application Server 9.1 Service Pack 5

e Auvaya IP Office Voicemail Pro 9.1.5.0 build 2
Avaya Session Border Controller for Enterprise 7.0.0-21-6602
(running on Portwell CAD-0208 platform)
Avaya 96x0 IP Deskphones (H.323) Avaya one-X® Deskphone Edition

S3.230A
Avaya 96x1 Series IP Deskphones (H.323) 6.6029
Avaya 1120E IP Deskphones (SIP) SIP1120e Ver. 04.04.18.00
Avaya Communicator for Windows 2.0.3.33
Avaya Digital Deskphones 1408 40.0
Avaya Digital Deskphones 9508 0.55
Lucent Analog Phone --
Cox Communications

Edgewater EdgeMarc 4550 Access Router 11.6.14
Acme Packet Net-Net 9200 Session Border nnSD710m6p5
Controller
Broadsoft SIP Application Server AS, NS =R19

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500v2 and also when deployed with all configurations of IP Office Server Edition without
T.38 Fax Service.
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5. Configure IP Office

This section describes the IP Office configuration required to interwork with the Cox
Communications SIP Trunking service. IP Office is configured through Avaya IP Office Manager
(IP Office Manager) which is a PC application. On the PC, select Start - Programs - IP Office
- Manager to launch IP Office Manager. Navigate to File > Open Configuration, select the
proper IP Office from the pop-up window, and log in with the appropriate credentials. A
management window will appear as shown in the next sections. The appearance of IP Office
Manager can be customized using the View menu (not shown). In the screenshots presented in this
section, the View menu was configured to show the Navigation Pane on the left side and the Details
Pane on the right side. These panes will be referenced throughout these Application Notes.

These Application Notes assume the basic installation and configuration of IP Office have already
been completed and are not discussed here. For further information on IP Office, please consult
References in Section 10.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 94
SPOC 5/16/2016 ©2016 Avaya Inc. All Rights Reserved. Cox_IPO91ASBCE7



5.1 Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact
an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License, then

from the license tab, locate SIP Trunk Channels. Confirm that there is a valid license with
sufficient “Instances” (trunk channels) in the Details pane. Note that the full License Keys in the
screen below is not shown for security purposes.

+ = Control Unit (4)
+)-48 Extension (48)

IP Offices |
+R BOOTP (3) m
+-4% Operator (3)
=145 IPS00V2 Main License Mode License Mormal
System (1)
2 IP500V2 Main Licensed Version 91
Line (25)

Serial Number (ADT)

+§ User (50) PLDS Host ID

£33 Group (1) PLDSFile Status  Valid

+-@M Short Code (68)

B Service (0)

+® Incoming Call Route (45) Feature License Key Instances Status Expiry Date Source

::f‘z gir:tzf}:t(é?] IP Office Distributor Support - Stan... ftQ42RoVVd63hUIKK... 255 Valid Never ADI Nodal

£ Time Profile (0) 1P Office Distributor Support - Prof... FXCF8ToXtAsxbzcRnK.. 255 Valid Never ADI Nedal

+@ Firewall Profile (1) UMS Web Services StzSyXvevtQOyDMwR... 255 Valid Mever ADI Modal

+-illl IP Route (12) Customer Service Agent PtDpéLyjvSOikKkMwan... 255 Obsolete Mever ADI Modal

""" &8 Account Code (0) Third Party API EqOW6a5sDKeLIHpRS... 255 Valid Never ADI Nodal

one-X Portal for IP Office qnBhuMEvdMIRImYw... 255 Valid Mever ADI Modal

+§ 1 User Rights (8) HAvaya IP endpoints _4mhb66bAvrAOTBGq... 255 Valid Mever ADI Modal

+- ¢ ARS (2) Customer Service Supervisor ¥YnTUntSAKPeSpYfhv.. 255 Obsolete Mever ADI Modal

""" @ RAS Location Request (0) Advanced Edition nlcqB6bYWIROKSKLGfz... 255 Valid Mever ADI Nodal

""" 5@ Location (0) Office Warker ZUWRyQ@rSVeTApKS... 255 Valid Never ADI Nodal

""" % Authorization Code (0) Small Site Software Upgrade 8 (R9.1) KSVuiShTDDVHDfKW... 1 Valid Never ADI Nodal
Centralized Endpoints 1425xNhoS5pA@wNI.. 255 Valid Mever ADI Modal
Software Upgrade 8 (R3.1) s@KWbMyldOuCtfHh... 1 Valid Mever ADI Modal
Essential Edition fludo0h5tKOvaqGK3IL... 255 Valid Mever ADI Modal
HAvaya SIP Softphone Virtual Avaya Legacy .. 254 Valid Mever Virtual
Avaya IP endpoints Virtual Avaya IP Endp.. 255 Valid Mever Virtual
SIP Trunk Channels N/A 30 Valid Mever PLDS Nodal

5.2 System

Configure the necessary system settings. In an Avaya IP Office, the LANZ tab settings correspond to
the Avaya IP Office WAN port (public network side) and the LAN1 tab settings correspond to the
LAN port (private network side). For the compliance test, the LANL1 interface was used to connect
Avaya IP Office to the enterprise private network (LAN), LAN2 was not used.

5.2.1 System - LAN1 Tab
In the sample configuration, IP500V2 Main was used as the system name. The LAN port connects
to the Avaya SBCE across the enterprise LAN (private) network. The LANL1 settings correspond to
the LAN port in IP Office. To access the LANL1 settings, navigate to System (1) = IP500V2 Main
in the Navigation Pane, then in the Details Pane, navigate to the LAN1-> LAN Settings tab. The
LANL1 settings for the compliance testing were configured with following parameters:

e Setthe IP Address field to the LAN IP address, e.g., 192.168.10.60.

e Set the IP Mask field to the subnet mask of the private network, e.g., 255.255.255.0.
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e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).

IP Offices

IP500V2 Main

=K BOOTP (3)

[-{# Operator (3)

=+ IP500Y2 Main

= “=7 Systern (1)

Ly IPS00V2 Main
T4 Line (25)

[#-<= Control Unit (4)
[+-4& Extension (48)
[
£
[

0§ User (50)

JH Group (1)

-@% Short Code (68)
----- B Service ()
F-afly RAS (1)

----- EE WAN Port (0)

----- @2 Directory (0]

----- £1% Time Profile (0)
B8} Firewall Profile (1)
il IP Route (12)

----- B Account Code (0)
----- % License (63)

""" % Tunnel (0)

[-§ User Rights (8)
B ARS (2)

----- fi& Location (0)
----- 2% Authorization Code (0)

G- Incoming Call Route (45)

----- « RAS Location Request (0]

| Systemn | LANL I LAMNZ | DMS | Yoicemail | Telephony | Directory Services | System Events

LAN Settings |VoIP |NetworkTopology|

-

Number Of DHCP IP Addresses 200

DHCP Mode

() Server () Client () Dialin @ Disabled

IP Address 192 168 10 &0

IP Mask 255 255 255 0

Prirmary Trans. IP Address ] ] ] 0

RIP Mode ’None -
[7] Enable NAT

The VolP tab as shown in the screenshot below was configured with following settings:
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Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to Cox
Communications.

Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register using
the SIP protocol.

Enter the Domain Name of the enterprise under Domain Name.

Verify the UDP Port and TCP Port numbers under Layer 4 Protocol are set to 5060.
Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

In the Keepalives section at the bottom of the page, set the Scope field to RTP, Periodic
Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office to send RTP
keepalive packets at the beginning of the calls and every 30 seconds thereafter if no other
RTP traffic is present.

All other parameters should be set according to customer requirements.

Click OK to commit (not shown).

IP Offices |E IP500V2 Main
: R E‘:Slr ﬁ“_l Systerm LANZ | DNG Voicermail | Telephony i Owectory Senvces | System Everty i SMTP ‘ SMDR | fvnnmngl YoM “, Codecs
) - ef (> ’ .
© FS0ONZ Main LAN Settings Network Tepelogy

W System (L

W IPS0OVZ Man

£-14 Line 29) ¥ H322 Remcte Extn Enable
i Unit 4
4 Ed (a3) femote Cal Signaling Port 1720
G 7 9P Trunks Enable
s
B 7] S Registrar Enable
£l =
@ wng Cal Route (43 Auto-create Letn/User ¥ S Rerete Extn Enabie
® Port M) I Domain Name plrwsmiaveya.com '
o Duectory )
Time Profie (0) v upp UDe Poa 080 4 Remote LOP Pot 3060
Fuewall Profile (1)
12 Layes 4 Protoced 7 TR TCP Port  SDED : Remote TCP Port 5060
v s TS Pon 5051 : flernote TLS Port 5061
Challenge Espiry Time [sacs) 10
" RAS Lecation Request 1) —
% Location () R
R Authodzstion Cede D) Port Number Range
Minervam s : Mammum SING

Port Number Range (NAT)

Mimerwan o182 - Mairmum 5346

¥ Enable RTCP Monronng an Port 5003

RTCP colector IP address for phones

Veesakves
Scope e w  Penodi temeout E)l
It Leepalives Enabled .

DiftServ Settings

B2 “ DSCP(Hes) B3 = Video DSCPHey FC = DSCP Mask (Hex) 8 = SUGDSCP (Hex)

I + DSCP 4 S Video DSCP &1 S DSCP Mask H NG DSCP

In the Network Topology tab, configure the following parameters:
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e Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. In the compliance testing, it was set to Open Internet. With this
configuration, even though the default STUN settings are populated, they will not be used.

e Set the Binding Refresh Time (seconds) to a desired value. The value of 300 (or every 5
minutes) was used during the compliance testing. This value is used to determine the
frequency that IP Office will send OPTIONS heartbeats to the service provider.

e Verify the Public IP Address is set to 0.0.0.0.

e Set the Public Port to 5060 for UDP.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

E IP500V2 Main

Syvtern| LANL Il&‘&‘ DS Voemed | Teleghony | Diractory Sernces | System Events | M5 | SMDR | Tainnng | VOM | Codlecs

LAN Settngs | Vol

Network Tepelogy Discovery

STUN Server Address

Frendll/NAT Type

595016813

Open kterret

30

STUM Port 7

Einding Refresh Tene [secondy

Public P Address 0 0 ¢ ) Hun STUN

Puthc Port

vop 5050

TCP 5050
s 061

fun STUN on startup

Locatson (U]
Authonzebon Code (1)

EAR

5.2.2 System - Telephony Tab

Navigate to the Telephony = Telephony Tab in the Details Pane, configure the following
parameters:
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e Choose the Companding Law typical for the enterprise location, U-Law was used.

e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call
transfers to the PSTN via the SIP trunk to the service provider.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

|E IP500V2 Main
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| [ Temhony | purk & Page | Temes & Music | Ring Tomes 1 M | cabiiog | it

Anaicgas Extermons Companang Law
Switch Line
Oefeuk Ownde Coll Sequence Hormad .
n -1 €, & ULl & Ulawline
Detauk Irvide Call Sequence Rog Typel v
Delauk Ring Back Sequence Ring Type2 .
: Alew A-Law Line
Sestnct Analogue Extennion Fingss Votage
i @ Icemng Cat Aowe (45)
WAN Pont | 055 Status
@ waNPon 1) Dl Dby Tione (3e5) 4 : an
o Dusctery 0} L "
Time Prafile (1Y) D Dslay Coure 0 ¥ At Held
Defaust No dnwwer Tene (sece) 15

<

Shew Account Code
Mol Timeost [sech)
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Fark Timeaut (secs) 3
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.......
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R Authonzation Code ) Drop [emsl Ondy Impeoemptu Conference
Defaur Cyrmency Vsl =
Vivwally Difterastiate Eternal Call
Detrau Name Pnonty Favor Truok -
Ursuperetied Anatog Trusk Discennect Handing
Media Connection Fresenaton Dbt .
V' Hgh OQuatiey Conferencing
Phome Fuliack Martus| .

V. Digetal Anadogue Acte Creste User
Login Cods Compleaty

Enl Dwectory Oversales Barring
mlorcament

5.2.3 System - Twinning Tab
Navigate to the Twinning tab on the Details Pane, configure the following parameters:
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e Uncheck the Send original calling party information for Mobile Twinning box. This will
allow the Caller ID for Twinning to be controlled by the setting on the SIP Line (Section
5.4). This setting also impacts the Caller ID for call forwarding.

e Click OK to commit (not shown).

il

1P Offices. |

+-R BOOTP 3)
E -4+ Operator (3)

1P500V2 Main
Syvtern | LANL | LAND | DINS Vocemed | Telephony | Directory Sernces | Systar Events | TF | SAMDR v(r.q Codecy

Send ongnat calling party information for Mokele T...-.-mﬂ

—

Coling party eformatcn for
Motale Twineung

+ M P Route (32)
& Lccoort Code 1)
L L3
o™ Tonne (0)
4 B User Righes 08
ARS

5 Locatson (0]
¥ Authorizstion Code (0)

5.2.4 System - Codecs Tab

For Codecs settings, navigate to the System (1) = IP500V2 Main in the Navigation Pane, select the
Codecs tab and configure the following parameters:
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e The RFC2833 Default Payload field allows for the manual configuration of the payload
type used on SIP calls that are initiated by the IP Office. The default value 101 was used.

e For Codec Selection, select the codecs and codec order of preference on the right, under the
Selected column. The Default Codec Selection area enables the codec preference order to be
configured on a system-wide basis. The buttons between the two lists can be used to move
codecs between the Unused and Selected lists, and to change the order of the codecs in the
Selected codecs list. By default, all IP lines and phones (SIP and H.323) will use the system
default codec selection shown here, unless configured otherwise for a specific line or
extension. The example below shows the codecs used for IP phones (SIP and H.323), the
system’s default codecs and order was used.

e Click OK to commit (not shown).

1P Offices = _ , RO NS

Syvtem | LARL | LANZ | D85 | Vol | Telaphany | Directony Servicws | Systems Events | SMTP | SMDR | Twineing | vOM

it Paylosd o1

m
I
ol
14
~

Avallable Codecs Defauit Codec Selection

Urnased

G622 64x

3722 BAK ¢ X CS-ACELP
Y. G729(5) BK CS-ACELP G231 653 MP-MLG
¢ G2231603 MP-MLQ

Lecation Request 1)

Locatan [0)

Authorzation Code (D)

ZE\XTIF DS ) GOFOTA™H | 2

Note: The codec selections defined under this section (System — Codecs Tab) are the codecs selected
for the IP phones/extensions. The codec selections defined under Section 5.4.7 (SIP Line — VVoIP
tab) are the codecs selected for the SIP Line (Trunk).

5.3 IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the Avaya
SBCE resided on the same IP subnet, so an IP route was not necessary. In an actual customer
configuration, these two interfaces may be in different IP subnets, and in that case an IP route would
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have to be created to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the IP subnet where the Avaya SBCE resides.

To create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the IP subnet where the Avaya SBCE resides (if located in
different subnets), on the left navigation pane, right-click on IP Route and select New.

e Set the IP Address and IP Mask of the subnet of the private side of the Avaya SBCE, or

enter 0.0.0.0 to make this the default route.

e Set Gateway IP Address to the IP Address of the default router in the IP Office subnet.

e Set Destination to LAN1 from the pull-down menu.

e Click OK to commit (not shown).

Ko

IP Offices |EE 0.0.0.0

@-& BOOTP (3) IP Route |

[#-4# Operator (3)

-5 IPS00V2 Main IP Address 0 9 0 9
(%= System (1)
#-TH Line (25)

- Control Unit (4) Gateway IP Address 192 . 168 10 254
-4 Extension (48)

@@ User (50) Destination LANL

4% Group (1)

IP Mask 0 0 0 0

(8% Short Code (68) Metric 0
@ Service (0) |

|
o, RAS (1) || Proxy ARP
- Incoming Call Route (45)
€2 WAN Port (0)
@= Directory (0)

—

@8 Account Code (0)

% License (63)

@& Tunnel (0)

#-§3 User Rights (8)

- ARS (2)
" RAS Location Request (0)
& Location (0)

s @ Authorization Code (0)

5.4 SIP Line

A SIP Line is needed to establish the SIP connection between IP Office and the Cox
Communications SIP Trunking Service. The recommended method for configuring a SIP Line is to
use the template associated with these Application Notes. The template is an .xml file that can be
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used by Avaya IP Office Manager to create a SIP Line. Follow the steps in Sections 5.4.1 and 5.4.2
to create the SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP trunk Registration Credentials.

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Sections 5.4.3 to 5.4.8.

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.3 t0 5.4.8.

5.4.1 Importing a SIP Line Template

Note: DevConnect generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office Standard
Edition (500v2) and IP Office Server Edition systems. Alternatively, binary templates may be
generated. However, binary templates include all the configuration parameters of the Trunk,
including sensitive customer specific information. Therefore, binary templates should only be used
for cloning trunks within a specific customer’s environment.

1. Copy a previously created template file to a location (e.g., C:\Temp) on the same computer where
IP Office Manager is installed. By default, the template file name will have the format AF_<user
supplied text>_SIPTrunk.xml, where the <user supplied text> portion is entered during
template file creation.

Note: If necessary, the <user supplied text> portion of the template file name may be modified,
however the AF_<user supplied text>_SIPTrunk.xml format of the file name must be
maintained. For example, an original template file AF_TEST _SIPTrunk.xml could be changed
to AF_Testl SIPTrunk.xml. The template file name is selected in Section 5.4.2, step 2, to create
a new SIP Line.
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2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager, navigate
to File - Preferences. In the IP Office Manager Preferences window that appears, select the
Visual Preferences tab. Check the box next to Enable Template Options. Click OK.

i . ™y
" IP Office Manager Preference- &Iﬂ

| Preferences | Directories | Discoveryl Visual Preferences || Security | 1«n"ali-::latiru'r1|

Icon Size ’Small vl
[T Multiline Tabs
| Enable Template Optiunsl
Enable Termnplate Creaticn

(i) | OK ‘ | Cancel ‘ | Help

b A

3. Import the template into IP Office Manager. From IP Office Manager, select Tools = Import
Templates in Manager.

File Edit View | Tools | Help
2E-H|E E Extension Renumber...
IPS00V2 Main Line Renumber...
Connect To... 1
IP Office
Export [ =
“‘ BOOTP (3) SCM Service User Management olf
[#-i= Operator (3)
EI---*-y IP500V2 Main Busy on Held Validation
[H-55 Systemn (1)
=17 Line (25) MSEM Configuration
""" w1 Print Button Labels
----- 2 :
Import Templates in Manager
----- e, 17 —
,,,,, ., 18 Location
""" e, 19
""" e, 20
..... " sl
""" g, 27 Prefix
..... -‘ ,_
..... 7 201 Mational Prefix
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 94

SPOC 5/16/2016 ©2016 Avaya Inc. All Rights Reserved. Cox_IPO91ASBCE7



A folder browser will open. Select the directory used in step 1 to store the template(s) (e.g.,
C:\Temp).

Browse For Folder Iﬁ

Select a folder to import templates from -

. ProgramData
. SUPPORT
» L. swtools

) swwork

. Temp

| tmp
J Trilogy

» 1 Users
F mn b

[ Ok ] [ Cancel ]

e =

In the reference configuration, template files AF_Cox Comm. IPO 9.1 ASBCE 7.0_SIPTrunk.xml
was imported. The template files are automatically copied into the IP Office default template
location, C:\Program Files\Avaya\lP Office\Manager\Templates.

4. After the import is complete, a final import status pop-up window will open stating success or
failure. Click OK.

IS = ™
Template Provisioning @
T

ll . '| Successfully imported templates to IP Office Manager from
@Y C\Temp

[ ox ||
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Note: Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it cannot be
viewed. To enable browsing of the \Templates directory, open Windows Explorer, navigate to
C:\Program Files\Avaya\lIP Office\Manager\Templates (or C:\Program Files (x86)\Avaya\IP
Office\Manager\Templates), and then click on the Compatibility files option shown below. The
\Templates directory and its contents can then be viewed.

: | ¢ Computet » Aveya eS0E(C1 » Program Flles (6] » Avays o 2 Office » Manager »
e Edt View Toclr Help
Orgenus « Iachude in Abiary = Shiee wth « Bum HNew lolder
Favoclss Narria 1 Dete tuded Type
M Desitop i de-DE iy
& Downiceds hoenUs 27372015 800 AM File
Moes-MX File
s Libanes b fe-fR " 0 AN File foide
* Documents & IPSET-LBESTIV.CTM 29, 41040 AM  Fiie fobde
o Mumic b nar 273/2019 290 AN Fils
o Pictures L LMGreeting | bt
B videos 4 MemonCardy 15 00 AM File foizher
IR 8 27372009 820 AM File 4oidar
1 Computer L Phonelmages 22572018 1043 AM Pyl toldey
B Fveya 508 (T pt-BR NSE0 MM File tolder

I@@v . » Gonzalez, Helmut (Helmut) **CTR*™ » AppData » Local » VirtualStore » Program Files (x86) » Awvaya » IP Office » Manager » |

File Edit View Tools Help

Organize « = Open Include in library Share with + Burn Mew folder
Y Eavorites * MName Date modified Type Size
Ml Desktop | | . Templates 12/8/2015 2:50 PM  File folder
& Downloads | _end_of_phone_binaries.td 3/19/2014 1:09 PM Text Document 1KB

,I » Gonzalez, Hebmut (Hedmut) **CTR™ » AppData » Local » VitusiStore » Program Files p8S) » Avaya » P Office » Manager » Templates
R
File Edt View Toolr Help

Ovganze = Include in fbrary v Share with » Burn New folder

Name Date moddied Iype e

W Favontes
B Desktop (2 AF_Cex Comm, PO 9.1 ASBCE 7.0_SIPTrunkeml NG5 2T PM XML Document P .;I
% Dowvicads
. Recent Places
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5.4.2 Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and select
New SIP Trunk from Template.

IP Offices =

- R BOOTP (3) » || SIP Line [Transport|siP URT| Vol |7

H-i% Operator (3)

E|"""_w IP500V2 Main Line Mumkber

'"’"w Systern (1)
=¥ Line (25) ITSP Domain Mame
..... a1
----- - 73 URI Type
..... wy, 17
..... e, 18 Location
..... "y, 10
..... e, 20
----- 37D ne :
- ". E] ﬂ Mew SIP Trunk from Template
_____ 1[..:', ; ]  Create SIP Trunk Template
""" ¥:j§ & Cut Ctrl+ X
..... #7252 Copy Ctrl+C
----- 142 Paste Ctrl+V
""" E; % Delete Ctrl+Del
..... T’: i + Validate
""" T2 Connect To.., Ctrl+T
..... -y
_____ 1?: ; Mew from Template (Binary)
..... 72 Export as Ternplate (Binary)
..... -*['Tf 217 T
P o il s Y

2. In the subsequent Template Type Selection pop-up window, from the Service Provider pull-
down menu, select the XML template name from Section 5.4.1. Click Create new SIP Trunk.
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Note: The drop down menu will display the <user supplied text> part of the template file name (see
Section 5.4.1). If you check the Display All box, then the full template file name is displayed.

B

- = = =
|

Locale | Lintted States (US Englsh)
Service Provider |Cox Comm. IPO 9.1 ASBCE 7.0

| | Create new SIP Tunk | | Cancel ]|

v] [”] Display Al
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The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 23).

IP Offices

-2y

=& BOOTP (3)
’;""1,:' Operator (3)
-39 IPS00V2 Main

System (1)
Line (25)

It is important that the SIP Line configuration be reviewed and updated if necessary after the SIP
Line is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.3 to 5.4.8.
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5.4.3 SIP Line - SIP Line Tab

On the SIP Line tab in the Details Pane, configure or verify the parameters as shown below:

e Enter the domain name of the enterprise in the ITSP Domain Name field. Note that if this
field is left blank, then IP Office inserts the ITSP Proxy Address from the Transport tab as
the ITSP Domain in the SIP messaging.

e Verify that URI Type is set to SIP.

e Verify that In Service box is checked, which is the default value. This makes the trunk
available to incoming and outgoing calls.

o Verify that Check OOS box is checked, the default value. IP Office will use the SIP
OPTIONS method to periodically check the SIP Line. The time between SIP OPTIONS sent
by IP Office will use the Binding Refresh Time for LAN1, as shown in Section 5.2.1.

Verify that Refresh Method is set to Auto.

Verify that Timer (seconds) is set to On Demand.

Set Send Caller ID to Diversion Header.

Under Redirect and Transfer, set Incoming Supervised REFER Support and Outgoing
Supervised REFER to Never (see Sections 2.1 and 2.2).

e All other parameters should be set to default or according to customer requirements.

e Click OK to commit (not shown).

IP Offices |E SIP Line - Line 23
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- 0
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{: 5.52 Natw - b -
rTm . [sens o (G voter_]
14223
44
:ﬂ e Piarres P Syvtem Cafart - Now
4207 Nowove
T3 8 ( i
0 tgeing Blnd REFER
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5.4.4 SIP Line - Transport Tab

Select the Transport tab; configure the parameters as shown below:

e Setthe ITSP Proxy Address to the IP address of the inside interface (or private side)
assigned to the Avaya SBCE, as shown on Figure 1 (Note: On interface Al of the Avaya
SBCE, IP address 10.10.5.152 was used to connect to IP Office, IP address 10.10.5.94 was
used to connect to Cox Communications Customer Premises Equipment (CPE) Device, refer
to Sections 6.1 and 6.4).

Set the Layer 4 Protocol to UDP.
Set Use Network Topology Info to LAN1 as configured in Section 5.2.1.
Set the Send Port to 5060.

Default values may be used for all other parameters.
Click OK to commit (not shown).

| B aea—— = = SIP Line - Line 23

| P me] 7'3"$!>:"‘;9P URL Yol | 138 Fax!SIP Credentats | SIP Advanced |Enginesring

‘ [TSP-'“u- Address 1"-:051%:]
Networe Confpration
Layer 4 Protocs! upe - Send Pert 5060
Use Network Topeiegy Infe  LANI .
Exphot DNS Serveris) 0 0 0 0 0 n
Calls Route wa Regutrn J
Separste Regatrar
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5.4.5 SIP Line — SIP Credentials Tab

Select the SIP Credentials tab, and then click the Add button to add the SIP Trunk registration
credentials. Set the parameters as show below.

For User name, add the User name credential provided by Cox Communications for SIP
Trunk registration.

For Authentication Name, add the Authentication Name credential provided by Cox
Communications for SIP Trunk registration, this should be the same as the User name
above.

For Contact, add the Contact information provided by Cox Communications for SIP Trunk
registration, this should be the same as the User name above.

For Password, add the password credential provided by Cox Communications for SIP Trunk
registration.

Set Expiry (mins) to a value acceptable to the enterprise. This setting defines how often
registration with Cox Communications is required following any previous registration. For
the compliance test 10 minutes was used.

Verify that Registration required is checked.

Click the OK to commit.

|E SIP Line - Line 23
P Line| Transpoet | SP URL VolP | 138 Faa|SP Credentinds |SP Advanced Enginesong
Index  UserName  Authentication Name Costact Bxgary (mins)  Regstes
[t ienmer snment wanzEnT I Tan
{ 2
« 27
f4 28 £de SP Credentisls
ri2m User name oK
i Authertication Name Cancel
Contact 4023 236227
Pass d ssssesssanes
Confirm Pas: 4 ssssessssees
Expley (mins 1
Regutration reg 1
K Short Code (63

5.4.6 SIP Line - SIP URI Tab

A SIP URI entry needs to be created to match each incoming number that IP Office will accept on
this line. Select the SIP URI tab, and then click the Add... button and the New Channel area will
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appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and
click the Edit... button. In the example screen below, a previously configured entry was edited. For
the compliance test, a single SIP URI entry was created that matched any DID number assigned to
an IP Office user. The entry was created with the parameters shown below:

Set Local URI, Contact and Display Name to Use Internal Data.

Set PAI to None.

Set Registration to 1: 4021236227 (Note that this field will default to the User Name used
under the SIP Credentials tab).

Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call routes
for this line. Similarly, associate the line to an outgoing line group using the Outgoing
Group field. The outgoing line group number is used in defining short codes for routing
outbound traffic to this line. For the compliance test, a new incoming and outgoing group 23
was defined that only contains this line (line 23).

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

Click OK to commit.

Click OK to commit again (not shown).

| E SIP Line - Line 23
SIP Line | Tmnpon;r.w | 738 Fox | SIP Credentinn | P Advanced|Engmesring

||| Channet  Groups Via Locel UR! Contact Display Neme PAl Credentisl  Mex Caily

i an 1 M. . 1

oK
1921681080
Ut Internal Data Canced
Contact Use Inteenal Dala
Use [rrtwenal Data
PAl e

1: 4021236237 .

5.4.7 SIP Line - VoIP Tab

Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:
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In the sample configuration, the Codec Selection was configured using the Custom option,
allowing an explicit order of codecs to be specified for the SIP Line. The buttons allow
setting the specific order of preference for the codecs to be used on the SIP Line, as shown.
Cox Communications used codec G.711ULAW for audio.

Select G.711 for Fax Transport Support (Refer to Section 2.1).

Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on the
trunk.

Check the PRACK/100rel Supported box, to advertise the support for reliable provisional
responses and Early Media to Cox Communications.

Default values may be used for all other parameters.

Click OK to commit (not shown).
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Note: The codec selections defined under this section (SIP Line — VoIP tab) are the codecs selected

for the
are the

SIP Line (Trunk). The codec selections defined under Section 5.2.4 (System — Codecs tab)
codecs selected for the IP phones/extension (H.323 and SIP).

5.4.8 SIP Line — SIP Advanced Tab

Select the SIP Advanced tab. For outbound calls with privacy enabled, Avaya IP Office will replace
the calling party number in the From and Contact headers of the SIP INVITE message with
“anonymous”. IP Office can be configured to use the P-Preferred-ldentity (PPI) or P-Asserted-
Identity (PAI) header to pass the actual calling party information for authentication and billing
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e Check the box for Use PAI for Privacy.
e Default values may be used for all other parameters.
e Click OK to commit (not shown).

purposes. By default, IP Office will use the PPI header for privacy. To configure IP Office to use the
PAI header for privacy calls:

IP Offices | = S|P Line - Line 23
# R BOOTP (3) S5 Line| Teanepont| 9P URT]veip | 128 Fau | SIP Credentisls] 3 Aavenced [engineering
kv 0 v (3 Y —
Addreising Medsia
Aai Assocution Method By Source IP address Allow Empty INVITE
i
= Serna Empty re-INVITE
Coll Reyting Method Request URI -
Alow To Tag Change
Supgpeess ONS SEV Lookups P-Larty-Medis Support Maore -
Senda SlenceSupp=0ft
ldertty
Use Phone Contest Co
s :!r)'r Lonmechon Disabled =
Add uzers phone Pritervalion
Usz « for Intecnational
[Use PaTior Privecy A Call Control
Use Dormam for PAI
Calt Intiation Timeout is) 4
Swap Freen and PA]
Calles ID treen From heades Call Quesang Temwout (m) 3
SeadFrom In Cleas Senice Busy Respores 486 - Busy Here -
Cache Auth Credentials J Ko Uiar & 7
on No User Resgending o8-8 1
’ -Requess Timeout -
User-Agent and Server Headers Send !
Action on CAC Location Alliree Yot -
Lirmst

Soppress Q&5 Reason
Header
Errvulate NOTIFY for REFER

Lonbol Unét (& No REFER # using Dnesson

5.5 Extension

In this section, an example of an Avaya IP Office extension will be illustrated. In the interests of
brevity, not all users and extensions will be presented, since the configuration can be easily
extrapolated to other users and extensions. To add an extension, right click on Extension then select
New => Select H323 or SIP.
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Select the Extn tab. Following is an example of extension 1502; this extension corresponds to an
H.323 extension.

—
L

H323 Extension: 8012 1602

Hove Etenuon o
Phone Pasoword

Canfum Phone Pasyword

Caller Diggelay Type

Reset Velume Altes Coll
Decce Type

Locann Automatic v
Fallback A3 Rerwets Workes Auto -
Modude

Pent

Desable Sgesterphone

Select the VOIP tab. Use default values on VVolIP tab. Following is an example for extension 1502;
this extension corresponds to an H.323 extension.

By default, all IP phones (SIP and H.323) will use the system default codec selection configured
under the System Codecs tab (Section 5.2.4), unless configured otherwise for a specific extension by
selecting Custom under Codec Selection on the screenshot shown below. The example below
shows the codecs used for IP phones (SIP and H.323).
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5.6 Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first navigate to User in the left Navigation Pane,
and then select the name of the user to be modified. In the example below, the name of the user is

H323 ext1502.

IP Offices |E H323 ext 1502: 1602
-- Vosemal 1 ONO - | Shoe Codes : Source Numbers | Tedephomy | forwarding | Diatln | Vowe Becording | Button Prograsmng | Meny P
Namae MI2T et 1502
Pauwond e
Cordiem Prismord e
Corference PIN
g Pemotetanager N . )
110t ExAlI08 dep Confern Conference PR
1102 Extnl102dcp Account Staeus Enebied =
1103 Eanl103dcp
$10d Extnliod Ful Name
1105 Extnl 105
1106 Extnl105 Eeenson 132
1107 Eanli? _
£104 banta0d Email Address
1109 Bnl 109 Locsk
1110 Extnl110 . -
1111 Banllll Pronty 5 -
1112 batnl112
1113 Gant 113 Systerm Phoce Righta Nons .
$114 Extnli 4
L1115 Eanllls Prefile Basic User -
1110 Banlild
1503 £tn1 %03 analog Raceptionint
1504 Extnl 54
1505 Extnl 505
1306 Etnl 200 Enable one-X Portal Services
1507 Bnl 50! oY
1508 ExtniS08
1509 Extnl SO9 Erabie Remcte Worker
M
1503 Extnl 59
1509 Exnl 50 flobinty |
L600 Eanlton Ex Directon
LO0L tanleol .
1602 Bl 62
1603 BnlS03
Device Type Unkezwn B handuet
User Rights
Usar Rights view User dets -
Working hours tme profile
Working hours Uier Rights .

In the example below, the name of the user is “Soft SIP 1550”. This is a Softphone user, set the

Profile to Power User and check Enable Softphone.
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1102 EBxtnd102dcp
1103 Bomd 103dcp
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1106 Extal106
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Coofiem Password
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Worang haurs User Rights
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e
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I Receptionist
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Select the Voicemail tab. The following screen shows the VVoicemail tab for the user with extension

1502. The Voicemail On box is checked. VVoicemail password can be configured using the

Voicemail Code and Confirm Voicemail Code parameters. In the verification of these Application
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Notes, incoming calls from Cox Communications to this user were redirected to Voicemail Pro after
no answer. VVoicemail messages were recorded and retrieved successfully. Voice mail navigation and
retrieval were performed locally and from PSTN telephones to test DTMF using RFC 2833.

IP Offices E H323 ext 1502: 1602
26 1‘(’3':”::-":.“{ ®) >

User I'-i"»"“"l ID.‘L’) She Codes | Sowcs Numben | Telspecny | Ferwarding | Dialin | Voxe Recerding | Button Programming | Munw

& Evtenpior (4F)

Voremad Code e

Confam Vowcemal Code  sesses

Voilcamuid Help
Voucemad Emul

Voiceval Rogback

UMS Web Serices

p OTMF Breskoue
1119 Btn1119 X
”l:, bndil Recoption / Breskout (DTAF 0) System Defaul -
117 Bnd11)
1113 Extnd 113 i
1114 Btnllld IO
1115 Extnd 115 IS
e 1}
Breakeut (DTVF 3) Systen Defauk ()

i

Select the Mobility tab. In the sample configuration user 1502 was one of the users configured to

test the Mobile Twinning feature. The following screen shows the Mobility tab for user 1502. The
Mobility Features and Mobile Twinning boxes are checked. The Twinned Mobile Number field
is configured with the number to dial to reach the twinned telephone, including the dial access code
“9”, in this case 911233310788. Other options can be set according to customer requirements.
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¢ Mobele Call Comtid
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To program a key on the telephone to turn Mobile Twinning on and off, select the Button
Programming tab on the user, then select the button to program to turn Mobile Twinning on and
off, click on Edit = Emulation = Twinning (not shown). In the sample below, button 4 was
programmed to turn Mobile Twinning on and off for user 1502.
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Select the SIP tab. The values entered for the SIP Name and Contact fields are used as the user part
of the SIP URI in the “From” and “Contact™ headers for outgoing SIP trunk calls. In addition, these
settings are used to match against the SIP URI of incoming calls without having to enter this number
as an explicit SIP URI for the SIP line (Section 5.4). The example below shows the settings for user
“H323 ext 1502”. The SIP Name and Contact are set to one of the DID numbers assigned to the
enterprise by Cox Communications. In the example, DID number 4021230611 was used. The SIP
Display Name (Alias) parameter can optionally be configured with a descriptive name.
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If all calls involving this user should be considered private, then the Anonymous box may be
checked to withhold the Caller 1D information from the network.

1P Offices |E: ) H323 ext 1602: 1502°

User | Woncmmudl | OO | Shert Codes | Savrce Nsmbers | Tringhony | f g || Muttom Proge g | Meny Orogs 3 J.-nru\--w-unE

Name M6

[P Display Namoe (Alag)  HES eot 1502

act ANl

H3Z3 et 1502

5.7 Incoming Call Route

An incoming call route maps inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system.

In a scenario like the one used for the compliance test, only one incoming route is needed, which
allows any incoming number arriving on the SIP trunk to reach any predefined extension in IP
Office. The routing decision for the call is based on the parameters previously configured for Call
Routing Method and SIP URI (Section 5.4.6) and the users SIP Name and Contact, already
populated with the assigned Cox Communications DID numbers (Section 5.6).
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From the left Navigation Pane, right-click on Incoming Call Route and select New.

On the Details Pane (not shown), under the Standard tab, set the parameters as show below:
e Set Bearer Capacity to Any Voice.
e Set the Line Group ID to the incoming line group of the SIP line defined in Section 5.4.
e Default values may be used for all other parameters.

= 23
' # || Standard |Voice Recording | Destinations|
-4 Line (25)
-2 Control Unit (4]
-« Extension (48) Bearer Capabili Any Voice -
i@ User (50) pebilly [ Y
-5 Group (1) Line Group ID PE! -
[#-8% Short Code (68)
@ Service (0) Incoming Mumber
2[4 Incoming Call Route (45) | Incoming Sub Address
Incoming CLI
Locale [ ']
- @ 181503 Priority 1-Low -
-3 19 3330019500
-3 19 3330019501 Tag
- 19 3330019502
-3 19 3330019960 Hold Music Scurce [System Source ']
- 19 3330019961 i i N
) 193330019962 Ring Tone Override one -

e Under the Destinations tab, enter “.” for the Default Value. This setting will allow the call
to be routed to any destination with a value on its SIP Name field, entered on the SIP tab of
that User, which matches the number present on the user part of the incoming Request URI.

e Click OK to commit (not shown).
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5.8 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used. With ARS, features like time-based routing criteria and alternate routing can
be specified so that a call can re-route automatically if the primary route or outgoing line group is
not available. While detailed coverage of ARS is beyond the scope of these Application Notes, and
alternate routing was not used in the reference configuration, this section includes some basic screen
illustrations of the ARS settings used during the compliance testing.

5.8.1 Short Codes and Automatic Route Selection

To create the short code used for ARS, right-click on Short Code in the Navigation Pane and select
New (not shown). The screen below shows the creation of the short code 9N used in the reference
configuration. When the Avaya IP Office users dialed 9 plus any number N, calls were directed to
Line Group 50: Main, configurable via ARS and defined next in this section.

Ll

IP Offices = 9N: Dial

..... X <37 + || Short Code

..... gX *39 Code 9N

..... ot +41 Feature [Dial

..... B 42 Telephone Number N

Line Group ID 50: Main

Locale

..... “ *4? \
..... ot +48 Force Account Code [
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The following screen shows the example ARS configuration for the route Main. Note the sequence
of Xs used in the Code column of the entries to specify the exact number of digits to be expected,
following the access code and the first digit on the string. This type of setting results in a much
quicker response in the delivery of the call by IP Office. The first example highlighted below shows
that for calls to area codes in the North American Numbering Plan, the user dialed 9, followed by 11
digits, starting with a 1.

=  Main
ARS
ARS Rewse D » 4 Secoodary Disl tome
Route Name StamTone -
Dial Deday Time System Defauk () 4| Chack Uver Call Barrng
Destnption
I Service 'l Out of Service Roune «Nene s .
1
Time Frolite w— QU o Hours Route «None> -
I
Codde Tetephone Numbe: Fanture Line Group 0 » Asd.
o [ Dy
11X 1N o
16X 14N Diy
[ 1xoosoonon N D z |
FISERsE IN D 17
4 a1 i
611 LY y
|
I
Aremate Rogte «None> -
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5.9 Save Configuration

When desired, send the configuration changes made in Avaya IP Office Manager to the Avaya IP
Office server in order for the changes to take effect.

Navigate to File=>Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections.

Once the configuration is validated, a screen similar to the following will appear, with either the
Merge or the Immediate radio button chosen based on the nature of the configuration changes made
since the last save. Note that clicking OK may cause a service disruption due to system reboot. Click
OK if desired.

( Save Configuration l = | |_ihr

IP Office Settings
IPS00V2 Main

Configuration Reboot Mode
@ Merge

! Immediate

! When Free

~1 Timed

Reboot Time

1511

Call Barring

ok || Cancel || Help
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6. Configure Avaya Session Border Controller for Enterprise

(Avaya SBCE).

This section describes the required configuration of the Avaya SBCE to connect to the Cox

Communications SIP Trunking Service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used. The configuration
shown here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning step

will have a screenshot associated with it. Some of the default information in the screenshots that
follow may have been cut out (not included) for brevity.

6.1 Log in Avaya SBCE

Use a Web browser to access the Avaya SBCE Web interface. Enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the Avaya SBCE management IP address.

Enter the appropriate credentials and click Log In.

AVAYA

Session Border Controller
for Enterprise

Login

Username: username

Password: l

1 Log In

This system is restricted sclely to authonzed users for legitimate
business purposes only The actual or attempted unauthorized

access, use or modifications of this system is sinictly prohibiled
Unauthonzed users are subject to company discipnary proocedures
and or cnminal and ciwvil penalbes under state, federal or other
applicable domeshc and foresgn laws

The use of this system may be montored and recorded for
administrative and securnty reasons. Anyone accessing this system
axpressly consents to such mondoning and recording, and 15 advised
that if it reveals possible evidence of cnminal activity, the evidence of
such activity may be provided to law enforcement officials

All users must comply with all corporate mnstructions regarding the
protection of information assets

© 2011 - 2015 Avaya Inc. All rights reserved
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The Dashboard main page will appear as shown below.

Alarms Incidents Status Logs Duagnoslics Users Seflings Help Log Out

Session Border Controller for Enterprise AVAYA
[Dashboard) Dashboard A
Backupfestiore .
Systam Time O7T. 2520 M EST Relies! EMS

System Management

Global Paramaters Versicn 7.00.21.6602 Mcro_S8CE

Giobal Profiles Build Dute Sun Aug 9 2108:40 EDT 2015

PFM Services License State oK

Sanam Pokcies Aggregate Licensing Ovorages 0
TLS Managemaent ) o cout B

Peak Licensi varage Coul
Device Spacific Settings "o

Last Logged n st 021672016 14.44.15EST
Faked Logn Atternpts 0
Nane found None fourd

[ Ade

N3 notes founa

v

To view the system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Micro_SBCE was already added. To view the configuration of this device,
click on View as shown in the screenshot below.

Alarms Incidents Status Logs Deagnosiics Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard System Management

Administration

BackupRestore

[ovices || updates | | SSLVN | Licensing

Managemant

[System Management
CGlobal Parameters
Globa! Profiles
PPM Services Micro_SBCE 162.168.10.75 é’&g-ﬂ- Commissioned Reboot  Shulown  Restan Applicador :
Doman Pokcies
TLS Manageament
Device Spacific Sattings

Version  Sialus

Device Name
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To view the network configuration assigned to the Avaya SBCE, click View on the screen above.
The System Information window is displayed as shown below.

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1.

General Configuration 1 r Device Configuration - License Allocation
Appliance Name Micro_SBCE HA Mode No Standard \_S:sscns 500
Box Type SIP Two Bypass Mode No Avanesd ':S_essmns =
Deployment Mode  Proxy et o
;:ogia V?ﬁ? Sessions 100
CESSmson
Encryption v
r Network Configuration
P Public 1P Netrnask Gateway Interface
B1
B1
B1
10.10.5.94 10.10.5.94 255.255.255.0 10,10.5.254 Al
10.10.5.152 10.10.5.152 255.255.255.0 10.10.5.254 Al
Al
- DNS Configuration Management IP(s)
Primary DNS P 192.168.10.75
Secondary DNS
DNS Location DMZ
DNS Client P

On the previous screen, note that A1 corresponds to the inside interface (Private Network side) and
B1 (with IP addresses blurred out) corresponds to the outside interface (Public Network side) of the
Avaya SBCE. The Al interface was used to access IP Office (IP address: 10.10.5.152) and Cox
Communications Customer Premises Equipment (CPE) Device (IP address: 10.10.5.94) across the
enterprise private network (LAN). In this solution, the B1 interface was used for remote worker. The
configuration required for Remote Worker is beyond the scope of these Application Notes and is not

discussed here, thus IP addresses assigned to interface B1 were blurred out (Use Figure 1 as
reference for IP address assignments).

IMPORTANT! - During the Avaya SBCE installation, the Management interface (labeled

“M1”) of the Avaya SBCE must be provisioned on a different subnet than either of the Avaya
SBCE private and public network interfaces (e.g., Al and B1).
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6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters across
all Avaya SBCE appliances.

6.2.1 Server Interworking — IPO Office

Interworking Profile features are configured to facilitate interoperability of implementations between
enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since directly modifying a
default profile is generally not recommended, for the test configuration the default avaya-ru profile
was duplicated, or “cloned”. If needed, the profile can then be modified to meet specific
requirements for the enterprise SIP-enabled solution. For Cox Communications, this profile was left
with the avaya-ru default values.

On the left navigation pane, select Global Profiles & Server Interworking (not shown). From the
Interworking Profiles list, select avaya-ru. Click Clone on top right of the screen (not shown).

Enter the new profile name in the Clone Name field, the name of IPO Office was chosen in this
example. Click Finish.

Interworking Profile

Profile Name IP Office ® |
| Wit
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The following screen capture shows the General tab of the newly created 1PO Office Server
Interworking Profile.

Alarms Incidents Status £. Diagnostics Users
Session Border Controller for Enterprise
Dashboard Interworking Profiles. IP Office
Administration ey
Backup/Restore -
Intarworking Protiis
System Management
cs2100 { [ 11
Globol Parameters [Genersi || Timers || Privacy || URI Manipulation | | Weader Manipulation | | Advanced |
_—r ——
wnoern
Domain Do& OCS-Edge-Sarvar ¢
Haold Suppon NONE
Server Interworking
cRco-ocm
Media Forking 1553 Hangog Honw
Routing SOPR 181 Handing Noes
Server Configuration OCS FrontEnd. Serves 162 Handing None
Topology Hiding 153 Handing None
Signaling Manipuiation Secvics Provides
URI Groups Relar Handling Ne
SNMP Traps URI Group Kone
Time of Day Rules Send Hold No
PPM Services Délayad Offie No
in Poficies Jxx Handing No
TLS Management .
Device Specific S s Diwversion Header Support No
Dalayed SDF Handing No
Re-Irmnte Manding No
Frack Handling No
Alow 18X SOP No
138 Support No
URI Scheme Sip
Via Hoader Format RFC261
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The following screen capture shows the Advanced tab of the newly created IPO Office Server
Interworking Profile.

Alarms Incidents Logs Diagnostics Users
Session Border Controller for Enterprise
Dashboard Interworking Profiles: IP Office
Administration
Add
Backup/Restore __
System Management
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6.2.2 Server Interworking — Service Provider
A second Server Interworking profile named Service Provider was created for the service provider.

On the left navigation pane, select Global Profiles = Server Interworking (not shown). From the
Interworking Profiles list, select Add (not shown) (note that Add is being used to create the SP-
General profile instead of cloning the avaya-ru profile).

Enter the new profile name, the name of Service Provider was chosen in this example.
e Click Next.

Interworking Profile

|='r:|ﬁle- Name Service Provide = |

Mext

e Leave other fields with their default values.
e Click Next until the Advanced window is reached, check Both Sides then click Finish on the
Advanced window.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 51 of 94
SPOC 5/16/2016 ©2016 Avaya Inc. All Rights Reserved. Cox_IPO91ASBCE7



The following screen capture shows the General tab of the newly created Service Provider Server
Interworking Profile.
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The following screen capture shows the Advanced tab of the newly created Service Provider
Server Interworking Profile.
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6.2.3 Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (IP Office) and
the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration (not shown). Click Add Profile (not shown) and enter the profile
name: IP Office Main.

e Click Next.

Add Server Configuration Profile

Profils Mame IP Office Main = ]|
Next
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On the Edit Server Configuration Profile — General window:

Server Type: Select Call Server.

IP Address / FQDN: 192.168.10.60 (IP Address of IP Office).

Port: 5060 (This port must match the port number defined in Section 5.4.4).
Transports: Select UDP.

Click Next.
| Server Type [CaiSener V|
| Add |
IP Address / FQDN Port Transport
[192.168.10.60 | [s060 | [UOP V]| Detet
| Back | | Next |

Note: UDP transport protocol was used on the connection between the Avaya SBCE and IP Office.
However, TCP can be used instead if necessary.

Click Next on the Authentication window (not shown).
Click Next on the Heartbeat window (not shown).

On the Add Server Configuration Profile - Advanced window:

Select IP Office from the Interworking Profile drop down menu.
Leave the Signaling Manipulation Script at the default None.
Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection ]
Enable Grooming Ll
Interworking Profile IP Office V]]
Signaling Manipulation Script None v
Connection Type SUBID V
Securable O
Back Finish
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 55 of 94

SPOC 5/16/2016 ©2016 Avaya Inc. All Rights Reserved. Cox_IPO91ASBCE7




The following screen capture shows the General tab of the newly created IP Office Main Server

Configuration Profile.
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The following screen capture shows the Advanced tab of the newly created IP Office Main Server

Configuration Profile.
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles (not shown) section and enter the profile name: Cox Communications.

e Click Next.

Add Server Configuration Profile

Profile Name [box Communic: XJ

Next

On the Edit Server Configuration Profile — General window:
e Server Type: Select Trunk Server.

e [P Address/FQDN: 10.10.5.95 (Private IP Address of Cox Communications Customer
Premises Equipment (CPE) Device).

e Port: 5060.
e Transports: Select UDP.
e Click Next.
[Server Type [Trunk Server N/ I
e
IP Address / FQDN Port Transport
1[10.105.95 | [s060 UDP v| Delete
LBacky [tem

e Click Next in the Add Server Configuration Profile - Authentication window (not
shown).
e Click Next in the Add Server Configuration Profile - Heartbeat window (not shown).
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On the Add Server Configuration Profile - Advanced window:
e Select Service Provider from the Interworking Profile.
e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection ]

Enable Grooming ]
{Inler‘.-vomng Profile l Q';Eiaider—;”

Signaling Manipulation Script None v

Connection Typs SUBID v|

Securable Ll

! Back Finish

The following screen capture shows the General tab of the newly created Cox Communications
Server Configuration Profile.
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The following screen capture shows the Advanced tab of the newly created Cox Communications
Server Configuration Profile.
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6.2.4 Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other types
of domain policies, to determine the route that SIP packets should follow to arrive at their intended
destination.

Two Routing profiles were created, one for inbound calls, with IP Office as the destination, and the
second one for outbound calls, which are sent to Cox Communications Customer Premises
Equipment (CPE) Device.

To create the inbound route, from the Global Profiles menu on the left-hand side (not shown):
e Select Routing (not shown).
e Click Add in the Routing Profiles section (not shown).
e Enter Profile Name: Route to IPO Main.
e Click Next.

Rauting Prafile

Profile Marme Foute to IPO M: = |

[ Maxt |

On the Routing Profile screen complete the following:
e Click on the Add button to add a Next-Hop Address.
e Priority / Weight: 1
e Server Configuration: Select IP Office Main.

e The Next Hop Address is populated automatically with 192.168.10.60:5060 (UDP) (IP
Office IP address, Port and Transport).

e Click Finish.
URI Group ‘ > Time of Day [default V]
Load Balancing Pricrity v| NAPTR
Transport None V Next Hop Priority v
Next Hop In-Dialeg B lgneore Route Header o
Add |
Friorty / Server Configuration  Next Hop Address Transport
Weight P
I[1 [IP Office Main V| [192168.10.60.5060 (UDP) vﬂ None V| Delete
Baok_ | Einish
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The following screen shows the newly created Route to IPO Main Routing Profile.
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Similarly, for the outbound route:

e Select Routing (not shown).

e Click Add in the Routing Profiles section (not shown).

e Enter Profile Name: Route to Cox.

e Click Next.

Routing Profile
[Prfie Name [Foue o cox_x]|
Mt
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On the Routing Profile screen complete the following:
e Click on the Add button to add a Next-Hop Address.
e Priority / Weight: 1
e Server Configuration: Select Cox Communications.

e The Next Hop Address is populated automatically with 10.10.5.95:5060 (UDP) (Private IP
Address of Cox Communications Customer Premises Equipment (CPE) Device).

e Click Finish.

Routing Profile X
URI Group Y v Time of Day default v

Load Balancing [Priority V| NAPTR

Transport Nona v Next Hop Priority )

Next Hop In-Dialog (1 Ignore Route Header (|

SJLO’;:IY' g Server Configuration  Next Hop Address Transport

|[1 | [CoxCommunica V] [10.10.5.95:5060 (UDF) v,l None ™| Deiste

Alarms ncidents  Status
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6.2.5 Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP packets,
preventing private enterprise network information from being propagated to the un-trusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP headers
like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains expected
by IP Office and the SIP trunk service provider, allowing the call to be accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on the
SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).
e Enter the Profile Name: IP Office.

e Click Finish.
Profile Marme default
Clone Namas IP Office |

Finish

On the newly cloned IP Office profile screen, click the Edit button (not shown).
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For the, From, To and Request-Line headers, select Overwrite in the Replace Action column and
enter the enterprise SIP domain sil.miami.avaya.com, in the Overwrite Value column of these
headers, as shown below. This is the domain name defined in Section 5.2.1. Default values were
used for all other fields. Click Finish.

Edit Topology Hiding Profile X

Hoador Crtora Replace Acton Overwree Value
Via v| [IPDoman V! [Aue v alato
| Racord-Route v| [IP/Domam Vi |Aute v Cimfuris
[ReferTo ~| [PDoman V! [ae Vi
|Retorrea-8y v| [IP/Domain V] [Auto v
l From v| [IP/Doemain =~ V| | Overwrite V| Isil.miami svays com O
!‘ ﬂ__aq._n_ts_.l-qnp Vi ij{l}p@am V| |Overwrie Vsl miami avaya tx:mﬁ Delete
|SDP V| |IP/Domain V! [Auto v Dwslute
ﬂ Ta v| |IPIDeemain V] [Overwrae V| lsil.migenl avays com || Doleto
Finish |

The following screen capture shows the newly added IP Office Topology Hiding Profile.
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To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding from
the Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).
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e Enter the Profile Name: Service_Provider.

e Click Finish.

Clone Proflle X

Profile Name default
|Clooe Name Service_Provider 1
Finish

The following screen capture shows the newly added Service Provider Topology Hiding Profile.
Note that for the Service Provider no values were overwritten (left with default values).
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6.3 Domain Policies
Domain Policies allow configuring, managing and applying various sets of rules designed to control

and normalize the behavior of call flows, based upon various criteria of communication sessions
originating from or terminating in the enterprise.

6.3.1 Application Rules

Application Rules defines which types of SIP-based Unified Communications (UC) applications the
Avaya SBCE will protect: voice, video, and/or Instant Messaging (IM). In addition, Application
Rules defines the maximum number of concurrent voice and video sessions the network will process
in order to prevent resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules (not shown).
e Click on the Add button to add a new rule (not shown).
e Rule Name: enter the name of the profile, e.g., Sessions=500.

e Click Next.

Application Rule

Rule Mame |Sa55 ons=500 x -

Mext |

e Under Audio check In and Out and set the Maximum Concurrent Sessions and Maximum
Sessions Per Endpoint to recommended values, the value of 500 was used in the sample
configuration.

e Click Finish.

Application Rule X

Maximum Maximum Sessions

Application Type n Out Concurrent Sessions  Per Endpoint
|Audio 4 B |s00 | [sod x
Video ] B

® None
CDR Support O CDRw/ RTP

) CDR w/oc RTP

RTCP Keep-Alive |

‘» Back J Finish
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The following screen capture shows the newly created Sessions=500 Application Rule.
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6.3.2 End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security, etc.)
to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select End
Point Policy Groups (not shown).

e Click on the Add button to add a new policy group (not shown).

e Group Name: IP Office.

e Click Next.
[Grous Name [Fores ]
Next
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e Application Rule: Sessions=500.
e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.

Policy Group X

Application Rule ISessnom:SOO V|

Border Rule [Eé{ablt V

Media Rute [default-low-med W

Security Rule [de1ault-low Vi

Signaling Rule |default v
| Back | | Funish |

The following screen capture shows the newly created IP Office End Point Policy Group.
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Similarly, to create an End Point Policy Group toward the Service Provider.
e Click on the Add button to add a new policy group (not shown).
e Group Name: Service Provider.
e Click Next.

Paolicy Group

Group Mame Service Provider

Maxt

e Application Rule: Sessions=500.
e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.
Application Rule [Sessions=5—00 V] '
Border Rule [detault V| '
Media Ruse [dnfouition-med ]
Security Rule [defaull-tow v '
Signaling Rute [defauit v
,7 Back Finish
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The following screen capture shows the newly created Service Provider End Point Policy Group.
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6.4 Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters, which
determine how a particular device will function when deployed in the network. Specific server
parameters, like network and interface settings, as well as call flows, etc., are defined here.

6.4.1 Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings under Device Specific Settings on the left hand
side, select Network Management. Select the Network Configuration tab.

In the event that changes need to be made to the network configuration information, they can be
entered here.

Use Figure 1 as reference for IP address assignments.

Note: Only the highlighted entity items were created for the compliance test, and are the ones
relevant to these Application Notes. Blurred out items are part of the Remote Worker configuration,
which is not discussed in these Application Notes.

Alarms  ncidents  Status Logs Dagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard A Network Management: Micro_SBCE
Administraton
BackupRestore : 11
S Mot |t | | Hormorks
Giobal Parameters s Add
Global Profiles Namu Quivway Subinet Mask inderipcn 1P Addruss
PPM Sesvices
Doman Poicies
TLS Manapament
[ RCE Sy I o ey 1010504
4|0evice Specific Settings Natwork_A1 10.10.5.284 24%.265.288.0 A1 10.10.5.152

Notwork
Management

Meda Interface

Signaling Interface

On the Interface Configuration tab, click the Status for interface Al to change the status to Enabled.
It should be noted that the default state for all interfaces is Disabled, so it is important to perform
this step or the Avaya SBCE will not be able to communicate on any of its interfaces.
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Alarms  Incdents  Status Logs Seltings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard A Network Management: Micro_SBCE

Admemstrabion

Backup/Restora

System Management EH";LIJ A """!"“}

Giobal Paramatess [Micro S8CE | Ty
Global Profles
PPM Services

Domalin Polices

Interface Name VLAN Tag Stans

@ =

A2

TLS Management
‘ {Wrm&ﬁ? Settings] B

Network
Management

Media Interface

Signaing Interface

6.4.2 Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, the port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface (not shown).
e Select Add in the Media Interface area (not shown).
e Name: Private_med.
e Under IP Address select: Network_Al (Al, VLAN 0).
e Select IP Address: 10.10.5.152 (Inside or Al IP Address of the Avaya SBCE, toward IP

Office)
e Port Range: 35000-40000.
e Click Finish.
Name P;lvat‘e-: rnod
Network A1 (A1, VLANO) V|
IP Address = -~ '
10.10.5.152 V|
Port Range 35000 |-|40000 |
| Enish
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e Select Add in the Media Interface area (not shown).

e Name: Cox_Public_media.

e Under IP Address select: Network_ A1 (Al, VLAN 0)
Select IP Address: 10.10.5.94 (Inside or Al IP Address of the Avaya SBCE, toward Cox
Communications Customer Premises Equipment (CPE) Device).

e Port Range: 35000-40000.

e Click Finish.

Add Media Interface X

Name Cox_Pubbic_media

Network A1(A1, VLAND) V|

IP Address ; y
{10.10.5.94 |
Port Range 35000 |- @&5—6—\'

=y

The following screen capture shows the newly created Media Interfaces.

Alamms Incigents Status

Settngs Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard A Media interface: Micro_SBCE
Admumnistration

Backup'Restore

System Management ' m

s
Global Parameters Wiato_S8Ce

Modtying or deleting nn exsting rmeda interfacs wil regusre an sopfiction restart bafors tnking eifert Application Testarts
Global Profiles can be {ssund from Sy gido Mansamme
PPM Services

Domain Polcas

Medip 1P
TLS Managament Netwra

« [Bavics Spacific Seftings] [p...,.,_m joicsis 35000 - 40000
Netwark
Managemant

Med:a Interface |
Signaling Interface
End Paint Flows

Session Flows

. 10.10.5 64
DMZ Services Cex_Pubilc_media o TR 35000 - 40000
TURN/STUN
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6.4.3 Signaling Interface
To create the Signaling Interface toward IP Office, from the Device Specific menu on the left hand
side, select Signaling Interface (not shown).

e Select Add in the Signaling Interface area (not shown).

e Name: Private_sig.

e Under IP Address select: Network_Al (Al, VLAN 0).

e Select IP Address: 10.10.5.152 (Inside or A1 IP Address of the Avaya SBCE, toward IP

Office).
e UDP Port: 5060.
e Click Finish.
Name [Priva:e sig
[Network_A1 (A1, VLAND) v
IP Address
10105152 V]
TCP Port ‘
Ledres DISNK 10 Bsabie
P [ (enan |
tjcs-z O:V:.k 10 dsabie [SJGO l
TLS Port ‘
Leve Diank 1o aisabie
TLS Profile None v
Enable Shared Control
Shared Control Port
| le:h
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e Select Add in the Signaling Interface area (not shown).

e Name: Cox_Public_sig.

e Under IP Address select: Network_Al (Al, VLAN 0).

e Select IP Address: 10.10.5.94 (Inside or Al IP Address of the Avaya SBCE, toward Cox
Communications Customer Premises Equipment (CPE) Device).

e UDP Port: 5060.

e Click Finish.
Add Signaling Interface X
Name [Cox_Public_sig |
[Network_A1 (A1, VLANO) V|
IP Address
1010594 v
TCP Port |
Loave blank %o dsable |
| UDP Port T TT———
g Leave blank 50 disabie »50@0 e _l
TLS Port |
Lairvs Diank 30 disalie
TLS Profile None v
Enable Shared Control
Shared Control Port
Finish

The following screen capture shows the newly created Signaling Interfaces.
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Signaling imteriacs ‘

Seltings

ModTying o delulng an exuing sgnaing viertace will recuin am uppiodtion restan bfdece akng atect Apploatisn
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6.4.4 End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
group which contains several rules concerning processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

SIP Trunk Service Provider

Avaya SBCE
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The End-Point Flows define certain parameters that pertain to the signaling and media portions of a
call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward Cox Communications Modular Access Router, from the Device
Specific Settings menu, select End Point Flows (not shown), then the Server Flows tab. Click Add
(not shown).

Name: SIP_Trunk_Flow.

Server Configuration: Cox Communications.
URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Private_sig.

Signaling Interface: Cox_Public_sig.

Media Interface: Cox_Public_media.

End Point Policy Group: Service Provider.
Routing Profile: Route to IPO Main (Note that this is the reverse route of the flow).
Topology Hiding Profile: Service_Provider.
Signaling Manipulation Script: None.
Remote Brach Office: Any.

Click Finish.
Flow Name SJP T':’,",“ ffla»r |
Senver Configuration |Cox Communications V|
URI Group . v]
Transport [ vj

Remote Subnet

Received Interface :P}_n:«:_u_lé__é;n_g V.
Signaling Interface ﬂém
Media Interface Cox_Public_media Vv
End Point Posicy Group |Service Provider V}
Routing Profile |Route to IPO Main Vv
Topology Hiding Profile |Service Provider Vv
Signaling Manipulation Script [None v
Remote Branch Office Any v

Finish

To create the call flow toward IP Office, click Add (not shown).
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e Name: IP Office Flow.

e Server Configuration: IP Office Main.
e URI Group: *

e Transport: *

e Remote Subnet: *

e Received Interface: Cox_Public_sig.

e Signaling Interface: Private_sig.

e Media Interface: Private_med.

e End Point Policy Group: IP Office.

e Routing Profile: Route to Cox (Note that this is the reverse route of the flow).
e Topology Hiding Profile: IP Office.

e Signaling Manipulation Script: None.
e Remote Brach Office: Any.

e Click Finish.
Flow Name I'P Office Flow x ]
Server Configuration |IP Office Main V|
URI Group v v
Transport . v
Remote Subnet
Received Interface [Cox_Public 75«9 ;'i
Signaling interface 7—’;va
Media interface Private_med v
End Point Policy Group IP Office v
Routing Profile Route to Cox v|
Topology Hiding Profile ?6?fnge_‘ﬂ
Signaling Manipulation Script E_:r_wu——c
Remote Branch Office Any v
| Finish |
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The following screen capture shows the newly created End Point Flows.

Session Border Controller for Enterprise AVAYA
Dasnooary End Paint Flows: Micro_SBCE
Admnisyation
Backup/Restore
System Management _ flows 'I . '““1'
Global Parametars Wicro_SBCE ]

Globsl Profiss
PEM Sarvices

SVl e i 0w (U weu (s desspdin

Domaon Folicies

TLS Management

Neawark Management 1 | 512 Trunk Fiow Cenirce Feum 2=

Pevon_sg Cox_Putic_sg Frovides PO M

Media Inturtacs

Signaing Interface Server Configustion: 1P Oftice Mals 1
End Point Flows | "Update |
Session Flows

DiMZ Banvices
TURN/STUN Service -
SN 1| Cen Flow ' Con_Pubic_sig  Private_sig P Ofice gﬁl
Sysicg Managemant

Advanced Options
Teoubleshooling

7. Cox Communications SIP Trunk Service Configuration

To use the Cox Communications SIP Trunking service offering, a customer must request the service
from Cox Communications using the established sales processes. The process can be started by
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contacting Cox Communications via the corporate web site at:
https://www.cox.com/business/phone/trunking-services.html

During the signup process, Cox Communications and the customer will discuss details about the
preferred method to be used to connect the customer’s enterprise network to the Cox
Communications network. Cox Communications will provide IP addresses, Direct Inward Dialed
(DID) numbers to be assigned to the enterprise, etc. This information is used to complete the Avaya
IP Office configuration discussed in the previous sections.

As previously noted, as a required component of the Cox Communications SIP Trunking service
offering, Cox Communications will install a Customer Premises Equipment (CPE) device at the
customer premises (enterprise site). Cox Communications will perform the initial configuration and
maintenance as required.

8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.
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8.1 Verification Steps

The following steps may be used to verify the configuration:

e Verify that endpoints at the enterprise site can place calls to PSTN and that calls remain
active for more than 35 seconds. This time period is included to verify that proper routing of
the SIP messaging has satisfied SIP protocol timers.

o Verify that endpoints at the enterprise site can receive calls from PSTN and that calls can
remain active for more than 35 seconds.

e Verify that the user on the PSTN side can end an active call by hanging up.

e Verify that an Avaya endpoint at the enterprise site can end an active call by hanging up.

8.2 Protocol Traces

The following SIP message headers are inspected using a sniffer trace analysis tool:
Request-URI: Verify the request number and SIP domain.

From: Verify the display name and display number.

To: Verify the display name and display number.

P-Asserted-Identity: Verify the display name and display number.

Privacy: Verify privacy masking with “user, id”.

Diversion: Verify the display name and display number.

The following attributes in SIP message body are inspected using a sniffer trace analysis tool:
Connection Information (c line): Verify IP addresses of near end and far end endpoints.
Time Description (t line): Verify session timeout value of near end and far end endpoints.
Media Description (m line): Verify audio port, codec, DTMF event description.

Media Attribute (a line): Verify specific audio port, codec, ptime, send/ receive ability,
DTMF events.

8.3 IP Office System Status
The following steps can also be used to verify the configuration.

Use the Avaya IP Office System Status application to verify the state of SIP connections. Launch
the application from Start - Programs - IP Office - System Status on the PC where IP Office
Manager is installed, log in with the proper credentials.
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AVAyA IP Office System Status

Help Exit About

Online Qffiine

Logon

Control Unit IP Address: BEPREERTR:] -
Services Base TCP Port: ElELE

Local 1P Address: [T S

Auto reconnect

Secure connection Legon

e Select the SIP Line of interest from the left pane. On the Status tab in the right pane, verify
that the Current State is Idle for each channel (assuming no active calls at present time).
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IP Office System Status

Status  Utilization Summary Alarms  Registration
SIP Trunk Summary
Line Service State: In Service
Peer Domain Mame: sil.miami.avaya.com
Resolved Address: 10.10.5.152
Line Mumber: 23
Line:20 Mumber of Administered Channels: 20
Line:21 Mumber of Channels in Use: 0
Administered Compression: G711 Mu
Enable Faststart: Off
Silence Suppression: Off
Media Stream: RTF
H IP Networking Layer 4 Protocol: UDP
Locations SIP Trunk Channel Licenses: 30 . 0
SIP Trunk Channel Licenses in Use: i}
SIP Device Features:
Time in Remote C... Con... Caller Other Dire... Round Rec... Rec...
- Medi... IDo... Party o... Trip...
1 Idle |00:5... -
2 Ide |4da... b
3 Ide |5da...
4 Ide |5da... E
5 Ide |5da...
& Ide |S5da...
7 Ide |S5da...
a Ide |5da...
9 Ide |5da...
10 Ide |5da...
11 Idle |5da... =
Trace [ Trace Al l [ Pause ] [ Ping l Call Details Graceful Shutdown ] [ Force Qut of Service
Print... ] [ Save As... ]
Online
e Select the Alarms tab and verify that no alarms are active on the SIP Line.
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IP Office System Status

Status  Utilization Summary Alarms Registration

Alarms for Line: 23 SIP sil.miami.avaya.com

Last Date Of Error Qcourrences Error Description

Line: 7
Line:18
Line:19
Line:20
Line:21

Clear Clear All Graceful Shutdown ] l Force Out of Service Print. .. Save As...

11:07:03 PM

Online

Select the Registration tab and verify the Registration Status on the SIP Line.

IP Office System Status

Status  Utiization Summary Alarms | Registration

Registration Status

1 4024010227 Registered 2(22j2015 11:12:04 PM

Line:19
Line:20
Line:21

[ Pause ” Ping H Graceful Shutdown ” Force Out of Service

11:11:48 PM

Online

8.4 |P Office Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start = Programs => IP Office =
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Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on the

taskbar and Select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]

File Edit “iew Filkers Status

Help

=8| »lE[T| X[F =

*

Start'Stop
Trace

]
Trace Select
Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows modifying the

threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

Al Settings (23w
T1 | woomp | wPM | wan | son | sEl | Jade |
&TM | Cal | DTE | EConf | FrameRelay | GOD | H323 | Interface |
ISDM | Key/Lanp | Diirectory | Media | FFP | Rz | Routing | Services  SIF |S_I.Jstem|
Ewvents
¥ Sip [vVeboe - ™ STUN ™ SIP Dect
Packets
[ SIPReg/Opt R= [ SIP Mizc Rx
[ SIPReg/Opt Tx [ SIP Mizc Tx
[~ SIPCallRx [~ Cm Motify R«
[~ SIPCall Tx [~ Cm Motify Tx
¢ Sip Rz [ hex |P Filker [nnn.nnn.nnn.ann)
¥ Sip Tx [~ hex |
Default .a.u‘ Clear All | Tab Elear.t'-\ll‘ Tab semu‘ —
. ‘ Leet T | Load Partial File‘ Select File |

8.5 Avaya Session Border Controller for Enterprise (Avaya SBCE)
There are several links and menus located on the taskbar at the top of the screen of the web interface

that can be used for diagnostic and troubleshooting.
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Alarms: Provides information about the health of the Avaya SBCE.

Y
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Adminsiraben
BackupRestore
System Time 050308 PN E5T Fabas M5

System Maragement

Glcbal Parameters b Too-a-e2 Mero_SBCE

Global Profiles Buks Den Sun Aug 9210880 EDT 2018

PPM Senvices Licenss Suie oK

Domain Polcies Aggrezam Licenang Duweages 0
TLS Management

Puah Lizanssing Overoge Count 0
Devce Speafic Settings

LostLogped in ot Q21E2018 184 1S EST
Vaded Log= Aterrpts 3

Inodiernts (pasd 24 hours|
Norm found HNone fourd

=
e ———

No nates found

The following screen shows the Alarm Viewer page.

Alarm Viewer AVAYA

==
e |

EMS

Micro_BBCE

Ne alarms found for this davice

Cioar Setacied || Ciear Al

Incidents: Provides detailed reports of anomalies, errors, policies violations, etc.
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Session Border Controller for Enterprise AVAYA

Dashboard Dashboard
Adminsirabcn
BackupRestore
Sywam Time 050305 OM E5T Fatae M5
System Maragement
700218802 s
Gictal Parameters o 0.0-21-880 Mero_SSCE
Global Profiles Bukt Den Sun Aug 9 210840 EDT 2018
PPM Services Ucense Sam ok

Domain Poices Aggregam Licamang Dwwcages O

TLS Management

Puah Lizanaing Overoge Count 0
Deve Specfic Settings

Lostiogpedin o C2ME018 18IS EST
Vaded Lop= Aterrpite 2

Incdents (past M hours|
Nore found None found

No notes found.

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Davice | All V| Category (A v [ anr Fiters | Reh:sh 4 GenemteRgpm

Displaying results 1 to 15 out of 242

Category
Server Heartboot T27642200882682 21218 2:43 AM Pelicy Micro_S8CE Hoartbeat Successhd, Server is UP
Server Hoartbaat T2T836137899185 21218 557 AM Pelicy Micro_SECE Hoartbeat Suzcesshut, Sarveris UP

Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.
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Dashboard
Adminsiraben
BackupRestore
System Maragement
Glcbal Parameters
Gickal Profiles
PPM Services
Domain Polces
TLS Managemmnt
Deve Specfic Settings

Session Border Controller for Enterprise AVAYA

Dashboard
System Time 050368 PN E5T Fatan STH
Veenos 700218802 Mcro_SBCE
Buks Dwe Sun Aup 02108 &0 EDT 215
Ucense Sman oK

Aggregas Licemang Ovweages O
Puah Licansing Overage Count 0

Lostiogped in ot C2ME018 18 LIS EST

Vaded Lop= Aterrpite 2

Nore found Hone found

No notes found.

The following screen shows the Diagnostics page with the results of a ping test.

Pinging 10.10.5.95 X

Avarage ping from 1090 5153 [A1] 10 10 10.5.85 18 D 205ms.
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings >

Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for the
trace and click Start Capture.

Alarms nodems Status

Diagnostics Users

Session Border Controller for Enterprise AVAYA
Oomain Pojoes A Trace: Micro_SBCE
TLS Managermect
#|Device Specfic Settings et
o [P s
Networs — =
Management »M"'"" sece J Pocket Caphes Condgumston
Media irzerface ‘24“‘ Ready
Signaing inderface
g S 9 | Wtertoce Any v|
End Pant Flows
Session Flows LoCw Sddmes NI v
OMZ Servic
OMZ Services R oo
TURNISTUN ' Pon B 1P Pen
Savvice Frotocol Al v
SNMP Lol
Sysiog Managament Maerruee Number of Packets 1o Ceplure 10200
Advencad Dpions R T e ety il seatt peay
« [Troctiesnoating
Debragging "aw-(:q.u- | ‘ Ciear
|Trace
DS
Lsarnrg »
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Once the capture is stopped, click on the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Alarms ncoems Stalus LOgS Dragnostcs

Session Border Controller for Enterprise AVAYA

Domain Pojoes " Trace: Micro SBCE

TLS Managemect

# | Device Specfic Settings Er e r——
- =2 % Dwricos Pachet Captore | [ Captures
atwork —l 1
Management Micie_SEBCE l Last Wodfud | [Dwacurding V1| Scn || Amsee | Ratresh

Media intesface

Fie Sien (rpten) Lant Modiens

Signaiing inderface

WTI00 Febramry 11 2014 20916 PM EGT
Endd Pont Flows

% e AD1 820 Febramry 9, 3016 143 38 PM 65T
Sessen Flowy
OMZ Services 3 510 peay 1867562 Fabvaary 2018 15205 PM EST
TURNISTUN Mg T 504 Fabewary 3. 2010 13047 PV EST
Service
(AR Fabranry 8, 2010 Y0064 AM E5T
SNMP
319483 Ociebar 15, 2015 10:5248 AMEDT  Cwwk
Sysiog Managament
Advanced Opsons
«| Trouniesnoatng |
Debragang
Trace
Dos
Laarnrg »
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9. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office 9.1 and the Avaya Session Border Controller for Enterprise Release 7.0 to
support Cox Communications SIP Trunking Service, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations outlined in the
scope of testing in Section 2.1 as well as under test results in Section 2.2.
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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