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Abstract

These Application Notes describe the configuration steps for provisioning 3020 LifeX V3.5
from Frequentis to interoperate with Avaya Aura® Communication Manager R8.1 and Avaya
Aura® Session Manager R8.1 using Avaya Session Border Controller for Enterprise R8.1.2 to
connect to an Oracle Session Border Controller provided by Frequentis.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for provisioning 3020 LifeX V3.5 from
Frequentis to interoperate with Avaya Aura® Communication Manager R8.1 and Avaya Aura®
Session Manager R8.1 using Avaya Session Border Controller for Enterprise R8.1.2 to connect
to an Oracle Session Border Controller provided by Frequentis.

The Frequentis 3020 LifeX (LifeX) is an Integrated Communication Control System that is used
by emergency service customers for communicating between control rooms and the front line
NHS Ambulance service responders and then from the same application using radio
communication (TETRA digital radio or analogue PMR) to pass details to mobile resources.

As a radio dispatch deployment with basic PTN/PSTN the LifeX acts as an end Private Branch
Exchange (PBX) and performs call prioritisation and distribution to LifeX operators as defined
by the profile in which they have logged in to the LifeX application. In this type of
configuration, the LifeX has one primary connection to the Avaya Solution, a SIP connection to
Avaya Aura ® Session Manager. The LifeX supports basic call control including hold and
transfer.

Some of the acronyms that will be used throughout this document are as follows.

e UDP: User Datagram Protocol (UDP) —a communications protocol that facilitates the
exchange of messages between computing devices in a network. It's an alternative to the
transmission control protocol (TCP).

e TCP: TCP/IP, in full Transmission Control Protocol/Internet Protocol, standard Internet
communications protocols that allow digital computers to communicate over long
distances.

e TLS: Transport Layer Security (TLS) is the successor protocol to SSL. TLS is an
improved version of SSL. It works in much the same way as the SSL, using encryption to
protect the transfer of data and information.

e SIP: Session Initiation Protocol and refers to a TCP/IP-based network protocol which can
be used to establish and control communication connections of several subscribers. SIP is
often used in VVoice-over-IP telephony to establish the connection for telephone calls.

e H.323: H. 323 is an ITU Telecommunication Standardization Sector (ITU-T)
recommendation that describes protocols for the provision of audio-visual (A/V)
communication sessions on all packet networks. H. 323 is widely used in IP based
videoconferencing, Voice over Internet Protocol (VoIP) and Internet telephony.

e PSTN: “Public Switched Telephone Network”, and it refers to the world's oldest
collection of interconnected communication solutions — both government, and
commercially-owned. Some people also refer to this communications option as the “Plain
Old Telephone Service”, or POTS.

e PBX: Private Branch eXchange and has become a general term used to describe a
business telephone system that offers multiple inbound and outbound lines, call routing,
voicemail, and call management features.

e CM: Avaya Aura® Communication Manager.

e SM: Avaya Aura® Session Manager.
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e ASBCE: Avaya Session Border Controller for Enterprise or Avaya SBCE.

2. General Test Approach and Test Results

The interoperability compliance testing evaluated the ability of LifeX operators to make and
receive calls to and from Communication Manager endpoints. Calls from a simulated PSTN were
routed to Communication Manager endpoints and were then transferred to LifeX operators as
well as routing PSTN calls directly to LifeX. The connection between LifeX and Session
Manager is facilitated by a Session Border Controller on each side, this is outlined in Section 3.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between the Avaya Session
Border Controller for Enterprise and LifeX made use of a TLS connection, however the RTP
between the Avaya SBCE and LifeX was not secure as requested by Frequentis.

2.1. Interoperability Compliance Testing

The compliance testing included the test scenarios shown below. Note that when applicable, all
tests were performed with Avaya SIP, H.323 and Digital endpoints.

e Basic calls between Communication Manager and LifeX — Test calls between the
Avaya platform and the LifeX platform, these are basic calls that involve no transfers.

e Hold/Transfer/Conference calls between Communication Manager and LifeX — Test
the hold and transfer functions to/from the LifeX platform.

e Simulated PSTN calls to and from Life X — Calls to and from LifeX from a simulated
PSTN.

e Test calls with CM Shuffling on and off — Calls are made using a Direct Media path
between Avaya endpoints and with the initial media path on the Media Server/Gateway
that then shuffles off to the IP endpoints.

e CODEC testing — Testing using different codecs on Communication Manager.

e DTMF - Testing the DTMF using a voicemail system.
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LifeX Features — Calls were made to specific LifeX roles that utilized features on the
LifeX platform.
Serviceability Tests — Observations on call flow when a LAN failure occurs.

Note: Compliance testing does not include redundancy testing as standard. Where some LAN
failures were simulated, and the results observed, there were no redundancy or failover tests
performed.

2.2. Test Results

Tests were performed to verify interoperability between LifeX operators and Communication
Manager endpoints. All test cases passed with the following observations noted.

1.

2.

The SIP trunk on Communication Manger was configured to use the From header for the
Identity for Calling Party Display, see Section 5.5.

Topology Hiding was used to ensure that all calls to LifeX were in the format
ext@domain, see Section 7.10.

When calling from Avaya H.323 endpoints the display shows information from the
CONTACT header received from LifeX. Initially this was set by the Oracle SBC by
overwriting the Contact Header and testing was carried out using this setup. This was
then changed to have LifeX send out the “role number” in the Contact header and some
regression testing was carried out successfully using that setup, thus eliminating the need
for the Oracle SBC to make any changes to the Contact header.

When Avaya transfers LifeX caller to another Avaya phone the LifeX callers display is
not updated with the new CLID info. Scenario — LifeX calls to CM1 and CM1 transfers
LifeX to CM2. LifeX should show CM2 number on the display but continues to show
CML. SIP Updates are not supported in LifeX release 3.5 but will be supported in future
releases.

When an Avaya user transfers LifeX caller back to another LifeX caller, the display on
both LifeX callers should be updated to show each other’s CLID on the display, however
the CLID of the CM phone is displayed on both. SIP Updates are not supported in LifeX
release 3.5 but will be supported in future releases.

There is no MOH or Announcement played to the Avaya party when the LifeX places the
caller on hold. This only occurs when it is LifeX that initiates the original call. This will
be configurable in future releases of LifeX.

G.722 or G723 codecs were not utilized between the Avaya and LifeX. G.711A, G.711U
and G.729 are the only supported codecs on LifeX currently.

2.3. Support
Technical support for the Frequentis AG 3020 LifeX can be obtained as follows:

Web: https://www.frequentis.com/en/contact-us
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3. Reference Configuration

Figure 1 shows the setup for compliance testing Frequentis’s LifeX with Communication
Manager and Session Manager using SIP signalling over SIP trunks to pass calls from
Communication Manager to the LifeX Operators. There are two Session Border controllers each
side of the solution, these are designed as Firewalls and simply pass the SIP messages through
them onto each relevant destination.

A VPN connection was established between the Session Border Controllers as they are on the
edge of each platform. This VPN connection was to facilitate testing between labs in London and
Galway but would not necessarily be part of a typical setup.

Avaya Platform Frequentis Platform
G430
Media Server Media Gateway [ System Manager ]

LifeX
Operator A
: >\ y
Session Border Frequentis
Controller LifeX
LifeX
Operator B

Flr

Communication Session Mana r 0 Session Border
Manager ge Controller

e N e 2 -

Avaya Endpoints

Figure 1: Connection of Frequentis LifeX with Avaya Aura® Communication Manager
R8.1, Avaya Aura® Session Manager R8.1 and Avaya Session Border Controller for
Enterprise R8.1.2
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4. Equipment and Software Validated

The following equipment and software were used for the compliance test.

Equipment/Software Release/Version

8.1.3.0

Build No. —8.1.0.0.733078
Avaya Aura® System Manager running on a virtual server | Software Update Revision
No: 8.1.3.0.1011784
Feature Pack 3

. . : 8.1.3
Avaya Aura® Session Manager running on a virtual server Build No. — 8.1.3.0.813014
. . 8.1.3—-FP3
Avaya Aura® Communication Manager running on a R0O18x.01.0.890.0

virtual server Update 1D 01.0.890.0-26568

Avaya Session Border Controller for Enterprise 8.1.2.0-31-19809
Avaya Aura® Media Server 8.0.2.138
Avaya G450 Media Gateway 40.20.0/2
Avaya J179 H.323 Deskphone 6.8304
Avaya J189 SIP Deskphone 4.0.7.0.7
Avaya 9404 Digital Phone 2.00
Frequentis LifeX 3020 3.5.134
ORACLE Enterprise Session Border Controller 8.3.0
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5. Configure Avaya Aura® Communication Manager

It is assumed that a fully functioning Communication Manager is in place with the necessary
licensing with SIP trunks in place to Session Manager. For further information on the
configuration of Communication Manager please see Section 11 of these Application Notes.

The configuration operations described in this section can be summarized as follows:
Verify System Parameters Customer Options.

System Features and Access Codes.

Administer Dial Plan.

Administer Route Selection for calls to LifeX.

Configure SIP Trunk.

Note: The configuration of PSTN trunks and routes are outside the scope of these Application
Notes.

5.1. Verify System Parameters Customer Options

The license file installed on the system controls these attributes. If a required feature is not
enabled or there is insufficient capacity, contact an authorized Avaya sales representative. Use
the display system-parameters customer-options command to determine these values. On
Page 2, verify that Maximum Administered SIP Trunks has sufficient capacity. Calls that are
transferred across the link between the two systems use two SIP trunks for the full duration of
the call.

display system-parameters customer-options Page 2 of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 250

Maximum Concurrently Registered IP Stations: 18000

Maximum Administered Remote Office Trunks: 12000

Maximum Concurrently Registered Remote Office Stations: 18000
Maximum Concurrently Registered IP eCons: 414
Max Concur Registered Unauthenticated H.323 Stations: 100

Maximum Video Capable Stations: 18000

Maximum Video Capable IP Softphones: 18000

Maximum Administered SIP Trunks: 24000

Maximum Administered Ad-hoc Video Conferencing Ports: 24000

N

O WO O OO oo
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On Page 4, ensure that both ARS and ARS/AAR Partitioning are setto y.

display system-parameters customer-options Page 4 of 12
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 012 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? vy DCS (Basic)? y
On Page 6, ensure that Uniform Dialing Plan is set to y.
display system-parameters customer-options Page 6 of 12
OPTIONAL FEATURES
Multinational Locations? n Station and Trunk MSP? y
Multiple Level Precedence & Preemption? n Station as Virtual Extension? vy
Multiple Locations? n
System Management Data Transfer? n
Personal Station Access (PSA)? y Tenant Partitioning? vy
PNC Duplication? n Terminal Trans. Init. (TTI)? y
Port Network Support? y Time of Day Routing? vy
Posted Messages? y TN2501 VAL Maximum Capacity? y
Uniform Dialing Plan? y
Private Networking? y Usage Allocation Enhancements? y

5.2. System Features and Access Codes

For the testing, Trunk-to Trunk Transfer was set to all on Page 1 of the system-parameters
features page. This is a system wide setting that allows calls to be routed from one trunk to
another and is usually turned off to help prevent toll fraud. An alternative to enabling this
feature on a system wide basis is to control it using COR (Class of Restriction). See Section 11

for supporting documentation.

display system-parameters features

FEATURE-RELATED SYSTEM PARAMETERS

Self Station Display Enabled?
Trunk-to-Trunk Transfer:
Automatic Callback with Called Party Queuing?

Automatic Callback - No Answer Timeout Interval (rings):
Call Park Timeout Interval (minutes):
Off-Premises Tone Detect Timeout Interval (seconds):

AAR/ARS Dial Tone Required?

(or Silence) on Transferred Trunk Calls?
DID/Tie/ISDN/SIP Intercept Treatment:
Internal Auto-Answer of Attd-Extended/Transferred Calls:
Automatic Circuit Assurance (ACA) Enabled?

Music

Abbreviated Dial Programming by Assigned Lists?

Auto Abbreviated/Delayed Transition Interval (rings):
Protocol for Caller ID Analog Terminals:

Display Calling Number for Room to Room Caller ID Calls?

Page 1
n

all

n

3

10

20

y

no
attd
transferred
n

n
2
Bellcore
n

of 19
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Use the display feature-access-codes command to verify that a FAC (feature access code) has
been defined for both AAR and ARS. Note that 8 is used for AAR and 9 for ARS routing.

display feature-access-codes Page 1 of 10
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code:
Answer Back Access Code:
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code: 8
Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: *25 Deactivation: #25

5.3. Administer Dial Plan

It was decided for compliance testing that all calls beginning with 700x with a total length of 4
digits were to be sent across the SIP trunk to LifeX via Session Manager and ASBCE. In order to
achieve this, automatic alternate routing (aar) would be used to route the calls. The dial plan and
aar routing analysis need to be changed to allow this.

Type change dialplan analysis in order to make changes to the dial plan. Ensure that 700 is
added with a Total Length of 4 and a Call Type of udp.

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE

Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call

String Length Type String Length Type String Length Type
4 4 udp
5 5 udp
6 4 ext
700 4 udp
9 1 fac
2 3 fac

5.4. Administer Route Selection for calls to LifeX

As digits 7001 to 7009 (700x) were defined in the dial plan as udp (Section 5.3) use the change
uniform-dialplan command to configure the routing of the dialed digits. In the example below
calls to numbers beginning with 700x that are 4 digits in length will be matched. No further
digits are deleted or inserted. Calls are sent to aar for further processing.

change uniform-dialplan 5 Page 1 of 2
UNIFORM DIAL PLAN TABLE
Percent Full: O

Matching Insert Node
Pattern Len Del Digits Net Conv Num
700 4 0 aar n
n
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Use the change aar analysis x command to further configure the routing of the dialed digits.
Calls to LifeX begin with 700x and are matched with the AAR entry shown below. Calls are sent
to Route Pattern 12, which contains the outbound SIP Trunk Group.

change aar analysis 7 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
700 4 4 12 aar n

Use the change route-pattern n command to add the SIP trunk group to the route pattern that
AAR selects. In this configuration, Pattern Number 12 is used to route calls to trunk group
(Grp No) 12, this is the SIP Trunk configured in Section 5.5. Other settings such as FRL and
Numbering Format can be seen below.

change route-pattern 12 Page 1 of 4
Pattern Number: 12 Pattern Name: SIP-Trunk-Out
SCCAN? n Secure SIP? n Used for SIP stations? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk ILmt List Del Digits QSIG
Dgts Intw
1: 12 0 n user
2: n user
33 n user
4: n user
OF n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM Sub Numbering LAR
012M4wW Request Dgts Format
l: yyyyyn n unre levO-pvt none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: y yyyyn n rest none
5: yyyyyn n rest none
6: yYyyyyn n rest none
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5.5. Configure SIP Trunk

In the Node Names IP form, note the IP Address of the procr and the Session Manager
(sm81vmpg). The host names will be used throughout the other configuration screens of
Communication Manager and Session Manager. Type display node-names ip to show all the
necessary node names.

display node-names ip
IP NODE NAMES

Name IP Address
AMS80vmpg 10.10.40.61
G450 10.10.40.14
IPOffice 10.10.40.25
NRS 10.10.40.101
PGDECT 10.10.40.50
sm81lvmpg 10.10.40.32
SM Oceana 10.10.41.26
aes8lvmpg 10.10.40.56
default 0.0.0.0
procr 10.10.40.37
(16 of 18 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name

In the IP Network Region form, the Authoritative Domain field is configured to match the
domain name configured on Session Manager in Section 6.1. In this configuration, the domain
name is devconnect.local. The IP Network Region form also specifies the Codec Set to be
used. This codec set will be used for calls routed over the SIP trunk to Session manager as ip-
network region 1 is specified in the SIP signaling group.

display ip-network-region 1 Page 1 of 20
IP NETWORK REGION

Region: 1 NR Group: 1

Location: 1 Authoritative Domain: devconnect.local
Name: PG Default Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1lp Priority: 6
Video 802.1lp Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5 Keep-Alive Count: 5
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In the IP Media Parameters form, select the audio codec’s supported for calls routed over the
SIP trunk to Communications Portal. The form is accessed via the display ip-codec-set n
command or if a change were needed to be made type change ip-codec-set n. Note that IP codec
set 1 was specified in IP Network Region 1 shown on the previous page. Multiple codecs may
be specified in the IP Codec Set form in order of preference; the example below includes
G.711A (a-law), G.711U (mu-law), and G.729 which are supported by LifeX.

Media Encryption is used on the Avaya sets where possible these use srtp-aescm128-hmac80
media encryption. None is also present to facilitate any devices that do not support media
encryption.

display ip-codec-set 1 Page 1 of 2

IP MEDIA PARAMETERS
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711A n 2 20
2: G.711U0 n 2 20
3: G.729 n 2 20
4:
5:
6:
7:
Media Encryption Encrypted SRTCP: enforce-unenc-srtcp
1: l-srtp-aescml28-hmac80
2: none
3:
4:
59
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Prior to configuring a SIP trunk group for communication with Session Manager, a SIP signaling
group must be configured. Configure the Signaling Group form shown below as follows:

e Setthe Group Type field to sip.

e Set the Transport Method to the desired transport method, for compliance testing this
was set to tls.

e The Peer Detection Enabled field should be set to y allowing the Communication
Manager to automatically detect if the peer server is a Session Manager.

e Specify the node names for the procr and the Session Manager node name as the two
ends of the signaling group in the Near-end Node Name field and the Far-end Node
Name field, respectively.

e Set the Near-end Node Name to procr.

e Set the Far-end Node Name to the node name defined for the Session Manager (node
name sm8lvmpg).

e Ensure that the recommended TLS port value of 5061 is configured in the Near-end
Listen Port and the Far-end Listen Port fields.

¢ Inthe Far-end Network Region field, enter the IP Network Region configured
previously. This field logically establishes the far-end for calls using this signaling group
as network region 1.

e Leave the Far-end Domain field blank to allow Communication Manager to accept any
domain.

e The Direct IP-IP Audio Connections field is set to y. This is to turn ‘shuffling’ on.

e The default values for the other fields may be used.

Note: During Compliance testing a selection of complex calls including blind transfers were
carried out with the Initial IP-1P Direct Media field is set to y. This was to ensure that no issues
would arise with this set for early media.

change signaling-group 12 Page 1 of 3
SIGNALING GROUP

Group Number: 12 Group Type: sip
IMS Enabled? n Transport Method: tls
QO-SIP? n
IP Video? n Enforce SIPS URI for SRTP? n
Peer Detection Enabled? y Peer Server: SM Clustered? n
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: sm8lvmpg
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1
Far-end Domain:
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? Y Initial IP-IP Direct Media? n
Alternate Route Timer (sec): 6
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Configure the Trunk Group form as shown below. This trunk group is used for all incoming
and outgoing SIP calls to Session Manager SIP Entities including the Avaya SBCE. Enter a
descriptive name in the Group Name field. Set the Group Type field to sip. Enter a TAC code
compatible with the Communication Manager dial plan. Set the Service Type field to tie (this
may vary depending on the site in question). Specify the signaling group associated with this
trunk group in the Signaling Group field and specify the Number of Members supported by
this SIP trunk group. Accept the default values for the remaining fields.

change trunk-group 12 Page 1 of 4
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y
Group Name: SIPTRUNK-OUT COR: 1 TN: 1 TAC: *812
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 12
Number of Members: 10

On Page 2 of the trunk-group form the following values were used for compliance testing.

change trunk-group 12 Page 2 of 4
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto

Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600
Disconnect Supervision - In? y Out? y
XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

Caller ID for Service Link Call to H.323 1xC: station-extension
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On Page 3 of the trunk-group form the following values were used for compliance testing. The
Numbering Format was set to private.

change trunk-group 12 Page 3 of 4
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Hold/Unhold Notifications? vy
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

DSN Term? n

Settings on Page 4 are as follows. Send Transferring Party Information is set to y and
Identity for Calling Party Display is set to From. The other settings should be set as shown
below.

change trunk-group 12 Page 4 of 4
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Number?
Send Transferring Party Information?

Network Call Redirection?

Build Refer-To URI of REFER From Contact For NCR?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

P B3 BR BB

Convert 180 to 183 for Early Media?
Always Use re-INVITE for Display Updates? n Resend Display
UPDATE Once on Receipt of 481 Response? n
Identity for Calling Party Display: From
Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank User Destination? n
Enable Q-SIP? n

B

Interworking of ISDN Clearing with In-Band Tones: keep-channel-active
Request URI Contents: may-have-extra-digits
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. Session Manager is
configured via System Manager. The procedures include the following areas:
e Domains and Locations

e Adding a SIP Entity for Avaya Session Border Controller for Enterprise

e Adding a Routing Policy for Avaya Session Border Controller for Enterprise
e Adding a Dial Pattern for Avaya Session Border Controller for Enterprise

To make changes on Session Manager a web session is established to System Manager. Log into
System Manager by opening a web browser and navigating to https://<System Manager

FQDN>/SMGR. Enter the appropriate credentials for the User ID and Password and click on
Log On.

@ Syst=m Manager

< c

. W ———

& smgr81xvmpg.devconnect.local/securityserver/Ul/LoginZorg=de=nortel,dc=com&goto=https://smgr8 Lxvmpg.devcannect local:443

H Apps ¥ studiophotoboxco.. G whatis muip - Goo..

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or N
modification of this system is strictly prohibited. User ID:
Unauthorized users are subject to company disciplinary procedures and or Password:
criminal and civil penalties under state, federal, or other applicable domestic and

foreign laws.

Log On Reset
The use of this system may be menitored and recorded for administrative and
security reasons. Anyone accessing this system expressly consents to such
monitoring and recording, and is advised that if it reveals possible evidence of
criminal activity, the evidence of such activity may be provided to law
enforcement officials.

) supported Browsers: Internet Explorer 11.x or Firefox 65.0, 66.0 or 67.0.
All users must comply with all carporate instructions regarding the protection of
information assets.

Once logged in navigate to Elements and click on Routing.

AVAYA s sEemensy @Servicesw | Widgets v Shorteuts v =R
Aura® System Manager 8.1

System Resource Utilization

* Notifications (2)

Application State X
28 B
'y i s on at June 2, 2021 1:37 PM from License Status Active
21+
Deployment Type VMuware
14+ o No Session Manager emergency Dial Pattern routes are administered. Multi-Tenancy DISABLED
QOBM State DISABLED
Hardening Mode Standard
ol e GOSN s e
opt pgsal dey log it
Alarms * || Information * || Shortcuts Y
I Critical g Mzjor [l Indeterminate Elements Count  Sync Status Drag shortcuts here
M Warning Avaya Aura Device Services 2 [ ]
Avaya Aura Web Gateway 1 |
ment Instance check failed; OP_CEMMTC20033
> Avaya Breeze 9 [ ]
™ 1 L]
S 1t [nstance check failed; OP_CEMMTC20033
Ps 1 [ ]
g <t [nstance check failed; OP_CEMMTC20033 Session Manager 1 L
Qustam Mananar 1 -

CEMMTC20033
Current Usage

47/250000
CEMMTC20033 USERS
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6.1. Domains and Locations

Note: It is assumed that a domain and a location have already been configured, therefore a quick
overview of the domain and location that was used in compliance testing is provided here.

6.1.1. Display the Domain

Select Domains from the left window. This will display the domain configured on Session
Manager. For compliance testing this domain was devconnect.local as shown below. If a domain
is not already in place, click on New. This will open a new window (not shown) where the
domain can be added.

£ Services v Widgets v  Shortcuts v

AVAyA & Users v/ Elements v

Aura® Systemn Manager 8.1

Routing

Routing
Domain Management
Domains
New More Actions ~
Locations
1Item &
Conditions O | Name Type Notes
] dewconnect.local sip devconnect.local

Adaptations
Select : All, None

SIP Entities

Entity Links

6.1.2. Display the Location

Select Locations from the left window and this will display the location setup. The example
below shows the location DevConnectLab which was used for compliance testing. If a location
is not already in place, then one must be added to include the IP address range of the Avaya
solution. Click on New to add a new location.

AVAYA & Users v/ Elements v & Services v | Widgets v Shortcuts v

Aura® System Manager 8.1

Routing

Routing

Location
Domains
MNew More Actions -
Locations
3 Items
Conditions O [ name Correlation Notes
(] DevConnectlLab - DevConnect Lab in Galway
Adaptations —
[ PSTM-PG r 10.10.42.x Network
[C] RemoteWorker r Remote Worker

SIP Entities
Select : All, None

Entity Links
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6.2. Adding a SIP Entity for Avaya Session Border Controller for
Enterprise
Because the calls are routed to the Avaya Session Border Controller and then onto LifeX there is

only a requirement to have the ASBCE added as a SIP Entity, all calls to LifeX will be routed to
the ASBCE and the ASBCE is then configured to route the calls to LifeX.

Click on SIP Entities in the left column and select New in the right window.

FAV/\V/.N

Aura® System Manager 8.1
Home Routing
Routing
Domains

Locations

Conditions

] | Name FQDN or IP Address
[0  aascc/ispare 10.10.40.96
Adantations
Adaptations (0 azscciix 10.10.40.95
O AAWG37x 10.10.40.67
SIP Entities
0 Ascom-DECT 192.168.40.26
. [0  breezeloc37-sm100 10.10.42.21
Entity Links
d breezelwspaces37-sm100 10.10.42.51

& Users v

# Elements v

SIP Entities

New

29 Items (-

e

£ Services v |

More Actions =

Widgets v

Shortcuts v

Enter a suitable Name for the SIP Entity, enter the IP Address of the ASBCE. Enter the correct
Time Zone and Location. From this page, scroll down to add the appropriate Entity Link.

SIP Entity Details

General

* Name:
* FQDN or IP Address:
Type:

Notes:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Minimum TLS Version:
Credential name:

Securable:

Call Detail Recording:

CommitHCanceI|

SBCEforLifeX
10.10.40.120

SIP Trunk v

SBCEforLifeX

DevConnectLab v
Europe/Dublin
a4

Use Global Setting v

a

egress v
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An Entity Link can be added from the SIP Entities page, as shown in the previous page, by
scrolling down to Entity Links.

Enter a suitable Name for the Entity Link and select the Session Manager SIP Entity for SIP
Entity 1 and the newly created ASBCE SIP Entity for SIP Entity 2. Ensure that TLS is selected
for the Protocol and that Port 5061 is used, this is to secure communications between Session
Manager and the ASBCE. Click on Commit once finished to save the new Entity Link and SIP
Entity.

Entity Links
override Port & Transport with DNS SRv: [
Add Remaove
1Item &2 Filter: Enable
[0 |Name SIP Entity 1 Protocol | Port SIP Entity 2 Port Connection Policy Deny New Service
[0 * sM8ivmpg_SBCEforLife \SMB81vmpg TLS v|  *[5061 +SBCEforLifeX *|5061 trusted v a

Select : All, None

SIP Responses to an OPTIONS Request
Add Remove
0 Items & Filter: Enable
Mark

Response Code & Reason Phrase Entity Notes
Up/Down

| commit|| Cancel|

6.3. Adding a Routing Policy for Avaya Session Border Controller for
Enterprise
Click on Routing Policies in the left window and select New in the main window.

AVAyA & Users v F# Elements v % Services v | Widgets v  Shortcuts v

Aura® System Manager 8.1
Hame Routing

Routing . - =
Routing Policies

Domains
Mew Maore Actions ~

Locations
13 Items o

Conditions [J |Name Disabled Retries
) [J ToAACC71Spare O 0
Adaptations O To AACCTix O o
" [J To CMBOvmpg O 0
SIP Entities -
[J Tocm8ixvmpg (] 0
- [J To CM8ixvmpg - PHONES O 0
Entity Links .
[J ToEP722 O o]
: ) O To IP Office O 0
Time Ranges —
[J ToIPOSE11 O 0
Routing Policies U ToLifeX O 0
[0 To Messaging_on 2016 O 0
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Enter a suitable Name for the Routing Policy and click on Select under SIP Entity as

Destination.

Routing Policy Details

General

SIP Entity as Destination

* Name: |ToSBCEforLifeX

Disabled: [

* Retries: EI

Notes: |ToSBCEforLifex

ISeIect'

Name

FQDN or IP Address

Type

Time of Day

|E| |Remove| |View Gaps/Overlaps |

iltem o

O ‘Ranking & | Name

‘ Mon ‘Tue ‘Wed ‘ Thu ‘ Fri ‘ Sat ‘ Sun

‘Start Time

O Jo 24/7

Select : all, Mone

00:00

Select the ASBCE SIP Entity (SBCEforLifeX) as shown below and click on Select.

SIP Entities

SIP Entities

28 Items
Name FQDN or IP Address Type Notes
(O cm8llarge 10.10.40.34 CcM
() cm81lvmpg - SIP PHOMES 5061 10.10.40.37 cM Used for SIP Phones on CM
() ecm81ivmpg - TRUNK 5062 10.10.40.37 cM Used for outgeing Trunk Calls
O cm81vmpg - TRUNK 5063 10.10.40.37 CcM For Trunk calls to CM
@] EP723(MPP) 10.10.40.31 Voice Portal EP722 and POM
O 1P Office 10.10.40.25 SIP Trunk 1P Office SE
() 1POSE11 10.10.40.19 SIP Trunk TO New IPO SER11.1
O Lfex 10.11.180.180 SIP Trunk Frequentis Lifex
() MessagingOn2016 10.10.40.76 Other IX¥ Messaging on Win 2016
O MessagingOn2019 10.10.40.75 Other IX Messaging on Win 2019
Q Presence 10.10.40.70 Presence Services Presence Services
() SBCE8 10.10.40.158 SIP Trunk SBCES
@  SBCEforlifex 10.10.40.120 SIP Trunk SBCEforLifex
Select : None

PG; Reviewed:
SPOC 6/28/2021

Solution & Interoperability Test Lab Application Notes

©2021 Avaya Inc. All Rights Reserved.

20 of 89
LifeX_SM81_SBC




The selected destination is now shown, click on Commit to save this.

Routing Policy Details [Commit][Cancel]
General
* Name: |ToSBCEforLifeX
Disabled: []
* Retries: |0
Notes: | ToSBCFEforlifeX
SIP Entity as Destination
Select
Name FQDN or IP Address Type MNotes
SBCEforLifex 10.10.40.120 SIP Trunk SBCEforLifex

6.4. Adding a Dial Pattern for Avaya Session Border Controller for
Enterprise

Select Dial Patterns in the left window and select New in the main window.

AVAYA

& Users v Elements v  ## Services v | Widgets v  Shortcuts v
Aura® System Manager 8.1
Home Routing
Routing
Dial Patterns
Domains
Mew More Actions =
Locations
20 Items
Conditions [ | Pattern Min Max Emergency Call Emergency Type
[ 6667 4 4 O
Adaptations
Adap 5 [:I ﬂ 4 4 E]
» O s8 4 4 O
SIP Entries
[J 700 4 4 O
0 g 5 12 O

Entity Links
Select : All, Mone

Time Ranges

Routing Policies

Dial Patterns

Dial Patterns
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Enter the required digits for the Pattern, in the example below 700 is used, which means that
7000 — 7009 will use the Routing Policy that will be selected. 700 is entered as the Pattern and
the Min and Max digit length of 4 is used thus giving 700x. Ensure that the correct domain is
entered for SIP Domain in this example the domain created in Section 6.1.1 is added. Click on
Add under Originating Locations, Origination Dial Pattern Sets, and Routing Policies to

select the Routing Policy.

General
# pattern: |700

# Min: |4

* Max: 4

Emergency Call: [
SIP Domain: | devconnect.local v

Notes: To LifeX via SBC

Originating Locations, Origination Dial Pattern Sets, and Routing Policies

Remove

Dial Pattern Details commit|| cancel|

1Item o
W | o e tree g;itgei:ating Location ggitg:laan:i:n Dial Pattern g‘:ig:‘r:]att;:n Dial Pattern ﬁgl'.::‘i!ng Policy Rank
Select : All, Mone
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Select the Originating Location, this will be the location added in Section 6.1.2 select the
newly created routing policy for the ASBCE (ToSBCEforLifeX).

Originating Location

Originating Location

[} Apply The Selected Routing Policies to All Originating Locations

3 Items @

] |Name

MNotes

DeviConnactlLab

] psTH-PG

[ RemoteWorker
Select : All, None

DevConnect Lab in Galway
10.10.42.x Netwark

Remote Warker

Origination Dial Pattern Sets

1Item &

Name

SAB481

Select : None

Routing Policies

To cm8lxvmpg

To CME1:xvmpg - PHONES
To EP72Z

Ta IP Office

To IPOSELL

To LifeX

To Massaging on 2016

To Meassaging on 2019

Tao SBCEB

BO000O00000000

ToSBCEforLifeX
Select : all, None

13 Items 2
O | Mame Disabled Destination
ToAACCTLSpare a@ccylspare
To AACCT1x s@ccTlx
To CMEOvmpg cmB80wmpg

cmB81lwvmpg - TRUNEK 5053
cm81vmpg - SIP PHOMES 5061
EP723{MPR)

IP Office

IPOSELL

LifeX

MessagingOn2lile
MassagingOn201%

SBCEB

SBCEfarLifeX
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With the Routing Policy selected click on Commit to finish adding the Dial Pattern.

Help 7
Dial Pattern Details
General
* pattern: |700
* win:
+ Man:
Emergency Call: []
SIP Domain:
Notes: |To LifeX via SBC
Originating Locations, Origination Dial Pattern Sets, and Routing Policies
\@\ | Remove |
1Item & Filter: Enable
1) oinaing ocarion o - it et [ oigmtion Bl Fattr |0t ok Pattern | Kot PO g T [T [T
) DevConnectLab Coeonnect Labin To Lifex ] Lifex Ta Lifex
Select : All, None
Denied Originating Locations and Origination Dial Pattern Sets
(add| [ Remove |
0Items &
Originating Location Notes Origination Dial Pattern Set Name Origination Dial Pattern Set Notes
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial
installation of the Avaya SBCE, the assignment of the management interface IP Address and
license installation have already been completed; hence these tasks are not covered in these
Application Notes. For more information on the installation and initial provisioning of the Avaya
SBCE, consult the Avaya SBCE documentation in the Section 11.

7.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Log in using the appropriate credentials.

AVAYA =

WELCOME TOQ AVAYA SEC

Continue

Unauthorized access to this machine is prohibited. This system is for

SESS |0n Border CO ntrouer the use authorized users only. Usage of this system may be monitored
fo r E nte rprise and recorded by system personnel.

Anyone using this system expressly consents to such monitoring and
is advized that if such monitoring reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
monitoring to law enforcement officials.

@ 2011 - 2020 Avaya Inc. All rights reserved.
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Once logged in, on the top left of the screen, under Device: select the device being managed,
sbceforfrequentis in the sample configuration.

The left navigation pane contains the different available menu items used for the configuration of
the Avaya SBCE. Verify that the status of the License State field is OK, indicating that a valid
license is present. Contact an authorized Avaya sales representative if a license is needed.

Device: sbceforfrequentis v Alarms  Incidents Statusv  Logsv  Diagnostics  Users Settings v Help v Log Out

EMS

sbeeforfrequentis er Controller for Enterprise AVAYA
EMS Dashboard Dashboard
Software Maneqament [ womaton |
Device Management . .
System Time 12:28:50 PM IST Refresh EMS

Backup/Restore

System Parameters Wersion 8.1.2.0-31-19809 sbceforfrequentis

Configuration Profiles GUI Version 8.1.2.0-19794

Services Build Date Tue Dec 08 09:11:07 UTC 2020

Domain Policies License State @ oK

TLS Management
Network & Flows
DMZ Services

Aggregate Licensing Overages 0

Peak Licensing Overage Count 0

Monitoring & Logging Last Logged in at 05/26/2021 14:27:12 I1ST
Failed Login Attempts 0
None found None found.
[ Add |
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7.2. Device Management

To view current system information, select Device Management on the left navigation pane. In
the reference configuration, the device named sbceforfrequentis is shown. The current software
version is shown. The management IP address needs to be on a subnet separate from the ones
used in all other interfaces of the Avaya SBCE, segmented from all VVoIP traffic. Verify that the
Status is Commissioned, indicating that the initial installation process of the device has been
previously completed, as shown on the screen below.

Device: sbceforfrequentis v Alarms  Incidents  Statusv Logsv  Diagnostics  Users Settings v Help v Log Out

Session Border Controller for Enterprise AVAYA
EMS Dashboard Device Management
Software Management
Device Management
Backup/Restore Devices | | Updates | | SSL VPN ‘ ‘ Licensing H Key Bundles || License Compliance |

System Parameters

v i ) ) Device Name Management v rsion  Status
Configuration Profiles 1P
Services 8.1.2.0-
sbceforfrequentis 101041120 31- Commissioned Reboot Shutdown Restart Application View Edit Uninstall
Domain Policies 19309

TLS Management
Network & Flows
DMZ Services
Monitoring & Logging

To view the network configuration assigned to the Avaya SBCE, click View on the screen shown
above. The System Information window is displayed, containing the current device
configuration and network settings.

The highlighted IP addresses in the System Information screen shown on the next page are the
ones used for the SIP trunk to LifeX and are the ones relevant to these Application Notes. Other
IP addresses me be assigned to other interfaces to support remote workers and other SIP trunks,
and they are not discussed in this document.

The private interface of the Avaya SBCE (10.10.40.120) was used to connect to the enterprise
network, the public interface of the Avaya SBCE (10.10.40.121) was used to connect to the LAN
interface of the LifeX managed SBC (10.11.180.180). A VPN connection to the network
connected to LifeX was used to facilitate compliance testing, see Figure 1. Note that Frequentis
is responsible for the configuration of the Session Border Controller that we are connecting to
from this Avaya SBCE.
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On the License Allocation area of the System Information, verify that the number of Standard
Sessions is sufficient to support the desired number of simultaneous SIP calls across all SIP
trunks at the enterprise. The number of sessions and encryption features are primarily controlled

by the license file installed.

General Configuration

System Information: sbceforfrequentis X

Device Configuration r Dynamic License Allocation
Appliance Name  sheeforfrequentis HA Mode Mo Eli:::nse E::nse
Box Type sIP Two Bypass Mode No Allocation  Allocation
Deployment Mode  Proxy Standard Sessions 0 0
Advanced Sessions 0 0
Scopia Video Sessions 0 0
CES Sessions 0 0
Transcoding Sessions 0 0
Premium Sessions 0 0
CLID -
Encryption
Avsilable: Yes
r Network Configuration
IP Public IP Network Prefix or Subnet Mask  Gateway Interface
10.10.40.120 10.10.40.120 2552552550 10.10.40.1 Al
10.10.40.121 10.10.40.121 255255 255.0 10.10.40.1 Ad
r DNS Configuration Management IP(s)
Primary DNS 10.10.40.1 IP#1 (IPvd) 10.10.41.120
Secondary DNS  10.10.40.5
DNS Location Dz
DNS Client [P 10.10.40.120
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7.3. TLS Management

Transport Layer Security (TLS) is a standard protocol that is used extensively to provide a secure
channel by encrypting communications over IP networks. It enables clients to authenticate
servers or, optionally, servers to authenticate clients. UC-Sec security products utilize TLS
primarily to facilitate secure communications with remote servers.

In the reference configuration, TLS transport is used for both the communication between
Session Manager and Avaya SBCE and between the Avaya SBCE and LifeX. The following
procedures show how to create the client and server profiles to support the TLS connection.

Note — Testing was done with System Manager signed identity certificates. The procedure to
create and obtain these certificates is outside the scope of these Application Notes.

7.3.1. Verify TLS Certificates — Avaya Session Border Controller for
Enterprise

Select TLS Management -> Certificates from the left-hand menu. Verify the following:
e System Manager CA certificate is present in the Installed CA Certificates area.
e System Manager CA signed identity certificate is present in the Installed Certificates
area.
e Private key associated with the identity certificate is present in the Installed Keys area,
(not shown below but is visible after scrolling down the page).

Session Border Controller for Enterprise AVAYA
EMS Dashboard Certificates
Software Management |—Install ‘ |7Generate CSR |
Device Management
Backup/Restore Certificates

Configuration Profiles SBCE_Inside.pem View Delete

Services

SBCE_Outside pem View Delete

Domain Policies

[y

TLS Management
Certificates
Client Profiles
Server Profiles
SNI Group

Network & Flows

DMZ Services

Monitoring & Logging

Installed CA Certificales

View Delete

AvayaDeviceEnrollmentCAchain.crt

avayaitrootca2.pem view Delete

entrust_g2_ca.cer view Delete

View Delete

RootCertAura81.pem

Installed Ceriificate Revocation Lisis

No certificate revocation lists have been installed.

PG; Reviewed:
SPOC 6/28/2021

Solution & Interoperability Test Lab Application Notes 29 of 89
LifeX SM81 SBC

©2021 Avaya Inc. All Rights Reserved.




7.3.2. Server Profiles

Select TLS Management - Server Profiles and click on Add. Enter the following:
o Profile Name: enter descriptive name.

o Certificate: select the identity certificate, e.g., SBCE_inside.pem, from pull down

menu.
e Peer Verification = None.
e Click Next.

Accept default values for the next screen (not shown) and click Finish.

Edit Profile X

WARNING: Due to the way OpenSSL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make

sure to carefully check your entry as invalid or incomectly entered Cipher Suite custom values
may cause catastrophic problems.

Changing the cerfificate in a TLS Profile which has SNI enabled may cause existing Reverse
Proxy entries which utilize this TLS Profile to become invalid.

TLS Profile

Profile Name [Server-Inside |
Certificate | SBCE_Inside pem v
SNI Options
SNI Group None w
Peer Verification
AvayaDeviceEnrollmentCAchain.crt
Peer Certificate Authorities LT LT Ry £

entrust g2 ca.cer
RootCertAurad1 pem

Peer Certificate Revocation Lists

Verification Depth 0
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The following screen shows the completed TLS Server Profile form.

GClick here to add & description.

Server Profile

Profila Mame Server-Inside
Certificate SBCE_Inside.pem
SHNI Options Mone

Certificate Verification

Peer Verification Mone

Extended Hostname Verification

Renegofiation Parameters

Renegotiation Time o

Renegotiation Byte Count 1]

Handshake Options

Wersion TLS 1.2 TLS 1.1 TLS 1.0
Ciphers Default FIPS Custom
Value HIGH!DHIADH:IMDES:!aNULL:leNULL:@STRENGTH

Below is the profile set for the outside server connection. It is very similar to that above just uses
a different Certificate that contains the outside IP address instead of the inside or enterprise IP
address.

Server Profile

|J

TLS Profile

Profile Name Server-Outside
Certificate SBCE_Outside pem
SNI Options None

Certificate Verification

Peer Verification None

Extended Hostname Verification

Renegotiation Parameters

Renegotiation Time 0
Renegotiation Byte Count 0
Version TLS 12 TLS 11 TLS 1.0
Ciphers Default FIPS Custom
Value HIGHIDHIADH:IMD5: laNULL leNULL. @STRENGTH o
PG; Reviewed: Solution & Interoperability Test Lab Application Notes 31 of 89

SPOC 6/28/2021 ©2021 Avaya Inc. All Rights Reserved. LifeX_SM81_SBC



7.3.3. Client Profiles
Select TLS Management - Client Profiles and click on Add. Enter the following:

Profile Name: enter descriptive name.

Certificate: select the identity certificate, e.g., SBCE_Inside.pem, from pull down
menu.

Peer Verification = Required.

Peer Certificate Authorities: select the CA certificate used to verify the certificate
received from Session Manager, e.g., RootCertAura8l.pem.

Verification Depth: enter 1.

Click Next.

Accept default values for the next screen (not shown) and click Finish.

Edit Profile X

WARNING: Due to the way OpenSSL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make
sure to carefully check your entry as invalid or incorrectly entered Cipher Suite custom values
may cause catastrophic problems.

Changing the certificate in a TLS Profile which has SNI enabled may cause existing Reverse
Proxy entries which utilize this TLS Profile to become invalid.

TLS Profile
Profile Name |Glient—ln5ide |
Certificate | SBCE_Inside_pem v |
SNI O Enabled
Peer Verification Required
AvayaDeviceEnrollmentCAchain.crt -

avayaitrootca2 pem
entrust_g2_ca.cer
RootCertAura81.pem -

Peer Certificate Authorities

Peer Certificate Revocation Lists

Verification Depth

Extended Hostname Verification O
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The following screen shows the completed TLS Client Profile form:

Glick here to add & description.

J‘

Client Profile

Certificate SBCE_Inside.pem -

SHI Enabled

Certificate Verification

Peer Verification Required
Peer Certificate Authorities RootCertAural 1. pem
Peer Certificate Revocsation Lists

Verification Depth 1

Extended Hostname Verfication

Renegotiation Parameters

Renegotiation Time [u]

Renegofiation Byte Count a

Handshake Options

ersion TLS 1.2 TLS 1.1 TLE 1.0
Ciphars Default FIPS Custom
Walus HIGHIDH:IADH:IMDSIaMULLleNULL:@STRENGTH
.

Below is the profile set for the outside client connection. It is very similar to that above just uses
a different Certificate that contains the outside IP address instead of the inside or enterprise IP
address.

Client Profile

TLS Profile
Profile Name Client-Outide
Certificate SBCE_Outside. pem
SNI Enabled
Certificate Verification
Peer Verification Required

Peer Certificate Authorities RooiCertAurad1.pem

Peer Certificate Revocation Lists
Verffication Depth 1

Extended Hostname Verification

Renegotiation Parameters

Renegotiation Time 0

Renegotiation Byte Count 0

Handshake Options

Version TLS12 TLS 11 TLS 1.0
Ciphers Default FIPS Custom
Value HIGH:IDHIADH:IMDS: laNULL: leNULL:@STRENGTH
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7.4. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management from the Network & Flows on the left-side menu. On the
Networks tab, verify or enter the network information as needed.

The configuration used during the compliance test is displayed below, the IP addresses assigned
to the private (10.10.40.120) and public (10.10.40.121) sides are as shown.

Device: sbeceforfrequentis v

Alarms  Incidents

EMS Dashboard
Software Management
Device Management
Backup/Restore
System Parameters
Configuration Profiles
Services
Domain Policies
TLS Management
4 Network & Flows

Network
Management

Media Interface

Signaling Interface

Session Border Controller for Enterprise

Network Management

Interfaces | | Networks

Name

A1_Network

Statusv Logsv Diagnostics Users Settings v Help ¥ Log Out
[ Add |
Subnet Mask / Prefix
Gateway Length Interface IP Address
10.10.40.120 P
10.10.40.1 255.255.255.0 Al 101040 121 Edit Delete

On the Interfaces tab, verify the Administrative Status is Enabled for the Al interface. Click
the buttons under the Status column if necessary, to enable the interface.

Network Management
Interfaces H Networks ‘
[ Add VLAN |
Interface Name VLAN Tag Status
Al Enabled
A2 Disabled
B1 Disabled
B2 Disabled
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7.5. Media Interfaces

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address, and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call Server or the trunk server.

To add the Media Interface in the enterprise direction, select Media Interface from the Network
& Flows menu on the left-hand side, click the Add button (the two configured Media Interfaces
are already shown below).

Session Border Controller for Enterprise AVAYA

EMS Dashboard Media Interface
Software Management
Device Management

Backup/Restore m‘

System Parameters [Add |
Configuration Profiles "
Services Name h";&ﬂ‘"j Port Range
Domain Policies Media_Ext l?_hgrﬂﬂ%ﬂm VIANO) 35000 - 40000 Edit Delete
TLS Management
4 Network & Elows Media_Int FS U e 35000 - 40000 Edit Delete
Network
Management

Media Interface
Signaling Interface

The example below shows the external media interface, as shown in the screen above similar
configurations are used for both internal and external interfaces. If a new media interface is to be
added, these are the necessary steps to follow.
e Onthe Add Media Interface screen, enter an appropriate Name for the Media Interface,
in the example Media_Ext was used.
e Under IP Address, select from the drop-down menus the network and IP address to be
associated with this interface.
e The Port Range was left at the default values of 35000-40000.

e Click Finish.
Name [Media_Exi |
[A1_Network (A1, VLAN0) v |
IP Address
Port Range [35000  |-[40000 |
| Finish |
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7.6. Signaling Interfaces

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will listen for signaling traffic in the connected networks.

To add the Signaling Interface in the enterprise direction, select Signaling Interface from the
Network & Flows menu on the left-hand side, click the Add button (the two configured
Signaling Interfaces are already shown below).

Session Border Controller for Enterprise AVAYA
EMS Dashboard Signaling Interface
Software Management
Device Management
Backup/Restore Signaling Interface
System Parameters |m|
Configuration Profiles —
Services Name e ;g,!: EE,‘: y&ﬁ TLS Profile
?fg:;:;j:::nt Sig-Extemal 101040121 awgy 5060 5060 5061  Server-Outside Edit Delete
4 Network & Flows Sig-Internal A0 1040120 ang 5080 508D 6061 Servernside Edit Delete

Network
Management

Media Interface

Signaling Interface

The example on the next page shows the Signaling Interface that was used for the external
connection to LifeX, a similar interface needs to be created for the connection to Session
Manager. As shown above from the configured interfaces, there are different IP addresses used
as well as different TLS Profiles. If a new interface is to be created, then click on Add from the
screen above.

e Onthe Add Signaling Interface screen, enter an appropriate Name for the interface, in
the example Sig-External was used.

e Under IP Address, select from the drop-down menus the network and IP address to be
associated with this interface.

e Enter 5061 for TLS Port, since TLS port 5061 is used to listen for signaling traffic from
Session Manager in the sample configuration, as defined in Section 6.2.

e Selecta TLS Profile defined in Section 7.3.2.

e Click Finish.
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Edit Signaling Interface X

Name |§jg—Extemal |
| A1_Network (A1, VLAN 0) v |
IP Address
110.1040.121 |
TCP Port
Leave blank to disable | »060 |
UDP Port
Leave blank to disable | =060 |
TLS Port
Leave blank to disable | 2061 |
TLS Profile | Server-Outside v |
Enable Shared Control O

Shared Control Port

| Finish |
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7.7. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the
enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).

7.7.1. Server Interworking Profile — Enterprise

Interworking profiles can be created by cloning one of the pre-defined default profiles, or by
adding a new profile. To configure the interworking profile in the enterprise direction, select
Configuration Profiles = Server Interworking on the left navigation pane. Under
Interworking Profiles, select avaya-ru from the list of pre-defined profiles. Click Clone (not
shown).

Device: Avaya_SBCE~ Alarms Incidents Statusv Logsv Diagnostics Users

Session Border Controller for Enterprise

EMS Dashboard Interworking Profiles: avaya-ru

Device Management
Add
Backup/Restore
Interworking Profiles It'is not recommended to edit the defaulis. Try cloning or adding a new profile instead.
System Parameters

+ Configuration Profiles €52100

Domain DoS avaya-ru

Server Interworking

General U Timers H Privacy H URI Manipulation H Header Manipulation H Advanced {

General

OCS-Edge-Server

Media Forking I Hold Suppart NONE
CISCOo-CCcm
Routing 180 Handling None
: cups )
Topology Hiding 181 Handling None
Signaling Manipulation OCS-Frontend-S... 182 Handling None
URI Groups Avaya-SM 183 Handling None
SNMP Traps Avaya-IPO Refer Handling No
Time of Day Rules
Avaya-C31000 URI Group None
FGDN Groups
; A -CM Send Hold Mo
Reverse Proxy Policy vaya
URN Profile SP_General Delayed Offer Yes
Recording Profile 3xx Handling No
Services Diversion Header Support No
Domain Policies Delayed SDP Handling No
TLS Management Re-Invite Handling No
Network & Flows Prack Hand\ing No
DMZ Services
Allow 18X SDP ]
Monitoring & Logging
T.38 Support No
URI Scheme SIP
Via Header Format RFC3261
Edit
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Enter a descriptive name for the cloned profile and click Finish.

Clone Profile

Profile Name avaya-ru
Clone Name Avaya-SM
Finish

The Advanced tab settings are shown on the screen below:

Interworking Profiles: Avaya-SM

|E| | Rename || Clone || Delete |
€s2100
General H Timers H Privacy H URI Manipulation H Header Manipulation H Advanced ‘
avaya-ru
Avaya-SM Record Routes Both Sides
Lifex Include End Point IP for Context Lookup Yes
Extensions Avaya
Diversion Manipulation No
Has Remote SBC Yes
Route Response on Via Port No
Relay INVITE Replace for SIPREC No
MOBX Re-INVITE Handling No
NATIng for 301/302 Redirection Yes
L " |
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7.7.2. Server Interworking Profile — LifeX

A second interworking profile in the direction of the SIP trunk was created, by adding a new
profile in this case. Select Configuration Profiles = Server Interworking on the left
navigation pane and click Clone (not shown). Enter a descriptive name for the new profile and
click Finish.

Clone Profile X

Profile Name avaya-ru
Clone Name |_I=1tt_3_ﬂ |
| Finish |

Again, the Advanced tab shows a similar setting to that of the Enterprise.

Interworking Profiles: LifeX
|E| | Rename || Clone || Delete |
cs2100
General H Timers H Privacy H URI Manipulation H Header Manipulation H Advanced ‘
avaya-ru
Avaya-S Record Routes Both Sides
LifeX Include End Point IP for Context Lookup Yes
Extensions Avaya
Diversion Manipulation No
Has Remote SBC Yes
Route Response on Via Port No
Relay INVITE Replace for SIPREC No
MOBX Re-INVITE Handling No
NATIng for 301/302 Redirection Yes
I,
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7.8. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE peers; Session Manager
(Call Server) at the enterprise and LifeX (Trunk Server). Below shows some Server Profiles that
were used during compliance testing, to add a new Server Profile, from the Services menu on the
left-hand navigation pane, select SIP Servers and click the Add.

Session Border Controller for Enterprise AVAYA

EMS Dashboard SIP Servers: Avaya-SM-TLS
Software Management

| Add | | Rename || Clone || Delete |

Device Management

Backup/Restore General U Authentication H Heartbeat H Registration H Ping H Advanced ‘
Avaya-SM-TLS
System Parameters Server Type Call Server
Configuration Profiles Avaya-SM-TCP
. SIP Domain devconnect local
4 Services LifeX-SBC-UDP _
SIP Servers TLS Client Profile Client-Inside
LifeX-SBC-TLS
LDAP DNS Query Type NONE/A
RADIUS IP Address / FQDN Port Transport
Domain Policies
10.10.40.32 5061 TLS
TLS Management
Network & Flows | Edit |
DMZ Services
Monitoring & Logging -
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7.8.1. Server Configuration Profile — Enterprise

The following shows the Profile used to connect to Session Manager on the Enterprise side.
e Onthe Edit SIP Server Profile — General tab select Call Server from the drop-down
menu under the Server Type.

e Onthe IP Addresses / FQDN field, enter the IP address of the Session Manager Security
Module (Section 5.5).

e Enter 5061 under Port and select TLS for Transport. The transport protocol and port
selected here must match the values defined for the Entity Link to the Session Manager
previously created in Section 6.2.

e Select a TLS Client Profile defined in Section 7.3.3.

Edit SIP Server Profile - General X

Server Type can not be changed while this SIP Server Profile is associated to a Server Flow.
Server Type Call Server v
SIP Domain |deveonnect local |
DNS Query Type NONE/A v
TLS Client Profile  Client-Inside v |
| Add |
IP Address / FQDN Port Transport
10.10.40.32 | 5081 | [TLS v| Delete
| Finish |
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e Click Next until the Add Server Configuration Profile — Advanced tab is reached (not
shown).
e Onthe Add Server Configuration Profile — Advanced tab:
o Check Enable Grooming.
o Select Avaya-SM from the Interworking Profile drop-down menu (Section 7.7.1).
e Click Finish.

Edit SIP Server Profile - Advanced X

Enable DoS Protection O

Enable Grooming
Interworking Profile
Signaling Manipulation Script
Securable O

Enable FGDN O

TCP Failover Port

TLS Failover Port

Tolerant )
URI Group
NGI11 Support 0
| Finish |
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7.8.2. Server Configuration Profile — Service Provider
Similarly, to add the profile for the Trunk Server, click the Add button on the Server
Configuration screen (not shown).

¢ On the Edit Server Configuration Profile - General Tab select Trunk Server from the
drop-down menu for the Server Type.

e Onthe IP Addresses / FQDN field, enter the IP address of the LAN interface of the
LifeX device to connect to (10.11.180.180).

e Select TLS for Transport and enter 5061 under Port.
e Click Next until the Advanced tab is reached (not shown).

Edit SIP Server Profile - General X

Server Iype can not be changed while this SIP Server Profile is associated to a Server Flow.

Server Type Trunk Server W
SIP Domain [deveonnect Jocal |
DNS Query Type NONE/A ~
TLS Client Profile | Client-Outide v |
| Add |
IP Address / FQDN Port Transport
10.11.180.180 | |5061 | [TLs v| Delete
| Finish |
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On the Add SIP Server Profile - Advanced window:
e Enable Grooming (should be checked).
e Select LifeX from the Interworking Profile drop-down menu (Section 7.7.2).
e Click Finish.

Edit SIP Server Profile - Advanced X

Enable DoS Protection O

Enable Grooming

Interworking Profile
Signaling Manipulation Script

Securable O

Enable FGDN O
TCP Failover Port

TLS Failover Port

Tolerant O
URI Group
NG911 Support ]
| Finish |
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7.9. Routing

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces. Two Routing Profiles were created in the test configuration, one for
inbound calls, with Session Manager as the destination, and the second one for outbound calls,
which are routed to the LifeX SIP trunk.

7.9.1. Routing Profile — LifeX

To create the outbound route, select the Routing tab from the Configuration Profiles menu on
the left-hand side and select Add.

Session Border Controller for Enterprise AVAYA

Backup/Restore | Routing Profiles: default

System Parameters

) ‘ | Add | | Clone |
4 Configuration Profiles — —
Domain DoS Routing Profiles Itis not recommended to edit the defaults. Try cloning or adding a new profile instead.
Server Interworking default - -
Routing Profile
Media Forking ToAvayaSM-T .
Routing ] | Update Priority | | Add |
. TolifeX-TLS - I
Topology Hiding ) Priority URI  Tmeof Load Next Hop R—
Signaling ToLifeX-UDP Group Day Balancing Address P
Manipulation ToAvayaSM-T... . Auto-
Y default  DNS/SRV Auto-Detect s Edit Delete
URI Groups
SNMP Traps

Enter an appropriate Profile Name similar to the example below and click Next.

Routing Profile

Prafile Name ToLifeX-TLS

| Next |
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e On the Routing Profile tab, click the Add button to enter the next-hop address.
e Under Priority/Weight enter 1.
e Under SIP Server Profile, select the SIP Server Profile for LifeX. The Next Hop

Address field will be populated with the IP address, port and protocol defined for the
LifeX Server Configuration Profile in Section 7.8.2.

e Defaults were used for all other parameters.

e Click Finish.
Profile : ToLifeX-TLS - Edit Rule
URI Group Time of Day default »
Load Balancing \ Priority v NAPTR
Transport None v LDAP Routing O
LDAP Server Profile None v LDAP Base DN (Search) None v
Matched Attribute Priority Alternate Routing
Next Hop Priority Next Hop In-Dialog a
Ignore Route Header a
ENUM (] ENUM Suffix
| Add

Prioy | pap search LDAP Search LDAP Search SIP Se
) A earc earc earc fver Next Hop Address Transport

S Attribute Regex Pattern Regex Result Profile
Weight
[LifeX-SBC v| [10.11.180.180.50€v| None v| Delste

| Einicn |

7.9.2. Routing Profile — Session Manager

Back at the Routing tab, select Add (not shown) to repeat the process in order to create the
inbound route. Enter an appropriate Profile Name similar to the example below and click Next.

Routing Profile X

Profile Name ToAvayaSM-TLS

|Next|
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e Click the Add button to enter the next-hop address.
e Under Priority/Weight enter 1.

e Under SIP Server Profile, select the Session Manager profile. The Next Hop Address is
populated automatically with the IP address of Session Manager along with the port
number defined in Section 7.8.1.

e Defaults were used for all other parameters.
e Click Finish.

Profile : ToAvayaSM-TLS - Edit Rule

URI Group Time of Day default ~
Load Balancing \ Priority ~ NAPTR
Transport None v LDAP Routing O
LDAP Server Profile None v LDAP Base DN (Search) None v
Matched Attribute Priority Alternate Routing
Next Hop Priority Next Hop In-Dialog ]
lgnore Route Header a
ENUM O ENUM Suffix
| Add
Prioy | pap search LDAP Search LDAP Search SIP Se
) Attril earc earc earc fver Next Hop Address Transport
= ribute Regex Pattern Regex Result Profile
Weight
[Avaya-Sh v| [10.10.40325081 v| None v Delsle
[ Finish |
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7.10. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, the default Topology Hiding Profile was cloned and modified
accordingly. Only the minimum configuration required to achieve interoperability on the SIP
trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

7.10.1. Topology Hiding Profile — Enterprise

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Configuration Profiles menu on the left-hand side, select default from the list of pre-defined
profiles and click the Clone button.

Session Border Controller for Enterprise AVAYA
Backup/Restore | Topology Hiding Profiles: default
System Parameters S R
i ) | Add | | Clone |
4 Configuration Profiles — ——
Profiles
Server Interworking —
i ) default Topolagy Hiding
Media Forking
Routing cisco_th_profile Header Criteria Replace Action Overwrite Value
Topology Hiding Avaya-SM Referred-By IP/Demain Auto
Signaling LifeX To IP/Domain Auto
Manipulation )
URI Groups Via IP/Domain Auto
SNMP Traps Refer-To IP/Domain Auto
Time of Day Rules Request-Line IP/Domain Auto
FGDN Groups From IP/Domain Auto
Reverse Proxy -

Enter a Clone Name such as the one shown below and click Finish.

Clone Profile X

Profile Name default
Clone Name |Avaga—8ha’|| |
| Finish |
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On the newly cloned Avaya-SM profile screen, click the Edit button (not shown).

e For the, From, To and Request-Line headers, select Overwrite in the Replace Action
column and enter the enterprise SIP domain devconnect.local, in the Overwrite Value
column of these headers, as shown below. This is the domain known by Session
Manager, defined in Section 6.1.1.

e Default values were used for all other fields.

e Click Finish.

Edit Topology Hiding Profile X

Header Criteria Replace Action Overwrite Value
| Referred-By v| [IP/Domain v |Auto v Delete
| Via v| |IP/Domain v | |Auto v| Delete
| Refer-To v| [IP/Domain  ~| |Auto v Delete
| To v| |IP/Domain v | | Overwrite v ‘devconnect.local Delete
| Request-Line v| |IP/Domain v | | Overwrite v ‘devconnect_local Delete
|From v| | IP/Domain v| | Overwrite v| ‘devconnect.local Delete
| Record-Route v| [IP/Domain  ~| |Auto v Delete
| SDP v| |IP/Domain v |Auto v Delete
[Finish |
There was no requirement to any other Topology Hiding Profile.
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7.11. Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from
or terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

7.11.1. Application Rules

Application Rules define which types of SIP-based Unified Communications (UC) applications
the UC-Sec security device will protect voice, video, and/or Instant Messaging (IM). In addition,
Application Rules define the maximum number of concurrent voice sessions the network will
process in order to prevent resource exhaustion. From the menu on the left-hand side, select
Domain Policies = Application Rules, click on the Add button to add a new rule.

Session Border Controller for Enterprise AVAYA
EMS Dashboard Application Rules: default
Software Management “Add | [ Clone |

Device Management
Backup/Restore Rﬂfes It is not recommended to edit the defaulis. Try cloning or adding a new rule instead.
System Parameters default Application Rule

Configuration Profiles

default-trunk Maximum

Services Maximum Sessions

4 Domain Policies default-subsc._ Applicaton Tvpe gg?ﬁ:)ﬁim FHl B
Application Rules default-subsc... Audio 200 5
Border Rules default-server. .. Video O 0O
Media Rules
Signaling Rules ALLD Seesmis COR Support off

Charging Rules .

=

Under Rule Name enter the name of the profile, e.g., 2000 Sessions and click Next.

Application Rule

Rule Name 2000 Sessions

MNext
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e Under Audio check In and Out and set the Maximum Concurrent Sessions and
Maximum Sessions Per Endpoint to recommended values, the value of 2000 for Audio.
Repeat for video if needed, the value of 100 for Video was used for the test.

e Click Finish.

Editing Rule: 2000 Sessions X

Maximum Maximum Sessions
Concurrent Sessions  Per Endpoint

Application Type

Audio 2000 | 2000 |

Video 100 | [100 |

Miscellaneous

® off
CDR Support 'i:I' RADIUS
© CDR Adjunct

RADIUS Profile None w
Media Statistics Support
Call Duration Setup
Connect
RTCP Keep-Alive O
| Finish |

7.11.2. Media Rules

Media Rules allow one to define RTP media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a
strict profile that is associated with other SIP-specific policies to determine how media packets
matching these criteria will be handled by the Avaya SBCE security product. For the compliance
test, one media rule (shown below) was created toward Session Manager and a default media
rule was used toward LifeX.
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To add a media rule in the Session Manager direction, from the menu on the left-hand side,
select Domain Policies > Media Rules. Click on the Add button to add a new media rule.

4 Domain Policies _
L default-high-enc
Application Rules

Border Rules DIEE=EIAIE
Media Rules SM-SRTP
Security Rules

Signaling Rules

Charging Rules

End Point Policy .

Session Border Controller for Enterprise AVAYA
EMS Dashboard Media Rules: default-low-med
Software Management ‘m| |m‘
Device Management
Backup/Restore
default-low-...
System Parameters erauitiow Encryption H Codec Prioritization H Advanced ‘ ‘ Qos |
Configuration Profiles default-low-m. ..

Preferred Formats RTP
Interworking
Symmetric Context Reset
Key Change in New Offer a

Video Encryption
Preferred Formats RTP hd

e Under Rule Name enter SM_SRTP.

e Click Next (not shown).

e Under Audio Encryption, Preferred Format #1, select
SRTP_AES_CM_128 HMAC_SHAL_80.

click Finish.

(See next page)

Under Audio Encryption, Preferred Format #2, select RTP.

Under Audio Encryption, uncheck Encrypted RTCP.

Under Audio Encryption, check Interworking.

Repeat the above steps under Video Encryption, if needed.

Under Miscellaneous verify that Capability Negotiation is checked.

Accept default values in the remaining sections by clicking Next (not shown), and then
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Media Encryption X

Audio Encryption

Preferred Format #1
Preferred Format #2
Preferred Format #3
Encrypted RTCP

MK,

Lifetime

Interworking
Symmetric Context Reset

Key Change in New Offer

Video Encryption

Preferred Format #1
Preferred Format #2
Preferred Format #3
Encrypted RTCP

MKl

Lifetime

Interworking
Symmetric Context Reset

Key Change in New Offer

Miscellaneous

Capability Negotiation

Leave blank to match any value.

Leave blank to match any value.

| SRTP_AES_CM_128 HMAC_SHA1 80 v |

|RTP

| NONE

]
O
[ ]
v
v
O

| SRTP_AES_CM_128_HMAC_SHA1_80 v |

|RTP

| NONE

U
U
[
O

/]

| Finish |
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For the compliance test, the default-low-med Media Rule was used in the LifeX direction.

7.11.3.

Media Encryption

“

Audio Encryption

Preferred Format #1 RTP bl
Preferred Format #2 NONE hd
Preferred Format #3 NONE v

SRTP Context Reset on SSRC Change
Encrypted RTCP
MKI

Lifetime o0
Leave blank to match any value

Interworking -

Video Encryption

Preferred Format #1 RTP bl
Preferred Format #2 NONE v
Preferred Format #3 NONE v

SRTP Context Reset on SSRC Change
Encrypted RTCP

WKL

lf;rae:}ei;TEnk to match any value E

Interworking -

Miscellaneous

Capability Negotiation

Finish

Signaling Rules

For the compliance test, the default signaling rule was used.

Add

Signaling Rules

default

MNo-Content-Type-Ch...

Signaling Rules: default

Clone

It is not recommended to edit the defaults. Try cloning or adding a new rule instead.

General | | Requests | | Responses || Request Headers | | Response Headers || Signaling QoS || ucip |

Requests Allow
MNon-2XX Final Responses Allow
Optional Request Headers Allow
Optional Response Headers Allow
Requests Allow
MNon-2XX Final Responses Allow
Optional Request Headers Allow
Optional Response Headers Allow

4

Content-Type Policy
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7.12. End Point Policy Groups

End Point Policy Groups associate the different sets of rules under Domain Policies (Media,
Signaling, Security, etc.) to be applied to specific SIP messages traversing through the Avaya
SBCE. Please note that changes should not be made to any of the default rules used in these End
Point Policy Groups.

7.12.1. End Point Policy Group — Enterprise

To create an End Point Policy Group for the enterprise, select End Point Policy Groups under
the Domain Policies menu and select Add.

Session Border Controller for Enterprise AVAYA

+ Domain Policies Policy Groups: default-low

Application Rules | Add | | Clone |

Border Rules Policy Groups Itis not recommended to edit the defaults. Try cloning or adding a new group instead.
Media Rules default-low

. Hover over a row to see its description.
Security Rules

default-low-enc

Signaling Rules Policy Group
default-med

Charging Rules

End Point Policy default-med-.
Groups

‘ Summary ‘

default-high

Order Application Border Media Security  Signaling Charging

Session Policies

default-high-
TLS Management erauithign-e
default-

Network & Flows avaya-def-lo. .. default default \owEj ciﬁi_ault— default None Off Edit
me

DMZ Services avaya-def-hig...

Monitoring & Logging e

Enter an appropriate name in the Group Name field and click Next.

Policy Group X

Group Name |SM—InternaI |

| Next |
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Under the Policy Group tab enter the following:
e Application Rule: 2000 Sessions (Section 7.11.1).
e Border Rule: default.
e Media Rule: SM-SRTP (Section 7.11.2).
e Security Rule: default-low.
e Signaling Rule: default (Section 7.11.3).

e Click Finish.
Application Rule [2000 Sessions v
Border Rule | default v ‘
Media Rule | SM-SRTP v

Security Rule

| default-low v |

Signaling Rule | default V\
Charging Rule
RTCP Monitoring Report Generation | Off V\
| Finish |
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7.12.2. End Point Policy Group — Service Provider

To create an End Point Policy Group for the Service Provider, select End Point Policy Groups
under the Domain Policies menu and select Add. Enter an appropriate name in the Group
Name field and click Next.

Policy Group X

Group Name LifeX-External

| Next |

Under the Policy Group tab enter the following:
e Application Rule: 2000 Sessions (Section 7.11.1).
e Border Rule: default.
e Media Rule: default-low-med (Section 7.11.2).
e Security Rule: default-low.
e Signaling Rule: default (Section 7.11.3).

e Click Finish.
Application Rule [2000 Sessions v|
Border Rule | default v |
Media Rule | default-low-med V‘
Security Rule | default-low v |
Signaling Rule | default V‘
Charging Rule
RTCP Monitoring Report Generation | Off V‘
[Finish
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7.13. End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy group which contains several rules concerning processing, privileges, authentication,
routing, etc. Once routing is applied and the destination endpoint is determined, the policies for
this destination endpoint are applied. The context is maintained, so as to be applied to future
packets in the same flow. The following screen illustrates the flow through the Avaya SBCE to
secure a SIP trunk call.

IP-PBX

J

“Call Server to Call Server” Applied “Trunk Server to
SBC” Flow Policy Group Routing SBC” Flow
"Cg\l Server” “Call Server to Applied “Trunk Server”
Policy Group SBC” Flow Rolting Policy Group

“Trunk Server”
Policy Group

“Trunk Server to
SBC” Flow

Avaya SBCE

J

SIP Trunk Service Provider

The End-Point Flows defines certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise or outside of the enterprise.

7.13.1.

End Point Flow — Enterprise

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown).

y R 1 A e

Configuration Profiles
Services

Domain Policies

TLS Management
Network & Flows

Netwark
Management

[

Media Interface
Signaling Interface
End Point Flows
Session Flows
Advanced Options
DMZ Services
Menitoring & Logging

Session Border Controller for Enterprise

* End Point Flows

Subscriber Flows || Server Flows |

AVAYA

Modifications made {o a Server Flow will only take effect on new sessions.

Hover over a row to see its description.

| Add |

SIP Server: Avaya-SM-TLS

URI Received
Group Interface

Signaling
Interface

Priorty

Flow Name

To Avaya-SM . Sig- Sig-
Flow External Internal

End
Point
Policy
Group

SM-
Internal

Routing
Profile

ToLifeX-
TLS

View Clone Edit Delete
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The screen below shows the flow named To Avaya-SM Flow created in the sample
configuration. The flow uses the interfaces, policies, and profiles defined in previous sections.
Note that the Routing Profile selection is the profile created for LifeX in Section7.9.1, which is
the reverse route of the flow. Click Finish (not shown).

Edit Flow: To Avaya-SM Flow X

Flow Name

SIP Server Profile

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script

Remote Branch Office

| To Avaya-SM Flow

| Avaya-SM-TLS v |

' Sig-External v |

\ Sig-Internal V|
Media_Int

| SM-Internal v

ToLifeX-TLS ~ v|

 default v |
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7.13.2. End Point Flow — Service Provider

A second Server Flow with the name To LifeX Flow was similarly created in the LifeX
direction. The flow uses the interfaces, policies, and profiles defined in previous sections. Note
that the Routing Profile selection is the profile created for Session Manager in Section 7.9.2,
which is the reverse route of the flow. Also note that there is no selection under the Signaling
Manipulation Script field. Click Finish (not shown).

Edit Flow: To LifeX Flow

Flow Name

SIP Server Profile

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script

Remote Branch Office

[ To LifeX Flow

| LifeX-SBC-TLS v |

!
<

| Sig-Internal v |

| Sig-External V|

Media Ext v

None ~

| LifeX-External v

| ToAvayaSM-TLS v |
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8. Configuration of Frequentis AG 3020 LifeX

This section describes the configuration of both the LifeX server and the Oracle Session Border
Controller in order to connect to the Avaya Session Border Controller for Enterprise.

8.1. LifeX 3020

This section shows the steps necessary on the LifeX server to facilitate the connection to the
Avaya Session Border Controller.

8.1.1. System Access

Access the LifeX Configurator by using a web browser and entering the URL https://<ip-
address>/lifex-configurator/?tenant=<tenant name>, where <ip-address> is the IP address of web
server belonging to each LX instance (DCA/DCB/RefSys...) and <tenant name> is shortcode of
each tenant (SECAMB,NEAS...).

8.1.2. Incoming Calls Configuration

For incoming calls configuration, SYSTEM as <tenant name> was used. Navigate to section
Incoming SIP event routing and click Create new incoming routing rule (not shown). Define to
which Tenant, from all available tenants, incoming calls should be routed from specific Calling
host, in this case devconnect.local.

FREQUENTIS 3020Life) 90003 AM
Configurator

Search & | Incoming SIP event routing

Tenant

-

Cance
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8.1.3. Outgoing Calls Configuration

For outgoing calls configuration, specific site as <tenant name> was used, in this case SECAMB
tenant was used.

First navigate to Trunking = Trunks in the left window and click create new trunk (there is a +
on the button). Name the new trunk and select Telephony as Trunk type. Enable endpoint
monitoring and set Monitoring interval and Response timeout. At the end configure endpoint
in the format <ip-address>:5061, where <ip-address> is IP of SBC SIP interface INT_PHONE
dedicated for media flow between LifeX and the Oracle SBC. Realm INT_PHONE is described
in Section 8.2.

Note: Some sensitive information has been blocked out from some of the screen shots.

a  Trunks

v Radio (TETRA

3

S 8

o 2 2
-
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After trunk is created navigate to Outgoing phone call trunk assignment and click create new
rule. Name the new rule and select to which LifeX Roles shoud be Assigned.

Scroll down to the bottom and select the telephony trunk that was created in the previous step
from the Trunk drop down. A range of allowed phone numbers for outgoing phone calls is also
defined. To have the possiblity of calling any number, leave Number range from and Number
range to empty.

Target call matching rules

Number of digits

Nurmber range from

Routing rules

Trunk Strip Prepend Pattern to be repl d Repl. nent sequen

4
]
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Default CLIP configuration is under the System - Telephony in the left window. Typically this
would be the “main number” associated with the system.

QUENTIS 3020Life) 93408 AM

Configurator

chone Q  Telephony

~ Systemn
Users Frequent caller evaluation interva
Roles )
24

Workspaces

=nhany . o I T
Telepheny Default calling line identification presentation (CLIP)
Contact directory Szlect what kind of prone extension shall be used for the default CLIR

iz TR T oy prry
Chat summary templaies

~ Conversations

8.2. Oracle SBC-E

Frequentis use an SBC-E from Oracle as a SIP trunk between LifeX system and 3™ party sites.
The reason is that Frequentis systems are more and more connected to customer equipment via
IP (SIP trunks) instead of traditional legacy lines.

A session border controller (SBC) is a device regularly deployed in Voice over Internet
Protocol (VVolIP) networks to exert control over the signaling and usually also the media streams
involved in setting up, conducting, and tearing down telephone calls or other interactive media
communications.

8.2.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Also, the command line interface can be accessed using a ssh client
i.e., “PuTTY?”. Log in using the appropriate credentials.

ORACLE

Welcome to Enterprise Session Border Controller

Username:

Password:

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 65 of 89
SPOC 6/28/2021 ©2021 Avaya Inc. All Rights Reserved. LifeX_SM81_SBC



The screen shot below shows the interface using PUTTY.

Once logged in, on the top of the screen, 5 tabs shoud be visible. The Home tab is a dashboard
where widgets can be added from Wigets tab.

ORACLE

mt:onfiguration Monitor and Trace Widgets System

System health table

Synchronization health

< Refresh == Add widget

Switch over log

Name Value
Health score 100
State Active
Peer name TTTT T osBC T
Feer state Standby
Peer health score 100
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The Configuration tab provides a graphical display of the same objects and elements that can
be accessed by CLI. Also, it provides some configuration Wizards and Commands.

ORACLE

Home Monitor and Trace Widgets System

B Save {4} Wizards - 4} Commands -~

Configuration objects

P media-manager Name Description

’ security access-control Configure a siatic or dynamic access control list
b session-router account-config Configure Quality of Service accounting

P system certificate-record Create, generate, and import a certificate

The Monitor and Trace tab displays the results of filtered SIP session data from the SBC. It
supports the summary reports.

e Sessions

e Registrations

e Subscriptions

e Notable Events

Double-click on a line entry opens the Ladder Diagram window with session details, not shown
here but described in the verification steps in Section 9.4.2.

ORACLE

Home Configurn(ionW\zlgelS System

SIP Session Summary

Registrations Search Criteria: All
Subscriptions Refresh Search Export summary
NoHElEEvent start Time state call ID Request URI From URI To URI Ingress Realm | Egress Realm  Duration Notable Event

2021-06-02 14:54.03.233 TERMINATED... fd5729fec3a941eb944el... sip.7004@devconnectiocal "PSTN-Caller-ONE" <sip: =sip:7004@devconnectlo... EXT_PHONE EXT_PHONE 7

The Widgets tab contains a list of all available widgets that can be used to view system data and
statistics. A license can be added here under System - Licenses.

ORACLE
Home Configuration Monitor and Trace @ System
P Favorites Favorite widgets
P Media Name Description
> Signalling Alarms table Displays existing alarms and allows the user to clear them
> System Current memory usage pie graph Pie graph displays curreni percentage of free and allocated memory.
Editing configuration short show configuration short - Displays the modified attributes only in the editing configuration
MECD realms show mbcd realms - Displays statistics of all MECD Realms
Sessions show sessions - Displays session capacity for license and session use
System heslth table System health table
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The System tab provides the following ways to manage files on the system.
File Management

Force HA switchover

Reboot

Support Information

Upgrade software

Home Configuration Monitor and Trace Widgets Eﬂ

ORACLE

File management File Management
Force HA switchover ; .
File type: Backup configuration -
Reboot
Support informaton Refresh | Upload Backup

Upgrade software Name

8.2.2. System configuration
The basic system configuration is configured under Configuration->Objects—> System.

ORACLE

Home Monitor and Trace Widgets System

B Save {F Wizards- 4} Commands -

¥ Objects Modify System config
) media-manager
’ security Hostname: Babm il OF -
P session-router Description:
4 system
capture-receiver
fraud-protection Location:
host-route
htp-client Mib system contact:
http-server Mib system name:
network-interface Mib system location:
network-parameters Acp TLS profile: =
ntp-config
phy-interface SNMP enabled: 4
redundancy-config Enable SNMP auth traps:

snmp-address-entry
snmp-community
snmp-group-entry

Enable SNMP syslog notify:

Enable SNMP monitor traps:

snmp-user-entry Enable env monitor traps:
snmp-view-entry Enable mblk_tracking:
[ AEEAT ) Enable I2 miss report: v
system-access-list
system-config Syslog servers
threshold-crossing-alert-group Add
trap-receiver Address Port Facility
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The management IP is set during the OVF deployment. This can be changed using the CLI
command bootparam. It is interface wancomoO.

igure)# bootparam

These commands can be run from the CLI command or, as displayed on the screen from the
previous page, can be run from the GUI.

e system-config: set hostname and default gateway to be used.
e snmp-community: configure SNMP communities and IPs of monitoring servers
(Zabbix).
¢ redundancy-config: a routing policy for SIP failover — primary and secondary node of
HA cluster.
e phy-interface: add or edit interfaces for management and media.
wancoml is dedicated for HA failover - operational type Control
INT is dedicated for internal media flow - operational type Media
EXT is dedicated for external media flow - operational type Media
e ntp-config: clock sync.
e network interface: set IP for physical interface, public IP (EXT) 10.11.180.180 - 3"
party, private IP (INT) X.X.X.X — LifeX
e host-route: routing table; 3" party route: destination networks =10.13.2.0/24;
10.13.4.0/24, Gateway 10.11.180.254
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8.2.3. Security — TLS configuration

Frequentis use secured communications between LifeX and 3rd party vendors (PBX, VR) as
standard practice. For this to happen, it is required to have configured a certificate record and

imported a certificate issued by 3" party.

To create a certificate record, navigate to Configuration—->Objects->security—>certificate-
records in the left window. There are two records present, one for private certificate (signed a
generated CSR of SBC-E by CA) and root certificate of Certification Authority (in this case it is

the Avaya System Manager).

ORACLE

Home Monitor and Trace Widgets System

5 Save ¥ Wizards- 4 Commands-

media-manager

Name Country
media-policy AVAYA-SM UK
realm-config AVAYA-SM_CA (LKe

steering-pool
4 security
tis-global
tls-profile
) session-router

Objects Certificate record
4 media-manager Search Criteria: All
codec-policy Add Edit Copy Delete Delete All Upload Download | Generate Import

Locality
Reference
Reference

Organization Unit
ARP
ARP

Create a TLS profile where both certificate records are used by clicking on tls-profile in the left
window. How to apply this TLS profile is described in Section 8.2.5.

ORACLE

Home KRR Monitor and Trace  Widgets  System

B Save % Wizards+ £t Commands -

4 Objects TLS profile
4 media-manager Search Criteria: All
codec-policy Add Edit Copy Delete Delete All Upload Download

media-manager Name End entity certificate Trusted ca certificates

media-policy AVAYA AVAYA'SM AVAYA-SM_CA
realm-config

steering-pool
4 security

certificate-record
is-global
tis-profile

Cipher list
ALL

Verify depth
10

Search
Mutual authenticate TLS version
disabled tisv12
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8.2.4. Media Manager — REALM Config

Realms are a logical distinction representing routes (or groups of routes) reachable by the SBC
and what kinds of resources and special functions apply to those routes. A REALM must be
seen as an “area” / “territory” / “region”. It may include multiple session agents and / or SIP
interfaces.

There are four realms created, two for LifeX (using the network interface for internal media flow
described in Section 8.2.2) and two for 3" Party (using the network interface for external media
flow described in Section 8.2.2). All realms reference network interfaces on the SBC.

To create a new realm, navigate to Configuration->Objects>media manager->realm-config
in the left window.

ORACLE

Home [JEUIMETSN Monitor and Trace  Widgets  System

B Save {§ Wizards- £ Commands

|4 Objects Realm config
4 media-manager Search Criteria: Al
codec-policy Add Delete All | Upload | Download Search

media-manager Identifier Description Addr prefix Network interfaces Mm
media-poiicy In reaim In network same ip

EXT_PHONE SIP PABX provider 0.000 EXT.04 enabled enabled enabled
steering-pool

4 security
certificate-record
tls-global
Hs-profile

EXT_RECORDER VR Provider 0.0.00 EXT04 enabled enabled enabled
INT_PHONE LifeX 0000 INT:0.4 enabled enabled enabled
INT_RECORDER LifeX 0.0.00 INT:0.4 enabled enabled enabled

To define a set of ports that are used for steering media flows, click on steering-pool. A set for
every realm is defined.

ORACLE

B Save & Wizards - £} Commands

4 opjects
4 media-manager
codec-policy
media-manager =

Delete All | Upload | Download Soarch

add start port End port Realm ID Network interface
medk-poicy 10.11.180 180 8192 8448 EXT_PHONE EXT:04
[T contg 10.11.180.180 2440 8704 EXT_RECORDER EXT:0.4

Eleseting: pocy 10112150 30000 30100 INT_PHONE INTO.4

4 security
cerificate-record
tis-global

10.11.21.50 31000 31100 INT_RECORDER INT.0.4

8.2.5. Session Router

Session Router provides high-performance SIP routing with scalable routing policies that
increase overall network capacity and reduce cost. It plays a central role in Oracle’s open session
routing architecture and helps service providers build a scalable, next-generation signaling core
for SIP-based services.

SIP agents are created to specify the IP addresses and ports in which the SBC-E will listen for
signalling traffic in the connected networks. SIP agent defines a signaling endpoint.
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To create a new Session agent, navigate to Configuration->Objects—>session-router->session-
agent in the left window.

Two session agents are created for the LifeX testing environment (two media servers working as
HA failover cluster) with UDP/TPC transport method. Both of these have the Realm ID set to
INT_PHONE, the Port is set to 5060. There is one session agent for the Avaya SBCE with the
IP address set to that of the Avaya SBCE. Clicking on this will open the window at the bottom
of the screen where some further details can be observed.

ORACLE

Home Cnnﬁgllra!inn Monitor and Trace  Widgets ~ System

H Save ¥ Wizards. f Commands -

DR 2Tl Sem e
realm-config
steering-pool Add Edit Copy Delete | Delete All | Upload | Download

4 security Hostname 1P address Port State App protocol Reaim ID
certificate-record AVAYA-SM 10.10.40.121 5061 enabled SIP EXT_PHONE
tIs-global

5060 enabled L INT_PHONE

T=7es 5060 enaled siP INT_PHONE

|4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile

A suitable name if given for the Avaya SBCE with the IP address set to that of the Avaya SBC
which is 10.10.10.121, the Realm ID is set to EXT_PHONE, with the Port set to 5061. The
Transport method is set to StaticTLS.

ORACLE
Home Meonitor and Trace Widgets System
B Save 4} Wizards - 4} Commands -
4 Objects Modify Session agent

) media-manager

» security Hostname: AVAYA-SM

4 session-router IP address: X PRFE
access-control Port: 5061 (Range: 0, 1025..65535)
account-config Y -
account-group State: =
allowed-elements-profile App protocol: sIP v

P class-profile App type: =
diameter-manipulation
enforcement-profile Transport method: StaticTLS h
enum-config Realm ID: EXT_PHONE -
filter-config Egress Realm ID: -
P h3z3 o

home-subscriber-server Description: DevConnect Avaya Sh
http-alg
iwf-config
Idap-config Match identifier
local-policy Add
local-response-map Identifier rule Match value
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent-id-rule
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A Session-group includes the session agents of both media servers from the LifeX testing
environment. Session agent group (SAG) contains individual session agents. Members of a SAG
are logically equivalent (although they might vary in their individual constraints) and can be used
interchangeably. An allocation strategy is applied to the SAG to allocate traffic across the group
members. Session agent groups also assist in load balancing among session agents.

To add a new session group, navigate to session-router->session-group in the left window.

ORACLE

Home Monitor and Trace  Widgets  System

B Save % Wizards~ % Commands -

media-polcy Semnrone
realm-config
steering-pocl Add Edit Copy | Delete | DeleteAll | Upload | Download Search
4 security Group name Description State App protocol Strategy Dest Trunk grou
certificate-record
fis-global Tty enabled sIP LeastBusy [oianiahitiatioh | ettt

tis-profile

4 session-router
access-control
account-config
fiiter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group

Local policy indicates where session request messages, such as SIP INVITES, are routed and/or
forwarded. A local policy can be used to set a preference for selecting one route over another.
For the Avaya Realm “EXT_PHONE?”, there is set the policy to forward all calls from 3™ party
to any number of LifeX Reference system — SAG group (cluster of media servers — Realm ID
INT_PHONE) dedicated for LifeX testing environment.

ORACLE

Home Monitor and Trace Widgets System

IS Save % Wizards - 4f Commands -

S —
media-policy
realm-config
steering-pool From address: Add

A security
certificate-record
tis-global
tis-profile

4 session-router
access-control
SO To address:
filter-config Add
Idap-config

local-routing-config

media-profile

session-agent

session-group

session-recording-group

“| Modify Local policy

Source realm:

session-recording-server Add
session-transiation EXT_PHONE
sip-config

sip-feature

sip-interface

sip-manipulation
sip-monitoring

translation-rules Description: PBX -= Reference [DCER]
4 system
fraud-protection
host-route Policy priority: none w
network-interface
Policy attributes
ntp-config
phy-interface Add Edit Copy Delete
redundancy-config Next hop Realm Action Cost
snmp-community sagDCBR-VF4-X.. INT_PHONE none 0
Al nfin
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SIP interface defines the transport sockets (IP address and port) upon which the SBC receives
and sends SIP messages. SIP interfaces support UDP/TCP/TLS/SCTP Stream Control
Transmission Protocol (SCTP) transport, as well as multiple SIP ports. A SIP interface can be
defined for each network or realm to which the SBC is connected.

Every SIP interface references a Realm ID, as shown below. In this case one SIP interface is
used for internal SIP communication with LifeX and one SIP interface for external SIP
communication with Avaya SBCE. These are added as TCP and TLS as described in Section
8.2.3.

The INT_PHONE sip interface is shown below. Frequentis use port 5061 with UDP transport
for communication between LifeX and the Oracle SBC.

ORACLE

Home ReGIGITEHGIE Monitor and Trace Widgets  System

H Save 4} Wizards - {# Commands -

comee o meen

media-policy
realm-config

“| Modify SIP interface
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steering-pool

4 security
certificate-record
tis-global
tis-profile

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-manipulation
sip-maonitoring

State:
Realm |D:

Description:

SIP ports
Add

Address Port
oot 5061

Nat traversal:
Registration caching:

Route to registrar:

Service tag:

4

INT_PHONE

Transport protocol
UDP

none

TLS profile

sip-config . o
sip-feature In manipulationid: v
sip-interface Out manipulationid: =

Allow anonymous

all
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The EXT_PHONE sip interface, which shows all three transport protocols configured for use.

ORACLE

Home Monitor and Trace Widgets System

H Save {} Wizards~ 4} Commands -

e D .
TR Modify SIP interface
realm-config

5 State: d
steering-pool
4 security Realm ID: EXT_PHONE v
certificate-record Description:
tis-global
tis-profile
4 session-router SIP ports
access-control
Add

account-config
filter-config Address Port Transport protocol  TLS profile Allow anonymous
Idap-config 10.11.180.180 5060 uDP all
local-policy 10.11.180.180 5060 TCP all
local-routing-config 10.11.180.180 5061 TLS AVAYA all
media-profile
session-agent R
session-group
session-recording-group Nat traversal: none -
session-recording-server Registration caching:
session-franslation Route to registrar:
sip-config o
sip-feature In manipulationid: -
sip-manipulation Service tag:
sip-menitoring
translation-rules
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SIP manipulation is confgured, as variances among SIP networks can degrade SIP services or
disrupt SIP operations. To resolve these variances, Header Manipulation Rules (HMR) are giving
network administrators the ability to control SIP traffic by manipulating SIP messages. The
manipulation of SIP messages is carried out because of functionality, security and 3™ party
requirements. Below is an example of the SIP manipulation used for compliance testing.

ORACLE

SO ST
media-policy
realm-config
steering-pool

4 security
certificate-record
tis-global
tls-profile

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
Session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface

sip-monitoring

translation-rules

B Save 4F Wizards- £} Commands -

-

Home EOGLITGINEGGLM Monitor and Trace Widgets System

Modify SIP manipulation

Name:

Description:

Split headers:

Join headers:

CfgRules
Add -

Name

NAT_plus_SIPREC

Hide SIF traffic behind SBC. Rewrite or

remove all sensitive fields.

Add

Add

Element type

HRE_MAT_MsgHdr_Contact_out header-rule
4 system HR_NAT_MsgHdr_Contact_in header-rule
fraud-protection HR_NAT ReqURI header-rule
host-route HR_NAT_MsgHdr_From header-rule
network-interface HR_NAT MsgHdr To header-rule
ntp—conﬁg AR P M
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9. Verification Steps

The following steps can be taken to ensure that connections between the Avaya platform and the

Frequentis platform successfully in place.

9.1. Session Manager Registration

Log into System Manager as per Section 6. Navigate to Elements and click on Session

Manager.

AVAYA

& Users v F Elements ~ % Services v Widgets v Shortcuts ~ - ‘ = | admin
Aura® System Manager 8.0
Avay
Home Routing Routing
. - Communication Manage: . - . -
System Resource Utilization o Application State Notifications
28
h Communication Server 1000 License Status Active
21
Deployment Type Whware
Conferencing
4 Multi-Tenancy DISABLED
7 OQOBM State DISABLED
- Hardening Mode Standard
0 . S p—
opt var emdata horme pgsq
W Critica
S N
Alarms Information Shortcuts
M Critica Major [l Indeterminate Elements Count  Sync Status Drag shorteuts here
Minor [l Warning
M ! -  Administrative..
Session Manager 1 [ ]
ance check failed; [The
Routing Lnces] failed the instan System Manager ! .
7
7 UCM Applications 8 [
Session Manager
_8 ys_ConfRefreshConfig f Current Usage:

Web Gateway Sl << s logs for more

Management Instance check failed; [The

10.10.40.60 following SM instancel(s) failed the instan
ce test: 10.10.40.57]
SM/BSM host name resolution failed; [Th
10.10.40.60 e following SM/BSM failed the Host Nam

e Resolution test: 10.10.40.57]

11/250000
USERS

1/50
SIMULTANEOUS ADMINISTRATIVE LOGINS
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Select the Avaya SBCE SIP Entity.

MAYA & Users v Elements v £ Services v Widgets ~  Shortcuts ~

Aura® System Manager 8.1

Session Manager
Monitored Entities

[] | Session Manager Type

Dashboard Down Partially Up
[ SM8ivmpg Core 17 o

Session Manager Ad... Select : All, None

Global Settings
All Monitored SIP Entities

Communication Prof... .
Run Maonitor

26 Items &

Device and Locati... ¥

—| | SIP Entity Name

Presence

Application Confi... v

breeze4oc37-sm100

breeze5o0c37-sm100

em Status

breeze6oc37-sm100

SIP Entity Monit... []  EP723(MPP)
breezelwspaces37-sm100
Managed Band... Il | SBCEforLifeX
] aacc?lx
Security Module... ] aaccZlspare

<

breezeldwspaces37-smi100

breeze3wspaces37-smi100

The SIP Entity should show as UP as it is shown below. The example below shows a connection
for both TLS and TCP; however, the TLS connection was the only connection used during
compliance testing.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session
Manager instances to a single SIP entity.

Status Details for the selected Session Manager:

All Entity Links to SIP Entity: SBCEforLifeX

Summary View

2 Items i Filter: Enable

Session Manager Name Session Manager IP Address Family SIP Entity Resolved IP Port Proto. | Deny Conn. Status | Reason Code |Link Status

SM31vmpg IPvd 10.10.40.120 5060 TCP FALSE up 200 OK UP
SMa1vmpg IPva 10.10.40.120 5061 TLS FALSE up 200 OK up
Select : None
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9.2. Avaya SBCE Verification

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: This screen provides information about the health of the SBC.

Device: sbceforfrequentis v Alarms | Incidents Statusv Logsv  Diagnostics Users Settings v Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Device Management

Software Management
Device Management

Backup/Restore Devices U Updates H SSL VPN H Licensing H Key Bundles H License Compliance

System Parameters

. ) Device Name A LEgEILE Version  Status

Configuration Profiles 1P
Services 8.1.2.0-

) . sbeeforfrequentis  10.10.41.120  31- Commissioned Reboot Shuidown Restart Application View Edit Uni
Domain Policies 19809
TLS Management R
Network & Flows
DMZ Services

Monitoring & Logging

The following screen shows the Alarm Viewer page.

Device: shceforfrequentis v Help

Alarm Viewer AVAYA

Alarms

v ID Details State Time Device

No alarms found for this device.

| Clear Selected || Clear All
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Incidents: Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms  Incidents  Status v Users

Device: sbceforfrequentis v

Logsv  Diagnostics Settings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard
Software Management
Device Management

Device Management

Devices H Updates u SSL VPN |_| Licensing |_| Key Bundles u License Compliance

Backup/Restore
System Parameters
. . Device Name LG SEILE Version  Status
Configuration Profiles P
Services 8.1.2.0-
) . shceforfrequentis  10.10.41.120  31- Commissioned Reboot Shutdown Restart Application View Edit Uni
Domain Policies 19809

TLS Management
Network & Flows
DMZ Services
Monitoring & Logging

The following screen shows the Incident Viewer page. The incidents can be filtered as shown
below. The example below also includes some old incidents that occurred during the setup phase.

Device /Al v| Category|All v| | Clear Filters Refresh || Generate Report |
All
Authentication 15 out o 2000.
Black White List
DoS
.| High Availability BYE Message Out  General Method not allowed
610932075767040  sbeeforfrequentis Media Anomaly Detection  ancy of Dialog QOut-Of-Dialog
Policy
810768124193448  sbeeforfrequentis | Protocol Discrepancy Message Dropped oo a0 Hatched for
RSA Authentication
.| Scrubbing No Server Flow Matched for
810768121194248 sbceforfrequentis Spam Message Dropped Outgoing Message
TLS Certificate
No Server Flow Matched for
810767941196221  sbceforfrequentis E_NS _ Message Dropped o 1ocing Message
icensing
TURN/STUN
No Server Flow Matched for
810767938196216  sbeeforfrequentis | cgg Proxy Message Dropped Outgoing Message
Accounting
| WebUA No Server Flow Matched for
810767935196734  sbceforfrequentis e Message Dropped Outgoing Message
. May 20, 2021, . No Server Flow Matched for
810767932197492  sbceforfrequentis T:3¥:44'PM : Policy Message Dropped Outgoing Message
- May 20, 2021, - No S Flow Matched fi
810767929196227  sbceforfrequentis T'%'SSPM : Policy Message Dropped Oﬂmgir:grmpz\gmf ched for .
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Device: sbceforfrequentis v Alarms  Incidents  Statusv  Logsv  Diagnostics = Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Device Management

Software Management
Device Management
Backup/Restore

Devices H Updates |_| SSL VPN H Licensing |_| Key Bundles H License Compliance

System Parameters

. ) Device Name AElE g LI Version Status
Configuration Profiles P
Services 8120-
) . sbceforfrequentis 101041120 31- Commissioned Reboot Shutdown Restart Application View Edit  Uni
Domain Policies 19809

TLS Management
Network & Flows
DMZ Services
Menitoring & Logging

The following shows a Full Diagnostic test being performed.

Diagnostics AVAYA

Full Diagnostic H Ping Test ‘

Outgoing pings from this device can only be sent via the primary IP {determined by the OS) of each respective interface or VILAN.

| Start Diagnostic |
Task Description Status
’ M1 is operating within normal parameters with a full duplex
o EMS Link Check connection at 1Gb/s.
: . A1 is operating within normal parameters with a full duplex
o SBC Link Check: At connection at 1Gb/s.

Ping: SBC (A1) to -
o 9 Gate\fvay)(m 1040 1) Average ping from 10.10.40.121 [A1] to 10.10.40.1 is 0.556ms.

Ping: SBC (A1) to . .
o Primary DNS (10.10.40.1) Average ping from 10.10.40.121 [A1] to 10.10.40.1 is 0.637ms
o Ping: SBC (A1) to

Secondary DNS (10.10.40.5) Average ping from 10.10.40.121 [A1] to 10.10.40 5 is 0.865ms.
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9.3. Observe the connection using the Avaya Session Border
Controller for Enterprise tracesbc tool

By opening PUTTY and connecting to the Avaya SBCE, a traceSBC tool can be run by typing in

tracesbc, the following shows the OPTIONS and 200 OK messaging being passed back and

forth which signals that the devices are connected and sending/receiving SIP messages. When

calls are made the SIP messaging can be analysed here also.

sbeeforfrequentis - traceSBC - Captured: 8 Displayed: 8

|| stp: 200 ok (opTIONS)

Capture filter: <NO FILTER>»
Display filter: <HNO FILTER>
PPM S5TUN TLS5 WEBRTIC AMS LDAP s=5top g~{uit ENTER=Details (f=Filters
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9.4. Verify LifeX 3020
This section shows the steps that can be taken to verify the connection from the LifeX side.

9.4.1. Frequentis LifeX

To verify a SIP trunk (SBC), access the LifeX dashboard webpage by using
https://<IP_address>:<port>/monitor/dashboard/ where IP is the business main server of LifeX
reference environment and port is the monitoring service running on it.

The overall status is either Online or Degraded and the State below shows ONLINE.

[} Enterprise Session Border Contre X (B3 Frequentis 3020 LifeX Dashboard X +

€« C & SNSRI cnitor/dashboard,
Logged In Sessions Logged In Session Details Search
Tenant *  loginName userName roleName loggedinTime mepUri mepState Operational State workspaceToken
»»»»»»»» Miroslay Kopcansky undefined 2021-05-HT08:42:484 112 undefined undeined undefined
Phone Calls Phone Call Details Search
Established/Total

( ) Tenant . operator role workspace

SIP Trunk states Search

Tenant Trunk Name Trunk Type Strategy Capacity Overall State

o+ ~ -

9.4.2. Frequentis Oracle SBC
From the Oracle SBC, on the Home tab, widgets can be added dedicated for monitoring.
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ORACLE

m{‘mﬂquml\eu Monitor and Trace  Widgets  System

2 Refresh 4 Add widget

System health table

Healtn scare.
State

Paar name.
Pesr state
Peer healih score

Atarms

Clear All

iy Descr

ms occumed at s e

Switch over log

Value
100

Actve
DCBR.VF4-58C-12
Standoy

100

First occurred Last occurred

ORI

OOEECIES

Count

Platform cpu-load

Timestamg: 17:15:57

o
CPU 80 load o
CPU 81 load o
U 82 1oag e
PU 83 loaa 15

Current memary usage

jed 2021-06-09

P xER=

OOCECTRIE

W Aliocated
W Free

17:16
Sessi

57-57

Inboung Sessions
Rate Excarasd
tum £
Burst Rate
Reg Rate Exceeded
Reg Burst Rate

Outbound Sessians

it individual (AVAYA-SM)

i ABeNt AVAYA-SHEXT_FHON

[In Service]

Pericd -

High
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Some examples of these widgets include:
System health table — where the cluster health is observed.

System health table

Synchronization health | Switch over log

Name Value

Health score 100

State Active

Peer mame DCBR-VF4-5BC-12
Feer state Standby

Peer health score 100

1] =] S

Alarms — describes any issue or problem.

Alarms
Clear All
Severity Description First occurred Last occurred

Mo alarmz occurred at this time

S R =)

Count
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Platform cpu-load — shows the utilization of the CPU.

Platform cpu-load

Total load
CPU @8 load
CPU @1 load
CPU 82 load
CPU @3 load

B
8%
a%
B
1%

Timestamp: 17:15:57 Wed 20821-86-089

el [ =] 1 Al

Agent individual — monitors the SIP connection.

17:16:57-57

Agent individual (AVAYA-SM)

Session Agent AVAYA-SM{EXT_PHONME) [In Service]

G e = S

-- Period -- -------- Lifetime --------

Active High Total Total PerMax High

Inbound Sessions 8 8 a 16 3 1

Rate Exceeded - - a & B -

Mum Exceeded - - a g 8 -

Burst Rate B B a e B 1

Reg Rate Exceeded - - a e 5 -

Reg Burst Rate 8 @ a B 8 a

Qutbound Sessions @ 5 a 2 1 1

ate Exceesded - - a % 8 -

Num Exceeded - - a e B -

Burst Rate 8 B a % 8 1

Reg Rate Exceeded - - a 5 B -

Local Contacts B B a % B a

HMT Entries @ @ a @ @ a

Hon-HHNT Entries 8 8 a a 8 a =
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For troubleshooting of a potential failed SIP session, use SIP Session Summary from Monitor
and Trace. Double-click on a session to open a diagram with useful information of the SIP flow.

Home Configuration Monitor ELULRICEN Widgets  System
i Sslzr;eg:‘i:g ihlmmary Ladder Diagram for Session - 18 X
[+] Session Summary

Refresh | Search | Show al

Start Time stal 2021-06-02 14:54:03 233 > INVITE (1) e -
| 2021-06-02 14'54:03.233 TEq 2021-06-02 14:54.:03.233 — Status: 100 (1)
2021-06—0214 53 51 019 e TEF 2021-06-02 14'54:03 235 MEDIA FLOW ADD, ID=33556437, DIRECTION=CALLING

2021-06-02 14:53.47.179 TER 2021-06-02 14:54.:03 235 MEDIAFLOW ADD, ID=33556438, DIRECTION=CALLED

2021-06-02 14:53-12.770 TER 2021-06-02 14:54.03.235 EGRESS ROUTE, TYPE=, NEXT HOP=sip:7004@devconnect.local

2021-06-02 14:48:44.038 TER 2021-06-02 14:54:03 235 —* INVITE (1) —
2021-06-02 14:45:57.102 TER 2021-06-02 14:54:03 238 — Siatus:100 (1) +
2021-06-02 14:45:51.005 TER 2021-06-02 14:54.03.250 — Siatus:180 (1) +
2021-06-02 14:43.41.230 TER 2021-06-02 14:54:03 250 +— Status:180 (1) +

2021-06-02 14:43:20.982 TER 2021-06-02 14.54.03.283 — Status:200 (1) +
2021-06-02 14:4312.982 TER 2021-06-02 14'54:03 284 MEDIA FLOW MODIFY, ID=33556438 DIRECTION=CALLED

2021-06-02 14:42:44.046 TER 2021-06-02 14:54.03 284 WMEDIA FLOW MODIFY, 1D=33556437, DIRECTION=CALLING

2021-06-02 14:4206.157 TER 2021-06-02 14:54.03.285 +— Status:200 (1) +

2021-06-02 14:38.08.716 TER 2021-06-02 14:54:03.308 — ACK (1) —

2021-06-02 14:36.12.108 TER 2021-06-02 14:54:03.308 — ACK (1) —
2021-06-02 14:35:36.151 TER 2021-06-02 14:54:10.808 — BYE (1) +
2021-06-02 14:35:19.088 TER 2021-06-02 14:54:10.808 +— BYE (1) +

2021-06-02 09:42:31.592 Fal 2021-06-02 14:54:10.881 — Status:200 (1) —

2021-06-02 09:39°51.928 Fal 2021-06-02 14'54:10.862 — Status200 (1) —

2021-06-02 14:54:10 863 MEDIA FLOW DELETE, 1D=33556437, DIRECTION=CALLING
2021-06-02 14:54:10.863 MEDIA FLOW DELETE, ID=33556438, DIRECTION=CALLED
SIP Message Details
[+] QoS Stats

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 87 of 89
SPOC 6/28/2021 ©2021 Avaya Inc. All Rights Reserved. LifeX_SM81_SBC



10. Conclusion

These Application Notes describe the configuration steps required for Frequentis AG 3020 LifeX
to successfully interoperate with Avaya Aura® Communication Manager R8.1 and Avaya
Aura® Session Manager R8.1 utilizing the Avaya Session Border Controller for Enterprise
R8.1.2. Please refer to Section 2.2 for test results and observations.

11. Additional References

This section references the product documentation relevant to these Application Notes. Product
documentation for Avaya products may be found at http://support.avaya.com.

[1] Deploying Avaya Aura® Communication Manager in a Virtualized Environment, Release
8.1.x, Issue 6, October 2020.
[2] Administering Avaya Aura® Communication Manager, Release 8.1.x, Issue 7, October 2020.
[3] Administering Avaya Aura® System Manager for Release 8.1.x, Issue 8, November 2020.
[4] Deploying Avaya Aura® System Manager in a Virtualized Environment, Release 8.1.x, Issue
7, November 2020.
[5] Deploying Avaya Aura® Session Manager and Avaya Aura® Branch Session Manager in a
Virtualized Environment, Release 8.1., Issue 4, October 2020.
[6] Administering Avaya Aura® Session Manager, Release 8.1.x, Issue 7, October 2020.
[7] Deploying Avaya Session Border Controller for Enterprise, Release 8.1.x, Issue 3, August
2020.
[8] Administering Avaya Session Border Controller for Enterprise, Release 8.1.x, Issue 3,
August 2020.
[9] Deploying and Updating Avaya Aura® Media Server Appliance, Release 8.0.x, Issue 11,
October 2020.
[10] Implementing and Administering Avaya Aura® Media Server. Release 8.0.x, Issue 11,
October 2020.
[11] RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/
[12] RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals,
http://www.ietf.org/

Documentation for Frequentis products can be obtained from Frequentis as follows.
e Web: https://www.frequentis.com/en/contact-us
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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