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Abstract

These Application Notes describe the configuration steps required for Resource Software
International Shadow Onsite Notification to interoperate with Avaya Aura Communication
Manager.

Resource Software International Shadow Onsite Notification is an E911 notification solution
that uses Properties Management System and System Access Terminal interfaces from Avaya
Aura® Communication Manager, to provide monitoring and notification of emergency calls.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Resource Software
International (RSI) Shadow Onsite Notification (OSN) 5.3.5 to interoperate with Avaya Aura®
Communication Manager 8.1.3.

Shadow OSN is an E911 notification solution that uses the Properties Management System
(PMS) interface from Communication Manager to monitor Crisis Alert emergency calls via the
PMS journal printer, and uses the RSI Winlink Remote BCMS application that interfaces with
Communication Manager via System Access Terminal (SAT) to obtain station location
information such as building, floor, and room associated with the emergency caller.

In the compliance test, simulated 911 emergency was configured via SIP trunk through Avaya
Session Border Controller for Enterprise.

The Shadow OSN software is for use with Communication Manager telephone system with the
Crisis Alert feature to be configured. The Shadow OSN product adds Onsite Notification event
generation to the telephone system. This feature when active will generate and deliver
notification messages for emergency call events. The notification messages can be delivered via
email, email to SMS, or to a network computer utilizing Windows popup/network messages.
Note that only email method was used during the testing.

2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the
Shadow OSN application, the application automatically connects to an assigned port of PMS and
obtains list of station in Communication Manager through SAT.

For the manual part of the testing, emergency calls were placed manually from the enterprise
station to the emulated PSTN.

The serviceability test cases were performed manually by disconnecting and reconnecting the
Ethernet connection to the Shadow OSN server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
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products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
the Shadow OSN did not include use of any specific encryption features as requested by RSI.

This solution uses the System Access Terminal (SAT) interface to interact with Avaya Aura®
Communication Manager or the Telnet/SSH interface to interact with other Avaya products.
While this solution has successfully completed Compliance Testing for the specific release levels
as described in these Application Notes, Avaya does not generally recommend use of these
interfaces as a programmatic approach to integration of 3rd party applications. Avaya may make
changes or enhancements to the interfaces in any subsequent release, feature pack, service pack,
or patch that may impact the interoperability of 3rd party applications using these interfaces.
Using these interfaces in a programmatic manner may also result in a variety of operational
issues, including performance impacts to the Avaya solution. If there are no other programmatic
options available to obtain the required data or functionality, Avaya recommends that 3rd party
applications only be executed during low call volume periods, and that real-time delays be
inserted between each command execution. NOTE: The scope of the compliance testing
activities reflected in these Application Notes explicitly did not include load or performance
evaluation criteria, and no guarantees or assurances are made by Avaya that the 3rd party
application has implemented these recommendations. The vendor of the 3rd party application
using this interface remains solely responsible for verifying interoperability with all later Avaya
Product Releases, including feature packs, service packs, and patches as issued by Avaya. For
additional details see Avaya Product Support Notices PSN002884u, PSN005085u, and
PSN020295u, available at www.avaya.com/support.
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2.1. Interoperability Compliance Testing

The interoperability compliance test included feature and serviceability testing. The feature
testing focused on verifying the following on Shadow OSN:

e Proper handling of Crisis Alert emergency call log record via PMS journal printer
e Proper obtainment of emergency callers’ location related information via SAT
e Proper delivering of emergency call notification to desired mailboxes via email

The serviceability testing focused on verifying the ability of Shadow OSN to recover from
adverse conditions, such as disconnecting/reconnecting the Ethernet connection to the Shadow
OSN server.

2.2. Test Results
All test cases were executed and completed successfully.

2.3. Support
Technical support on Shadow OSN can be obtained through the following:

e Phone: (800) 891-6014
e Email: support@telecost.com
e Web:  www.telecost.com
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3. Reference Configuration

As shown in Figure 1, RSI Shadow OSN server connects to Communication Manager through
Properties Management System (PMS). The testing utilizes simulated 911 emergency configured
via SIP trunk through Avaya Session Border Controller for Enterprise.

Session
Border
Controller
M
W
System Session S96xl SIPE
> —> ]
Manager Manager Endpoint
Communicaticon Soxl H323
Manager Endpoint
et s G450 Media Digital
cdid SeIver Gateway Endpoint

Figure 1: Compliance Testing Configuration

50f 25

KP; Reviewed: Solution & Interoperability Test Lab Application Notes
ShadowOSN-CM81

SPOC 8/5/2021 ©2021 Avaya Inc. All Rights Reserved.



4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software | Release/Version
Avaya
Avaya Aura® Communication Manager running 813
on
Virtual Environment (8.1.3.0.0.890.26568)
Avaya G450 Media Gateway 41.34.0
Avaya Aura® Media Server running on
. ) 8.0.1
Virtual Environment
Avaya Aura® Session Manager running on 8.1.3
Virtual Environment (8.1.3.0.813014)
Avaya Aura® System Manager running on 8.1.3
Virtual Environment (8.1.3.0.1011784)
Avaya Aura® Session Border Controller for 8.1.1
Enterprise running on Virtual Environment (8.1.1.0-26-19214)
Avaya 9611G IP Deskphone (H.323) 6.8304
Avaya J189 IP Deskphone (SIP) 4.0.7.1.5
Avaya 9408 Digital Deskphone 20.6
RSI Shadow OSN/CMS 5.3.5.0
RSI Winlink Remote BCMS application 1.1.10
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5. Configure Avaya Aura® Communication Manager
This section provides the procedures for configuring Communication Manager.

5.1. Configure Server Access

From a web browser, use the http://<ip-address>, where ip-address is the IP address of
Communication Manager URL to access System Management Interface for Communication
Manager. Log in using appropriate credentials.

AVA A Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

This Server: interopcm

Logon
Logon ID:
Logon
© 2001-2020 Avaya Inc. All Rights Reserved.
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Navigate to Administration / Server (Maintenance) - Security = Server Access and ensure
that the SAT over SSH (5022) is enabled. This is the port that Shadow OSN will connect to
Communication Manager to collect the required station information.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

This Server: interopcm

Server Access

IPSI Version The Server Access SMI page can be used to enable or disable SSH services, set the minimum TLS
Download 1PSI Firmware version number for various link types, and enable or disable Avaya Services Access.

Download Status

Activate IPSI Upgrade

Activation Status

SSH Server Access

Service Name Service State
Backup Now SSH Server (SCP/SFTP 22) @ gpaple O Disable
Backup History SAT over SSH (5022) ® Erable O Disable
Schedule Backup . L
e T High Priority SSH (2222) O gpable @ pisable
View/Restore Data
Restore History
e E Notes:
Administrator Accounts = The default firewall is configured to allow incoming connecticns on a service that is enabled

(see help for more information). However, this is not applicable if the firewall settings have
been altered manually and if so please make sure the firewall is configured correctly to allow
Change Password for the necessary incoming connections.

Login Reports

Server Access

Server Log Files

Firewall -

Login Account Policy

Minimum TLS Versions

Add a username for the Shadow OSN to connect to Communication Manager via SAT to obtain
the station location information.

Create a user account on Communication Manager by navigating to the Administer Accounts
page under Security from the left-hand pane and selecting the radio button Add Login and
Privileged Administrator. Click Submit to continue.
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System Management Interface (SMI)

AVAyA Avaya Aura® Communication Manager (CM)

Help Log Off

Administration / Server (Mzintenance) This Server: interopcm

NTE Canfiguration +«  Administrator Accounts -
Server Upgrades

Manzge Updates
IPSI Firmware Upgrades

IPSI Version Select Action:

Download IPSI Firmware

Download Status O] Add Login

Activate IPSI Upgrade ,_

Activation Status @ Privileged Administrator
Backup Mow
Backup History
Schedule Backup -
Backup Logs O web Access anly
View/Restore Data
Restore History

The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.

'D Unprivileged Administrator

O saT Access only

O cor Access anly

[FEEy () Business Partner Legin [dadmin)

Administr; unts -
Login Account Palicy O Business Partner Craft Login
Change Password -
Login Reports O custom Login
Server Access
Server Log Files O Change Login [ select Login ~ |
Firewall -

[ . i A
Instzll Root Certificate O Remave Login | Select Login |
Trusted Certificates -~ :

( ; : Select Login w
Server/Application Certificates O Lock/unlack Login | |
Certiticate Alarms O add Group
Certificate Signing Reguest ~
SSH Keys O remove Group [ Select Group v

Web Access Mask

[P . [ Submt ] [ Heis ] -

The Administrator Accounts -- Add Login screen is displayed. Enter a name to the Login name
field and enter desired password. Select Submit to save the change.

Help Log OFf Administration
Administration [ Server (Maintenance) This Server: interopcm
NTP Configuration « Administrator Accounts - Add Login: Privileged Administrator -
Server Upgrades

Mznzge Updates

IPSI Firmware Upgrades
IPSI Version

Download IPSI Firmware
Download Status Login name |5had0w |
Activate IPSI Upgrade
Activation Status Primary group —
Backup Now Additional groups (profile) | profis v |

Backup History . hell
Schedule Backup Linusx shel /bin/bash

This page allows you to add a login that is a member of the SUSERS group. This login has the greatest access privileges in the
system next to root.

Backup Logs
View/Restore Data
Restore History
Security

Administrator unts

Login Account Policy i none W
Cha_nge o Date after which account is l:l
Login Repaorts disabled-blank to ignare

Home directary /var/home/shadow

Lock this account ]

Server Access {YYYY-MM-DD)

Sy g (RS Enter password R |
Firewall

Instzll Root Certificate Re-enter passward | veeseees |
Trusted Certificates

Server/Application Certificates Force password change on .@

Certificate Alarms next lagin - Mo

Cartificate Signing Reguest () Yas

S5H Keys

Web Access Mask

iscellaneous - | Submit | | Cancel | | Help | -
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5.2. Verify License

The following configuration in Communication Manager was performed using the System
Access Terminal (SAT).

Log in to the System Access Terminal to verify that the Communication Manager license has
proper permissions for features illustrated in these Application Notes. Use the “display system-
parameters customer-options” command to verify that the Hospitality (Basic) and Hospitality
(G3V3 Enhancements) customer option is set to “y”” on Page 5. If this option is not set to “y”,
then contact the Avaya sales team or business partner for a proper license file.

display system-parameters customer-options Page 5 of 12
OPTIONAL FEATURES

Emergency Access to Attendant? y IP Stations? y
Enable 'dadmin' Login? y

Enhanced Conferencing? y ISDN Feature Plus? n

Enhanced EC5007? vy ISDN/SIP Network Call Redirection? vy

Enterprise Survivable Server? n ISDN-BRI Trunks? y

Enterprise Wide Licensing? n ISDN-PRI? vy

ESS Administration? y Local Survivable Processor? n

Extended Cvg/Fwd Admin? y Malicious Call Trace? y

External Device Alarm Admin? vy Media Encryption Over IP? y

Five Port Networks Max Per MCC? n Mode Code for Centralized Voice Mail? n
Flexible Billing? n

Forced Entry of Account Codes? y Multifrequency Signaling? y

Global Call Classification? y Multimedia Call Handling (Basic)? y

Hospitality (Basic)? y Multimedia Call Handling (Enhanced)? y

Hospitality (G3V3 Enhancements)? y Multimedia IP SIP Trunking? y
IP Trunks? y

IP Attendant Consoles? y
(NOTE: You must logoff & login to effect the permission changes.)

5.3. Configure Site Data

The following configuration in Communication Manager was performed using the System
Access Terminal (SAT).

To configure specific building codes and floor information for a site, use change site-data
command. On Page 1, add entries for building fields. For example, two entries of AAl and AA2
were added. On Page 3, add entries for floor fields. For example, one entry of AA1-F1 and
AA2-F1 were added.

change site-data Page 1 of 4
SITE DATA USER DEFINITION
VALID BUILDING FIELDS
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change site-data

SITE DATA USER DEFINITION
VALID FLOOR FIELDS

age 3 of 4

AAl-F1

AA2-F1
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5.4. Configure Station

Use add station n command to add a station, where n is an available station extension. This
station is a sample station that was used during compliance testing to dial emergency calls.
Configure the station as follows, on Page 1:

¢ In Name field, enter a descriptive name.
e Set Type to the type of the telephones.
e Enter a Security Code.

add station 3301 Page 1 of 6
STATION
Extension: 3301 Lock Messages? n BCC: O
Type: 9641 Security Code: * TN: 1
Port: S000011 Coverage Path 1: COR: 1
Name: H323-3301 Coverage Path 2: COS: 15
Unicode Name? n Hunt-to Station: Tests? y

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 3301
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 1
Survivable GK Node Name: lsp
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

One Page 4, enter the site data information, as shown below. The floor and building information
are configured based on the information configured previously.

add station 3301 Page 4 of 6
STATION
SITE DATA
Room: Ottawa Headset? n
Jack: J3301 Speaker? n
Cable: C-H32 Mounting: d
Floor: AAl-F1 Cord Length: 0
Building: AAl Set Color:

ABBREVIATED DIALING
Listl: List2: List3:

BUTTON ASSIGNMENTS

l:call-appr 5:manual-in Grp:
2:call-appr 6:after-call Grp:
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5.5. Configure Crisis Alert

Use change system-parameters crisis-alert command and set Every User Responds to y. Note
that the parameter “Every User Responds?” is enabled or not, the crisis alert is still sent out as
user places an emergency call, during the testing the configuration was enabled.

change system-parameters crisis-alert Page 1 of 1
CRISIS ALERT SYSTEM PARAMETERS
ALERT STATION
Every User Responds? y

ALERT PAGER
Alert Pager? n

5.6. Administer IP Node Names

Use the change node-names ip command to create a new node name for the server running
Shadow OSN. This node name is associated with the IP address of the server. In the sample
configuration ShadowOSN was used for the name and 10.33.100.51 was used for the IP address.
Also, take note of the node name procr. It will be used in the next step. The procr entry on this
form was previously administered.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
AMS1 10.33.1.30
CMS19 10.33.1.18
procr 10.33.1.6
ShadowOSN 10.33.100.51

5.7. Configure PMS_JOURNAL Port

Use the change ip-services command to define the PMS_JOURNAL service on
Communication Manager. Shadow OSN will listen on this port to capture any emergency alerts
that will be generated by Communication Manager. To define a PMS_JOURNAL service,
provide the following information:

e Service Type: PMS_JOURNAL
e Local Node: procr, that is the processor Ethernet of Communication Manager.
e Local Port: 0
e Remote Node: ShadowOSN
e Remote Port: 8901, the remote port may be set to a value between 5000 and 64500
inclusive, and must match the port configured in Shadow OSN.
change ip-services Page 1 of 4
IP SERVICES
Service Enabled Local Local Remote Remote TLS
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Type Node Port Node Port
Encryption
PMS JOURNAL procr 0 ShadowOSN 8901

For this solution the Reliable Session Protocol (RSP) is not used. On Page 3 of the ip-services
form, set the Reliable Protocol field to n.

change ip-services Page 3 of

SESSION LAYER TIMERS

Service Reliable Packet Resp Session Connect SPDU Connectivity
Type Protocol Timer Message Cntr Cntr Timer
PMS JOURNAL n 30 3 3 60

5.8. Configure Hospitality

Use change system-parameters hospitality command to assign the PMS_JOURNAL configured
in Section 5.6 to Journal/Schedule Endpoint field as shown below.

change system-parameters hospitality Page 1 of 3
HOSPITALITY
Message Waiting Configuration: act-nopms
Controlled Restrictions Configuration: act-nopms
Housekeeper Information Configuration: act-nopms
Number of Housekeeper ID Digits: 2
PMS Log Endpoint:
Journal/Schedule Endpoint: PMS JOURNAL
Client Room Coverage Path Configuration: act-nopms
Default Coverage Path for Client Rooms:
Forward PMS Messages to Intuity Lodging? n
5.9. Configure ARS Routing
Use the change ars analysis 911 command to configure 911 calls to route them appropriately
and enable crisis alerts. The following configuration shows that when 911 is dialed, the call is
routed over route pattern 3 and a crisis alert is generated by Communication Manager.
e Set Dialed String to 911.
e Set Total Min and Max to 3.
e Set Route Pattern to a valid pattern that is already configured in Communication
Manager to route correctly to PSTN.
e Set Call Type to alrt.
change ars analysis 911 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
911 3 3 3 alrt n
*08 10 15 8 pubu n
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6. Configure RSI Shadow Onsite Notification

This section provides the procedures for configuring and testing the Shadow OSN software to
capture Avaya Crisis Alert data and generate the user specified alert notifications. The
procedures include the following areas:

e Configure Winlink Remote BCMS
e Configure Shadow WinLink to capture crisis alerts
e Configure Shadow OSN to generate 911 Alert Notifications

6.1. Configure Winlink Remote BCMS

Using the Winlink Remote BCMS application to establish a SSH connection to Communication
Manager to obtain station’s location information.

Launch the Winlink Remote BCMS application from the menu Start (not shown), the Winlink
Remote BCMS application displays. Select the Properties button (not shown), the Properties
window displays. Select Connect tab, enter the IP address of Communication Manager in the
Enter IP Address (or Name) field and select option Connect via SAT console.

* Properties — -
General Connect l Login ] Retrigval ] ;’-‘-J:Iuanced] Personnel ] Attendant ] License ]

Enter IF Address (or Name):

110.33.1.6]

(" Connect via SMS server
{* Connect via SAT console

Ok Cancel
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Continue to select the Login tab, enter the username configured in Section 5.1 and its password
in the Login and Password fields and leave other tabs at default.

¥ Properties - X
General ] Connect Login l Retrigval ] Advanced ] Personnel ] Attendant ] License ]

Authentication
[ Secure Password

Login: |sha|:||:|w

Password: |HH+H*|

Ok Cancel

Select the Personnel tab, in the Personnel Retrieval section select the Retrieve personnel
information check box and point to a text file by selecting the Browse button, the original text
file is a blank file and, the station location will be saved later as the Winlink application makes a
connection to Communication Manager via SAT and pull out all station location s and save it to
the text file and then will be used for the crisis alert. In the Log Extension Types section, select
Station User and Attendant User check boxes. Note that the Attendant User check box is
selected during the testing, depends on customer’s system the other check boxes can be selected.

Select OK to save changes.

¥ Properties — >
Geneml] Cu:unneu:t] Login ] Retrieval | Advanced Personnel l;’-‘-i‘tenu:lant] Ucense]

Perzonnel Betneval

[v Retrieve personnel information

FPerzonnel Data |C “ProgramData " WebCMS \EntityFiles 0001 RAW Browse

Log Extension Types
| Agent Login 1D [ CTI Link Iv Station User
v Attendant User [ Hunt Group [~ VDM Extension

Ok Cancel
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Select Connect to start connecting to Communication Manager to obtain the station location
information. Note that the Winlink application is configured to pull out the location based on

schedule and manually depending on the customer need.

* Winlink Remote BCMS — %

Avaya BCMS Data Collector

Connect | Stop Properties |

Collecting personnel information A

The station location information is saved under filename
“0001_AVAYA CM_BCMS_personnel. RAW” and in the path below.

| = | Picture Tools ~ RAW
Home Share View Manage
= S | Search RAW
*  Mame
3 Quick access g
0001 - Copy.bd
I Desktop + = Py
J 0001_AVAYA_CM_BCMS_personnel. RAW
¥ Downloads # =1 0001_AVAYA_CM_BCMS_unprocessed.RAW.bkup.20210610
Documents  # [ ] D0D1_AVAYA_CM_BCMS_unprocessed, RAW.bkup.20210722
=/ Pictures -+
CM5Backup v %
4iterns 1 item selected 2.03 KB

e
P

Date nf

6/2/20
7/22/2
6/11/2

T
flee)
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Open the filename “0001_AVAYA_CM_BCMS_personnel. RAW?”, the station location
information of all stations is successfully obtained as highlighted and shown in the screenshot
below.

Mjl 0001_AVAYA_CM_BCMS_personnel RAW - Motepad - O *
File Edit Fermat View Help

Extension,Mame, Type,Room, Jack,Cable,Floor,Building ~
33@0,H323 33@80,station-user,,,,,

3301,H323-3381,station-user,Dttawa, )3381,C-H32, AA1-F1,AAL

3302,H323 3382,station-user,2,182,002,AA1-F1,AA1

3383,IP 1688,station-user,,,,,

3384,H323 3304,station-user,,,,,

3385,H323 33@5,station-user,,,,,

3386,H323 3306,station-user,,,,,

33@7,IP1616,station-user,,,,,

3389,5IP, 332089,station-user,,,,,

3311,Analog 3311,station-user,,,,,

3312,DCP 3312,station-user,Bell,]3312,C-Dig,AA1-F1,AA1

3313,DCP 3313, station-user,,,,,

3314,DCP 3314, station-user,,,,,

3315,Analog 3315,station-user,,,,,

3316,analog 3316,station-user,,,,,

3317,DMCC Station 1,station-user,,,,, ~
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6.2. Configure WinLink to Capture Crisis Alerts

Launch Winlink and configure it to be socket listener on PMS_JOURNAL port configured
previously (port 8901 in this example in Section 5.7.

ﬂ WinLink Configuration (2.4.2.3)

Owverview
Main Location
- & Mvaya Crisis Alert
i ™ Data Fils
i ™ Backup File
L..E8 Shadow CMS Service

g -

O X

¢ Add Location 7, Add Destination 3¢ Delete Source ('} Restart Connection =8 Add Application Monitor |-

-|@

Avaya Crisis Alert Main Location [k

Name:

»« Connection Type:

Connection Settings

|ﬁvaya Crisis Alert

| Generic - Socket Listener

L |

IP: (0000 Port: [8301 |
Inactivity (ms): |3DDD Protocol: | ~ |
Live Data View Debug

EAT O0&/18721 10:-14 33201 attendant crisis alert ars attd «
EAT 0&/19/721 10:20 2402 attendant crisis alert ars attd «
EAT 0&/19/21 10:20 2401 attendant crisis alert ars attd «
EAT 0&/15s21 10:25 3400 attendant crisis slert ars attd «
EAT 0&/22/721 Z21:-Z& 33201 attendant crisis alert ars attd «
EAT 0&/26/21 09:-01 3301 attendant crisis alert ars attd «

W

€< >
KP; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 25
SPOC 8/5/2021 ©2021 Avaya Inc. All Rights Reserved. ShadowOSN-CM81




6.3. Configure Shadow OSN to Generate 911 Alert Notifications

Access to the Shadow OSN web interface by entering the IP address of Shadow OSN in the
internet browser. Enter credentials to login.

n RSI Shadow CMS Logen Page x -+ Q

o1 secure L33 5161 /login.aspx?ReturnlUrl=%2findex.him - |
< C AN | 10.33.100.51:81/login.aspx?Ri Url=%2findex.htm| Q & &

Username
|admin
Password

Your 20 day trial has expired.

From the homepage, navigate to Home - System Configuration - Alert Configuration and
press the Add Alert button and create an alert for Crisis Alert emergency calls. The name of the
alert can be anything. It strongly recommends a descriptive name that clearly identifies the type
of alert. The example below depicts this alert defined as “911”.

" Shasew : @ @ = o @)

Home » System Configuration » Alert Configuration

A
B ‘ Alerts Configuration

Alert Conditions
’ 0 Add Alert Q Delete Alert @ Property c Refresh

Name Type Status
911 Real-Time Enabled
&3

Alert Notifications

o Add Netification e Delete Motification @ Property c Refresh

Name Type Description Status
Email Email Emergency call dialed on {DATE} at {TIME} from {EXTENSION} to {NUMBER} Location: {LOCATIOM Enabled
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Press the Add Notification button to specify the type of alerts to be generated and the
corresponding alert recipients. Possible Alert types are as follows:

Email

RSI Shadow Notifier (Desktop) — popup message to Windows based computer
Ring Central Slip

Ring Central SMS

Ring Central Voice Call

Microsoft Teams Meeting Room

Avaya Set Notification

Nook~wbdPE

— Motification Settings

Hame | Email |
Typ= Email -~
Enabled

RESI1 Shadow Motifier (Deskiop)
— Email Settings — RingCentral Glip
To RingCentral SMS
. RingCentral Voice Call
Microsoft Teams
Subject Avaya Set Motification

During the testing, the Email type was used as the notification alert.

Repeat the above steps to create as many alert notification methods and recipients as required.

— Motification Settings

Name |Email |
Type [ Email v |
Enabled

— Email Settings

To [phamk@avaya.com |
cc [sginter@telecost.com |
Subject |911 Alert |

Right-click to insert placetwlder.
Body Emergency call dialed on {DATE} at {TIME}

from {EXTENSION} to {NUMBERY}
Location: {LOCATION}

Right-dick to insert placehwider.

0K ] [ Cancel
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7. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
Communication Manager and Shadow OSN.

7.1. Verify Emergency Alerts via SAT

Use the list emergency command to verify the alerts that were generated by Communication
Manager as shown below:

list emergency

Caller

3301
3401
3402
3302

EMERGENCY ACCESS CALLS

Event

attd
attd
attd
attd

alert
alert
alert
alert

crisis
crisis
crisis
crisis

ars
ars
ars
ars

Type of Call

alrt
alrt
alrt
alrt

call
call
call
call

type
type
type
type

Date Time
mm/dd/yy
07/02/21
07/02/21
07/02/21

07/02/21

11:
11:
11:
1is

39 A
39 A
39 A
40 A

7.2. Test Shadow WinLink

View the WinLink user interface to confirm the WinLink application captured the Crisis Alert
data generated by Communication Manger for the Crisis Alert emergency test call. The WinLink
screen should display information similar to the text shown below.

si= Overview

£~ Main Location

E| # Avaya Crisis Alert
t. ™ Data File

. ™ Backup File

E Shadow CMS Service

KP; Reviewed:
SPOC 8/5/2021

E WinLink Configuration (2.4.2.3)

Avaya Crisis Alert Main Location

9 Add Location .7, Add Destination 3 Delete Source '} Restart Connection 28 Add Application Monitor |Service

O x

| @

\ Name: |.Pma','a Crisis Alert |
\ Connection Type: |Generic - Socket Listener v|
Connection Settings
IP: 10.33.100.51 | Po: 8301 |
Inactivity (ms): |3|]'D'|]| | Protocal: |TCF‘ w |
Live Data View  Debug
EAT 0&/19/21 10:14 3301 attendant crisis alert ars attd ¢
EAT 0&/19/21 10:Z20 3402 attendant crisis alert ars attd ¢
EAT 0&/19/21 10:Z20 3401 attendant crisis alert ars attd ¢
EAT 0&/19/21 10:25 3400 attendant crisis alert ars attd ¢
EAT 0&/22/21 Z21:Z& 3301 attendant crisis alert ars attd ¢
EAT 0&/28/21 05:01 3301 attendant crisis alert ars attd ¢
EAT 0O7/02/,21 11:32%9 3301 attendant crisis alert ars attd ¢
EAT 07702721 11:35 3401 attendant crisis alert ars attd ¢
EAT 07702721 11:35 3402 attendant crisis alert ars attd ¢
FLT A7 NTS21 171 -4n EET srrandznt ~riziz zlarr zvs zt+rd
£ >
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7.3. Confirm the Alert Notifications were delivered to the Recipients

If the email notification is configured, the alert message will be delivered to the inbox and it
looks similar to the following.

[External]911 Alert

@ Label: Exchange Retention (2 years) Expires: Sun 7/2,/2023 1:40 PM

gy

rsicloud@gmail.com
o Fri 7/2/2021 1:40 PM 5 5 9 >

To: Pham, Khanh (Khanh) *=CTR**
Cc: sginter@telecost.com

[External Sender]

Emergency call dialed on 7/2/2021 at 11:40:00 AM
from H323 3302 (3302) to 911
Location: Building: AA1, Floor: AA1-F1, Room: 2

Reply Reply all Forward

KP; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 25
SPOC 8/5/2021 ©2021 Avaya Inc. All Rights Reserved. ShadowOSN-CM81



8. Conclusion

These Application Notes describe the configuration steps required for RSI Shadow OSN 5.3.5 to
successfully interoperate with Avaya Aura® Communication Manager 8.1.3. All feature and
serviceability test cases were completed in Section 2.2.

9. Additional References
This section references the product documentation relevant to these Application Notes.

This section references the documentation relevant to these Application Notes. Product
documentation for Avaya, including the following, is available at: http://support.avaya.com/

[1] Administering Avaya Aura® Communication Manager (Release 8.1.3, Issue 5, February
2020)

[2] Administering Network Connectivity on Avaya Aura® Communication Manager (Release
8.1.3, Issue 2, August 2020), 555-233-504

[3] Avaya Aura® Communication Manager Feature Description and Implementation (Release
8.1.3, Issue 4, January 2020)
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©2021 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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