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Abstract

These Application Notes describe a compliance-tested configuration consisting of the
Rauland-Borg Responder®5 solution and Avaya IP Office.

The Rauland-Borg Responder® 5 solution is a complete nurse call system with associated Staff
Management applications ensuring calls for assistance from patient rooms are immediately
routed to the proper staff for response.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a compliance-tested configuration consisting of the Rauland-
Borg Responder® 5 (hereafter known as Responder) solution and Avaya IP Office (hereafter
known as IP Office).

The Responder solution is a complete nurse call system with associated Staff Management
applications ensuring calls for assistance from patient rooms are immediately routed to the
proper staff for response. It should be noted that the solution involves the use of a third party
Brekeke SIP Server which is sold and supported by Rauland-Borg and/or Rauland-Borg
authorized distributors, as a standard element of any solution involving SIP PBX integrations.

Calls from a patient room could be initiated by a patient (pain, assistance needed, etc.), or
hospital staff (room cleaning, linens, etc.) with the push of a button. Staff using Avaya phones
can be incorporated into the system so that calls to talk to a nurse for example would route to IP
Office, and to be able to call the patient room in return. This adds the benefit of staff having
access to other resources in the hospital using Avaya endpoints.

Hospital staff members who are responsible for direct communication with patient rooms
generally roam using wireless phones. During compliance testing only Avaya Desk phones were
used.
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2. General Test Approach and Test Results

The compliance test focused on the ability for Rauland Responder® 5 endpoints to initiate and
receive calls to and from Avaya IP Office using direct SIP trunk connectivity.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The compliance test validated the ability of Responder to route calls to and from patient rooms to
Avaya endpoints. Additionally, testing validated the ability for the Responder solution to recover
from common outages such as network outages and server reboots.

Responder endpoints are designed with limited functionality. Responder endpoints are not
designed for multi-line functions like Hold, Conference and Transfer.

2.2. Test Results
The objectives described in Section 2.1 were verified with the following observation.

e Responder only supports G.711MU codec.

2.3. Support
Information, Documentation and Technical support for Rauland-Borg products can be obtained
at:

— Phone: 1-847-590-7130

— Web: http://www.rauland.com/
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3. Reference Configuration

Figure 1 illustrates the compliance test configuration consisting of:
e Avaya IP Office Server (Primary) R9.1
e Avaya IP Office 500V2 (Expansion) R9.1

Various H.323 and SIP endpoints

Brekeke SIP Server (registrar)

Responder® 5 Gateway Server

Responder® 5 Branch Regional Controller

Responder® 5 Communication Endpoints

Calls routed to and from IP Office used SIP trunks between the Brekeke SIP server and IP
Office.
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Figure 1 — Rauland-Borg Responder® 5 Compliance Test Configuration
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4. Equipment and Software Validated

The following equipment and version were used in the reference configuration described above:

Equipment

Version

Avaya IP Office Server

9.1.4.5 build 1

Avaya IP Office Expansion (500V2)

9.1.4.0 build 137

Avaya IP Deskphones:

1140 (SIP on Server) 4.4.18
1140 (SIP on Expansion) 4.4.23
9621 (H323 on Server) 6.6029
9630 (H323 on Expansion) 3.220A
Rauland Nurse Call T15 SP1
Rauland Gateway Server T15 SP1
Rauland Apps T15 SP1
Rauland DB T15 SP1
Brekeke Server (Registrar) 3.3.4.4

Compliance Testing is applicable when the tested solution is deployed with a standalone 1P
Office 500 V2 and also when deployed with IP Office Server Edition in all configurations.
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5. Avaya IP Office Configuration

The document assumes that Avaya IP Office Server Edition has been installed and configured to
work with a 500V2 expansion. This section only describes the details on how to configure the IP
Office Server Edition (Primary). Similar configuration pertains to IP Office 500V2 (Expansion)
box too. Configuration and verification operations on the Avaya IP Office illustrated in this
section were all performed using Avaya IP Office Manager. For all other provisioning
information such as initial installation and configuration, please refer to the product
documentation in Section 9. The configuration operations described in this section can be
summarized as follows:

Launch Avaya IP Office Manager
Verify IP Office license

Obtain LAN IP address

Enable SIP trunks

Administer SIP line

Administer incoming call route
Administer short code

Save Configuration
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5.1. Launch Avaya IP Office Manager

From a PC running the IP Office Manager application, select Start > Programs - IP Office >
Manager to launch the Manager application. Select the proper IP Office system, and log in using
the appropriate credentials (not shown). The Avaya IP Office Manager for Server Edition screen
is displayed as shown in the screen below. Click on Configuration that is highlighted on the
right side of the screen below.
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5.2. Verify IP Office License

Once the Avaya IP Office Manager screen is displayed, from the configuration tree in the left
pane, select License to display the License screen in the right pane. Verify that the License
Status for SIP Trunk Channels is “Valid”, and that the Instances value is sufficient for the
desired maximum number of simultaneous calls. If there is insufficient capacity of SIP Trunks,
contact an Avaya representative to make the appropriate changes.
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5.3. Obtain LAN IP Address

From the configuration tree in the left pane, select DevCon IPO Sevl - System (1) to display
the DevCon IPO Sev1 screen in the right pane, where DevCon IPO Sevl is the name of the IP
Office system. Select the LANL1 tab, followed by the LAN Settings sub-tab in the right pane.
Make a note of the IP Address, which will be used later to configure the Brekeke SIP registrar
in Section 6. Note that IP Office can support SIP trunks on the LAN1 and/or LANZ interfaces,
and the compliance testing used the LAN1 interface.
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5.4. Enable SIP Trunks
Select the Vol P sub-tab and ensure the configuration is as shown below:

e Check SIP Trunks Enable box.

e Check SIP Registrar Enable box.

e Domain Name: During compliance testing bvwdev.com was used.
e Check UDP and TCP protocol with the correct port numbers.
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5.5. Administer SIP Line

From the configuration tree in the left pane, right-click on Line, now select New - SIP Line
from the pop-up list to add a new SIP line. During compliance testing Line 13 was added. Select
the SIPL Line tab in the right pane and configure the following:

e ITSP Domain Name: IP address of the Brekeke SIP registrar.

e Uncheck the Check OOS box.

Retain default values for all other fields.
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Select the Transport tab in the right pane and configure the following:

e |ITSP Proxy Address: IP address of the Brekeke SIP registrar.

e Under Network Configuration - Layer 4 protocol, select UDP and its Send port as

5060.

Retain default values for all other fields.
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Select the SIP URI tab, and click Add to display the New Channel section. Enter the wildcard
character “*” for Local URI, Contact, and Display Name. Enter an unused group number such
as “13” for Incoming Group and Outgoing Group. Set Max Calls per Channel to the
maximum number of simultaneous calls allowed, in this case “10”. Retain the default values in
the remaining fields. Click OK.
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Select the Vol P tab. The default Codec Selection in the system is shown below and the same was
used for compliance testing. Note that Responder only supports G.711ULaw codec.
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5.6. Administer Incoming Call Route

From the configuration tree seen in the left pane, right-click on the Incoming Call Route. Select
New from the pop-up list (not shown) to add a new route. For Line Group Id, select the

incoming group number from Section 5.4, in this case “13”. Click OK.
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Select the Destinations tab. For Destination, enter “.” to match any dialed number from
Responder.
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5.7. Administer Short Code

From the configuration tree in the left pane, right-click on Short Code and select New from the
pop-up list (not shown) to add a new short code to route calls to Responder. In the compliance
testing, 30xxx dialing plan was used for calls to be routed over the SIP trunks to Responder.

For Code, enter “30xxx”. For Feature, select “Dial” from the drop-down list. For Telephone
Number, enter “30N”@10.10.5.22” where “30N” corresponds to the short code and
“10.10.5.22” is the IP address of the Brekeke SIP registrar. For Line Group ID, enter the
outgoing group number from Section 5.4, which in this case is “13”. Click OK.
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5.8. Save Configuration

Navigate to File = Save Configuration (not shown) in the menu bar at the top of the screen or
click on the Save Icon as shown below to save the configuration performed in the preceding
sections.
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6. Configure Responder®5

The Responder solution is typically implemented by Rauland engineers or their resale partners.
When integrated with a third party SIP PBX, it is always deployed with a Brekeke SIP registrar
which serves two purposes. First, Brekeke SIP registrar is commonly deployed with a variety of
SIP capable PBX solutions giving the Responder equipment a common and predictable SIP
interface that is adaptable to many environments. Second, the Brekeke SIP registrar is capable of
providing registrar services without requiring provisioning for each Responder endpoint thus
significantly reducing the implementation and ongoing administration of the solution.

The Responder equipment will be provisioned completely by Rauland engineers based on site
requirements, and will be configured to use the Brekeke SIP server for all calls destined to
endpoints outside of the Responder endpoints.

The focus of this section will be on administration of the Responder applications, and
configuration of the Brekeke SIP Server to properly route SIP calls and RTP.
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6.1. Responder 5 Configuration Details
Administration for the solution required the following steps:

e Configure Endpoints

e Assign Endpoints to User

e User Login and Device Assignment
e Assign Staff to Patient Rooms

6.1.1. Configure Endpoints

Typically, hospital staff use wireless phones to enable instant communications with staff and
patient rooms. In the tested confirmation, a variety of H.323 and SIP wireless devices which
were previously configured on IP Office were administered in the Responder applications to
associate the endpoints with the hospital staff.

The Responder applications are accessed from the Windows PC used by a staff administrator
and/or at nurse stations throughout the hospital. These PCs are used by staff to clock in and
manage patient room assignments. The applications are launched from Start = All Programs
- Responder 5 Applications.

In the top left corner is a drop down list that navigates to the various applications. Each requires
an appropriate login (not shown). Select Administration — Devices in the upper left drop down
list (not shown) to add or modify phones. Enter the appropriate Device Name/Extension, Type,
and a Description. The illustration below shows a number of devices used in the test
environment, extensions 26xxx were H.323 and SIP devices administered on IP Office

Click OK at the bottom of the screen to complete edits on this screen.
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6.1.2. Assign Endpoints to User

Select Administration — Devices in the upper left drop down list (not shown) to add or modify
users and to assign devices to the users. This task is only necessary for statically assigned device
assignments. Users who share devices are able to enter the device they are using for a shift when
they login as described in Section 6.1.3.

Users can be created or modified on the User — Creation tab (user creation is beyond the scope
of these application notes; see Responder documentation for details of this task). Devices
(phones) are created on the User — General tab as shown below.

Click OK to complete edits on this screen.
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6.1.3. User Login and Device Assignment

At the beginning of a shift, or return to duty from breaks, users will scan their Hospital ID badge
bar code with a scanner connected to the PC which will automatically log them in to the My
Profile screen.

From this screen, a Wireless Phone and/or Pager number can be entered; duty status updated,
and break status entered. The My Assignments and My Preferences tabs are available for staff
to review the patient rooms they are assigned to and modify user preferences. The details of
these tasks are beyond the scope of these Application Notes.

Click Update or Update and Exit to commit the changes.
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6.1.4. Assign Staff to Patient Rooms

This task is typically performed by shift supervisors. Staff can be assigned to patient rooms on
the Staff Assignment screen which is accessed from the drop down menu at the upper left of the
Responder 5 Applications. In the illustration below, 26001 is assigned to room like 501-1 by
clicking on the Staff name in the left column, then clicking on the assignment space below the
patient name. The staff member’s initials will appear as below when the staff member has been
successfully assigned to a patient.
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6.2. Configure Brekeke SIP Registrar

All administration is performed via web browser by navigating to the hostname or IP Address of
the Brekeke server. Administration for the solution required the following steps:

Configure SIP Server System Tab
Configure SIP Server SIP Tab
Configure SIP Server RTP Tab
Configure Dial Plan Routing Rules
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6.2.1. Configure SIP Server System Tab
The following system properties were pre-configured for the test environment.

Q br9keke System sip RTP Database/Radius Advanced
SIP Server System
SIP SERVER
Registered Clients General
Active Sessions Server Name ‘ your-sip-sv |
U§er A~ Server Description | your SIP Server |
Dial Plan PR !
Aligses Server Location | your-place |
Logs Administrator SIP UR [ your-sip-url ]
;::r:mum Administrator Email Address | ' |
Configuration Start up 2 mandl (@) ko
SYSTEM Network
MAINTENANCE Interface address 1 10.10.5.34 l
swvsnm@n Remote Address Pattern 1 \ |
Software Maintenance S i S | |
Remote Address Pattern 2 5 |
Interface address 3 l |
Remote Address Pattern 3 i |
Interface address 4 i |
Remote Address Pattem 4 ‘ |
Interface address 5 [ 1
Remote Address Pattemn 5 \ !
Auto interface discovery (_on (@) off
External IP address pattemn ‘ o l
Internal IP address patiem \ |
IPv6
IPv6 on (@) oft
RFC3484's policy table for Address Selection ... on = of
DNS
DNS SRV (®) on ofi
DNS AAAA @ on () of
DNS Server i |
DNS SRV Fatlover fo‘:n on () om “
Catching petiod for resolved name (sec) \ 3600 |
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Caching period for unknown name {sec) | 600 1
Caching period for error (sec) |10 ‘\

UPnP
Enable/Disable (") enabie (@) dicable
Defaull router IP address ‘

Cache size | 24 1
Cache period (sec (=dizable) | 86400 i
Refresh Interval (sec,0=disable) 30

Java

Java VM arguments

Your changes will be in effect after restar.
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6.2.2. Configure SIP Server SIP Tab
The following sip properties were pre-configured for the test environment.

Q brekeke System sip RTP Database/Radiun Advanced
SIP Server SIP
SIP SERVER
Registered Ciente SIP exchanger
Active Sessions Session Limit (-1=unlimited) 1
User Authentication tocid Port
Dial Plan 5060 -
Aliases B2B-UA mode on (@ oll
Logs Check Maximum UDP packet size on [9) off
Push Notification Maximum UDP packet size 1500
Domains
Ceion NAT traversal
SYSTEM + Keep address/port mapping _ion (@) of
MAINTENANCE - Interval (ms) 12000
Start/Shutdown Method ®) Blank packet | | OPTIONS
Software Maintenance Add ‘rport” parameter (Send) ®) on | off
Add ‘rport’ parameter (Receive) @on () off
Authentication
REGISTER on (@) off
INVITE on |_,) off
MESSAGE “on (@) of
SUBSCRIBE on (@) off
Realm (ex: domain name)
Auth-user=user in "To " (Register) yes (@) no
Auth-user=user in "From." _Jyes (@) no
FQDN only yes (@) no
Nance Expires (seconds) 60
Reqistration
Adjusted Expires
Upper Registration
On/Oon on (@) off
Register Server
! Protocol (@ UDP ( )TCP ( TS
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Registered Clients Thru Registiation
Active Sessions onoff ®) on | off
User Authentication =
Dial Plan B
Aliases lmeout (O=unimited)
Logs Ringing Timeout (ms) 240000
Push Notification : ———
Talking Timeout (ms) 258200000
Domains -
Configuration Upper/Thru Timeoul(ms) 30000
SYSTEM Dial Plan
MAINTENANCE O =
Start/Shutdown
SoRao Makuenancs Miscellaneous
100 Trying any requests f!,‘ only for inifial INVITE
Check Request-UR!'s validity yes @n no
Server/User-Agent
TcpP
TCP-handiing @) on off
Queue Size 50
Maximum Active Connections (C=unimitad) o
TLS
TLS-handiing on (@) off
Queye Size 50
Maximum Active Connections
WS (WebSocket)
WS-handiing on (@) off
Listen port 10080
Queye Size 50
Maximum Active Connections
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Start/Shutdown

o ket WSS (WebSocket over TLS)

WSS-handling on (@) off
Listen port 10081
Queue See 50

Maximum Active Connections

Key and Cerfificate

Peer Cerfification Validation @) on | off
File Type ®) Certificate (.pem .der .cer. crt cerl) and Key (.pem key .der) JKS PKCS#12 ( p12 .pix)

Private Key File No File ' I Browse., I
Certificate Fiie No File I Browse... l

Perforrmance Optimization (Proxy)
Initial threads Upgrade required
Maximum Sessions per thread Upgrade required

Performance Optimization (Registrar)
Initial threads Upgrade required
Maximum Sessions per thread Upgrade required

| Your changes will be in effect after restart
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6.2.3. Configure SIP Server RTP Tab

On the Configuration = RTP screen, set RTP Relay to on, RTP relay (UA on this machine)
to auto, Port mapping to source port and click Save to complete entries. Note, the Minimum
and Maximum Port range settings should be sufficient to handle the maximum number of
concurrent RTP sessions between systems.

é? brekeke System sip RTP Database/Radius Advanced
SIP Server RTP
SIP SERVER
Registered Cllents RTP exchanger
Active Sessions RTP relay (@) on auto
User Authentication RTP relay (UA on this machine) (@) auto off
2:::::“ RTP relay even with ICE 3 yes (@) no
Logs Minimum Port 10000 5000 RTP sessions avallable with these port settings
Push Notification Maximum Port 20099
D.orrfams ) Mirimum Port (Video) 0 0 RTP sessions (Video) avatiabie with these port setiings.
st Maximum Port (Video) 0
SYSTEM - Port mapping sdp (@) source port
MAINTENANCE - Send UA’s remole address ( yes no (@) auto
Start/Shutdown Send before receiving (behind NAT) { yes (@) no
Software Maintenance

Iimeout (O=unhmited)

RTP Session Timeout (ms) | 600000

Identify Media Streams

Label Attribute (RFCA4574) (®) on off

Content Attribute (RFCA796) (@) on off

Order of the 'm’ fine (®) on off

Your changes will be in effect after restart

RS; Reviewed: Solution & Interoperability Test Lab Application Notes 29 of 34
SPOC 3/3/2016 ©2016 Avaya Inc. All Rights Reserved. Responder_IPO91



6.2.4. Configure Dial Plan Routing Rules

Dial Plan rules that was used is illustrated below. For calls routing from IP office, the From IP
Office rule was used. For calls routing to IP Office, the To IP Office rule was used.

@ brekeke
SIP Server

SIP Server Admin Rufes | Preliminary | History | Import/Export
Status Rules

Active Sessions

Rogitared Clomks | ¥ Hide Disabled Rules

Dial Plan —
Allases Apply’Rules

User Authentication

Pri Name Matching Patterns Deploy Patterns
Block List
1 From Avaya $request = ~INVITE To = sip:% 1@ M o
Logs (1) $addr = 1sSmtsncs: $transport = UDP
Configuration To = sip:30(.+)@ $b2bua = true
Domains Alert-Info = .* &net.sip.replacesdp.multipart = true
Redundancy P-Location = .* Alert-Info =
P-AV-Message-Id = .* P-Locabion =
Mantonance X-nt-corr-id = . * P-AV-Message-1d =
AV-Global-Session-1D = .* x-nt-corr-id =
AV-Global-Session-1D =
$session = sdp
&sdp.audio.z.1 = ptime:20
2 FromIPOffice  $request = ~INVITE To = sip:%1@10.10.5.22 b 4
e $addr = 10.10.97.41 Stransport = UDP
To = sp:30(.+)@ $b2bua = true
Alert-Info = .* &net.sip.replacesdp.muitipart = true
P-Location = .* Alert-Info =
P-AV-Message-Id = .* P-Location =
x-nt-cor-id = .* P-AV-Message-1d =
AV-Global-Session-1D = .* x-nt-comr-id =
AV-Global-Session-1D =
$session = sdp
&sdp.audio.a.1 = ptime:20
3 To CS1000 $request = ~INVITE To = sip:%10 S b 4
8 To = sipi(54.4)@
4 To cM $request = ~INVITE To = sip:%:10 P =) 4
e To = sip:(56.+)®
5 ToIPOffice  $request = ~INVITE To = sip:%1@10.10.97.41 b 4
(3] To = 5ip:(26.+)®
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7. Verification Steps

Calls were placed to and from Responder endpoints, and two-way audio was confirmed. The
nature of these devices is simple, one-way communications with Hospital staff; complex calls
like transfer and conference are not supported on the patient room devices.

On the Brekeke SIP Server, the Registered Clients = View Clients screen will confirm if
Responder endpoints are successfully registered as shown below.

@ brekeke
SIP Server Admin . -
Registered Clients
Status
Active Sessions Show Filter
Registered Clients Unro Registered: 210 Pages: 123..192021
<o | Unrogister |
Aliases ™ User Contact URI (Source IP Address) Detail
User Authentication I~ | 5*501 sip:5 501 @1AANGEAR 5064 Expires : 3600 Priority : 1000
Block List (1amaman:5064) User Agent ©
Logs Transport : UDP
Configuration Time Update : Thu Dec 03 11:01:37 CST 2015
Domains | 5*501*1 Sip:5*501* 1@ 1IN 5064 Expires ; 3600 Priority : 1000
Redundancy (1 :5064) User Agent :
Maintenance Transport : UDP
Time Update : Thu Dec 03 11:01:37 CST 2015
™ | 5*501*101 Sip:5*S01"101Q¥ 2:5064 Expires : 3600 Priority : 1000
(s :5064) User Agent :
Transport : UDP
Time Update : Thu Dec 03 11:01:37 CST 2015
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From the IP Office System Status window, user can see the status of the SIP trunk connectivity
to the Brekeke SIP registrar and also to the state of the channels. Screen below shows the SIP
trunk “In Service” state and one of the channels on an active call.
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8. Conclusion

These Application Notes describe the procedures required to configure Rauland-Borg
Responder® 5 to interoperate with endpoints registered to Avaya IP Office via direct SIP trunks
using a Brekeke SIP Server as a SIP registrar and Proxy for the Responder 5 side of the solution.

All feature functionality test cases described in Section 2.1 were passed with the observations
pointed in Section 2.2,

9. Additional References
Product documentation for Avaya products may be found at http://support.avaya.com.

Avaya

[1] IP Office 9.1 Administering Avaya IP Office Platform with Manager, Release 9.1, Issue
10.03.

[2] Avaya IP Office™ Platform Documentation Catalog Release 9.1, Document number 16-
604278 Issue 2.

[3] Avaya IP Office™ Platform 9.1. Deploying Avaya IP Office™ Platform 1P500 V2, Document
number 15-601042.

Rauland-Borg
Product information for Rauland-Borg products can be found at http://www.rauland.com/.
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