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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya Aura® Communication Manager
6.3, Avaya Aura® Session Manager 6.3 and Avaya Session Border Controller for Enterprise
6.3, to interoperate with Fusion Connect SIP Trunking.

The Fusion Connect SIP Trunking service provides customers with PSTN access via a SIP
trunk between the enterprise and the service provider’s network, as an alternative to legacy
analog or digital trunks. This approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between Fusion Connect SIP Trunking and an Avaya SIP-enabled enterprise solution.
The Avaya solution consists of Avaya Aura® Communication Manager 6.3, Avaya Aura®
Session Manager 6.3, Avaya Session Border Controller for Enterprise (Avaya SBCE) 6.3 and
various Avaya endpoints, listed in Section 4.

The Fusion Connect SIP Trunking service referenced within these Application Notes is designed
for business customers. Customers using this service with this Avaya enterprise solution are able
to place and receive PSTN calls via a broadband WAN connection and the SIP protocol. This
converged network solution is an alternative to traditional PSTN trunks such as analog and/or
ISDN-PRI.

Note: Throughout these Application Notes, the terms “Service Provider”, “Fusion Connect” and
“Fusion” will be used without distinction when referring to the SIP trunking service provider.

2. General Test Approach and Test Results

A simulated CPE site containing all the equipment for the Avaya SIP-enabled enterprise solution
was installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured
to connect to Fusion Connect SIP Trunking via a broadband connection to the public Internet.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

e SIP trunk registration with the service provider.

e Incoming PSTN calls to various phone types. Phone types included H.323, SIP, digital,
and analog telephones at the enterprise. All inbound calls from the PSTN were routed to
the enterprise across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, SIP,
digital, and analog telephones at the enterprise. All outbound calls to the PSTN were
routed from the enterprise across the SIP trunk via the service provider network.

¢ Inbound and outbound PSTN calls to/from Avaya one-X® Communicator softphones
using “This Computer” and “Other Phone” modes. (H.323, SIP).

e Inbound and outbound PSTN calls to/from Avaya Communicator for Windows
softphones (SIP).

¢ Inbound and outbound PSTN calls to/from SIP remote workers using Avaya 96x1
deskphones, and the Avaya one-X® Communicator and Avaya Communicator for
Windows softphones.

e Various call types, including: local, long distance, international and local directory
assistant (411).

e Codecs G.711MU, G729A and proper codec negotiation.

e DTMF tones passed as out-of-band RTP events as per RFC 2833.

e Caller ID presentation and Caller 1D restriction.

¢ Voicemail redirection and navigation.

e User features such as hold and resume, transfer and conference.

o Off-net call transferring, call forwarding and mobility (extension to cellular).
o Network Call Redirection using Communication Manager vectors.

e Routing inbound PSTN calls to call center agent queues.

e Fax support.

The following items are not supported or were not tested:

e Operator (0) and operator assisted (0+10) calls are not supported.
¢ Inbound toll-free and emergency calls are supported but were not tested as part of the
compliance test.
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2.2.

Test Results

Interoperability testing of the Fusion Connect SIP Trunking service with the Avaya SIP-enabled
enterprise solution was completed with successful results for all test cases with the
observations/limitations noted below:

Outbound calls to busy PSTN numbers: Fusion did not send a “486 Busy Here”
message on outbound calls to PSTN numbers that were busy, as it is expected in this
condition. There was no direct impact to the user, who heard busy tone.

Outbound Calling Party Number (CPN) Block: In order to process outbound calls
from the enterprise, Fusion required the Main User (BTN) to be included in the From
header of every outbound call. A script was needed on the Avaya SBCE (Section 7.7) to
meet this requirement. In addition, Fusion used the calling party number included in the
P-Asserted-Identity for Caller ID purposes on the PSTN. This pattern used by Fusion
precludes the use of the CPN Block feature in Communication Manager, which includes
“anonymous” in the From header, while it sets the Privacy: id header and sends the actual
calling party number on the P-Asserted-ldentity header when the feature is activated.
Music on Hold: Music on Hold played by the Avaya G450 Media Gateway, and heard
by PSTN callers placed on hold by enterprise users showed very bad sound quality, and
occasionally it was not heard at all. The issue seems to be related to the manner in which
Fusion handles the media streams after receiving the “sendonly” attribute, included in the
SDP of the re-INVITE that Communication Manager sends to the service provider when
calls are placed on-hold. As a workaround to this issue, a script was created on the Avaya
SBCE (Section 7.7) that removed the “sendonly” message from the outbound
Communication Manager re-INVITE. Music on Hold was heard normally after the script
was applied.

Fax Support: T.38 fax is the only form of fax officially supported in Communication
manager over SIP trunks. While outbound T.38 was tested successfully, inbound T.38
faxes failed to complete during the compliance test. Since T.38 was not usable, G.711
pass-through fax was additionally tested. This was done by setting Fax Mode to off in
the Communication Manager ip-codec-set form (Section 5.4). Faxes using G.711 pass-
through completed successfully during the test. But it should be noted that due to the
unpredictability of pass-through techniques, which only work well on networks with very
few hops and with limited end-to-end delay, G.711 fax pass-through is delivered in
Communication Manager on a “best effort” basis; its success is not guaranteed, and it
should be used at the customer’s discretion.

Network Call Redirection when Redirected Party is busy: On a test scenario where an
incoming call was transferred back to the PSTN via a Communication Manager vector
using the REFER method, and the referred party was busy, Fusion sent, as expected,
intermediate call states status (100 Trying, 180 Ringing, etc.) of the referred call back to
the referring party. This is done via NOTIFY messages in response to the REFER
request, before the referring party is disconnected. But in a scenario where the redirected
party was busy, instead of sending a “486 Busy Here” or similar error message in the
NOTIFY message, Fusion sent a “200 OK”. The caller heard a busy signal, but since no
busy/unavailable condition is detected in the incoming NOTIFY message, further call
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2.3.

processing by Communication Manager vectors, like the re-routing the call to a local
agent, was not possible.

Network Call Redirection with User-to-User Information (UUI): User-to-User
information can optionally be sent to the network in the REFER message of calls
transferred back to the PSTN. If the referred party is reached via a SIP trunk, this means
the service provider should include the User-To-User header in the new INVITE. User-
to-User information was not used by Fusion, and it was not propagated to the redirected
party.

Conference in Avaya Communicator softclients: The Communication Manager
conference feature is not supported in the Avaya Communicator current software release
2.1.2.75. An Avaya Aura® Conferencing server is required for ad-hoc conferences. This
feature should be available in the upcoming release 3.0 of Avaya Communicator.

SIP header optimization: There are multiple SIP headers used by Communication
Manager, Session Manager and the Avaya SBCE, some of them Avaya proprietary, that
had no significance in the service provider’s network. These headers were removed with
the purposes of blocking enterprise information from being propagated outside of the
enterprise boundaries, to reduce the size of the packets entering the service provider’s
network and to improve the solution interoperability in general. The parameters “gsid”
and “epv” on outbound Contact headers were removed using a Signaling Script in the
Avaya SBCE (Section 7.7). Additionally, the following outbound headers were blocked
by the Avaya SBCE using Signaling Rules: AV-Global-Session-ID, Alert-Info, Endpoint-
View, P-AV-Message-ID, P-Charging-Vector, P-Location and Remote-Address.
(Section 7.11).

Support

For technical support on the Fusion Connect SIP Trunking offer, follow the Customer Support
links at http://www.fusionconnect.com/services/cloud-communications/sip-trunking
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3. Reference Configuration

Figure 1 illustrates the sample Avaya SIP-enabled enterprise solution, connected to Fusion
Connect SIP Trunking through a public Internet WAN connection.

For security purposes, references to any public IP addresses used during the compliance test have

been replaced in these Application Notes with private addresses. Also, SIP trunk credentials
have been replaced with fictitious values, and PSTN routable phone numbers used in the test

have been changed to non-routable numbers.
0
&

Fusion Connect
SIP Trunking

SiP Proxy: 192.168.41.69:UDP-5080
Usemame:2161234567

sword123
Domain: sbeZnbsvoicenet

Remote Workers

Avaya 96x1
IP Telephones
(SIP)

Avaya Communicator
Avaya one-X® Comm,
(StF)

’ S (UDP) DiDs:
RTP 2161234567
2161234568

2161234569
2161234570
2161234571

2161234572

|
e ' ; ~

Enterprise ' 8s: public

Domain:sil.miami.avaya.com | 472.16.187.162
Avaya Session Border Controlier for
= Enterprise (ASBCE)

A& i private
|
|

| 10555

| Emerpnse LAN: Private

SIP(TCP) [ i

|
|
|
Avays Aura® Communication Manager |

-0

Avaya Aurs® Session Manager

Avaya Auraf® System Manager

e

3] Avaya 36x0 Avaya 96x1
Avaya Aurao Messaging favha inkialetoss AVaYS o P Doskphones  IP Deskphones
AT e e " e

Figure 1: Avaya SIP Enterprise Solution connected to Fusion Connect SIP Trunking
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The components used to create the simulated enterprise customer site included:

Avaya Aura® Communication Manager.

Avaya Aura® Session Manager.

Avaya Aura® System Manager.

Avaya Session Border Controller for Enterprise.

Avaya Aura® Messaging.

Avaya G450 Media Gateway.

Avaya 96x0 and 96x1 Series IP Deskphones (H.323 and SIP).
e Avaya one-X® Communicator softphones (H.323 and SIP).

e Avaya Communicator for Windows softphones.

e Avaya digital and analog telephones.

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that resides in the untrusted network, registered to the Session Manager at the
enterprise via the Avaya SBCE. Remote workers offer the same functionality as any other
endpoint at the enterprise. This functionality was successfully tested during the compliance test,
using the following endpoints and protocols:

e Avaya 96x1 SIP Deskphones (using TLS and SRTP).
e Avaya Communicator for Windows (using TLS and SRTP).
e Avaya one-X® Communicator SIP (using TCP and RTP).

For security reasons, TLS and SRTP are the recommended protocols to be used by all remote
workers endpoints. During the tests, TCP and RTP were used with Avaya one-X®
Communicator for tracing and troubleshooting purposes.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this document. Consult [5] in the References
section for additional information on this topic.

The Avaya SBCE was located at the edge of the enterprise. Its public side was connected to the
external network, while its private side was connected to the enterprise infrastructure. All
signaling and media traffic entering or leaving the enterprise flowed through the Avaya SBCE,
protecting in this way the enterprise against any SIP-based attacks. The Avaya SBCE also
performed network address translation at both the IP and SIP layers.

The transport protocol between the Avaya SBCE and Fusion across the public IP network was
UDP. The transport protocol between the Avaya SBCE and the enterprise Session Manager
across the enterprise IP network was TCP.
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For inbound calls, the calls flowed from the service provider to the Avaya SBCE, then to Session
Manager. Session Manager used the configured dial patterns (or regular expressions) and routing
policies to determine the recipient (in this case the Communication Manager) and on which link
to send the call. Once the call arrived at Communication Manager, further incoming call
treatment, such as incoming digit translation was performed.

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of service restrictions. Once
Communication Manager selected the proper SIP trunk, the call was routed to Session Manager.
Session Manager once again used the configured dial patterns (or regular expressions) and
routing policies to determine the route to the Avaya SBCE for egress Fusion network.

A separate SIP trunk was created between Communication Manager and Session Manager to
carry the service provider traffic. This was done so that any trunk or codec settings required by
the service provider could be applied only to this trunk without affecting other enterprise SIP
traffic. This trunk carried both inbound and outbound traffic.

Avaya Aura® Messaging was used during the compliance test to verify voice mail redirection
and navigation, as well as the delivery of Message Waiting Indicator (MWI) messages to the
enterprise telephones. Messaging was installed on a single standalone server located on the
enterprise network, administered as a separate SIP entity in Session Manager. Since the
configuration tasks for Messaging are not directly related to the interoperability tests with Fusion
Connect SIP trunking, they are not included in these Application Notes.

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 73
SPOC 1/5/2016 ©2016 Avaya Inc. All Rights Reserved. FC_CMSMASBCE®63



4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software

| Release/Version

Avaya
Avaya Aura® Communication Manager 6.3.12
(6.3-03.0.124.0-22505)
Avaya Aura® Session Manager 6.3.15
(6.3.15.0.631503)
Avaya Aura® System Manager 6.3.15
(Update Revision 6.3.15.12.3972)
Avaya Session Border Controller for 6.3 Service Pack 5
Enterprise (6.3.5-03-7142)
Avaya Aura® Messaging 6.3.3 SP3
Avaya G450 Media Gateway 36.14.0

Avaya 96x0 Series IP Telephones (SIP)

Avaya one-X Deskphone Edition SIP
2.6.13

Avaya 96x1 Series IP Telephones (SIP)

Avaya one-X Deskphone Edition SIP
7.0.0.39

Avaya 96x1 Series IP Telephones (H.323)

Avaya one-X Deskphone Edition H.323
6.6

Avaya one-X® Communicator (H.323, SIP) | 6.2.6.03-FP6
Avaya Communicator for Windows 2.1.2.75
Avaya 9408 Digital Telephone Rel 12.0
Avaya 6210 Analog Telephone N/A

Fusion Connect

Acme Packet 4500 SCX6.2
NBSVoice 3.0

The specific configuration above was used for the compliance testing. Note that this solution will
be compatible with other Avaya Servers and Media Gateway platforms running similar versions
of Communication Manager and Session Manager.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager to work with the
Fusion Connect SIP Trunking service. A SIP trunk is established between Communication
Manager and Session Manager for use by signaling traffic to and from the service provider. It is
assumed that the general installation of Communication Manager and the Avaya G450 Media
Gateway has been previously completed and is not discussed here.

The Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity
in presentation.

5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows that 24000 licenses are available and 361 are in use. The
license file installed on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative.

narameters customer-options
OPTIDHAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12868 @

Haximum Concurrently Registered IP Stations: 1868688 2

Maximum Administered Remote Office Trunks: 120888 8

Maximum Concurrently Registered Remote Office Stations: 18888 8
Haximum Concurrently Registered IP eCons: 414 @

Max Concur Registered Unauthenticated H.323 Stations: 188 8
Maximum Uideo Capable Stations: 410008 8

Hazximum Yideo Capable IP Softphones: 188688 3

Maximum Administered SIP Trunks: 2408688 3

Haximum Administered Ad-hoc Uideo Conferencing Ports: 2408068 8
Maximum Humber of DS1 Boards with Echo Cancellation: 522 8
Maximum TH2581 UAL Boards: 128 a

Maximum Media Gateway VAL Sources: 258 1
Maximum TH2682 Boards with 88 UoIP Channels: 128 8

Maximum TH2682 Boards with 328 UoIP Channels: 128 8
Haximum Humber of Expanded Heet-me Conference Ports: 388 8

61

{HOTE: You must logoff & login to effect the permission changes.)
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5.2. System Features

Use the change system-parameters features command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint. If

for security reasons incoming calls should not be allowed to transfer back to the PSTN, then
leave the field set to none.

parameters features

FEATURE-RELATED SYSTEHWM PARAMETERS
Self Station Display Enabled? y
Trunk—-to-Trunk Transfer: all

Automatic Callback with Called Party Queuing? n

Automatic Callback - Ho Answer Timeout Interwval {rings): 3
Call Park Timeout Interval {minutes): 1@

0ff-Premises Tone Detect Timeout Interwval {(seconds): 28

AAR/ARS Dial Tone Required? y

Music {or Silence) on Transferred Trunk Calls? no
DID/TiesISDH/SIP Intercept Treatment: attendant
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
fAutomatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n
Auto Abbreviated/Delayed Transition Interwal (rings): 2
Protocol for Caller ID fAinalog Terminals: Bellcore
Display Calling Humber for Room to Room Caller ID Calls? o

On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of restricted for restricted calls and unavailable for
unavailable calls.

change system-parameters features Page 9 of 28
FEATURE-RELATED SYSTEM PARAMETERS

CPHAANIFICLID PARAMETERS
CPH/ANIFICLID Replacement for Restricted Calls: restricted
CPH/AHI/ICLID Replacement for Unavailable Calls: unavailable

DISPLAY TERT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n
INTERHATIOHAL CALL ROUTIMG PARAMETERS
Local Country Code:
International Access Code:
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5.3. IP Node Names

Use the change node-names ip command to verify that node names have been previously
defined for the IP addresses of Communication Manager (procr) and the Session Manager
security module (asm). These node names will be needed for defining the service provider
signaling group in Section 5.6.

change node-names if Page 1 of 2
IPF HODE HAHES
Hame IPF Address
asm 18.18.5.32
default g.6.6.8
ip office 192 _168.18.68
procr 18.18.5 .12
procrb =
tftp 192 _168.18.158
5.4. Codecs

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance test, ip-codec-set 2 was used for this
purpose. Fusion used codecs G.711MU and G.729A, on the SIP trunk, in this order of
preference. Enter the corresponding codecs in the Audio Codec column of the table. Default
values can be used for all other fields.

change ip-codec-set 2 Page 1 of 2
IP CODEC SET

Codec 5et: 2

Audio Silence Frames  Packet
Codec Suppression Per Pkt Size(ms)
1: G.711HU n 2 28
2: G.729A n 2 28

3:

On Page 2, set the Fax Mode to off. See the note regarding fax support in Section 2.2.
change ip-codec-set 2 Page 2 of 2
IP CODEC SET

fillow Direct-IP Multimedia? [}

Packet
Hode Redundancy Size(ms)
FAX off a
Hodem off a
TDDATTY off ]
H.323 Clear-channel n a
SIP 64K Data n a 28
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test, IP
Network Region 2 was chosen for the service provider trunk. Use the change ip-network-region
2 command to configure region 2 with the following parameters:

e Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is sil.miami.avaya.com as assigned to the shared test
environment in the Avaya test lab. This domain name appears in the “From” header of SIP
messages originating from this IP region.

e Enter a descriptive name in the Name field.

e Leave both Intra-region and Inter-region IP-1P Direct Audio set to yes, the default setting.
This will enable IP-1P Direct Audio (shuffling), to allow audio traffic to be sent directly
between IP endpoints without using media resources in the Avaya Media Gateway. Shuffling
can be further restricted at the trunk level on the Signaling Group form if needed.

e Set the Codec Set field to the IP codec set defined in Section 5.4.

e Default values may be used for all other fields.

change ip-network-region 2

IP HETWORK REGIOH

Region: 2
Location: 1 Authoritative Domain: sil.miami.avaya.com
Hame: Service Provider Stub Hetwork Region: n
MEDIA PARAMETERS Intra-reqion IP-IP Direct Audio: yes
Codec Set: 2 Inter-region IP-IP Direct fAudio: yes
UDPF Port Min: 2048 IP Audio Hairpinning? n

UpP Port HMa=x: 3329
DIFFSERU/TOS PARAMETERS
Gall Control PHB Ualue: 46
Audio PHB Value: 46
Uideo PHB Ualue:
8082_1P/0 PARAMETERS
Call Control 882 .1p Priority: 6
Audio 882.1p Priority: 6
Uideo 882 _1p Priority: S AUDIO RESOURCE RESERUVATIOH FARAHETERS
H.323 IP EHDPOIHTS RSUP Enabled? n
H.323 Link Bounce Recovery? u
Idle Traffic Interwval (sec): 28
Keep-fAlive Interval {sec): 5
Keep-flive Count: 5

1= (= =]
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On Page 4, define the IP codec set to be used for traffic between region 2 and region 1 (the rest
of the enterprise). Enter the desired IP codec set in the codec set column of the row with
destination region (dst rgn) 1. Default values may be used for all other fields. The following
example shows the settings used for the compliance test. It indicates that codec set 2 will be
used for calls between region 2 (the service provider region) and region 1 (the rest of the
enterprise).

Source Region: 2 Inter Hetwork Region Connection Hanagement I M
G A t

dst codec direct WAH-BYW-1imits UVideo Intervening Dyn A G C

rgn set WAH Units Total Horm Prio Shr Regions CAC R L e

1 2 u HoLimit n____ t

2 2 all

3 - _

L

5.6. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and Session Manager for use by the service provider trunk. This signaling group is
used for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling group 2 was used and was configured using the parameters
highlighted below, shown on the screen on the next page:

e Set the Group Type field to sip.

e Set the IMS Enabled field to n. This specifies the Communication Manager will serve as
an Evolution Server for the Session Manager.

e Set the Transport Method to the transport protocol to be used between Communication
Manager and Session Manager. For the compliance test, tls was used.

e Set the Peer Detection Enabled field to y. The Peer-Server field will initially be set to
Others and cannot be changed via administration. Later, the Peer-Server field will
automatically change to SM once Communication Manager detects its peer is a Session
Manager.

Note: Once the Peer-Server field is updated to SM, the system changes the default values of
the following fields, setting them to display—only:
e Prepend ‘+’ to Outgoing Calling/Alerting/Diverting/Connected Public
Numbers? is changed to y.
e Remove ‘+’ from Incoming Called/Calling/Alerting/Diverting/Connected
Numbers? is changed to n.

e Set the Near-end Node Name to procr. This node name maps to the IP address of
Communication Manager as defined in Section 5.3.

e Set the Far-end Node Name to asm. This node name maps to the IP address of Session
Manager, as defined in Section 5.3.
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SIGHALING GROUP

Group Humber: 2 Group Type: sip
IMS Enabled? [} Transport HMethod: tls
0-3IP? n
IP Uideo? n Enforce 5IPS URI for SRTP? u
Peer Detection Enabled? y FPeer Server: Others
Prepend '+' to Outgoing Calling/flerting/Diverting/Connected Public Humbers? n
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Humbers? y
Alert Incoming SIP Crisis Calls? n
Hear-end Hode Hame: procr Far-end Hode Hame: asm
Hear-end Listen Port: 5863 Far-end Listen Port: 5863
Far-end Hetwork Region: 2
Far-end Domain: sil.miami.avaya.com
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Hoise? n
DTHF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer{min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? uy Initial IP-IP Direct Hedia? n
H_323 Station Outgoing Direct Media? n Alternate Route Timer{sec): 6 _

e Set the Near-end Listen Port and Far-end Listen Port to a valid unused port instead of the

default well-known port value. (For TLS, the well-known port value is 5061). This is

necessary so the SM can distinguish this trunk from the trunk used for other enterprise SIP

traffic. For the compliance test both the Near-end Listen Port and Far-end Listen Port
were set to 5063.

e Set the Far-end Network Region to the IP network region defined for the service provider

in Section 5.5.
e Set the Far-end Domain to the domain of the enterprise.

e Set the DTMF over IP field to rtp-payload. This value enables Communication Manager to

send DTMF transmissions using RFC 2833.

e Set Direct IP-1P Audio Connections to y. This field will enable media shuffling on the SIP

trunk allowing Communication Manager to redirect media traffic directly between the
Avaya SBCE and the enterprise endpoint. If this value is set to n, then the Avaya Media

Gateway will remain in the media path of all calls between the SIP trunk and the endpoint.
Depending on the number of media resources available in the Avaya Media Gateway, these

resources may be depleted during high call volume preventing additional calls from
completing.
e Default values may be used for all other fields.
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5.7. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 2 was configured using the parameters
highlighted below.

e Set the Group Type field to sip.

e Enter a descriptive name for the Group Name.

e Enter an available trunk access code (TAC) that is consistent with the existing dial plan in
the TAC field.

e Set the Service Type field to public-ntwrk.

e Set the Signaling Group to the signaling group shown in the previous section.

e Set the Number of Members field to the number of trunk members in the SIP trunk group.
This value determines how many simultaneous SIP calls can be supported by this trunk.

e Default values were used for all other fields.

add trunk-

TRUHK GROUP

Group Humber: 2 Group Type: sip CDR Reports: y
Group Hame: SIP Trunk to 5P COR: 1 TH: 1 TAC: AB2
Direction: two-way Dutgoing Display? n
Dial Access? n Hight Service:
Queue Length: 8
Service Type: public-ntwrk Auth Code? n

Hember Assignment Hethod: auto
Signaling Group: 2
Humber of Hembers: 6

On Page 2, verify that the Preferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval that re-INVITES must be sent
to keep the active session alive. The default value of 600 seconds was used.

add trunk-group 2 Page 2 of 21
Group Type: sip

TRUHE PARAMETERS

Unicode Hame: auto

LA
=
=
=

Redirect On OPTIH Failure:

e
=]

SCCAN? n Digital Loss Group:
Preferred Minimum Session Refresh Interwvali{sec):

Sh
=
=

Disconnect Supervision - In? y Out? y
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On Page 3, set the Numbering Format field to private. This field specifies the format of the
calling party number (CPN) sent to the far-end. When public format is used, Communication
Manager automatically inserts a “+” sign, preceding the numbers in the “From”, “Contact” and
“P-Asserted Identity” (PAI) headers. The addition of the “+” sign impacted interoperability with
Fusion. Thus, the Numbering Format was set to private and the Numbering Format in the
route pattern was set to unk-unk (see Section 5.10). Set the Replace Restricted Numbers and
Replace Unavailable Numbers fields to y. This will allow the CPN displayed on local
endpoints to be replaced with the value set in Section 5.2, if the inbound call has enabled CPN
block.

add trunk-group 2 Page 3 of 21
TRUHK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Humbering Format: private
UUI Treatment: service-provider

Replace Restricted Humbers? y
Replace Unavailable Humbers? y

On Page 4, set the Network Call Redirection field to y and the Support Request History field
to n. Set the Telephone Event Payload Type to 101, the value preferred by Fusion. Set Convert
180 to 183 for Early Media to y. Default values were used for all other fields.

add trunk-group 2 Page 4 of 21
PROTOCOL UARIATIOHS

Mark Users as Phone?

to CallingfAlerting/Diverting/Connected Humber?
Send Transferring Party Information?

Hetwork Call Redirection?

Build Refer-To URI of REFER From Contact For HCR?
Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

Prepend "+

== == = = EX

g

Convert 188 to 183 for Early Hedia?

Always Use re-IHVITE for Display Updates?
Identity for Calling Party Display:

Block Sending Calling Party Location in IHVITE?
Accept Redirect to Blank User Destination?
Enable 0Q-SIP?

—fAsserted-Identity

FEEmEE

Interworking of ISDH Clearing with In-Band Tones: keep-channel-active
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5.8. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since private
numbering was selected to define the format of this number (Section 5.7), use the change
private-numbering command to create an entry for each extension which has a DID assigned.
DID numbers are provided by the SIP service provider. Each DID number is assigned in this
table to one enterprise internal extension or Vector Directory Numbers (VDNSs). In the example
below, six DID numbers are assigned by the service provider for testing. These DID numbers
were used as the outbound calling party information on the service provider trunk when calls
were originated from the mapped extensions.

change private-numbering 1

HUMBERIHG - PRIUATE FORMAT
Ext Ext Trk Private Total
Len Code Grp(s) Prefix Len
4 2883 2 2161234567 1A Total Administered: 18
L 2885 2 2161234568 18 Mazimum Entries: S48
4 2886 2 2161234569 1A
4 2834 2 2161234578 ]
4 30688 2 2161234571 1A
4  3|is 2 2161234572 18

Note: During the compliance test, Fusion required the Main User (BTN) to be included in the
From header of every outbound call. A script was created on the Avaya SBCE (Section 7.7) to
meet this requirement. Fusion used the calling party number included in the P-Asserted-ldentity
for Caller ID purposes.

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 73
SPOC 1/5/2016 ©2016 Avaya Inc. All Rights Reserved. FC_CMSMASBCE®63




5.9. Inbound Routing

In general, the “incoming call handling treatment” form for a trunk group can be used to
manipulate the digits received for an incoming call if necessary. Since Session Manager is
present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handling table may not be
necessary. If the DID number sent by Fusion is left unchanged by Session Manager, then the
DID number can be mapped to an extension using the incoming call handling treatment of the
receiving trunk group. Use the change inc-call-handling-trmt command to create an entry for
each DID.

T T T e T

change inc-call-handling-trmt trunk-group Page
IHCOMIHG CALL HAHDLIHG TREATHEHT

Service/ Humber Humber Del Insert

Feature Len Digits

public-ntwrk 18 2161234567 18 2883

public-ntwrk 18 2161234568 18 Z2@@5

public-ntwrk 18 2161234549 18 2086

public-ntwrk 18 2161234570 18 2834

public-ntwrk 18 2161234571 18 3088

public-ntwrk 18 2161234572 18 3ais

public-ntuwrk
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an “outside line”.
This common configuration is illustrated below with little elaboration. Use the change dialplan
analysis command to define a dialed string beginning with 9 of length 1, as a feature access code

(fac).

change dialplan analysis

DIAL PLAH AHALYSIS TABLE
Location: all

Dialed Total Call Dialed
String Length Type String
attd

Total Call
Length Type

ext

ext

ext

ext

ext

dac

ext

ext

fac

dac

[ (MO [5D [ [0 WA [ [ [ [ e
il A e o ol o o o

dac

Page 1 of 12
Percent Full: 2

Dialed Total Call
String Length Type

Use the change feature-access-codes command to configure 9 as the Auto Route Selection

(ARS) — Access Code 1.

change feature-access—-codes

Page 1 of 18

FEATURE ACCESS GODE (FAC)
Code :

Abbreviated Dialing List1
Abbreviated Dialing List?2
Abbreviated Dialing List3
Abbreviated Dial - Prgm Group List
Announcement

Answer Back

Auto Alternate Routing {AAR)

Access
Access
Access
Access
Access
Access

Access

Code:
Code :
Code :

Code:

Code :

Code :

Auto Route Selection (ARS) - Access Code 1:
Activation:

Automatic Callback
Call Forwarding Activation Busy/DA:

*30

Call Forwarding Enhanced Status:

All:

*18
=12
13
*14
=19

*88_
2
*33
*31

Act:

Access Code 2:
Deactivation: #33
Deactivation: H#38
Deactivation:
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Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. See Section 2.1 for the complete list of call types tested. All dialed strings are
mapped to route pattern 2, which contains the SIP trunk group to the service provider.

change ars analysis @ Page 1 of 2
ARS DIGIT AMALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Hode AHI
String Min Max Pattern Type Hum  Reqd
a 1 11 2 op _ n
a11 18 15 2 intl . n
1786 11 11 2 fnpa . n
1888 11 11 2 fnpa . n
4111 3 3 2 syucl - n
211 3 3 2 locl . n
216 18 18 2 hnpa . n

The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 2 in the compliance test.

e Pattern Name: Enter a descriptive name.
e Grp No: Enter the outbound trunk group for the SIP service provider.

e FRL: Set the Facility Restriction Level (FRL) field to a level that allows access to this trunk
for all users that require it. The value of 0 is the least restrictive level.

e Pfx Mrk: Set to 1 to ensure 1 + 10 digits are sent to the service provider for long distance
numbers in the North American Numbering Plan (NANP).

e Numbering Format: Set to unk-unk. All calls using this route pattern will use the private
numbering table. See setting of the Numbering Format in the trunk group form for full
details in Section 5.7.

hange route-pattern 2 Page 1 of 3
Pattern Humber: 2 Pattern Hame: Route to SP
SCCANY n Secure 3IP? n
Grp FRL HPA Pfx Hop Toll Ho. Inserted DCSS IKC
Ho Mrk Lmt List Del Digits nsIG
Dgts Intw
- 2 a 1 _ - n user
2: - . _ n user
3: - _ - n user
: L n user
3 L n user
: L n user
BCC VALUE TSC CA-TSC ITC BCIE ServicefFeature PARH Ho. Humbering LAR
B12HL4U Request Dgts Format
Subaddress
1:yyyyyn n rest _ unk-unk noneg
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Note: Enter the save translation command (not shown) to save all the changes made to the
Communication Manager configuration in the previous sections.

6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

SIP domain.
Logical/physical Locations that can be occupied by SIP Entities.

SIP Entities corresponding to Communication Manager, Session Manager and the Avaya
SBCE.

Entity Links, which define the SIP trunk parameters used by Session Manager when routing
calls to/from SIP Entities.

Routing Policies, which control call routing between the SIP Entities.
Dial Patterns, which govern to which SIP Entity a call is routed.

The following sections assume that the initial configuration of Session Manager and System
Manager has already been completed, and that network connectivity exists between System
Manager and Session Manager.
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6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address
of System Manager. Log in with the appropriate credentials and click on Log On (not shown).
The screen shown below is then displayed; click on Routing.

Az~ Iratnrs
Directory Sywehrunlzation
Groups & Role

Liser Management

The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located
under the Routing link shown below.

Meme | Boeting ¥
" Ruutiny « Neme [ ements | Rosuting [+]
'
Domalng X ok
Introduction to Network Routing Policy
Luestions
Adastatisns Network Pouting Pobcy conasts of saveral routng appicatons e "Domans®, "Lecations®, "SIP Entities®, etc
W LRy The rucemmended order 10 w3 the routing apdicabons (that means the overall routing workflaw) to configure your network configuration & 23

R folaws

Entty Links

ep 1 Crwate ‘Domarvn® of type G55 (other routing apgpdcatons are refwmng domars of Typs 518)
Step 2: Create ‘Locatons”
Step 3 Craate “Adiptantons®

Step 4: Create "SIF Enbtios®

12 Entites that ww uidd a5 "OULbound Proxes” 0,0 & Cartain *Gateway” or "SIP Trum®

- Create al *other SIP Entties* (Sesmon Manager, CM, SI9/PE

eway:, SIP Trunes)
= ARSI The scpropriate "LoCanons®, "AJSplIations® and "Outbound Prosss"

Step 5: Create the "Enbty Linky*
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6.2. SIP Domain

Create an entry for each SIP domain for which Session Manager will need to be aware in order to
route calls. For the compliance test, this was the enterprise domain, sil.miami.avaya.com.
Navigate to Routing > Domains in the left-hand navigation pane and click the New button in
the right pane (not shown). In the new right pane that appears (shown below), fill in the
following:

e Name:  Enter the domain name.
e Type: Select sip from the pull-down menu.
e Notes:  Add a brief description (optional).

Click Commit. The screen below shows the entry for the enterprise domain.

Home Kouting

* Rauting « Mome [/ £4 / g /J O | 1+ ]
. Help 2
Domains
T '” = Domain Management C°'“_“‘___'t _C__a__'__lcti
Adaptatiens
SIP Entities
Litem Filter: Enabk
Entity Uinks Ram o Enabile
Name Type Notes
Time Ranges
= = * silmiami.avays.com sip | Lab domain
fouting Policies
Dial Patterms
Regular Expressiens
Commltj C:ncu‘l

6.3. Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management, call admission control and location-based routing. To add a
location, navigate to Routing = Locations in the left-hand navigation pane and click the New
button in the right pane (not shown). In the General section, enter the following values.

e Name:  Enter adescriptive name for the location.
e Notes: Add a brief description (optional).

Defaults can be used for all other parameters.
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The following screen shows the location details for the location named Session Manager.
Later, this location will be assigned to the SIP Entity corresponding to Session Manager. Default
values were used for all parameters.

Home / Elemants / Routing / Locations (+]

Halp ?
Location Details Colmlt| C.lncel|

General
* Name: Session Manager

Notes:

Dial Plan Transparency in Survivable Mode

Enabled:
Listed Directory Number:

Associated CM SIP Entity: |

Overall Managed Bandwidth

Managed Bandwidth Units:  Kbit/sec x|
Total Bandwidth:

Multimedia Bandwidth:
Audio Calls Can Take Multimedia Bandwidth: P
Per-Call Bandwidth Parameters
Multimedi dwidth (Intra-Location): 2000 Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): 2000 Kbit/Sec
* Minimum Multimedia Bandwidth: 64 Kbit/Sec
* Default Audio Bandwidth: B0 |Kbit/sec =]
Alarm Threshold
Overall Alarm Threshold: 80 :‘ %
Multimedia Alarm Threshold: |80 =l
* Latency betore Overall Alarm Trigger: 5 Minutes
* Latency before Multimedia Alarm Trigger: S Minutes
Locabon Pattem
Add| Remove]
0 Items Filter; Enatile
17 1P Address Pattern Notes
Comenit| Cance]
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The following screen shows the location details for the location named Communication
Manager. Later, this location will be assigned to the SIP Entity corresponding to
Communication Manager. Other location parameters (not shown) retained the default values.

Home / Elements [/ Routing / Locations

Location Details Commitl Car‘lcell

General
* Name: |Communication Manager

Motes:

The following screen shows the location details for the location named Avaya SBCE. Later, this
location will be assigned to the SIP Entity corresponding to the Avaya SBCE. Other location
parameters (not shown) retained the default values.

Home / Elements / Routing / Locations

Location Details Commitl Cancell

General
* Name: |Avaya SBCE

Notes:

6.4. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes Communication Manager and the Avaya SBCE. Navigate to Routing -
SIP Entities in the left navigation pane and click on the New button in the right pane (not
shown). In the General section, enter the following values. Use default values for all remaining
fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signaling.

e Type: Select Session Manager for Session Manager, CM for
Communication Manager and SIP Trunk for the Avaya SBCE.

e Adaptation: This field is only present if Type is not set to Session Manager

If Adaptations were to be created, here is where they would be
applied to the entity.

e Location: Select the location that applies to the SIP Entity being created,
defined in Section 6.3.

e Time Zone: Select the time zone for the location above.
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The following screen shows the addition of the Session Manager SIP Entity. The IP address of
the Session Manager Security Module is entered in the FQDN or IP Address field.

Home f Elements f Routing f SIP Entities

SIP Entity Details

General

SIP Link Monitoring

* Name:
* FQDM or IP Address:
Type:

MNotes:

Location:
Outbound Proxy:
Time Zone:

Credential name:

SIP Link Monitoring:

Commitl Cancell

Session Manager
10.10.5.32
Session Manager =l

Security Module
Session Manager |

[

Arnerica/MNew _York ;l

Use Session Manager Configuration ;l
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The following screen shows the addition of the SIP Entity for Communication Manager. In
order for Session Manager to send SIP service provider traffic on a separate entity link to
Communication Manager, the creation of a separate SIP entity for Communication Manager is
required. This SIP Entity should be different than the one created during the Session Manager
installation, used by all other enterprise SIP traffic. The FQDN or IP Address field is set to the
IP address of the “procr” interface in Communication Manager, as seen in Section 5.3.

Home f Elements § Routing f SIP Entities

SIP Entity Details Cnmmitl Cancell
General
* Name: [CM Trunk 2
* FQDM or IP Address: |10.10.5.12
Type: |[CM ;l
MNotes: [For Service Provider calls
Adaptation: | =]
Location: | Communication Manager;l
Time Zone: | America/Mew_York ;l
* SIP Timer B/F (in seconds): |4
Credential name:
Call Detail Recording: | none ;l
Loop Detection
Loop Detection Mode: | Off |
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The following screen shows the addition of the Avaya SBCE Entity. The FQDN or IP Address
field is set to the IP address of the SBC private network interface (see Figure 1).

Home f Elements f Routing f SIP Entities

SIP Entity Details

General

Loop Detection

* Name:
* FQDM or IP Address:
Type:

MNotes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

Call Detail Recording:

Loop Detection Mode:

Avaya SBCE
10.10.5.53
SIP Trunk

Avaya SBCE

=l
Awaya SBRCE

americafMNew_York

4
egress ;I
Off hd

Cummitl Cancell
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6.5. Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links were created; one to the Communication Manager for use only by service
provider traffic and one to the Avaya SBCE. To add an Entity Link, navigate to Routing ->
Entity Links in the left navigation pane and click on the New button in the right pane (not
shown). Fill in the following fields in the new row that is displayed:

e Name: Enter a descriptive name.

e SIP Entity 1: Select the Session Manager from the drop-down menu.

e Protocol: Select the transport protocol used for this link.

e Port: Port number on which Session Manager will receive SIP requests
from the far-end.

e SIP Entity 2: Select the name of the other system from the drop-down menu.

e Port: Port number on which the other system receives SIP requests from

Session Manager.
e Connection Policy: Select Trusted to allow calls from the associated SIP Entity.

Click Commit to save.
The screen below shows the Entity Link to Communication Manager. The protocol and ports

defined here must match the values used on the Communication Manager signaling group form
in Section 5.6.

Home / Elements [ Routing / Entity Links
Entity Links Commitl Cancell
1Item
- Deny
[~ |Name SIP Entity 1 Protocol |Port SIP Entity 2 o DNS_’d Port c°:"f_ct'°" New
verride olicy Service
[T *[sM-CM Trunk 2 *|Session Manager »| [TLs »| *[s083 *|CM Trunk 2 = O *[5063 trusted = | r
Select : All, None
The Entity Link to the Avaya SBCE is show below. TCP and port 5060 were used.
Home / Elements [ Routing / Entity Links
Entity Links Commitl Cancell
1Item
R Deny
[~ |Name SIP Entity 1 Protocol |Port SIP Entity 2 o DNS_’d Port c°:"f_ct'°" New
verride olicy Service
[T *[sm-AsBCE *|Session Manager »| [TcP »| *[s080 *Avaya SBCE = O *[5060 trusted = | r
Select : All, None
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6.6. Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.4. Two routing policies were added: an incoming policy with
Communication Manager as the destination, and an outbound policy to the Avaya SBCE. To add
a routing policy, navigate to Routing = Routing Policies in the left navigation pane and click
on the New button in the right pane (not shown). The following screen is displayed. In the
General section, enter a descriptive Name and add a brief description under Notes (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Choose the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields. Click Commit to save.

The following screens show the Routing Policies for Communication Manager and the Avaya
SBCE.

| Home [ Elements [ Roeuting [ Reuting Policies

Routing Policy Details Commst Csw:el]

al
* Name: To CM trunk 2
Disabled: T
* Retries: 0O

Notes:

Name FQDN or 1P Address Type Nates

CM Trunk 2 10,10.5.12 M For Sarvice Provider calis

Home / Elements / Routing / Bouting Policies

Routing Policy Details Commit| Cancel

* Name: To ASBCE

Disabled:
' Retries: O
Notes:
M En |
Sclacll
Name FQON or IP Address Type Notes
Avays SBCE 10.10.5.5% SIP Trunk Avaye SBCE
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 330f 73

SPOC 1/5/2016 ©2016 Avaya Inc. All Rights Reserved. FC_CMSMASBCE®63



6.7. Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test, dial patterns were needed to route calls from Communication Manager to the service
provider and vice versa. Dial Patterns define which route policy will be selected for a particular
call based on the dialed digits, destination domain and originating location. To add a dial pattern,
navigate to Routing - Dial Patterns in the left navigation pane and click on the New button in
the right pane (not shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values:

e Pattern: Enter a dial string that will be matched against the Request-URI of the call.
e Min: Enter a minimum length used in the match criteria.
e Max: Enter a maximum length used in the match criteria.

e SIP Domain: Enter the destination domain used in the match criteria, or select “ALL”
to route incoming calls to all SIP domains.

e Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
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The following screen illustrates an example dial pattern used to verify inbound PSTN calls to the
enterprise. In the example, calls to 10 digit numbers starting with 216, which was in the range of
the DID numbers assigned by the service provider to the SIP trunk, arriving from location Avaya

SBCE, used route policy To CM trunk 2 to Communication Manager.

Home / Elemants / Routing / Dial Pattemns

H=2lp ?
Dial Pattern Details commit -:an:ell
Y Pattern: 215
* Min: 10
* Max: 10
Emergency Call: 17
Emergency Priority:
Emergency Type:
SIP Domain:  sil.meami 3vaya.com x|
Nates: Fuson Inbound
Origmatmag Locations and Houting Policres
ﬂ_l Removs
21Iems o Filter: Enabile
14 nating acation autin ol Reuting auting Polic outing Qlc
r Onginating Locatiaon Name » 2;:_‘. tng & . {Lﬂ:r 9 Folicy lank l)::l;cl:d :;.\:”“:("ml. L4 :t'“:l‘ g RamCy
T Avays SBCE To CM trunk 2 F CM Trunk 2
Repeat this procedure as needed to define additional dial patterns for other range of numbers
assigned by the service provider to the enterprise, to be routed to Communication Manager.
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The example in this screen shows that 11 digit dialed numbers for outbound calls, beginning with
a number such as 1786 used for test purposes during the compliance test, arriving from the
Communication Manager location, will use route policy To ASBCE, which sends the call out to
the PSTN via Avaya SBCE and the service provider SIP Trunk.
Home | Elements / Routing / Dial Patisems o
Help 7
Dial Pattern Details Commit| Cancal
* Pattern: 1786
* Min: 11
*Max: 11
Emergency Call: [
Emergency Priority:
Emergency Type:

SIP Domain: =i miami.avaya.com V|

Notes:
Onginating Locations and Routing Pohiaes
Add Remove
1item Filter: Enabia
_> Origimating Locatyon Name . 2:“?;:“"“0 iAo :l:“m‘;"a Pokcy Rank "'u\f)'::nub:-c(‘;"y m :::J:’,‘W Agreais
Communicaton Mansge Te ASBCE 0 0 Avaya SBCE Outhound Cails

Select ; All, Noos

Repeat this procedure as needed, to define additional dial patterns for PSTN numbers to be
routed to the service provider’s network via the Avaya SBCE.
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial
installation of the Avaya SBCE, the assignment of the management interface IP Address and
license installation have already been completed; hence these tasks are not covered in these
Application Notes. For more information on the installation and initial provisioning of the Avaya
SBCE consult the Avaya SBCE documentation in the Additional References section.

7.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Log in using the appropriate credentials.

AVAYA =

Session Border Controller
for Enterprise

Once logged in, the Dashboard screen is presented. The left navigation pane contains the
different available menu items used for the configuration of the Avaya SBCE. Verify that the
status of the License State field is OK, indicating that a valid license is present. Contact an
authorized Avaya sales representative if a license is needed.

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard 3

Agminsirason

BackupMestone

Syatem Tme 0B 4354 AMEST EM3

System Mansgemert
Version GI50-142 Avays EBCE

Global Parameters

Bul Dane The Oce 15 0E00A EDT 25
Lcenze Sinte o 0w
Agyregue Liesnsiag Overagus [

Foak Licarsing Ovarage Coust O

MNone fourd Avaya SOCE reanteat Succearhsl, Servr s LP
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7.2. System Management

To view current system information, select System Management on the left navigation pane. A
list of installed devices is shown in the Devices tab on the right pane. In the reference
configuration, a single device named Avaya SBCE is shown. The management IP address that
was configured during installation and the current software version are shown here. Note that the
management IP address needs to be on a subnet separate from the ones used in all other
interfaces of the Avaya SBCE, segmented from all VVolP traffic. Verify that the Status is
Commissioned, indicating that the initial installation process of the device has been previously
completed, as shown on the screen below.

Dt taoand
Agmnstrabon
BachpRestore
System Managemernt
Clobyl Farsmetsees
Sobal Profiles
PPM Sarves
Doman Polces

TLS Managemet

Devsxce Spechc Setings

Session Border Controller for Enterprise

System Management

Devicrs | Updates | iSSLWl‘ | Licessmg

To view the network configuration assigned to the Avaya SBCE, click View on the screen
above. The System Information window is displayed, containing the current device
configuration and network settings.

r Network Configuration

System Information: Avaya SBCE X
General Configuration —————————  Device Configuration —————————— License Allocation
Appliance Mame Avaya SBCE HA Wode Mo Standard Sessions 1000
Fequested: 1000
Box T =l Twao B MWode M
L VRS (AR WISl ° Advanced Sessions 1000
Deployment Mode  Proxy ISR T
Scopia Yideo Sessions
Reunelsted: 100 100
Encryption =

Public 1P

MNetrmask

Interface

10.10.5.53 10.10.5.53 255.255.255.0 10.10.5.254 Al
10.10.5.54 10.10.5.54 25852552550 10.10.5.254 Al
172.16.157 162 172.16.157 162 255.255.255.192 17216157 129 B1
172,16 157 163 172.16.157 163 2552552585192 172.16.157.129 B
172.16.157 164 172.16.157 164 2552552585192 172.16.157.129 B
r DNS Configuration Management IP{s)

Primary DNS 182.168.10.100 P 106572
Secondary DNS
DMS Location (] %l
DMS Client IP 10.10.5.53
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The Al and B1 interfaces correspond to the private and public interfaces of the Avaya SBCE.
Note that the highlighted Al and B1 IP addresses are the ones used for the SIP trunk to the
service provider, and the ones relevant to these Application Notes. Other IP addresses assigned
to these interfaces are used to support remote workers and they are not discussed in this
document. Also note that for security purposes, any public IP addresses used during the
compliance test have been masked in this document.

On the License Allocation area of the System Information, verify that the number of Standard
Sessions is sufficient to support the desired number of simultaneous SIP calls across all SIP
trunks at the enterprise. The number of sessions and encryption features are primarily controlled
by the license file installed.

7.3. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management from Device Specific Settings on the left-side menu. Under
Devices in the center pane, select the device being managed, Avaya SBCE in the sample
configuration. On the Networks tab, verify or enter the network information as needed. Note that
the Al and B1 interfaces correspond to the private and public interfaces for the Avaya SBCE.

In the configuration used during the compliance test, IP address 10.10.5.53 was assigned to
interface Al, and IP address 172.16.157.162 was assigned to interface B1.

Session Border Controller for Enterprise AVAYA
ol Parameges 4l Network Management: Avaya SBCE
s Profies
PP Services
Doman Poaces Cencat |lorertaces | Morwsehs
TLS Managemere Averga SHCE ads

¢ Device Speofic Setings

Network
Manragement

17218 157 162,
Netwark 67 17218957129 55 255 245 12 B 17216 157 163,
Sgnakng nterface 17216 157 164

Media ingeetace

Erd Pore Flows

On the Interfaces tab, verify the Administrative Status is Enabled for both the Al and B1
interfaces. Click the buttons under the Status column if necessary to enable the interfaces.

Network Management: Avaya SECE

s SOC
Morays SOCE _I:{!_‘_vl_“}_

T
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7.4. Media Interfaces

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address, and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call or the Trunk Server.

To add the Media Interface in the enterprise direction, select Media Interface from the Device
Specific Settings menu on the left-hand side, select the Avaya SBCE device and click the Add
button (not shown). On the Add Media Interface screen, enter an appropriate Name for the
Media Interface. Under IP Address, select from the drop-down menus the network and IP
address associated with the private interface of the SBCE (Al). The Port Range was left at the
default values of 35000-40000. Click Finish.

Add Media Interface X

Mame |Private_med

[retwork_a1 (a1, vian oy v

IP Address
[1010558 =]
Port Range [zsoo0 - 40000
Finizh |

A Media Interface facing the public network side was similarly created with the name
Public_med, as shown below. Under IP Address, the network and IP address associated with
the public interface of the SBCE (B1) were selected from the drop-down menus. The Port
Range was left at the default values. Click Finish.

Add Media Interface X

Marre |Pub|ic_med
[Metwork_B1 (B1, WLaN Oy =]
IP Address
[172.16.157.182 =|
Port Range [zs000 - |40000
Finish |
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7.5. Signaling Interfaces

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will listen for signaling traffic in the connected networks.

To add the Signaling Interface in the enterprise direction, select Signaling Interface from the
Device Specific Settings menu on the left-hand side, select the Avaya SBCE device and click
the Add button (not shown). On the Add Signaling Interface screen, enter an appropriate Name
for the interface. Under IP Address, select from the drop-down menus the network and IP
address associated with the private interface of the SBCE (Al). Enter 5060 for TCP Port, since
TCP port 5060 is used to listen for signaling traffic from Session Manager in the sample
configuration, as defined in Section 6.5. Click Finish.

Add Signaling Interface X

Mame |Private_sig
[Metwaork_a1 (a1, vLanDy =]
IP Address
IlD.lD.5.53 'I
TCP Port
Leawve blank to disable ISDE‘D
UDP Port I
Leawe blank to dizable
TLS Paort I
Leawe blank to dizable
TLE Profile |NDne j
Enable Shared Cantral |
Shared Control Port I
Firish |
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A second Signaling Interface with the name Public_sig was similarly created in the service
provider’s direction. Under IP Address, the network and IP address associated with the public
interface of the SBCE (B1) were selected from the drop-down menus. Enter 5060 for UDP Port,
since this is the protocol and port used by the Avaya SBCE to listen to the service provider’s SIP
traffic. Click Finish.

Add Signaling Interface X

MName IF'uinc_sig

[Metwork_B1 B1, vian D) v

IP Address
[172.18.157.182 ~|
TCP Port I
Leave blank to dizable
UDP Port
Leave blank to dizable ISEIE‘EI
TLS Port I
Leave blank to dizable
TLE Profile |NDne j
Enable Shared Contral |

Shared Control Port I

Firish |
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7.6. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the

enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).
In the reference configuration, Session Manager functions as the Call Server and the Fusion SIP
Proxy as the Trunk Server.

7.6.1. Server Interworking Profile — Enterprise

Interworking profiles can be created by cloning one of the pre-defined default profiles, or by
adding a new profile. To configure the interworking profile in the enterprise direction, select
Global Profiles = Server Interworking on the left navigation pane. Under Interworking

Profiles, select avaya-ru from the list of pre-defined profiles. Click Clone.

Session Border Controller for Enterprise

Oashboard
Admmnisiration
Backup/Restore
System Management
Global Paramelers
4 Global Profes
Domam DeS
Fingerpnng
Server
Interworking

Phone Intarsoriong
Media Forking
Routing

Server Configuration
Topalogy Hidng
Signalng
Manigulabon

Interworking Profiles: avaya-ru

_Aad §

Intorworong Profies 115 00 e ttenanoad 59 ode e -detadts Try clomni o ddng & new (o0 estass

AVAYA

cs2100

[ Generat || Timers | [ URI Mamipulaticn || Header Manigpulstian | | Advanced |

weaya

OCS-Edge-Sarver

CHATOCEM 180 Handing
o 181 Handing
QCS-FrontEnd-S 182 Hanefing
183 Haning

Raker Handng

URI Growg

Send Hold

NONE
Norw
Novw
Noow
None
No
None

No

I E

Enter a descriptive name for the cloned profile. Click Finish.

Clone Profile X

Profile Name

Clone Name

avaya-ru

ISessicm Manager
Finish |
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On the newly cloned Session Manager interworking profile, verify the settings on the General
tab:

General || Timers H URI Manipulation H Header Manipulation H Advanced |
Hold Support MOMNE
130 Handling Mone
181 Handling Mone
152 Handling Mone
133 Handling Mone
Refer Handling Mo

URI Group Mone

Send Hold Mo
3¢ Handling Mo

Diversion Header Support Mo
Delayed SDP Handling Mo
Re-Invite Handling Mo

Scroll down to the bottom of the tab to see the rest of the settings. Click Edit if changes to any of
the parameters are needed.

General || Timers || URI Manipulation | | Header Manipulation || Advanced |
Prack Handling No
Allow 18X SDP No
T.38 Support Mo
URI Scheme SIP
Via Header Format RFC3261
Privacy Enabled Mo
User Name
P-Asserted-Identity No
P-Preferred-ldentity Mo
Privacy Header
DTMF Support Mone
Edit |
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The Timers, URI Manipulation and Header Manipulation tabs contain no entries.

The Advaced tab settings are shown on the screen below:

General l Timers ‘ URI Manipulation | | Header Manipulation | . Advanced .
Record Routes Both Sides
Topology Hiding: Change Call-ID Mo
Call-Infx NAT Mo
Change Max Forwards Yes
Include End Point IP for Context Lookup Yes
2C5 Extensions Mo
ANAYA Extensions fes
MORTEL Extensions Mo
Diversion Manipulation Mo
Metaswitc h Extensions Mo
Reset on Talk Spurt Mo
Reset SRTP Context on Session Refresh Mo
Has Remote SBC fes
Foute Responze on Via Port Mo
Cizco Extensions Mo
Lync Extensions Mo
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7.6.2. Server Interworking Profile — Service Provider

A second interworking profile in the direction of the SIP trunk was created, by adding a new
profile in this case. Select Global Profiles - Server Interworking on the left navigation pane
and click Add (not shown). Enter a descriptive name for the new profile. Click Next.

Profile Marme

Interworking Profile

ISeNic:e Frovider

It

On the General screen, all parameters retain their default values. Click Next.

Interworking Profile X

Heold Support

180 Handling

181 Handling

182 Handling

183 Handling

Refer Handling

URI Group

Send Hold

J Handling

Diversion Header Support

Delayed SDP Handling

Re-Invite Handling

Prack Handling

Allow 18X SDP

T.38 Support

URI Scheme

“/ia Header Format

:.; None
(O RFC2543-c=0.0.0.0
) RFC3264 - a=sendonly

® none O spp O NosDP
® none O spp O NesDP
® none O spp O NosDP

® none O spp O NesDP

O
None

E

O 0O 0o0oood™d

®sp OTEL O ANy

® RrFcazet
O RrFc2s43

Back | Next

MAA; Reviewed:

SPOC 1/5/2016

Solution & Interoperability Test Lab Application Notes
©2016 Avaya Inc. All Rights Reserved.

46 of 73
FC_CMSMASBCEG3



Click Next on the Privacy/DTMF and SIP Timers/Transport Timers tabs (not shown). Accept
all defaults in the Advanced Settings tab. Click Finish.

Interworking Profile X

:; Mene

O single Side

O Dizlog-Inifiate Only (Single Side)
® Both Sides

Record Routes

Topology Hiding: Change Call-ID
Call-Info MAT

Change Max Forwards

]
O
b
Include End Point IP for Context Lookup |:|
OCS Extensions |
AVAYA Extensions |

U

NORTEL Extensions

Diversion Manipulation O

Diversion Condition IP-. one

Diversion Header URI |

Metaswitch Extensions |
Reset on Talk Spurt O
Reset SRTP Context on Sezsion Refresh |
Has Remote SBC
Route Respense on Via Port |
Cisco Extensions O
Lyne Extensions |
SBC FQDN |
Back | Finish
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7.7. Signaling Manipulation

The screen below shows the finished Signaling Manipulation script named Fusion Outbound
created during the compliance test. This script was needed to:

e Include the Main User (BTN) in the “From” header of all outbound calls. This was a
requirement specified by Fusion, in order for outbound calls from the enterprise to be
accepted and processed.

e Remove the “sendonly” attribute, included in the SDP of the re-INVITEs Communication
Manager sends to the service provider when calls are placed on-hold. This was necessary
as a workaround to the Music on Hold issue described in Section 2.2.

e Remove the “gsid” and “epv” parameters from outbound “Contact” headers. These
parameters had no significance to the service provider and add unnecessary size to the
packets entering the service provider’s network.

The script will later be applied to the Server Configuration profile corresponding to the service
provider, later in Section 7.8.2.

To add a Signaling Manipulation script, from the Global Profiles menu on the left panel, select
Signaling Manipulation. Click Add to open the SigMa Editor screen, where the text of the
script can be entered or copied.

Session Border Controller for Enterprise AVAYA

System Management =l Signaling Manipulation Scripts: Fusion Outbound

Global Parameters

poxd | _add | _Sownbad | _Clna | _celts: |
« Global Profiles . - -
Sigraling Chcl firma 10 ad0 8 deztrytim
Dormnain DoS Manigulition Seipts : ciby
Fingerprint Fusion Outheund Signaling Manipidation
Sarver Ferworking -
- {{Insert Larnare 19 the PRON hesder on cutbound zalls

Pnenz Intersarkng
within session “aLL™
Meda Forking !

Routing art on reguest where NOIRECTION="OUTBOLMD™ and NENTRY_POINT-"POST_SOUTIME"
q 2
{
Server Confguraton Nfromuser » EACERE[“Pron®][1].URT, UMIR;
Topalagy Hiding NHEADERS ["Fron™)[1].URT. LSER = "2161234567")
Signaling L)

Manipulation
{{The Tollowirg script removes sesendonly from the re-IWITE message sent by

LR Groups
P JiCommnication Manager te Fusioh when & call Is placed oo held by an enterpelse user,
PPM Servaces fthin ie regeired in crde for Music o Held to be heard conelstently by the PLTN user.
Domam Polces within session “IMVITE"

TLS Management

sct on regquest shere XDISECTION"OUTECLND™ and XENTRY POINT="POLT_ROUTINS"
Desice Specific Setings 3] I =

The details of the script can be found in Appendix A in this document.

Note: Additional Avaya SBCE header manipulation was performed to remove unnecessary
headers from outbound messages, by implementing Signaling Rules later in Section 7.11.
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7.8. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE peers; Session Manager
(Call Server) at the enterprise and the SIP Proxy at the service provider network (Trunk Server).

7.8.1. Server Configuration Profile — Enterprise

From the Global Profiles menu on the left-hand navigation pane, select Server Configuration
and click the Add button (not shown) to add a new profile for the Call Server. Enter an
appropriate Profile Name similar to the screen below. Click Next.

Add Server Configuration Profile

Profile Mame ISessiDn Manager

[R[=s

On the Add Server Configuration Profile Tab, select Call Server from the drop down menu
under the Server Type. On the IP Addresses / FQDN field, enter the IP address of the Session
Manager Security Module (Section 6.4). Enter 5060 under Port and select TCP for Transport.
The transport protocol and port selected here must match the values defined for the Entity Link
to the Session Manager previously in Section 6.5. Click Next.

Add Server Configuration Profile X

Server Type |Ca|l Server j

IP Address / FQDM Transpart

10.105.32 [s060 TCP =l Delste

Back | Mext |

Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, since
TCP is used, check the Enable Grooming box. Select Session Manager from the Interworking
Profile drop down menu. Click Finish.

Add Server Configuration Profile - Advanced X
Enable DoS Protection r
Enable Grooming v
Interwarking Profile ISessiDn kanager j
Signaling Manipulation Script |None j
Connection Type ISUBID vl
Back | Finish |
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7.8.2. Server Configuration Profile — Service Provider

Similarly, to add the profile for the Trunk Server, click the Add button on the Server
Configuration screen (not shown). Enter an appropriate Profile Name similar to the screen
below. Click Next.

Add Server Configuration Profile

Profile Marme ISen.f ce Provider
Mext

On the Add Server Configuration Profile Tab, select Trunk Server from the drop down menu
for the Server Type. On the IP Addresses / FQDN field, enter the IP address of the service
provider SIP proxy server. Enter 5060 under Port, and select UDP for Transport. Click Next.

Add Server Configuration Profile X

Server Type | Trunk Server j

P Address F FQDMN Transport

192,168.41.69 [so60 UDP =l Delete

Back | et |

On the Authentication tab, check the Enable Authentication box. Enter the User Name, and
Password information supplied by the service provider for the authentication of the SIP trunk.
Leave the Realm field blank. The Realm will be automatically detected from the service
provider authentication challenge. Click Next.

Add Server Configuration Profile - Authentication

Enable Authentication i
User Narne 2161234567

Realm I
[Leawve blank to detect from senver challange)

Password Il..........

Confirm Password I-----------

Back | Mext |

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 50 of 73
SPOC 1/5/2016 ©2016 Avaya Inc. All Rights Reserved. FC_CMSMASBCE®63



On the Heartbeat tab:

Check the Enable Heartbeat box.
Under Method, select REGISTER from the drop down menu.

Frequency: Enter the amount of time (in seconds) between REGISTER messages that
will be sent from the enterprise to the Fusion proxy server in order to refresh the
registration binding of the SIP trunk. 600 seconds was the value used. The actual amount
of time between REGISTER messages is negotiated during the trunk registration process,
and it is ultimately set by the service provider.

The From URI and To URI entries for the REGISTER messages are built using the
User Name entered in the Authentication screen, and the IP addresses of the public
interface of the Avaya SBCE (172.16.157.162) and the service provider proxy server
(192.168.41.69) respectively, like shown on the example below.

Click Next.
Add Server Configuration Profile - Heartheat
Enable Heartheat v
Method [rEGISTER =]
Freguency IISDD seconds
From LRI I21|512345E\?@1?2.1l5.15}
To URI I21|512345E\?@192.1E\El.4]

On the Advanced tab, select Service Provider from the Interworking Profile drop down menu.
Under Signaling Manipulation Script, select the Fusion Outbound script created in Section

7.7. Click Finish.
Enahle DaZ Protection r
Enahble Grooming r
Interworking Profile |Ser\tice Praovider j
Signaling Manipulation Secript |FusiDn Cuthound j
Connection Type Im
Back | Finish |
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7.9. Routing

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces. Two Routing Profiles were created in the test configuration, one for
inbound calls, with Session Manager as the destination, and the second one for outbound calls,
which are routed to the service provider SIP trunk.

7.9.1. Routing Profile — Enterprise

To create the inbound route, select the Routing tab from the Global Profiles menu on the left-
hand side and select Add (not shown). Enter an appropriate Profile Name similar to the example
below. Click Next.

Routing Profile

Profile Name Route to SM

Mext

On the Routing Profile tab, select “*” under URI Group. Click the Add button to enter the
next-hop address. Enter 1 under Priority/Weight. Under Server Configuration, select Session
Manager. The Next Hop Address field will be populated with the IP address, port and protocol
defined for the Session Manager Server Configuration Profile in Section 7.8.1. Defaults were
used for all other parameters. Click Finish.

Routing Profile X

LRI Group I*—L, Time of Day Im
Load Balancing IF'riDrit\,r j MAPTR r
Transport Im Mext Hop Priority ¥
Mext Hop In-Dialog r lgnare Route Header r

Server Configuration Mext Hop Address Transport
1 Session Manager | | 10.10.5.32:5060 (TCF) =l [more 7| Deslete
Back | Finish |
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7.9.2. Routing Profile — Service Provider

Back at the Routing tab, select Add (not shown) to repeat the process in order to create the
outbound route. Enter an appropriate Profile Name similar to the example below. Click Next.

Routing Profile

Profile Mame IRDute o Fusion
Mext |

On the Routing Profile tab, select “*” under URI Group. Click the Add button to enter the
next-hop address. Enter 1 under Priority/Weight. Under Server Configuration, select Service
Provider. The Next Hop Address field will be populated with the IP address, port and protocol
defined for the Service Provider Server Configuration Profile in Section 7.8.2. Defaults were
used for all other parameters. Click Finish.

Routing Profile X

LRI Graup I*—L, Tirme of Day Im
Load Balancing |Pric:rit\,r | MAPTR r
Transport Im Mext Hop Priority v
Mext Hop In-Dialog r Ignore Route Header r

Server Configuration Mext Hop Address Transport
1 Service Provider »| |192.168.41.69:5080 (UDF)  »| |[Wore = Delete
Back | Finizh |
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7.10. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, the default Topology Hiding Profile was cloned and modified
accordingly. Only the minimum configuration required to achieve interoperability on the SIP
trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

7.10.1. Topology Hiding Profile — Enterprise

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side, select default from the list of pre-defined profiles
and click the Clone button (not shown). Enter a Clone Name such as the one shown below.
Click Finish.

Clone Profile X

Profile Name default
Clone Mame ISessiDn Manager

Finish |

On the newly cloned Session Manager profile screen, click the Edit button (not shown).
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For the To, From and Request-Line headers, select Overwrite in the Replace Action column
and enter the enterprise SIP domain sil.miami.avaya.com, in the Overwrite Value column of
these headers, as shown below. This is the domain known by Session Manager, defined in
Section 6.2. Default values were used for all other fields. Click Finish.

Edit Topology Hiding Profile X

Header Criteria eplace Action Overwrite Value
|Via j |IPfDDmain j |Auh:| j | Delete
|TD j |IPfDDmain j |O\terwrite j |si|.miami.avaya.u:nm Delete
[soP x| [Poomain 7| |auto =l Delete
|Frc:m j |IPfDDmain j |O\terwrite j |si|.miami.avaya.u:nm Delete
|Refer-TD j |IPfDDmain j |Auh:| j | Delete
|Record-RDute j |IPfDDmain j |Auh:| j | Delete
|Reﬁerred—By j |IF'fDDmain j |Aub:| j | Delete
|Request—Line j |IPfDDmain j |O\terwrite j |si|.miami.avaya.u:nm Delete

7.10.2. Topology Hiding Profile — Service Provider

A Topology Hiding profile named Service Provider was similarly configured in the direction of
the SIP trunk to the service provider. For the To, From and Request-Line headers, select
Overwrite in the Replace Action column. In the Overwrite Value column, enter the SIP
domain expected by the service provider on these headers. During the compliance test, this
domain was sbc2.nbsvoice.net. Click Finish.

Edit Topology Hiding Profile X

Header Criteria Replace Action Owerwrite “alue
|\-"ia j |IF'fDDmain j |Aut|3 j | Delete
ITD j |IPch:main j |Overwrite j Isbcz.nbsmice.net Delete
[spP x| |Poomain x| |auto =l Delete
|Fr|:|m j |IF'fDDmain j |Overwrite j |sbc2.nbsvuice.net Delete
|Refer-TD j |IPch:main j |ﬁ3«u‘o3 j | Delete
|Record-RDute j |IPch:main j |ﬁ3«u‘o3 j | Delete
|Reﬁerred—E-\,r j |IF'fDDmain j |Aut|3 j | Delete
|Request—Line j |IPch:main j |Overwrite j Isbcz.nbsmice.net Delete
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7.11. Signaling Rules

In the reference configuration, two Signaling Rules were created in order to block unnecessary
headers from being propagated outside of the enterprise boundaries.

7.11.1. Signaling Rule — Enterprise

A signaling rule was used to remove (block) the following headers, sent in SIP messages from
the Session Manager to the Avaya SBCE:

Alert-Info.
AV-Global-Session-ID.
Endpoint-View.
P-AV-Message-ID.
P-Location.
P-Charging-Vector.

These headers contain private IP addresses and SIP Domains from the enterprise, which should
not be propagated outside of the enterprise boundaries. They also add unnecessary size to
outbound messages, while they have no significance to the service provider.

In the Domain Policies menu on the left-hand side, select Signaling Rules, then Add Rule (not
shown). Enter an appropriate name like in the example below. Click Next.

Signaling Rule

Rule Mame ISM Side
=N
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Click Next on the next four tabs (not shown), leaving all fields in sections Inbound Outbound,
Content-Type Policy, QoS and UCDI with their default values, then click Finish. On the newly

created Signaling Rule, select the Request Headers tab to create the manipulations performed
on request messages. Select Add In Header Control.

Signaling Rules: SM Side
Add | |F|Iter By Device.. Rename | Clone | Delete |
Signaling Rules Click here to add a description.

default

General | | Requests || Responses | | Request Headers || Response Headers || Signaling QoS || ucip |
No-Content-Type...

Add In Header Control I Add Out Header Control I
OPTIONS

Row Header Name Method Name Header Criteria Action Proprietary

Direction
SM Side

Mo request header controls exist.

In the Add Header Control screen, select the following:

e Check the Proprietary Request Header box.

e Header Name: Type in the header name, AV-Global-Session-1D in this example.
e Method Name: Select ALL.

e Header Criteria: Check Forbidden.
e Presence Action: Select Remove Header.

e Click Finish.
Add Header Confrol X
Proprietary Request Header
Header Name |AV—GIGbaI—SessiDn—ID
Methad Name ALL
® Forbidden
Header Criteria O Mandatory
O Optional
IRemDve header.
Presence Action
|488 |Busy Here
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 57 of 73

SPOC 1/5/2016 ©2016 Avaya Inc. All Rights Reserved. FC_CMSMASBCE®63



The remaining header control rules are similarly configured, by selecting Add In Header
Control as needed. The exception is the Alert-Info header, where the Proprietary Request
Header box is not checked, and the Header name is selected directly from the scroll down
menu, as shown on the screen below.

Add Header Control X

Proprietary Request Header |
Header Name |Alert-l nfo
Method Name ALL

@® Forbidden
Header Criteria O Mandatory

O Optional

IF{emove header.
Presence Action

|48EE |Bus*,f Here

Finish |

Once the configuration is completed, the Request Headers tab should look like the following
screen.

General || Requests | | Responses || Request Headers || Response Headers | | Signaling QoS | | uciD |
Add In Header Contral | Add Out Header Control |

Row Header Name Method Name Header Criteria Action Proprietary Direction

1 AV-Global-Session-ID ALL Forbidden Remove Header Yes IN Edit Delete
2 Alert-Info ALL Forbidden Remove Header Mo IN Edit Delete
3 Endpoint-View ALL Forbidden Remove Header Yes IN Edit Delete
4 P-AV-Message-ID ALL Forbidden Remove Header Yes IN Edit Delete
5 P-Charging-Vector ALL Forbidden Remove Header Yes IN Edit Delete
6 P-Location ALL Forbidden Remove Header Yes IN Edit Delete
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Select the Response Headers tab to similarly create the manipulations performed on response
messages. Select Add In Header Control (not shown).

The screen below shows the settings of one of the entries for the AV-Global-Session-1D header

on response messages.

Add Header Control X

Proprietary Response Header
Header Name
Response Code

Method Name

Header Criteria

Presence Action

[V-Global-Session-1D
1XX
ALL

® Forbidden
O Mandatory
O Optional

| Remove header

[486

Finish |

|Bu5‘,f Here

Select Add In Header Control as needed to configure the remaining header control rules. Once
the configuration is completed, the Response Headers tab should look like the following screen.

General || Requests || Responses || Request Headers || Response Headers || Signaling QoS || ucip |
Add In Header Control | Add Out Header Control |
Row Header Name Response Code  Method Name  Header Criteria Action Proprietary  Direction
1 AV-Global-Session-ID 1XX ALL Forbidden Remove Header  Yes IN Edit Delete
2 AV-Global-Session-ID 200 ALL Forbidden Remove Header  Yes IN Edit Delete
3 Endpoint-View 200 ALL Ferbidden Remove Header  Yes IN Edit Delete
4 P-AV-Massage-1D 1XX ALL Ferbidden Remove Header  Yes IN Edit Delete
5 P-AV-Massage-1D 200 ALL Forbidden Remove Header  Yes IN Edit Delete
6 P-Location 1XX ALL Forbidden Remove Header  Yes IN Edit Delete
7 P-Location 200 ALL Forbidden Remove Header  Yes IN Edit Delete
This Signaling Rule will be applied to the End Point Policy Group corresponding to the
enterprise, later in Section 7.12.1.
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7.11.2. Signaling Rule — Service Provider

Another Signaling Rule was used in the Avaya SBCE to remove the “Remote-Address” header,
generated by the Avaya SBCE, from outbound messages to the service provider. This header has
local significance only and should not be propagated on the SIP trunk.

In the Domain Policies menu on the left-hand side, select Signaling Rules, then Add Rule (not
shown). Enter an appropriate name like in the example below. Click Next.

Signaling Rule

Rule Mame IFtemote—Add ress
Next |

On the newly created Remote-Address Signaling Rule, select the Request Headers tab to create
the manipulations performed on request messages. Select Add Out Header Control.

Signaling Rules: Remote-Address
Add | |Fi|terBy Device... Rename | Clone | Delete |

Signaling Rules Click here to add a descripfion.

default

General | | Requests || Responses | | Request Headers || Response Headers || Signaling QoS || UcCiD |
No-Content-Type...
Add In Header Control | Add Out Header Control |
OPTIONS
Row Header Name Method Name Header Criteria Action Proprietary Direction
SM Side .
Mo request header controls exist.
Remote-Address
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Enter the settings on the Add Header Control screen as show below. Click Finish.

Add Header Control X

Proprietary Request Header
Header Name |Remate-Address
Meathod Name ALL
® Forbidden
Header Criteria O Mandatory
O Optional
IF{emo\re header.
Presence Action
|486 |Busy Here
Finish |

Once the configuration is completed, the Request Headers tab should look like the following
screen.

General || Requests | | Responses || Request Headers | | Response Headers | | Signaling QoS | | ucip |

Add In Header Control | Add Out Header Contraol

Header Name Method Name Header Criteria Proprietary Direction

1 Remote-Address ALL Forbidden Remove Header Yes ouT Edit Delete

Select the Response Headers tab to similarly create the manipulations performed on response
messages. Once the configuration is completed, the Response Headers tab should look like the
following screen.

General || Requests | | Responses || Request Headers | | Response Headers | | Signaling QoS | | uciD |

Add In Header Control | Add Out Header Control

Header Name Response Code Method Name Header Criteria Action Proprietary  Direction
1 Remaote-Address XX ALL Forbidden Remove Header  Yes ouT Edit Delete
2 Remote-Adress 200 ALL Forbidden Remove Header  Yes ouT Edit Delete

The Signaling Rule will be applied to the End Point Policy Group corresponding to the service
provider, later in Section 7.12.2.
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7.12. End Point Policy Groups

End Point Policy Groups associate the different sets of rules under Domain Policies (Media,
Signaling, Security, etc.) to be applied to specific SIP messages traversing through the Avaya
SBCE. In the reference configuration, the End Point Policy Groups used default sets of rules
already pre-defined in the configuration, with the exception of the new Signaling Rules defined
in Section 7.11. Please note that changes should not be made to any of the default rules used in
these End Point Policy Groups. If changes are needed, it is recommended to create a new rule by
cloning one the defaults and then make the necessary changes to the new rule.

7.12.1. End Point Policy Group — Enterprise

To create an End Point Policy Group for the enterprise, select End Point Policy Groups under
the Domain Policies menu and select Add (not shown).

Enter an appropriate name in the Group Name field. Click Next.

Policy Group

Group Marme IEnterprise

MNext

In the Policy Group tab, all fields used one of the default sets already pre-defined in the
configuration, with the exception of the Signaling Rule, where the SM Side rule created in
Section 7.11.1 was selected. Click Finish.

Policy Group X

Application Rule Idefault—trunk j
Border Rule |default j
Media Rule |default—luw—med j
Security Rule Idefault—luw vl
Signaling Rule | M Side =l
Back | Finish |
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The screen below shows the Enterprise End Point Policy Group after the configuration was

completed.

Policy Groups: Enterprise

Adsd ’ [an By Devios

Ot low

defzuit-ow-enc

Tk fisrs 10900 0 deacreson

LAk hessi 1 aidd 0 row descnpbon

Rename | Clone | Delsts |

detmit-tgh

defadt-high-enc

Applcatan

7.12.2. End Point Policy Group — Service Provider

A second End Point Policy Group was created for the service provider, repeating the steps
previously described. In the Policy Group tab, all fields used one of the default sets already pre-
defined in the configuration, except on the Signaling Rule, where the Remote-Address rule
created in Section 7.11.2 was selected. Click Finish.

Application Rule |defau|t—trunk

Border Rule |defau|t

Media Rule [default-low-med

Security Rule default-low

Signaling Rule [Remote-Address
Back | Finish |

The screen below shows the Service Provider End Point Policy Group after the configuration
was completed.

Palicy Groups: Service Provider

Add | |Fittar By Davice

Pokcy Groups

| _Clone | _Dolete |

ek hore 30.2dd 3 descrgton

Click heyer 0 add 2 1ow descroton

Policy Geoup |

detyul-med-er

Applcation Securty Signaing

Gt a-hoh

detaut-high-anc
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7.13. End Point Flows

End Point Flows determine the path to be followed by the packets traversing through the Avaya
SBCE. They also combine the different sets of rules and profiles previously configured, to be
applied to the SIP traffic traveling in each direction.

7.13.1. End Point Flow — Enterprise

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown). The screen below shows the
flow named Session Manager Flow created in the sample configuration. The flow uses the
interfaces, policies, and profiles defined in previous sections. Note that the Routing Profile
selection is the profile created for the Service Provider in Section 7.9.2, which is the reverse
route of the flow. Click Finish.

MAA; Reviewed:
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Edit Flow: Session Manager Flow X
Flow Marne ISessiDn Manager Flow

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Foint Policy Group
Routing Profile
Topology Hiding Profile
File Transfer Profile
Signaling Manipulation Script

Rermote Branch Office

I Session Manager j

E—
T
I*

I Public_sig vl
I Private_sig vl

I Private_med j

I Enterprise j

IRDute o Fusion 'I

I Session Manager j
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7.13.2. End Point Flow — Service Provider

A second Server Flow with the name SIP Trunk Flow was similarly created in the network
direction. The flow uses the interfaces, policies, and profiles defined in previous sections. Note
that the Routing Profile selection is the profile created for Session Manager in Section 7.9.1,
which is the reverse route of the flow. Also note that there is no selection under the Signaling
Manipulation Script field. Since the script created in Section 7.7 was previously applied to the
service provider’s Server Configuration Profile in Section 7.8.2, it is not necessary to make a
selection here. Click Finish.

Edit Flow: SIP Trunk Flow X

Flow Marne |SIF' Trurk Flow

Server Canfiguration |59rvice Provider j

MAA; Reviewed:
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Media Interface

LRI Group I*—L,
Transport I*_L,

Remote Subnet I*

Received Interface W
Signaling Interface Im

I Public_med j

End Fuoint Policy Group IService Provider j
Raouting Profile W
Topolagy Hiding Profile |59rvice Provider j

File Transfer Profile Im

Signaling Manipulation Script |N|3ne j

Remaote Branch Office m

Finish |
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8. Fusion Connect SIP Trunking Service Configuration

Fusion is responsible for the configuration of the Fusion Connect SIP Trunking service in its
network. The customer will need to provide the IP address and port used to reach the Avaya
SBCE at the enterprise. Fusion will provide the customer the necessary information to configure
the SIP trunk connection from the enterprise site to the network, including:

SIP Trunk registration/Digest Authentication credentials (user name, password)
Service Provider SIP domain.

DID numbers.

Supported codecs and order of preference.

Any IP addresses and port numbers used for signaling or media that will need access to
the enterprise network through any security devices.

This information is used to complete the configuration of Communication Manager, Session
Manager and the Avaya SBCE discussed in the previous sections.

9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of commands that can be used
to troubleshoot the solution.

9.1.

9.2.

General Verification Steps

Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

Verify that the user on the PSTN can end an active call by hanging up.

Verify that an endpoint at the enterprise site can end an active call by hanging up.

Communication Manager Verification

The following commands can be entered in the Communication Manager SAT terminal to verify
the SIP trunk functionality:

list trace station <extension number>

Traces calls to and from a specific station.

list trace tac <trunk access code number>

Trace calls over a specific trunk group.

status signaling-group <signaling group number>

Displays signaling group service state.

status trunk <trunk group number>

Displays trunk group service state.

status station <extension number>

Displays signaling and media information for an active call on a specific station.
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9.3. Session Manager Verification

Log in to System Manager. Under the Elements section, navigate to Session Manager -
System Status - SIP Entity Monitoring. Click the Session Manager instance (Session
Manager in the example below).

Mome | Sewsion Menager *

* Sesshon Manager « tume / Clememts / Sewsion Manager | Sysvtem Sletes | SIF Entity Momtteong [+]
et Selo ¥
SRR SIP Entity Link Monitoring Status Summary
m""'“‘" This DAgS Drovides 8 summary of Gession Manuger 559 smtity ik
Communicathon monktonng status
Prafile Fditor
. Frtitlies Status for A
Metwnrk
Configuration
* Dewbor it Lacation
Configuration LI S Fiker: Erakly
© Application i Mot it Extites.
: ] Sesstm Maager Type .
Configuration Dxreen Partiody (p up ! Bandto ) Oy Tetw
' Systom Statn L bSessien Monager Core c J 6 o 0

S1P Entity

Manitoring

Verify that the state of the Session Manager links to Communication Manager and the Avaya
SBCE under the Conn. Status and Link Status columns is UP, like shown on the screen below.

Home / £ /s Manages / Sy Status / 1P Entity Monitoring

All Entity Links Tor Session Manager! Session Manages

|Status Details for the selected Session Manager:

Summary View

6 Ibems  Refres! Filter: Enable
Comn.
SIF Entity Name SIH bty Hesohed I Port Prato, Deny St Heason Code Lk Status.
) AA Messoqing 10.105,92 5062 LS FALSE e 200 O e
U SBCEZ.0 10,105 42 5060 TP FALSE e 200 OF e
) €M Trunk 98 1010512 5064 s FALSE e 200 OX e
) CMTrunk 1 10.105,12 5061 TS FALSE e 200 OK e

) | Avaya SBCE 10,105,53 5060 JCce FALSE e 200 10K w
Q 10,10.5.12 5063 TLS FALSE ue 200 O e

Other Session Manager useful verification and troubleshooting tools include:

e traceSM — Session Manager command line tool for traffic analysis. Login to the Session
Manager command line management interface to run this command.

e Call Routing Test - The Call Routing Test verifies the routing for a particular source and
destination. To run the routing test, from the System Manager Home screen navigate to
Elements - Session Manager - System Tools - Call Routing Test. Enter the
requested data to run the test.
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9.4. Avaya SBCE Verification
There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: This screen provides information about the health of the SBC.

*) Aarens - Mozilla Firelox

W 0S5 220kt

Alarm Viewer AVAYA

r o |

EMS

Avaya SBCE No alarms found for this device

Cloxr Salocted | Cloar &l |

Incidents: This screen provides detailed reports of anomalies, errors, policies violations, etc.

) Incident Veewer - Mogdla Hrelox

8 ro10sS ke

Incident Viewer AVAYA

=

Device [N ] Category [al =] ClxFitee Rafresh | Ganeeate Report |

Server Heartbeal FZEE0A13425679  1INAME 123 PM Policy SBCE Heatbast Successiul, Sener s UP
Server Heartheal 723805637096028 1115145 1114 PM Policy gg’gg Heartbeat Failed, Server 1= Down
BYE Messsge Out of Diakg ranwsooss wnans 8 Protocol Dssrepancy  GANE EaT, MraL Mk S A |
BYE Message Out ¢ Divg rnmmeert Wnans 02 Protecol Duscrepancy G2 iy MRS O
Semver Haartheat JZATIANBA513 11nans ;l\j:ld Policy ;;_yg Haatbaat Successful, Senver i UP
I
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Status: Statistical and current status information. The Server Status screen below provides
information about the condition of the connection to the Service Provider. This functionality
requires Heartbeat to be enabled on the Server Configuration profile, as configured in Section
7.8.2.

") Sexver Statuy - Mazila Hirefos

8 hia

Status AVAYA

1055, 72000

Saree S |

Avaya SBCE

Sewven FOON S _ Samver Part Sarver Tranapont

Semce Provder  182.168.41 &9 192,168 41 B9 5060 ute e HABANS 151025 EST

Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

T . ]
| @ i UT10.5.5. 72 s e
Diagnostics AVAYA
Pl Disgmustic || Ping Test | Appiication | | Protoce | .
Avaya SBCE S0 | =
© EMS Link Chack
©  S8C Liok Chack: Al
© SSC Link Check. BI u
) Pmg: SBC (10.10.5.53 |Al]) to
Gateway (10.10.5.254)
Fing: SBC (1016 553 |AL]) to
< rg ;un-axl.”[m:% ;1:0.' lrli- xrn 1001)
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 69 of 73

SPOC 1/5/2016 ©2016 Avaya Inc. All Rights Reserved. FC_CMSMASBCE®63



Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings
- Troubleshooting - Trace. Select the Packet Capture tab, set the desired configuration for
the trace and click Start Capture.
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Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.
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10. Conclusion

These Application Notes describe the procedures required to configure Avaya Aura®
Communication Manager 6.3, Avaya Aura® Session Manager 6.3 and Avaya Session Border
Controller for Enterprise 6.3, to connect to the Fusion Connect SIP Trunking service, as shown
in Figure 1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the observations/limitations described in Section 2.2.
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12. Appendix A: SigMa Script

The following is the Signaling Manipulation script used during the compliance test. The script
can be copied here and pasted in the SigMa Editor screen shown in Section 7.7 of the Avaya
SBCE configuration. Note that the digit string to be inserted in the From header shown below
will need to be replaced with the actual Main User (BTN) provided by Fusion for the specific
customer SIP trunk implementation.
//Insert Username in the FROM header on outbound calls.
within session "ALL"
act on request where %DIRECTION="OUTBOUND" and ENTRY_POINT="POST_ROUTING"

%fromuser = %HEADERS["From"][1].URI.USER;

%HEADERS["From"][1].URI.USER = "2161234567";
}
//The following script removes a=sendonly from the re-INVITE message sent by
//Communication Manager to Fusion when a call is placed on hold by an

//enterprise_user. This is required in order for Music on Hold to be heard
//consistently by the PSTN user.

within session "INVITE"

{
act on request where %DIRECTION="OUTBOUND" and %ENTRY_POINT="POST_ROUTING"
{

%BODY[1] .regex_replace("a=sendonly\r\n","");

}
3

//Remove gsid and epv parameters in outbound Contact header
within session "ALL"
act on message where %DIRECTION="OUTBOUND" and %ENTRY_POINT="POST_ROUTING"
remove (YHEADERS[""Contact"][1].URI.PARAMS["gsid"]);

remove (%HEADERS["Contact"][1].URI.PARAMS["epv"]);
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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