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Avaya Solution & Interoperability Test Lab

Application Notes for configuring blackchair Spotlight V6
with Avaya Aura® Communication Manager R7.1 and
Avaya Aura® Application Enablement Services R7.1 to
monitor moves and changes — Issue 1.0

Abstract

These Application Notes describe the configuration steps required to integrate Spotlight from
blackchair with Avaya Aura® Communication Manager using the SMS SDK from Avaya
Aura® Application Enablement Services. Spotlight is capable of monitoring changes that are
made on Avaya Aura® Communication Manager along with other Contact Centre
environments and compiling data from these different sources to generate reports in a single
desired format.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required to integrate Spotlight V6 from
blackchair with Avaya Aura® Communication Manager R7.1 using the System Management
Service (SMS) Software Development Toolkit (SDK) on Avaya Aura® Application Enablement
Services (AES) R7.1. Spotlight is capable of monitoring changes that are made on Avaya Aura®
Communication Manager along with other Contact Centre environments and compiling data
from these different sources to generate reports in a single desired format.

System Management Service (SMS) is a web service that exposes selected management features
of Communication Manager. SMS enables SOAP clients to display, list, add, change and remove
specific managed objects on Communication Manager. SMS allows programmatic access, via a
standard protocol (SOAP), to functionality that is otherwise only accessible via a proprietary
low-level protocol (OSSI) or terminal emulation via system administration (SAT) forms.
Spotlight utilises the SMS web service to display changes that occur on Avaya Aura®
Communication Manager. Spotlight does not make the adds moves and changes but only reports
on them.

2. General Test Approach and Test Results

All feature test cases were performed manually. Specific changes were made to various fields,
referred to as service models, on Communication Manager; these changes were noted and
compared to the report produced by Spotlight.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and blackchair Spotlight did not include use of any specific encryption features.
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2.1. Interoperability Compliance Testing

blackchair Spotlight was installed on a Microsoft Windows 2008 Server R2 virtual server, with a
client PC using the Microsoft Internet Explorer to access the web browser on the Spotlight
server. Changes were made manually on Communication Manager and Spotlight shows the
initial value and the changed value giving the user an option to see both the changed value and
the initial value and also allowing the user the option to revert back to the original value by
manually entering the data on Communication Manager.

The test cases that were performed were conducted according to the fields or service models
described on the SDK. There were a number of service models on Communication Manager
listed in the SDK document that are not displayed by the SDK and were therefore unable to be
tested. A list of the service models tested is shown in the Appendix of these Application Notes.

Note: The Spotlight application has only “read” capabilities on Communication Manager.

2.2. Test Results

Because of the nature of the testing not every single service model change in Communication
Manager was tested. A broad slice of testing across a range of fields was conducted to prove that
compliance was achieved. The following observation was noted.

1. Dialplan Parameters - Only Inter-location and Intra-location changes are shown, the SAT
or other fields are not updated, this may be as the SDK only offers these updates.

2. ListSurvivable — There are no fields that get updated on “change” only add and remove
show any changes and that is because there are no “changeable” fields on the SDK.

3. Public Unknown Numbering — This is currently not supported by blackchair as there is no
usable unique identifier of an entry.

4. System Features — There are two SDK objects, System Parameters Features and System
Features. Information in both of these SDK’s comes from the “System Parameters
Features” pages. So, the ‘SystemFeatures’ only contains a portion of the fields displayed
from Communication Manager System Parameters Features and the ‘System Parameter
Features’ only contains a portion of the fields displayed on Communication Manager
System Parameters Features. Blackchair is displaying everything that the SDK allows.

2.3. Support

For technical support on Spotlight, contact blackchair as shown below.
e \Web: https://theblackchair.com/contact-us/ Tel: +44 845 456 6751
e Email: enquiries@theblackchair.com
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3. Reference Configuration

Figure 1 shows the network topology during compliance testing. The Spotlight server was
placed on the Avaya Telephony LAN. The SMS SDK on the AES provides the Spotlight server a
history of moves and changes from Communication Manager. A user browsing to the Spotlight
server using a web browser can then view these statistics for all changes that was made on
Communication Manager.

blackchair Spotlight V6 Avaya Aura® Application Avaya Aura® Communication
Enablement Services R7.1 Manager R7.1

Avaya Aura® Media
Avaya G430 Gateway Server R7.8

Client PC with
Web Browser

Figure 1: Network solution of blackchair Spotlight V6 and Avaya Aura® Communication
Manager R7.1 with Avaya Aura® Application Enablement Services R7.1
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided.

Equipment/Software Release/Version
L . . Release 7.1
Avaya Aura® Communication Manager running on a virtual server (RO17.01.0.532.0)
Avaya Aura® Application Enablement Services running on a R7.1.2.0.0.3-0
virtual server
Avaya G430 Media Gateway R37.42.0/1
Avaya Aura® Media Server running on a virtual server R7.8.0.10
blackchair Spotlight running on a virtual server with Windows V6.41
2008 R2 OS '
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5. Configure Avaya Aura® Communication Manager

A new user for a connection from Spotlight is created on Communication Manager. Open a
browser session to Communication Manager and log in with the appropriate credentials as shown
below.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Help Log OFF
This Server: em71vmpg

Logon

LogonID:  |paul

Password:  [sesesesed] |

| Logen

Navigate to Server (Maintenance) as shown below.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

Licensing Thiz Server: em71wvmpg

Server (Maintenance)

The Server (Maintenance) Interface allows you to maintain, troubleshoot, and configure the server.

2001-2017 Avaya Inc. All Rights Reserved.

Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights.

Unauthorized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.

Third-party Components

Certain software pregrams or portions thereof included in the Preduct may contain software distributed under third party agreements ("Third Party Components”), which may
contain terms that expand or limit rights to use certain portions of the Product ("Third Party Terms™). Information identifying Third Party Components and the Third Party
Terms that apply to them are available on Avaya’s web site at: http://support.avaya.com/Copyright

Trademarks

Avaya, the Avaya Logo, and Avaya Aura are registered trademarks of Avaya Inc. Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries. All non-
Avaya trademarks are the property of their respective owners.
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In the left window select Security—>Administrator Accounts. In the main window select Add
Login. For the compliance testing Privileged Administrator was chosen but any account with
privileges to use SAT is all that is required in order for a Spotlight user to read the fields in
Communication Manager. Select Submit when done.

AVA A Avaya Aura® Communication
System Managemen|

Help Log OFf Administration  Upgrade

Administratien / Server (Maintznznce)

Manage Updates +| Administrator Accounts
IPSI Firmware Upgrades
IPSI Version

Downlead IPSI Firmware
Download Status
Activate IPSI Upgrade ® -
Activatien Status o

Data Backup/Restore

The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.
Select Action:

Login

rivileged Administratoer

Backup Mow

Backup History O Unprivilags Acministrator
Schadulz Backup

Backup Logs O 54T Access Only

View/Restors Data O e # onl
web Access Only

= - O DR Access Only
Administrator Accounts
TOTTECCTNT T, O Businzss Partner Login (¢2dmin)
Change Password
Login Reparts
Server Access

O Business Partner Craft Login

Syelog Server © custom Login

Authenticatien File

Firewall O changs Login [52lect Login |
Install Root Certificate

. i v
Trusted Cartificates O Remove Login [select Login ]
Server/Application Certificates O Lock/Unlack Login |Ez\a:t Login v|
Certificate Alarms =
Certificate Signing Request OP_:: Group
SSH Kays
Web Access Mazk Remove Group

Filz Synchranization

Download Files
CM Phene Message File |
M ging Software s

Enter the Login name and a suitable password. Click on Submit when done.

AVAYA Avaya
Administration
Administrator Accounts -- Add Login: Privileged Administrator

Agent Status This page allows you to add a login that is a member of the SUSERS group. This login has the greatest access privileges in the system next to root.
Access

::r::::s: Traps Login name |plackchair

FP Trap Test Primary group susers

FP Filters
Additional groups (profile) profis v

estarts

System Logs Linux shell /bin/bash

Ping

Traceroute Home directary (varfhome/blackchair

Netstat
E— Lock this account

Status Summary o

Process Status SAT Limit none ¥

Shutdown Serv

ul o fr.”er Date sfter which account iz

Server Date/Time disabled-blank to ignere

Saftware Version (¥Y-MM-D0)

Server Role Enter password O

Network Configuraticn

E———— Re-enter password O

Dizplay Ccnrigu_mtion Force password change on *

Time Zene Configuration next login Mo

NTP Configuration Yes

| Submit | | Cancel | | Help |
Backup Now
Backup History
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6. Configure Avaya Aura® Application Enablement Services

Although the Spotlight server’s connection to the Avaya solution is through the SMS SDK on
the AES, there is no configuration required on the AES server. The username and password
utilised by Spotlight is that which was created above in Section 5. There are no other
configurations required on the Avaya solution.
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7. Configure blackchair Spotlight

The installation and configuration of the Spotlight server from blackchair is performed by a
blackchair engineer and is therefore outside the scope of these Application Notes. The
information for support for blackchair can be found in Section 2.3.
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8. Verification Steps

This section provides the tests that can be performed to verify that blackchair Spotlight has

successfully connected with the Avaya solution.

8.1. Verify connection to Avaya Aura® Application Enablement

Services

AES contains a test web page that can be used to test the connection to Communication Manager

using the SMS service.

Open a browser session to https://<AESServerlP>/smsxml/smsxml_test.php. The web page
shown below should be opened. Enter the appropriate CM Login ID and Password and enter
some Request Parameters as shown below where the “list station” command is entered. Click

on Submit Request highlighted below.

&« C | A Notsecure | bitps://10.10.40.43/smsxml/smsxm|_test.php

SMS Resources

XML Based - Web Service Request Form |

—

Connection

| Model Documentation
Information

Model Doc (No-Frames)_
|| SMS XML WSDL .
|| SMS XML Schema CR gy
| Password

SMS Host https:/i10.10.40.43

SOAP Request 30
Timeout (Seconds)

Request Parameters

blackchair@10.10.40 4| login@ <[IPv6]:port|hostname: port>

ModelFields
Model Station v
Field v
Value
Position Use For ArrayType Fields
ADD Field

ModelFields - Generated XML

Update XML |

<?xml version="1.0"7>
<modelFields>

<5t -3
</modelFields>

I Submit Request I Release

Last Request Response

Session 1D

Note: You may alse manually enter valid XML or modify the populated data, then click Update XML

Session Recording

Record SMS Request
Record Result Data

Get Record |
Clear Record |
Operation list v
Objectname
Qualifier

Duplicate Session
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The Response at the bottom of the screen should return data as shown below.

ModelFields

Model Station v Operation list v
Field - Objectname

Walue Qualifier

Position Use For ArrayType Fields
ADD Field |

ModelFields - Generated XML
Mote: You may alse manually enter valid XML or modify the populated data, then click Update XML

Update XML |

<?xml wversion="1.0"2>

<modelFieldss>
<5tation/>

</modelFields>

Submit Request | Release

Last Request Response

Session ID [f12229f2a36574814c43ccTed 756650df Cuplicate Session

R T T e e e e e L 1
<Type>9&08</Type> -
<Port>500000</Port>
<Name>4000, H3Z23Uszer</Hame»

Response <Coverage Path 1»1</Coverage Path 1>
<Coverage_Fath_ 2/>
<Hunt_to_Station/>

<COR>1</COR> M
<OOS1< /005 P
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8.2. Verify changes shown on Spotlight
Open a web browser to the Spotlight server http://<ServerAddress>/spotlight. Enter the
Windows credentials, then click on OK as shown below.

Bson Blosscond & symemmanager A C4 3 WebtM A S5 nteractve Teat

JAuthentication Reg =
@) i/ -tuarbTgeon s requesting your usermame and passrord

N ey e

(o] _cmw |

posmerte [ naren

s 7geoSjspotichti

In the Browse Environments left window, click on the appropriate environment and then in the

main window click on the appropriate Item.

« 5 C o D win-dusnb7gecd, . n @ 3
Bast Blossbond & sysmmmanager A O4 A webiM A\ SMS Interactive Test
‘ DAsBOARD aepaRTING oPTIONs  Aowm
Spotlight Configuration Management Tiva Zove: GMT Deyight Tews. Logged 1 s WIN-SILISHETGECH| Adrmatrator.
s ¢ e BT
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The main page shows various items that can be chosen to display. Agent Login Status is clicked
on below and this displays the status of the agents configured on the system as shown below.

“ =2 C @ T win-4iusnb7geos;

- n @ 3

Mot Eloestooord & Systembanager A 04 & viebiM A SHS Intemactive Test
onvmonns [N reroxma ormoss Aoum
) 2

blackchair Pr—
Spotlight Configuration Management SR J— — -
— —
Boston ACM Producton & AR sy

4 ARDgACarverson

CMin Call Center st 100

pae 1 1@ esa oupinrg “
Exensin St sl Muber 2 sl M Srunber sl Muer Sl raoes 6 sl e Sl aoss 8 Updated
201 System
0 Syatem
< yotem
00 Syt

Another item can be chosen such as Announcement, as is shown below. The information on that
announcement chosen is displayed.

Hem Type.

Verson | Last Lpdated Updated By
Exteraion 4700 arreurcemen 48pr20i8, 4804 System

Page f ack Displaring 1 10f
Ganeral | Cotors

Last updated By: Systam

Updated Date: 24 Apr 3018, 18:45:04
e sh

Exten: 4700

Ul integratad

a PGTESEL
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9. Conclusion

These Application Notes describe the configuration steps required for Spotlight from blackchair
to successfully interoperate with Avaya Aura® Communication Manager R7.1 using the SMS
SDK on Avaya Aura® Application Enablement Services. Please refer to Section 2.2 to see the
compliance test results and observations.

10. Additional References

The following documents are available at http://support.avaya.com.
[1] Administering Avaya Aura® Communication Manager, Release 7.1.3 Issue 7 May 2018
[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Release 7.1.3 Issue 6 May 2018
[3] Administering and Maintaining Avaya Aura® Application Enablement Services Release
7.1.3 Issue 5 May 2018

Information on the Avaya Aura® Application Enablement Services SMS SDK can be found by
navigating to this link https://www.devconnectprogram.com/

The AE Services System Management Service Fact Sheet can be found by searching for the
following file LB3873.pdf

Product information on blackchair Spotlight can be found at http://www.thebackchair.com
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Appendix

Existing Avaya CM Target
List Versioned Data

AAR Analysis

AD Enhanced

Agent Login ID

Announcement

ARS Analysis

Cab Map

COR

COS

Coverage Path

IP Interface

Media Gateway

Route Pattern

Skill

Station

Trunk Group

VDN

Vector

New Avaya CM Target List
Versioned Data

AARDiIgitConversion

ARSDigitConversion

AuthorizationCode

VRT

CTILink

DialPlan

DialPlanParameters

Locations

HolidayTable

IPServices

ListSurvivable (not licensed)

OffPBXFFeatureNameExtension

OffPBXStationMapping

PublicUnknownNumbering

ReasonCodeNames

RemoteAccess

SystemFeatures
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Volatile Data Target List

AE Services CTI Link

AE Services Link

Agent Login ID Status

Capacity

IP Codec Set

IP Network Map

IP Network Region

IP Network Region Monitor

IP Server Interface

Logins (Registered IP Stations Group)

Node Names
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©2018 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 17
SPOC 9/5/2018 ©2018 Avaya Inc. All Rights Reserved. Spotlight CM71


mailto:devconnect@avaya.com

