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Abstract

These Application Notes describe the configuration steps required for Kofax Communication
Server to interoperate with Avaya Aura® Communication Manager R7.0 and Avaya Aura®
Session Manager R7.0. Kofax Communication Server communicates with Avaya Aura®
Session Manager via a Transport Layer Security enabled SIP trunk. This document provides
configuration steps related to faxing capabilities of Kofax Communication Server.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect Compliance
Testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration used to enable Kofax Communication
Server, from Kofax Ltd., to interoperate with Avaya Aura® Communication Manager R7.0 and
Avaya Aura® Session Manager R7.0 using Transport Layer Security (TLS) on the SIP trunk
connection. Kofax Communication Server offers a variety of telephony features. Kofax
Communication Server fax features allow fax messages to be sent/received to/from both local
and PSTN fax endpoints, and can subsequently be printed or archived. During compliance
testing the fax feature and functionality was the sole focus.

2. General Test Approach and Test results

The general test approach was to simulate the configuration as implemented on a customer
premises. Compliance testing was between the Kofax Communication Server (Kofax Server) and
Avaya Aura® Session Manager (Session Manager), and was performed manually. The tests were
all functional in nature, and no performance testing was done. The test method employed can be
described as follows, Communication Manager was configured to support various local IP
(H.323) telephones and an analogue Fax Machine, as well as a SIP connection to Session
Manager. Session Manager was configured to connect to both Communication Manager and
Kofax Communication Server via SIP trunks using Transport Layer Security (TLS).

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The following tests were performed as part of the compliance testing:

Basic fax sending using pass-through connection with G.711A and G.711MU codecs

Basic fax receiving using pass-through connection with G.711A and G.711MU

Forwarding of a fax from a local Fax Machine to the Kofax Server via a local extension

Forwarding of a fax from the Kofax Server to a local Fax Machine via a local extension

Supervised and Blind transfer of a fax from a local Fax Machine to the Kofax Server via

a local extension (pass-through mode only)

e Supervised and Blind transfer of a fax from the Kofax Server to a local Fax Machine via
a local extension (pass-through mode only)

e Verification of correct status and Caller ID for sent and received fax messages

e Verification that Message Waiting Indication is sent to the correct phone extensions when
faxes are received and subsequently turned off when the fax is accessed

e Successful recovery from network or power failure
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2.2. Test Results

Tests were performed to insure full interoperability of a Kofax Communication Server when
configured with TLS (using Session Manager). The tests were all functional in nature and
performance testing was not included. All the test cases passed successfully.

2.3. Support
Support for Kofax Ltd. is available at: http://www.kofax.com/support/

3. Reference Configuration

Figure 1 illustrates the network configuration used during compliance testing. A SIP trunk was
configured between the Kofax Communication Server (using TLS) and the Session Manager SIP
Signaling interface. A SIP trunk was also configured between Communication Manager and
Session Manager (using TLS). An analogue Fax Machine was connected to an MM714 Analog
card on the G430 Media Gateway. An Avaya 9641G (H323) telephone was also configured on
Communication Manager so as to test faxes sent to phone extensions which had Call Forward
enabled and also to transfer faxes to alternative Fax Machines, including to the Kofax
Communication Server. An Avaya Aura® System Manager was used to manage the Session
Manager.

Avaya G430

Avaya Aura® Communication Media Gateway

Manager

[ e ol B

Avaya Aura® Session
Manager

Kofax
Avaya Aura® System Communication
Manager | T Server
.= 1
I
IP Network I
l
I
Figure 1: Avaya and Kofax Reference Configuration
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4. Equipment and Software Validated
The hardware and associated software used in the compliance testing is listed below.

Avaya Equipment Software Version
Avaya Aura® Communication Manager R7.0
Build R017x.00.0.441.0
Update: 00.0.441.0-22856
Avaya Aura® Session Manager R7.0.0.1.700102
Avaya Aura® System Manager R7.0.0.1
Build 7.0.0.0.16266-7.0.9.7001011
Update 7.0.0.1.4212
Avaya G430 Media Gateway Version 37.20.0
Module MM714 (ANA) Version HWO03 FW073
Kofax Equipment Software Version
Kofax Communication Server Version 10.0.1
KCS FolP Application Version 3.24.22

Table 1: Hardware and Software VVersion Numbers

5. Configure Avaya Aura® Communication Manager

Configuration and verification operations on Communication Manager illustrated in this section
were all performed using Avaya Site Administrator Emulation Mode. The information provided
in this section describes the configuration of Communication Manager for this solution. For all
other provisioning information such as initial installation and configuration, please refer to the
product documentation in Section 10.

It is implied a working system is already in place. The configuration operations described in this
section can be summarized as follows: (Note: during Compliance Testing all inputs not
highlighted in bold were left as default).

Check Media Encryption license

Configure Session Manager Node

Configure Signaling-Group (for information only)

Configure Trunk Group (for information only)

Configure Fax Station

Configure Codecs
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5.1. Check Media Encryption license

When using TLS to encrypt the signalling the Media will be encrypted using Secure RTP. On
Page 5 of the system-parameters customer-options screens check that Media Encryption

Over IP?issettoy.

display system-parameters customer-options Page 5 of 12
OPTIONAL FEATURES

Emergency Access to Attendant? y IP Stations? y
Enable 'dadmin' Login? y

Enhanced Conferencing? y ISDN Feature Plus? n

Enhanced EC5007? y ISDN/SIP Network Call Redirection? vy

Enterprise Survivable Server? n ISDN-BRI Trunks? y

Enterprise Wide Licensing? n ISDN-PRI? y

ESS Administration? y Local Survivable Processor? n

Extended Cvg/Fwd Admin? y Malicious Call Trace? y

External Device Alarm Admin? y Media Encryption Over IP? y

Five Port Networks Max Per MCC? n Mode Code for Centralized Voice Mail? n
Flexible Billing? n

Forced Entry of Account Codes? y Multifrequency Signaling? y

Global Call Classification? y Multimedia Call Handling (Basic)? y

Hospitality (Basic)? y Multimedia Call Handling (Enhanced)? y

Hospitality (G3V3 Enhancements)? y Multimedia IP SIP Trunking? y
IP Trunks? y
IP Attendant Consoles? y

(NOTE: You must logoff & login to effect the permission changes.)

5.2. Configure Session Manager Node

For Communication Manager to communicate with Session Manager a node must be configured.
The screen shot below shows SM71676 with IP address 10.10.16.77 was used.
Note: 10.10.16.77 IP address of the Session Manager SIP Signaling interface.

change node-names ip Page 1 of 2

Name
AES63RP
SM71676
default
procr
procrb

IP NODE NAMES
IP Address
10.10.60.210
10.10.16.77
0.0.0.0
10.10.16.211
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5.3. Configure Signaling Group

A signaling group is required before a trunk-group can be configured. Use the add signaling-
group command followed by next available signaling-group number to configure the following:

e Group Type: Enter SIP

e Transport Method Enter tls

e Enforce SIPS URI for SRTP? Entery

e Near-end Node Name: Enter procr

e Far-end Node Name: Enter SM71676 (Session Manager Node as
configured in Section 5.1)

e Far-end Network Region: Enter the appropriate Network Region (i.e.
1)

e Far End Domain: Enter the appropriate Domain

When the configuration is complete, press F3 to save.

Page 1
add signaling-group 1 Page 1 of 2
SIGNALING GROUP
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: SM71676
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1

Far-end Domain: devconnect.local

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial IP-IP Direct Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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5.4. Configure Trunk Group

This section describes the Trunk Group configuration used during compliance testing. Use the
add trunk-group command followed by next available Group number and configure the
following:

e Group Type: Enter sip
e Group Name: Enter an informative name for the trunk (i.e. To SM7.0
SIP)
e TAC Enter a TAC number (i.e. 701)
e Service Type: Enter public-ntwrk
e Signaling Group: Enter the Signaling Group number as configured in
Section 5.2
e Number of Members: Enter the number of channels required to connect to the
Session Manger (during compliance testing 30 channels
were used)
Page 1
add trunk-group 1 Page 1 of 21
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: y
Group Name: To SM7.0 SIP COR: 1 TN: 1 TAC: 701
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 30

Go to Page 3 and enter private for Numbering format. When the configuration is complete,
press F3 to save.

Page 3

display trunk-group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? n

Replace Unavailable Numbers? n

Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y
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5.5. Configure Fax Station

The Fax Machine is configured as an Analog station Type 2500 on Communication Manager
and the Extension number used was 8270501. The port used was an available port on a MM714
card on the G430 Media Gateway. Use the add station command to add the Fax machine. The
screen shots below show the configuration used during compliance testing. When the
configuration is complete, press F3 to save.

Page 1
add station 8270501 Page 1 of 4
STATION
Extension: 8270501 Lock Messages? n BCC: O
Type: 2500 Security Code: 1026 TN: 1
Port: 002V301 Coverage Path 1: COR: 1
Name: Fax Machine 8270501 Coverage Path 2: COS: 1
Hunt-to Station: Tests? y
STATION OPTIONS
XOIP Endpoint type: auto Time of Day Lock Table:
Loss Group: 1 Message Waiting Indicator: none
Off Premises Station? n
Survivable COR: internal
Survivable Trunk Dest? y
Remote Office Phone? n
Passive Signalling Station? N
Page 2
add station 8270501 Page 2 of 4
STATION
FEATURE OPTIONS
LWC Reception: spe
LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Call Waiting Indication: y
Per Button Ring Control? n Att. Call Waiting Indication: y
Bridged Call Alerting? n Distinctive Audible Alert? y
Switchhook Flash? y Adjunct Supervision? y
Ignore Rotary Digits? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed
Multimedia Mode: basic Audible Message Waiting? n
MWI Served User Type:
AUDIX Name:
Coverage After Forwarding? s
Multimedia Early Answer? n
Direct IP-IP Audio Connections? Y
Emergency Location Ext: 1026 IP Audio Hairpinning? n
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Page 3

add station 8270501 Page 3 of 4
STATION

Bridged Appearance Origination Restriction? n

ENHANCED CALL FORWARDING

Forwarded Destination Active
Unconditional For Internal Calls To: n
External Calls To: n
Busy For Internal Calls To: n
External Calls To: n
No Reply For Internal Calls To: n
External Calls To: n
SAC/CF Override: n
Page 4
add station 8270501 Page 4 of 4
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: 0O
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:

HOT LINE DESTINATION
Abbreviated Dialing List Number (From above 1, 2 or 3):
Dial Code:

Line Appearance: call-appr
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5.6. Configure Codecs

During compliance testing T.38 Fax was used. If using Pass-through Fax configuration see
Appendix A. To configure T.38 Fax, use the change ip-codec-set x command where X is the ip-
codec-set being used. Configure the following on page 1:

Note

e Audio Codec (line 1)
e Silence Suppression
e Frames Per Pkt

e Audio Codec (line 2)
e Silence Suppression
e Frames Per Pkt

e Media Encryption

Page 1

Enter G.711MU
Enter n

Enter 2

Enter G.711A
Enter n

Enter 2

Enter 2-srtp-aescm128-hmac32 and 1-srtp-aescm128-
hmac80

: The max baud rate is 9600 bits per second.

change ip-codec-set 1

o0 WwWN

1:
2:
3:
On Page 2 configure the following:

IP CODEC SET

Codec Set: 1

Audio Silence
Codec Suppression
: G.711MU n
: G.711A n

Media Encryption
2-srtp-aescml28-hmac32
l-srtp-aescml28-hmac80

Page 1 of 2

Frames Packet
Per Pkt Size (ms)
2 20
2 20

Encrypted SRTCP: enforce-unenc-srtcp

Set Fax Mode to off All other inputs may be left at default. When the configuration is complete,
press F3 to save.

Page 2

change ip-codec-set 1

IP CODEC SET

Allow Direct-IP Multimedia? n

Page 2 of 2

Packet
Mode Redundancy Size (ms)
FAX off 0
Modem off 0
TDD/TTY Us 3
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6. Configuring Avaya Aura® Session Manager

A number of configurations are required to enable the Session Manager to route faxes between
Communication Manager and the Kofax Communication Server. All configurations of Session
Manager are performed using System Manager. The configuration operations described in this
section can be summarized as follows:

e Logging on to Avaya Aura® System Manager

e Administer SIP Domain

e Administer Locations

e Create Kofax Communication Server as a SIP Entity

e Create an Entity Link for Kofax Communication Server

e Create a Routing Policy Kofax Communication Server

e Create a Dial Pattern for Kofax Communication Server

Note: See Appendix B for a screen shot of the Entity Link used between Session Manager and
Communication Manager.
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6.1. Logging on to Avaya Aura® System Manager

Log on by accessing the browser-based GUI of System Manager, using the URL
“http://<tqdn>/SMGR” or “http://<ip-address>/'SMGR”, where:

“<fqdn> is the fully qualified domain name of the Avaya Aura® System Manager or
the“<ipaddress>" is the IP address of Avaya Aura® System Manager.

Once the System Manager web page opens log in with the appropriate credentials and click on
the Log on button.

Racommemendied scoues 10 Syaten Maruger i ola FGON.

G0.10 certrai lopn fo Sngie Sgn-Qo : [

11 [P addrais scouns ik your only opticn, than note thae
atnerbicantion will 23 i the folowing cases

o Tust tenw lugn with “admn’ scoure
* ExprodMesdt paaswords Cancal

Use the “Change Fassword” typecink on the page to tharge Qhacoe Sxalaurd
the pasiwand marsaly, and then logn

Az note that single pn-on betwaen servers in the same
curky dumtan u oot tnd wh < " w
?-‘-;;.‘.- ar oot Supoortnd whien sowasng vis 0 Sspported Browsers: intenet Explocer 8.4, 9. or 10.x or Frefox 190,
2006 21,0

This systurm is sustrted stfoly 1o mghorizad users for
legomate busness purposes only. Tha Schual or attempced
wrauthonzed access, uie, o mooficabon of the system »
stretly probisted.

Unauthorzed users are subject to company Seapinary
provadures and or cimemial a0 orel penabes under state
fadural, o cther appdabh dosestic and foregn lvwe

The use of this system may be monstoead and recorded for
MATnetratve and sRcaty fessens. Anyonn sccexsng this
SyRlUm ety Lonsents 1O Such onkorng and recccdng,
and 11 advmed that f £ revealy possbie evdence of owminal
actwty, the svidence of such sctraty may be provided to lew
erdorcament officaa

Al yzars must comoly with af corpocate retructions regarting
the erotwction of rformaton sy sets

6.2. Administer SIP Domain
Once logged in, select Routing from under the Elements column.

Admirsistrators Collaborabon Environment Hackup nod Restore

Oirectory Syncheanizatan Commusication Manager Pl By d Expart

Grosps & Rol on Secvar 10060 Cunfi
s ne et “naing fwe
Us ) 1 ot propiic Medund v
Meatmyg #xchange Inventory
Messaging Lcenses
Precance Rogplication
Session Managur Scheduler
Security
Shatdown

Software Management

Templates
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Select Domains on the left panel menu and then click on the New button (not shown). In the
Name field enter the domain of the enterprise (i.e. devconnect.local) and select sip from the
dropdown box. Click Commit to save changes.

M Noutieg ®

~woren f 1
Demains ST Pr) Help v
[cemen] [Cancall

Lecations
Adoptations
SIP Entities

Fiter; Enable

Latity Llnks

Tine anges
Bnutmg Pescies
Olal Pattems
Nogules Expression

Ostaulls “"‘I

Type Wetny

6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
the purposes of bandwidth management. One location is added to the sample configuration for
all of the enterprise SIP entities. Select Locations on the left panel menu and then click on the
New button (not shown). In the Name field enter an informative name for the location (i.e.
DevConnectRP). During compliance testing, all other fields were left at default values.

HOd ‘ Routing .‘.:L S
« Hose [ / /L
'Dnm-lm i
’h;‘;u""m" Location Detadls
Mm General
i hsinriedss [ Namse:  DavCorrmctie ]
oty Links
LN N Notes:
Time lasges
Rowting Poficles
— Dial Plan Transparency in Survivable Mod
Dial Patterss
Ay Esablea: [
Regwiar Expressions
Dulastis Listed Diractory Nusibor:
Associoted CM SIP Entity:
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Scroll to the bottom of the page and under Location Pattern, click Add, then enter an IP
Address Pattern in the resulting new row, * is used to specify any number of allowed characters
at the end of the string. Below is the location configuration used during compliance testing.

2 ltams Y Filter: Enable
1 1P Address Pattern - Notes
C I *10.10.16.* I

Select : AL, None

==

6.4. Create Kofax Communication Server as a SIP Entity

A SIP Entity must be added for the Kofax Server. To add a SIP Entity, select SIP Entities on the
left panel menu and then click on the New button (not shown).

Note: A SIP Entity was already configured for the Communication Manager and was called
CM63.

Enter the following for the ApplianX SIP Entity:

Under General enter the following:

e Name Enter an informative name (e.g., Kofax)

e FQDN or IP Address Enter the IP address of the of the Kofax Server

e Type Select SIP Trunk from the dropdown box

e Location Select the location from the dropdown box that was
configured in Section 6.3

e Time Zone Select Time zone for this location from the dropdown box

e SIP Timer Enter 4

Once the correct information is entered click the Commit button.

Note: During compliance testing Adaptation was left blank.

o Mome / Slements / Rosting / SIP Entities

SIP Estity Detadis c:ruoj
Gt al

SIV Entities [ Name: Kolsx
[' FQULN o 1P Address: 10.10.50 58
Lrvoe: <10 i |

Notes: Trunk to Kofax

Adaptation: ¥

| Location: DevConnectis « |

blmn Zone: Amwecafurtabess » l

| * SIP Timer B/F (i seconds): 4 |

Credential name:

Call Detall Recording:  egress »

SJW Reviewed Solution & Interoperability Test Lab Application Notes Page 14 of 31
SPOC 5/24/2016 2016 Avaya Inc. All Rights Reserved Kofax_CM70_TLS



6.5. Create an Entity Link for Kofax Communication Server

The SIP trunk between Session Manager and the Kofax Server requires an Entity Link.

To add an Entity Link, select Entity Links on the left panel menu and click on the New button
(not shown) Enter the following:

An informative name, (e.g. Kofax Link)

Name

SIP Entity 1
Protocol
Port

e SIP Entity 2

e Port

Select SM71676 from the SIP Entity 1 dropdown box

Select TLS from the Protocol drop down box

Enter 5061

Select Kofax from the SIP Entity 2 dropdown box (configured in

Section 6.4)
Enter 5061 as the Port

e Connection Policy  Select trusted from the dropdown box

Click Commit to save changes. The following screen shows the Entity Links used.

2 Deveiopeent Platform = Routing ® Security ®  Session Manager
o Vose | Dhemesnts | Rowting / Eatity Links

Entity Links
Entity Links LRSS
'h' .*77 Mamn SIF Estity 2 Protacal  Part
lemting Pedicios
LAY o * Kef, L * Q= ns = 1

Select

Camme | Canced

S1F Entaty 2

s

Help 7

Fiter; Enatin
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6.6. Create a Routing Policy for Kofax Communication Server

Create routing policies to direct calls to the Kofax Server via Session Manager. To add a routing
policy, select Routing Policies on the left panel menu and then click on the New button (not
shown). In Routing Policy Details enter an informative name in the Name field (example, To
Kofax) and enter 0 in the Retries field. At SIP Entity as Destination, click the Select button. A
Routing Policy was also configured to direct calls to Communication Manager, but is outside the
scope of these Application Notes.

« thome [/ Elements / Boutieg / Rowting Pelicdes

Rowting Policy Detafls [Commet) [Cancel]

| Name: To kofax |

Msabled: ]

Reting Petices

Nates:

Olal Patiorss

Detastts

FQUN o 1P Bddress Ve Nates

Kyt 10.10,60.56 St Trunk Trum 16 Kofar

Once the SIP Entity List screen opens, check the Kofax radio button. Click on the Select button
to confirm the chosen options and then return to the Routing Policies Details screen and select
the Commit button (not shown) to save.

« Home / Bements / Routing / Routing Policles
S ] elo v
S19 Entities ‘;:'_‘;'i
14 ems .2 Fiter: Enagis
Name FQUN oc TP Addrass Typw Hotus
[ o) Walex 1£.10.00.%4 ESTR Trusk ta Kefan ]
ACCEICMEDS 12.10,36.218 237 Trumk
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6.7. Create a Dial Pattern for Kofax Communication Server

A dial pattern must be created on Session Manager to route calls to and from the Kofax Server.
During compliance testing a number of dial patterns were used. The example below shows 1. To
configure the Dial Pattern to route calls to the Kofax Server, select Dial Patterns on the left
panel menu and then click on the New button (not shown). A Dial Pattern was also configured to
route calls to Communication Manager, but is outside the scope of these Application Notes.
Under General enter out the following:

e Pattern Enter 1
e Min Enter 4 as the minimum length of dialed number
e Max Enter 4 as the maximum length of dialed number

SIP Domain Select All from the drop down box

Click the Add button in Originating Locations and Routing Policies.

« Home / Dessends / Rosting / Olsl Pattems
el ¥
e Disd Pattorn Dotails (Comme] [Cancel]
Qeptions General
_ﬂ!-b; Pattern: 1
Cosei e " Min: 4
Thwe Hanges
" outig Polices S
Ol Pattns Emergency Call: ]
;mll; Elpn,ssl;lm 7 Emergency Priority:
“uuﬁl o ‘ Emergency Type:
| S19 Domain: devconnectiocal » |
Notes: |
Orginating | ncations and Routing Policies
s
1tem 0 Fiker; Enable
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In Originating Location check the DevConnectRP check box. Under Routing Policies check
the To Kofax check box. Click on the Select button to confirm the chosen options and then be
returned to the Dial Pattern screen (shown previously), select Commit button to save not shown.

o Hoin [ Ehonests / Routing / Dial Patterns

Origating Location -:_'

g inating Location

Apply The Seucted Aouting Solicies Lo Al Orgnating Locabions

1 am O Fitar) Eriatie

Disd Palturey

Detuuts Salnct | A, N4

P imeme Notes

13 Rems o Fier: Enable

" Dt abded Destinataon Notus

6.8. Manage Certificates

In order for Session Manager and the Kofax Server to successfully negotiate a TLS connection
certificates must be exchanged and authenticated during the TLS handshake. For two-way
authentication both Session Manager and the Kofax Server need to import each other’s
certificate. See Appendix B for information relating to exporting the Session Manager trusted
certificates.

6.8.1. Adding Kofax Server trusted certificate

Before adding the trusted certificate it must first be placed in a location accessible by System
Manager. To add the certificate select Inventory from the Home Screen under Services (not
shown). Select Managed Elements and select the Session Manager you are using for the TLS
SIP Trunk. From the More Actions drop down select Configure Trusted Certificates.

« Wome [ Services [ investocy / Manage Elements

Manage Elements

Hements

Wiew (= Iiew || O Delets
11 ltems how & Fter Enatih
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Once the Trusted Certificate screen opens click on the Add button.

Home | levent s
« Wowe [ Services / ¥ / Manage £
w2
Trusted Certificates foons)
1 tun
A3
10 tams 2 Filr; Evabile
] Stare Descrigtion Store Type Subject Namn

Once the Add Trusted Certificate screen opens select All from the Select Store Type to add
trusted certificate dropdown. Select Import from file and Browse to the location of the
certificate file supplied by Kofax beside Please select a file. Click on Retrieve Certificate.

« Home / Services / ¥/ o
el v

(Cancel|

Add Trusted Certificate

Sedect Store Type to add trusted certificate A1

%) Impart from Hie
Import a8 PEM peetficate

L Import om exasting carthicates
Import Ly TLS

* Please select a Me O \Documents and Sctungs admersstrator'Da Bgse |
You must chek the Retreve certficates button and revies the certficate detals before you can continue JRstnevs Ce
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Verify the certificate information and then click on Commit to store the certificate.

Home Inwentoary

« Home / Services / v/ E

wako 2

Add Trusted Certificate . al]

Subect Store Type 1o add trusted cortificats o) »

= Import from He
Imecet as PEM cortficaty

T lmpert from exishng certifrates
Impoet usng TLS

* Please select a file (e ] SR
You must Sk the REtneve comifeat Button and révdm the canficate dotat DAord you (a0 cortnus, (Retrieve Cemicats
Cartilicate Details
Sebject Details
Vel From  Thy Sep 1% 10 17 10 15T Velid To
Ky Size
Issuer Name
Certificate Fingerprist

CA Certificate
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7. Configure Kofax Communication Server
The Kofax Server is provided, installed and implemented by Kofax. Only those configuration
details concerning the interface to Avaya are shown within this section. The web-based Kofax
Server FolP configuration utility was used to configure the interface to Session Manager
Open the KCS FolP configuration utility from the shortcut on the Kofax Server desktop. The
configuration operations described in this section can be summarized as follows:

e Configure List of Call Peers

e Configure Fax

e Configure SIP Signaling

e Configure KCS Integration

7.1. Configure List of Call Peers
Once the KCS FolP configuration utility opens expand List of Call Peers menu item.

& XCS FolP Configuration Uty « Windows Internet Explorer o || @0 8

KOFAX:#® FoIP Configuration ? help

Exit

w
2
L3

General

“

List of Call Peers
VoIP/FoIP Network

& J 5 JE g e
-1
E
8

ax
H.323 Signaling
SIP Signaling
SSL Certificate

03]

HTTP

&

KCS Integration

) |3 o
5
£

’s 100% ~
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Once the List of Call Peers menu item opens complete the following for a free Host:

e Enabled Click on the Check box
e Protocol Select SIP from the dropdown box
e Host Enter the IP address of the Session Manager SIP Signaling

Interface (see Section 5.1)

RSl Contpetion Uity Wi et o
~
KOFAX:# FoIP Configuration ? pelp
RS | S
® General
&= List of Call Peers
Ne  |Enabled Peotiséod Remote Address ! _Authorization | Reg.
r na ocol ___| igst | port Yser 1D Password Numbers
1o v (5P ) (0 6 2 | , i 1] |
288 O ISP ivl| I | | | .
2ee O [P 2 I I [ I 4
A¥y O s ] I | I l .
see O 5P C2j] I | I [ ‘
s4is O [P Sl I | I [ _
r¥¥ O jse 2] I | | I ‘
s#s O VISIP lil A[ _I [ [
& Voice Z
-—_—_—  —_— — —_— 0
‘\lw’- -
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7.2. Configure Fax
Fax can be configured for G.711 Pass-through.

7.2.1. G.711 Pass-through

If only G.711 pass-through support is required, complete the following:
e OutboundTDtmfMode Select 0: G711 audio (default) from the dropdown box

e OutboundT38Mode

Select 60. User G.711 pass-through and prevent switch

to T.38 from the dropdown box

e InboundT38Mode

Select 60. User G.711 pass-through and prevent switch

to T.38 from the dropdown box

List of Call Peers

VolIP/FolP Network

Voico
OutboundDtmiMode |0 G 711 audio (default) v
OutboundT38Mode [60 Use G 711 passthrough and prevent switch 10 7,38

InboundT28Mode |60 Use G711 pus-lhvéugh and prevent switch to 7.38

‘Pefines the T.38 mode for

7 ¥C5 Fol® Configuration Utility - Windows Inteenet Exploree === wom
KOFAX:# FoIP Configuration ? ep
seve Bk

efines how to generated
DTMF digits

S PPefines the T.38 mode for

hutbound cails,

"
bound calls

Enablev3s | |

RedundancylS [0

Enable support for V.34 (ASN.1 o~
2002)va T.38 1
T.38 low-speed redundancy

(0..3)

T.38 high-spead redundancy

RedundancyWs 270 | (0.3
03] H.323 Signaling G
Hi0% ~
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7.3. Configure SIP Signaling

Open the SIP Signaling menu item and complete the following:
e SipEnabledTransport Select [12] SIPS, TLS from the dropdown box
e SipOutgoingTransport Select [8] SIPS (force TLS on all routes) from the
dropdown box
e Local TLS Port Enter 5061

£ VLS Kl Combiguration Utikty - Inteover Explores

KOFAX# FoIP Configuration

=] List of Call Poors

1) VolPfall Retwork

= W32 Signaing
=] SIP Sgnading

SipEnsbledTransports | [12] SIPS TLS V| Transports that katan for ncoming S measages

SpOutpsingTranspaet | [3] SPS farce TLS on sl rowten] ) Tramsport for tilpety S9* nesages

Loces LOF and TCP Pert (5060 Lacnl UOP and TCP port fod wnencrypted SIP sgoalng
Local TLS Port ;‘é(}}' Local TLS {gver TCF} port for encrypted SF/SIPS smgaing
OedkCamificate |4 Oock remoce pear tonificats on SFTLS s (Requires & ruxed CA camficate
Enoblekitphte |V Wpport taception of TME dges v RFC 2833 (KT NTT
284 media for T30 [Yes (degracianed) | AT, I8 e e SOP meido when T,38 mode W requetied
Retry RequesT38 !‘1‘| Yo (detault) b Retry behewour £ mode change to T 30 & rejected web ST° matis 488
MulcastAddress Addtional mulizost [Pt adaress for meoming S cals

Ligt of dadrecsac (1] part]) which re solfied after ectabitshed Multicest indound call " Qrou’ IMAaRs ewn

mubcast [P

MubGsPeerAddrasses  imygroup

=1 SSL Certificate

<] KCS Integration

=] Starage Mode
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7.4. Configure KCS Integration
KCS Integration is configured if Message Waiting Indication is used to signal if a fax is in the
fax recipient’s in-box. Complete the following to configure KCS Integration:

e Enabled Check the check box

e MessageWait Select RFC3842 from the dropdown box

S KCS

- ——- e - -

L3

L. S gt |

M.323 Signaling

(5]
= S1P Signaling
& SSt Certificate

[

KCS Integration
Enabled ¥ If checked, the Leenponent may be controlied by a TOOSS server
IP adcress of lecal interface wsed for conectian to TTOSS / Voice sarver, If smpty Al

Local 1P adcress i
local interfaces are used

Local Port (5000 TCP Listener port for conmectsion from TCOSS

Password | Passwoed for connection from TCOSS. (empty means: do not check password)

CheckCallPear | disashled v If snadied, TCOSS may only connact if Call-peer Is OK,
Wgw" RFC3842 v [ltethod of Metsage Wating Indication signaling (MWI)
Call Diversion Made |[1] Prater ariginad caled number Vv Defines the priority & multiple call diversion numbers are avaibale
EnabledvoiceServer [ If checked, the compenent may bo controlied by 3 voice sarver
Local Port |SD01 TCP Listener port for connection from vorce serves

Conwd 2 Transfer completed aft nsfer-to party has reached Alerting ot
vt s ll]l Tranafes inio Alecting = -_a dor Caf Transfer completed after transfer-to party has fex ~ g
>0 Connected state

Call Transfer wth Hold | Executo Call Hold prior 1o the Call Transfer false

Once the configuration is complete click on the Save button as shown in the screenshot below.

- ——- - - -

—
o] List of Call Peers
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8. Verification Steps

This section provides the tests that can be performed to verify correct configuration of the Avaya
and Kofax Communication Server solution.

8.1. Verify the signaling group status

Using the SAT terminal, enter the status signaling-group <n> command, where <n> is the number
of the SIP signaling group which connects to Session Manager. Verify that the Group State is in-
service.

status signaling-group 1
STATUS SIGNALING GROUP

Group ID: 1
Group Type: sip

Group State: in-service

8.2. Verify the SIP Entity Link status for the Kofax Communication
server

From System Manager select Session Manager from under the Elements column, (not shown).

When the Session Manager tab opens select System Status followed by SIP Entity

Monitoring, then click on Kofax SIP Entity created in Section 6.4, ensure that the Conn. Status is
Up, the Reason Code is 2000K and the Link Status is Up.

Meme  Cagegemest Developosnst Platform * Routseg *  Sscurity ¥ Seucom Maneges ¥

© Snusinn Messger + Hoooe / ticmests | Scastsm Mamsger [ Dasbboard 1
Dashbosnd bt 1
FESEEEEEES SIP Entity, Entity Link Connection Status
‘f’"‘.hmd Thiz page dsplays detaied connection status for Jl enty ks from 28
O ———T—, Seqman Manager instancas to 4 unghe SIE entity
Profile Editer

Al Lotity Links to SEIP Entity: Kolax
¥ Matwerk
7(1{01-1- o Status Detalls for the selected Session Monager:
V' Puvico s tocution | Summary Vew |
lllh O O IR
b Aplication 1 tems  Nelresh Fiker: Enable
Comfiguratios P Esaity

S R L RS Savsnn Hanager Name Rotohed P Port Proto, Deey Com Stwus Repyon Cade Uik Szates

. . SM71626 10.10.16.7 2060 s FALSE e 200 0K up
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8.3. Verify Kofax Communication Server SIP Status
Start the Kofax Communication Server monitor and verify that SIP is in the running state.

HJ Kofax Communication Server Monitor

File Edit Tools View Help
B|&s|x| %laelal alaal waj2s SR &=4=

=8 . server active
- @ TCDCLINK 2.31.04 Ready for action (0)
= @ TCLINKSM active (0)
from KCS: 4 Messages, 96 Motifications
- i) to KCS: 0 Messages, 0 Notifications
=@ TCARCH idle (0)
release 2.22.00
- A) yolumes: 2, documents: 6852
=& TCECP (0)
TC/VoiceMail: Connections active(redirected): 0(0)
- ) TC/Player: Connections active(redirected): 0{0)
----- & TCMOTIF ready (1 servers) (0)
----- & TCRESMF ready (1 servers) (0)
----- & TCROUTE ready (1 servers) (0)
IZ—ZII' FOIPO1 KCS Fax over IP Version 3.24.22, SIP Passthrough (0)
@ Calls: 0 active, 0 processed
{3 SIP: running
=i i) TCOSS Conpection: Connected with ::ffff:127.0.0.1 (RGTDP37)
@5 Woice Server Connection: Connected with voice server ROTDP37

8.4. Verify that faxes are sent and received from the Kofax
Communication Server

Send and receive multipage faxes, ensure the faxes are successfully sent and received and are
legible, confirm that the caller ID and fax details are correct.
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9. Conclusion

These Application Notes describe the configuration steps required for Kofax Communication
Server to interoperate with an Avaya Aura® Communication Manager 7.0 and Avaya Aura®
Session Manager 7.0. All test cases have passed and met the objectives outlined in Section 2.2.

10. Additional References

This section references the Avaya and Kofax documentation that is relevant to these Application
Notes. Avaya product documentation, including the following, are available at:
http://support.avaya.com

[1] Administering Avaya Aura® Communication Manager, Release 7.0, August 2015,
[2] Administering Avaya Aura® Session Manager, Release 7.0, 2015
[3] Administering Avaya Aura® System Manager, Release 7.0, 2015

Product Documentation for Kofax can be at the following location:
http://www.kofax.com/business-communication-software/
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Appendix A

Entity Link between Session Manager and Communication Manager.
1ltem 2 - ) - Filter: Enable
1 Mame SIP Entity 1 Protocol Port SIP Entity 2 ()v?:_‘:d' Part (”';):;t';"" S:r::i{c Notes ‘
0 *SM63_CME3_S060_T " I5SNM5] @ TLS " 5051 * CMe3 v O 506 usted ~ O
Select : A None

Appendix B

To export the Session Manager trusted certificates follow the steps below.
After logging into System Manager go to Home - Services = Inventory.

From the More

Select Manage Elements and click on Session Manager Element (i.e. SM63).
Actions dropdown box select Configure Trusted Certificates.

Home [ Services [ Investsry [/ Masape Eloments

Manage Elements

Elements
Vew Edtl . Ohew | | @O0cltu More ACDOS
- orfigute Trusted Cerbicates
11 [tema O Show 2Ll ¥ FREC £kl
e orbgure 1detty Cartficates " =
] (wame Vvwe
LA ITETIAT RS M -~
Inport e
MBS
i

Page 29 of 31

Solution & Interoperability Test Lab Application Notes
Kofax_CM70_TLS

SJW Reviewed
2016 Avaya Inc. All Rights Reserved

SPOC 5/24/2016



Once the Trusted Certificates screen open check the CN=SIP Product Certificate Authority,
OU=SIP Product Certificate, O=Avaya Inc., C=US check box. Click the Export button to

export the certificate.

Home 1aventory

« Homa / Services / Inventocy / Masage Elemests
Trusted Certificates

Irunted Certificat

—

10 lams.

[ Store Description

) usedfer

Soliect name

2] Lema tor vaiidating
| Used jor vaids
| Used for selidating TLS ot
[T Used far vaisisting T clet ientty carioater duct
| Uned fzr saldating TLS dent derty centic ArESSERE o
[0 Uted fer wnbdating TLS dient Meaity canie SECLRITY_MOSULE_SIF e CA, Oli=Avave Pracuct ¥l
[T used tar wniidating TLS cleet Mennt JUmMeds Server, Onhvays Joc
[ Used for waldating TAS diert idartty cantde 3
[ 2] Leed for seideting TLS deert derety o SECLURITY_MOOULE_SIF g;:;;'.:n‘ — An-.; ek ::“,:
Sabact < Ml (4

Help 7

|or;

Nlwt Loadie

Centificote Detalls
Subject Dutaily

Key Size

Lssowr Name

Certificate Fingenprint

Valid From i ( Vaid Te

When the File download window opens click on the save button and chose a location to store
the Certificate. The file stored will then be required to be installed on the Kofax Server.

File Download

Do you want to open or save this file?

@ Mame:  trust-cert.pem
Type: HTML Document

From: 10.10.16.212

Open ] I Save I [ Cancel

|--' YWhile files from the Intermet can be useful, zome files can potentially
\ harm pour computer. If you do not trugt the gource, do not open or
= zawe thiz file. What's the rizk?
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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