AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Optus Evolve Voice SIP Trunking
Service with Avaya Aura® Communication Manager 7.0,
Avaya Aura® Session Manager 7.0 and Avaya Session
Border Controller for Enterprise 7.0 - Issue 1.0

Abstract

These Application Notes illustrate a sample configuration of Avaya Aura® Communication
Manager Release 7.0 and Avaya Aura® Session Manager 7.0 with SIP Trunks to the Avaya
Session Border Controller for Enterprise (Avaya SBCE) when used to connect the Optus
Evolve SIP Trunking Service available from Optus (Australia).

Purely as an example, the lab setup is configured in a non-redundant configuration. Additional
resiliency could be built in as per the standard supported configurations documented in other
Avaya publications.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 1of 73
SPOC 4/4/2016 ©2016 Avaya Inc. All Rights Reserved. OptusASBCEaura7



Table of Contents

ISR 101 oo [0 Tox 1 o o PSRRI 4
2. General Test Approach and TeSt RESUILS..........cccveiieieiieieeie e 5
2.1  Interoperability COMpPHANCe TeSTING........coiiiiiiirieieiee e 5
2.2 TESERESUILS ....vetiiieieie bbbt bbbt 6
2.3 SUPPOIT ettt 6

3. Reference Configuration ..........cccooiiiiiii i sre e 6
4.  Equipment and Software Validated ..o 8
5. Configure Avaya Aura® Communication Manager............ccceevveveeiieieese e 9
5.1  System-Parameters CUSIOMEr-OPLiONS .........ccocviiririeiieieiesie e 9
5.2 SyStem-Parameters FEATUIES .........ccviiiiieiiiie ittt 11
ST B B - I o - o OSSR 12
5.4 1P INOUE NAMES.....veiuiirieieite sttt st sttt sttt st et st beabe e s e st et e beneesbesbenbeanes 13
5.5 P INErfaCe TOF PrOCK ......cuiiieii ettt sttt snee e 14
5.6 [P NEtWOIK REJIONS .....oiiuiiiiieie ettt sttt st e e e te e aneenas 15
T A | 0ol (=Tl o T =01 (=] £ PRT 19
5.8 SIP TIUNKS ...ttt ettt bbbt b e et et b nbe b e beans 20
5.8.1  SIP trunk for pUDIC CalS ......couviiiiiiiee e 20
5.8.2  SIPtrunks for 10Cal CallS.........ccoviiiiiiiiiiiiiiieieee e 24

5.9  Calling Party INfOrMAatiON..........oouiiiiiieiereie s 26
5.10 Incoming Call Handling Treatment..........ccccovoiiiiiiieieeie e 28
5.11 OULDOUNT ROULING ...t 28
512  Avaya G450 Media Gateway ProViSioning ..........cccccevvvereiieieeiesiese e seese e 31
5.13 Save Communication Manager Translations............cooeoevereninienieeeese s 32
6. Configure Avaya Aura® SessSion ManAQEr ..........cccevviieieeiieie et 32
6.1  Configure SIP DOMAIN .......ooiiiiiiiiiiiie et 33
6.2 CONFIQUIE LOCALIONS ......ccviiieie ettt te et nas 34
6.3 CONFIQUIE SIP ENTITIES ..ot 35
6.3.1  Configure Session Manager SIP ENtity .........cccccoovveviiie i 35
6.3.2  Configure Communication Manager SIP ENtity...........ccocovirininiiiinenenc e 36
6.3.3  Configure Avaya SBCE SIP ENtity .........cccoviiiiiiieiece e 37

6.4 Configure ENLItY LINKS......coooiiiiiiiiiieee s 38
6.4.1  Configure Entity Link to Communication Manager...........cccceevveviveeveeiiieesneseeenns 39
6.4.2  Configure Entity Link for Avaya SBCE ..........cccoeiiiiiiieieiseeeee e 40

6.5  Configure ROULING POIICIES .......ccviiiiiiie ettt 40
6.5.1  Configure Routing Policy for Communication Manager............ccocererenerenennenn. 41
6.5.2  Configure Routing Policy for Avaya SBCE ...........cccccoviiiiiiiiiie e 42

6.6  CoNfigure Dial PATEINS.......coiiiiiieiiie et bbb 42
7. Configure Avaya Session Border Controller for ENterprise ........cccooeeveeiiieiiieiieiieesieeineens 45
7.1 System Management — STALUS .........ceoviiieiieiiiiesieee e 46
7.2 GlODAI PrOTIHIES. ... ettt 47
CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 20f73

SPOC 4/4/2016 ©2016 Avaya Inc. All Rights Reserved. OptusASBCEaura7



7.2.1  Uniform Resource Identifier (URI) GrOUPS.......cccoceiirrieiieiieie et 47

7.2.2  Server INterwWOorking — AVAYa........ccceiiiieiieiicie e se e sae e 47
7.2.3  Server INterworking — OPLUS. .......ooveieiiiiiire e 50
7.2.4  Server Configuration — SeSSion ManAger .........c.ccoveveeieiieieeie e 52
7.2.5  Server Configuration — OPLUS ......cc.ooveiieriiiiniiieeee et 53
7.2.6  RoUtiNg — TO SESSION IMANAGET .......c.eeiveerieirieieeie e se e see e sre et ae e e nre e 54
7.2.7  ROUING — TO OPLUS...c.tiiiiiiiiiieie ettt 55
7.2.8  Topology HidiNG — AVAYA .....cc.ecoviiiieiieiieiieie e se e 56
7.2.9  Topology HIdING — OPLUS .....oouieiieiiieieeitesiese e 56
7.2.10 DOMAIN POICIES ..cuviuviiiiti ittt bbbt 57
7.2.11  APPHCAION RUIES......ceiiiiiiiiieeee e 57
7.2.12  BOFer RUIES ..ot 57
7.2.13  MEAIA RUIES ... 58
7.2.14  SigNAliNG RUIES ......oovieie et e re e ne e 58
7.2.15 ENAPOINt POIICY GIOUPS ... .ciuiiiieiieieie ittt 60

7.3 DeVice SPECITIC SELLINGS. ....cviiviiieiieeie ettt eas 60
7.3.1  Network Management........cccuoieieiiieieiesese e 60
7.3.2  MEdia INTEITACES. .. .iviiiiiiiiecie e 60
7.3.3  SIgNAlING INTEITACE ..o 61
7.3.4  Endpoint FIows — FOr SeSSion Manager ..........cccccveieeieiieieeiie e sieesieseesreesne e 62
7.3.5  ENdpoint FIOWS — FOI OPUS .....cuveiiieiieiiiieisiesie e 63

S Y= g Tor= L [0 g IR (=T o LSRR 63
8.1  Avaya Session Border Controller for ENterprise..........ccovveriiinininieieiene e 63
8.2  Avaya Aura® Communication ManAgEN ...........cccverueiieieerieiiese e st 67
8.3  Avaya Aura® SesSion Manager STALUS ..........cceieririeierieniesie s 70
8.4 TelePRONY SEIVICES ....c.viieieiiicie ettt et re et eas 71

TR O] o 111 o o SRR 71
10.  AdditioNal REFEIENCES.......iiiiiiiieiee ettt b 71
CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 30f73

SPOC 4/4/2016 ©2016 Avaya Inc. All Rights Reserved. OptusASBCEaura7



1. Introduction

These Application Notes illustrate a sample configuration Avaya Aura® Communication
Manager Release 7.0 and Avaya Aura® Session Manager 7.0 with SIP Trunks to the Avaya
Session Border Controller for Enterprise (Avaya SBCE) when used to connect the Optus Evolve
Voice SIP Trunking Service available from Optus (Australia).

Avaya Aura® Session Manager 7.0 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Aura® Communication
Manager 7.0 is a telephony application server and is the point of connection between the
enterprise endpoints and Avaya Aura® Session Manager. The Avaya SBCE is the point of
connection between Avaya Aura® Session Manager and the Optus Evolve Voice SIP Trunking
Service and is used to not only secure the SIP trunk, but also to make adjustments to VVolIP traffic
for interoperability.

The Enterprise SIP Trunking Service available from Optus (Australia) is one of many SIP-based
Voice over IP (VolP) services offered to Enterprises in Australia for a variety of voice
communications needs. The Optus Evolve Voice SIP Trunking Service allows enterprises in
Australia to place outbound local and long distance calls, receive inbound Direct Inward Dialing
(DID) calls from the PSTN, and place calls between an enterprise’s sites.

Purely as an example, the lab setup is configured in a non-redundant configuration (Single
Avaya Aura® Communication Manager, single Avaya Aura® Session Manager and a Single
Avaya SBCE). Additional resiliency could be built in as per the standard supported
configurations documented in other Avaya publications.

On the private (enterprise) side, the Avaya Aura® Communication Manager “Processor
Ethernet” or “procr” interface of the Avaya Aura® Communication Manager is configured for
SIP Trunking and is a SIP entity with associated SIP entity links in Avaya Aura® Session
Manager. Additionally, the Avaya SBCE is also configured as a SIP entity and has associated
SIP entity links assigned within the Avaya Aura® Session Manager.

In the documented example, the “Processor Ethernet” of the Avaya server running Avaya Aura®
Communication Manager 7.0 is configured for SIP Trunking to Avaya Aura® Session Manager
and the Avaya SBCE is utilizing TCP transport. The Avaya SBCE is connected to the Optus
Evolve Voice SIP Trunk Service, and as it is an industry default amongst SIP Service Providers
to use UDP for SIP signaling, the SIP signaling connectivity from the Avaya SBCE toward
Optus Evolve Voice uses UDP.

The Avaya SBCE performs conversion between TCP transport for SIP signaling used by Avaya
Aura® Session Manager to UDP transport commonly used by SIP Service Providers. The Avaya
SBCE also performs security and topology-hiding at the enterprise edge. In the sample
configuration, all SIP signaling and RTP media between the enterprise and Optus Evolve SIP
Trunking Service solution flows through the Avaya SBCE.
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A customer interested in SIP Trunk survivability may want a redundant pair of Avaya SBCEs at
each site. Although the sample configuration verified in these Application Notes used only a
single Avaya SBCE configuration, actual verification testing of the Avaya SBCE in a High
Availability configuration with Avaya Aura® Communication Manager has been performed as
part of Avaya DevConnect compliance testing.

2. General Test Approach and Test Results

The general test approach was to make calls through the Avaya SBCE while DoS policies are in
place using various codec settings and exercising common and advanced PBX features.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows
between Avaya Aura® Session Manager, Avaya Aura® Communication Manager, the Avaya
SBCE, and the Optus Evolve Voice SIP Trunking Service.

The compliance testing was based on a standard Avaya GSSCP test plan. The testing covered
functionality required for compliance as a solution supported on the Optus Evolve SIP Trunk
network. Additional test cases supplied by Optus were also executed. Calls were made to and
from the PSTN across the Optus Evolve Voice network. The following standard features were
tested as part of this effort:

e SIP trunking (incoming and outgoing calls)

e Passing of DTMF events and their recognition by navigating automated menus
(interacting with Avaya Aura® Messaging 6.3.3)
PBX features such as hold, resume, conference and transfer
EC500 - call extending to mobile
G.711A and G.729A audio
Network Call Redirection
Basic Call Center scenarios
Faxing (using T.38)
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2.2 Test Results

Interoperability testing of Optus Evolve Voice SIP Trunking Service was completed with
successful results for all test cases with the exception of the observations/limitations described
below.

Please refer to the test case document for a complete list of solution issues found when tested.

e Faxing using T.38 is supported, and was tested successfully.

e Legacy unresolved issues such as Blank Invites (Invites without SDP) were resolved
with a change to the Server Interworking Profile for Optus (Delayed SDP handling was
enabled).

e Emergency ‘000’ Services Limitations and Restrictions - Although Optus provides
Emergency Services dialing on ‘000”, Optus does not warrant or represent that the
equipment and software (e.g., IP PBX) reviewed in this customer configuration guide
will properly operate with Optus Evolve SIP Trunk Service to complete ‘000’ calls;
therefore, it is the customer’s responsibility to ensure proper operation with its
equipment/software vendor.

While the Optus Evolve SIP Trunking Service does support ‘000’ calling capabilities
under certain Calling Plans, there are circumstances when that ‘000’ service may not be
available. Such circumstances include, but are not limited to, relocation of the end user’s
CPE, use of a non-native or virtual telephone number, failure in the broadband
connection, loss of electrical power, and delays that may occur in updating the
customer’s location in the automatic location information database.

e Avaya Network Call Redirection (NCR) must be disabled (default) on the Avaya
Aura® Communication Manager SIP trunk to the Optus Evolve Voice SIP Trunking
Service as Optus Evolve Voice does not support REFER.

2.3 Support

e Avaya: Avaya customers may obtain documentation and support for Avaya products by
visiting http://support.avaya.com

e Optus: Customers should contact their Optus Business representative or follow the
support links available on http://optus.com.au

3. Reference Configuration

The reference configuration used in these Application Notes is shown in the diagram below and
consists of several components.
e Avaya Aura® Communication Manager running on VMware ESXi 5.5.
Avaya Aura® Session Manager running on VMware ESXi 5.5.
Avaya Aura® System Manager running on VMware ESXi 5.5.
Avaya Aura® Messaging running on VMware ESXi 5.5.
Avaya G450 Media Gateway.
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e Avaya Aura® Media Server running on VMware ESXi 5.5. The Media Server can act as
a media gateway GXxx series.

e Avaya IP phones are represented with Avaya 9600 Series IP Telephones running
H.323/SIP software.

e Avaya one-X® Communicator 6.2

e Avaya Communicator for Windows 2.1

e The Avaya SBCE provided Session Border Controller functionality, including, Network
Address Translation, SIP header manipulation, and Topology Hiding between the Optus
SIP Trunking Service and the enterprise internal network.

e Outbound calls were originated from a phone provisioned on Avaya Aura®
Communication Manager. Signaling passed from Avaya Aura® Communication
Manager and Avaya Aura® Session Manager to the Avaya SBCE, before being sent to
the Telecom network for termination.

e Inbound calls were sent from Optus, through the Avaya SBCE to the Avaya Aura®
Session Manager and Avaya Aura® Communication Manager. Communication Manager
terminated the call to the appropriate phone extension. The analog and H.323/SIP phones
on the enterprise side registered to the Communication Manager or Session Manager.

All IP addresses shown in the diagram are private IP addresses.
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Figure 1: Network Components as Tested

4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Component | Version

Avaya

Avaya Aura® Communication Manager 7.0 7.0.0.2.0.441.22684

SP2

Avaya Aura® Session Manager 7.0 7.0.0.0.700007

Avaya Aura® System Manager 7.0 Build No. - 7.0.0.0.16266-7.0.9.912

Software Update Revision No:
7.0.0.0.4016

Avaya Aura® Messaging 6.3.3 6.3.3.0.11348

Avaya Session Border Controller for 7.0.0-21-6602

Enterprise 7.0
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Component Version

Avaya Media Gateway G450 G450 sw 37 20 0
Avaya Aura® Media Server 7.7 7.7.0.281

Avaya one-X® Communicator 6.2 6.2.10.03

Avaya Communicator for Windows 2.1 2.1.1.74

Avaya one-X® Agent H323 2.5.8 2.5.58020.0

Avaya 96xx Series Deskphone — SIP phone S96x1 SALBR7 0 0r40 V4r83
Avaya 96xx Series Deskphone — H.323 phone | S9608 11HALBR6 6 1 15 V474
Service Provider
Optus Evolve Voice Genband CS2100 CVN16
(14.1.0.12), Acme Packet SBC edge
(6.2)

5. Configure Avaya Aura® Communication Manager

This section describes the administration steps for Communication Manager in support of the
reference configuration described in these Application Notes. The steps are performed from the
Communication Manager System Access Terminal (SAT) interface. These Application Notes
assume that basic Communication Manager administration has already been performed.

Note — In the following sections, only the parameters that are highlighted in bold text are
applicable to these Application Notes. Other parameter values may or may not match based on
local configurations.

5.1 System-Parameters Customer-Options

This section reviews the Communication Manager licenses and features that are required for the
reference configuration described in these Application Notes.

NOTE - For any required features that cannot be enabled in the steps that follow, contact
an authorized Avaya account representative to obtain the necessary licenses.

Follow the steps shown below:
1. Enter the display system-parameters customer-options command. On Page 2 of the
form, verify that the Maximum Administered SIP Trunks number is sufficient for the
number of expected SIP trunks.
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2 of 12

display system-parameters customer-options Page

2. On Page 6 of the form, verify that the Private Networking and Processor Ethernet
fields are set to y.

display =system—parameters customer—options

CET AL

Page & of 12
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5.2 System-Parameters Features

Follow the steps shown below:

1. Enter the display system-parameters features command. On Page 1 of the form, verify
that the Trunk-to-Trunk Transfer is set to all.

display system—parameters features Page 1 of 18

Automatic

Off-Premises Tone

Fl=Cancel FZ=Refresh F3=Submit F4=Clr Fld FS=Help F&=Update F7=Nxt Pg F8=Prwv Pg | -

2. On Page 9 verify that a text string has been defined to replace the Calling Party
Number (CPN) for restricted or unavailable calls. The compliance test used the value of
Restricted for restricted calls and Unavailable for unavailable calls.
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display system-—parameters features Page 9 of 15

FEATURE-RE

DISPLAY TEXT

Extension only label for button

INTERNATIONHAL

Fl=Cancel FZ=Refresh F3=5ubmit F4=Clr Fld F5=Help F&=Update FT=Nxt Pg F8=Prv Pg |~

5.3 Dial Plan

The dial plan defines how digit strings will be used locally by Communication Manager. The
following dial plan was used in the reference configuration.

Follow the steps shown below:

e Enter the change dialplan analysis command to provision the following dial plan.
o 4-digit extensions with a Call Type of ext beginning with:
= The digits 83 and 56 for Communication Manager extensions.
o 3-digit dial access code (indicated with a Call Type of dac), e.g., access code 70x for
SIP Trunk Access Codes (TAC).

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 73
SPOC 4/4/2016 ©2016 Avaya Inc. All Rights Reserved. OptusASBCEaura7



change dialplan analysis Page 1 of 12 (-

m

5.4 IP Node Names

Node names define IP addresses to various Avaya components in the enterprise. In the reference
configuration a Processor Ethernet (procr) based Communication Manager platform is used.
Note that the Communication Manager procr name and IP address are entered during installation.
The procr IP address was used to define the Communication Manager SIP Entities in Section
6.3.2.

Follow the steps shown below:
e Enter the change node-names ip command, and add a node name and IP address for the
following:
o Avaya SBCE private network interface (e.g., A1-SBCE and 135.27.78.59).
o Session Manager SIP signaling interface (e.g., ve3-sm and 135.27.78.55).
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display node-names ip Page 1 of 2 | =

Fl=Cancel FZ=Refresh F3=5ubmit F4=Clr Fld F5=Help Fe=Update FT7T=Nxt Pg F8=Prv Pg |~

5.5 IP Interface for Procr

The display ip-interface procr command can be used to verify the Processor Ethernet (procr)
parameters defined during installation.
e Verify that Enable Interface?, Allow H.323 Endpoints?, and Allow H248 Gateways?
fields are setto y.
¢ In the reference configuration the procr is assigned to Network Region: 1.
e The default values are used for the remaining parameters.
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Fl=Cancel FZ=Refresh F3=5ubmit F4=Clr Fld FS5=Help F6=Update FT7=Nxt Pg F8=Prv Pg |~

display ip-interface proc Page 1 of 2 | =

IFV4 PARAMETERS

Subnet Mask: /24

5.6 IP Network Regions

For the compliance testing, ip-network-region 1 was created by the change ip-network-region 1
command with the following parameters:

Set the Authoritative Domain field to match the SIP domain of the enterprise. In the
compliance testing, the domain name is sipinterop.net. This domain name appears in the
“From” header of SIP message originating from this IP region.

Enter a descriptive name in the Name field.

Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Media Gateway. By default, both
Intra-region and Inter-region IP-1P Direct Audio are set to yes. Shuffling can be
further restricted at the trunk level under the Signaling Group form.

Set the Codec Set field to the IP codec set defined in Section 5.7.

Default values can be used for all other fields.
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display ip-network-region 1 Page 1 of 20 |-

Fl=Cancel FZ=Refresh F3=5Submit F4=Clr Fld F5=Help Fbo=Update FT=Nxt Pg F8=Prv Pg | -

On Page 4, define the IP codec set to be used for traffic between region 1 and other regions. In
the compliance testing, Communication Manager, the Avaya G450 Media Gateway, IP/SIP
phones, Session Manager and the Avaya SBCE were assigned to the same region 1. To configure
the IP codec set between regions, enter the desired IP codec set in the codec set column of the
table with appropriate destination region (dst rgn). Default values may be used for all other
fields..
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display ip-network-region 1

m 0 o =

[0 IY " S B % T 1 R

4]

=]

oo

Fl=Cancel FZ=Refresh F3=5Submit F4=Clr Fld F5=Help F6=Update F7=Nxt Pg FEB=Prv Pg | -

Non-IP telephones (e.g., analog, digital) derive their network region from the IP interface of the
Avaya G450 Media Gateway to which the device is connected. IP telephones can be assigned a
network region based on an IP address mapping.

To define network region 1 for IP interface procr, use change ip-interface procr command as
shown in the following screen.
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Fl=Cancel FZ=Refresh F3=5ubmit F4=Clr Fld F5=Help Fe=Update FT7T=Nxt Pg F8=Prv Pg |~

To define network region 1 for the Avaya G450 Media Gateway, use change media-gateway
command as shown in the following screen.

change media—-gateway 1 Page 1 of 2 | =

MEDTZ GATEWAY 1

m
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5.7 IP Codec Parameters

Follow the steps shown below:

1. Enter the change ip-codec-set x command, where X is the number of the IP codec set
specified in Section 5.6. On Page 1 of the ip-codec-set form, ensure that G.711A and
G.729A are included in the codec list. Note that the packet interval size will default to
20ms.

change ip-codec-set 1 Page 1 of 2 |-

m

2. On Page 2 of the ip-codec-set form, set FAX Mode to t.38-G711-fallback.
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ip—codec—set

IPF CODEC SET

5.8 SIP Trunks

SIP trunks are defined on Communication Manager by provisioning a Signaling Group and a
corresponding Trunk Group.

5.8.1 SIP trunk for public calls

This section describes the steps for administering the SIP trunk to Session Manager. This trunk
corresponds to the ve3-cm-external SIP Entity defined in Section 6.3.2.
1. Enter the add signaling-group x command, where x is the number of an unused
signaling group (e.g., 3), and provision the following:
e Group Type — Set to sip.
e Transport Method — Set to tls.
e Verify that IMS Enabled? is set to n.
e Verify that Peer Detection Enabled? is set to y. The systems will auto detect and set
the Peer Server to SM.
Near-end Node Name — Set to the node name of the procr noted in Section 5.4.
e Far-end Node Name — Set to the node name of Session Manager as administered in
Section 5.4 (e.g., ve3-sm).
e Near-end Listen Port and Far-end Listen Port — Set to 5061
e Far-end Network Region — Set the IP network region to 1, as set in Section 5.6.
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Far-end Domain — Enter sipinterop.net. This is the domain provisioned for Session
Manager in Section 6.1.

DTMF over IP — Set to rtp-payload to enable Communication Manager to use
DTMF according to RFC 2833.

Direct IP-1P Audio Connections — Set to y, indicating that the RTP paths should be
optimized directly to the associated stations, to reduce the use of media resources on
the Avaya Media Gateway when possible (known as shuffling).

Enable Layer 3 Test — Set to y. This directs Communication Manager to send SIP
OPTIONS messages to Session Manager to check link status.

OPTIONAL.: If desired, set Initial IP-1P Direct Media is set to Y. Otherwise leave
it disable (default).

Use the default parameters on Page 2 of the form (not shown).

change =signaling-group 3 Page 1 of 3 |~

m

2. Enter the add trunk-group x command, where X is the number of an unused trunk group
(e.g., 3). On Page 1 of the trunk-group form, provision the following:

Group Type — Set to sip.

Group Name — Enter a descriptive name (e.g., SIP to SM).

TAC — Enter a trunk access code that is consistent with the dial plan (e.g., 703).
Direction — Set to two-way.

Service Type — Set to public-ntwrk.

Signaling Group — Set to the signaling group administered in Step 1 (e.g., 3).
Number of Members — Enter the maximum number of simultaneous calls desired on
this trunk group (based on licensing) (e.g., 10).
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change trunk-group 3 Page 1 of 21 »ﬁ
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3. On Page 2 of the Trunk Group form:
e Set the Preferred Minimum Session Refresh Interval(sec): to 600.

change trunk-group 3 Page Z2 of 21
Group Type: =ip

. PARAMETERS

On OPTIM Failure:
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4. On Page 3 of the Trunk Group form:
e Set Numbering Format: to private.

change trunk-group 3 Page 3 of 21 ‘[I

m

5. On Page 4 of the Trunk Group form:
e Set Telephone Event Payload Type to the RTP payload type recommended by the
Optus service (e.g., 101).
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change trunk-group 3 Page 4 of 21

5.8.2 SIP trunks for local calls

Repeat the same steps as in 5.8.1 with the following changes:
1. Enter the add signaling-group x command, where x is the number of an unused
signaling group (e.g., 4), and provision the following:
e Near-end Listen Port — Set to 5061 and Far-end Listen Port — Set to 5062
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change =signaling-group 4 Page 1 of 3 |-

m

2. Enter the add trunk-group x command, where X is the number of an unused trunk group
(e.g., 4). On Page 1 of the trunk-group form, provision the following:
e TAC - Enter a trunk access code that is consistent with the dial plan (e.g., 704).
Direction — Set to two-way.
Service Type — Set to tie.
Signaling Group — Set to the signaling group administered in Step 1 (e.g., 4).
Number of Members — Enter the maximum number of simultaneous calls desired on
this trunk group (based on licensing) (e.g., 10).
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change trunk-group 4 Page 1 of 21 | =
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5.9 Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since private
numbering is selected to define the format of this number, both the private numbering table and
the public-unknown-numbering tables will need to be configured. Use the change public-
unknown-numbering command to create an entry for each extension which has a DID assigned.
DID numbers are provided by the service provider. They are used to authenticate the caller. The
screen below shows a subset of the 10-digit DID numbers assigned for testing. These numbers
were mapped to the enterprise extensions 83xx. These same 10-digit numbers were used in the
outbound calling party information on the service provider trunk when calls were originated
from these extensions.
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change public-unknown-numbering 0 Page 1 of 2 |-
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m

Repeat the same steps for the private numbering table using the change private-numbering
command:

change private-numbering 0 Page 1 of 2
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5.10 Incoming Call Handling Treatment

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. DID number sent by Optus can be mapped to an
extension using the incoming call handling treatment of the receiving trunk-group. Use the
change inc-call-handling-trmt trunk-group command to create an entry for each DID.

Page 1 of 30

TEEATMENT

m

5.11 Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route an
outbound call via the SIP trunk to the service provider. In the compliance testing, a single digit 0
was used as the ARS access code. An enterprise caller will dial 0 to reach an outside line. To
define feature access code (fac) 0, use the change dialplan analysis command as shown below.
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change dialplan analysis Page 1 of 12 |-+

m

Use the change feature-access-codes command to define 0 as the Auto Route Selection (ARS)
— Access Code 1.

change feature-access—-codes
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Use the change ars analysis command to configure the routing of dialed digits following the
first digit 0. The example below shows a subset of the dialed strings tested as part of the
compliance testing. All dialed strings are mapped to route pattern 3 for an outbound call which
contains the SIP trunk to the service provider (as defined next).

change ars analysis 0 Page 1 of 2 | =

Hode &NI

HNum Eegd

P
[

&
10

ERERERERERERERER RN R ER R =R
m

As mentioned above, the route pattern defines which trunk group will be used for the outbound
calls and performs necessary digit manipulation. Use the change route-pattern command to
configure the parameters for route pattern 3 in the following manner.
e Pattern Name: Enter a descriptive name.
e Grp No: Enter the outbound trunk group for the SIP service provider. For the
compliance testing, trunk group 3 was used.
e FRL.: Set the Facility Restriction Level (FRL) field to a level that allows access to
this trunk for all users that require it. The value of O is the least restrictive level.
e Numbering Format: unk-unk All calls using this route pattern will use the private
numbering table. See setting of the Numbering Format in the trunk group form for
full details in Section 5.9.
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change route-pattern 3
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5.12 Avaya G450 Media Gateway Provisioning

In the reference configuration, a G450 Media Gateways is provisioned. The G450 is located in
the 123ER site and is used for local DSP resources, announcements, Music On Hold, etc.

Note — Only the Media Gateway provisioning associated with the G450 registration to
Communication Manager is shown below.

1. SSH to the G450 (not shown). Note that the Media Gateway prompt will contain ??? if

the Media Gateway is not registered to Communication Manager (e.g., ve3-gw-

???(super)#).

Enter the show system command and note the G450 serial number (e.g., 101S07356033).

3. Enter the set mgc list x.x.x.x command where x.x.x.X is the IP address of the

Communication Manager Procr (e.g., 135.27.78.51).

Enter the copy run copy start command to save the G450 configuration.

On Communication Manager, enter the add media-gateway x command where X is an

available Media Gateway identifier (e.g., 1). The Media Gateway form will open (not

shown).

Enter the following parameters:

o Set Type = G450.

e Set Name = Enter a descriptive name (e.g., ve3-gw).

e Set Serial Number = Enter the serial number copied from Step 2 (e.g.,
101S07356033).

no

o
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e Set the Encrypt Link parameter as desired (n was used in the reference
configuration).
e Set Network Region = 1.

When the Media Gateway registers, the SSH connection prompt will change to reflect the Media
Gateway ldentifier assigned in Step 5 (e.g., ve3-gw-001(super)#).
6. Enter the display media-gateway 1 command, and verify that the G450 has registered.

change media-gatewav 1 Page 1 of 2 | »

MEDIA GATEWAY 1

m

5.13 Save Communication Manager Translations

After the Communication Manager provisioning is completed, enter the command save
translation.

6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:
e SIP domain
e Logical/physical Location that can be used by SIP Entities
e SIP Entities corresponding to Communication Manager, Session Manager and the Avaya
SBCE
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e Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

e Routing Policies, which control call routing between the SIP Entities

e Dial Patterns, which govern to which SIP Entity a call is routed

e Session Manager, corresponding to the Session Manager server to be managed by System
Manager

It may not be necessary to configure all the items above when creating a connection to the
service provider since some of these items would have already been defined as part of the initial
Session Manager installation. This includes items such as certain SIP domains, locations, SIP
entities, and Session Manager itself. However, each item should be reviewed to verify the
configuration.

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. In the Log On screen (not shown), enter appropriate User ID and Password
and press the Log On button. Once logged in, the Home screen is displayed. From the Home
screen, under the Elements heading in the center, select Routing.

6.1 Configure SIP Domain
Follow the steps shown below:
1. Select Domains from the left navigation menu. In the reference configuration, domain
sipinterop.net was defined.
2. Click New (not shown). Enter the following values and use default values for remaining
fields.
e Name: Enter the enterprise SIP Domain Name. In the sample screen below,
sipinterop.net is shown.
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e Type: Verify sip is selected.
e Notes: Add a brief description.
3. Click Commit to save (not shown).

o Homm / Edanents | Fouting / Domems o

#ep ¥

Domain Management

3 Daw Filar. Criadis

6.2 Configure Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. In the
reference configuration, location 123ER is configured.

Follow the steps shown below:

1. Select Locations from the left navigational menu. Click New (hot shown). In the
General section, enter the following values and use default values for remaining fields.
e Name: Enter a descriptive name for the Location (e.g., 123ER).
e Notes: Add a brief description.

2. Inthe Location Pattern section, click Add and enter the following value
e |P Address Pattern: Leave blank.

3. Click Commit to save.
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6.3 Configure SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it which includes Communication Manager and Avaya SBCE.

6.3.1 Configure Session Manager SIP Entity

Follow the steps shown below:
1. Inthe left pane under Routing, click on SIP Entities. In the SIP Entities page, click on

New (not shown).

2. Inthe General section of the SIP Entity Details page, provision the following:

e Name - Enter a descriptive name (e.g., ve3-sm).

e FQDN or IP Address — Enter the IP address of Session Manager signaling interface,
(not the management interface), provisioned during installation (e.g., 135.27.78.54).

e Type — Verify Session Manager is selected.

e Location — Select location 123ER.

e Outbound Proxy — (Optional) Leave blank or select another SIP Entity. For calls to
SIP domains for which Session Manager is not authoritative, Session Manager routes
those calls to this Outbound Proxy or to another SIP proxy discovered through DNS
if Outbound Proxy is not specified.

e Time Zone — Select the time zone in which Session Manager resides.

3. Inthe SIP Monitoring section of the SIP Entity Details page configure as follows:

e Select Use Session Manager Configuration for SIP Link Monitoring field.

e Use the default values for the remaining parameters.
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6.3.2 Configure Communication Manager SIP Entity

As there are two SIP trunks configured on Avaya Aura® Communication Manager in this
compliance test, one trunk is used for incoming/outgoing from/to PSTN and another trunk is
used for Avaya SIP extension and calls to Avaya Aura® Messaging, it is necessary to create two
SIP Entities for Avaya Aura® Communication Manager: ve3-cm-external and ve3-cm-internal.

6.3.2.1 Communication Manager — Public

Follow the steps shown below:
1. Inthe SIP Entities page, click on New (not shown).
2. Inthe General section of the SIP Entity Details page, provision the following:
e Name — Enter a descriptive name (e.g. ve3-cm-external).
e FQDN or IP Address — Enter the IP address of Communication Manager Processor
Ethernet (procr) (e.g. 135.27.78.51).
Type — Select CM.
Location — Select a Location 123ER administered in Section 6.2.
Time Zone — Select the time zone in which Communication Manager resides.
In the SIP Link Monitoring section of the SIP Entity Details page select:
o Select Use Session Manager Configuration for SIP Link Monitoring field,
and use the default values for the remaining parameters.
3. Click on Commit.
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6.3.2.2 Communication Manager — Local
Repeat the steps in Section 6.3.2.1 with the following changes:
e Name — Enter a descriptive name (e.g., ve3-cm-internal).
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6.3.3 Configure Avaya SBCE SIP Entity
Repeat the steps in Section 6.3.2 with the following changes:
e Name — Enter a descriptive name (e.g., ve3-asbce).
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e FQDN or IP Address — Enter the IP address of the Al (private) interface of the
Avaya SBCE (e.g., 135.27.78.59).

e Type — Verify Other is selected.

e Location — Select location 123ER (Section 6.2).
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6.4 Configure Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
During compliance testing, three Entity Links were created, two for Communication Manager
and another for Avaya SBCE. To add an Entity Link, navigate to Routing = Entity Links in
the left navigation pane and click the New button in the right pane (not shown). Fill in the
following fields in the new row that is displayed:

e Name: Enter a descriptive name.

e SIP Entity 1: Select the Session Manager defined in Section 6.3.1.

e Protocol: Select the transport protocol used for this link, TLS for the Entity Link to
Communication Manager and TCP for the Entity Link to the Avaya SBCE.

e Port: Port number on which Session Manager will receive SIP requests from the far-end.
For Communication Manager, this must match the Far-end Listen Port defined on the
Communication Manager.

e SIP Entity 2: Select the name of the other systems. For Communication Manager, select
the Communication Manager SIP Entity defined in Section 6.3.2 For Avaya SBCE,
select Avaya SBCE SIP Entity defined in Section 6.3.3

e Port: Port number on which the other system receives SIP requests from Session
Manager. For Communication Manager, this must match the Near-end Listen Port
defined on the Communication Manager.

e Connection Policy: Select Trusted.
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Click Commit to save.

6.4.1 Configure Entity Link to Communication Manager

6.4.1.1 Entity Link for local (internal) calls

Follow the steps shown below:

1.
2.

In the left pane under Routing, click on Entity Links, then click on New (not shown).

Continuing in the Entity Links page, provision the following:

e Name — Enter a descriptive name (or have it created automatically) for this link to
Communication Manager (e.g., ve3-sm_ve3-cm-internal_5061 TLS).

e SIP Entity 1 — Select the SIP Entity administered in Section 6.3.1 for Session
Manager (e.g., ve3-sm).

e SIP Entity 1 Port — Enter 5062.

e Protocol — Select TLS

e SIP Entity 2 —Select the SIP Entity administered in Section 6.3.2 for the
Communication Manager internal entity (e.g., ve3-cm-internal).

e SIP Entity 2 Port - Enter 5061.

e Connection Policy — Select Trusted.

Click on Commit.
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6.4.1.2 Entity Link for public calls

Repeat the steps in 6.4.1.1 with the following changes:

Name — Enter a descriptive name (or have it created automatically) for this link to
Communication Manager (e.g., ve3-sm_ve3-cm-external_5061 TLS).

SIP Entity 1 Port — Enter 5061. Note that this port is different from the port in
6.4.1.1

SIP Entity 2 —Select the SIP Entity administered in Section 6.3.2 for the Communication
Manager external entity (e.g., ve3-cm-external).
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6.4.2 Configure Entity Link for Avaya SBCE

To configure this Entity Link, repeat the steps in Section 6.4.1.1, with the following changes:

e Name — Enter a descriptive name (or have it created automatically) for this link to the
Avaya SBCE (e.g., ve3-sm_ve3-asbce 5060 TCP).

e SIP Entity 1 Port — Enter 5060

e Protocol — Select TCP

e SIP Entity 2 — Select the SIP Entity administered in Section 6.3.3 for the Avaya
SBCE entity (e.g., ve3-asbce).

e SIP Entity 2 Port - Enter 5060
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6.5 Configure Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.4. Two routing policies were added, one for Communication Manager and
another for Avaya SBCE. To add a routing policy, navigate to Routing = Routing Policies in
the left navigation pane and click the New button in the right pane (not shown). The following
screen is displayed.

In the General section, enter the following values:
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e Name: Enter a descriptive name.
o Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select appropriate SIP entity to which this routing policy applies and click Select. The
selected SIP Entity is displayed in the Routing Policy Details page as shown below. Use default
values for remaining fields. Click Commit to save.

6.5.1 Configure Routing Policy for Communication Manager

6.5.1.1 Routing Policy - Public

This Routing Policy is used for inbound calls from Optus.

1. In the left pane under Routing, click on Routing Policies. In the Routing Policies page
click on New (not shown).

2. Inthe General section of the Routing Policy Details page, enter a descriptive Name for
routing Optus calls to Communication Manager (e.g., CM Policy External), and ensure
that the Disabled checkbox is unchecked to activate this Routing Policy.

3. Inthe SIP Entity as Destination section of the Routing Policy Details page, click on
Select and the SIP Entity list page will open.

4. Inthe SIP Entity List page, select the SIP Entity administered in Section 6.3.2 for the
Communication Manager SIP External Entity (ve3-cm-external), and click on Select.

5. Note that once the Dial Patterns are defined they will appear in the Dial Pattern section
of this form.

6. No Regular Expressions were used in the reference configuration.

7. Click on Commit.

o Mame [ Elemests § Rovtien [ ol Pulsoses o
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6.5.1.2 Routing Policy - Local

This Routing Policy is used for local (internal) calls to Avaya SIP extensions or calls to Avaya
Aura® Messaging. Repeat the steps in 6.5.1.1 with the following changes:
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1. Inthe General section of the Routing Policy Details page, enter a descriptive Name for
routing internal enterprise calls to Communication Manager (e.g., CM Policy Internal),
and ensure that the Disabled checkbox is unchecked to activate this Routing Policy.

2. Inthe SIP Entity List page, select the SIP Entity administered in Section 6.3.2 for the
Communication Manager SIP External Entity (ve3-cm-internal), and click on Select.
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6.5.2 Configure Routing Policy for Avaya SBCE

This Routing Policy is used for outbound calls to the service provider. Repeat the steps in
Section 6.5.1, with the following changes:
e Name — Enter a descriptive name for this link to the Avaya SBCE (e.g., SBC
Outgoing Policy).
e SIP Entity List —Select the SIP Entity administered in Section 6.3.3 for the Avaya
SBCE entity (e.g., ve3-asbce).
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6.6 Configure Dial Patterns

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 42 of 73
SPOC 4/4/2016 ©2016 Avaya Inc. All Rights Reserved. OptusASBCEaura7



Dial Patterns are needed to route specific calls through Session Manager. For the compliance
testing, dial patterns were needed to route calls from Communication Manager to Optus and vice
versa. Dial Patterns define which routing policy will be selected for a particular call based on the
dialed digits, destination domain and originating location. To add a dial pattern, navigate to
Routing = Dial Patterns in the left navigation pane and click New button in the right pane (not
shown).

In the General section, enter the following values:
e Pattern: Enter a dial string that will be matched against the “Request-URI” of the call.
Min: Enter a minimum length used in the match criteria.
Max: Enter a maximum length used in the match criteria.
SIP Domain: Enter the destination domain used in the match criteria.
Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
Three examples of the dial patterns used for the compliance testing were shown below, one for
outbound calls from the enterprise to the PSTN, one for inbound calls from the PSTN to the

enterprise and another one for Avaya SIP extension.

The first example shows that 10-digit dialed numbers that has a destination domain of
“sipinterop.net” uses route policy to Avaya SBCE as defined in Section 6.5.2
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The second example shows that inbound 10-digit numbers that start with 020920 to domain

“sipinterop.net” uses route policy to Communication Manager as defined in Section 6.5.1. These
are the DID numbers assigned to the enterprise by Optus.

Raidiog o Merrme / Clmmmete | Gusteng | Dtal Folterie °
Czmanns !
s Dial Pattern Details Commt || Coosd
Adlegtatmm.

General
SIP Fatithes
- * Patterw: 035070
Estiry Livhs
Ty fanges ® . 30
Rireting PoSciss T Max: 10 g
(Ral Panterss Lmergescy Call:
Ngular £ zpruvsime Emergency Prioriy: |
Detanits Ervergency Type:
SI9 Oomale: AL -

Motes: ncoming Calle from Optus Eveolve SIP Trunks

Ocginating Locatons and Routing Puldies

L AST | Reroove |

Amwn O

& Rruting Pubcy Rustewy Palicy  Ruitieg Palicy oty Prlicy
UIgEating Lucation Mame « (MIgmating Laratine Nates ™ Bank o e Vi
1258 :l:.‘l;“l’lll boodadicnles b M Poboy Seternal L] ve) (re-edens Cots Inwardy O
Select ; 4L, e

The third example shows that 4-digit pattern that start with 83 is used for Avaya SIP extension
local calls.

Home  Souting ™
Noutlng v Mome [ Daments / Sauting / Ol Pattsms o

Doreates Helo ? 1
Locations. D‘G' hmm m“s c?!‘ "“!‘
Adaptations

Ganeral
STP Emtties

Pattern! 51
Exntity Links
Thrme Ranges L]
et vy Policbes ¥ Max: 4 A
el Patterm Lmurguncy Call:
Kegutar | apresssm Emergency Priselty: |
Dutneits Lmerywecy Type:
STP Domain: A1 +l
Notex: extenson

Onigmating Locations and Routing Polices

| add || Norore :

Lten 2 ) a6 Ensbe.

Oraginetory Lucetsn Mame « Orginationg £ scatern Betes ::::" Py Mk "‘:::::::' \ :'::::::'V m“ Pelley
12368 g lab e IDIEHN o pakey Intemal 7 3 val-cro-starmal
Sefect : A0 e
All Dial Patterns used in the test:
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4 Heme ) Elenests | Ruting § Olst Pattmres o

Dial Patterns

I2hens o Flter: Enacie

gcoooooooDes

7. Configure Avaya Session Border Controller for Enterprise

Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document.

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3, the reference configuration places the private interface (A1) of the
Avaya SBCE in the Common site, (135.27.78.59), with access to the 123ER site. The connection
to Optus uses the Avaya SBCE public interface B1 (IP address 192.168.1.2). The follow
provisioning is performed via the Avaya SBCE GUI interface, using the “M1” management
LAN connection on the chassis.

1. Access the web interface by typing “https://x.x.x.x”” (where x.x.x.x is the management IP

address of the Avaya SBCE).
2. Enter the Username and click on Continue.

AVAYA =&

A el ey b At et B gl

Session Border Controller
for Enterprise
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3. Enter the password and click on Log In.

AVAYA

Session Border Controller
for Enterprise

Log In
Usemame reeseee

Password

The main menu window will open. Note that the installed software version is displayed. Verify
that the License State is OK. The SBCE will only operate for a short time without a valid
license. Contact your Avaya representative to obtain a license.

Session Border Controller for Enterprise AVAYA
Dashdoard Dashboard ;
pressen

BachupRestocs
Systam Haragenmant Bystom Tine 0853 25 AM AEDT EMs
Gotol Parareters Vetsaon Y 00210002 asbesT
Gobail Profiles

FPU Servces

Hudd Date Sun Aug 21 08 40 EOT 2015
Licerso Stk o0

Coman Polcies

Agyegate Lieraing Ovsges 0
TLS Management

3 Joensng O
Omtce Spectc Setings ol Liconang Oworage Court 0

Lme Logged n

Folod Loga Amempts 3

sshcnl No Susecriser Flaw Matched

SNpne tyund

anbeal’ No Subscoiset Flaw Malshed

7.1 System Management — Status
1. Select System Management and verify that the Status column says Commissioned. If
not, contact your Avaya representative.

Session Border Controller for Enterprise AVAYA
Cestbowd System Management
Acmirastraton

BachupResioe
System Management

Grobal Parseraties

Giomal P -
Gotal Protles antoal 135277558 108214007  Comvrnasigred
PPU Services

Domon Poboes

TLS Uamagement

Desace Speclc Setings
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2. Click on View (shown above) to display the System Information screen.

System Information: asbce7 X

General Configuration Device Configuration r License Allocation
Appliance Name asbce’ HA Made Mo Standard Sessions 100
Requested: 100
Box Ty SIP Two B Mode N
L sl s ° f.dvanced Sessions 100
Deployment Mode  Proxy Requested: 100

Scopia Video Sessions  qpq
Requested: 100

CES Sessions
Requested: 10 10

Encryption

r Network Configuration

Public IP Metmask Gateway Interface
135.27.78.59 135.27.78.59 265 265 2650 135.27.78.1 A1
192.168.1.2 192.168.1.2 255 255 2550 192.168.1.1 B1

r DNS Configuration Management IP(s)
Primary DNS 135.27.78.2 P 135.27.79.58
Secondary DNS

DMS Location DMz

DNS Client IP 135.27.78.59

7.2 Global Profiles

7.2.1 Uniform Resource Identifier (URI) Groups

URI Group feature allows a user to create any number of logical URI Groups that are comprised
of individual SIP subscribers located in that particular domain or group. These groups are used
by the various domain policies to determine which actions (Allow, Block, or Apply Policy)
should be used for a given call flow.

For this configuration testing, “*” is used for all incoming and outgoing traffic.

7.2.2 Server Interworking — Avaya

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing. This section defines the profile for the connection
to Session Manager.

1. Select Global Profiles = Server Interworking from the left-hand menu.

2. Select the pre-defined avaya-ru profile and click the Clone button.

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 47 of 73
SPOC 4/4/2016 ©2016 Avaya Inc. All Rights Reserved. OptusASBCEaura7



Dashboard Interworking Profiles. avaya-ru
Admenistrabon

Add

BackupRestons

Chome
System Management neewoilng Proffes 118 sl (ecorvemabadied 1 et She Hatauts Try clonmny or ackiing & Hiew piofie nitead
¥ S

Gobal Paramaters il Ganeeul || Timers | Ut Manipatation | Hoeader Masiputation | | Advanced
« Gicbal Profies avays 1w
: .
.:)mn S OCS-Edge-Sarver Held Suppant HNONE
Fngemant -
Server Interworking Fasees 180 Handing None
Bnnne beacsnding es 444 Bloe

3. Enter profile name: (e.g., Session Manager), and click Finish.
Interworking Profile X

Profile Mame Session Manager

Mext

4. The new Session Manager profile will be listed. Select it, scroll to the bottom of the
Profile screen, and click on Edit.

Session Border Controller for Enterprise AVAYA

Dastbourd Interworking Profies. Session Manager
Admmrestraton

BachupResire

LEh bovy 15 3] 8 eernpton

Systern Nanagerment

Gt 2108 I | [ T I M [a
Guobal Parameters ¢ Coonrrn || Nirgrs | | Privacy | | Ui Musip || Mot Mpeigy i )
= Ghomal Profdes

sl
] - 4
pr Getwrad
Oorman Dos

Seanlon Marager e o
Serves Inteeworking Mode Soppos RONE
Optus Eveive Vocs

M Forlong 100 Manchng Hne
Routng 181 Haschg Sina
P e
Server Comgaration 180 Haading -
Togology Hang
L 123 Haschrg Hene
Sgnasirg Mangutsson
Rl Gronps Fufer Haedirg ™
SHNP Traps R Groa Horve
Time of Oay Rukes Sent Held o
PPU Services
Detayed 0w N
Doman Poboes
TLS Miwagemwnt Sz Harrbrg o
Deace Sgecdc Setings Dwersate Hendat Suppon Ne

5. The General screen will open.
e Check T38 Support.
e All other options can be left with default values, and click Finish.
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Editing Profile: Session Manager

Haold Support

180 Handling
181 Hamdling
182 Handling
183 Hamvdlineg
Refier Handling
URI Group
Send Hold
Delayed Offer
Joc Handling
Diversion Header Support
Delsyed SDP Handling
Re-Invite Handling
Prack Handling
Allow 18X SDP
T.28 Support

URI Schems

Via Header Format

Nane

! RFCZ543 - c=0.0.0.0
! RFC3284 - a=sendonhy

Mone ) sDF O Mo SDF

Nome

]
[

@

) Mone ) sop ) nosDR
None ) sDP ) NosDP
I Mone ) sop ) nosDR
s ©m O any
RFCI281
RFC2543

6. On the Privacy window, select Finish to accept default values.
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Editing Profile: Session Manager

Privacy Enabled D

User Mame
P-Asserted-ldentity
P-Preferred-ldentity

Privacy Header

7.2.3 Server Interworking — Optus

Repeat the steps shown in Section 7.2.1 to add an Interworking Profile for the connection to
Optus via the public network, with the following changes:
1. Select cs2100 Profile (not shown) and Clone with a new name (e.g., Optus Evolve
Voice) and click Next (not shown).
2. The General screen will open (not shown):
e Check T38 Support.
e All other options can be left as default.
e Click Next.
e The Privacy/DTMF, SIP Timers/Transport Timers, and Advanced screens will
open (not shown), accept default values for all the screens by clicking Next, then
clicking on Finish when completed.
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Interworking Profiles: Optus Evolve Voice

cs2100

General || Timers | [ Privacy | [ URI Manipulation | [ Header Advanced |
-
Session Manager Hold Support RFCI284
Optus Evolve Voice 180 Handiing Mane
181 Handling Mone
182 Handling None
183 Handling MNone
Refer Handling No
URI Group Mone
Send Hold No
Delayed Offer No
“Jox Handling N
Criversion Header Support N
Delayed SOF Handling Yes
Re-Invite Handling Mo
Prack Handling No
Allow 18X SDP No
T.28 Support Yes
URI Schems SIF
Via Header Format RFCI261

Interworking Profles Optus Evode Voice

[ ace
e Goners || Trs |51 | | 00 Mgt || staater oniputaton | advaseus |

vaysy
N e Prvacy Enase "
Cptus Legive Vosce oot Name
FAnsaneciceccry Ns
F-Powtermd- ety N
Frivacy Hease

Interworking Profiles: Optus Evolve Voice

es2100 General || Timers | | Privacy | | URI Manipulation | | Header Manipulation | [ Advanced |
EPEVERT
Record Routes None
Seszsion Manager
Include End Foint IF for Context Lookup No
Optus Evolve Voice )
Extensions Mortal
Diversion Manipulation No
Has Remote SEC Yes
Route Responss on Via Fort No
DTMF Support MNons
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7.2.4 Server Configuration — Session Manager

This section defines the Server Configuration for the Avaya SBCE connection to Session
Manager.

1.
2.

Select Global Profiles = Server Configuration from the left-hand menu.
Select Add Profile and the Profile Name window will open. Enter a Profile Name (e.g.,
Session Manager) and click Next.

Add Server Configuration Profile

Profile Mams SezsionManager
3. The Add Server Configuration Profile window will open.
e Select Server Type: Call Server.
e IP Address/ FQDN: 135.27.78.55 (Session Manager signaling IP Address)
e Transport: Select TCP.
e Port: 5060.
e Select Next.
Edit Server Configuration Profile - General
Server Type Call Server -
IP Address / FQDN ! Transport
135277835 SDED TCP -~ D
4. The Authentication and Heartbeat windows will open (not shown).
e Select Next to accept default values.
5. The Advanced window will open.
e For Interworking Profile, select the profile created for Session Manager in Section
7.2.2.
¢ Inthe Signaling Manipulation Script field select none.
e Select Finish.
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Edit Server Configuration Profile - Advanced

Enable DoS Protection ]
Enable Grooming
Interworking Profile Session Manager “
Signaling Manipulation Script Mone
Connection Type SUBID hd
Securable []

Finish

7.2.5 Server Configuration — Optus

Repeat the steps in Section 7.2.4, with the following changes, to create a Server Configuration
for the Avaya SBCE connection to Optus.
1. Select Add Profile and enter a Profile Name (e.g., Optus Evolve Voice) and select Next.
2. On the General window (not shown), enter the following.
e Select Server Type: Trunk Server.
e IP Address/ FQDN: 123.102.x.x (because of security reason, the real IP address is
not shown here)
e Transport: Select UDP.
e Port: 5060
e Select Next.
3. On the Advanced window, enter the following.
e For Interworking Profile, select the profile created for Optus in Section 7.2.3.
e Select Finish.
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Edit Server Configuration Profile - General X

Server Type Trunk Server b

Add

IP Address / FQDN Transport

123.102.%.4 5060 UDP v| Delete

Finish

Edit Server Configuration Profile - Advanced X

Enable DoS Protection ]

Enable Grooming L]

Interwarking Profile Optus Evolve Voice v
Signaling Manipulation Script Mone +

Connection Type SUBID b
Securable ]

Finish

7.2.6 Routing — To Session Manager

This provisioning defines the Routing Profile for the connection to Session Manager.
1. Select Global Profiles & Routing from the left-hand menu, and select Add (not shown).
2. Enter a Profile Name: (e.g., Session Manager) and click Next.
3. The Routing Profile window will open. Using the default values shown, click on Add.
4. The Next-Hop Address window will open. Populate the following fields:
e Priority/Weight =1
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e Server Configuration = SessionManager.

e Next Hop Address = Verify that the 135.27.78.55:5060 (TCP) entry from the drop
down menu is selected (Session Manager IP address). Also note that the Transport
field is grayed out.

e Click on Finish.

URI Group - - Time of Day default
Load Balancing Pricrity -~ MNAFTR

Transport None Nesct Hop Priority

Mext Hop In-Dialog [ Ignore Route Header [

Pricrity / o i ]
Weight Server Configuration Mext Hop Address
SessionManager -  135.27.78.55:5060 (TCF) < [Mers Delete

7.2.7 Routing — To Optus

Repeat the steps in Section 7.2.6, with the following changes, to add a Routing Profile for the
Avaya SBCE connection to Optus.
1. On the Global Profiles = Routing window (not shown), enter a Profile Name: (e.g.,
Optus Evolve Voice).
2. On the Next-Hop Address window (not shown), populate the following fields:
e Priority/Weight =1
e Server Configuration = Optus Evolve Voice.
e Next Hop Address: Verify that the 123.102.x.x:5060 entry from the drop down
menu is selected (Optus Border Element IP address).
e Use default values for the rest of the parameters.
3. Click Finish.
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Profile : Optus Evolve Voice - Edit Rule

URI Group * - Time of Day default
Load Balancing Pricrity -~ MAPTR

Transport Mone Mext Hop Priority

Mext Hop In-Dislog 0 lgnore Route Hesder [l

Priority /

Weight Server Configuration Mext Hop Address
1 Optus Evolve Voike . 123,102, X, X:5080 (UDF) - || Mone Delete
Finitsh

7.2.8 Topology Hiding — Avaya

The Topology Hiding screen allows users to manage how various source, destination and
routing information in SIP and SDP message headers are substituted or changed to maintain the
security of the network. It hides the topology of the enterprise network from external networks.
1. Select Global Profiles = Topology Hiding from the left-hand side menu.
2. Select the Add button, enter Profile Name: (e.g., Session Manager), and click Next.
3. The Topology Hiding Profile window will open. Click on the Add Header button
repeatedly until To header is added.
4. Populate the fields as shown below, and click Finish. Note that sipinterop.net is the
domain used.

7.2.9 Topology Hiding — Optus

Repeat the steps in Section 7.2.8, with the following changes, to create a Topology Hiding
Profile for the Avaya SBCE connection to Optus.

1. Enter a Profile Name: (e.g., Optus Evolve Voice).

2. Use the default values for all fields and click Finish.
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7.2.10 Domain Policies

The Domain Policies feature allows users to configure, apply and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise.

7.2.11 Application Rules

Ensure that the Application Rule used in the End Point Policy Group reflects the licensed
sessions that the customer has purchased. In the Optus lab setup, the Avaya SBCE was licensed
for 25 Voice sessions, and the default rule was amended accordingly. Other Application Rules
could be utilized on an as needed basis.

7.2.12 Border Rules

The Border Rule specifies if NAT is utilized (on by default), as well as detecting SIP and SDP
Published IP addresses.
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7.2.13 Media Rules

This Media Rule will be applied to both directions and therefore, only one rule is needed.
In the solution as tested, the default-low-med rule was utilized. No customization was required.

Meda Rues defauit-low med
| Ase | P By Device - Cve |

-
Meda Ruies defautt iow med
A | PR By Ok 5 [ Owe
Siniionece mw i‘-ld h-t-’-lli &w‘ aﬂl
et wn ) rs
Mt &
P  Tarerg
40700 bogh o T |

P ]

Attt W

Moda Ruos detadt low-mad

[AM] iy Ceem v [ O

7.2.14 Signaling Rules

The default Signaling Rule was utilized and customized accordingly.
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Next two images are detailed Request and Response Headers that are proprietary to Avaya, and
originate from Communication Manager or Session Manager. The inclusion of these headers
increase the Packet size sent to the Optus Network. In an effort to reduce the packet size, these
proprietary headers are removed before being sent to the Optus network.
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Synang Rudes detu
Adz | Fow By Dwvoa. - Core
e arrr

Waaurs | | Bempocan timatnes | [ Thruieg et | oo |

No-Taves-Type-Thacks

e 2
H |
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7.2.15 Endpoint Policy Groups

In the solution as tested, the default-low rule was utilized. This rule incorporated the media and
Signaling Rules specified above, as well as other policies.

7.3 Device Specific Settings

The Device Specific Settings feature for SIP allows you to view aggregate system information,
and manage various device-specific parameters which determine how a particular device will
function when deployed in the network. Specifically, you have the ability to define and
administer various device-specific protection features such as Message Sequence Analysis
(MSA) functionality, end-point and session call flows.

7.3.1 Network Management

1. Select Device Specific Settings - Network Management from the menu on the left-
hand side.

2. The Interfaces tab displays the enabled/disabled interfaces. In the reference
configuration, interfaces Al (private) and B1 (public) interfaces are used.

3. Select the Networks tab to display the IP provisioning for the Al and B1 interfaces.
These values are normally specified during installation. These can be modified by
selecting Edit; however some of these values may not be changed if associated
provisioning is in use.

7.3.2 Media Interfaces

1. Select Device Specific Settings from the menu on the left-hand side (not shown).
2. Select Media Interface.
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Select Add (not shown). The Add Media Interface window will open. Enter the
following:
e Name: Session Manager Media.
e IP Address: 135.27.78.59 (Avaya SBCE A1l address).
e Port Range: 35000-40000.
Click Finish (not shown).
Select Add (not shown). The Add Media Interface window will open. Enter the
following:
e Name: Optus Media.
e IP Address: 192.168.1.2 (Avaya SBCE B1 address).
e Port Range: 35000-40000.
Click Finish (not shown). Note that changes to these values require an application restart.
The completed Media Interface screen is shown below.

7.3.3 Signaling Interface

N e

ok~

6.

Select Device Specific Settings from the menu on the left-hand side (not shown).
Select Signaling Interface.

Select Add (not shown) and enter the following:

e Name: Session Manager Signaling.

e IP Address: 135.27.78.59 (Avaya SBCE A1l address).

e TCP Port: 5060.

Click Finish (not shown).

Select Add again, and enter the following:

e Name: Optus Signaling.

e IP Address: 192.168.1.2 (Avaya SBCE B1 address).

e UDP Port: 5060.

Click Finish (not shown). Note that changes to these values require an application restart.
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7.3.4 Endpoint Flows — For Session Manager

1. Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side
(not shown).

2. Select the Server Flows tab (not shown).

3. Select Add, (not shown) and enter the following:

Name: Session Manager.

Server Configuration: Session Manager.

URI Group: *
Transport: *
Remote Subnet: *

Received Interface: Optus Signaling.

Signaling Interface: Session Manager Signaling.
Media Interface: Session Manager Media.

End Point Policy Group: default-low.

Routing Profile: Optus Evolve Voice.

Topology Hiding Profile: Session Manager.

Let other values default.

4. Click Finish .
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Edit Flow: Session Manager X

Flow Mame

Server Configuration
URI Growp

Transport

Remaots Subnet
Recsived Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile
Signaling Manipulation Script

Remaote Branch Office

Session Manager

SessionManager -

E
-

Chpitus Sagnaling

.
Session Manager Signaling
Secsion Manager Mediz

default-low

-
Oprus Evolve Voice
Session Manager

-

MNoma

Aniy o

Finish
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7.3.5 Endpoint Flows — For Optus

1.

Repeat step 1 through 4 from Section 7.3.4, with the following changes:

Name: Optus Evolve Voice.

Server Configuration: Optus Evolve Voice.
URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Session Manager Signaling.
Signaling Interface: Optus Signaling.

Media Interface: Optus Media

End Point Policy Group: default_low.
Routing Profile: Session Manager.

Topology Hiding Profile: Optus Evolve Voice.

Edit Flow: Optus X

Flow Mamse Crphus

Server Gonfiguration COiptus Evolve Voice

URI Group

-

Transport

Remote Subnet =

Recsived Interface Session Manager Signaling

Signaling Interface Optus Signaling -
Media Interface Optus Mediz -
End Point Policy Group default-low -
Routing Profile Session Manager -

Tapolegy Hiding Profile Optus Evolve Voice

-

Signaling Manipulation Script MNome .
Remote Branch Office Any o
Finish

8. Verification Steps

The following steps may be used to verify the configuration.

8.1 Avaya Session Border Controller for Enterprise

CNH; Reviewed:
SPOC 4/4/2016

Solution & Interoperability Test Lab Application Notes
©2016 Avaya Inc. All Rights Reserved.

63 of 73
OptusASBCEaura7



Log into the Avaya SBCE as shown in Section 7. Across the top of the display are options to
display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent Incidents are
listed in the lower right of the screen.

Protocol Traces

The Avaya SBCE can take internal traces of specified interfaces.

1. Navigate to Device Specific Settings = Troubleshooting = Trace.

2. Select the Packet Capture tab and select the following:
e Select the desired Interface from the drop down menu (e.g., All).
e Specify the Maximum Number of Packets to Capture (e.g., 5000).
e Specify a Capture Filename (e.g., TEST.pcap).
e Unless specific values are required, the default values may be used for the Local

Address, Remote Address, and Protocol fields.

e Click Start Capture to begin the trace.

Session Border Controller for Enterprise AVAYA
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The capture process will initialize and then display the following In Progress status window:

Session Border Controller for Enterprise AVAYA
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Run the test.

When the test is completed, select the Stop Capture button shown above.

Click on the Captures tab and the packet capture is listed as a .pcap file with the date
and time added to filename specified in Step 2.

6. Click on the File Name link to download the file and use Wireshark to open the trace.

ok w

The following section details various methods and procedures to help diagnose call failure or
service interruptions. As detailed in previous sections, the demarcation point between the Optus
Evolve SIP Trunk Service and the customer SIP PABX is the customer SBC.

On either side of the SBC, various diagnostic commands and tools may be used to determine the
cause of the service interruption. These diagnostics can include:

e Ping from the SBC to the Optus Evolve network gateway.

e Ping from the SBC to the Session Manager.

e Ping from the Optus Evolve network towards the customer SBC.

e Note any Incidents or Alarms on the Dashboard screen of the SBC.
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Dashboard @ Alarms - Moxzilla Firefox
Administration
Bsckup/Restors 8 | https://135.27.78.58/sbc/list
System Management

Global Parameters Alarm viewer

Global Profiles

PPM Services

Domain Policies Alarms

TLS Mansgement EMS

. . — D Details State Time Devics
Device Specific Settings L2

No alarms found for this device.

(o st | (Gl

8.2 Avaya Aura® Communication Manager

The following examples are only a few of the monitoring commands available on
Communication Manager.

e Verify signaling status, trunk status
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status signaling-group 3

m

status trunk 3 Page 1| =

press CANCEL to guit -- press NEXT PAGE to continue
Fl=Cancel FZ2=Refresh F3=5ubmit F4=Clr Fld F5=Help Fb6=Update F7=Hxt Pg F8=Prwv Pg | -
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status =signaling-group 4

Command successfully completed
d:
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8.3 Avaya Aura® Session Manager Status

The Session Manager configuration may be verified via System Manager.
1. Using the procedures described in Section 6, access the System Manager GUI. From the
Home screen, under the Elements heading, select Session Manager.

Faem " Ll
| d——lf PP { ®
Helo ?
Session Manager Dashboard
Thas page provwcies the cveradl statas scd heath sormmecy =f sacs
ST tered Smigan MAraQer
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Litem o Shaw A) - FRten Enatim
Act .
T uetn Securmly | Servite  Dniity e Oatu Outa Licanen
. g - A " .t e -
mesion isiapne TV® | pune (MM | e | St Munmenng ::::.. RPNl | peplicetsn | Slorege | Made N
Status
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Y sm Com 0000 Up e 0/ 0 n v v MNormal 0.0.0.700007
.......
Select - AN, Nonm

2. The Session Manager Dashboard is displayed. Note that the Test Passed, Alarms,
Service State, and Data Replication columns, all show good status. In the Entity
Monitoring Column, Session Manager shows that there are 0 (zero) alarms out of the 4
Entities defined.

3. Clicking on the 0/4 entry in the Entity Monitoring column, results in the following
display:

The page deplays detied connechon statie for sl entty o from »
Sewmon Marager

Al Fatity Listkn Tor Sesslon Manages: v

Status Details for the selectod Session Nanager
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Options messages between Avaya SBCE and Session Manager:

B ved-sm - traceSM - Captured: 92 Displayed: 16 |£|E|—E—hj

| 2=5top g=Quit ENTER=Details f=Filters w=Write a=5ShowSM

8.4 Telephony Services

1. Place inbound/outbound calls, answer the calls, and verify that two-way talk path exists.
Verify that the call remains stable for several minutes and disconnects properly.

Verify basic call functions such as hold, transfer, and conference.

3. Verify the use of DTMF signaling.

no

9. Conclusion

As illustrated in these Application Notes, Avaya Aura® Communication Manager 7.0, Avaya
Aura® Session Manager 7.0, and Avaya Session Border Control for Enterprise 7.0 can be
configured to interoperate successfully with Optus Evolve Voice SIP Trunking service. This
solution allows enterprise users access to the PSTN using the Optus Evolve Voice SIP Trunking
service connection.

10. Additional References

This section references the documentation relevant to these Application Notes. Avaya product
documentation is available at http://support.avaya.com.
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Product documentation for Optus Evolve Voice SIP Trunking Solution is available from
Optus.
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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