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Abstract

These Application Notes describe the configuration steps required for DuVoice Emergency
Alert System 7.0 to interoperate with Avaya IP Office Server Edition 11.1. DuVoice
Emergency Alert System is an emergency notification application.

In the compliance testing, DuVoice Emergency Alert System used the SNMP and SIP User
interfaces from Avaya IP Office to provide monitoring and notification of emergency calls.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for DuVoice Emergency Alert
System (EAS) 7.0 to interoperate with Avaya IP Office Server Edition 11.1. EAS is an
emergency notification application.

In the compliance testing, EAS used the SNMP and SIP User interfaces from IP Office to
provide monitoring and notification of emergency calls.

The SNMP interface was used by EAS to monitor initiation of emergency calls by users on IP
Office. In the compliance testing, the IP Office Server Edition configuration consisted of two IP
Office systems, a primary Linux server and an expansion IP500V2 that were connected via
Small Community Network (SCN) trunk. Both IP Office systems were configured to generate
emergency call alarms and send corresponding SNMP traps to EAS when emergency calls are
attempted by IP Office users. Upon informed of an emergency call attempt via SNMP trap, EAS
sends notifications to configured call, email, and SMS alert destinations. The notifications
included the caller ID of the emergency call originator and the dialed emergency number that
were obtained from the SNMP trap.

The SIP User interface was used by EAS to notify call alert destinations of emergency calls.
Upon connection with a call alert destination, EAS played voice announcement informing of the
emergency call. The SIP connection between EAS and IP Office can be with either the primary
or the expansion IP Office system. In the compliance testing, two virtual SIP users were
configured and registered to the primary IP Office system.

Note that EAS is a standalone application from the DuVoice DV2000 solution, and as such there
are references to DVV2000 in various sections of these Application Notes.
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2. General Test Approach and Test Results

The feature test cases were performed manually. Emergency calls were placed manually from
various IP Office users on both IP Office systems to the simulated PSTN.

The serviceability test cases were performed manually by disconnecting and reconnecting the
Ethernet connection to EAS.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the SIP User interface between IP Office
and EAS did not include use of any specific encryption feature as requested by DuVoice.

2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following on EAS:

e Proper SIP exchanges including registration, media shuffling/non-shuffling, G.711, codec
negotiation, and transfer with REFER.

e Proper handling of emergency call scenarios involving originators from both IP Office
systems, call alert destinations on both IP Office systems, unsuccessful notifications,
transfer of call alert destination to emergency call originator, simultaneous emergency calls,
and simultaneous notifications.

The serviceability testing focused on verifying the ability of EAS to recover from adverse
conditions, such as disconnecting and reconnecting the Ethernet connection to EAS.
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2.2. Test Results

All test cases were executed and verified. The following were observations on EAS from the
compliance testing.

e By design, the EAS report only logs the attempted call, email, and SMS notifications
without indication of delivery results.

e By design, EAS does not use the location nor any failure cause from the SNMP trap and
therefore not included in the notifications and EAS report.

e By design, EAS reports the name of the emergency call originator from the SNMP trap in
the email notification, and not in the call and SMS notifications.

¢ |n the case that a call notification covered to the alert destination’s voicemail on IP Office,
no voice message was left by EAS. DuVoice shared that this will be addressed in a future
EAS release.

e When an emergency call originated from one IP Office system and routed to the PSTN over
the other IP Office system, EAS received one SNMP trap with user as type from the
originating IP Office system and one SNMP trap with trunk as type from the routing IP
Office system. In this case, EAS reported two sets of notifications — one set of notification
for each received SNMP trap.

2.3. Support
Technical support on EAS can be obtained through the following:

e Phone: (425) 250-2393
e Email: support@duvoice.com
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3. Reference Configuration

The configuration used for the compliance testing is shown in Figure 1. Each IP Office system
has connectivity to the simulated PSTN, for testing of cross system PSTN scenarios.

The EAS server used in the testing included the Dialogic Host Media Processing Software for
support of the SIP protocol.

Simulated
SIP Service
Provider

Simulated

Email & SMS
Service Providers

PSTN

SIP Trunk PRI Trunk
Session Border ' IP Office
SNMP
Controller for Ly o IP500V2
: EAS ;
Enterprise (Expansion)
%
SNMP & ,\g@“
SIP Users L
IP Office SIP, H.323,
S'E :;do::\fs% Server Edition Digital, and
P (Primary) Analog Endpoints
Figure 1: Compliance Testing Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya IP Office Server Edition (Primary) in 11.1.0.0.0
Virtual Environment
Avaya IP Office on IP500V2 (Expansion) 11.1.0.0.0
Avaya 1120E IP Deskphone (SIP) 4.4.23.0
Avaya J129 IP Deskphone (SIP) 4.0.4.0.10
Avaya 1608-1 IP Deskphone (H.323) 1.3120
Avaya 9611G IP Deskphone (H.323) 6.8202
Avaya 1408 Deskphone (Digital) 48.02
2500YMGK Analog Phone NA
DuVoice DV2000 on 7.0.10
Microsoft Windows 10 Pro

e Dialogic PowerMedia HMP 3.0.395

Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with IP Office Server Edition in all configurations.
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5. Configure Avaya IP Office

This section provides the procedures for configuring IP Office. The procedures include the
following areas:

e Verify license

e Obtain LAN IP address

e Administer SIP Registrar

e Administer SNMP system events

e Administer SIP extensions

e Administer SIP users

e Administer common locations

e Administer extensions with location
e Administer emergency ARS

e Administer locations with emergency ARS
e Administer short codes

Note that the emergency call configuration presented in these Application Notes represents the
sample used in the compliance test, and that the actual configuration can vary based on customer
needs. For more information on emergency call configuration, see reference [2].

5.1. Verify License

From a PC running the IP Office Manager application, select Start = Programs - IP Office
-> Manager to launch the application. Select the proper primary IP Office system, and log in
using the appropriate credentials. The Avaya IP Office Manager for Server Edition IPO2-
IPOSE screen is displayed, where IPO2-1POSE is the name of the primary IP Office system.

From the configuration tree in the left pane, select License (not shown) under the IP Office
system that will be used for SIP user integration with EAS, in this case “IPO2-IPOSE”, a list of
licenses is displayed in the right pane. Verify that there is sufficient license for 3" Party IP
Endpoints, as shown below.

Lo Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE ~ License - i A 4] |8 & v = [E
Configuration £
=% IPO2-IPOSE ” | License Remote Server
+-%39 System (1)
& 14 Line (3) License Mode License Normal s
+-<= Control Unit (8)
-4 Extension (9) Licensed Version 11.0
+-@ User(9)
-8 Group (10) PLDSHostID 207061283326
+-8% Short Code (61) . .
: @ Service (0) PLDS File Status  Valid
+ @ Incoming Call Route (2
o Directory (0) Feature Instances Status Expiration Date Source
#£.1") Time Profile (0) < .
5L 51 Pary P Endpois (o0 [eia___INew [eibShoan
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5.2. Obtain LAN IP Address

From the configuration tree in the left pane, select System under the IP Office system that will
be used for SIP user integration with EAS, in this case “IPO2-IPOSE”. Select the LAN1 tab,
followed by the LAN Settings sub-tab in the right pane.

Make a note of the IP Address, which will be used later to configure EAS. Note that IP Office

can support SIP on the LAN1 and/or LANZ interfaces, and the compliance testing used the
LANL1 interface.

‘I Avaya IP Office Manager for Server Edition [PO2-IPOSE [11.1.0.0.0 build 237] = O X
File Edit View Tools Help
IPO2-IPOSE - System ~ IPO2-IPOSE s -d AEE v

Configuration || = IPO2POSE e X[ v <>
e |P0§-II:OSE(1) " | System LANT |AN2 DNS  Voicemail Telephony Directory Services System Events SMTP  SMDR | < |»

=559 System

e 4 |PO2-IPOSE LAN Settings VolP  Network Topology

14 Line (3)

- Control Unit (8) IP Address 10, 64,101, :2¢

[+ Extension (9) 1P Mask 255.255 .255. 0

@@ User(9)

i-ipg Group (10)

&-8% Short Code (61) Number Of DHCP IP Addresses |20

: Q Service (0)

@€ Incoming Call Rout DHCP Mode

- Directory (0) (O Server (O Client @ Disabled Advanced

£ Time Profile (0)

5.3. Administer SIP Registrar

Select the VoIP sub-tab. Make certain that SIP Registrar Enable is checked, as shown below.
Make a note of the SIP Domain Name field value, which will be used later to configure EAS.

E Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE - System « IPO2-IPOSE s -d FEEA] v
Configuration |7 IPO2POSE" e - =B

iy ’:' |PO§-IIZOSE(1) G System LANT LAN2 DNS Voicemail Telephony Directory Services System Events SMTP  SMDR  VolP | ¢ | *

-39 System

e PO2-IPOSE LAN Settings VolP  Network Topology

#-F7 Line (3) 5

-2 Control Unit (8) H.323 Gatekeeper Enable

(-4 Extension (9) Auto-create Extension Auto-create User [] H.323 Remote Extension Enable

@@ User(9)

-8 Group (10) H.323 Signaling over TLS Remot 720 2

(8% Short Code (61)

9 Service (0)
&€ Incoming Call Route SIP Trunks Enable
;;‘\ '?]";:F(’)zfi(l?(()) SIP Registrar Enable
& n IP Route (1) Auto-create Extension/User [ SIP Remote Extension Enable  Allowed SIP User Agents | Block blacklist only
@8 Account Code (0) i
. License (22) SIP Domain Name Idr?.ZO.com
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5.4. Administer SNMP System Events
Select the System Events tab, followed by the Configuration sub-tab.

Check SNMP Enabled, and enter a desired string for Community. Note that the community
string is not used by EAS but required to be configured on IP Office for SNMP integration.
Retain the default value in the remaining fields.

!['_' Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE ~ System ~ IPO2-IPOSE iR E-dH EEIE- v
Configuration = IPO2-IPOSE o -8 X[wv]<]>
- & BOOTP (8) System LAN1 LAN2 DNS  Voicemail Telephony Directory Services System Events SMTP < |»
« Operator (3)
=39 Solution Configuration  Alarms
i User @) SNMP Agent Configuration
49§ Group(12)
8% Short Code(52) SNMP Enabled
-4 Directory(0) Community I"." l
£ Time Profile(0) (Read-only)
-~ Account Code(0) SNMP Port 161
#-§5 User Rights(10)
-8B Location(2) Device ID |
=% |PO2-IPOSE
";‘!vv‘-v System (1) Contact | ’
e IPO2-IPOSE Location I ’
‘;"'T‘, Line (2)
(-2 Control Unit (8) QOS Parameters

Select the Alarms sub-tab and click Add.

'_l‘: Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] — O X

File Edit View Tools Help

IPO2-IPOSE - System - IPO2-IPOSE -iAE-d EEEA] v <

£ IPO2POSE" e B X|v|<|>
E A System LAN1 LAN2 DNS Voicemail Telephony Directory Services System Events SMTP  SMDR  VolP Contact Center Avaya Clou¢ ¢ | *
=] Configuration Alarms
Destination Events Add... N
Remove
Edit...
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The screen is updated with new parameters, as shown below. Enter the following values for the
specified fields and retain the default values for the remaining fields.

e Trap: Select this field.
e Server Address:  The IP address of the EAS server.
e Emergency Calls: Check this field.

Note that the default value of “162” for Port must be retained, as required by EAS.

L Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - [m] X
File Edit View Tools Help

IPO2-IPOSE ~ System ~ IPO2-IPOSE -4 A@ER] v
Co |7 IPO2POSE" ok B X[ <>

(&)

System LAN1 LAN2 DNS Voicemail Telephony Directory Services System Events SMTP  SMDR  VolP Contact Center Avaya Cloug ¢ | *

Configuration Alarms

& Destination Events Add...
[+
Remove
Edit...
®
=
New Alarm oK
15 Destination:
1 @® Trap O Syslog O Email Cancel

Server Address: [10.64.101.202 ‘

Port: |162 ‘

Community: l'"" ‘

Format IP Office v

Minimum Severity Level: Warnings v

Events

Quality of Service
[] Q0S Monitering
System
[ Configuration
[] System Shutdown
[] Running Backup
Emergency Calls v
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Repeat this section to enable SNMP and emergency calls alarm on the expansion IP Office
system, as shown in screenshots below.

_'l'-_ Avaya IP Office Manager for Server Edition [PO2-1P500V2 [11.1.0.0.0 build 237]

File Edit View Tools
© IPO2-IP500V2

Help

v System

% IPO2-IPOSE

~ 1PO2-1P500V2 L4

‘2 E-H EE\\/;}.
e -8 X | v|<]>

£1-%% |PO2-IP500V2 System LAN1 LAN2 DNS  Voicemail Telephony Directory Services System Events SMTP  SMDR VCM s [Tl
“% System (1) Configuration Alarms
-7 Line (4) SNMP Agent Configuration
(<= Control Unit (4) [4] SNMP Enabled
(#-4 Extension (32) Cormniiiuni
3 Geta (Read-only) [eeeeee |
(-3 Group (2)
-8X Short Code (64) SME Rort
----- ® soved S —
(ol RAS (1)
(#-4g Incoming Call Route | Contact | |
'''' WAN Port (0) \
----- £1 Time Profile (0) Location | |
[ Avaya IP Office Manager for Server Edition [PO2-1P500V2 [11.1.0.0.0 build 237] — O X

File Edit View TJools Help
© IPO2-IP500V2 « | System - 1PO2-IP500V2 s -d A@ER] v &
o5 [7 #Bixivl)
: System LANT LAN2 DNS  Voicemail Telephony Directory Services SystemEvents SMTP  SMDR VCM  VolP  Contact Center A+ |» |
o Configuration Alarms
& Destination Events ‘ Add... o
- y
Remove
Edit...
-
[_]..
New Alarm oK
B Destination: S——
& ® Trap O Syslog O Email Cancel ‘
Server Address: [10.64.101.202 l
Port: 162 |
Community: |0"“0 |
Format ‘ IP Office v [
Minimum Severity Level: Warnings V‘
Events
2 : "
Quality of Service
[] Q0S Monitoring
System
[[] Configuration
[] System Shutdown
[] Running Backup
[ Emergency Calls "
v
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5.5. Administer SIP Extensions

From the configuration tree in the left pane, right-click on Extension under the IP Office system
that will be used for SIP user integration with EAS, in this case “IPO2-IPOSE”, and select New
-> SIP Extension from the pop-up list to add a new SIP extension. Enter the following values
for the specified fields and retain the default values for the remaining fields.

e Base Extension: Enter an available extension number, in this case “21881”.
e Phone Password: Enter a desired password.
e Confirm Phone Password: Enter the same desired password.

" Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE ~ Extension ~ 11200 21041 PRS- ﬂ;j v

Configuration | 7 SIP Extension: 8000 * £ - X|vl<|>§

-3 |PO2-IPOSE A | Extension Vplp

-5y |PO2-IPOSE Extension ID |3000
+-14 Line (3)
+-<= Control Unit (8) Base Extension ‘21831
s
5§ User (@ Phone Password I"""

-8 Group (10)

-8 Short Code (61) Confirm Phone Password !"""
3 D Service (0) Caller Display Type On
+-§P Incoming Call R
-4 Directory (0) Reset Volume After Calls (|
17 Time Profile (0)
-l IP Route (1) Device Type Unknown SIP device
-l Account Code ((
-8y License (22)
+ ﬁ‘. User Rights (11) Location Automatic v
4" ARS (2)
=88 Location (2) Fallback As Remote Worker Auto v
& 2: Thorton
-8 3: Morristow Module E\
2% Authorization Cc
0
&% 1PO2-IPS00V2 ian
(=39 System (1)
. 5 IPO2-IP500V: Disable Speakerphone |
#-17 Line (4)
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Select the VolP tab. Enter the following values for the specified fields and retain the default
values for the remaining fields.

Codec Selection: “Custom”

Selected: Retain only the applicable G.711 codec variant.

Reserve License: “Reserve 3rd party IP endpoint license”

Media Security: “Disabled”

Repeat this section to add the desired number of SIP extensions. In the compliance testing, two

SIP extensions with base extensions of 21881-21882 were created.

Eile
IPO2-IPOSE v Extension v 11204 21881

Edit View Tools Help

Lol Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237]

g SIP Extension: 8000 *

AE&[w] v
[ A v <>'a

#-4 Extension VoIP
-
5 b Address 5 2 5 5 [J] Requires DTMF
[] Local Hold Music
Codec Selection S = Re-invite Supported
|
Unused Selected [ Conec Lockiioun
G.711 ALAW 64K oS G.711 ULAW 64K
G.722 64K Allow Direct Media Path
G.729(a) 8K CS-ACELP
<<<
>
Reserve License Reserve 3rd party IP endpoint license v
Fax Transport Support | None v
DTMF Support RFC2833/RFC4733 v
3rd Party Auto Answer | None v
Media Security Disabled v
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5.6. Administer SIP Users

From the configuration tree in the left pane, right-click on User under the IP Office system that
will be used for SIP user integration with EAS, in this case “IPO2-IPOSE”, and select New from
the pop-up list to add a new user.

Enter desired values for Name and Full Name. For Extension, enter the first SIP base extension
from Section 5.5. Retain the default values in the remaining fields.

'_l'_' Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] — O X
File Edit View Tools Help
IPO2-IPOSE - User ~ 21030 Extn21030 PR E-H EB- v
Configuration 7 <User:0>: * g -B X[ v|<]|> @
’f‘ R BOOTP (8) User Voicemail DND  Short Codes Source Numbers Telephony Forwarding Dialln Voice ¢ | *
: Operator (3)
? Solution Name |siP-21381 | A
User (21)
w538 Group(12) Password ’ |
8% Short Code(52) :
.o Directory(0) Confirm Password ’ |
-£17) Time Profile(0) Unique |dentity
- Account Code(0)
w-§5 User Rights(10) Conference PIN \ I
-5 Location(2) Confirm Audio ’ |
&% IPO2-IPOSE Conference PIN
(-39 System (1) o
&£ Line (2 Account Status Enabled
&< Control Unit (8) Full Name [EAS SIPT |
(-4 Extension (11)
G ) Extension [21881 |
Select the Voicemail tab, and uncheck Voicemail On, as shown below.
E Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE - User ~ 21030 Extn21030 S AR ™ Ml oAl v
EI 4 <User:0>: * e - X vl<|> &
E User  Voicemail DND  Short Codes Source Numbers Telephony Forwarding DialIn  Voice Recording Button Programm ¢ | *
=} Voicemail Code | ‘ [ Voicemail On
Confirm Voicemail Code I 1 [] Voicemail Help
Voicemail Email ‘ | [ Voicemail Ringback
Voicemail Email Reading
UMS Web Services
Enable GMAIL API
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Select the Telephony tab, followed by the Call Settings sub-tab. Check Call Waiting On, as
shown below. Retain the default values in the remaining fields.

Ll Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE - User 21030 Extn21030 i E-HE =] v
E 7 <User:0>: * ek - X[ v |<]|> &

User Voicemail DND  Short Codes Source Numbers Telephony Forwarding DialIn  Voice Recording  Button Programm ¢ | *

Bt Call Settings  Supervisor Settings Multi-line Options  Call Log TUI

Outside Call Sequence Default Ring v Call Waiting On

Inside Call Sequence Default Ring v Answer Call Waiting On Hold
Ringback Sequence Default Ring v [[] Busy On Held

No Answer Time (sec) System Default (15) = [[] Off-hook Station

Select the Button Programming tab. Retain only the first Appearance button and remove all
others as shown below.

Repeat this section to add a new user for each SIP extension from Section 5.5. In the
compliance testing, two users with names of “SIP-21881” and “SIP-21882" were created.

I Avaya |P Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE » | Uiser ~ 21030 Extn21030 -4 JEE v
E £ <User:0>: * ef - X|v]=]|> @
E Voicemail DND  Short Codes Source Numbers Telephony Forwarding Dialln Voice Recording Button Programming Me « | »
g Button.. Label Action Action Data A Remove
1 Appearance a=
2 Edit...
: C
2 opy
3 Paste
6
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5.7. Administer Common Locations

From the configuration tree in the left pane, right-click on Solution - Location, and select New
from the pop-up list to add a new common location.

For Location Name, enter a desired name for the primary IP Office system, in this case
“Thorton”. Retain the default values in the remaining fields.

1 Operator (3)

¥ Solution

@@ User(21)
(-3¢ Group(12)
(8% Short Code(52)
- Directory(0)
£ Time Profile(0)
-l Account Code(0)
#-§3 User Rights(10)
381 | ocation(0)
(%% |IPO2-IPOSE

(- |IPO2-1P500V2

%" Avaya IP Office Manager for Server Edition [PO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View TJools Help
Solution v Location v 2: Thorton iR i-H E] ;j v
Configuration I 7 <Location:0>" el - X|wv|<]|>
- K BOOTP (8) Location Address

Location Name |Thorton |

* This Location is common to all systems,

Location ID I:I
Subnet Address 0o . 0 0o . 0
Subnet Mask 0 0 0 0
Parent Location for CAC | <None> ~
Call Admission Control
Total Maximum Calls Unlimited =
External Maximum Calls |Unlimited =
Internal Maximum Calls |Unlimited =2

Repeat this section to add a common location for the expansion IP Office system, in this case
“Morristown”. The left pane of the screenshot below shows the two common locations that were

created.
!f_- Avaya |P Office Manager for Server Edition [PO2-IPOSE [11.1.0.0.0 build 237] — O X
File Edit View Tools Help
Solution v Location ~ 3: Morristown e AR | 3 ﬂ v

Configuration = Morristown gk - [ X[ v|=<
- K BOOTP (8) Location Address

7 Operator (3)
=% Solution Location Name lMorristown |

§ User21) ) L

-5 Group(12) * This Location is common to all systems,

[-@% Short Code(52) Location ID 3

-8 Directory(0)

£ Time Profile(0) Subnet Address 0 0 0 0

8 Account Code(0)
w-§g User Rights(10) Subnet Mask 0 0 0 0
[=-#& Location (2) : 7
.48 2: Thorton Parent Location for CAC | <None>
R >: Morristown)
%59 |PO2-IPOSE Call Admission Control
5% IPO2-IP500V2 Total Maximum Calls Unlimited =
External Maximum Calls |Unlimited =
Internal Maximum Calls  Unlimited 2
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5.8. Administer Extensions with Location

From the configuration tree in the left pane, expand and select the first entry under Solution =
IPO2-IPOSE - Extension, where IPO2-1POSE is the name of the primary IP Office system.

For Location, select the location for the primary IP Office system from Section 5.7. Repeat the
same location assignment for all extensions on the primary IP Office system.

I Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE - Extension - 1120621031 G -d BEEA v
Configuration = H.323 Extension: 11206 21031 -8 X[v i<l >§
=% |PO2-IPOSE A~ | Extension Volp
(-5 System (1)
&9 Line (2) Extension ID \11205 |
[#-<= Control Unit (8)
=4 Extension (9) Base Extension }21031 ‘
& 3 11206 21031
"wg, 11207 21032 Phone Password }0"0" I
-y 11208 21033 :
-, 11200 21034 Confirm Phone Password }0"0" |
" 11202 21040 Caller Display Type On
-y 11200 21041
"y 11203 21091 Reset Volume After Calls O
- 11204 21881
i " 11205 21882 Device Type Avaya 9611
@@  User(11)
(-3¢ Group (10)
#-@% Short Code (62) Location 2: Thorton v
g @ Service (0)
-4 Incoming Call Ro Fallback As Remote Worker Auto v

Repeat this section to assign the applicable location to all extensions on the expansion IP Office
system, as shown below.

'_lr_ Avaya |P Office Manager for Server Edition IPO2-IP500V2 [11.1.0.0.0 build 237] — O X
File Edit View Tools Help
IPO2-1P500V2 ~ Extension - 4922001 PG -H R E v
Configuration = Analogue Extension: 49 22001 ek - Xlwvl<[>§
- Account Code(0) A | Extension Analogue
-3 User Rights(10)
[+-&& Location(2) Extension ID l49 I
(%% |PO2-IPOSE
=539 IPO2-1P500V2 Base Extension t22001 |
(-39 System (1) ;
E-F7 Line (4) Caller Display Type On i
#-<= Control Unit (4)
=4 Extension (32) Device Type @ Analogue Handset
40 22001]
-4 50 22002
-4 5122003 Location 3: Morristown V.
& 5222004
- 5322005 Madale
-4 54 22006
& 56 22008
-« 101 22009 Disable Speakerphone O
-4 102 22010
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5.9. Administer Emergency ARS

From the configuration tree in the left pane, right-click on Solution = IPO2-IPOSE - ARS,
where IPO2-1POSE is the name of the primary IP Office system, and select New from pop-up
list to add an ARS for routing of emergency calls, if not already in place.

The screenshot below shows the ARS added to the primary IP Office system for routing of
emergency calls, where Line Group ID 8 is an existing line for connection to the simulated

PSTN.

L Avaya IP Office Manager for Server
File  Edit
IPO2-IPOSE

View Tools

v ARS

Help

Edition [PO2-IPOSE [11.1.0.0.0 build 237]

v 51: Thorton Emergency

-5 -d AR v

Configuration

| g Thorton Emergency*

k-8 [ X v <

B3 |PO2-IPOSE

-39 System (1)

%5y |PO2-IPOSE

#-11 Line (3)

<2 Control Unit (8)

-4 Extension (11)

@@ User (11)

(-3¢ Group (10)

(- 9% Short Code (61)

: @ Service (0)

[ ‘e Incoming Call Route (2)

a8 Directory (0)

-7 Time Profile (0)

(-l IP Route (1)

@m Account Code (0)

. License (22)

&-§3 User Rights (11)

E-*¢ ARS (2)

- 50: Main

[-& Location (2)
i{i3 2: Thorton
-8 3: Morristown

: ﬂ Authorization Code (0)

B-%%9 IPO2-1P500V2

=529 System (1)

-39 |PO2-IP500V2

#-179 Line (4)

ARS

4RS Route ID

lThorton Emergency |

Route Name

System Default (4) =

v

Dial Delay Time

Description l ‘

n Service

Time Profile <None>

l

[[] Secondary Dial tone

SystemTone

[[] Check User Call Barrinc

Out of Service Route

——Out of Hours Route

Code

9
8N

Telephone Number Feature
91

8N

Dial Emergency
Dial Emergency

Line Group ID

8
8
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Repeat this section to add an ARS to the expansion IP Office system for routing of emergency
calls. In the screenshot below, Line Group ID 99999 is an existing SCN line to the primary IP
Office system.

File

IPO2-1P500V2

Edit View Tools Help
~ ARS

~ 51: Morristown Emergenc ~ = L - = aﬂ v

I Avaya IP Office Manager for Server Edition IPO2-IP500V2 [11.1.0.0.0 build 237]

> &

Configuration

7

Morristown Emergency”*

gk -8 [ X|v]|<

|}
!
[}
!
|}
!

[}

239

IPO2-IP500V2

=539 System (1)

g |PO2-1P500V2

#-F9 Line (4)

= Control Unit (4)

-4 Extension (32)
d-§  User (12)
-5 Group (2)
t-@% Short Code (64)
4B Service (0)
oo, RAS (1)

Incoming Call Route (3)

-§8 WAN Port (0)
£ Time Profile (0)
H-@) Firewall Profile (1)
Il IP Route (2)

8 Account Code (0)

- License (31)

‘@ Tunnel (0)
-3 User Rights (10)
- ARS (2)

" 50: Main

[ d 51: Morristown Emergency

TLT; SPOC:

ARS

Description

In Service

Time Profile

Out of Service Route

<None>

l

—— OQut of Hours Route

Code
a1
811

Telephone Number
9N
a1

Feature

Dial Emergency
Dial Emergency

Line Group ID

99999
99999
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5.10. Administer Locations with Emergency ARS

From the configuration tree in the left pane, under Solution - IPO2-IPOSE -> Location,
expand and select the location associated with the primary IP Office system from Section 5.7, in
this case Thorton. For Emergency ARS, select the ARS associated with routing of emergency
calls for the primary IP Office system from Section 5.9, as shown below.

- Control Unit (8)
-4 Extension (11)
&-§  User(11)

(-5 Group (10)
(#-@% Short Code (62)
B Service (0)

G-€9) Incoming Call Ro
- Directory (0)
-£17 Time Profile (0)
- IP Route (1)

-l Account Code (0)
% License (22)
&-§3 User Rights (11)
&-“¢¢ ARS (2)

(88 Location (2)

ey 2: Thorton|

T Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View TJools Help
IPO2-IPOSE ~ Location ~ 2 Thorton PRE-H AR v
Configuration = Thorton gl | X|v|<]|>
=% IPO2-IPOSE &l tocation | A
(-9 System (1)
-1 Line @ i N [Thorton | .

* This Location is common to all systems,

Location ID
Subnet Address 0 0 0 0
Subnet Mask 0 0 0 0
Emergency ARS 51: Thorton Emergency o
Parent Location for CAC | <None> v
Call Admission Control
Total Maximum Calls Unlimited 2
External Maximum Calls |Unlimited E

Repeat this section to administer the expansion IP Office system location with the appropriate
ARS from Section 5.9, as shown below.

L Avaya IP Office Manager for Server Edition IPO2-IP500V2 [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-1P500V2 v Location ~  3: Morristown M= A= 5 ;j v =
Configuration = Morristown gk -8 X|v|«<
=% |PO2-IP500V2 Vocat
-5 System (1) ocation Address
-4 Line (4) : = A
@<= Control Unit (4) Location Name lMomstown ‘
-4 Extension (32) * This Location is common to all sys
w-@ User(12) Location ID
(-53@ Group (2)
[-@% Short Code (65) Subnet Address 0 0 0 0
@ Service (0)
[-affe RAS (1) Subnet Mask 0 0 0 0
&3] @ Incoming Call Rou
€9 WAN Port (0) Emergency ARS 51: Morristown Emergency v
£ Time Profile (0) :
‘@ Firewall Profile (1) Parent Location for CAC | <None> v
(-J§ll 1P Route (2)
- Account Code (0) Call Admission Control
s W ticenseld) Total Maximum Calls Unlimited =
@& Tunnel (0) =
U 35 User Rights (10) External Maximum Calls |Unlimited S
¢ ARS (2)
-8 Location (2) Internal Maximum Calls | Unlimited o
i@ 2: Thorton
iacd 3: Morristown | Time Settings
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5.11. Administer Short Codes

From the configuration tree in the left pane, right-click on Solution = IPO2-IPOSE -> Short
Code, where IPO2-1POSE is the name of the primary IP Office system, and select New from
pop-up list to add a short code for dialing and routing of emergency calls.

In the case that the short code already exists, then select the short code to make modifications.
Enter the following values for the specified fields and retain the default values for the remaining
fields. In the compliance testing, two short codes 911 and 811 were created.

Code: Digits that will be dialed for emergency call, in this case “911”.

Feature: “Dial”
Telephone Number: Applicable number for proper routing of emergency call to PSTN.
Line Group ID: The applicable ARS entry from Section 5.9.

LV Avaya IP Office Manager for Server Edition IPO2-IPOSE [11.1.0.0.0 build 237] - O X
File Edit View Tools Help
IPO2-IPOSE ~ Short Code - o PRS- E R R v
Configuration | g <Short Code:0>: Dial* e - X | v |<|>
=% IPO2-IPOSE A | Short Code
#4539 System (1)
119 Line (3) Code |11 |
tl-<=» Control Unit (8)
+-4 Extension (11) Feature Dial v
i@ User (11)
-3 Group (10) Telephone Number '911 [
+-8% Short Code (62) ; ?
@ Service (0) Line Group ID l51. Thorton Emergency v‘
-4 Incoming Call Route (2) Locale 0
A Directory (0)
-£17 Time Profile (0) Force Account Code O
+I-fill IP Route (1) Force Authorization Code []
-l Account Code (0)

Repeat this section to add or modify similar short codes for routing of emergency calls for the
expansion IP Office system, as shown below.

Lol Avaya IP Office Manager for Server Edition IPO2-1P500V2 [11.1.0.0.0 build 237] - (] X
File Edit View Tools Help
IPO2-IPS00V2 + Short Code - om R E-dH EEE v
Configuration | g <Short Code:0>: Dial* & - X | v | <
=% IPO2-IP500V2 A | Short Code
+-%39 System (1)
217 Line (4) Code lo11 |
+-<“2» Control Unit (4)
+-4 Extension (32) Feature Dial v
+-@ User(12)
= “ Group (2) Telephone Number I911 1
+-@% Short Code (64) ; 3 z
’ @ Service (0) Line Group ID '51. Morristown Emergency vi
#-ofs RAS (1) Locale v
Q Incoming Call Route (3)
- §2 WAN Port (0) Force Account Code O
17 Time Profile (0) Force Authorization Cod
@ Firewall Profile (1) oeceiAuthofiaionCode: ]
+-fill 1P Route (2)
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6. Configure DuVoice Emergency Alert System

This section provides the procedures for configuring EAS. The procedures include the following
areas:

e Administer Setup Wizard

e Administer SIP configuration

o Administer site profile

e Administer EAS configuration

e Administer VeMail configuration
e Administer connector

o Administer mailbox

o Start services

6.1. Administer Setup Wizard

From the EAS server, launch the Setup Wizard by selecting Start - DV2000 - System
Configuration. The Wizard Start screen below is displayed upon initial access.

Wizard Start X

Welcome to the DV2000 Setup Wizard.

This wizard will guide you through the initial setup and configuration of your
Voice Messaging Server.

You will need to know all of the following in order to proceed:
- Type of Telephone Switch.
- Site Name.
- Site telephone number.

Cancel Help
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The Site Information screen is displayed next. Enter descriptive values for the required fields.

Site Information X

Site Name is required. All other entries should be filled

Site Name: |Avaya DevConnect

Site Telephone 908-950-2222

Dealer Name Avaya

Dealer Telephone  908-950-2222

Address 350 Mount Kemble Ave
Address

State NJ

Zip 07960

City Morristown

Country USA

The Accounts screen is displayed. Enter desired credentials for the Administrator account
shown below. The administrator account will be used to access the EAS report.

Accounts X

Enter a default user account for an administrator and optionally a user
account. These accounts are managed in the Security settings located in
System Configuration. if you preferto create them there click Next.

— Administrator account
Usemame

Iadmin

Password

|admin

— User account (optional)

Usemame

Password
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The Tenant Information screen is displayed. Retain the default value for Operator extension
or huntgroup, and check Enable operator to send/receive voice messages and receive
VeMail as shown below.

Tenant Information X

Operator extension or huntgroup: |O

[v  Enable operatorto send/receive voice messages
and receive VeMail.

The PBX Model screen is displayed next. Expand and select Avaya = Avaya IP Office Server
Edition. Retain the default values in the remaining screens and complete the Setup Wizard.

PBX Model X

Select the telephone system the DuVoice will be connected to.

If you do not see your particular telephone system listed select Other.

[+ Alcatel A

[ Asterisk

B- Avaya
- Avaya Aura Communications Manager

- Avaya Aura SM CS1000

- Avaya Communications Manager with SIP Enablement Services

- Avaya IP Office

- Avaya PIMG Analog interface

- Avaya PIMG Digital interfface

- Nortel
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6.2. Administer SIP Configuration

From the EAS server, double-click on the System Configuration icon shown below, which was
created as part of server installation.

E*‘

2]

System
Configuratiy

The System Configuration screen below is displayed. Select Telephony = SIP Integration
from the top menu.

System Configuration - O X
File Site Telephony Features

Device l Extension | Hunt Group | PBX Template SIP User Server Enable Register I Tenant

SIP Line 1 SIP_IPOFFICE_SRVR No Avaya DevConnect
SIP Line 2 SIP_IPOFFICE_SRVR Neo Avaya DevConnect

The SIP Configuration screen is displayed next. Select PBX Settings from the left pane. Enter
the following values for the specified fields and retain the default values for the remaining fields.

PBX IP or DNS: IP address of the primary IP Office system.
Domain Name: The IP Office domain name from Section 5.3.
Realm: “ipoffice”

Register using:  Select Domain Name.

SIP Configuration - X
¢ PBX Settings PBX Settings
Lines
‘.. MWI / DMG Routing Local address I 10 . 64 . 101 . 202 Port 15050
PBX IP or DNS [10.64.101.234 Port |5oso
Domain Name IerZDAcom

Registerexpiretime 160 = seconds

Realm Iipoffice

Optional Backup Servers ~ Transport Protocol -

[™ Default to primary on restart. ' UDP
Order | PBXIP or DNS Name ~ " TCP
] L
§ ~ Register using
4 (" PBX address
5 v " Local IP address
& 2 ' Domain Name
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Select Lines from the left pane. For each row, enter the following values for the specified fields,
and retain the default values for the remaining fields.

e Register:  Check this field.

e Extension: The corresponding SIP base extension from Section 5.5.

e Account:  Same value as the extension number.

e Password: The corresponding SIP extension password from Section 5.5.

SIP Configuration = X
PBX Settings Lines
= Lines
‘... MWI / DMG Routing Line Register Extension | Account | Password | UserAgent | Display Na
1 21881 21881 123456 DuVoice
2 21882 21882 234567 DuVoice
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6.3. Administer Site Profile

The System Configuration screen below is displayed again. Select Site = Profiles from the
top menu.

System Configuration — O X
File Site Telephony Features

Device | Extension | Hunt Group | PBX Template SIP User Server Enable Register I Tenant

SIP Line 1 21881 SIP_IPOFFICE_SRVR 21881 10.64.101.234 Yes Avaya DevConnect
SIP Line 2 21882 SIP_IPOFFICE_SRVR 21882 10.64.101.234 Yes Avaya DevConnect

The Profile Selection screen is displayed next. Select the default entry and click Edit.

Profile Selection

il

i~ Profiles | Edit...
Name | Tenants | PBxLink |
System Default 1 —none - Add...

y

Copy

The Profile Configuration screen is displayed. Select Line Access in the left pane to display
the Line Access screen. For each line access entry, select the Notification column as shown
below to enable the line to be used for call notifications. Note that by default only the first SIP
line is set to be used for call notifications.

Profile Configuration . X

- Details Line Access

MWI Inband Codes MWI minimum idle |2 _':I Notification minimum idle |0 _J:'

i.. Qutdial Translations

-- PBX Link Line Notification
1
2
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6.4. Administer EAS Configuration

The System Configuration screen below is displayed again. Select Features = Emergency
Alerts from the top menu.

System Configuration — O X
File Site Telephony Features

Device | Extension | Hunt Group | PBX Template SIP User Server Enable Register I Tenant

SIP Line 1 21881 SIP_IPOFFICE_SRVR 21881 10.64.101.234 Yes Avaya DevConnect
SIP Line 2 21882 SIP_IPOFFICE_SRVR 21882 10.64.101.234 Yes Avaya DevConnect

The EAS Server Selection screen is displayed next. Click Add.

EAS Server Selection

| et |

Add...

The EAS Configuration screen is displayed. In the Details screen in the right pane, enter the
following values for the specified fields and retain the default values for the remaining fields.

e Enabled: Check this field.
e PBX: “Avaya IP Office SNMP”
e Description: An optional description.

In the Duplicate Protection sub-section, configure the desired block for multiple emergency
calls from the same originator within a specified number of seconds. In the compliance testing,
the setting below was configured.

EAS Configuration — X
- Details Details
. Alert Numbers
... Address List IV Enabled
i.. Extensions PBX Duplicate Protection
Iéu aya |P Office SNMP _] Alerts from an extension will be blocked if it
dials any emergency number within the
PBX DNS Name or IP specified number of seconds.
| 0 = Disabled
Password 5 _1;
| IV Block pernumber
Description (optional) I~ Block perpbx
I]P Office
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Select Address List from the left pane and add the desired notification destinations. Note that
all alert destinations are to be provided by the customer and that multiple address list entries can
be created. Enter the following values for the specified fields and retain the default values for
the remaining fields.

e Description: A desired description.

e Email: A pertinent email address for email alert destination.

e Callout To: A pertinent user extension on IP Office for call alert destination.
e SMS: A pertinent SMS number for messaging alert destination.

In the compliance testing, one address list entry was created with sample Email, Callout To, and
SMS destinations shown below. The Email destination below corresponded to a Microsoft
Gmail test account, and the Callout To destination corresponded to a user extension on IP
Office.

For SMS, note that EAS supports direct integration with Twilio and Clickatell for SMS
notifications. In the compliance testing, a Twilio test account was used as sender of SMS
notification messages, and the SMS destination below corresponded to a valid SMS number.

For customers that do not use Twilio and Clickatell for SMS notification, EAS will send SMS
notifications via the email communication platform. In such case, the SMS destination in the

screenshot below will need to be suffixed with the appropriate carrier domain name associated
with the SMS destination. An example of this would be 14489285920@mms.att.net.

EAS Configuration A X

Details Address List

Alert Numbers

[ hd | oeee |

Extensions

Description Ten... | Email Send Message To | CalloutTo | SMS
[] Notification 1 Any  dev@gmail.com 21041 18470567056
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6.5. Administer VeMail Configuration
The System Configuration screen below is displayed again. Select Features = VeMail from

the top menu.

System Configuration

File Site Telephony Features

- O X

Device l Extension | Hunt Group | PBX Template SIP User Server Enable Register I Tenant
SIP Line 1 21881 SIP_IPOFFICE_SRVR 21881 10.64.101.234 Yes Avaya DevConnect
SIP Line 2 21882 SIP_IPOFFICE_SRVR 21882 10.64.101.234 Yes Avaya DevConnect

The VeMail Configuration screen is displayed next. Check Enable VeMail on the right side of
the screen. Follow reference [3] to configure the appropriate settings using customer provided
information for email communication. The screenshot below represents a sample configuration.

VeMail Configuration

—~ SMTP-
Server Name or IP Address

~POP3
Server Name or IP Address

lsmtp. amail.com

K

Test

S4B

30 of 39

Reply-To Address Port: Cancel
Itest@gmail.com |1 10
Port: m [v Enable YeMail
257 [~ Enable Reply-to-Delete
v SSL/TLS Check for new every
I™ Use Anonymous Logon B0 —| seconds
User name User name
Itest@gmail.com ,
Password Password Cerdatrias
|test I =
|1 =
Failed retry delay
|5 __,:f—" minutes
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6.6. Administer Connector

The System Configuration screen below is displayed again. For customers that use Twilio or
Clickatell for SMS notification, an appropriate connector needs to be configured. Select
Features = Connectors from the top menu.

System Configuration - a X
File Site Telephony Features

Device l Extension | Hunt Group | PBX Template SIP User Server Enable Register l Tenant

SIP Line 1 21881 SIP_IPOFFICE_SRVR 21881 10.64.101.234 Yes Avaya DevConnect
SIP Line 2 21882 SIP_IPOFFICE_SRVR 21882 10.64.101.234 Yes Avaya DevConnect

The Connectors screen is displayed next. Select the appropriate connector in the left pane, in
this case Twilio, followed by Add in the updated right pane.

Connectors - X
Clickatell Twilio
.. HTNG Server
LDAP Send SMS notifications. Twilio.com Delete Add
.. Slack Webhooks
L Thinke [] Descript.. | Tenant |
There are no items to show in this view.
The Twilio Account screen is displayed. Enter a desired Description, and pertinent values
associated with the sender account to use for SMS notifications.
Twilio Account X
Description SMS Gateway)
Twilio Phone number 14575576557
Account SID AC...
Auth Token 4c...
Optional
Tenant Any
Required field for selecting this account.
Maximum 60 characters.
Test l OK | Cancel
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6.7. Administer Mailbox

From the EAS server, double-click on the Mailbox Administration icon shown below, which
was created as part of server installation.

Mailbox
Administrates

The Mailbox Administration screen is displayed. Follow reference [3] to create a mailbox for
each call alert destination from Section 6.4 along with “Standard” as mailbox Type, as shown

below.
B} Mailbox Administration - O X
File Mailbox Templates Reports
:~ Distribution List Mailbox | Extension | First name I | Type Description Tenant | COS | SDA
- Group 0 0 Operator Standard Operator Avaya DevConnect standard standard
@) Guest 991 991 Auto Attendant  System  Auto Attendant Avaya DevConnect system  default
QA 21041 21041 Standard 21041 Standard Standard Avaya DevConnect standard standard
... Standard
----- System

Next, select Templates = Class of Service from the top menu of the Mailbox Administration
screen above to display the Class of Service Templates screen below. Select the standard

entry followed by Edit.

Class of Service Templates X
Name l Used [ Edit... |
B audiotext 0 =
[2) directvm 0 =0py...

[) emergency alert 0 Delete
D extended stay 0
D group 0
[2) quest 0 New... I
Bistanded 7 |
D system 1 Import...
D toshiba perception 0
Close |
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The COS - standard screen is displayed. Select Recording to display the Recording screen.
Uncheck Allow receiving messages as shown below. Note that this setting is necessary for EAS
standalone deployments that are not using the DVV2000 voicemail feature.

COS - standard

- (3eneral
- Recording
- Playback
- Transfers
.. WVeMail
- (Greetings / Prompts
- Wakeup Calls

Hecording

Message Settings

W Allow sending messages

[ Allow receiving messages:
u

W Allow private messages

W Allow urgent messages

[ Reply to creator not sender
[ Limit message retention

Retention in days |0 _|:|

Minimum / Maximum Settings
Max message size in seconds

Min message size in seconds
Max message storage in minutes
Max greeting size in seconds

Max call screening name record

Record-z-Call

[ Beep before recording

Save | Savehs
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6.8. Start Services

From the EAS server, navigate to Windows = Windows System = Windows Administrative
Tools = Services to display the Services screen below. Locate the SNMP Trap service, set the

Startup Type to “Automatic” and start the service as shown below.

Festart the service
Allows the s... Manual

-.‘;IJ_;Smart Card Device Enumera... Creates soft.. Running  Manual (Trig...

o Services - O x
Eile  Action View Help
e @ EGL= HEl » 8 unw®
£ Services (Locg . Services (Local)
SNMP Trap Marme Description Status Startup Type Log On As 2
-.";'?_;SmartCard Manages ac... Manual (Trig...  Local Service
Stop the service ~

Local Syste...
Local Syste...

Receivestra.. Running Automatic Local Service
gesc_rlptlon: ’ &), Software Protection Enables the ... Automatic (..  Metwork 5.
becen.restrap messages generate ﬂeSpatial Data Service This service ... Manual Local Service

y local or remote Simple
Metwork Management Protacol -S‘I)_;Spot Verifier Verifies pote... Manual (Trig...  Local Syste...
(SNMP) agents and forwards the , “5} S5DP Discovery Discovers n..  Running  Manual Local Service
messages to SNMP management £}, State Repository Service Provides re..  Running  Manual Local Syste... v
< > | Extended { Standard /

From the EAS server, double-click on the Activity Monitor icon shown below, which was

created as part of server installation.

%

Activity
Monitor

Select Service - Start from the top menu to start the application.

Activity Monitor — O >
File Service Reports Tools

Source ||| Summary

1 Idle

2 Idle

FOFZ not enabled. Mext check in 2388 seconds.

SHMTP Idle

Service Running

SHHMP ERS Idle

< >
i) The system is running | Total hours: 6249 Key: 11247 Version: 7.00.10
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7. Verification Steps

This section provides the tests that can be performed to verify proper configuration of IP Office
and EAS.

7.1. Verify SIP User Integration

From a PC running the IP Office Monitor application, select Start - All Programs - IP
Office = Monitor to launch the application, and connect to the primary IP Office system. The
Avaya IP Office SysMonitor screen is displayed. Select Status - SIP Phone Status from the
top menu.

&)} Avaya IP Office SysMonitor - Menitoring 10.64.101.234 (IPO2-IPOSE (Server Edition(P))); Log Settings - C:\Users\..\sysmon...  — O X

File Edit Yiew Filters Status Help

=(a| A8IT| x[i] @ ¥/

~
AXKKXXNRNN SysMonitor v11.1.0.0.0 build 237 *¥awasaxss
Kkkkdddkdkkd poptact made with 10.64.101.234 at 09:14:12 13/5/2020 derdddkidd
AXKKEXNNNE Sygtem (10.64.101.234) has been up and running for 6days, 1Tmins and 36secs(51%456000mS) *aaadddssy
Akkxxardxy Warning: TEXT File Logging selected *evedddary

]

<

The SIPPhoneStatus screen is displayed. Verify that there is an entry for each SIP extension
from Section 5.5, that the User Agent is “DuVoice”, and that the Status is “SIP: Registered”, as
shown below.

=)y SIPPhoneStatus . O X
Total Configured: 4 Waiting 1 secs for update
Total Reqistered: 4 Registered Status [ HEREERERRREEER
Extn ... I User... | Phone ... ] Security | B| IP Address l F'.| Transport l User Agent | Licensed l Sl... | S.l S! Status
21041 21041 J1295IP  best effort 192.168.200.144 TLS AvayaJ129|P Phone 4.0.4.0.10... AvayalP RU a.. SIP: Reqistered
21040 21040 J1295IP  best effort 192.168.200.146 TLS AvayaJ129|P Phone 4.0.4.0.10... AvavalP RU a.. SIP: Reqistered
21881 21881 SIP disable 10.64.101.202 UDP DuVoice JdPatyIPR.. R 0 SIP: Registered
21882 21882 SIP disable 10.64.101.202 UppP Duoice JdPatyIPR... R 0  SIP: Registered
< >
Display Options - :
& Show Al " Registered € UnRegistered Page 1 —_:I Save Page Reset Phones Reregister Phones Cancel
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7.2. Verify Call Notification

Make an emergency call from an IP Office user. Verify that a call notification is placed from an
available virtual SIP user by EAS to the configured call alert destination in Section 6.4.

Answer the call at the call alert destination, and verify that the user hears the proper
announcement “An emergency number was dialed by extension 21031 for phone number 911, to
replay this message press 1, for help press pound, to cancel this operation press star”, where
“21031” is the extension of the emergency call originator, and “911” is the emergency number
that was dialed.

7.3. Verify Email Notification

Log the email alert destination into the applicable email application. Verify that there is email
notification for the emergency call from Section 7.2 as shown below, where “H323 Prim” is the
name of the emergency call originator obtained from the SNMP trap.

= M Gmail Q  search mail = ® Q

|-C <« B0 0 =® = 0 € B ® : 20f107 ¢ > m- £
ompose

O Inbox % Alert! extension called emergency 911at 03:25 & ©

pm on 2020/05/15 inbox x

% Starred

M g ‘ test@gmail.com 3:25PM (7 minutes ago) Yy &

eet (ED tome ~

W Start a meeting Time: 03:25 pm

& Join a meeting Date: 2020/05/15

Chat Extension: 21031

&Dev PBX Caller name: H323 Prim

7.4. Verify SMS Notification

Log the SMS alert destination into the applicable SMS application or cell phone. Verify that
there is SMS notification for the emergency call from Section 7.2 as shown below.

3:28 PM  FriMay 15 = @ 100% ==

= Conversations 3 (4 e (%

(457) 557-6557 v

Q Searcl

Today 3:25 PM
(457) 557-6557
o Sent from your Twilio trial acc.
Sent from your

Twilio trial account -
911 was dialed by
21031

TLT; SPOC.: Solution & Interoperability Test Lab Application Notes 36 of 39
SPOC 6/9/2020 ©2020 Avaya Inc. All Rights Reserved. DuVoiceE-IPO111



7.5. Verify EAS Report

Access the EAS web-based interface by using the URL http://ip-address where “ip-address” is
the IP address of the EAS server.

The DuVoice DV2000 screen below is displayed. Select Emergency Alert System.

DuVoice DV2000

m Emergency Alert System

Administration

DuVoice DV20C0 7.00.10 - 11247 11247 - 2020/05/15 12:16:44

The screen below is displayed next. Verify that there is an entry for each call, email, and SMS
notification associated with the attempted emergency call from Section 7.2, as shown below.

Home Reports~ Applications ~

Show 50 v  entries 8 Print Search:
Date/Time |¥ Extension Name Number Result Note Source
05/15 3:25:01 pm 21031 911 SMS SMS alert sent to 18470567056 IP Office ()
05/15 3:25:01 pm 21031 91 Callout message Callout alert to mailbox 21041 IP Office ()
05/15 3:25:00 pm 21031 911 Email Email alert sent to dev@gmail.com IP Office ()
Showing 1 to 3 of 3 entries Previous - Next
Du\oice DV2000 Emergency Alert System - 7.00.10 - 11247 - 2020/05/15 12:25:13 b
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8. Conclusion

These Application Notes describe the configuration steps required for DuVoice Emergency Alert
System 7.0 to successfully interoperate with Avaya IP Office Server Edition 11.1. All feature
and serviceability test cases were completed with observations noted in Section 2.2.

9. Additional References
This section references the product documentation relevant to these Application Notes.

1. Administering Avaya IP Office™ Platform with Manager, Release 11.1, Issue 1, April
2020, available at http://support.avaya.com.

2. Making Use of the Emergency Services Access Enhancements in IP Office Release 9.0/9.1,
available at http://support.avaya.com.

3. DV2000 7 System Reference Guide, available at
http://support.duvoice.com/product/vs7/manual/home.
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are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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