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Abstract

These Application Notes describe the steps for configuring Avaya IP Office R9.1 and Avaya
Session Border Controller for Enterprise R7.0 to support Swisscom SIP Trunk.

The Swisscom SIP Trunk Service provides PSTN access via a SIP trunk connected to the
Swisscom Voice Over Internet Protocol (VoIP) network as an alternative to legacy Analogue
or Digital trunks. Swisscom is a member of the Avaya DevConnect Service Provider program.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) trunking between Swisscom SIP Trunk service and Avaya IP Office. In the sample
configuration, the Avaya IP Office solution consists of an Avaya Session Border Controller
for Enterprise Release 7.0, and Avaya IP Office 500 v2 Release 9.1 Essential Edition, Avaya
Voicemail Pro, Avaya IP Office Softphone, and Avaya H.323, SIP, digital, and analog
endpoints.

Avaya IP Office is a versatile communications solution that combines the reliability and ease of
a traditional telephony system with the applications and advantages of an IP telephony solution.
This converged communications solution can help businesses reduce costs, increase
productivity, and improve customer service.

Avaya Session Border Controller for Enterprise (Avaya SBCE) is the point of connection
between Avaya IP Office and Swisscom SIP Trunk and is used to not only secure the SIP
trunk, but also to make adjustments to the SIP signaling for interoperability.

Swisscom SIP Trunk service provides PSTN access via a SIP trunk connected to the Swisscom
network as an alternative to legacy Analogue or Digital trunks. This approach generally results in
lower cost for customers

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office and
Avaya SBCE to connect to the Swisscom SIP Trunk. This configuration (shown in Figure 1)
was used to exercise the features and functionality listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were exercised
during the interoperability compliance test:

Incoming PSTN calls to various phone types including H.323, SIP, Digital and Analogue
telephones at the enterprise.

All inbound PSTN calls were routed to the enterprise across the SIP trunk from the
Service Provider.

Outgoing PSTN calls from various phone types including H.323, SIP, Digital, and
Analogue telephones at the enterprise.

All outbound PSTN calls were routed from the enterprise across the SIP trunk to the
Service Provider.

Calls using the G.711A, G.711MU and G.729 codecs.

Fax calls to/from a group 3 fax machine to a PSTN-connected fax machine using T.38
fax transmissions.

DTMF transmission using RFC 2833 with successful Voice Mail/Vector navigation for
inbound and outbound calls.

Inbound and outbound PSTN calls to/from Avaya Communicator Softphone client
Various call types including: local, long distance, international, toll free (outbound) and
directory assistance.

Caller ID presentation and Caller ID restriction.

User features such as hold and resume, call mute, transfer, and conference.

Call transfer to PSTN.

Off-net call forwarding and mobile twinning.

2.2. Test Results

Interoperability testing of the test configuration was completed with successful results for
Swisscom’s SIP Trunk service with the following observations:

During testing it was observed that when Incoming Supervised REFER and Outgoing
Supervised REFER is enabled on the SIP line (Section 5.7.2) for call redirection and
transfers, inbound calls from a PSTN number terminating on an IP Office user that is call
forwarded to another external PSTN number fail. After the Service Provider responds
“202 Accepted” to the IP Office “REFER” for the call redirection, Swisscom sends a
“NOTIFY” to which IPO responds with a “400 Bad Request”. An Avaya IP Office MR
was opened on this issue and a fix will be incorporated into IP Office R9.1 Service Pack
8 (9.1.8.0) which will be available in Q4 2016. To ensure successful call redirection and
transfer, please ensure “Incoming Supervised REFER” and “Outgoing Supervised
REFER” are set to “Never” on the SIP line (Section 5.7.2).

No inbound toll free numbers were tested, however routing of inbound DDI numbers and
the relevant number translation was successfully tested.

Access to Emergency Services was not tested as no test call had been booked by the
Service Provider with the Emergency Services Operator. However both three and four
digit numbering formats replicating Emergency Service’s numbering formats was tested
successfully.
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2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Swisscom products please contact the Swisscom support team: Email:
cbu.incident-voice@swisscom.com.
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3. Reference Configuration

Figure 1 below illustrates the test configuration. The test configuration shows an enterprise site
connected to the Swisscom SIP Trunk. Located at the enterprise site is an Avaya IP Office 500v2
with Avaya SBCE. Endpoints include Avaya 1600 Series IP Telephones (with H.323 firmware),
Avaya 9600 Series IP Telephones (with H.323 firmware), Avaya 1140e SIP Telephones, Avaya
Digital and Analogue telephones and fax machine. The site also has a Windows 7 PC running
Avaya IP Office Manager to configure the Avaya IP Office as well as Avaya Communicator for
Windows Softphone client.

For security purposes, all Service Provider IP addresses or PSTN routable phone numbers used
in the compliance test are not shown in these Application Notes. Instead, all IP addresses have
been changed to a private format and all phone numbers have been obscured beyond the city
code.
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Figure 1: Test setup Swisscom SIP Trunk to simulated Avaya Enterprise
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

| Release/Version

Avaya

Avaya IP Office 500 V2

Version 9.1.6.0 build 153

Avaya Voicemail Pro Client

Version 9.1.6.0

Avaya IP Office Manager

Version 9.1.6.0 build 153

Avaya Session Border Controller for 7.0.1-03-8739
Enterprise

Avaya 1603 Phone (H.323) 1.3.7

Avaya 9611G Series Phone (H.323) 6.4.0

Avaya 9608 Series Phone (H.323) 6.4.0

Avaya Communicator for Windows (SIP) | 2.1.1.74

Avaya 1140e (SIP)

FW: 04.04.18.00.bin

Avaya 98390 Analogue Phone

N/A

Swisscom

Cisco-C881 SBC

| 10S 15.5(2.16)T

Note — Compliance Testing is applicable when the tested solution is deployed with a standalone
IP Office 500 V2 and also when deployed with all configurations of IP Office Server Edition

without T.38 Fax Service.
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5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectivity to the
Swisscom SIP Trunk service. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From a PC running the Avaya IP Office Manager application, select
Start = Programs = IP Office = Manager to launch the application. Navigate to File =
Open Configuration, select the proper Avaya IP Office system from the pop-up window, and
log in with the appropriate credentials.

W Select 1P Osice
1

’ SSCP POS MO7HI0 PROYZ S110busl it P Office

Cancal ey

Una/Broadcat Addiss

Betiean ox | Gancel

A management window will appear similar to the one in the next section. All the Avaya IP
Office configurable components are shown in the left pane known as the Navigation Pane. The
pane on the right is the Details Pane. These panes will be referenced throughout the Avaya IP
Office configuration. All licensing and feature configuration that is not directly related to the
interface with the Service Provider (such as twinning) is assumed to already be in place.

1= GSSCP_IPOY
Sywen LANL | LA OMS | vescernail | Telsphesy | Dwestory Services | Systee Events | SMTP  SMOR | Twwnreng | VOM | Codexs | Vel Securty | Centact Center
Narre GSSCP_POS Locale Irwland (L, Englinh) -
Location <Honer -
Set contact mfarmation 10 place Syem undes special control
Device ID
TFTP Server P Adsven 253 255 55 =
HTTP Serves [P Sddress a 0 0 0
Phose File Server Type Memosy Card - HITP Rednection |00 -
Manager PC [P Agdren 233 =
Koctyn HTTP Chernts Oed
[ sfephone HTTE Pravisonng ' Favonr PP Soutes. oyer statc touste
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5.1. Verify System Capacity

Navigate to License - SIP Trunk Channels in the Navigation Pane. In the Details Pane, verify
that the License Status is Valid and that the number of Instances is sufficient to support the
number of SIP trunk channels provisioned by Swisscom.

License | Remocte Server

Senal Number (AD0)

PLDS Hest ID

PLDS Hle Status Net Present / bvvalid
Festure Key Instances Satus Expiry Date Source 3 Add...
CCRSW® BUZEBABDCKTIF (RN 2pRLUINNTIVIWET S 35 CRnclete MNever ADI Modal Py
Advanced Seall Comenunity Netw... €T EHEISTIOM2yYw il gBIGE Alclw, 58 pots Chclete Mever ADI Nodal <4
S0P Trunh Chamly MBI Sut gl pRians iz [Vl [N JAOtNadet ]
Smal Office Edtion YOM (channeds] eASRrSghDAGY GOunrpgHEGUL M 255 Obsciete Never ADT Modal
Smal Dffice Edeion WF| ZAQEGSGUVEFDGeG] deEHNEGLNEQuUV 55 Ckaclets PMlever ADINodal

5.2. LAN1 Settings

In the test configuration, the LAN1 port is used to configure the behavior of the services
provided by the system’s first LAN interface. To access the LANL1 settings, first navigate to
System = GSSCP_IPO?9 in the Navigation Pane where GSSCP_IPQ9 is the name of the IP
Office. Navigate to the LAN1 = LAN Settings tab in the Details Pane. The IP Address and IP
Mask fields are the private interface of the IP Office. All other parameters should be set
according to customer requirements. On completion, click the OK button (not shown).

= GSSCP_IPO9

| System | LANL [ LaN2 | DNS | Voicemail | Telephony | Directory Services | System Events [ sMTP | SMDR | Twinning
LAN Settings ‘volp | Network Topology’

IP Address 10 10 7 110

IP Mask 255 . 255 . 255 0

Primary Trans, IP Address 0 0 0 0

RIP Mode None %

[7] Enable NAT
Number Of DHCP IP Addresses 200
DHCP Mode

) Server ' Client ) Dialin @ Disabled \ Advanced
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On the VolIP tab in the Details Pane, the H323 Gatekeeper Enable box is checked to allow the
use of Avaya IP Telephones using the H.323 protocol. Check the SIP Trunks Enable box to
enable the configuration of SIP trunks. If Avaya Communicator along with any other SIP
endpoint is to be used, the SIP Registrar Enable box must also be checked. The Domain Name
has been set to the customer premises equipment domain “avaya.com”. If the Domain Name is
left at the default blank setting, SIP registrations may use the IP Office LAN1 IP Address. All
other parameters shown are default values.

The RTP Port Number Range can be customized to a specific range of receive ports for the
RTP media. Based on this setting, Avaya IP Office would request RTP media be sent to a UDP
port in the configurable range for calls using LAN1. Select RTP-RTCP from the pull-down
menu for Scope; select Enabled from the pull-down menu for Initial keepalives and set
Periodic timeout to the required range of seconds. These Keepalives configuration settings can
be used with SIP Trunks associated with the LAN through the Use Network Topology Info on
the SIP Line Transport tab (Section 5.6.2). For some scenarios with frequent call forwarding on
the same SIP Trunk, speech path may be lost during the connection. The use of periodic
keepalives packets may prevent the issue.

Avaya IP Office can also be configured to mark the Differentiated Services Code Point (DSCP)
in the IP Header with specific values to support Quality of Services policies for both signalling
and media. The DSCP field is the value used for media and the SIG DSCP is the value used for
signalling. The specific values used for the compliance test are shown in the example below. All
other parameters should be set according to customer requirements. On completion, click the OK
button (not shown).
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= GSSCP_IPO9

l System | Lant !,VLANZ I DNS l Voicemail | Telephony | Directory Services I System Events I SMTP l SMDR I Twinning l VCM ] Codecs [ VolP Security

[ ‘ LAN Settings | VoIP \ Network Topology}

[¥] H323 Gatekeeper Enable
[7] Auto-create Extn Auto-create User ~| H323 Remote Extn Enable

1720

[¥] SIP Trunks Enable

[¥] SIP Registrar Enable

[T Auto-create Extn/User [] SIP Remote Extn Enable

Domain Name avaya.com
[¥] upp UDP Port 5060 = t 5060

Layer 4 Protocol [¥] Tcp TCP Port 5060 2 + (5060
[ s TLS Port 5061 : 5061

Challenge Expiry Time (secs) 10

RTP

Port Number Range
Minimum 149152 5 Maximum 53246

Port Number Range (NAT)
Minimum 49152 5 Maximum 53246

(W] Enable RTCP Monitoring on Port 5005
RTCP collector IP address for phones

Keopalives

Scope |[RTP-RTCP > | Pariodic timeout 5

Initial keepalives | Enabled = |

DiffSery Settings
B8 = DSCP(Hex) B8 | Video DSCP(Hex) |FC | DSCP Mask (Hex) |88 =1 SIG DSCP (Hex)

46 =| Dp5CP 46 > Video DSCP 63 > DSCP Mask 34 > SIG pscp

On the Network Topology tab, select the Firewall/NAT Type from the pulldown menu to
Open Internet. With this configuration, the STUN Server IP Address and STUN Port are not
used as NAT was not required for this configuration, therefore resulting in no requirement for a
STUN server. The Use Network Topology Info in the SIP Line was set to LAN1 in Section
5.6.2. Set Binding Refresh Time (seconds) to 60. This value is used to determine the frequency
at which Avaya IP Office will send SIP OPTIONS messages to the service provider. Default
values were used for all other parameters. On completion, click the OK button (not shown).
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=z

GSSCP_IPO9*

| System | LANL |LAN2 |DNs

I Voicemail | Telephony | Directory Services ] System Events | SMTP I SMDR I Twinning I VCM I Codecs I

[T] Run STUN on startup

| LAN Settings | VolP | Network Topology |

Network Topology Discovery
STUN Server Address STUN Port 3478 ©
Firewall/NAT Type [Open Internet v
Binding Refresh Time (seconds) 30 =
Public IP Address 0 0 0 0 Run STUN Cancel
Public Port
uDP 0 =)
TCP 0 e
TLS 0 =

5.3. System Telephony Settings

Navigate to the Telephony = Telephony tab on the Details Pane. Choose the Companding
Law typical for the enterprise location. For Europe, ALAW is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the
Service Provider across the SIP trunk. On completion, click the OK button (not shown).

= GSSCP_IPO9 o -
‘ System | LANL I LAN2 | DNS | Voicemail| Telephony {Directory Services | System Events | SMTP | SMDR | Twinning I VCM | Codecs | VolIP Security | Contact Center
Telephony | Park & Page | Tones & Music| Ring Tones [ sM [ CaliLog [ TUI |
Analogue Extensions Companding Law
Switch Line
Default Outside Call Sequence [Normal V]
Default Inside Call Sequence [Ring Typel VI © U-Law U-Law Line
Default Ring Back Sequence [Ring Type2 V]
. i . - @ A-Law ©@ A-Law Line
Restrict Analogue Extension Ringer Voltage =
Dial Delay Time (secs) 2 I 35 Status
= V] Auto Hold
Dial Delay Count 0 2 [ Ato Ho
i Dial By Name
Default No Answer Time (secs) 15 ’
[¥] Show Account Code
Hold Timeout (secs) 0
= [T Inhibit Off-Switch Forward/Transfer
Park Timeout (secs) 300 ]
[7] Restrict Network Interconnect
Ring Delay (secs) 5
- Include location specific information
Call Priority Promotion Time (secs) |Disabled 52
[”] Drop External Only Impromptu Conference
[ Visually Differentiate External Call
Default Name Priority
————— [] Unsupervised Analog Trunk Disconnect Handling
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5.4. System Twinning Settings

To view or change Twinning settings, select the Twinning tab as shown in the following screen.
The Send original calling party information for Mobile Twinning box is not checked, and the
Calling party information for Mobile Twinning is left blank in the reference configuration.
With this configuration, the true identity of a PSTN caller can be presented to the twinning
destination (e.g., a user’s mobile phone) when a call is twinned out via the Swisscom SIP Trunk.

g GSSCP_IPO9*

| System I LANL I LAN2 l DNS l Voicemail I Telephony | Directory Services l System Events I SMTP I SMDR ‘ Twinning

["] Send original calling party information for Mobile Twinning

Calling party infermation for
Mobile Twinning
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5.5. Codec Settings

Navigate to the Codecs tab on the Details Pane. Check the available Codecs boxes as required.
Note that G.711 ULAW 64K and G.711 ALAW 64K are greyed out and always available. Once
available codecs are selected, they can be used or unused by using the horizontal arrows as
required. Note that in test, G.711 ALAW 64K, G.711 ULAW 64K and G.729(a) 8K CS-
ACELP were the supported codecs used for testing.

= GSSCP_IPO9
| system | LANL [ LAN2 | DNS [ Voicemail | Telephony | Directory Services | System Events [ SMTP [ SMDR | Twinning | vem | Codecs |
RFC2833 Default Payload 101
Available Codecs Default Codec Selection
Unused Selected
[¥] G711 ULAW 64K 6.722 64K >35> [G.711 ALAW 64K
[ G711 ALAW 64K 67231 6K3 MP-MLQ | G.711 ULAW 64K
[¥] G722 64K G.729(a) 8K CS-ACELP
[/ 6.729(a) 8K CS-ACELP
[V] 6.7231 6K3 MP-MLQ >
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5.6. SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and the Swisscom
SIP Trunk service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by IP
Office Manager to create a SIP Line. Follow the steps in Section 5.7.1 to create the SIP Line
from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses

e SIP Credentials (if applicable)

e SIP URI entries

e Setting of the Use Network Topology Info field on the Transport tab

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Section 5.6.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Section 5.6.2.

5.6.1. SIP Line From Template

DevConnect generated SIP Line templates are always exported in an XML format. These XML
templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office
Standard Edition (500 V2) and IP Office Server Edition systems. Alternatively, binary templates
may be generated. However, binary templates include all the configuration parameters of the
Trunk, including sensitive customer specific information. Therefore, binary templates should
only be used for cloning trunks within a specific customer’s environment.

1. Copy a previously created template file to a location (e.g., \temp) on the same computer
where IP Office Manager is installed. Rename the template file to
AF_Swisscom_SIPTrunk.xml. The file name is important in locating the proper
template file in Step 5.
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2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File > Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Verify that the box is checked next to Enable

Template Options. Click OK.

" IP Office Manager Preferenc_ L’&l

I Preferences I Directories l Discovery } Visual Preferences l Security l Validation!

Icon Size [Small ']
[¥] Multiline Tabs
V| Enable Template Options

L
V| Enable Template Creation

3. Import the template into IP Office Manager. From IP Office Manager, select Tools -
Import Templates in Manager. This action will copy the template file into the IP Office
template directory and make the template available in the IP Office Manager pull-down

menus in Step 5.

File Edit View | Tools | Help
-4 3 E Extension Renumber...
GSSCP 1PO9 Line Renumber...
P Connect To...
Export »
- x BOOTP (10) SCN Service User Management
[-¢% Operator (3)
=59 GSSCP_IPO9 Busy on Held Validation
(=92 System (1)
Loy RN MSN Cenfiguration
‘+ T4 Line (6) Print Button Labels
<= Control Unit :
& Extension GJ[ Import Templates in Manag:r '_‘;J‘

In the pop-up window (not shown) that appears, select the directory where the template
file was copied in Step 1. After the import is complete, a final import status pop-up
window (not shown) will appear stating success or failure. Click OK (not shown) to
continue. If preferred, this step may be skipped if the template file is copied directly to

the IP Office template directory.
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4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane,
then navigate to New - New SIP Trunk From Template.

:;;f]; Line (5) TNCTIWUTK \_UIIIIE’UICLIUII
P 5 Layer 4 Protocol @
5, :" 6 —
...... o 13
17 New » |
...... :r‘ 14 —]
""" e Y E[ 9] New SIP Trunk from Template \
sl Conltr :’] Create SIP Trunk Template |
""" >2| ¥ Cut Ctrl+X
...... w 3]
Loy 4 53 Copy Ctrl+C
..... < 5 CN Paste Ctri+V
H- Bxten o pelete Ctrl+Del
w-@  User :
.+m Grouf ¥ Validate
[+-@% Short Connect To... Cirl+T
-4 Servig .
G- o RAS New from Template (Binary)
:5;...® Incon Export as Template (Binary)
H . WP e e e

5. In the subsequent Template Type Selection pop-up window, select Swisscom from the
Service Provider pull-down menu as shown below. These values correspond to parts of
the file name (AF_Swisscom_SIPTrunk.xml) created in Step 1. Click Create new SIP
Trunk to finish creating the trunk.

& -
" Template Type Selection =R X
Locale Ireland {UK English]
Service Provider  Swisscom v

[Create Template J I Cancel ]

6. Once the SIP Line is created, verify the configuration of the SIP Line with the
configuration shown in Section 5.6.2.
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5.6.2. Manual SIP Line Configuration
On the SIP Line tab in the Details Pane, configure the parameters below to connect to the SIP
Trunking service.

e Set ITSP Domain Name to a domain name provider by the Service Provider if required,

however no ITSP Domain Name was used in this configuration.

e Ensure the In Service box is checked.

e Ensure the Check OOS box is checked.

e Set Refresh Method to Auto.

e Set Send Caller ID to Diversion Header

e Set Incoming Supervised REFER and Outgoing Supervised REFER to Never.

e Default values may be used for all other parameters.

On completion, click the OK button (not shown).

= SIP Line -Line 18 e i)
P Line Transport|SIP URL Vol | 138 Fax | SIP Credentials | S5 Advanced | Engineering
Line Number 18 - In Service
ITSP Domain Name Check 005
URE Type Sip - Seszion Timess
Location Cloud = Relresh Method Auto v
Timer (seconds) On Dernand
Prefix Forwarding snd Twannng
National Prefi 0 Originator numbes
Intemetional Pref 00 Send Caller ID Orcernion Header b
matior refix L
Country Code D Redirect snd Transfer
Norne Priority Systern Default = Incorming Supernvised REFER Never -
Dascrintion Outgeing Supenvised REFER Never -
Cnpio:
Send 302 Moved Temporanly
Outgoing Band REFER
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Select the Transport tab and set the following:
e Set ITSP Proxy Address to the inside interface IP address of the Avaya SBCE as shown
in Figure 1.
e Set Layer 4 Protocol to TCP.
e Set Send Port to 5060 and Listen Port to 5060.
e Set Use Network Topology Info to LANL.

On completion, click the OK button (not shown).

= SIP Line - Line 18

'sIP Line?TfanSPOFt 'SIP URIVolP | T38 Fax|SIP Credentials|SIP Advanced| Engineering

ITSP Proxy Address 10.10.3.30

Network Configuration

Layer 4 Protocol lTCP v] Send Port 5060 =
Use Network Topology Info [LAN 1 v] 5060

Explicit DNS Server(s) 8 8 8 8 o . 0 . 0 0

Calls Route via Registrar [V

Separate Registrar

After the SIP line parameters are defined, the SIP URIs that Avaya IP Office will accept on this
line must be created. To create a SIP URI entry, first select the SIP URI tab. Click the Add
button and the New Channel area will appear at the bottom of the pane.

7 SIP Line - Line 18°
{MITransport SIP URI |yolp |T38 Fax!SlP CtedentialsISIP AdvancedlEngineering'
| Channel Groups Via Local URI Contact Display Name PAI Credential Max Calls [ Add...
Remove
Edit...
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For the compliance test, a single SIP URI entry was created that matched any number assigned to
an Avaya IP Office user. The entry was created with the parameters shown below.

e Set Local URI, Contact, Display Name and PAI to Use Internal Data. This setting
allows calls on this line whose SIP URI matches the number set in the SIP tab of any
User as shown in Section 5.9.

e For Registration, select 0: <None> from the pull-down menu.

e Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call
routes for this line. Similarly, associate the line to an outgoing line group using the
Outgoing Group field. The outgoing line group number is used in defining short codes
for routing outbound traffic to this line. For the compliance test, a new incoming and
outgoing group 18 was defined that was associated to a single line (line 18).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

= SIP Line - Line 18
‘S}P Linedlr'l'ransportjéia U":{I‘VOIP IT38 Fax]SlP CredentialstIP Advanced]EngineerinéE
Edit...
Edit Channel {—
Via 192168.37.2 LJ
Local URI Use Internal Data v Eancs
Contact Use Internal Data v
Display Name Use Internal Data v
PAI Use Internal Data v
Registration ‘0: <None> v
Incoming Group 18|
Outgoing Group 18
Max Calls per Channel 10 -
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Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

Select System Default from the Codec Selection drop-down menu to retain the codecs
set in the system wide list configured in Section 5.5. Alternatively, Custom may be
selected to allow the codecs to be configured for this extension, using the arrow keys to
select and order the codecs.

Set the Fax Transport Support box to T.38 as this is the preferred method of fax
transmission for Swisscom.

Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

Uncheck the VolP Silence Suppression box.

Check the Re-invite Supported box, to allow for codec re-negotiation in cases where the
target of the incoming call or transfer does not support the codec originally negotiated on
the trunk.

Check PRACK/100rel Supported to advertise the support for provisional responses and
Early Media to the Swisscom network.

Default values may be used for all other parameters.

fro—

SIP Line - Line 18 o S

[sip Line[TransportlSIP URI; VolP &38 FaxiSIP CredentialslSIP Advanced]Engineeringi

| VoIP Silence Suppression

[7] Re-invite Supported

Codec Selection ‘System Default X [7] Codec Lockdown
e Allow Direct Media Path
G.722 64K S35 G711 ALAW 64K : :
G.7231 6K3 MP-MLQ G711 ULAW 64K Force direct media with phones
G.729(a) 8K CS-ACELP | PRACK/100rel Supported
G711 Fax ECAN
Fax Transport Support ‘TSS vl
DTMF Support [RFC2833 -
Media Security [Disabled X
I
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Select the T.38 Fax tab to set the T.38 parameters for the line. Un-check the Use Default VValues
box and select 0 from the T38 Fax Version drop down menu. Set the Max Bit Rate (bps) to

14400. All other field may retain their default values. On completion, click the OK button (not
shown).

=4 SIP Line - Line 18
gSlP LinelTransport!SIP URI]VOIP l T38 Fax iSIP Credentialsl SIP AdvancedlEngineering.
T38 Fax Version lO v]
[¥] Scan Line Fix-up
Transport UDPTL —
|¥| TFOP Enhancement
Redundancy o
[7] Disable T30 ECM
Low Speed 0 = o )
[T] Disable EFlags For First DIS
High Speed P = [”] Disable T30 MR Compression
TCF Method | Trans TCF ~| 7] NSF Override
Max Bit Rate (bps) [14400 ,,J it &)
EFlag Start Timer (msecs) 2600 == : e [0
EFlag Stop Timer (msecs) 2300 =

Tx Network Timeout (secs) 150 =

[ Use Default Values
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Select the SIP Advanced tab. For outbound calls with privacy enabled, Avaya IP Office will
replace the calling party number in the From and Contact headers of the SIP INVITE message
with “anonymous”. Avaya IP Office can be configured to use the P-Preferred-Identity (PPI) or P-
Asserted-Identity (PAI) header to pass the actual calling party information for authentication and
billing purposes. By default, Avaya IP Office will use the PPI header for privacy. For the

compliance test, PAI was used for the purposes of privacy.

To configure Avaya IP Office to use the PAI header for privacy calls, on the SIP Advanced tab,
check Use PAI for Privacy. Check Add user=phone and Use + for International as Swisscom
require outgoing international calls to be presented in E.164/International format. All other fields
retained their default values.

7

Addressing

Associstion Method

Call Roating Method
Suppress ONS SEV Lookups

Ideranty

Ui Phere Contest

Add usersphone

Ui + for Intermatsonal

Uze PAI for Prevacy

e Domain for PAI

Swap From and PAI

Caller ID from From headm
Send From In Cleay

Cache Auth Credentiah

User-Agent and Server Hesders

SiP Line - Line 18

SP Line| Transport| S22 URI | VolP - | 138 Fax |SIP Credentiais. SIP Advanced Engineering

By Source P addren

Media

Alow Ergty INVITE
Send Emgpty re-INVITE
Allow To Teg Change
P-Early-Media Suppon

Send SdenceSupp=0tf

Media Connmection
Presesvation

Call Control

Coll Inttistion Timecut (1)
Call Queuing Timeoust (m)
Serace Busy Response

on No Uzer Respanding
Send
Action on CAC Location

Limit

[
Nene he
Disabied -
i
5
486 - Busy Here v
408-Request Timeout -
Aliow Voicermail -

Note: It is advisable at this stage to save the configuration as described in Section 5.11.
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5.7. Short Codes

Define a short code to route outbound traffic to the SIP line and route incoming calls from
mobility extensions to access Feature Name Extensions (FNE) hosted on IP Office. To create a
short code, right-click Short Code in the Navigation Pane and select New. On the Short Code
tab in the Details Pane, configure the parameters as shown below.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a
semi-colon. The example shows 9N; which will be invoked when the user dials 9
followed by the dialed number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N. The Telephone Number field is used to construct the
Request URI and To Header in the outgoing SIP INVITE message.

e Setthe Line Group Id to the outgoing line group number defined on the SIP URI tab on
the SIP Line in Section 5.7.2.

On completion, click the OK button (not shown).

= 9N;: Dial

I Short Code |
Code 9N;
Feature Dial A
Telephone Number N
Line Group ID 18 v
Locale A
Force Account Code
Force Authorization Code | |
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5.8. Users and Extensions

In this section, examples of IP Office Users and Extensions will be illustrated. In the interest of
brevity, not all users and extensions shown in Figure 1 will be presented, since the configuration
can be easily extrapolated to other users.

A new SIP extension may be added by right-clicking on Extension (not shown) in the
Navigation pane and selecting New SIP Extension. Alternatively, an existing SIP extension may
be selected in the group pane. The following screen shows the Extn tab for the extension
corresponding to an Avaya 1140E. The Base Extension field is populated with 89107, the
extension assigned to the Avaya 1140E. Ensure the Force Authorization box is checked.

= SIP Extension: 8003 89107
Btn  [volP | 738 Fax|

Extension Id 8003

Base Extension 89107

Caller Display Type On

Reset Volume After Calls

Device Type . il |Avaya 1140E SIP (Language: ENGLISH)

Location [Automatic v}
Medule 0
Port 4]
Force Authorisation ]
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The following screen shows the VolIP tab for the extension. The IP Address field may be left
blank or populated with a static IP address. The Codec Selection parameter may retain the
default setting System Default to follow the system configuration shown in Section 5.5.2.
Alternatively, Custom may be selected to allow the codecs to be configured for this extension,
using the arrow keys to select and order the codecs. Other fields may retain default values.

P

= SIP Extension: 8003 89107

|Edn | VoIP | 738 Fax|

| VolIP Silence Suppression

IP Address 0 0 0 0
[7] Local Hold Music
Codec Selection lSystem Defauilt 5 [7] Re-invite Supported
s [7] Codec Lockdown
G.722 64K S &% G.711 ALAW 64K N
G.723.1 6K3 MP-MLQ G.711 ULAW 64K [¥] Allow Direct Media Path

(.729(a) 8K CS-ACELP

To add a User, right-click on User in the Navigation pane, and select New. To edit an existing
User, select User in the Navigation pane, and select the appropriate user to be configured in the
Group pane. Configure the SIP parameters for each User that will be placing and receiving calls
via the SIP line defined in Section 5.6.2. To configure these settings, select the User tab if any
changes are required. The example below shows the changes required to use Avaya 1140E which
was used in test.

= Extn89107: 89107
LSIE"_L Personal Directory l Web Self-Administration‘%
User "Voicemail ! DND ] ShortCodes | Source Numbers TelephonyﬁrFonNardingirDial InirVoice Recording ] Button Programming
Name Extn89107
Password esesee
Confirm Password ssscsse
Conference PIN
Confirm Conference PIN
Account Status Enabled -
Full Name Ext 89107
Extension 89107

Email Address

Locale [ v\|
Priority {5 vl
System Phone Rights tNone 'I
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Select the Telephony tab. Then select the Supervisor Settings tab as shown below. The Login
Code will be used by the Avaya 1140E telephone user as the login password.

Personal Directory I Web Self-Administration |

User

Voicemail I DND I ShortCodes I Source Numbersl Telephony lForwa;qin_g_l Dial In I Voice Recording | Button Programming

Call Settings | Supervisor Settings | Multi-line Options | Call Log | TUI |
Login Code sescee Force Login

Confirm Login Code LTTTIT]

Login Idle Pericd (secs) Force Account Code
Monitor Group [<Nong> r] Force Autherization Code
Coverage Group [<N9ne> v] Incoming Call Bar

Status on No-Answer [Logggd On (No change) v] Outgoing Call Bar

Reset Longest Idle Time
@ AllCalls

() External Incoming

Inhibit Off-Switch Forward/Transfer
Can Intrude

Cannot be Intruded

Can Trace Calls

Deny Auto Intercom Calls

Remaining in the Telephony tab for the user, select the Call Settings tab as shown below.
Check the Call Waiting On box to allow multiple call appearances and transfer operations.

SIP | Personal Directory | Web Seff-Administration |
User | Voicemail | DND | ShortCodes | Source Numbers | Telephony | Forwarding | Dialn | Voice Recording | Button Programming
Call Settings | Supervisor Settings | Multi-line Options | Cali Log | TUI |
Outside Call Sequence [D_efault Ring v] Call Waiting On
Inside Call Sequence [Default- Ring v] [] Answer Call Waiting On Hold
Ringback Sequence [Default Ring v] Busy On Held
No Answer Time (secs) iSystem Default (15) E-i Offhook Station
Wrap-up Time (secs) i2 E”
Transfer Return Time (secs) !Of‘f :1
Call Cost Mark-Up 100
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Next, select the SIP tab in the Details Pane. To reach the SIP tab, click the right arrow on the
right hand side of the Details Pane until it becomes visible. The values entered for the SIP Name
and Contact fields are used as the user part of the SIP URI in the From header for outgoing SIP
trunk calls. These allow matching of the SIP URI for incoming calls without having to enter this
number as an explicit SIP URI for the SIP line (Section 5.7.2). As such, these fields should be
set to one of the DDI numbers assigned to the enterprise from Swisscom.

7 Extn89107: 89107
(User ﬁl 7Voicemail;]7£)NiD__ 7175hortCodesr IWSource Numbers I Telephonyr ]WForwardingr leriaI In TVoice Recording | Button Programmingﬁ
5 Announcements \ SIP \ Personal Directory | Web Self-Administrationi

SIP Name +4131x000080

SIP Display Name (Alias) Extn89107

Contact +4131000000

[7] Anenymous

The following screen shows the Mobility tab for user 89107. The Mobility Features and Mobile
Twinning are checked. The Twinned Mobile Number field is configured with the number to
dial to reach the twinned mobile telephone over the SIP Trunk. Other options can be set
accordingly to customer requirements.

b Extn89107: 89107*

SIP l Personal Directory I Web Self-Administration“!

AUser quicemail.I DNI-J l ShortCodes“ “Source Nu-mbers l Telephony I Forwarding l Dial In l Voice Recording l Button Programming | Menu Programming} Mobility ‘

1
Twin Bridge Appearances
Twin Coverage Appearances
Twin Line Appearances
[] Mobility Features
[¥] Mobile Twinning

Twinned Mobile Number

9003538940000l
(including dial access code)

Twinning Time Profile <None> v

Mobile Dial Delay (secs) 2
Mobile Answer Guard (secs) |0
| Hunt group calls eligible for mobile twinning
_| Forwarded calls eligible for mobile twinning
[] Twin When Logged Out
|| one-X Mobile Client
| Mobile Call Control

Mobile Callback
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5.9. Incoming Call Routing

An incoming call route maps an inbound DDI number on a specific line to an internal extension.
To create an incoming call route, right-click Incoming Call Routes in the Navigation Pane and
select New. On the Standard tab of the Details Pane, enter the parameters as shown below:

e Set the Bearer Capacity to Any Voice.

e Setthe Line Group Id to the incoming line group of the SIP line defined in Section

5.7.2.

e Set the Incoming Number to the incoming number that this route should match on.

Matching is right to left.
e Default values can be used for all other fields

= 18 +4131xxxxx90

| Standard iVoice Recording l Destinations%1

Incoming Sub Address

Bearer Capability [Any Voice v]
Line Group ID 18 v
Incoming Number +4131000080

Incoming CLI

Locale [ v]
Priority {1 - Low v]
Tag

Hold Music Source [System Source v]
Ring Tone Override None v

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. On completion, click the OK button (not shown). In this example, incoming
calls to the test DDI number +4131xxxxxxx90 on line 18 are routed to extension 89107.

7 18 +4131xxxxx90*
‘ Standard I Voice Recordingj Destinations l
TimeProfile Destination
b | Default Value |89107 Extn89107 v
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5.10. Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections. A screen like the one shown below is
displayed where the system configuration has been changed and needs to be saved on the system.
Merge, Immediate, When Free or Timed is shown under the Configuration Reboot Mode
column, based on the nature of the configuration changes made since the last save. Note that
clicking OK may cause a service disruption. Click OK to save the configuration

7

Save Configuration l =1 lﬁj

IP Office Settings
GSSCP_IPO9

Configuration Reboot Mode
@ Merge
1 Immediate
"1 When Free
) Timed
Reboot Time

14:03

Call Barring

ok || cancel |[ Hep
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Session Border Controller for Enterprise (Avaya
SBCE). The Avaya SBCE provides security and manipulation of signalling to provide an
interface to the Service Provider’s SIP Trunk that is standard where possible and adapted to the
Service Provider’s SIP implementation where necessary.

6.1. Accessing Avaya Session Border Controller for Enterprise

Access the Avaya SBCE using a web browser by entering the URL https://<ip-address>, where

<ip-address> is the management IP address configured at installation and enter the Username
and Password.

A\ L0G 10 10 Avarys Sassion Border Contioley P Erderceiss .

AVAYA =

Thie

Session Border Controller
for Enterprise

Once logged in, a dashboard is presented with a menu on the left-hand side. The menu is used as
a starting point for all configuration of the Avaya SBCE.

Session Border Controller for Enterprise AVAYA

Basnhbosd Dashboard
AQferastienon

BachupHesion

Syvteen anaze e e ———

GRODM Pl et Spwnez Tene Dt 2442 Py QW

Mesia Focking

Rousng AQYepele Lt v ary Ot mguw
Server Coofigurmse Pagh Lyasang Serrage Coet
Topusogy Hideg
Sgnatng tanpuaten
LS Girtnsprd

SNMP Traps

Tame of Disy Risey

LANS MBS Ma BU0ncieer 5w K

VIANI_Maf@c MNs Suosciter Five Moz
I T T e—— LANI_MEmias Na Sutns iter 7w Makted
Deve Spacife Senngs VLANY MewmBBC Mo Subucrter Five Met: et

VLANT_MessmBr N Sutecites #ow WAk el
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To view system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the case of the sample
configuration, a single device named VLAN3_MicroSBC is shown. To view the configuration
of this device, click View (the third option from the right).

Session Border Controller for Enterprise AVAYA

Daemnoam Sysem Management
Agmenvstimon

BaOupEleios

« || ptaten | | 554 VN || Lcmamg

System Management

QROM Maameters
CI0M Proves

PPEM Sences

hies

Do
TLS Managerme

Devite Specitc Sefstgs

The System Information screen shows the General Configuration, Device Configuration,
License Allocation, Network Configuration, DNS Configuration and Management IP
information.

System Information: VLAN3_MicroSBC X

General Configuration Device Configuration ~ License Allocation
Appliance Name VLAN3_MicroSBC HA Mode No Standard Sessions 0
Requasted:
Box Type SIP Two Bypass Mode No .
Advanced Sessions 0
Deployment Mode  Proxy Spestetd
Scopia Video Sessions
Requested:
CES Sessions 0
Requasted: 0
Encryption
— Network Configuration
IP Public IP Netmask Gateway Interface
10.10.3.30 10.10.3.30 255.255.255.0 10.10.3.1 Al
192.168.37.2 192.168.37.2 255.255.255.240 192.168.37.1 B1
~ DNS Configuration Man t IP(s)
Primary DNS 10.10.7.100 P 10.10.2.56
Secondary DNS 88383
DNS Location DMZ
DNS Client IP 10.10.3.30
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6.2. Global Profiles
When selected, Global Profiles allows for configuration of parameters across all Avaya SBCE

appliances.

6.2.1. Server Interworking Avaya

Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles -
Server Interworking and click on Add.

Enter profile name such as Avaya and click Next (Not Shown).

e Check Hold Support = None.
e Check Delayed SDP Handling.
e Check T.38 Support.
e All other options on the General Tab can be left at default.
® None
Hold Support O RFC2543-¢c=0.0.0.0
O RFC3284 - s=sendonly
120 Handling ® None O SDP O NoSDP
181 Handling ® None O sDP O NoSDP
182 Handling ® None O spP O NoSDP
133 Handling ® None O spP O NoSDP
Refer Handiing J
URI Group Nene v
Send Hold
Delsyed Offer
2xx Handling O
Diversion Header Support
Delayed SDP Handiing ¥
Re-Invite Handling ]
Prack Handling O
Allow 18X SDP
T.38 Support ¥
UR! Schemsa ®sp O TEL O ANY
Via Hesder Formst .. z::'zz;
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Default values can be used for the Advanced Settings window. Click Finish

Record Routes

Include End Point IP for Context Lookup
Extensions
Diversion Manipulstion
Diversion Condition
Diversion Header URI|
Has Remote SBC

Route Response on Via Port

DTMF Support

© None

O single Side

® Both Sides

O Dislog-initiate Only (Single Side)
O Dislog-initiste Only (Soth Sides)

O
Avaya V

O

None v

&
O

® None
O siP NOTIFY
O sIPINFO
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6.2.2. Server Interworking — Swisscom

Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles >

Server Interworking and click on Add.
Enter profile name such as Swisscom and click Next (Not Shown).
Check Hold Support = None.
Check Delayed SDP Handling.
Check T.38 Support.

All other options on the General Tab can be left at default.

Click on Next on the following screens and then Finish.

CMN; Reviewed:

Hold Support

150 Handling

181 Handling

132 Handling

133 Handling

Refer Handling
URI Group
Send Hold
Delsyed Offer

3xx Handling

Diversion Header Support

Delayed SDP Handiing

Re-Invite Handling
Prack Handling

Allow 18X SDP
T.38 Support

UR! Schems

Via Hesder Formst

® None

) RFC2543-¢=0.0.00
() RFC3264 - a=zendonly

® None O SDP
® None O SDP
® None O sDP
® None O sDP
O

Neone v

%]

@sip OTRL O

® RFC3261
() RFC2543

O No SDP

O NoSDP
) No SDP

O No SDP

ANY
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Default values can be used for the Advanced Settings window. Click Finish.

Record Routes

Include End Paint IP for Context Lookup
Extensions
Diversion Manipulstion
Diversion Condition
Diversion Header UR|
Has Remote SBC

Route Response on Via Port

DTMF Support

© None

O single Side

® Both Sides

O Dislog-initiate Only (Single Side)
O Dislog-initiste Only (Soth Sides)

O
Avaya V

O

None v

&
O

® None
() SiP NOTIFY
O s1P INFO
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6.2.3. Server Configuration — Avaya IP Office

Servers are defined for each server connected to the Avaya SBCE. In this case, Swisscom is

connected as the Trunk Server and IP Office is connected as the Call Server.

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow the configuration and management of various SIP call
server-specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat

signaling parameters and some advanced options.

From the left-hand menu select Global Profiles = Server Configuration and click on Add and
enter a descriptive name. On the Add Server Configuration Profile tab, set the following:

e Select Server Type to be Call Server.

e Enter IP Address / FQDN to 10.10.7.110 (IP Office LAN1 IP Address).
e For Port, enter 5060.
e For Transport, select TCP.
e Click on Next (not shown) to use default entries on the Authentication and Heartbeat
tabs.
Server Type
[ Add |
|P Address / FQDN Port Transport
10.10.7.110 5060 TCP Delete
[ Finish |
On the Advanced tab:

e Select Avaya for Interworking Profile.
e Click Finish.

Server Configuration Profile - Advanced X

Ensble DoS Protection =
Enable Grooming
Interworking Profile Avaya
Signaling Manipulstion Script None I;:_}
Connection Type SUBID E]
Secursble ]
[ Finish
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6.2.4. Server Configuration — Swisscom
To define the Swisscom SBC as a Trunk Server, navigate to Global Profiles = Server
Configuration and click on Add and enter a descriptive name. On the Add Server
Configuration Profile tab, set the following:

e Select Server Type to be Trunk Server.

e Enter IP Address / FQDN to 192.168.7.19 (Swisscom SBC FQDN Address).

e [or Port, enter 5060.

e For Transport, select UDP.
e Click on Next (not shown).

Server Type Trunk Server v
IP Address / FQDN Port Transport
[192.168.7.19 | [5060 | [uDP v| Delete

In the new window that appears, enter the following values as Swisscom require authentication

to connect to their network:
e Enabled Authentication:
User Name:
Realm:
Password
Confirm Password

Checked

Enter username provided by the Service Provider.
Enter realm details provided by the Service Provider.
Enter password provided by the Service Provider.
Re-enter password provided by the Service Provider.

Click Next to continue.

Enable Authentication ¥4
User Name [PRF{P ]

Realm l l
(Le3v2 blank 1o detect from servar chaliznge)

Password I l
{Leave Diank to keap existing password)

Confirm Password

CMN; Reviewed:
SPOC 7/11/2016

Solution & Interoperability Test Lab Application Notes
©2016 Avaya Inc. All Rights Reserved.

37 of 57
Swiss_IPO91SBC



In the new window that appears, enter the following values.

e Enabled Heartbeat:
e Method:

e Frequency:

e From URI:

e TO URI:

Click Next to continue.

Checked
Select REGISTER from the drop-down box.

Choose the desired frequency in seconds the Avaya SBCE

will send SIP REGISTERS.

Enter an URI to be sent in the FROM header for SIP
REGISTERs.

Enter an URI to be sent in the TO header for SIP
REGISTERs.

Enable Heartbeat )
Method REGISTER v
Frequency {300 I seconds
From URI I+4131)0000(90@192.16}
To URI [+4131000030@152.16]
On the Advanced tab:

e Select Swisscom for Interworking Profile.

e Click Finish.

Enable Grooming

Interworking Profile

Connection Type

Securasble

Ensble DoS Protection

Signaling Manipulation Script

O
O

| Swisscom v

SUBID. v

O
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6.2.5. Routing
Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Routing information is required for routing to IP Office on the internal side and Swisscom
addresses on the external side. The IP addresses and ports defined here will be used as the
destination addresses for signalling. If no port is specified in the Next Hop IP Address, default
5060 is used.

6.2.5.1Routing — Avaya

Create a Routing Profile for IP Office.
e Navigate to Global Profiles = Routing and select Add Profile.
e Enter a Profile Name and click Next.

Roufing Profile

Profile Name Avaya

The Routing Profile window will open. Use the default values displayed and click Add.

Routing Profile X

URI Group - [x] Time of Day default|»|
Load Balancing m_[ﬂ NAPTR
Transport NoneE] Next Hop Prionty |
Next Hop In-Dislog = ignore Route Header [
Click the Add button to add a Next-Hop Address.
[ Back | [ Finish |
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On the Next Hop Address window, set the following:
e Priority/Weight = 1.
e Server Configuration = Avaya (Section 6.2.3) from drop down menu.
e Next Hop Address = Select 10.10.7.110:5060 TCP from drop down menu.
e Click Finish.

Profile : Avaya X

Routing profiles with transport 8s TLS will not be usable until an encryption license has been acquired.

URI Group I E Time of Day de‘faultE]
Losd Balancing Priority [»] NaPTR
Transport Next Hop Priority [+
Next Hop In-Dislog [ Ignore Route Header =]
| Add |
Priority / Weight  Server Configuration Next Hop Address Transport
1 Avaya [*] [10.10.7.110:5060 (TCP) [+] e Delete
Finish |
6.2.5.2Routing — Swisscom
Create a Routing Profile for Swisscom.
e Navigate to Global Profiles = Routing and select Add Profile.
e Enter a Profile Name and click Next.
Routing Profile
Profile Neme
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The Routing Profile window will open. Use the default values displayed and click Add.

Routing Profile X

URI Group " E Time of Day ‘défauitB
Load Balancing [m_[ﬂ NAPTR
Transport NoneE Next Hop Priority 7|
Next Hop In-Dialog = Ignore Route Header [
Click the Add button to add a Next-Hop Address.
[ Back | | Finish |

On the Next Hop Address window, set the following:
e Priority/Weight = 1.
e Server Configuration = Swisscom (Section 6.2.4) from drop down menu.
e Next Hop Address = Select 192.168.7.19:5060 UDP from drop down menu.
e Click Finish.

Profile : Swisscom X

Routing profiles with fransport as TLS wll not be ussble antil 8n encrypbon license has been acquired.

URI Group Time of Day
Load Bslancing [ Priorty V| NAPTR

Transport None VvV Next Hop Priority O

Next Hop In-Dislog | Ignore Route Header |

Priority / Weight Server Configursation Next Hop Address Transport

[1 | [Swmsscom V| [192.168.7.19:5060 (UDF) V| [None V| Delete
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6.2.6. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. The local information can be overwritten with a domain name or IP addresses. The
default Replace Action is Auto, this replaces local information with IP addresses, generally the
next hop. Topology hiding has the advantage of presenting single Via and Record-Route headers
externally where multiple headers may be received from the enterprise. In some cases where
Topology Hiding can’t be applied, in particular the Contact header, IP addresses are translated to
the Avaya SBCE external addresses using NAT.

To define Topology Hiding for IP Office, navigate to Global Profiles = Topology Hiding from
menu on the left hand side. Click on Add and enter details in the Topology Hiding Profile pop-
up menu (not shown).
e Enter a descriptive Profile Name such as Avaya.
e If the required Header is not shown, click on Add Header.
e Under the Header field for To, From and Request Line, select IP/Domain under
Criteria and Overwrite under Replace Action. For Overwrite value, insert avaya.com.

e Click Finish (not shown).

Topology Hiding Profiles: Avays
At Rename | Clooe || Dalketo

oeinst [Topotegy Hiding |
ERALESS ety Crtterty Ropiace Action Overarts Value
Aveye Aefemed-9y P/ Doman A0
Swscom Request-Line IPDoman Crerwne avaya com

Via P Doman Auto

Refer-To IPDoman Ate -

IPDoman Cwsrnts FeRyA oM
Recoed-Route IPDoman Auto
From IPIDoman Crermrie avayacom
Eat
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To define Topology Hiding for Swisscom, navigate to Global Profiles 2 Topology Hiding
from the menu on the left hand side. Click on Add and enter details in the Topology Hiding
Profile pop-up menu (not shown).

e Inthe Profile Name field enter a descriptive name for Swisscom and click Next.

e If the required Header is not shown, click on Add Header.

e Under the Header field for To, From and Request Line, select IP/Domain under

Criteria and Auto under Replace Action.
e Click Finish (not shown).

Topology Hiding Profiles: Swisscom
A Rename Clone 1 Oederte

Topokgy Hong Profes CHCK frere 10 add 2 Sencrnoan

aefinnt

—
| Topology Hiding |

csco_th_profie

Repiace Acton

Avaya

Rasamed-By IFComen Auto —_
Swisscom Recuestiine \PComan Autn
Via IFComain Auto —
Ra%r-To IFComsn Auto —
Ta IFComan Aty —
Recod-Route IFComan Auto —
From IFComan Auto —_
Ednt
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6.3. Define Network Information

Network information is required on the Avaya SBCE to allocate IP addresses and masks to the
interfaces. Note that only the Al and B1 interfaces are used, typically the Al interface is used for
the internal side and B1 is used for external. Each side of the Avaya SBCE can have only one
interface assigned.

To define the network information, navigate to Device Specific Settings = Network
Management from the menu on the left-hand side and click on Add. Enter details in the blank
box that appears at the end of the list.
e Define the internal IP address with screening mask and assign to interface Al.
Select Save to save the information.
Click on Add.
Define the external IP address with screening mask and assign to interface B1.
Select Save to save the information.
Click on System Management in the main menu.
Select Restart Application indicated by an icon in the status bar (not shown).

Network Management: VLAN3_MicroS8C

==

VLAND MicroSBC Add

Network_B1 19256837 1 255255255240 B1 18218837 2 Ecit Bekle

Select the Interface Configuration Tab and use the Toggle button to enable the interfaces.

Network Management: VLAN3_MicroSBC
Dewces rierfiates IIlemml.'.‘
VLAN3_MicroSBC | AGEVLAN |
Interface Name VLANTag Status
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6.4. Define Interfaces

When the IP addresses and masks are assigned to the interfaces, these are then configured as
signalling and media interfaces.

6.4.1. Signalling Interfaces

To define the signalling interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Signaling Interface from the menu on the left hand side. Details of transport protocol and ports
for the internal and external SIP signalling are entered here.

To enter details of transport protocol and ports for the SIP signalling on the internal interface:

e Select Add and enter details of the internal signalling interface in the pop-up menu (not
shown).

¢ Inthe Name field enter a descriptive name for the interface.

e For Signaling IP, select the internal signalling interface IP addresses defined in Section
6.3.

e Select TCP port number, 5060 is used for IP Office.

To enter details of transport protocol and ports for the SIP signalling on the external interface:

e Select Add and enter details of the external signalling interface in the pop-up menu (not
shown).

e Inthe Name field enter a descriptive name for the external signalling interface.

e For Signaling IP, select the external signalling interface IP address defined in Section
6.3.

e Select UDP port number, 5060 is used for the Swisscom SIP Trunk.

The following screen shows the Signalling Interfaces created in the sample configuration for the
inside and outside IP interfaces.

Signaling Interface; VLAN3_MicroSBC

VLANI _MicroSBC

UG g o gk ketmg SN eustng SOy mtertIee Wil rgan an sppkcaton restar Bt fng gtect Apication 1ersns cam be Issusd fom Sesten

Mafeqnment

Sgnaing IP TCPPot  LUOPPot  TiSPet  TLS Peofi

hataert

10.10.3.30
Natwork_AS (AL VLANT

102.163.37 2
Fehwok_BtEL WLANT
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6.4.2. Media Interfaces

To define the media interfaces on the Avaya SBCE, navigate to Device Specific Settings 2
Media Interface from the menu on the left hand side. Details of the RTP and SRTP port ranges
for the internal and external media streams are entered here. The IP addresses for media can be
the same as those used for signalling.

To enter details of the media IP and RTP port range on the internal interface to be used in the
server flow:

Select Add Media Interface and enter details in the pop-up menu.

In the Name field enter a descriptive name for the internal media interface.

For Media IP, select the internal media interface IP address defined in Section 6.3.
Select RTP port ranges for the media path with the enterprise end-points.

To enter details of the media IP and RTP port range on the external interface to be used in the
server flow.

Select Add Media Interface and enter details in the pop-up menu.

In the Name field enter a descriptive name for the external media interface.

For Media IP, select the external media interface IP address defined in Section 6.3.
Select RTP port ranges for the external media path.

The following screen shows the Media Interfaces created in the sample configuration for the
inside and outside IP interfaces.

Media Interface: VLAN3_MicroSBC

VLANI MicroSBC

Modtying of daketitg an srastig mecta ntartace wil reguis ai aprcaton st el tbng sffact: Agetcison restare cas b ssued $oe Sywlem
Mivpgemint

Name :ﬁ’i{m Port Range
Int_Nsdia i 35000 - 43000
Ext_Mesa el L 35000 - 40000
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6.5. Server Flows

Server Flows combine the previously defined profiles into outgoing flows from IP Office to
Swisscom’s SIP Trunk and incoming flows from Swisscom’s SIP Trunk to IP Office. This
configuration ties all the previously entered information together so that signalling can be routed
from the IP Office to the PSTN via the Swisscom network and vice versa. The following screen
illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

SIP Trunk Service Provider
’,’ ,

g ;
o 2
& nr SR

Avaya SBCE

This configuration ties all the previously entered information together so that calls can be routed
from IP Office to Swisscom SIP Trunk and vice versa. The following screenshot shows all
configured flows.

Subscriber Flows | | Server Flows |

Hover over a row to see its description.

~ Server Configuration: Avaya

Priority  Flow Name URI Group Received Interface Signaling Interface End Point Policy Group Routing Profile

Call_Server & Ext_Sig Int_Sig default-low Swisscom View Clone Edit Delete
- Server Configuration: Swi m

Priority  Flow Name URIGroup  Received Interface Signaling Interface End Point Policy Group Routing Profile

Trunk_Server * Int_Sig Ext_Sig default-low Avaya View Clone Edit Delets
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To define a Server Flow for the Swisscom SIP Trunk, navigate to Device Specific Settings =
End Point Flows.

CMN; Reviewed:
SPOC 7/11/2016

Click on the Server Flows tab.

Select Add Flow and enter details in the pop-up menu.

In the Name field enter a descriptive name for the server flow for Swisscom SIP Trunk,
in the test environment Trunk_Server was used.

In the Server Configuration drop-down menu, select the Swisscom server configuration
defined in Section 6.2.4.

In the Received Interface drop-down menu, select the internal SIP signalling interface
defined in Section 6.4.1. This is the interface that signalling bound for the Swisscom SIP
Trunk is received on.

In the Signaling Interface drop-down menu, select the external SIP signalling interface
defined in Section 6.4.1. This is the interface that signalling bound for Swisscom SIP
Trunk is sent on.

In the Media Interface drop-down menu, select the external media interface defined in
Section 6.4.2. This is the interface that media bound for Swisscom SIP Trunk is sent on.
In the Routing Profile drop-down menu, select the routing profile of the IP Office
defined in Section 6.2.5.

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
the Swisscom SIP Trunk defined in Section 6.2.6 and click Finish.

Flow: Trunk_Server b 4

Flow Name [Trunk_Server I
Server Configurstion Swisscom V|
URI! Group b V|
Transport ° \:]
Remote Subnat [* I
Recewed Interface @
Signaling Interface Ext_Sig Vv
Medis Interface m@xa—v
End Point Policy Group | defauli-low v
Routing Profile Avaya v
Topology Hiding Profile [Swisscom V]
Signaling Manipulaton Script ["\one v
Remote Branch Office [Any v/
" Finish
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To define a Server Flow for IP Office, navigate to Device Specific Settings = End Point
Flows.

e Click on the Server Flows tab.

e Select Add Flow and enter details in the pop-up menu.

e Inthe Name field enter a descriptive name for the server flow for IP Office, in the test
environment Call_Server was used.

e Inthe Server Configuration drop-down menu, select the IP Office server configuration
defined in Section 6.2.3.

e Inthe Received Interface drop-down menu, select the external SIP signalling interface
defined in Section 6.4.1. This is the interface that signalling bound for IP Office is
received on.

¢ Inthe Signaling Interface drop-down menu, select the internal SIP signalling interface
defined in Section 6.4.1. This is the interface that signalling bound for IP Office is sent
on.

¢ Inthe Media Interface drop-down menu, select the internal media interface defined in
Section 6.4.2. This is the interface that media bound for IP Office is sent on.

e In the Routing Profile drop-down menu, select the routing profile of the Swisscom SIP
Trunk defined in Section 6.2.5.

¢ Inthe Topology Hiding Profile drop-down menu, select the topology hiding profile of IP
Office defined in Section 6.2.6 and click Finish.

Flow: Call_Server X

CMN; Reviewed:

Flow Name Eall_Ser‘.er ]
Server Configuration Avaya V|
URI Group [j]
Transport @
Remote Subnet [. ]
Received Interface Ext_Sig v
Signsling Interface @
Medis Interface Int_Media v
End Point Policy Group [defaul‘»lov-‘
Routing Profile
Topology Hiding Profile [:‘a‘_@;a—v
Signaling Manipulation Script None v
Remote Branch Cffice Any Vv

[ Finish |
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7. Swisscom SIP Trunk Configuration

The configuration of the Swisscom equipment used to support Swisscom’s SIP trunk is outside
of the scope of these Application Notes and will not be covered. To obtain further information on
Swisscom equipment and system configuration please contact an authorized Swisscom
representative.

8. Verification Steps

This section includes steps that can be used to verify that the configuration has been done
correctly.

8.1. SIP Trunk status

The status of the SIP trunk can be verified by opening the System Status application. This is
found on the PC where IP Office Manager is installed in PC programs under Start > All
Programs = IP Office - System Status (not shown).

Log in to IP Office System Status at the prompt using the Control Unit IP Address for the IP
office. The User Name and Password are the same as those used for IP Office Manager.

AVAYA IP Oice System Status

From the left hand menu expand Trunks and choose the SIP trunk (18 in this instance). The
status window will show the status as being idle and time in state if the Trunk is operational. The
IP address has been changed for security purposes.
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IP Office System Status

w(l) Status CUtilization Summary Alarms

B Extonsions (18)

B Trnke (9) SIP Trunk Summary
Line: 1 Peer Domaln Name! slpif{192.168.230.98
Liney 2 Resolved Address! 192.168,230,98
v5 -
i AR Line Number: 18
Line: 9
Line: 10 Number of Administered Channels: 10
[ ine: 18| Number of Channels in Use: 0
Administered Compression! G729.4, G711 A
Sllence Suppression: (=l
2 y SIP Trunk Channel Licenses: Unlimited
B 1P Hetworking 0%
SIP Trunk Channel Licenses in Use: 0

SIP Device Meatures:

1Channel Rel Current State Time in State  Remote Media Codec  Connaction Caller 10 or Other Party on Call

) o Addrass Ty Dialed Diglts
2 Idlle:

3 Idls

K] Idle

L3} ide

6 idie 146102

7 Idle 01146102

8 Idle 01146102

9 Idle 01:46:02

10 Tdle 01:46:02

8.2. Monitor

The Monitor application can also be used to monitor and troubleshoot IP Office. Monitor can
be accessed from Start - Programs = IP Office - Monitor. The application allows the
monitored information to be customized. To customize, select the button that is third from the
right in the screen below, or select Filters - Trace Options.

The following screen shows the SIP tab, allowing configuration of SIP monitoring. In this
example, the SIP Rx and SIP Tx boxes are checked. All SIP messages will appear in the
trace with the color blue. To customize the color, right-click on SIP Rx or SIP Tx and select
the desired color.

n | ; Voo | VPN WaN U Te . | 5= | Ja l
atw | ©M | o | ECod | FrameRoly | GOD | w323 | imeisce |
15DN | KepMavg | Dinctow | Meaw | FFP | B2 | Rouing | Soivices  SIP | Gymern |
Lverin
LT ] _] STUN 1™ 51" Dect
Packets
1° SIP Reg/Opt R ISP Mo Ak
I~ RIFPAsXpt Ta I~ SIF Mo Tw
I BIPCafw I T Moty Re
I SIPCM T T Nty T
WV Sip Nk [ s 1P Flter trows ivws rens e |
v SipTs 1 hew I
Dolowlt A¥ | Cleov AR | TanOswar| Tanseas| ox | cece |
SovuFie | toudfile | LosdFatel Fi|  Somct e |
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As an example, the following shows a portion of the monitoring window of a SIP handset

attempting registration to IP Office.

Fle EGt Vew Fles Stabs  Help

=al A gr xIy @ %/ -

Tiat SIV/2.0TTF 10, 00,9, 0341 04002 al 1 a8 branches nGaiiabt adbdar dasricad

Pax-Torwards: 70

From: <xip:090608nvays. comd ;taget SERASSCIN
3 NFavays. co

Yeb 4l odSbedn

TIE REGISTER

~Encoding: nt-is-2.0

Events: vg-ztopxre,dialog

t CasprBV0A0HL0. 10,9 Li4 crunapottetcpd ity
Expites: 84800

Ouppotted: path, butbuuand
Dez-hgeait: Avays LF Fhone L1408
$ont~GUID: DDIIBSESLFYE

{SIFLIADe. U403, U8, 00)

Cantsanr-Lengch: 0

La56E5365ml S1pt UIFDlalog F5116728 rreated, sige 1
198685970m8 &IF Txi TCF 10,10,9,100:5060 - 10,10.5,114)1408
FIP/2.0 401 Unauchorized
Viar f TCP 10,10.9,114: 1406 al1assbranch=zdnGC@Eeblessde 145 CHc4d
0608awaya. con> ; tageL SChASS5c30
s1ip: 0S0600avays. com> ; tag= felddaSOGialnantd
Call-IP: 449700LAI0d5he e
CSeq: 15796 REGISTER
Daez-Agent: IP Office O.1 |687301)

Supported: timer

LdeD4nip. dnzbance>"<urn: i d: 0UND0000-00DH - 1100 - 8(

Allows THVITE, ACK, UPTIONS, CANTEL, BYE, REFER, INFO, MESSANE, NOTIFY, UFDATE

Allow: INVITE, ACK, TANCEL, OFTIONI, BYE, REVER, NOTIFY, IRFU, SUDSCRIDE, REGISTER, PURLIEN
WN-Authancicate: Digeat nonce="f4ae 30400000422 . sonin="1potfice” . algost tha-2D S

DO0-UU2ABSSLLFFeS"

8.3. Avaya SBCE

This section provides verification steps that may be performed with the Avaya SBCE.

8.3.1. Incidents

The Incident Viewer can be accessed from the Avaya SBCE dashboard as highlighted in the
screen shot below.

Dashbosed Dashbhoard A
Admenestraaon " 5
ATtV DUULIC meet jop St 00 Cmme sl seathed U 00W O 00Erw Aatey daees Leowsyg £ 3y peas s abt! £ pudemsed portate of FRoe (127 (J0me Aeaary Peettrnares degtasstes
BachupResione
System Hamagerert L e, —sm—m—[awaaeeaaaaama—8m..
Glbs Paameters Spwan Tme D220 v1 PN QMT ’ £y
Glaoat Prodkes vatwer 121038728 VLANI_MEnSEC
PPM Sences -
Rekd Dale FrtJan 15 225317 EST 2048
Doman Pokcies
s L e Bisle P Oox
TLS Maragement
Device Spaciic Setirgs AgpvEats Lewmerg Cnenages
Fase Utesseg Oveiage Court 0
Lt Logges m o IRNE 22410 GVT
Faved Logn Aberpts b
Nerw Bame VIANI_Mz:3BEc No Suteciter Flow Mak el
VLANE MonBEC No Subeciter 7)om Maxnod
VLANI MEsBRC N3 Subaciter Fow Makhnd
VIAND MenSEC No Sutecrner 7iow Max o)
VLANS_MeeSEC No Sutecioer Fiom Max ol
v
twtarn T
o = |
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Use the Incident Viewer to verify Server Heartbeat and to troubleshoot routing failures.

Incident Viewer AVAYA

P

Device | Al v | category |Al v| [(Ciear) [_Retresh | [_Generate Report
Displaying results 1 to 15 out of 2000
Type D Date Time Category Device Cause

Routing Fallure 6869486871165253 71513 2:18 Policy VLAN3_MicroSBC ller_trver targat nor source da;Call Server, Sending 403
PM Forbidden

Routing Failure 628948811180314 7/8H3 =% Policy VIANAUMiaroSHEC - reidiar target-noraduron . Calt Befyer: Bending 403
PM Forbidden

ACK I 212

DIEI':;'“““ =l 6B6048761209324  7/15/123 P,':‘ S::é"rg‘p"“cy VLAN3_MicroSBC  General Method not allowed Out-O1-Dialog

Message Dropped 886048761209222  7/15/12 5,12 Policy VLAN3_MicroSBC  No Subscriber Flow Matched

Call Denied BEE04D761263328  7/18/13 é,:’ Policy VLAN3_MicroSBC  No Subscriber Flow Matched

Routing Mailure 606048751108370 711813 211 Policy VUANS: MicrosBe: -hotheriargetior souirde w Cal Berver, Sanong 403

Forbidden

8.3.2. Trace Capture
To define the trace, navigate to Device Specific Settings = Troubleshooting = Trace in the
menu on the left hand side and select the Packet Capture tab.

e Select the SIP Trunk interface from the Interface drop down menu.

e Select All from the Local Address drop down menu.

e Enter the IP address of the Service Provider’s SBC in the Remote Address field or enter
a * to capture all traffic.

e Specify the Maximum Number of Packets to Capture, 1000 is shown as an example.
e Specify the filename of the resultant pcap file in the Capture Filename field.

e Click on Start Capture.

Trace: VLAN3_MicroSBC

. |
VLANI_ MicroSB(C ey
Mo SE Packet Capoare: Consguration
Satuy Heady
Imertace 8 |»
Locai Address .
:‘=.;' M=
Remcte Address
<o £ PPen
Protocas Al Ts)
Macmum Number of Packets % Capire 1000
Cagpture Flename 2 o
U™ e naTe ot an sestng cavtow w overate t et peap
Start Capture Claar
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To view the trace, select the Captures tab and click on the relevant filename in the list of traces.

Trace: VLAN3_MicroSBC

oo | s

VLAN3 MicroSBC —

Fie See {bytes) Last Modiied

M6 June 18,2045 10:53:53 AM GMT Dezle

The trace is viewed as a standard pcap file in Wireshark. If the SIP trunk is working correctly, a
SIP response in the form of a 200 OK will be seen from the Swisscom network.
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9. Conclusion

These Application Notes demonstrated how IP Office Release 9.1 and Avaya Session Border
Controller for Enterprise can be successfully combined with Swisscom SIP Trunk solution as
shown in Figure 1.

The reference configuration shown in these Application Notes is representative of a basic
enterprise customer configuration and demonstrates Avaya IP Office with Avaya Session Border
Controller for Enterprise can be configured to interoperate successfully with the Swisscom SIP
Trunk service. This solution provides IP Office and Avaya Session Border Controller for
Enterprise users the ability to access the Public Switched Telephone Network (PSTN) via a SIP
trunk using the Swisscom SIP Trunk service thus eliminating the costs of analog or digital trunk
connections previously required to access the PSTN.
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Appendix A — Swisscom Customer Reference Topology
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Figure 2: Example of customer set-up connected to Swisscom SIP Trunk
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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