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Abstract

These Application Notes illustrate a sample configuration of Avaya Aura® Communication
Manager Release 7.0 and Avaya Aura® Session Manager 7.0 with SIP Trunks to the Avaya
Session Border Controller for Enterprise (Avaya SBCE) when used to connect the VVodafone
Next Generation Services SIP Trunking Service available from VVodafone (New Zealand).

Purely as an example, the lab setup is configured in a non-redundant configuration. Additional
resiliency could be built in as per the standard supported configurations documented in other
Avaya publications.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 1 of 64
SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VodafoneAura7



Table of Contents

ISR 101 oo [0 Tox 1 o o PSRRI 4
2. General Test Approach and TeSt RESUILS..........cccveiieieiieieeie e 5
2.1  Interoperability COMpPHANCe TeSTING........coiiiiiiirieieiee e 5
2.2 TESERESUILS ....vetiiieieie bbbt bbbt 5
2.3 SUPPOIT ettt 6

3. Reference Configuration ..........cccooiiiiiii i sre e 6
4.  Equipment and Software Validated ..o 7
5. Configure Avaya Aura® Communication Manager............ccccevvereevieieeseeieeseese e 8
5.1  System-Parameters CUSIOMEr-OPLiONS .........ccocviiririeiieieiesie e 8
5.2 SYStem-Parameters FEATUIES ........ccciiiiiiiiiiie ittt sre e sane e 9
ST B B - I o - o OSSR 10
5.4 1P INOUE NAMES.....veiuiirieieite sttt st sttt sttt st et st beabe e s e st et e beneesbesbenbeanes 11
5.5 P INErfaCe TOF PrOCK ......cuiiieii ettt sttt snee e 11
5.6 [P NEtWOIK REJIONS .....oiiuiiiiieie ettt sttt st e e e te e aneenas 12
T A | 0ol (=Tl o T =01 (=] £ PRT 15
5.8 SIP TIUNKS ...ttt ettt b ettt b e et e bbbt e nbe b ans 16
5.8.1  SIGNAIING GIOUP ....eoviiiiiitiiieie ettt bbbttt 16
TS 2 N 1101 QT (01U o SO PSS 17

5.9  Calling Party INfOrMatioN..........ccooiiiiiiieieiee e 20
5.10 Incoming Call Handling Treatment..........ccccovoiiiiiiieieeie e 21
5.11 OULDOUNT ROULING ...t 22
512  Avaya G450 Media Gateway ProViSioning ..........cccccevvvereiieieeiesiese e seese e 24
5.13 Save Communication Manager Translations............cooeoevereninienieeeese s 25
6. Configure Avaya Aura® SessSion ManAQer ..........cccueiviieiieieeiee e 25
6.1  Configure SIP DOMAIN .......ooiiiiiiiiiiiie et 26
6.2 CONFIQUIE LOCALIONS ......ccviiieie ettt te et nas 27
6.3 CONFIQUIE SIP ENTITIES ..ot 28
6.3.1  Configure Session Manager SIP ENtity .........cccccoovveviiie i 28
6.3.2  Configure Communication Manager SIP ENtity...........ccocvvviiniininiinenenc e 29
6.3.3  Configure Avaya SBCE SIP ENtity .........cccoviiiiiiieiece e 30

6.4 Configure ENLItY LINKS......coooiiiiiiiiiieee s 30
6.4.1  Configure Entity Link to Communication Manager...........cccceevveviveeveeiiieesneseeenns 31
6.4.2  Configure Entity Link for Avaya SBCE ..........cccoeiiiiiiieieiseeeee e 32

6.5  Configure ROULING POIICIES .......occuviiiiiiie it 32
6.5.1  Configure Routing Policy for Communication Manager............ccocererenerenennenn. 32
6.5.2  Configure Routing Policy for Avaya SBCE ...........cccccoviiiiiiiiiie e 33

6.6  CoNfigure Dial PATEINS.......coiiiiiieiiie et bbb 34
7. Configure Avaya Session Border Controller for ENterprise ........cccooeeveeiiieiiieiieiieesieeineens 36
7.1 System Management — STALUS .........ceoviiieiieiiiiesieee e 37
7.2 GlODAI PrOTIHIES. ... ettt 38
CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 64

SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VodafoneAura7



7.2.1  Uniform Resource Identifier (URIT) GrOUPS.......cccoeiirrierirnieie e 38

7.2.2  Server INterwWOorking — AVAYa........ccceiiiieiieiicie e se e sae e 38
7.2.3  Server Interworking — Vodafone .........ccccooiiiiiiiieieee e 42
7.2.4  Server Configuration — SeSSion ManAger .........c.ccoveveeieiieieeie e 43
7.2.5  Server Configuration — Vodafone..........ccooeeiiiieiienine e e 45
7.2.6  RoUtiNg — TO SESSION IMANAGET .......c.eeiveerieirieieeie e se e see e sre et ae e e nre e 46
7.2.7  RoUtING — TO VOUAFONE .....ocoiiiiiiiiiiee e 47
7.2.8  Topology HidiNG — AVAYA .....cc.ecoviiiieiieiieiieie e se e 48
7.2.9  Topology HIiding — VOodafone ...t 48
7.2.10 DOMAIN POICIES ..cuviuviiiiti ittt bbbt 49
7.2.11  APPHCAION RUIES......ccuiiiiiiiieieee e 49
7.2.12  BOFer RUIES ..ot 49
7.2.13  MEAIA RUIES ... 50
7.2.14  SigNAliNG RUIES ......oovieie ettt 51
7.2.15 ENAPOINt POIICY GIOUPS ... .ciuiiiieiieieie ittt 51

7.3 DeVice SPECITIC SELLINGS. ....cviiviiieiieeie ettt eas 51
7.3.1  Network ManagemeNnt........ccuoueieieieiesiesie e 51
7.3.2  MEdia INTEITACES. .. .iviiiiiiiiecie e 52
7.3.3  SIgNAlING INTEITACE ..o 53
7.3.4  Endpoint FIows — FOr SeSSion Manager ..........cccccveieeieiieieeiie e sieesieseesreesne e 53
7.3.5  Endpoint FIows — FOr VOdafONe..........ooiiiiiiiiieieee e 54

S Y= g Tor= L [0 g IR (=T o LSS 55
8.1  Avaya Session Border Controller for ENterprise..........ccovveriiinininieieiene e 55
8.2  Avaya Aura® Communication ManAgEN ...........cccverueiieieerieiiese e st 59
8.3  Avaya Aura® SesSion Manager STALUS ..........cceieririeierieniesie s 60
8.4 TelePRONY SEIVICES ....c.viieieiiicie ettt et re et eas 61

TR O] o 111 o o SRR 62
10.  AdditioNal REFEIENCES.......iiiiiiiieiee ettt b 62
CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 3o0f64

SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VodafoneAura7



1. Introduction

These Application Notes illustrate a sample configuration Avaya Aura® Communication
Manager Release 7.0 and Avaya Aura® Session Manager 7.0 with SIP Trunks to the Avaya
Session Border Controller for Enterprise (Avaya SBCE) when used to connect the VVodafone
Next Generation Services SIP Trunking Service available from VVodafone (New Zealand).

Avaya Aura® Session Manager 7.0 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Aura® Communication
Manager 7.0 is a telephony application server and is the point of connection between the
enterprise endpoints and Avaya Aura® Session Manager. The Avaya SBCE is the point of
connection between Avaya Aura® Session Manager and the Vodafone Next Generation Services
SIP Trunking Service and is used to not only secure the SIP trunk, but also to make adjustments
to VVolP traffic for interoperability.

The enterprise SIP Trunking Service available from Vodafone is one of many SIP-based Voice
over IP (VolIP) services offered to enterprises in New Zealand for a variety of voice
communications needs. The VVodafone Next Generation Services SIP Trunking Service allows
enterprises in New Zealand to place outbound local and long distance calls, receive inbound
Direct Inward Dialing (DID) calls from the PSTN, and place calls between an enterprise’s sites.

Purely as an example, the lab setup is configured in a non-redundant configuration (Single
Avaya Aura® Communication Manager, single Avaya Aura® Session Manager and a single
Avaya SBCE). Additional resiliency could be built in as per the standard supported
configurations documented in other Avaya publications.

On the private (enterprise) side, the Avaya Aura® Communication Manager “Processor
Ethernet” or “procr” interface of the Avaya Aura® Communication Manager is configured for
SIP Trunking and is a SIP entity with associated SIP entity links in Avaya Aura® Session
Manager. Additionally, the Avaya SBCE is also configured as a SIP entity and has associated
SIP entity links assigned within the Avaya Aura® Session Manager.

In the documented example, the “Processor Ethernet” of the Avaya server running Avaya Aura®
Communication Manager is configured for SIP Trunking to Avaya Aura® Session Manager and
the Avaya SBCE is utilizing TCP transport. The Avaya SBCE is connected to the VVodafone Next
Generation Services SIP Trunking Service, and as it is an industry default amongst SIP Service
Providers to use UDP for SIP signaling, the SIP signaling connectivity from the Avaya SBCE
toward VVodafone Next Generation Services uses UDP.

The Avaya SBCE performs conversion between TCP transport for SIP signaling used by Avaya
Aura® Session Manager to UDP transport commonly used by SIP Service Providers. The Avaya
SBCE also performs security and topology-hiding at the enterprise edge. In the sample
configuration, all SIP signaling and RTP media between the enterprise and VVodafone Next
Generation Services SIP Trunking Service solution flows through the Avaya SBCE.
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A customer interested in SIP Trunk survivability may want a redundant pair of Avaya SBCEs at
each site. Although the sample configuration verified in these Application Notes used only a
single Avaya SBCE configuration, actual verification testing of the Avaya SBCE in a High
Availability configuration with Avaya Aura® Communication Manager has been performed as
part of Avaya DevConnect compliance testing.

2. General Test Approach and Test Results

The general test approach was to make calls through the Avaya SBCE while DoS policies are in
place using various codec settings and exercising common and advanced PBX features.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows
between Avaya Aura® Session Manager, Avaya Aura® Communication Manager, the Avaya
SBCE, and the VVodafone Next Generation Services SIP Trunking Service.

The compliance testing was based on a standard Avaya GSSCP test plan. The testing covered
functionality required for compliance as a solution supported on the Vodafone Next Generation
Services SIP Trunk network. Calls were made to and from the PSTN across the VVodafone Next
Generation Services network. The following standard features were tested as part of this effort:
e SIP trunking (incoming and outgoing calls)
e Passing of DTMF events and their recognition by navigating automated menus
(interacting with Avaya Aura® Messaging 6.3.3)
PBX features such as hold, resume, conference and transfer
EC500 — call extending to mobile
G.711A, G.711MU and G.729A audio
Network Call Redirection
Basic Call Center scenarios
Faxing (using T.38 and G.711 fallback)
Remote Worker scenarios

2.2 Test Results

Interoperability testing of Vodafone Next Generation Services SIP Trunking Service was
completed with successful results for all test cases with the exception of the
observations/limitations described below.
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Faxing using T.38 is supported, and was tested successfully.

SIP Network Call Redirection using SIP 302 Redirection message — Inbound PSTN
calls to a Communication Manager vector which returns a SIP 302 response to VVodafone
with the new PSTN destination. Vodafone accepts the SIP 302; however, VVodafone keeps
sending INVITE to the vector instead of initiating new call to the new PSTN destination.
Vector redirect with REFER — Inbound PSTN calls to a Communication Manager
vector which are redirected by the vector to another PSTN destination fail.
Communication Manager performs the redirection by sending a SIP REFER message to
Vodafone with the new destination in the Refer-To header. The expectation is that
Vodafone will initiate a new connection to the number in the Refer-To header. However,
after the REFER message is sent, Vodafone sends a NOTIFY message containing 500
Server Internal Error and the call is not redirected.

Investigation at VVodafone shows that the REFER failure due to the interconnects with
other carriers are not widely supported, the REFER is actually getting rejected from
downstream carriers and the 500 error is being passed as received.

2.3 Support

Avaya: Avaya customers may obtain documentation and support for Avaya products by
visiting http://support.avaya.com

Vodafone: Customers should contact their Vodafone Business representative or follow
the support links available on http://vodafone.co.nz

3. Reference Configuration

The reference configuration used in these Application Notes is shown in the diagram below and
consists of several components.

Avaya Aura® Communication Manager running on VMware ESXi 5.5.

Avaya Aura® Session Manager running on VMware ESXi 5.5.

Avaya Aura® System Manager running on VMware ESXi 5.5.

Avaya Aura® Messaging running on VMware ESXi 5.5.

Avaya G450 Media Gateway.

Avaya Aura® Media Server running on VMware ESXi 5.5. The Media Server can act as
a media gateway GXxX series.

Avaya IP phones are represented with Avaya 9600 Series IP Telephones running
H.323/SIP software.

Avaya one-X® Communicator 6.2

Avaya Communicator for Windows 2.1

The Avaya SBCE provided Session Border Controller functionality, including, Network
Address Translation, SIP header manipulation, and Topology Hiding between the
Vodafone Next Generation Services SIP Trunking Service and the enterprise internal
network.

Outbound calls were originated from a phone provisioned on Avaya Aura®
Communication Manager. Signaling passed from Avaya Aura® Communication
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Manager and Avaya Aura® Session Manager to the Avaya SBCE, before being sent to
the Telecom network for termination.

e Inbound calls were sent from VVodafone, through the Avaya SBCE to the Avaya Aura®
Session Manager and Avaya Aura® Communication Manager. Communication Manager
terminated the call to the appropriate phone extension.

All IP addresses shown in the diagram are private IP addresses.

Mohile™.
R > Yodafone NGS SIP Trunk Service
PSTN phane S
P2t
¥ A
V4 N
\ )
Avaya Aura Media Server Avaya Aura System Manager 3
100.20.46.93 100.20.40.130 B1:10.128.197.31
I'-'-"é‘-—] I"'-".‘-'—'I Avaya Session Border
Controller for Enterprise
A1:100.20.47.31
I"'-"."-'—I ®
_ Avaya Aura Avaya Aura Session Manager
Communication Manager 100.20.46.131
Avaya G450 100.20.46.32
100.20.46.172
T - l‘-'.‘-—l
S Avaya Aura Messaging
Analog phone Fax 100.20.46.109

Avaya 98¢ IP phone

Figure 1: Network Components as Tested

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:
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Equipment/Software | Release/Version
Avaya

Avaya Aura® Communication Manager 7.0 7.0.0.2.0.441.22684

SP2

Avaya Aura® Session Manager 7.0 7.0.0.0.700007

Avaya Aura® System Manager 7.0 Build No. - 7.0.0.0.16266-7.0.9.912
Software Update Revision No:
7.0.0.0.4016

Avaya Aura® Messaging 6.3.3 6.3.3.0.11348

Avaya Session Border Controller for 7.0.0-21-6602

Enterprise 7.0

Avaya Media Gateway G450 G450 sw 37 20 0

Avaya Aura® Media Server 7.7 7.7.0.281

Avaya one-X® Communicator 6.2 6.2.10.03

Avaya Communicator for Windows 2.1 2.1.1.74

Avaya one-X® Agent H.323 2.5.8 2.5.58020.0

Avaya 96xx Series Deskphone — SIP phone S96x1 SALBR7 0 0r40 V4r83

Avaya 96xx Series Deskphone — H.323 phone | S9608 11HALBR6 6 1 15 V474

Service Provider
Vodafone Next Generation Services | Genband Q20 V8.3.8.2

5. Configure Avaya Aura® Communication Manager

This section describes the administration steps for Communication Manager in support of the
reference configuration described in these Application Notes. The steps are performed from the
Communication Manager System Access Terminal (SAT) interface. These Application Notes
assume that basic Communication Manager administration has already been performed.

Note — In the following sections, only the parameters that are highlighted in bold text are
applicable to these Application Notes. Other parameter values may or may not match based on
local configurations.

5.1 System-Parameters Customer-Options
This section reviews the Communication Manager licenses and features that are required for the
reference configuration described in these Application Notes.

NOTE - For any required features that cannot be enabled in the steps that follow, contact
an authorized Avaya account representative to obtain the necessary licenses.

Follow the steps shown below:
1. Enter the display system-parameters customer-options command. On Page 2 of the
form, verify that the Maximum Administered SIP Trunks number is sufficient for the
number of expected SIP trunks.
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display system-parameters customer-options
OPTIONAL FEATURES

IP PORT CAPACITIES

Maximum Administered H.323 Trunks:

Maximum Concurrently Registered IP Stations:

Maximum Administered Remote Office Trunks:

Maximum Concurrently Registered Remote Office Stations:
Maximum Concurrently Registered IP eCons:

Max Concur Registered Unauthenticated H.323 Stations:
Maximum Video Capable Stations:

Maximum Video Capable IP Softphones:

Maximum Administered SIP Trunks:

Maximum Administered Ad-hoc Video Conferencing Ports:
Maximum Number of DS1 Boards with Echo Calcellation:

12000
18000
12000
18000

41000
1000
24000
24000
522

Page

USED

OO NP OO OO N

2 of 12

2. On Page 6 of the form, verify that the Private Networking and Processor Ethernet

fields are set to y.

display system-parameters customer-options Page 6 of 12
OPTIONAL FEATURES
Multinational Locations? n Station and Trunk MSP? y
Multiple Level Precedence & Preemption? y Station as Virtual Extension? y
Multiple Locations? n
System Management Data Transfer? n
Personal Station Access (PSA)? y Tenant Partitioning? vy
PNC Duplication? n Terminal Trans. Init. (TTI)? y
Port Network Support? y Time of Day Routing? y
Posted Messages? y TN2501 VAL Maximum Capacity? y
Uniform Dialing Plan? y
Private Networking? y Usage Allocation Enhancements? y
Processor and System MSP? y
Processor Ethernet? y Wideband Switching? y
Wireless? n
Remote Office? y
Restrict Call Forward Off Net? y
Secondary Data Module? y
5.2 System-Parameters Features
Follow the steps shown below:
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1. Enter the display system-parameters features command. On Page 1 of the form, verify

that the Trunk-to-Trunk Transfer is set to all.

display system-parameters features Page 1
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n

Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 1
Off-Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS Dial Tone Required? y

Music (or Silence) on Transferred Trunk Calls? no
DID/Tie/ISDN/SIP Intercept Treatment: attendant
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
Automatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n

Auto Abbreviated/Delayed Transition Interval (rings): 2
Protocol for Caller ID Analog Terminals: Bellcore

Display Calling Number for Room to Room Caller ID Calls? n

of 19

2. On Page 9, verify that a text string has been defined to replace the Calling Party
Number (CPN) for restricted or unavailable calls. The compliance test used the value of

Restricted for restricted calls and Unavailable for unavailable calls.

display system-parameters features Page 9
FEATURE-RELATED SYSTEM PARAMETERS

CPN/ANI/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: Restricted
CPN/ANI/ICLID Replacement for Unavailable Calls: Unavailable

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200

of 19

5.3 Dial Plan
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The dial plan defines how digit strings will be used locally by Communication Manager. The
following dial plan was used in the reference configuration.

Follow the steps shown below:

e Enter the change dialplan analysis command to provision the following dial plan.
o 4-digit extensions with a Call Type of ext beginning with:
= The digits 865 for Communication Manager extensions (which is assigned by
Vodafone as DID numbers).
o 3-digit dial access code (indicated with a Call Type of dac), e.g., access code * for
SIP Trunk Access Codes (TAC).

display dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
6 1 fac
865 4 ext
8659 4 udp
9 1 fac
* 4 dac
# 4 fac

5.4 IP Node Names

Node names define IP addresses to various Avaya components in the enterprise. In the reference
configuration, a Processor Ethernet (procr) based Communication Manager platform is used.
Note that the Communication Manager procr name and IP address are entered during installation.
The procr IP address was used to define the Communication Manager SIP Entities in Section
6.3.2.

Follow the steps shown below:
e Enter the change node-names ip command, and add a node name and IP address for the
following:
o Session Manager SIP signaling interface (e.g., vm-sm1 and 100.20.46.131)

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
vm-sml 100.20.46.131
default 0.0.0.0
procr 100.20.46.32
procrb6 3§

5.5 IP Interface for Procr
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The display ip-interface procr command can be used to verify the Processor Ethernet (procr)

parameters defined during installation.
e Verify that Enable Interface? , Allow H.323 Endpoints? , and Allow H248 Gateways?

fields are setto y.
e In the reference configuration, the procr is assigned to Network Region: 1.

e The default values are used for the remaining parameters.

display ip-interface pro Page 1 of 2
IP INTERFACES

Type: PROCR
Target socket load: 19660

Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Gatekeeper Priority: 5

Enable Interface? y

Network Region: 1

IPV4 PARAMETERS

Node Name: procr IP Address: 100.20.46.32

5.6 IP Network Regions
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For the compliance testing, ip-network-region 1 was changed by the change ip-network-region
1 command with the following parameters:

e Set the Authoritative Domain field to match the SIP domain of the enterprise. In the
compliance testing, the domain name is interop.com. This domain name appears in the
“From” header of SIP message originating from this IP region.

e Enter a descriptive name in the Name field.

e Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Media Gateway. By default, both
Intra-region and Inter-region IP-I1P Direct Audio are set to yes. Shuffling can be
further restricted at the trunk level under the Signaling Group form.

e Set the Codec Set field to the IP codec set defined in Section 5.7.

e Default values can be used for all other fields.

display ip-network-region 1 Page 1 of 20
IP NETWORK REGION

Region: 1

Location: 1 Authoritative Domain: interop.com
Name: cmesl2 Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 16384 IP Audio Hairpinning? n

UDP Port Max: 53999
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 34
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
Subnet Mask: /24

On Page 4, define the IP codec set to be used for traffic in region 1. In the compliance testing,
Communication Manager, the Avaya G450 Media Gateway, IP/SIP phones, Session Manager
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and the Avaya SBCE were assigned to the same region 1. To configure the IP codec set between
regions, enter the desired IP codec set in the codec set column of the table with appropriate
destination region (dst rgn). Default values may be used for all other fields.

display ip-network-region 1 Page 4 of 20
Source Region: 1 Inter Network Region Connection Management I M
G A t
dst codec direct WAN-BW-limits Video Intervening Dyn A G c
rgn set WAN Units Total Norm Prio Shr Regions CAC R L e
1 1 all
2 n t
3
4
5
6
7
8
9
10
11
12
13
14
15

Non-IP telephones (e.g., analog, digital) derive their network region from the IP interface of the
Avaya G450 Media Gateway to which the device is connected. IP telephones can be assigned a
network region based on an IP address mapping.

To define network region 1 for IP interface procr, use change ip-interface procr command as
shown in the following screen.

display ip-interface proc Page 1 of 2
IP INTERFACES

Type: PROCR
Target socket load: 19660

Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5

IPV4 PARAMETERS
Node Name: procr IP Address: 100.20.46.32

Subnet Mask: /24

To assign network region 1 to the Avaya G450 Media Gateway, use change media-gateway
command as shown in the following screen.
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display media-gateway 1
MEDIA GATEWAY 1

Type:

Name :

Serial No:

Link Encryption Type:
Network Region:

Recovery Rule:

Registered?

FW Version/HW Vintage:
MGP IPV4 Address:

MGP IPV6 Address:
Controller IP Address:
MAC Address:

Mutual Authentication?

g450

cmesl2
101825378852
any-ptls/tls

1 Location:
Site Data:

none

y
37 .17 .0 /1
100.20.46.172

100.20.46.32
00:1b:4f£:3£:14:48

optional

Page 1 of

Enable CF? n

1
Site US

5.7 IP Codec Parameters
Follow the steps shown below:

1. Enter the change ip-codec-set x command, where X is the number of the IP codec set
specified in Section 5.6. On Page 1 of the ip-codec-set form, ensure that G.711A,
G.711MU and G.729A are included in the codec list. Note that the packet interval size

will default to 20ms.

change ip-codec-set 1 Page 1 of
IP CODEC SET
Codec Set: 1
Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711A n 2 20
2: G.711MU n 2 20
3: G.729A n 2 20
4:
5:
6:
7:
Media Encryption Encrypted SRTCP: enforce-unenc-srtcp
1: none
2:
3:
4:
5:

2. On Page 2 of the ip-codec-set form, set FAX Mode to t.38-G711-fallback.
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change ip-codec-set 1 Page 2 of 2

Maximum Call Rate for Priority Direct-IP Multimedia: 15360:Kbits

Packet
Mode Redundancy Size (ms)
FAX t.38-G711-fallback 0 ECM: y
Modem off 0
TDD/TTY Us 3
H.323 Clear-channel n 0
SIP 64K Data n 0 20

IP CODEC SET

Allow Direct-IP Multimedia? y
Maximum Call Rate for Direct-IP Multimedia: 15360:Kbits

5.8 SIP Trunks

SIP trunks are defined on Communication Manager by provisioning a Signaling Group and a
corresponding Trunk Group.

5.8.1 Signaling Group
This section describes the steps for administering the SIP trunk to Session Manager. This trunk
corresponds to the CMES12 SIP Entity defined in Section 6.3.2.

Enter the add signaling-group x command, where x is the number of an unused signaling group
(e.g., 1), and provision the following:

Group Type — Set to sip.

e Transport Method — Set to tls.

e Verify that IMS Enabled? is set to n.

e Verify that Peer Detection Enabled? is set to y. The systems will auto detect and set
the Peer Server to SM.

e Near-end Node Name — Set to the node name of the procr noted in Section 5.4.

e Far-end Node Name — Set to the node name of Session Manager as administered in
Section 5.4 (e.g., vm-sm1).

e Near-end Listen Port and Far-end Listen Port — Set to 5061

e Far-end Network Region — Set the IP network region to 1, as set in Section 5.6.

e Far-end Domain — Enter interop.com. This is the domain provisioned for Session
Manager in Section 6.1.

e DTMF over IP — Set to rtp-payload to enable Communication Manager to use
DTMF according to RFC 2833.

e Direct IP-IP Audio Connections — Set to y, indicating that the RTP paths should be
optimized directly to the associated stations, to reduce the use of media resources on
the Avaya Media Gateway when possible (known as shuffling).

e Enable Layer 3 Test — Set to y. This directs Communication Manager to send SIP
OPTIONS messages to Session Manager to check link status.

e Default values may be used for all other fields.
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display signaling-group 1 Page 1 of 3
SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
Q0-SIP? n
IP Video? y Priority Video? y Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: vm-sml
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1

Far-end Domain: interop.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 30

5.8.2 Trunk Group

Enter the add trunk-group x command, where x is the number of an unused trunk group (e.g.,
1). On Page 1 of the trunk-group form, provision the following:
e TAC — Enter a trunk access code that is consistent with the dial plan (e.g., *001).

e Direction — Set to two-way.
e Service Type — Set to public-ntwrk.
e Signaling Group — Set to the signaling group administered in Step 1 (e.g., 1).
e Number of Members — Enter the maximum number of simultaneous calls desired on
this trunk group (based on licensing) (e.g., 255).
display trunk-group 1 Page 1 of 22
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: y
Group Name: PRIV-TO-SM1 COR: 1 TN: 1 TAC: *001
Direction: two-way Outgoing Display? y
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 255

On Page 2, the Redirect On OPTIM Failure value is the amount of time (in milliseconds) that
Communication Manager will wait for a response (other than 100 Trying) to a pending INVITE
sent to an EC500 remote endpoint before selecting another route. If another route is not defined,
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then the call is cancelled after this interval. This time interval (in milliseconds) should be equal
to the time interval defined by the Alternate Route Timer on the signaling group form
described in Section 5.8.1.

Verify that the Preferred Minimum Session Refresh Interval is set to a value acceptable to the
service provider. This value defines the interval that re-INVITES must be sent to keep the active
session alive. For the compliance test, the value of 900 seconds was used.

display trunk-group 1 Page 2 of 22
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 30000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 900

Disconnect Supervision - In? y Out? y

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

On Page 3, set the Numbering Format field to private. This field specifies the format of the
calling party number (CPN) sent to the far-end.
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Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y. This will
allow the CPN displayed on local endpoints to be replaced with the value set in Section 5.2, if
the inbound call enabled CPN block. For outbound calls, these same settings request that CPN
block be activated on the far-end destination if a local user requests CPN block on a particular
call routed out this trunk. Default values were used for all other fields.

display trunk-group 1 Page 3 of 22
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

On Page 5, set the Network Call Redirection field should be set to n. Setting the Network
Call Redirection flag to y enables use of the SIP REFER message for call transfer; otherwise the
SIP INVITE message will be used for call transfer. Both approaches are supported with this
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solution. However, be aware of the observation described in Section 2.2 when using REFER

with vectors.

Set the Send Diversion Header field to y and the Support Request History field to n. The
Send Diversion Header field provides additional information to the network if the call has been
redirected. These header modifications are needed to support the call display for call forwarding
of inbound calls back to the PSTN and some Extension to Cellular (EC500) call scenarios. See
Section 2.2 for details and Section 7.6.1 for the Avaya SBCE configuration.

add trunk-group 3
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+4+' to Calling/Alerting/Diverting/Connected Number?
Send Transferring Party Information?

Network Call Redirection?

Send Diversion Header?
Support Request History?
Telephone Event Payload Type:

Convert 180 to 183 for Early Media?

Always Use re-INVITE for Display Updates?
Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?
Accept Redirect to Blank User Destination?
Enable Q-SIP?

Page

S BB

101

S BB B

-Asserted-Identity

5 of 21

5.9 Calling Party Information
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The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Use the
change public-unknown-numbering command to create an entry for each extension which has

a DID assigned. The DID number will be assigned by the SIP service provider. It is used to
authenticate the caller.

In the sample configuration, the 09 950 865x DID numbers provided for testing were assigned to
the extensions 865x. Thus, these same DID numbers were used in the outbound calling party
information on the service provider trunk when calls were originated from these extensions.

display public-unknown-numbering 1 Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len
Total Administered: 4
7 203 1212 11 Maximum Entries: 9999
7 203 14 1214 11
7 203 15 1215 11 Note: If an entry applies to
4 865 1 09950 9 a SIP connection to Avaya
Aura (R) Session Manager,
the resulting number must
be a complete E.164 number.
Communication Manager
automatically inserts
a '+' digit in this case.
Repeat the same in private-numbering table:
display private-numbering 1 Page 1 of 2
NUMBERING - PRIVATE FORMAT
Ext Ext Trk Private Total
Len Code Grp (s) Prefix Len
7 203 7 Total Administered: 3
7 203 1 7 Maximum Entries: 540
4 865 1 09950 9

5.10 Incoming Call Handling Treatment
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In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. DID number sent by Vodafone can be mapped
to an extension using the incoming call handling treatment of the receiving trunk-group. Use the
change inc-call-handling-trmt trunk-group command to create an entry for each DID.

change inc-call-handling-trmt trunk-group 1 Page 1 of 30
INCOMING CALL HANDLING TREATMENT

Service/ Number  Number Del Insert

Feature Len Digits

public-ntwrk 12 +12122031070 8 1212209

public-ntwrk 12 +1212203 5

public-ntwrk 11 12122031070 7 1212209

public-ntwrk 11 1212203 4

public-ntwrk 9 09950 5

public-ntwrk

5.11 Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route an
outbound call via the SIP trunk to the service provider. In the compliance testing, a single digit 9
was used as the ARS access code. An enterprise caller will dial 9 to reach an outside line. To
define feature access code (fac) 9, use the change dialplan analysis command as shown below.

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
6 1 fac
865 4 ext
8659 4 udp
9 1 fac
* 4 dac
# 4 fac

Use the change feature-access-codes command to define 9 as the Auto Route Selection (ARS)
— Access Code 1.
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display feature-access-codes Page 1 of 11
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code: #113
Abbreviated Dialing List2 Access Code: #114
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code: #014
Answer Back Access Code: #001
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code:
Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2: 6
Automatic Callback Activation: #002 Deactivation: #003
Call Forwarding Activation Busy/DA: #004 All: #005 Deactivation: #006
Call Forwarding Enhanced Status: #007 Act: #008 Deactivation: #009
Call Park Access Code: #010
Call Pickup Access Code: #011
CAS Remote Hold/Answer Hold-Unhold Access Code: #012
CDR Account Code Access Code: #013
Change COR Access Code:
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: Close Code:

Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance testing. All dialed strings are mapped to route pattern 1 for an outbound call which
contains the SIP trunk to the service provider (as defined next).

change ars analysis 0 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
00 10 14 1 pubu n
09 8 10 1 pubu n
111 3 3 1 emer n

As mentioned above, the route pattern defines which trunk group will be used for the outbound
calls and performs necessary digit manipulation. Use the change route-pattern command to
configure the parameters for route pattern 1 in the following manner.
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e Pattern Name: Enter a descriptive name.

e Grp No: Enter the outbound trunk group for the SIP service provider. For the
compliance testing, trunk group 1 was used.

e FRL.: Set the Facility Restriction Level (FRL) field to a level that allows access to
this trunk for all users that require it. The value of O is the least restrictive level.

e Numbering Format: unk-unk. See setting of the Numbering Format in the trunk
group form for full details in Section 5.9.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: sip
SCCAN? n Secure SIP? n Used for SIP stations? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 1 0 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM Sub Numbering LAR
012M4 W Request Dgts Format
l: yyyyyn n rest unk-unk none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: yyyyyn n rest none
S5: yyyyyn n rest none
6: yyyyyn n rest none

5.12 Avaya G450 Media Gateway Provisioning
In the reference configuration, a G450 Media Gateways is provisioned. The G450 is used for
local DSP resources, announcements, Music On Hold, etc.

Note — Only the Media Gateway provisioning associated with the G450 registration to
Communication Manager is shown below.

1. SSH to the G450 (not shown). Note that the Media Gateway prompt will contain ??? if

the Media Gateway is not registered to Communication Manager (e.g., cmes12-

???(super)#).

Enter the show system command and note the G450 serial number (e.g., 101S25378852).

3. Enter the set mgc list x.x.x.x command where X.x.X.X is the IP address of the
Communication Manager Procr (e.g., 100.20.46.172).

N

4. Enter the copy run copy start command to save the G450 configuration.

5. On Communication Manager, enter the add media-gateway x command where X is an
available Media Gateway identifier (e.g., 1). The Media Gateway form will open (not
shown).

Enter the following parameters:
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e Set Type = G450.

e Set Name = Enter a descriptive name (e.g., cmes12).

e Set Serial Number = Enter the serial number copied from Step 2 (e.g.,
101S25378852).

e Setthe Encrypt Link parameter as desired (n was used in the reference
configuration).

e Set Network Region = 1.

When the Media Gateway registers, the SSH connection prompt will change to reflect the Media
Gateway ldentifier assigned in Step 5 (e.g., cmes12-001(super)#).
6. Enter the display media-gateway 1 command, and verify that the G450 has registered.

display media-gateway 1 Page 1 of 2
MEDIA GATEWAY 1

Type: g450
Name: cmesl2
Serial No: 10IS25378852
Link Encryption Type: any-ptls/tls Enable CF? n
Network Region: 1 Location: 1
Site Data: Site US
Recovery Rule: none

Registered? vy
FW Version/HW Vintage: 37 .17 .0 /1
MGP IPV4 Address: 100.20.46.172
MGP IPV6 Address:
Controller IP Address: 100.20.46.32
MAC Address: 00:1b:4f:3f:14:48

Mutual Authentication? optional

5.13 Save Communication Manager Translations
After the Communication Manager provisioning is completed, enter the command save
translation.

6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:
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e SIP domain

e Logical/physical Location that can be used by SIP Entities

e SIP Entities corresponding to Communication Manager, Session Manager and the Avaya
SBCE

e Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

e Routing Policies, which control call routing between the SIP Entities

e Dial Patterns, which govern to which SIP Entity a call is routed

e Session Manager, corresponding to the Session Manager server to be managed by System
Manager

It may not be necessary to configure all the items above when creating a connection to the
service provider since some of these items would have already been defined as part of the initial
Session Manager installation. This includes items such as certain SIP domains, locations, SIP
entities, and Session Manager itself. However, each item should be reviewed to verify the
configuration.

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. In the Log On screen (not shown), enter appropriate User ID and Password
and press the Log On button. Once logged in, the Home screen is displayed. From the Home
screen, under the Elements heading in the center, select Routing.

6.1 Configure SIP Domain
Follow the steps shown below:
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1. Select Domains from the left navigation menu. In the reference configuration, domain
interop.com was defined.

2. Click New (not shown). Enter the following values and use default values for remaining
fields.
e Name: Enter the enterprise SIP Domain Name. In the sample screen below,

interop.com is shown.

e Type: Verify sip is selected.
e Notes: Add a brief description (optional).

3. Click Commit to save (not shown).

Frimary Sarder - Aobive Mods [GR Replostion - Enabled)

Hout
Adaptstions [ More AEinng =
S Dl
Entity Links 4 lems Filter: Erabie
Wi Banges Mame npec Moles
Eoutisg Polickes MLERESFLEA d
il Patterns
intErcE-hen. Com up AAN daman for bam sika
Regular Expresslons EFRESFCE FIETOg. Com ip
[ owaus [EEERERRPR

g Home [ EI % Houtb fo i [ =]

Domain Management

intRroE-hanoi.com up AAN darrain for harsai arts

6.2 Configure Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. In the
reference configuration, location USsite is configured.

Follow the steps shown below:
1. Select Locations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Name: Enter a descriptive name for the Location (e.g., USsite).
e Notes: Add a brief description.
2. Click Commit to save. (not shown)

Pt} Grmente ) Sawting / bee atenmns -]

Location

27 Mens - -im

aaaaana,
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6.3 Configure SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it which includes Communication Manager and Avaya SBCE.

6.3.1 Configure Session Manager SIP Entity

Follow the steps shown below:
1. In the left pane under Routing, click on SIP Entities. In the SIP Entities page, click on

New (not shown).

2. Inthe General section of the SIP Entity Details page, provision the following:

e Name - Enter a descriptive name (e.g., vm-sm1).

e FQDN or IP Address — Enter the IP address of Session Manager signaling interface,
(not the management interface), provisioned during installation (e.g., 100.20.46.131).

e Type — Verify Session Manager is selected.

e Location — Select location USsite.

e Outbound Proxy — (Optional) Leave blank or select another SIP Entity. For calls to
SIP domains for which Session Manager is not authoritative, Session Manager routes
those calls to this Outbound Proxy or to another SIP proxy discovered through DNS
if Outbound Proxy is not specified.

e Time Zone — Select the time zone in which Session Manager resides.

3. Inthe SIP Monitoring section of the SIP Entity Details page, configure as follows:

e Select Use Session Manager Configuration for SIP Link Monitoring field.

e Use the default values for the remaining parameters.

Primary Saredy - Amve Mads (GR Repbcation - Ensbied)

1o
- o« Mame { Elements | Raubing / S0P Entitaes (4]
or
SIP Entity Details Cummt | Canoal
19 Entitioy * Name: ym-zmi
EM l.lnhs ' FQDN or [P Address: L0020 46,134
Timn langes Type:  Sassiun Managar
Reeting Pelicies Netes: ‘vrware sml
Dlal Patterns
choe Lotalien: USdls
Outhound Prexy:
Time Zoae:  AnancaMNaw_York .
Credentisd name:
SIP Link Monitering:  Uce Sescion Managar Configuranan (e
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6.3.2 Configure Communication Manager SIP Entity

Follow the steps shown below:
1. Inthe SIP Entities page, click on New (not shown).
2. Inthe General section of the SIP Entity Details page, provision the following:
e Name — Enter a descriptive name (e.g. CMES12).
e FQDN or IP Address — Enter the IP address of Communication Manager Processor
Ethernet (procr) (e.g. 100.20.46.32).
Type — Select CM.
Location — Select a Location USsite administered in Section 6.2.
Time Zone — Select the time zone in which Communication Manager resides.
In the SIP Link Monitoring section of the SIP Entity Details page select:
o Select Use Session Manager Configuration for SIP Link Monitoring field,
and use the default values for the remaining parameters.
3. Click on Commit.

* hewting « Hume J Elements § Rooting { STP Entites 1+

Demeis:
Lecations
Adaptations
517 T mtithes * Name: CMESI2

'umy Unks * FQON ar 1P Address: 100,20 &4.352
f.-innﬁn; Type: M

Routes Policies Notes: interop CMES12 US zite

SIP Entity Details Commet | Canesl

Adaptatian: -

Defaults Lacation:  ULine -
Time Zonw:  Amenca/New Vork «!
* SIP Timer B/F (In seconds): 4
Credential name
Seturable:

Call Detall Recording: ncre =

Loop Detection Mode:  Off -

SIP Link Monitoring:  Use Session Manasgs: Corfguraton —.;
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6.3.3 Configure Avaya SBCE SIP Entity

Repeat the steps in Section 6.3.2 with the following changes:
e Name — Enter a descriptive name (e.g., SBCE_vodafone).
e FQDN or IP Address — Enter the IP address of the Al (private) interface of the
Avaya SBCE (e.g., 100.20.47.31).
e Type — Verify SIP Trunk is selected.
e Location — Select location USsite (Section 6.2).

prver - Active Mode (GA Rephoanon - Eradied]

* Routiey + 1eme / Flomend iy J Rosting / SIF Eatities [+

Damains

SIP Entity Details Commt | - Carcel

* Name: SBCE vodafons
Y FQON or 1P Address: 100,50 47 31
Type: SIF Trum

Notes:

Adaptation:

Location: Szt
Time Zone:  Smencafiews Yoo |
Y S1P Tiower B/F (in seconds): 4
Credestial name:
Seturable:

Call Detall Recording: =orwss =

Lotp Detection Mode: O
Loop Count Threshnld: &

Loop Detection Interval (o msec). 200

S1P Link Mesitoring:  Use Sesion Manager Configur «hie » |

6.4 Configure Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
During compliance testing, two Entity Links were created, one for Communication Manager and
another for Avaya SBCE. To add an Entity Link, navigate to Routing = Entity Links in the left
navigation pane and click the New button in the right pane (not shown). Fill in the following
fields in the new row that is displayed:
e Name: Enter a descriptive name.
e SIP Entity 1: Select the Session Manager defined in Section 6.3.1.
e Protocol: Select the transport protocol used for this link, TLS for the Entity Link to
Communication Manager and TCP for the Entity Link to the Avaya SBCE.
e Port: Port number on which Session Manager will receive SIP requests from the far-end.
For Communication Manager, this must match the Far-end Listen Port defined on the
Communication Manager.
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e SIP Entity 2: Select the name of the other systems. For Communication Manager, select
the Communication Manager SIP Entity defined in Section 6.3.2. For Avaya SBCE,
select Avaya SBCE SIP Entity defined in Section 6.3.3

e Port: Port number on which the other system receives SIP requests from Session
Manager. For Communication Manager, this must match the Near-end Listen Port
defined on the Communication Manager.

e Connection Policy: Select Trusted.

e Click Commit to save.

6.4.1 Configure Entity Link to Communication Manager
Follow the steps shown below:
1. In the left pane under Routing, click on Entity Links, then click on New (not shown).
2. Continuing in the Entity Links page, provision the following:
e Name — Enter a descriptive name (or have it created automatically) for this link to
Communication Manager (e.g., vm-sm1 CMES12 5061 TLS).
e SIP Entity 1 — Select the SIP Entity administered in Section 6.3.1 for Session
Manager (e.g., vm-sm1l).
e SIP Entity 1 Port — Enter 5061.
e Protocol — Select TLS
e SIP Entity 2 —Select the SIP Entity administered in Section 6.3.2 for the
Communication Manager internal entity (e.g., CMES12).
e SIP Entity 2 Port - Enter 5061.
e Connection Policy — Select Trusted.
3. Click on Commit.

arver - Activw Made (GF Replcstion « Basbiind)

o Mume § Elamont ts [ Beuting / Entity Links

Malp

Entlty Links Commet |

Eotity Links

Timn Ranges

Soting Pulicees

-----
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6.4.2 Configure Entity Link for Avaya SBCE

To configure this Entity Link, repeat the steps in Section 6.4.1, with the following changes:

e Name — Enter a descriptive name (or have it created automatically) for this link to the
Avaya SBCE (e.g., vm-sm1_SBCE_vodafone_5060_TCP).

e SIP Entity 1 Port — Enter 5060

e Protocol — Select TCP

e SIP Entity 2 — Select the SIP Entity administered in Section 6.3.3 for the Avaya
SBCE entity (e.g., SBCE_vodafone).

e SIP Entity 2 Port - Enter 5060

« Hute | Flemow 1s [ Buuting / Entity Links [+)

Entity Links Commt | Carcel

1lwm o [ LR e

Entity Links

Thus Ranges wame AIP Eatity | Fratadnl  Part SIP Patity 2 (N::"‘ ......
oting Pullcies

6.5 Configure Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.4. Two routing policies were added, one for Communication Manager and
another for Avaya SBCE. To add a routing policy, navigate to Routing = Routing Policies in
the left navigation pane and click the New button in the right pane (not shown). The following
screen is displayed.

In the General section, enter the following values:
e Name: Enter a descriptive name.
o Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select appropriate SIP entity to which this routing policy applies and click Select. The
selected SIP Entity is displayed in the Routing Policy Details page as shown below. Use default
values for remaining fields. Click Commit to save.

6.5.1 Configure Routing Policy for Communication Manager

This Routing Policy is used for inbound calls from Vodafone.
1. Inthe left pane under Routing, click on Routing Policies. In the Routing Policies page
click on New (not shown).
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2. Inthe General section of the Routing Policy Details page, enter a descriptive Name for
routing Vodafone calls to Communication Manager (e.g., Policy CMES12), and ensure
that the Disabled checkbox is unchecked to activate this Routing Policy.

3. Inthe SIP Entity as Destination section of the Routing Policy Details page, click on
Select and the SIP Entity list page will open.

4. Inthe SIP Entity List page, select the SIP Entity administered in Section 6.3.2 for the
Communication Manager SIP Entity (CMES12), and click on Select.

5. Note that once the Dial Patterns are defined they will appear in the Dial Pattern section
of this form.

6. No Regular Expressions were used in the reference configuration.

7. Click on Commit.

« Mume J Elements £ Buuting [ Seoking Puli e o

Routing Policy Details Commt | | Ganesi
" Adogtations

ST Entities
e X AR T TN ' Name: Sohcy CMERLY

Eatity Unks
Tl Ranyos

Disabled:

* Retries: O
Houtey Pollckes

0 Batturms Notes: Cabs to CMESLZ
Hegular Exprossions
Delaults

Sekcx

FQBN ar 1P Address Type

6.5.2 Configure Routing Policy for Avaya SBCE
This Routing Policy is used for outbound calls to the service provider. Repeat the steps in
Section 6.5.1, with the following changes:
e Name — Enter a descriptive name for this link to the Avaya SBCE (e.qg.,
Policy SBCE_Vodafone).
e SIP Entity List —Select the SIP Entity administered in Section 6.3.3 for the Avaya
SBCE entity (e.g., SBCE_Vodafone).

* sz [Folicy SECE_vodsfone
Oisabbed

* meiriess 0
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6.6 Configure Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
testing, dial patterns were needed to route calls from Communication Manager to VVodafone and
vice versa. Dial Patterns define which routing policy will be selected for a particular call based
on the dialed digits, destination domain and originating location. To add a dial pattern, navigate
to Routing > Dial Patterns in the left navigation pane and click New button in the right pane
(not shown).

In the General section, enter the following values:
e Pattern: Enter a dial string that will be matched against the “Request-URI” of the call.
Min: Enter a minimum length used in the match criteria.
Max: Enter a maximum length used in the match criteria.
SIP Domain: Enter the destination domain used in the match criteria.
Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
Three examples of the dial patterns used for the compliance testing were shown below, one for

outbound calls from the enterprise to the PSTN, one for inbound calls from the PSTN to the
enterprise and another one for Avaya SIP extensions.

The first example shows that 8-digit to 10-digit dialed numbers that has a destination domain of
“interop.com” uses route policy to Avaya SBCE as defined in Section 6.5.2

o 1haans / Klements [/ Ranting / Dl Farterns

Dial Pattern Details omne | Can

* Pattern 06
* M &
Mox: 10
Fmwrgency Call

Emergency Priacity

Emargency Type:

BIF Demaln  HTeoe oM

.........

1 trom FADOC kit

Yodefane
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The second example shows that outbound 09-digit to 14-digit numbers that start with 00 uses
route policy to Avaya SBCE as defined in Section 6.5.2 for international calls.

Primary Secver - Lotive Mads (GR Regboation - Enstied)

© Roitey « Mame { Elwments [ Ruating { Disl Pattems o
—_— al
Domains Help ?
PUETENTE, Gommt | Canosl
e Dial Pattern Details
Adagtations
NIV Eiinies
R AN * Patters: 00
Entivy Links
v ' M G
Timo Kenges

P Tor * Max 14
Rowting Pelicies *
Dlal Patterny Emergency Call
Mnmw Emergency Priority:
Dufanity Emergency Type
S1P Domals:  interop cam _-;J
Notes.
i Fie |
Aca Hamose
1w 2 FkBs: Enable
2 _ Onginakieg Lorstinn Routing Pulicy  Routing Palicy Rowting Palicy
Originatiog LOCAtion Name =t HOutsag Pelecy Mame  Hank Diasdiad AT Kionis
AL Puley_SBCE_Vodaters 0 IDCE_yodetane aulgmng calle b
vadsfone
Sadact . Al

The third example shows that 09-digit pattern that start with 09950 is used for inbound calls from
Vodafone to DID numbers on Avaya Aura® Communication Manager.

FNmary Sevver - Active Node (GR Asplination - Ensblad]

Humn Houtimg ™3
+ Mume [ Blements § foating / Dusl Fettorns
Helo
Dial Pattern Details Commit || Cancet
Uncations
Adaptations
AT S mtities
— * Battern; 0990
Eatity Links
: - fMine o
Flome Ranges
R * Max;
Routeg Polldes s
el Satterns Emergency Call:
Hegular Expression Emergency Priority: |
Defaulte Emergency Type:
S Domain: AL -
Notes: OIO incaming cal from Vodatone
nginating Locations and | ting Policie
Add Roovw
P Fiter; Enidide
Orbinating Lecation Narie « | PPENating Lat atses Huutimg Pafecy Rk Routing Palicy Ruuting Pultcy Rasting Pulicy
Motes Masee Desabiled Pestination notes
Al Paley_CMES1Z ] CMESLZ Frlicy to CHES1Z
Selac : Al hans
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7. Configure Avaya Session Border Controller for Enterprise

Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document.

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3, the reference configuration places the private interface (A1) of the
Avaya SBCE in the Common site, (100.20.47.29), with access to the USsite site. The connection
to Vodafone uses the Avaya SBCE public interface B1 (IP address 10.128.197.31). The follow
provisioning is performed via the Avaya SBCE GUI interface, using the “M1” management
LAN connection on the chassis.

1. Access the web interface by typing “https://x.x.x.X”” (where x.x.x.x is the management IP

address of the Avaya SBCE).
2. Enter the Username and click on Continue.

AVAYA =

Session Border Controller
for Enterprise

3. Enter the password and click on Log In.

ovoyo Log In
F o

)
A RLOWD

Session Border Controller N Gt 8 i ey (5 SIe) s S e
for Enterprise B e o

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 36 of 64
SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VodafoneAura7



The main menu window will open. Note that the installed software version is displayed. Verify
that the License State is OK. The SBCE will only operate for a short time without a valid
license. Contact your Avaya representative to obtain a license.

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
BacupRestore
System Tionw M 4622 PMICT EME
System Managenment
Shotd Parameters Vitsaon 700218800 PO1-SBCEInkmg
Jhobs Profies Bul Dale Sun Aug & 21 08 40 €0T 2055
PP Services Utensa Erace o 0K
Comatn Polies
Agyregate Lizenning Overapes )
TLS Management
S 5 = Peak Licentng Cveeage Court 0
Devce Sosafic Seltrge
Last Logged m 31 10NE20% 161650 107
Faded Logs Altatrgits 5

7.1 System Management — Status

1. Select System Management and verify that the Status column says Commissioned. If
not, contact your Avaya representative.

Session Border Controller for Enterprise AVAYA
Diashboard Systern Managemeant
Adminsration
BiackupResion
System Menagement [revices mH‘
Gkl Parsmisinrs add
Gilobal Profiles
FFM Seraces

Dorredn Pobces
TLS Marmgerent
DOeice Specific Setings

=] 100 0473

PO Cammssonesd

1P -EACEInnking 100 2047 50 TOH2EE02  Commissioned
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2. Click on View (shown above) to display the System Information screen.

System Information: IPO1-SBCEtrunking X
General Configuration Device Configuration r License Allocation
Appliance Name IPO1-SBCEtrunking HA hode Ma Standard Sessions 10000

Requested: 10000
Bax Type SIF Twio Bypass Mode Mo

Advanced Sessions
Requested: 10000 10000

Deployment Mode  Proxy

Secopia wideo Sessions
Requgsted: 1000 1000

CES Sessions
Requested: 10000 10000

Encryption

r Network Configuration

Fublic 1P MNetmask Gateway Interface
100.20.47 .31 100.20.47.31 255.255.255.128 100.20.47 1 Ad
100.20.47.32 100.20.47.32 255.265.265.128 100.20.47 1 Al
10.128.197.31 10.128.197.31 255.265.255.128 10.128.157 1 B1
10.128.197.32 10.128.197.32 255.265.255.128 10.128.1597 1 B1
r DHS Configuration Management IP(s)
Prirnary DNS 192.168.1.3 P 100.20.47.30

Secondary DNS
DMS Location OrZ

DNS Client IP 10128197 .31

7.2 Global Profiles

7.2.1 Uniform Resource Identifier (URI) Groups

URI Group feature allows a user to create any number of logical URI Groups that are comprised
of individual SIP subscribers located in that particular domain or group. These groups are used
by the various domain policies to determine which actions (Allow, Block, or Apply Policy)
should be used for a given call flow.

For this configuration testing, “*” is used for all incoming and outgoing traffic.

7.2.2 Server Interworking — Avaya

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing. This section defines the profile for the connection
to Session Manager.

1. Select Global Profiles = Server Interworking from the left-hand menu.

2. Select the pre-defined avaya-ru profile and click the Clone button.
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Dashboard
Admenistrabon
BackupRestore
System Management

p = cs2100 = =
Ghobal Paramaters Ganeral | | Timers | | st Manip | Hoader Masip (| |
+ Gicbal Proftes avays v
Do D68
Doman DoS o
Xy OCS-Edge-Server Held Support HONE
Fingerpant
coio-com
Server Interworking 180 Handng None
Snnano b 0o s 289 ("

Interworking Profiles. avaya-ru

Add Clome

118 sl (ecorremabedied 1 wdf She datauls Try clonmy or adkding & Hiew piofie ntead

3. Enter profile name: (e.g., Session Manager), and click Finish.

Interworking Profile X

Profile Mame

Session Manager

Mext

4. The new Session Manager profile will be listed. Select it, scroll to the bottom of the

Profile screen, and click on Edit.

Dashooord Interworking Profiles: Session Manager
Administration Faame | Cooe || Delow
BaclkupResune -
- AEK bte th a0 desersti
Symemn Mynagement
- % 2 [ -]
Global Parameters 10 Gossral || Thmees | | URI Manipulation | Header Masipelagon  Advancad
4 CGlobal ProfNes ]
Doman Das \odane Hald Sugpen NONE
Server interworking
180 Hndng Mam
Meca Forkng Scssions Manages
181 Handlng Marw
Routing
Server Configura0on sl mais i
Topclogy Mdng 1 Handeyy Narm
Sgralng Marepulabon Feter Handang Ny
LR Grougs
R Groups LRI Geoup Nama
SNMVP Traps
- Sord Mod N
Time of Day Rules i .
PPM Servoes Deboyed Ofer -
Daman Folcies Jex Hntlig 15 y
LS Managemant Dvsorsion Meader Suppan My
erie SPECAC SeTngs
Deaca Specic Semrgs Delaynd S0P Hmding Mo
Roa-krate Harrthng Ny
Prack Harding Ny
Al 18X 500 ty
T38 Suppen Tes
U Schme arP
Vin Hewter Farmsl RFCS1
|
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5. The General screen will open.
e Check T38 Support.
e All other options can be left with default values, and click Finish.

Editing Profile: Session Manager

General

G Nane
Held Support ) RFCIE42 - c=0.0.0.0
! RFC3284 - s=sendonhy

180 Handling @ None O spp O NesDP
181 Handling @ None ) sop D) NosDR
182 Handling @ Mone @) sop @) MosDP
183 Hanudling @ none @ spr ) nosDR
Refer Handling =

URI Group Nome

Sznd Hold

Delzy=d Offer
Txoe Handling [l

Diversion Header Support

Delayed SOF Handling [
Re-Invite Handling =
Prack Handling [l
Allow 18X SOF
T.38 Support
URI Scheme @er Om O any
Via Header Format G RFC3281
) RFCzs4s
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6. On the Privacy window, select Finish to accept default values.
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Editing Profile: Session Manager
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Privacy Header

Solution & Interoperability Test Lab Application Notes

©2016 Avaya Inc. All Rights Reserved.

41 of 64
VodafoneAura7



7.2.3 Server Interworking — Vodafone

To add an Interworking Profile for the connection to Vodafone via the public network, do as
following:
1. Click Add and enter a name (e.g., Vodafone) and click Next (not shown).
2. The General screen will open (not shown):
e Check T38 Support.
e All other options can be left as default.
e Click Next.
e The Privacy/DTMF, SIP Timers/Transport Timers, and Advanced screens will
open (not shown), accept default values for all the screens by clicking Next, then
clicking on Finish when completed.

Interworking Profiles: Vodafone

A | Rename | Clonz || Delete

Incarworking Profiles Circk hre 10 8dd a cescrption

mein General || Timers | Privacy | URI Manipalation | Header Manipulation -
ayand f
Vodafone Hold Support RFCI64
Session Msnnger 180 Handling None
181 Handling None
182 Handling None
183 Handling Nano
Refer Handhng No
UR| Growp Noae
Send Hed No
Delayed Offer No
Jxx Handling No
Dwearsion Hesder Suppont Na
Delayed SDP Handling No
Rg-Imite Handling No
Prack Handling No
Allow 18X SDP No
1.33 Suppont Yes
UR! Schame sSiP
Via Header Format RFCI61
e -
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Interworking Profiles: \Vodafone

a4 Rename | | Clone || Delste |

Intarworking Profiles Chck bore jo odd 3 aestnpinn
cs2100 |
General | Timers || Privacy || URI Maniputation || Headed Manipulation | Advanced |

aaysn

Record Routes Nane
Vadafone

Inchude End Point IP for Cortoxt Lookup No
Sesson Manager

Extensions None

Diversion Mangulation Na

Has Remote SBC Yes

Route Responsse on Vis Port No

OTMF Suppon Mone

Edit |

7.2.4 Server Configuration — Session Manager

This section defines the Server Configuration for the Avaya SBCE connection to Session
Manager.
1. Select Global Profiles = Server Configuration from the left-hand menu.
2. Select Add Profile and the Profile Name window will open. Enter a Profile Name (e.g.,
Session Manager) and click Next.

Add Server Configuration Profile

Prafile Mamsa Se=zszionManager
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3. The Add Server Configuration Profile window will open.
e Select Server Type: Call Server.
e IP Address/ FQDN: 100.20.46.131 (Session Manager signaling IP Address)
e Transport: Select TCP.
e Port: 5060.
e Select Next.

Edit Server Configuration Profile - General

mener Type Call Server -

Add
[P Address f FODOM Port Transport
100.20.46.131 S0&0 TCP » [Delete
[ Back ] [ Mext ]

4. The Authentication and Heartbeat windows will open (not shown).
e Select Next to accept default values.
5. The Advanced window will open.

e For Interworking Profile, select the profile created for Session Manager in Section
7.2.2.

¢ In the Signaling Manipulation Script field select None.
e Select Finish.

Edit Server Configuration Profile - Advanced X

Enable DoS Protection |
Enable Grooming
Interworking Profile Session Manager v
Signaling Manipulation Script None v
Connection Type SUBID v
Securable |
Finish
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7.2.5 Server Configuration — Vodafone

Repeat the steps in Section 7.2.4, with the following changes, to create a Server Configuration
for the Avaya SBCE connection to VVodafone.
1. Select Add Profile and enter a Profile Name (e.g., Vodafone) and select Next.
2. On the General window (not shown), enter the following.
e Select Server Type: Trunk Server.
e IP Address/ FQDN: 182.154.x.x (because of security reason, the real IP address is
not shown here)
e Transport: Select UDP.
e Port: 5060
e Select Next (not shown).

Edit Server Configuration Profile - General X
Server Type Trunk Server v
Add
IP Address / FQDN Port Transport
182.154%4 5060 UDP v| Delete
Finish

3. On the Advanced window, enter the following.
e For Interworking Profile, select the profile created for Vodafone in Section 7.2.3.
e Select Finish.

Edit Server Configuration Profile - Advanced

Enable DoS Praotection [
Enahle Grooming ]
Intersorking Profile Yodafone -
Signaling Manipulation Script Mone -
Connection Type EVINE
Securable [
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7.2.6 Routing — To Session Manager

This provisioning defines the Routing Profile for the connection to Session Manager.
1. Select Global Profiles = Routing from the left-hand menu, and select Add (not shown).
2. Enter a Profile Name: (e.g., Session Manager) and click Next.
3. The Routing Profile window will open. Using the default values shown, click on Add.
4. The Next-Hop Address window will open. Populate the following fields:

e Priority/Weight =1

e Server Configuration = SessionManager.

e Next Hop Address: Verify that the 100.20.46.131:5060 (TCP) entry from the drop
down menu is selected (Session Manager IP address). Also note that the Transport
field is grayed out.

e Click on Finish.

Profile : Session Manager - Edit Rule

URI Group P . Time of Day default -
Load Balancing Priority ~ MAPTR

Transport Mone Mext Hop Priarity

Mext Hop In-Dialog ] lgnore Route Header ]

Priority /Weight  Semer Configuration Mext Hop Address Transport
1 Session Manager - 100,20.46,131:5060 (TCP) ~ |Mone Delete
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7.2.7 Routing — To Vodafone
Repeat the steps in Section 7.2.6, with the following changes, to add a Routing Profile for the
Avaya SBCE connection to VVodafone.
1. On the Global Profiles = Routing window (not shown), enter a Profile Name: (e.g.,
Vodafone).
2. On the Next-Hop Address window (not shown), populate the following fields:
e Priority/Weight =1
e Server Configuration = VVodafone.
e Next Hop Address: Verify that the 182.154.x.x:5060 entry from the drop down
menu is selected.
e Use default values for the rest of the parameters.

3. Click Finish.
URI Group * - Time of Day default -
Load Balancing Priaority * MNAPTR
Transport Mone Mext Hop Priority
Mext Hop In-Dialog ] Ignaore Route Header £l

Priority / Weight  Server Configuration Mext Hop Address Transport
1 Yodafone - 182,154 15060 (UDOP) - MNane Delete
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7.2.8 Topology Hiding — Avaya
The Topology Hiding screen allows users to manage how various source, destination and
routing information in SIP and SDP message headers are substituted or changed to maintain the
security of the network. It hides the topology of the enterprise network from external networks.
1. Select Global Profiles - Topology Hiding from the left-hand side menu.
2. Select the Add button, enter Profile Name: (e.g., Session Manager), and click Next.
3. The Topology Hiding Profile window will open. Click on the Add Header button
repeatedly until Via header is added.
4. Populate the fields as shown below, and click Finish. Note that interop.com is the
domain used.

Topology Hiding Profiles: Session Manager
.| Rename | | Clone | | Delete. |

Topology Haing
Profias

|
dofaut Topalogy Hiding |

cizco_th_profie

fromSIPPSTN Request-Ling IP/Domssin Overwrite interop.cam
komiP01 = IP/Dotrsin Overwiite In1erop com
Wodsfong Record Route IP/Domain Auto
Session Manager From IPDormain Overarite Intarop.com
va IPComain Ato
Edit

7.2.9 Topology Hiding — Vodafone

Repeat the steps in Section 7.2.8, with the following changes, to create a Topology Hiding
Profile for the Avaya SBCE connection to VVodafone.
1. Enter a Profile Name: (e.g., Vodafone).
2. Populate the fields as shown below, and click Finish. Note that 182.154.x.x is the domain
used.
Topology Hiding Profiles; Vodafone

Rename Clore Delete |

Click hete 1a 3dd a descnption

defaul Topoiogy D-Iiliin;]
cisca_th_profile
foenSIPPSTN Reguest-Line IP/Domain Cvarwnte 182,154 x.x
- To IPMDamain Cuarwrits 182154 xx

fromlPO1
Vodafons Record-Routs IP/Damain Auto -

From IPDamain Owverwnite 162.154 x.x
Session Managsr

Via IP/Domain Auto -

Ednt
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7.2.10 Domain Policies

The Domain Policies feature allows users to configure, apply and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise.

7.2.11 Application Rules

Ensure that the Application Rule used in the End Point Policy Group reflects the licensed
sessions that the customer has purchased. In the lab setup, the Avaya SBCE was licensed for 200
Voice sessions, and the default rule was amended accordingly. Other Application Rules could be
utilized on an as needed basis.

Application Rules: default

V@ﬁ Filter 8y Denvice. .. - | Chone

default

defaul-trunk

nourrent Sessions  Maximum Sezsions Per Endpomt

defaut-sobsonbar-low

defaut-subscnberhigh

defaul-semver-low

defaut-zarver-high Miscellaneou

CDR Support Naone

RTCP Keap-Alive No

7.2.12 Border Rules

The Border Rule specifies if NAT is utilized (on by default), as well as detecting SIP and SDP
Published IP addresses.
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7.2.13 Media Rules

This Media Rule will be applied to both directions and therefore, only one rule is needed.
In the solution as tested, the default-low-med rule was utilized. No customization was required.

Meda Rues defauitlow med

(A | Fowy Device >

Meda Ruies defautt iow med

[ Fow Sy Oavie. v | Swe |
o [ Enangten | [ 6es vrevcns | (Mg 90| [InsnwEce) (e e ]
rrsam—
Vara Tamcrg

0ot gt oo 5]
|
P

et .t W

Moda Ruos detadt low-mad

(AW By Ceem x: o

—
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7.2.14 Signaling Rules
The default Signaling Rule was utilized. No customization was required.

7.2.15 Endpoint Policy Groups

In the solution as tested, the default-low rule was utilized. This rule incorporated the media and
Signaling Rules specified above, as well as other policies.

7.3 Device Specific Settings

The Device Specific Settings feature for SIP allows you to view aggregate system information,
and manage various device-specific parameters which determine how a particular device will
function when deployed in the network. Specifically, you have the ability to define and
administer various device-specific protection features such as Message Sequence Analysis
(MSA) functionality, end-point and session call flows.

7.3.1 Network Management

1. Select Device Specific Settings - Network Management from the menu on the left-
hand side.

2. The Interfaces tab displays the enabled/disabled interfaces. In the reference
configuration, interfaces Al (private) and B1 (public) interfaces are used.

3. Select the Networks tab to display the IP provisioning for the Al and B1 interfaces.
These values are normally specified during installation. These can be modified by
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selecting Edit; however some of these values may not be changed if associated
provisioning is in use.

Note - Al and B1 have two IP Addresses configured for each interface. One is used for SIP
trunking, another one is used for Remote worker. Configuration for Remote worker is out of
scope of this document.

Network Management: IPO1-SBCEtrunking

lmlbt;r_j Nﬂrwmiu "‘

IPO1-SBCEsunking ‘

‘ Name

Aleirg 100,20 47 1 7665 2455 255 128 Al :g :8 "4‘; 5{5

o : 2 10.126.197.31,
B1-ext 10.125 147 1 265 255 255 128 81 L

-

7.3.2 Media Interfaces

Select Device Specific Settings from the menu on the left-hand side (not shown).
Select Media Interface.
3. Select Add (not shown). The Add Media Interface window will open. Enter the
following:
e Name: Media-int.
e IP Address: 100.20.47.31 (Avaya SBCE A1l address).
e Port Range: 16384-53999.
Click Finish (not shown).
Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Media-ext.

e IP Address: 10.128.197.31 (Avaya SBCE B1 address).

e Port Range: 16284-53999.
6. Click Finish (not shown). Note that changes to these values require an application restart.
The completed Media Interface screen is shown below.

N

ok~

Media Interface: IPO1-SBCEtrunking

IPOT SBCEuunking

Modifemnn ur dedatiteg ) we g crnd i iedarince sl aecparme e seprliCation entart Bekare faking sffwed D Soplicstion (estans cun Ly Ibsund

ROmSestem tangeamant

Modia oxt 018183 16364 - 53999

100 20 47 31 3
Modia-int AT (AT, VLA ) 153654 - £0a0a
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7.3.3 Signaling Interface

Select Device Specific Settings from the menu on the left-hand side (not shown).
Select Signaling Interface.

Select Add (not shown) and enter the following:

e Name: Signaling-int.

e IP Address: 100.20.47.31 (Avaya SBCE Al address).

e TCP Port: 5060.

Click Finish (not shown).

Select Add again, and enter the following:

e Name: Signaling-ext.

e IP Address: 10.128.197.31 (Avaya SBCE B1 address).

e TCP Port: 5060.

e UDP Port: 5060.

6. Click Finish (not shown). Note that changes to these values require an application restart.

wn e

ok~

Signaling Interface: IPO1-SBCEtrunking

i Signaling Interface

IPO1SBCEWunking
Y signsling Intarfaoe Wil regues An applhcation reztea before taxing etfect. Application restans can be

Modfyiny or deleting an gax
Il issaed fiom Sestam IManageme

E1ITN
ST

[ !
| Signaben 1012839731 se0 B0 None
|

Signakint 100.20 47 31 5060 - - None

Attt (AL, VLAN Q)

7.3.4 Endpoint Flows — For Session Manager

1. Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side
(not shown).

2. Select the Server Flows tab (not shown).

3. Select Add, (not shown) and enter the following:
e Name: Session Manager.

e Server Configuration: Session Manager.
e URI Group: *
e Transport: *
e Remote Subnet: *
e Received Interface: Signaling-ext.
e Signaling Interface: Signaling-int.
e Media Interface: Media-int.
e End Point Policy Group: default-low.
e Routing Profile: Vodafone.
CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 53 of 64

SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VodafoneAura7



e Topology Hiding Profile: Session Manager.
e Let other values as default.

4. Click Finish .
Flow Mame Session Manager
servet Configuration ‘Session Manager |~
LRI Group * -
Transpart TCP -
Remote Subnet *
Received Interface Signal-ext -
signaling Interface Signal-int A
Media Interface Media-int -
End Point Policy Group default-low -
Routing Profile Yodafone -
Topalogy Hiding Profile Seszion Manager -
signaling Manipulation Script Mone -
Remote Branch Office Ay -

Finish

7.3.5 Endpoint Flows — For Vodafone

1. Repeat step 1 through 4 from Section 7.3.4, with the following changes:

e Name: Vodafone NGS.
e Server Configuration: Vodafone.
e URI Group: *
e Transport: *
e Remote Subnet: *
e Received Interface: Signaling-int.
e Signaling Interface: Signaling-ext.
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Media Interface: Media-ext

End Point Policy Group: default_low.
Routing Profile: Session Manager.

e Topology Hiding Profile: Vodafone.

Edit Flow: Yodafone NGS X

Flow Marme Yodafone NGS
senver Caonfiguration Yodafone -
LRI Group * -
Transpoart * -
FHemote Subnet *
Received Interface Signal-int -
Signaling Interface Signal-ext -
Media Interface Mediz-ext -
End Foint Policy Group default-low -
Routing Praofile Session Manager -
Topology Hiding Profile Yodafone -
=ignaling Manipulation Script Mone -
Femote Branch Office x—‘m -

Finish |

8. Verification Steps

The following steps may be used to verify the configuration.

8.1 Avaya Session Border Controller for Enterprise

Log into the Avaya SBCE as shown in Section 7. Across the top of the display are options to
display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent Incidents are
listed in the lower right of the screen.
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Protocol Traces

The Avaya SBCE can take internal traces of specified interfaces.
1. Navigate to Device Specific Settings = Troubleshooting = Trace.
2. Select the Packet Capture tab and select the following:
Select the desired Interface from the drop down menu (e.g., All).
Specify the Maximum Number of Packets to Capture (e.g., 5000).
Specify a Capture Filename (e.g., TEST.pcap).
Unless specific values are required, the default values may be used for the Local
Address, Remote Address, and Protocol fields.
Click Start Capture to begin the trace.

Trace: IPO1-SBCEtrunking

Packet Capture l Captures I

IPOY SBCEtrunking

Packel Capture Configuration

Status Resady

Interface Bl -

- Halsieica 1012819731 ~

Romote Address

S Pos IF IFPard

Protocol Y |

Mawmum Mumber of Packests 10 Caplure 2000

".’a?l‘-:w:' lilrlv?:\ﬁ;f ety taptus wall svamaiie it st pcap

Start Capture Clear
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The capture process will initialize and then display the following In Progress status window:

Trace: IPO1-SBCEtrunking

Dences Packet Capture | | Captures |
IPOY SBCEwunking

A packet capture 16 currently i progress: Thes page Wl snomsticsily refrach ontil the cepturs entpletes

Backel Capture € anfiguration

Status In Prograss
Interface

Loca Address
IFiPar)

Remote Addvess
" TPor 1P IP-Fan

Protocol
Maxsmum Number of Packels to Capture

Capture Filename
Ueing the name of & exiting capbute sell svematts it

Run the test.

When the test is completed, select the Stop Capture button shown above.

Click on the Captures tab and the packet capture is listed as a .pcap file with the date
and time added to filename specified in Step 2.

6. Click on the File Name link to download the file and use Wireshark to open the trace.

ok w

Trace: IPO1-SBCEtrunking

EXN [ rieiconme| v | ]

1PO1.SACEtrunking

} LastModfied » Descending v | Sort || Reset Refresh

81932 March 1, 2016 5.19.53 PM ICT
fa MEQT, poa 835564 Fabruary 25, 2016 946 27 AM KT
430 390 February 25 2016 21557 AM CT
1 457 98 Fabrusry 25, 2016 907 21 AM ICT
20,830 Febeuary 23, 2016 541 32 PM ICT

The following section details various methods and procedures to help diagnose call failure or
service interruptions. As detailed in previous sections, the demarcation point between the VNGS
SIP Trunk Service and the customer SIP PABX is the customer SBC.

On either side of the SBC, various diagnostic commands and tools may be used to determine the
cause of the service interruption. These diagnostics can include:
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e Ping from the SBC to the VVodafone network gateway.

e Ping from the SBC to the Session Manager.

e Ping from the VVodafone network towards the customer SBC.

e Note any Incidents or Alarms on the Dashboard screen of the SBC.

Diagnostics AVAYA
Full Diagnostic | LMJ
WPO1.SBCEunking
Smp Cregnostic |
- — 1 s opersting wathim nomial parameters with a Al duplex
©  EMS Link Check connoction & G/ ! P
o Fie g‘g":s((.‘gg_g:;%w Auprago plog from 100 20 47 29 [M1] 1o 100 20 47 30 3 0.403ms .
o Ping E;:“P “,‘g‘,’ a2 s VPN Average Eng from 169 246 90,1 [tap0] 1o 1ED 266 90 11 s O EBme
€ S5+ Tust EMS 1w SBC " = full
@ 5BC Lk Check Al :"-‘llgl:!;nmmg withen noemisl paramslers with » full daplex connsction
© sec Check 81 ?(‘lll.:‘;l;l"ﬂl"\l withers novireel paramwiers with o full duplex Connection
o Pirg Ei‘-ﬂ:'ff&; 20471 Avardge pieg flerm 1002047 31 |A1] 16 100 2047 1 ix 1 646ms
kg Fing gg:;:s‘(’l& 921681 3) Average ping fom 100 20 47 31 (A1) 10 192 168 1.3 s 1 O74ma =
Denca All v Category Al * | clar Fiters | Refresh | | Ganerate Report

Registration Deniwd
Registration Deniad
Registration Denied
Registration Denled
Registration Deniod
Registration Denied
Regustration Denied
Registration Deaied
Registration Denied
Regrtration Denied
Registration Denied
Registration Denied
Registration Denied
Registration Denied
Registration Denled

Displaying results 1 1o 15 out of 2008

726413659075915 N6 523 PM
T28413896357553 N6 S23PM
7268413895521201 3116 523 PM
726413693032516 3NN6 5253 PM
728413863351419 nNe 522 PM
T2B413883065557 NG 522 PM
7254 13862930053 31N6 S22 PM
726413882835330 3NN6 522PM
726413873305020 N6 522 PM
72841387 3320705 3116 522 PM
728413873114116 3NNe 522PM
728413822015613 3N6 522 PM
7284 13867258008 3116 522 PM
7264 13863229665 NG 522 PM
726413868353292 N6 521 PM

Palicy
Paolicy
Policy
Palicy
Policy
Palicy
Policy
Policy
Policy
Policy
Policy
Paolicy
Policy
Paolicy

Policy

IPO1.5BCEIunking
1PO1-SBCEunking
|PO1-SBCEunking
IPO1.SBCEunking
1PO1.EBCEtunking
IPO1.SBCEtunking
IPO1-SECEtrunking
IPO1-SECEtnanking
1P01.SBCE unking
IPO1-SBCEunking
IPO1-SBCEIunking

No Subscribar Flow Matched
No Subscribar Flow Matched
No Subscriber Flow Matched
Na Subscriber Flow Matched
No Subscriber Flaw Matched
No Subscriber Flow Matched
No Subscriber Flow Matched
No Subscriber Flow Matched
No Subszcriber Flow Matched
No Subsgcriber Flow Matcled

Mo Subscriber Flow Matched

IPO1-SBCEtunking No Subscriber Flow Matched
IPO1-SBCEtrunking No Subscriber Flow Matched
IPO1-SBCEnking Na Subscriber Flow Matchad

IPO1-SBCEtunking

Al fa]fad[ad(s] (2] [22]

No Subscriber Flow Matchad

CNH; Reviewed:
SPOC 6/6/2016

Solution & Interoperability Test Lab Application Notes

©2016 Avaya Inc. All Rights Reserved.

58 of 64

VodafoneAura7




8.2 Avaya Aura® Communication Manager

The following examples are only a few of the monitoring commands available on
Communication Manager.
e Verify signaling status and trunk status.

100,20.46,32 - PuTTY

=tatus signaling—-group 1

mRER] a1
p Type: =ip

ancel FZ=Refresh F3=%3ubmit F4=Clr Fld FS5=Help F&=Update F7=N=xt Pg FS=FPrwv FPg

100.20.46.32 - PuTTY
status trunk 1 Page 1

Hewber

oool
oool

aool
aool

press CANCEL to guit —-— press NEXET PAGE to continue

Fl=Cancel Fi=Refresh F3i=3ubmit F4=Clr Fld F5=Help F&e=Update F7=Nxt Pg F&=Prwv Pg
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8.3 Avaya Aura® Session Manager Status

The Session Manager configuration may be verified via System Manager.

1. Using the procedures described in Section 6, access the System Manager GUI. From the
Home screen, under the Elements heading, select Session Manager.

T
Session Manager Dashboard
This page provides the overall status and heath summary of each
admwrwstered Session Manager
Session Manager Instances
Service State Shutdown System = As of 5:23 AM
5items 0 Show Alle] Fiker: Enabla
User
Tests Security Service Entity . Data Data License
Session Manager Type Alarms % 5 Call Registrations . Version
Pass Module State Monitoring Count Replication Sterage Mode
Status
Accept
sm3 Core 0/0/0 uUp New 3/16 0 474 v v Normal  7.0.1.0 135002
Survice
Accupt
smd Core 0/0/0 Up New 2/14 7/10 v v Normal  7.0.1,0.1358002
Service
Accept
ym-sml Core n/o/o0 up New ans7n 0 L2/46 v v Nomal  7.0.1.0.135002
Seevice
Accept
yim-sm2 Core W 0/0/0 Up New 26/50 172 278/378 v v Normal  7.0.1,0.138002
Service
Accept
bsm BSM 0/0/0 uUp New 3] S/% v Normal  7.0.1.0.13500%
Service
Salet | All, None

2. The Session Manager Dashboard is displayed. Note that the Test Passed, Alarms,
Service State, and Data Replication columns, all show good status. In the Entity

Monitoring Column, Session Manager shows that there are 0 (zero) alarms out of the 70
Entities defined.

3. Clicking on the 30/70 entry in the Entity Monitoring column, results in the following
display:
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Session Manager Entity Link Connection Status

This page dispiays detafed connection status for all entety links from a
Eaccinn M

1anager

Status Details for the selected Session Manager:

Summarny View

B7 Items  § ' Filter: ¢
S0 Entity Name SH1* Exrlity Resobaed (P Part Proto. Deny ;’:’l‘u Reason Codo Link Statiss
tri-llg3 100.20 40,183 5060 TCP FALESE L - W 13
CMMUSSIte 100 20 46 .89 S061 TLS FALEE up
NodeE 10020 48,152 5061 LS FALSE e 200 O up
[ (53 ) 100.20.47,10 5061 s FALSE V- 200 OF P
1 SBCE vedelone 10020 47.31 5060 TC# FALEE L 200 OF up
P70 100 20 45,121 5061 s FALSE e 200 O} P
CMES21 100 .20 .46.44 5061 TS FALSE DENY 500 Ssrvce P
s
CMES21 100.20 .45 46 5061 s FOLEE D 200 O} p
CMES1] 10020 46 .31 S061 s FALSE (N 200 O up
NodeC 1002046150 5061 TS FALEE e 200 Ok up
Page 7 of9
Options messages between Avaya SBCE and Session Manager:
sm1 - traceSM - FILTERED - Captured: 109 Displayed: 2 =

8.4 Telephony Services

1. Place inbound/outbound calls, answer the calls, and verify that two-way talk path exists.
Verify that the call remains stable for several minutes and disconnects properly.

2. Verify basic call functions such as hold, transfer, and conference.

3. Verify the use of DTMF signaling.
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9. Conclusion

As illustrated in these Application Notes, Avaya Aura® Communication Manager 7.0, Avaya
Aura® Session Manager 7.0, and Avaya Session Border Control for Enterprise 7.0 can be
configured to interoperate successfully with VVodafone Next Generation Services SIP Trunking
service. This solution allows enterprise users access to the PSTN using the Vodafone Next
Generation Services SIP Trunking service connection. Please refer to Section 2.2 for exceptions.

10. Additional References

This section references the documentation relevant to these Application Notes. Avaya product
documentation is available at http://support.avaya.com.

[1] What’s New in Avaya Aura Release 7.0, Release 7.0, 03-601818, Issue 1, August 2015.

[2] Deploying Avaya Aura® System Manager, Release 7.0, Issue 1, October 2015.

[3] Administering Avaya Aura® System Manager for Release 7.0, Issue 1, August 2015.

[4] Administering Avaya Aura® Session Manager, Release 7.0, Issue 1, August 2015.

[5] Deploying Avaya Aura Communication Manager in Virtualized Environment, Release7, Issue
1, August 2015.

[6] Avaya Session Border Controller for Enterprise Overview and Specification, Release 7.0,
Issue

1, August 2015.

[7] Deploying Avaya Session Border Controller for Enterprise, Release 7.0, Issue 1, August
2015.

[8] Deploying Avaya Session Border Controller in Virtualized Environment, Release 7.0, Issue 1,
August 2015.

[9] Administering Avaya Session Border Controller for Enterprise, Release 7.0, Issue 1, August
2015.

[10] Deploying and Updating Avaya Aura Media Server Appliance, Release 7.7, Issue 1, August
2015.

[11] Quick Start Guide to Using the Avaya Aura® Media Server with Avaya Aura®
Communication Manager, Release 7.7, August 2015.

[12] Deploying Avaya Aura® Messaging for Single Server Systems 6.3.3, Release 6.3.3, August
2015.

[13] Administering Avaya Aura® Messaging 6.3.3, Release 6.3.3, August 2015.

[14] 9600 Series IP Deskphones Overview and Specification, Release 7.0, Issue 1, August 2015.
[15] Installing and Maintaining Avaya 9601/9608/9611G/9621G/9641G/9641GS IP Deskphones
SIP, Release 7.0, Issue 1, August 2015.

[16] Administering Avaya 9601/9608/9611G/9621G/9641G/9641GS IP Deskphones SIP, Release
7.0, Issue 2, August 2015.

[17] Administering Avaya one-X® Communicator, Release 6.2, April 2015.

[18] Configuring Remote Workers with Avaya Session Border Controller for Enterprise Rel. 6.2,
Avaya Aura® Communication Manager Rel. 6.3 and Avaya Aura® Session Managers Rel. 6.3.
Issue 1.

[19] RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/

[20] RFC 3515, The Session Initiation Protocol (SIP) Refer Method, http://www.ietf.org/

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 62 of 64
SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VodafoneAura7


http://support.avaya.com/

[21] RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals,
http://www.ietf.org/

Product documentation for Vodafone Next Generation Services SIP Trunking Solution is
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