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Abstract

This document describes a solution comprised of Avaya Aura® Session Manager Release 7.0,
Avaya Aura® System Manager Release 7.0 and NetlQ AppManager 9.1. AppManager is used
to deliver systems management solution for Session Manager and System Manager using
SNMP. A NetlQ AppManager module (SNMP Traps) that monitors SNMP alarms for Avaya
Aura Session Manager and its associated System Manager.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

This document describes a solution comprised of Avaya Aura® Session Manager Release 7.0,
Avaya Aura® System Manager Release 7.0 and NetlQ AppManager 9.1.

To perform the monitoring functions, AppManager uses the following interfaces into the Avaya
IP Telephony environment.

= Simple Network Management Protocol (SNMP) v3 — AppManager uses SNMP v3 to
collect configuration and status information from Avaya Aura® Session Manager and
Avaya Aura® System Manager.

= Simple Network Management Protocol (SNMP) v2 — AppManager uses SNMP v2 to
collect new traps and create traps source automatically; in this case it is Avaya Aura®
Session Manager.

AppManager includes Knowledge Scripts that create jobs that gather data for call quality and call
activity metrics and stores the data in the SQL database. Each Knowledge Script can be
customized to collect data for reporting and send proactive alerts for data in the supplemental
database. The following Knowledge Scripts were run during the compliance testing:

= SNMPTraps TrapMonitor script can discover SNMP v2 traps event from Session
Manager by monitoring for new coming traps and SNMP v2 trap sources can be created
and discovered automatically.

= Discovery_SNMPtraps script to discover SNMP v3 source devices; in this case they are
Session Manager and System Manager which require an additional handshake on engine
ID.

= SNMPTraps_TrapMonitor script monitor traps for SNMP v3 trap sources discovered
from Discovery SNMPtraps script.

= Discover_NetworkDevice script discovers the Session Manager and System Manager
using SNMP to query the device characteristics such as SNMP, Interfaces, LAN Links,
Host Resource and IP Subsystem.

= Recommended knowledge script group for monitoring each device discovered by
Discover_NetworkDevice script, scripts included: NetworkDevice_Device_Uptime,
_Device_Ping, _Interface_Health, IPSubsystem_Util, LANLink_Util.

» Graph Data: After a monitoring interval has been completed, data streams will be visible
in the Graph Data pane for viewing in the chart.
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2. General Test Approach and Test Results

The focus of this interoperability compliance testing was primarily to verify the basic
functionalities of AppManager such as System Discovery via SNMP v2 and SNMP v3,
Reporting Events, Monitoring System Health and Device Inventory. AppManager can work with
Session Manager and System Manager System with no adverse impact on system or any other
management interfaces.

The serviceability testing cases were performed by disconnecting and reconnecting the LAN
cable to AppManager Server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The general test approach was to use AppManager as system management solution for Session
Manager and System manager using SNMP. The following features were executed during
compliance test:

e Discovery of Session Manager using SNMP v2.

e Discovery of Session Manager and System Manager using SNMP v3.

e Retrieving inventories information from Session Manager and System Manager Device
such as Interfaces, LAN Links, Host Resource and IP Subsystem.

e Monitor health of Session Manager and System Manager such as Uptime, Ping and
Health.

e Viewing collected data using Graph Chart.
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2.2. Test Results
The objectives outlined in Section 2.1 were verified and met. All tests were executed and passed.

2.3. Support

For technical support on AppManager, please contact NetlQ technical support team:
e Telephone: 1-713-418-5555
e Email: Support@netig.com
e Web Site: https://www.netig.com/support/default.asp
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3. Reference Configuration

Figure 1 illustrates the test configuration used during the compliance testing between Session
Manager, System Manager and AppManager.

Avaya Aura® Session Manager Avaya Aura® System Manager
IP 10.10.97.228 IP 10.10.97.226
LAN ’
SNMIP SNMP —— -
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Agent running AppManager
for SIPServer with SNMP traps
on Windows Server 20085P1
Figure 1: Test Solution Configuration
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4. Equipment and Software Validated

Equipment/Software Release/Version
Avaya Aura® Session Manager in Virtual 7.0 SP2
Environment

Avaya Aura® System Manager in Virtual 7.0.0.2

Environment
NetlQ AppManager Server:

Server hosting AppManager Windows Server 2008 SP1
AppManager SW Version 9.1 (Build 9.1.1.419)
AppManager for NetworkDevice 7.5.64
AppManager for SNMPTraps 8.1.14
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5. Configure Avaya Aura® Session Manager and Avaya
Aura® System Manager

This section describes the steps to configure Session Manager and System Manager to work with
AppManager.

Here is a summary of configuration on System Manager:

Create SMNP v2Target Profiles.

Associate SNMPv2 Profile with Avaya Aura® Session Manager.

Create SNMPv3 User Profiles.

Administer SNMPv3 Target Profiles.

Assign SNMPv3 Target Profile to Avaya Aura® Session Manager and Avaya
Aura® System Manager.

5.1. Create SNMPv2 Target Profiles

This section describes step to create SNMP target Profile for SNMP v2 on System Manager.
Log in System Manager with appropriated login credentials; navigate to Services = Inventory
as show below:

Last Lagged on at April 19
Aura  System Manager 7.0
Home
administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Import and Export
Groups & Roles Conferencing Configurations
User Management Engagement Development Events
L. Platform )
User Provisioning Rule i Geographic Redundancy
IP Office
. Inventory  Manage,
Media Server LU discover, and
icenses -
Meeting Exchange L navigate to
i Replication | elements
Messaging
Reports
Presence
. Scheduler
Routing .
Security
Session Manager
. g Shutdown
Work Assignment .
Solution Deployment Manager
Templates —
|
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In Inventory page, click on New button to add new SNMP Target Profile:

@ https://devwmsmar  bvwdey . comSMER,}

5 - - [] = - Page~ Safety - Tooks - @-

Element Type Access

Subnet Configuration

¥ Manage

SNMPw3 User

Profile List

(Do )

o [t-dCreate New SNMP Target Profile] Filter: Enable
- |Name |Domain Type IP Address |Port |SNMP Yersion
[ netigSMNMPy2 ucP 1 31095827 162 V2
[ netigDESSHAtraps ucP 1.:10.958.27 162 W3

Select ; all, None

Notification Filter

eability
Agents

» Synchronization

2l

In the New Target Profile page, enter the following profile as example in the screenshot below
used during compliance test:

Enter any descriptive name such as netigSNMPV2.
Enter IP address of AppManager Server, ex: 10.10.98.27.

e Name:

e IP address:

e Port: Use default port
e Notification Type: Select Trap.

e Protocol: Select v2.

e Community: Enter public.

162.

@ https: ffdesvwvmsmgr, bvwdey . comfSMERS

&' - [ @v Page = Safety - Tgolsv@

Manage Elements

Create Profiles and
Discover SRS fSCS

Subnet Configuration

¥ Manage

Serviceability Agents

SNMPv3 User
Profiles

SMMP Target

tion Filter

Agents

» Synchronization

View Target Profile

ﬂl Donel

Element Type Access _ Attach/Detach User Profile

Target Details «

Mame

Description:

IP address:

Port:

Motification Type:
Protocal:

Community;

¢ hetigShMPy2

122.10.98.27
162

public

*Required

ﬂl Donel
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5.2. Associate SNMPv2 Profile with Avaya Aura® Session Manager

Navigate to Serviceability Agent, select Session Manager from the Agent List and click on
Manage Profiles button.

(& https: idevymsmar. bvwdev. com{SMGRY | | ﬁ - [ Lé; v Page ~ Safety » Tools =

m< Home [ Services / Inventory f Manage Serviceability Agents / Serviceability Agents
Help ?
Manage Elements P

Create Profiles and Serviceability Agents
Discover SRS/SCS

Element Type Access Agent List
Subnet Configuration Manage Profiles | Generate Test :i\larm| | Repair Serviceability Agent

¥ Manage o Items L%; Show A”LI |C|ickhere to manage the profiles| Filter: Enable
Serviceability Agents

r |Hostname |IP Address |System Name |System oID |Status |

[T devvmsmgrbywdev.com  107.10.97.226 a‘;i‘;g;”ra'smem' 1.3.6.1.4.1.6869.1.35 active
Profiles ¥  DevymsM.bywdey.com 1 .10,97.227 DevvmsM active
SNMP Target Select : all, Mone
Profiles

Notification Filter
Profile

Serviceability
Agents

In Manage Profile page, select Profile created in Section 5.1 and click on Assign link as shown
in below screenshot and click on Commit button to save changes.

Aura System Mana

Home Inventory x

q Home { Services f Inventory § Manage Serviceability Agents § Serviceability Agents
Manage Elements

Manage Profile commit| Back
Create Profiles and 9 —l —l

Discover SRS/SCS
Element Type Access Selected Agents _ SNMP¥3 User Profiles
Assignable Profiles «

Subnet Configuration

¥ Manage

Serviceability Agents Assign

SMNMPy3 User 1 IteqClick to Assign
Profiles v |Name |Domain Type IP Address |Port |SNMP Yersion

SNMP Target netigEHMPv2 uoP 10..10,98.27 162 uz

Profiles Select @ All, Mone
|

In the Serviceability Agent, click on Generate Test Alarm to verify that the SNMPV?2 trap
source is now discovered and appears in the AppManager treeview. See detail in Section. This
is the end of configuration steps for SNMPv2. Next section will describes step to configure
SNMPv3 on System Manager.
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5.3. Administer SNMPv3 User Profile

In Inventory page, select Manage Serviceability Agents - SNMP3 User Profiles and click on
New button to add new user profile as used during compliance test, enter the following example
used during compliance test:

e User Name: Enter any descriptive name such as netigDESSHA.
e Authentication Protocol: Select SHA.
e Authentication Password: Enter any password, in this case default password

was used, avayal23.
e Confirm Authentication Password:Re-enter password.

e Privacy Protocol: Select DES.

e Privacy Password: Enter any password, in this case default password
was used, avayal23.

e Confirm Privacy Password: Re-enter password.

e Privileges: Select Read/Write option.

Click Commit to save changes.

Aura System Manager 7.0

Home Inventory *

‘ Home f Services f Inventory f Manage Serviceability Agents f SNMPw3 User Profiles
Manage Elements .
New User Profile commit| Back|

Create Profiles and

Discover SRS/SCS

User Details
Element Type Access
" ) -
Subnet Configuration User Name: [netigDESSHA

* 1 1 . -
* Manage Authentication Protocal; [SHA ]

Serviceahility Agents * puthentication Password: |uuuu
* Confirm Authentication Password: [esssssss
Profiles * Privacy Protocol: |DES |
SMNMP Target
Profiles
Notification Filter
Profile

* Privacy Password: [eeecesss

* Confirm Privacy Password: |nnnn

* Privileges:

Serviceabili
*Required CDmmitl Backl
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5.4. Administer SNMPv3 Target Profiles

Configure AppManager as target profile to receive traps. Navigate to SNMP Target Profiles,
click on New button to add new target profile as profile display in below screenshot used during
compliance test:

e Name: Enter any descriptive name, ex: netigDESSHAtraps.

e Description: Enter any description if needed.

e IP Address: Enter IP address of AppManager’s PC, ex: 10.10.98.27.
e Port: Use default value 162.

e Notification Type: Select Trap type.

e Protocol: Select V3.

Aura System Manag

Home Inventory ®

m‘ Home f Services f Inventory / Manage Serviceability Agents f SNMP Target Profil
Manage Elements .
New Target Profile Ccommit| Back|

Create Profiles and

Discover SRSfSCS

Element Type Access _ Attach/Detach User Profile
Subnet Configuration .
Target Details @

¥ Manage .
¥ Name: |netigDESSHALraps
Serviceability Agents

o (w3 SMMP trap =
SMMP¥3 User Description: Z‘
Profiles * P Address: |10.10.98.27|
SNMP Target % port: 162
Profiles o
* Motification Type: |Trap ;I

Motification Filter

* Protocol: (W3 r
Profile _I

Serviceability

Agents *Required Commitl Bau:kl

To assign SNMPv3 user to SNMPv3 Target Profile, click on Attach/Detach User Profile tab,
select user profile create in Section 5.3 and click on Assign link to assign user to this new target
profile. Click Commit to save changes.
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5.5. Assign SNMPv3 Target Profile to Avaya Aura® Session Manager
and Avaya Aura® System Manager

Navigate to Serviceability Agents, select Session Manager and System Manager in the Agent
List as display in below screenshot.

Create Profiles and
Discover SRSfSCS

Element Type Access

Subnet Configuration

¥ Manage
Serviceability Agents

SNMPw3 User
Profiles
SMNMP Target
Profiles
Notification Filter
Profile
Serviceability

Agents

Serviceability Agents

.Agent List

Manage Profiles |

Generate Test Alarm | |

Repair Serviceability Agent |

2 Items ’@ Show |Click here to manage the proFiIes| Filter: Enable
¥ |Hostname | IP Address | System Name | System DID | Status
v DevymsM.bywdev.com 1.10.97.227 DevvmsM active
v devvmsmagr.bywdey.com 17 .10.97.226 Avaya-Aura-Systermn-Manager 1.3.6.1.4.1.68589.1.35 active

Select ; &ll, Mone

Click on Manage Profiles button and verify selected Agents are listed in Selected Agents tab.

Hame Inventory ‘

Inventory
Manage Elements
Creats Profiles and
Discover SRS/SCS

Element Type Access

Subnet Contiguration

Manage
Serviceability Agents
SNMPY3 User

Profiles

SNMP Target

Profiles
Notification Filter
Prolile
Serviceability

Agents
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« Home [ Services [ Inventory [ Manage Serviceability Agents / Serviceability Agents

SAMPY3 User Profiles

System Name
DevymsM

Avara-Aura-System-Manager

c«:mmitl _g_a_dr_J

Filter: Enatés

T
Status

System OID
active
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Commit| Back|
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Click on SNMP Target Profile tab, select target profile create in Section 5.4, in this case,
netigDESSHALtraps and click on assign link as display below:

* Inventory « Home / Services [ Inventory / Manage Serviceability Agents / Serviceability Agents

Manage Eloments

Manage Profile Comme| Back|

Craate Profiles and
Discover SRS/SCS

Eloment Typo Actess Selected Agents — SNMPY3 User Profiles

Subnet Configuration .
s Assignable Profiles «

¥ Manage
Serviceability Agents Assign
SNMPw3 Usor 21
Protilss r 'Nnme ADomam Type 1P Address Port ESNNI' Version
SNMP Target | neashmey2 uoP 106.10,98.27 162 vz
Profiles P netaDESSHAtaps uDP 150.10.98.27 162 v3
Notificotion Filter Select - All, Nooe

Profile

Removable Profiles »
Serviceability

Agents

Click on SNMPv3 User profiles tab, select user created in Section 5.3, in this case
netigDESSHA as shown below.

- 7,7";!7“7'7,;;'7 B, Mome / Services [ loventory / Manage Serviceability Agents / Serviceability Agents

Manage Profile Commit| Back |

Manage Elements

Create Profiles and

Discover SRS /S5CS

Element Type Access Selectod Agents SNMP Target Profiles _

Subnet Configurati "
Pt = Assignable Profiles «

© Manoge
Serviceability Agents Assign
SAMPY3 Uiser | 2.1 o s
i W user Name Authentication Protocel Privacy Protocol Privileges
SNMP Target | 'p z nebaDESSHA ¥ = - — VR
Frethve Selact: A, Hone

Notification Filter

profile Removable Profiles «

Serviceability

Agents
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Click Commit button to save assigned user and target profiles as display below screenshot.

Manage Elements
Create Profiles and
Discover SRS/SCS
Element Type Access
Subnet Configuration

¥ Manage

Serviceability Agents

SNMPy3 User
Profiles

SMNMP Target
Profiles
Motification Filter
Profile
Serviceability

Agents

» Synchronization

Manage Profile

Commitl Backl

Selected Agents SNMP Target Profiles _

Assignable Profiles «

Assign

0ltems &

[T |user Name Authentication Protocol Privacy Protocol

Privileges

Mo records to display

Removable Profiles «

Femove

1ltem o

[T | user Mame Authentication Protocol Privacy Protocol

Privileges

r netigDESSHA SHA DES

Select ; all, None

R

CDmmitl Backl
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6. AppManager Configuration
This section describes the steps to configure AppManager. This section assumes that
AppManager has been installed. For more information about installing AppManager or about
AppManager system requirements, refer to Section 9. The configurations explained are:

e AppManager Installation

e Activate the Netiq Trap Receiver Service

e Launch NetlQ Console

e Configure SNMPv2 Trap Monitoring

e Configure SNMPv3 trap Monitoring

6.1. AppManager Installation
In addition to the Core AppManager installation, the following product-specific AppManager
modules should be installed:

e AppManager for NetworkDevice

e AppManager for SNMPTraps

NetworkDevice and SNMPTraps modules are included in the AppManager 9.1 evaluation
package available at https://www.netiqg.com/products/appmanager/trial.html and may be selected
during the installation of the AppManager 9.1 evaluation package.

£ Net1Q Apg™ianager A1 Evalastion bratallation

= [ Apphanage -
[ Acedtanags for Hadware 81530 Mondors the Mcsosclt SQL
[ AseManagn for Hypee Mortonng 80313 Server appicaton
] Avob aniages for Micaoaol! Indesnet |rfommastion

(2] Apeanagm lor Network Davien 7 564 |

[ AgcManage foc SHMP Tesps 81140

L) AccManage for SUL Server 75170

[ AseMansget 1oe VMnare vSohere RO2B40 _J

[ A anagnt for Wirsdows Tomrmal Secver 7
) AceManage for WM 7.0161.0
[ Modse Bulde: Manaoed Obyect 105340

4 [O) Responie Tese

= Q) Vaf &
| Rt A s LfJ
o, d i Fie 5o 59K
Back | News | Concel
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6.2. Activate the Netiq Trap Receiver Service

When AppManager for SNMPTraps is initially installed, the NetlQ trap receiver is not activated.
To activate the NetlQ trap receiver: Click Start on the agent computer, click in the Start Search
box, and type services.msc to access the windows services menu. Right click on NetlQ Trap
Receiver service, select Properties.

Fh === )
File Action View Melp

a2 Bl ve o

L Seraces (Locsd | |L L Savices ocal)
Net]Q Trap Receiver Name . Description Satus Statup Type Log OnAs 3
J L NetiQ Response Tome TH,,, Sarted Aygomatic Local Gyte
Shact the service
£ Netlogon Maeta Sant atic Local Gyste.
Descrption: L0 Network Access Protecti..  The Ne Yoy | Network ...
WM”"L"W"":;;"_"*“MP”""F L) Network Connections Msnag Pause | Lozal Gpte..
TEN IR T L Network List Senvice Identifi Returs | Lotal Serwce
ShNetwork Locution Aware,.. Collect e e MNetwork 5.
_';'; Network Store Interface ... Thus e atc Local Serace
C3 OfficeScan NT Listsner Recesn Al Tasks b abc Local Syste..
&4 OfficeScan NT Prowy Ser.,,  Scans s | Local Syxte
2 Fefrash
4 OfficeScan NT RealTirme .. Parforr e Lol Syite
CL Oiffine Files The Of o taral Sege =
e g - nes, Propesties
Extended \Sandurd /
Mo

From the windows services menu as shown below and select “automatic” as the service start
type. Click OK to save changes.

Sarate) = | & ‘»:7@7
File: Actian  View Help - -
eS| B v e eIty Trop Recener Propecties (Locsl Computsr) (5=

i Sendtes (LoceDd - Sewvicesflocal) | Genesal | Log On | Recovery | Deperdencies
AT TN J Serwce name: Netl Trap Recenes
NetlQ Trap Receiver Narne
- Daplay name: Nett () Trap Flacenss
s Ne k..
dact the service BN | Gpsrpion SNMPYISNMPYZC/SNMP rap recewer om -
£5 Net NetlQ. S L
Description S Naty i
s - ~4 Faih 1o weaculabie
S ¢ L/SNMPy2c/SNMPY3 & o 1
22:1;’?' N«Z MR b ot hets C\Progsam Fles E6WeI 0\ T rapRecone’\ben\WNall O TrapRecane ass » p-
’ i T Nat) ce

Coter| | Stemover  [Maowl )

s O

£ 0 Dimablad
iy Ofh Senios Halut 5100000 o

4 O k...
L, L >
—
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Extended | Snndmd/

ST Dt agitnes
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6.3. Launch NetlQ Console
In the NetlQ server navigate to Start - All Programs - NetlQ - AppManager-> Operator
Console (not shown).

Select the required Server and Repository from the drop down menu and click on Logon as
shown in below. During compliance testing Use Windows authentication was selected.

Net1Q AppManaer Operator Console Logon K|
Server: wIN-GVS PG TEDABSNSHLE<PRESS

Bepositony: IQDB j

Connection |nformation;

' Use Windows authentication
" Usze SOL Serser authentication

NetlQ® AppManager®

[ Logon | offine | Eit | Hep |
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6.4. Configure SNMPv2 Trap Monitoring

While SNMPv3 trap sources must be explicitly configured, AppManager for SNMPTraps can
discover SNMPV2 trap resources by monitoring for new incoming traps. No security manager
entries are necessary, and while Discover SNMPTraps may be used to provide trap sources with
a customer-supplied name, it is not necessary as SNMPV2 trap sources can be created

automatically.

6.4.1. Configure firewall settings
To begin with, make sure that windows firewall on the agent does not block SNMP traps by
applying the rule:

netsh advfirewall firewall add rule name="Open SNMP Trap Port" dir=in action=allow protocol=UDP
localport=162

v Administrator: Command Prompt

Microsoft Windows [Version 6.1.7601)
Copyright <(c) 2809 Microsoft Corporation. All rights reserved.

C:\Users\Adninistrator>netsh advfirewvall firewvall add rule namne="Open SNMP Trap
" dir=in action=allow protocol=UDP localport=162

C:\Users\Adninistrator’

If there are any network firewalls which may block SNMP traps, a rule should be added there as
well at this time.

6.4.2. Start Trap Monitoring
To start trap monitoring drop a copy of the SNMPTraps_TrapMonitor Knowledge Script on the
agent computer.

<2 ' Net1Q AppManager Operstor Console (Evalustion) on \\IP-ACIFISZ0\ Q06 {Admimistrator)
Fis Ve TreeVew Let Graph €5 Web Extensons Window b

| o ls | o | = oyl 2o = |
&= 2| DEME IR g2 o2 s|m:E0| olo|F e o8lols|@Els «|F]
o AdMiB
s ': 8 TrapMorwioe
o )P:‘-:’F 3520
WM-aem [10.204.130 240]
sy [10.204.130 241)
e e ocaldoman [10 208 130 280
5 @ Urkrown Avapa-fuaa-System Manager [10 204,130
+: 0 AvapaSM. avapssem locakdoman{1 0 204.130 240
!l | T T o VA OIS TOVERY JL GENERAL JLFYPER Y J NE TWORKDEVICE J,NT J NTADHIN JL POWER:
Joy BRI | Chiden | Compntey 1 Keeadedon Scipt | Usee [ Subert Tine [ Stop Tne | a]
=
AT TV Everia ), Jobs £ Dotats )\ Giagh Daia /.

Master | NT | SNWPTiage | NeowodDovca |  SiPSever | AvapalM |

For Help, oress FL

Computers 1 Open Events: O Rurewg Mobs: 0 Gragh Data: 0 542 PM
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Make sure job detail with the “Monitor devices not yet discovered” and “Discover new devices

when traps rec

eived” options checked:

Froperties far SN Traps_Trap™ooter

Setwsde Voen | acon | Do | ddveced |

Farverze benag DNS honmare (v an oo b souse F addes W Ye
File cortming addional devcs nare P acdden: pant
File ooty bed of 17 adiwnres 1ot poe Secovesed by enchade
Uit of Towe Focorver 1P 388 eat/T 0P p! pees | coamosepasdied bt 2730
[T p—. SHMFTragn_Alseshl sggirgs tov
+ Travieng [loe advenced users unlp|
¢ Marrlor SNMP Tiops
= Evest Kotiicstion
+ Rse cofscal abum event?
< Rse magee slam avend 7
< Ase minee alam avent?
< Fane warning slam evont?
+ Rase wwspped slom event?
+ Rase indetoimnste alwm evonl?
</ Rase choavedNescived slwn eves?
< Flonn everd i Tiop Recomer is wnavailable?

g T RS

99393393

v
7

e = Omcspton | Vehe Utz
S Gemsal Seting:
= dob Faboe Notsbeabion
~ Evert owverty # Toaphloror b fak: uraspectedly S St Sevaty
+ - Event Delais
Everd delad devwe HTML Tabde -
T masce addass buwd Boh -
- Forwwt tup dota eccondng 12 SHNP verixon? SKMRV2 -
Ircitude profo rdevabor bz baed sverd exzoages by Netcood adapte? ™ Ve
+ Varlered daplay options
+ Toap Fillens
Additional Sefting:
S Moo devices not yot &scovered? 7 Ve

oraet b memewng SHMP 3az resages Fom deacat | oacrie by Nett) Trep Pacews R wvarts whan vags s moaied aod o Tiag Fecever svadabdy

E] o] cwew |

On System Manager, send test trap from Session Manager to AppManager by select Session
Manager in Serviceability Agents page, click on Generate Test Alarm button.

et / 7 Marage Agents [ Servieestany Agents (] "
relp ¥
Serviceability Agents
Agentliat,
Configurstion Marage Srelies Sarenls Tesl e Fepar Serviceatialy Sgent
. m'" Iems = em L] T teate
PORTMF L aEn am 00 4l 04N Srmiiurel em-Ssrece idsisaiemm i ; o« Inve
v S AR S 1L .0 30306 103 L e T BB S e P sctve
Selett . M, \ovs
Serviceadilnty
A‘?ﬂ"
¢ Syochronization
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Confirm that the SNMPv2 trap source, Session Manager at 10.10.97.226, is now discovered and
appears in the treeview.

ML I Appttanager Operator Console (Evaksation) oo '\ 1P AC1FISZ0' Q0B (Adeinistrator)

Mo Vww Trewvew Lt Grach 13 Web  Deremns Window  Hels

@leic| || QERERIZ Hole) bisleieislsis|sivie|| oleislel slslolalel=|x] « el || womisinin|r

=90 Ve o AOME
= ) IPROIF S0 # TrgMonda
5 34 Windows 03 PACITISD
= g FecManage Server IPACIFISI0
O Tre Soace Avmpd™Mudp| 101037228 |

o K
‘..‘ At - Ak s Caabs - 11t L oo e 4 = b4 e o l
S 18z Eg Open 1 2 P ACTFISD SHMPTas TugMore 2020096 111 15 PorapvM wiley 12204 1302390 Tisp AV AURA SESSION MM
”~
CREEN ] Ogen - PALFRD SNMFT=a06_TraoMon 2282516 1.01 = Taap oacersat [137 65 222 15] & re-conrecied
)
ATATETR 2 veres Tcke ) Doins J, Gengh Owia ]
Mo | NT | SHMPTame | NewwokDevce |  SiPSerm | Avapsd |
Done Covpuers 1 3 Open Evecks: 9 Rurning Jober 1 (Grach Dta © D213 P
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6.5. Configure SNMPv3 trap Monitoring

6.5.1. Configure Security Manager

To enable AppManager to use SNMP to access Session Manager and System Manager devices,
the SNMP community strings are required to be configured in the AppManager Security
Manager.

From the AppManager Operator Console window navigate to Extensions = Security Manager
as shown in below.

,-*I NetI() AppManager Operator Console (Evaluation) on '\ IP-AC1F352D0DB {Ac
File Wiew TreeWiew List Graph KS WEblExtensinns Window  Help

@3|EI|%| 7 || I%I@ |@ I Security Manager I¢ Iﬂﬁl

Repositary Brawser
Report Yiewsr

=GB Master Chart Console
= [# IPACIFI520 ADCheck
|!'| Windows0S: |P-ACT F3520 MetIoCkrl

& &pphdanager Server. IP-ACTF

[

Add a custom profile:

4 NetI) AppManager Security Manager {Evaluation) on %}, IP-AC1F352D%,QDB {Administrator)
Security  Wiew  Help
B &= w2
=& AppManager Securty Computer: IP-AC1F352D

-5 AppManager Roles

= 4 AppManager Lsers "Exchange | Exch2000/2003 | Oracle | S4P | 5MS | SMMP| SOL | wieblogi Custom

= [# Computers

|j |P-AC1F3520 Thiz information iz stored in the Apphanager repositony.
Custom Label
Label | Sub-Label |
Add.. :
1
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Enter the System Manager SNMPv3 User Profile created in Section 5.3 as example display
below used during compliance test for Security Manager:

e Label: Enter any descriptive name, ex: SNMPTraps.

e Sub-Label: Enter System manager’s IP Address, ex:10.10.97.226.
e Value1: Enter user name created in Section 5.3.

e Value 2: Enter *.

e Value 3: Enter user created in Section 5.3 passwords, ex:

sha,avayal23,des,avayal23.

Create the same entry with Sub-Label is Session Manager’s IP address, ex: 10.10.97.227 as

display below:

Mudiﬁr Custom Enkry E3 | Modify Custom Enkry | x| |

Yol can store cugtom values in the KPW table of the
Apphanager repozitory. Enter at least a Label, Sub-label, and
Waluel. Knowledge Scripts can access these values using the
GetContextE x callback function.

f'ou can gtore cugtom walues in the KPS table of the
Apptanager repositony. Enter at least a Label, Sub-label, and
Waluel. Knowledge Scripts can access these values uzsing the
GetContextE s callback function.

Label - ISNMF‘Traps

Sub-Label |1 10.97.226

Yalue 1: InetiqDESSHﬂ

Yalue 2 Ix

Yalue 3 Isha,ava_l,la1 23.des.avavalzdy

[~ Extended application support
[Click Help for detailz. ]

Label - ISNMF‘Traps

Sub-Label |1: 10.97.227

Yalue 1: |netiqDESSHA

Yalue 2 Ix

Yalue 3 Isha,ava_l,la1 23.des.avayal 2y

[~ Estended application support
[Click Help for details.]

QE. I Cancel Help

Ok I Cancel Help
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6.5.2. Discover the Device
To monitor SNMP trap source devices that require the use of SNMP v3, run the

Discovery_ SNMPTraps Knowledge Script on the agent computers which monitor those source

devices.

Navigate to the “Discovery” tab and drop the “SNMPTraps” Discovery KS (Knowledge Script)

on the agent machine in the treeview to create the discovery job.

* N3 AP ananger Operatior Comvnin (v abuation] on |30 ALLF 520006 (Admists shov )
Pie ves Dewvis Lt Ggh A3 WD Diteosos  odos el

vl ) SfEmE DI el Blrieeisiv]e]sisis)| oleRialel ulejolaiEl ] Bl vlaibivielxoie
B I o w0t - "~ H Rapoohged N G
graorsogme o o ricn
* - o Wm0l ACT =Y s o ropee L SR
¥ SsoMarage Levew WA AT — 4o

0 O 1 0 1 0 O b o i o o o o o 1

|
L
o

5 5 &k

GuanwannawmsGuonwefiesGul
fidl

ar
o

B0 0 O (A e N L A o s R e gy

50 102 « Mg

===
R 9 i L7 P ANy N L e

N -

On the job creation panel, enter the name and IP address of the Session Manager.

Propetties for Discovery_SNMPTraps
Gchedule  Yalues | Actionz I Objectz I Advanced I
Dlescription | Yalue | Urits |
[EF General Settings
[%]—r Job Failure Motification
| L Event severity if discavery job falls unexpectedly 5 il Severty
E]—r Event Details
| L Event detail format HTHML Table j
[} Additional Settings
Tlacing [for advanced users only]
EI—rDiscuvel SHMP Trap Devices
Flaise event if discovery succeeds? [ Yes
Flaise event if discovery fails? [ Yes
|—Update the Treeview object name if the device name changed since the previous discovery? W Yes
|—Name of the device to populate in the Tree\iew desvvmsm
IP' address of the device to populate in the Treeliew 10.10.57.227
|—File cantaining the list of device name/IP address pairs to populate in the TreeView
|—Trap Receiver IP address localhost
L Trap Receiver TCP part 2735
Dizcovers known SMMP trap-throwing devices that fonward their traps to a MetlQ Trap Receiver server. Raises an event if the job fails and optionally
raiges events to indicate discovery status [succesful, faled).
EI Ut 1 Lancel i Help |
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Confirm that Session Manager appears in the treeview (which confirms the SNMPv3 credentials
are valid and the NetlQ trap receiver service is available on the agent), in this case, it is Trap
Source: devwvmsm[10.10.97.226] and Trap Source: devsmgr[10.10.97.227]

AppManager Operator Console {Evalu

File \iew TreeVisw List Graph KS ‘Web Extensions ‘Window Help
alvi|=|2|| BEEEEE| 6l xlenemr|Ese]E]| oo
=g WIN-GYSTGTBD3BS -l B NetworkDevice
8 windows05WIN-GYSTGTBD 3RS & SIPServer
HE Networks- AT WIN-GVSTGTBDIRS & SOLServer
=i Call FerfarmancewWIN-GVSTGETEDIES
=E| SOL ServerWwWIN-GYSTGTED3BSASOLERPRESS
B SOL ServerWIN-GYSTGTED3BSASOLEXPRESS
H.323W/IN-GYSTGTED3BS
SIPMWIN-GYSTGTEDIBS
Terminal ServertwIN-GVS7GTEDIBS
WL ServerwWIN-GVYSFGTEDIBS
& Apphd anager Server WIN-GWSFGTED3ES
1% Trap Source: dewwmsm [T 10.97.227] |
# Trap Source: devvmsmagr [177 10,97, 226]
+ ’? Unkrown:dyapa-fora-System-tanager [17710.97.226] LI
At B Lo AR 40 07 S Hi [« [ [w]} ACTION 3 AD A AGENTLESS A AMADMIN & AMHEALTH A ASYHI
Event | & | | Status | ] | Job | Computer | Knowledge Script | LastDccune...l Count | Severityl Meszage ;l
EREEL kA Clozed [ O WIN-GYS PG TEL AkHealth_Healthch 3/25/2016 12026 25 M5 Healthcheck Event: Server Up
g 1329 Closed [ 78 WIN-GYSTGTEL Discovery_SIPServe 3/23/2016 217: 2 10 SIP Server Discovery Failed
[ 1392 b Clozed [ 76 WINGYSTFGETEL Discovery Metwaorkl 2/22/2016 11:1%4 5 MHetworkDevice Dizcavery Failed
g 1375 kA Closed [ 74 WIN-GYSTGTELSMMPTraps_Traph 3/26/2016 12:0:5 5 ML can't locate job
C k i P B 3 2 i SHMPTra
|j 1363 Closed [ WIN-GYSFETBL Discovery SMMPTr 3/25/2016 12113 Digcoveny: SMMPTraps discoven successful [uIM-[
| | v
1[4 T T o] Events & Jobs A, Details , Graph Data /
Master | NT | Metwarks-RT | Yol PG uality SQL I SOLServer I WTS | W |
For Help, press F1 |Computers i |Open Ewvents: O |Running Jobs: 10 |Graph Daka: 12 |1:24 Pr -z
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6.5.3. Start Trap Monitoring

Next, run the SNMPTraps_TrapMonitor Knowledge Script on the agent computer and any
SNMPv3 trap sources discovered in the treeview:

£+ Net1) AppManager Operator Console (Evalsation) an '\ IP-ACIF3S2D) QDE (Adavmistrator)

e Wew Tresvew Ut Graoh K5 Web Estenions  Window  Helo

Rl | 2| DYFTME DR 4lo]n] =|=0ieR|2| s olo/Biwlel vje|o|s| o] e] »)w] || @it

= .N«-'-Q— AdM|
= @ patirEn
@ Window U5 IPACIF 62D
31 B AvoManage: Server PALTFISD
@ Tip Souce AvagdMamm| 201037220 |

£t 28 21 TP [ TS | Conpuee [ Knowdedze Sopt
4= @ Tpen i IFACTFIR20 Ditcormary SHMPT M
d= @ Upen ] IPACIF520 Orooven_SNMPT o

TTTSTER, et A0 Dot ), Grach Gia

-} Discovsty SNUFTIags dacovery sxcsiiid [P ACTFF
| Ducovery SNMPT a8 dscovery succeisid [P ACTEY

3 | Cowt | Seeedp | Message
8153 5

In the job detail make sure Monitor devices not yet discovered? and Raise event if Trap
Receiver become available? options are checked.

Properties for SNMPTraps_TrapMonitor E

"Gchedule Walues |.&ctions| Dbieclsl Advancedl

Dezcription | Walue | Units |

[=l General Settings
[l]—r.lnh Failure Notification

L Event severity if TrapMonitor job failz unexpectedly 5 i‘ Severity
[Z- Event Details
|—Event detail farmat HTHL Table j
|—Tla|:| source address format Boath j
|~Format trap data accaording to SHMP version? SNMPw2 j
|—Include prefis information to format event meszages for Netcool adapter? [ Yes
\»"alhind display options

[+} Trap Filters
(=} Additional Settings

Monitor devices not yet discovered?

|~Custom mezsage mapping file raps_Alarmbd appings. cay
Tlacing [for advanced users only]
=l Monitor SHMP Traps

I_;Ll—r Event Notification

Raise critical alarm event? [ ez
Raise major alarm event? [ ‘e
Raise cleared/resolved alarm event? [ ez
Flaise event if Trap Receiver is unavailable? W “es

I [+ Raise event if Trap Receiver becomes available? [ “es I

Monitors for incoming SMMP trap meszages from devices forwarded by NetlQ Trap Receiver. Raizes eventz when biaps are received
and for Trap Receiver availability.

E 0k I Cancel Help

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 25 of 36
SPOC 7/6/2016 ©2016 Avaya Inc. All Rights Reserved. AppMgrSMSMgr70



Finally, generate a test trap from the System Manager by select system to send trap, in this case
they are Session Manager and System Manager, then click on Generate Test Alarm button as
display in below screenshot:

| Home Inventory X§
* Inventory 4+ Home / Services [/ Inventory / Manage Serviceability Agents / Serviceability Agents
Ip
Manage Elements o
Create Profiles and Serviceability Agents
nirrnvar \R'-l‘,( ‘.
Hnmm Type Act»ﬂ | Agent List
Subnet Configuration Manage Profiles Generate Test Alarm Repair Serviceahilty Agent
- M .
iz 2ltems 2 Show Al =) [ e hore Lo gutarate Tast Al | Fiter; £nabla
Jerviumblllly Aornu
e ¥ Hostname 1P Address System Name System OID Status
SNMPv3 User
p ' ' WV davymsmgr bywdey .com 100106,97.226 Avaya-hAura-Systam-Managar 1.3.6.14.1.68891,35 sctive
rofiles
N— A —— M DeyvmSM.bvwdev.com 190.10.97.227 DevymsMm active

‘-N\it’ l’arqol
Profiles
Notification Filter
Profile

Select : All, None

Serviceability

Agents

The test trap and any subsequent traps received will be reported in the AppManager console as
events:

DMML‘W“.&(A--MW

Bl || DEMA IR =lais] ol ois(e|slin|] oembi#iel o
—‘u:-a o cave

= rAreD W oo
=l W05 PACTFIED
= 8 AcMevegm Seve P ALTFXD
#5100 Smaon LW ave 10704 120 204
# T Sumon AvardM avegy 110004 130 241 )

wls ALTION ) AD A AGT iy i 4 [ TEnY M1,
[ [ T S T S 5 ) LianOeoa | Cond |
. 19 AW BN SN o [racrdareon wl/meaka X Perspa™ wom (10304 150 2611 Tent warw b bestng oy 50 recovensy ectae necesiey

Drvaveny SUMPTin Stoorey suconshd [F 201FE20|

3 ad - o Cercovey_SH v w13 x %
.= o Oeeetyew A0 Claixinep_ ST wge VINZIG | X5 ) Do SUMET s Siooven s tanhd [FL01F 80]
T wam TN averr .
ow .

Tl Valy, oans 7| . Compuimes | Cpen Dyt & Fravwrg W4
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6.5.4. Administer Network Device

AppManager for NetworkDevice discovers the session and system manager using SNMP to
query the device characteristics. To use SNMP, create the SNMP access credentials as follows:
First, create an SNMP profile for the session manager. Note that this is different from the
“AppManager for SNMPTraps” profile created in Section 6.5.1 because it is for snmp-get
requests from the networkDevice module. Here we are entering SNMPvV3 profile for session
manager and system manager by select security manager:

r*, MNetI() AppManager Operator Console (Evaluation) on "' IP-AC1F352D0DE {Ac
File Wiew TreeWiew List Graph KS WEblExtensinns Window  Help

@3|EI|%| 7 || I%I@ |@ I Security Manager I¢ Iﬂﬁl

Repositary Brawser
Report Yiewsr

=GB Master Chart Console
= [ IP-ACTF3520 A Check
|!'| Windows0S: IP-ACTF3520 MetICkrl

& Apphd anager Server: IP-ACTF

[

Add a custom profile:

& NetI) AppManager Security Manager {Evaluation) on %} IP-AC1F352D%,QDB {Administrator)
Security  Wiew  Help
& 5= @ 2
=& AppManager Securly Computer: IP-AC1F352D

@ Apphdanager Roles

-4 AppManager Users " Exchange | Exch2000/2003 | Oracle | 54F | M5 | SNMP| SOL | weblogip Custom

= [ Computers

|j IP-ACIFA520 Thig information is stored in the Appkdanager repozitony.
Custom Label
Labed | Sub-Labed |
Add.. :
1
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Enter the System Manager SNMP profile into security manager. If all devices on your network
will use the same SNMP configuration, enter “default” as the label2 string. If they are each
different, enter the active IP address of the device as the label2 string:

Enter the System Manager SNMPv3 User Profile created in Section 5.3 as example display
below used during compliance test for Security Manager:

e Label: Enter any descriptive name, ex: NetworkDevice.

e Sub-Label: Enter System manager’s IP Address, ex:10.10.97.226.

e Value1: Enter user name created in Section 5.3, ex: netigDESSHA.
e Value 2: Enter *.

e Value 3: Enter user created in Section 5.3 passwords, ex:

sha,avayal23,des,avayal23.

Create the same entry with Sub-Label is Session Manager’s IP address, ex: 10.10.97.227.

d Modify Custom Entry EA4 [|Modify Custom Entry Ed

You can shore cuztom values in the KPW table of the You can store cuztom values in the KW table of the
Apphdanager repozitary. Enter at least a Label, Sub-label, and Apphdanager repozitary. Enter at least a Label, Sub-label, and
Yaluel, Knowledge Scripts can access these values uzing the YWaluel. Knowledge Scripts can access these values uzing the
GetContextER callback function. GetContextE R callback function.
Label : INelwurkD evice Label : INetwu:urkD evice
Sub-Label |1 10.97.226 Sub-Label |1 10.97.227

Value 1: InetiqDESSH.-’-‘x Value 1: InetiqDESSH.-’-‘n.

Yalue 2 Ix Yalue 2 Ix

Yalue 3 Isha,ava_l,la'l 23 des,avapal 23 Yalue 3 Isha,ava_l,la'l 23 des,avapal2d

[~ Estended application suppart [~ Estended application suppart
[Click Help for detailz.] [Click Help for detailz. ]
Qk. I Cancel Help k. I Cancel Help
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6.5.5. Discover the Device

Navigate to the “Discovery” tab and drop the “NetworkDevice” Discovery KS on the agent
machine in the treeview to create the discovery job for the devices.

¢ *Net1Q AppManager Operator Console (Evaluation) on |\ IP-ACIFIS20.000 (Administrator )

Fle Yew Treeviem st Graph K5 Web Datersiore Window  Helo

o] 3 ) =t o e O 1 B T A S 3 a5 0 5 e |

@ Vet ¥ acive0S C
= @PaciFn $apar 8 Do
& M Window:05 1P, g o hgertass Wixhoge
# B AcpMarage: Serves | G ) ANHnath ¥ EvchargaRT
7 Toap Source Avapad M e [t 30 240] ANH ot HUNDS BEMWT
# Teaplfiowos: AvapdM-omg [10.204 8%,7.4_ 1o ¥ ExchangeDAG
o AvastM ) Hardwars
WBES B HardweUNIX
¥ Col tatinsyen Htipey
SO dis
o CiccolM B ava
) E CarcollM_4s ¥ e
CizcolCD Bupe
j) CitalM #uscs
) CiscollC M Netachup
¥ CiecollCM @Mﬂockwu"(-’
o) ChecolE o

_:n.-_l_lj[im TS | Computer LfnowedgeScapt | LewtOcous. [Coud Sy | Mewsoge =
= §% O/ | Open T PACTF 50 SNMPTrae_Traphiondor /1772016 ROEE 20 FovayanM aam 110,204
G B ® | Open g PALDIFFED Dvcovey_SNWFTrape NN2Ane12%3 ] Dvcovey: SNMPTrap
- - ® Open g PACIFED Discovey SNMPTrage 2NT2NE61.2¢5 ] Discavesr SNMPT rag
T IETRTEN Evers (Jobe K Defak )\ GraghData)
T Mate [ RT | SNMFTx |
Fur Halp, prews Fl
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Enter the IP address of Session Manager and system manager in the job properties for List of
network devices (comma-separated), in this case 10.10.97.226,10.10.97.227.

Properties for Discovery_NetworkDeyice

Gchedule  Walues |Actions| Dbiectsl .-’-‘«dvanc:edl
Description | Yalue | Units ||

E|—|—Autu Dizcovery
|— Diefault gateveay router
|—Maximum nurmber of hops 1 Hops

|—E.~'-\UTIEIN: Enabling can neqgatively impact network perfarmance

|—Walk subnets for laper-2 devices? (W] n
List of netwark devices [comma-separabed) 1010.97.226,10.10.97. 227
Ligt of network device ranges [comma-separated)
Full path to file with list of nebwork, devices
Discovery Details
Digcoweny limeaut n Minutes
Raize event when discoveny succeeds? [v/n) !
Event severity when discovery succeeds 20 Severity
g Severity

Ewent severity when discovery fails

Digcovers network devices: routers, switches, gateways, etc. You can zpecify a comma-zeparated ligt of network, devices to discover, a range of IP
addresges, a gateway router for auto-discoveny, or the name of a file that containg device names on separate lines. Specify at least one remote computer.
Becausze only one computer should act as a prosy for & given network, device, drop this scipt on only one computer at a time. ouw must update Security
Manager with SMMP version and securnty information [community ztring for SHMPw1/v2; user, contest, authentization and encryption for SHMP3]
before pou can dizcover network devices.

E (1] I Cancel | Help |

Discovery will create treeview objects for the Session Manager and System Manager using
SNMP

Unknown: Avaya-Aura-System-Manager [10.10.97.226] and Application:
DevvnSM.bvwdev.com[10.10.97.227] Discovery Network OK

f 1Nt AppManager Operator Console (Evadsation) on \\WIN-GVSTGTBDIES  SQLEXPRESS | QOB (Adminestrator)
L Yew TresVew it Grph £5 WeR Ddtensom Wndow (wb

el 2| AERBDIE =lols] |s|e||s]e|slsl]s]| oloBixlel

-] € NevatDenco

SPServey
SOLServer

SOL Server WIKGV
| SOL Server WIN.G!
H RIWNGYS
IPWINGYS TR

oW

Trap Sousce davyran |1
Q Trap Source: davemang [100 10 97 .22
P Urbrowndvaps#as SpteeManage (V01097 205)

+ 3 Sorkoston DerandSM bywae LI [V B Ly -
: i bl 1 | T S IO AETion Joah J RGeS J DN J AT AT f Al
Ever | ® [ B [ Stwwr | D [Job__ | Corpum | Xemindge Sorpt | bav Oocur | Sevesdy | Memage .
C e Open [ WINGV! INMPTeagn_TrepM A/22/2016 208 25 Trap secaoves |1 35.10 83 27) 15 te-comnacted
CRRE Dpen B4 Tuap caver [135 1038 27] iz e corneciod

- RECLw] Cpen 106 Tre wppksrertsl desbare SIFServer_DevmbM o
L REES B Chowd 100 Trw suppiererisl detabeas SIFSmve_fvmiesss:
C RE:S 4 Clowed 3 SIP Serves Diac
- RE: A Cloted Dutarvety, Netwoh, NewaxhDwace

Network, Devace Down - [DevenEM bvmder con| |3

i S A Clowed * B Netmot Davios_Ded/

L EE P Choed % /STGTEE Netwod Davice_Dw 4/ Nwwek, Davice Down - Prvasndise S peen M anags

= RE:) 5/ Coed 0 WIN GVSTGTECAMH ey Heathe) 32 M5 Heslrcheck Evert Sarver Up =
. L

(AT 1SR\ Everds £T0he ), Deladi J GighO%a ]
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Click on the treeview object to verify that platform details are available for both session and

system manager are listed such as Snmp, Interfaces, LAN links, Host Resource and IP
Subsystem.

[+ W Server'wIN-GYSTGTBD3RS -
& Apphd anager Server WIN-GVSTGTED3IES

o fF Trap Source: devymsm [17710.97.227]

----- #F Trap Source: dewvmamar [17 10057 226]

El,ﬁ Uk noverAvaya-aura-Sestem-tanager [1 10,97 226]

b % Shimp
-3 Interfaces

- gk LAM Links
- [ Host Resource

------ ¥ IP Subsystem

[+ g LAM Links
- [ Host Resource

F?I---anI feanaS bd-NevewrnShd bvosades cal135 10 97 2971 x

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 31 of 36
SPOC 7/6/2016 ©2016 Avaya Inc. All Rights Reserved. AppMgrSMSMgr70



Start the NetworkDevice recommended knowledge script group for monitoring each device.
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Confirm that the following device monitoring jobs have started:
NetworkDevice_Device Uptime, NetworkDevice _Device Ping,
NetworkDevice_Interfaces_Health, NetworkDevice IPSubsystem_Ulti and
NetworkDevice_LANLink_Ulti as shown in below screenshot.

'Nel 1) Apptanager Operatar Cansele (Evaluation) an \\ IP-ACTFIS20 006 (Adusnistrstor)
Fie Yow Trestew (it Graoh K3 Web Extermoms ‘Window  Hebp
: ol | O o R S TR PR I EEE T
@ NomeaDevice
= Appie avigps o loceidonan [10 204 130 240]
# ot Some
. x inlace:
o LAN Links
© 8 Hou Aescunce
A 7 Subwpten
5 @ Unkrow AvapsAusSysten Manager [10 204,130 2¢1|
- Snerg
# rledaces
& B LAN Lede
+ Hoot Aescusce
P Subwpiten
T T T TioN J e TWERBEILE ), RECONMENDED /
Lo, Congua, L Eixatedos Sant T i
: ] Ruweg 1 PACFSN Network Devvce_Oevce_Upbme IP-ACTFIS20 A dmin sdor 276 102 <None>
g v E:3 Rurerg ] PACIFS0 NewokDeavos_Devwce_Firg IPACTFIS2D\Admawsio 2N /26 10 <None>
SF dE] ‘ Ruverg 1 PACIFSD Netwok Devece_(nterdace_Haat IPACTFIS20 \Admanwesion J2A/72NE 10 % (None>
or. Ed - 3 @& Pung ' PALIFS0 Network Devoe_IPSubsysten_Us IPACTFISD Adrinkteator 372172016 10 <None>
an E:3 0 Runreg 1 PACIFRN Neswork Devece_LANLInk_UN IP-ACTFIS20 \Admine bstor 320216 102 <None>
PM; Reviewed: Solution & Interoperability Test Lab Application Notes 32 of 36

SPOC 7/6/2016 ©2016 Avaya Inc. All Rights Reserved. AppMgrSMSMgr70



After a monitoring interval has been completed, data streams will be visible in the Graph Data
pane as shown in below screenshot.
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This data may be displayed as a graph using “Create Chart” as display in below screenshot.
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Below display the NetworkDevice_Device_Ping data in graphic chart.
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7. Verification Steps
The following tests were conducted to verify the solution between the Session Manager, System
Manager and AppManager Application.

e Ensure AppManager can discover Session Manager via SNMPv2 as display in last part of
Section 6.4.

e Ensure AppManager can discover Session Manager and System Manager and their
devices detail via SNMPv3 as displayed throughout in Section 6.5.

8. Conclusion

All of the executed test cases have passed and met the objectives outlined in Section 2. The
NetlQ AppManager 9.1 is considered compliant with Avaya Aura® Session Manager and
Avaya Aura® System Manager 7.0.

9. Additional References

This section references the product documentation relevant to these Application Notes. Product
documentation for Avaya products may be found at http://support.avaya.com.

1. Administering Avaya Aura® Session Manager Release 7.0 Issue 1 August 2015
2. Administering Avaya Aura® System Manager for Release 7.0 Issue 1 January 2016

Product documentation for NetlQ AppManager may be found at:

1. Administrator Guide NetlQ® AppManager® April 2016 on
https://www.netig.com/documentation/appmanager-
9/pdfdoc/administratorguide/administratorguide.pdf

2. Net 1Q online documents:

NetlQ AppManager for SIP Server Management Guide March 21

https://www.netig.com/documentation/appmanager-

modules/appmanagerforsipserver/data/b19cptxp.html

SNMP Traps Knowledge Scripts https://www.netig.com/documentation/appmanager-

modules/appmanagerforsnmptraps/data/snmptraps_trapmonitor.html
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