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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 10.1 to support Telmex
SIP Trunking Service using UDP/RTP.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the public switched telephone network (PSTN) with various Avaya
endpoints.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Telmex is a member of the Avaya DevConnect Service Provider Program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps necessary for configuring Session Initiation Protocol
(SIP) Trunking service between Telmex and an Avaya SIP-enabled enterprise solution.

In the configuration used during the testing, the Avaya SIP-enabled enterprise solution consists
of Avaya IP Office Server Edition Primary Server with an IP500 V2 Expansion System
(hereafter referred to as IP Office), Voicemail Pro and various Avaya endpoints, listed in Section
4,

The Telmex SIP Trunking Service referenced within these Application Notes is designed for
business customers. Customers using this service with the Avaya IP Office solution are able to
place and receive PSTN calls via a broadband wide area network (WAN) connection using the
SIP protocol. This converged network solution is an alternative to traditional PSTN trunks such
as analog and/or ISDN-PRI trunks. This approach generally results in lower cost for the
enterprise.

The terms “service provider” or “Telmex” will be used interchangeably throughout these
Application Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site at the Telmex facility in Mexico by
connecting the Avaya SIP-enabled enterprise solution to Telmex’s network, as depicted in Figure
1, and exercise the features and functionalities listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunk interoperability the following features and functionalities were exercised
during the interoperability compliance test:

e Static IP SIP Trunk authentication.

e SIP OPTIONS queries and responses.

e Incoming PSTN calls to various phone types including H.323, SIP, Digital and Analog
telephones at the enterprise. All inbound calls from the PSTN were routed to the
enterprise across the SIP trunk from the service provider.

e Qutgoing PSTN calls from various phone types including H.323, SIP, Digital, and
Analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the Service Provider.

e Caller ID presentation.
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Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect via normal call termination by the caller or the called parties.

Proper disconnect by the network for calls that are not answered (with voicemail off).

Proper response to busy endpoints.

e Proper response/error treatment when dialing invalid PSTN numbers.

e Calls using the G.729, currently the only codec supported by Telmex.

e No matching codecs.

e Proper early media transmissions.

e Voicemail and DTMF tone support using RFC 2833 (leaving and retrieving voice mail
messages from PSTN phones).

e Outbound Toll-Free calls, interacting with IVR (Interactive Voice Response systems).

e Inbound and outbound PSTN calls to/from Avaya Communicator Softphone client.

Various call types including: local, long distance, international, etc.

Caller ID presentation and Caller 1D restriction.

Simultaneous active calls.

Long duration calls (over one hour).

User features such as hold and resume, transfer, and conference.

Off-net call forwarding and mobile twinning.

Proper response/error treatment to different failure conditions.

Items not supported or not tested included the following:
e Inbound toll-free calls, 911 calls (emergency), “0” calls (Operator), 0+10 digits calls
(Operator Assisted), were not tested.
e T.38 fax is not currently supported by Telmex; therefore T.38 fax was not tested.
e (.711 pass-through fax was not tested.
e SIP REFER is not currently supported by Telmex; therefore SIP REFER was not tested.
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2.2. Test Results

Interoperability testing of Telmex SIP Services was completed with successful results for all test
cases with the exception of the observations/limitations described below.

e Outbound Calling Party Number (CPN) Block: To support outbound privacy calls
(calling party number blocking), Communication Manager sends “anonymous” as the
calling number in the SIP From header, uses the P-Asserted-ldentity (PAI) header to pass
the actual calling party number and includes “Privacy: id” in the INVITE. During testing
this type of call resulted in call failure. For security reasons this feature may not be
supported in Mexico.

2.3. Support

For support on Telmex systems visit the corporate Web page at:
http://telmex.com/en/web/empresas

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.
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3. Reference Configuration

Figure 1 illustrates the test configuration used for the DevConnect compliance testing. The test
configuration simulates an enterprise site with an Avaya SIP-enabled enterprise solution
connected to the Telmex SIP trunking service through a private network connection.

The Avaya components used to create the simulated enterprise customer site includes:
e Avaya IP Office Server Edition Primary Server.
e Avaya IP Office 500 V2 Expansion System.

Avaya Voicemail Pro for IP Office.

Avaya 96x1 Series H.323 IP Deskphones.

Avaya J129 SIP IP Deskphones.

Avaya Communicator for Windows Softphone.

Avaya 1408 Digital Deskphone.

Analog Deskphone.

Located at the simulated enterprise site is the Avaya IP Office Server Edition Primary Server and
the Avaya IP Office 500 V2 expansion system with analog and digital extensions, as well as a
VCM®64 (Voice Compression Module) for supporting VolP codecs. The LANL1 port of the Avaya
IP Office Server Edition Primary Server and the LANL1 port of the Avaya IP Office 500 V2
expansion system were connected to the enterprise LAN (private network). The LAN2 ports
were not used. Endpoints include Avaya 96x1 Series IP Deskphones (with H.323 firmware),
Avaya J129 Deskphones (with SIP firmware), digital, and analog Deskphones, and a PC running
Avaya Communicator for Windows Softphones. The Windows PC was also running Avaya IP
Office Manager to configure and administer the Avaya IP Office system. Mobile Twinning is
configured for some of the Avaya IP Office users so that calls to these user’s extensions will also
ring and can be answered at the configured mobile phones.

In an actual customer configuration, the enterprise site may include additional network
components between the service provider and the Avaya IP Office system, such as firewalls. A
complete discussion of the configuration of these devices is beyond the scope of these
Application Notes. However, it should be noted that all SIP and RTP traffic between the service
provider and the Avaya IP Office system must be allowed to pass through these devices.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products only (private network side). Readers should consult the appropriate Avaya product
documentation for further information regarding security and encryption capabilities supported
by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.
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For the testing associated with this Application Note, the interface between the Avaya system
and the Telmex network did not include the use of any specific encryption features, UDP
Transport for signaling and RTP for media was used between the Avaya system and the Telmex
network across the SIP Trunk. TLS transport for signaling and SRTP for media was used inside
of the enterprise (private network side, in between Avaya components inside of the enterprise).

Note — The configuration tasks required to support security and encryption capabilities inside of
the enterprise (private network side) are beyond the scope of these Application Notes; hence they
are not discussed in this document.
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Figure 1: Avaya Interoperability Test Lab Configuration
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software |

Release/Version

Avaya

Avaya IP Office Server Edition Primary Server

10.1.0.0.0 Build 237

Avaya IP Office 500 V2 expansion system

10.1.0.0.0 Build 237

Avaya IP Office Manager

10.1.0.0.0 Build 237

Avaya Voicemail Pro

10.1.0.0.0 Build 241

Avaya 96x1 Series IP Deskphones (H.323)

Version 6.6401

Avaya J129 IP Deskphones (SIP) 1.1.0.0.15
Avaya Communicator for Windows 2.1.4.0 built 256
Avaya Digital Deskphones 1408 R46

Lucent Analog Phone

Telmex
Cisco CUBE C892fsp 15.3(3)m7
Oracle SBC Unknown
Huawei IMS Unknown

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone
IP Office 500 V2 and also when deployed with all configurations of IP Office Server Edition.
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5. Avaya IP Office Primary Server Configuration

This section describes the Avaya IP Office configuration to support connectivity to the Telmex
SIP Trunk Service. Avaya IP Office is configured through the Avaya IP Office Manager PC
application. From a PC running the Avaya IP Office Manager application, select Start -
Programs - IP Office > Manager to launch the application. Navigate to File 2 Open
Configuration, select the appropriate Avaya IP Office system from the pop-up window and log
in with the appropriate credentials.

£ selectIP Office [= ==

Name IP Address Type Version Edition
Server Edition 10.1
005056AB6182 1064101127 IPO-Linux-PC  10.1.0.0.0 build 237 Server (Primary)

Configuration Service User Login
IP Office: 005056AB6182 (Primary System - IPO-Linux-PC)
Service User Name User Name
Senvice User Password |
Cancel ] l Help

TCP Discovery Progress

Unit/Broadcast Address
1064101127 - oK || Cancel
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A management window will appear similar to the one shown on the screen below. If the left
navigation pane does not immediately appear click on Configuration on the top-right of the
screen. All the Avaya IP Office configurable components are shown in the left pane known as
the Navigation Pane. The pane on the right is the Details Pane. These panes will be referenced
throughout the Avaya IP Office configuration. In the reference configuration, IP users are
registered to the Primary server. Digital and Analog users are configured on the IP 500 V2
expansion system. The SIP trunk to Telmex is configured on the Primary server. All licensing
and feature configuration that is not directly related to the interface with the Service Provider
(such as twinning) is assumed to already be in place.

¥ Avaya IP Office Manager for Server Edition Solution [F:\Telmex\Archivos de pruebas\TRI618 - IPO SBC TLS_SRTP\Conf IPOSBCSRTP]

S
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5.1. Licensing

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; first navigate to
iposerver in the Navigation Pane where iposerver is the name of the IP Office Primary Server.
Navigate to System > License in the Navigation Pane. In the Details Pane, verify that the
License Status is Valid and that the number of Instances is sufficient to support the number of
SIP trunk channels.

I License | Remote Server|

License Mode License Mormal

Licensed Version 10.0

PLDS Host ID

PLDS File Status  Valid
Feature Instances Status Expiration Date Source
YMPro TTS Professional 40 Valid 3/3/2018 PLDS Modal
IPSec Tunnelling 1 Obsolete 3432018 PLDS Modal
Power User 1000 Walid 3372018 PLDS Modal
Customer Service Agent 10 Valid 34372018 PLDS Modal
Custormer Service Supervisor 20 Valid 3432018 PLDS Modal
Avaya IP endpoints 1000 Valid 3/3/2018 PLDS Modal
SIP Trunk Channels 256 Walid 3/3/2018 PLDS Modal
IP500 Universal PRI (Additional cha... 100 Obsolete 3372018 PLDS Modal
CTILink Pro 1 Walid 3372018 PLDS Modal
Wave User 16 Obsolete 3372018 PLDS Modal
3rd Party IP Endpoints 1000 Walid 3/3/2018 PLDS Modal
Server Edition R10 150 Valid 3372018 PLDS Modal
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5.2. System Settings — Primary Server

Configure the necessary system settings. In an Avaya IP Office the LAN2 tab settings
correspond to the Avaya IP Office WAN port (public network side) and the LAN1 tab settings
correspond to the LAN port (private network side). For the compliance test only the LAN1 port
was used, since the connection to the Telmex SIP trunking service was done through a “private”
network connection within Telmex’s network, and not through a public network connection
(public Internet).

5.2.1. System — LANL1 Settings
To access the LANL1 settings of the IP Office Primary Server, first navigate to System >
iposerver in the Navigation Pane where iposerver is the name of the IP Office Primary Server.
Navigate to the LAN1 = LAN Settings tab in the Details Pane. The LANL1 settings for the
compliance testing were configured with following parameters:

e Setthe IP Address field to the LAN IP address, e.g., 10.2.20.18.

e Setthe IP Mask field to the subnet mask of the enterprise private network, e.g.,

255.255.255.128.

e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).

Systern | LANL | LaN2 | DNS | Vaoicemail | Telephony | Directory Services | Systemn Events

LAM Settings | yoIP | Metwork Topology|

IP Address 10 2 20 15

IP Mask 255 255 255 128

-

Mumber Of DHCP IP Addresses 108
DHCP Mode

) Server () Client @ Disabled
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The VolIP tab as shown in the screenshot below was configured with following settings:

Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

Select Preferred under H.323 Signaling over TLS. When enabled, TLS is used to
secure the registration and call signaling communication between IP Office and endpoints
that support TLS. The H.323 phones that support TLS are 9608, 9611, 9621, and 9641
running firmware version 6.6 or higher.

Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to
Telmex.

Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register
using the SIP protocol.

The SIP Domain Name and SIP Registrar FQDN may be set according to customer
requirements. If the Domain Name is left at the default blank setting, SIP registrations
may use the IP Office LANL IP Address.

Check TLS and verify the TLS Port numbers under Layer 4 Protocol is set to 5061.
Verify the RTP Port Number Range settings for a specific range for the RTP traffic.
The Port Range (Minimum) and Port Range (Maximum) values were kept as default.
In the Keepalives section at the bottom of the page, set the Scope field to RTP-RTCP,
Periodic Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office
to send RTP and RTCP keepalive packets at the beginning of the calls and every 30
seconds thereafter if no other RTP/RTCP traffic is present.

All other parameters should be set according to customer requirements.

Click OK to commit (not shown).

| Systeml LANL |LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR |\|'oIP | Dialer | VolP Security | Contact Center

| LAN Settingsl VolP |NetworkTopo|ogy|

I H.223 Gatekeeper Enablel

[ Auto-create Extension Auto-create User [ H.323 Remote Extension Enable

| H.323 Signaling over TLS Preferred - 1720

SIP Trunks Enable

SIP Registrar Enable

[[] Auto-create Extension/User [C] SIP Remote Extension Enable
SIP Domain Name telmex.com.mx
SIP Registrar FQDN telmex.com.mx
upp UDP Port 5060 z 5060
TCP TCP Port 5060 D 5060
| TLS TLS Port 5061 = 5061
Challenge Expiration Time (sec) 10 =
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RTP
Port Number Range

Minimum 40750 = Maximum 0750 =

Port Number Range (NAT)

Minimurm 40750 = Maximum 50750 =

[#] Enable RTCP Menitoring on Port 5005

RTCP collector IP address for phones 0 0 0 0
Keepalives
Scope |RTP-RTCP »| Periodic timeout 30
Initial keepalives | Enabled - |

Note: In the compliance test, the LANL1 interface of the IP Office Primary Server was used to
connect IP Office to the enterprise private network (LAN). The LAN1 interface was also used to
connect IP Office to the Telmex SIP trunking service. The LANZ interface of the IP Office
Primary Server was not used.
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5.2.2. System - Telephony Tab
To access the System Telephony settings, first navigate to System - iposerver in the
Navigation Pane where iposerver is the name of the IP Office Primary Server, navigate to the
Telephony = Telephony tab in the Details Pane, and configure the following parameters:

e Choose the Companding Law typical for the enterprise location, A-Law was used.

e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and

call transfers to the PSTN via the SIP trunk to the service provider.
e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).

system | LANL | LaN2 | DNs | Voicemail | Telephony |Directory Services | system Events | sMTP | sMDR | volp | Dialer | volP Security | Contact Center
Telephony | Park & Page| Tones & Music| Ring Tones | sM [ CallLog [ TuI |

Dial Delay Time (sec) 1 = Companding Law
= Switch Line
Dial Delay Count 4 =
Default Mo Answer Time (sec) 15 = 0 U-Law U-Law Line
Haold Timeout (sec) 15 =
= @ A-Law @ A-Law Line
Park Timeout (sec) 300 =
Ring Delay (sec) 5 = 5 DS Stat
atus
Call Priority Promotion Time (sec) |Disabled =
Auto Hold
Default Currency [MXN v] il B
ial By Name
Default Mame Priority [FavorTrunk v] Show Account Code
Media Connection Preservation [Enabled v] [ Inhibit Off-Switch Forward/Transfer
Phone Failback [Automatic vl |:| Restrict Metwork Interconnect

Login Code Complexity
Enforcement

Include location specific information

Mini lenath 6 Drop External Only Impromptu Conference
inimum leng ~

Complexity ] Visually Differentiate External Call

High Quality Conferencing
RTCP Collector Configuration Directory Overrides Barring

Send RTCP t RTCP Collect
[T Sen oan ollectar [[] Advertise Callee State To Internal Callers

L L L L [C] Internal Ring on Transfer
5005
5
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5.2.3. System - VoIP Tab

For Codec settings, navigate to the iposerver in the Navigation Pane where iposerver is the
name of the IP Office Primary Server, select the VolP tab and configure the following
parameters:

e Select or enter 101 for RFC2833 Default Payload. This setting was recommended by
Telmex for use with out-of-band DTMF tone transmissions.

e For codec selection, select the codecs and codec order of preference on the right, under
the Selected column. The Default Codec Selection area enables the codec preference
order to be configured on a system-wide basis. The buttons between the two lists can be
used to move codecs between the Unused and Selected lists, and to change the order of
the codecs in the Selected codecs list. By default, all IP phones (SIP and H.323) will use
the system default codec selection shown here, unless configured otherwise for a specific
extension. The example below shows the codecs used for IP phones (SIP and H.323).

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

| System | LANI | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR |HDIP |
Ignore DTMF Mismatch For Phones

Allow Direct Media Within NAT Location [

RFC2833 Default Payload 101 -
Available Codecs Default Codec Selection
Unused Selected
G.711 ULAW 64K G.722 64K g (G.729(a) BK CS-ACELP
G.711 ALAW B4K G711 ALAW 64K
G.722 64K G711 ULAW B4K

G.729(a) 8K C5-ACELP

<

23>

Note: The codec selections defined under this section (System — VVolP Tab) are the codecs
selected for the IP phones/extensions. The codec selections defined under Section 5.4.5 (SIP
Line — VVoIP tab) are the codecs selected for the SIP Line (Trunk).
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5.2.4. System — VoIP Security tab

For the compliance test, SRTP was used internal to the enterprise wherever possible. To view or
configure the media encryption settings, first navigate to System - iposerver in the Navigation
Pane where iposerver is the name of the IP Office Primary Server, select the VolP Security tab
and configure the following parameters:

e Set the Media drop-down menu to Preferred to have IP Office attempt use encrypted
SRTP for devices that support it and fall back to RTP for devices that do not support
encryption.

e Under Media Security Options, select RTP for the Encryptions and Authentication
fields.

e Confirm that SRTP Window Size is set to 64.

e Under Crypto Suites, select SRTP_AES CM 128 SHAL1 80 and
SRTP_AES_CM_128 SHA1 32

e Click OK to commit (not shown).

iposerver

[System [LaNL [LAN2 [ DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR [ VolP | Disler | VoIP Securiy ||

edia referres hd trict
Medi Preferred [ Strict sIPS

Media Security Options

Encryptions RTP
[C] RTCP
Authentication RTP

RTCP
Replay Protection
SRTP Window Size o4
Crypto Suites
SRTP_AES CM_128 SHA1 80
SRTP_AES_CM_128_SHA1 32
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5.3. IP Route

Create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to route calls to Telmex’s network.

e Set the IP Address and IP Mask of the IP subnet of the private side of the Telmex SIP
proxy, or enter 0.0.0.0 to make this the default route.

e Set Gateway IP Address to the IP Address of the default router in the IP Office IP
subnet.

e Set Destination to LAN1 from the pull-down menu.
e Click OK to commit (not shown).

IP Route
IP Address 0 0 0 0
IP Mask 0 0 0 0
Gateway IP Address 10 2 20 1
Destination LAML
Metric 0
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5.4. SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and the Telmex
service. The recommended method for configuring a SIP Line is to use the template associated
with these Application Notes. The template is an .xml file that can be used by IP Office Manager
to create a SIP Line. Follow the steps in Sections 5.4.1 to create the SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses

e SIP Credentials (if applicable)

e SIP URI entries

e Setting of the Use Network Topology Info field on the Transport tab

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Section 5.4.2 to 5.4.6.

Alternatively, a SIP Line can be created manually. To do so, first navigate to System -
iposerver in the Navigation Pane where iposerver is the name of the IP Office Primary Server,
right-click on Line in the Navigation Pane and select New > SIP Line. Then, follow the steps
outlined in Sections 5.4.2 to 5.4.6.

5.4.1. Creating a SIP Trunk from an XML Template

DevConnect generated SIP Line templates are always exported in an XML format. These XML
templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office
Standard Edition (500 V2) and IP Office Server Edition systems. Alternatively, binary templates
may be generated. However, binary templates include all the configuration parameters of the
Trunk, including sensitive customer specific information. Therefore, binary templates should
only be used for cloning trunks within a specific customer’s environment.

Copy a previously created template file to a location (e.g., \temp) on the same computer where IP
Office Manager is installed.
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To create the SIP Trunk from the template, navigate to the iposerver in the Navigation Pane
where iposerver is the name of the IP Office Primary Server, right-click on Line in the

Navigation Pane, then navigate to New - New from Template.

=- & BOOTP (6) SIP Line| Transport

4% Operator (3)

-5 Solution ITSP Proxy Address

@ User(13)

-4 Group(2)
-8 Short Code(54)

----- 1% Time Profile(D)
----- #m Account Code(l)
-f3 User Rights(3)

..... @8 Directory(0) Layer 4 Protocol

Metwork Configuration

Use Network Topology In

SIP URI||

10.2.

Export as Template

N n(0) Explicit DNS Server(s)
R posen]| e
= ] Mew ¥ rar
=
...... - & Cut Ctrl+X
|53 Copy Ctrl+C
Ly Paste Ctrl+V
75 Delete Ctrl+Del
' Validate
Mew from Template k

- Incoming CaT ROt 3] il
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Navigate to the directory on the local machine where the template was copied and select the
template.

'’ Open B
@(‘Jvh <« TOSHIBA (F) + Telmex »+ Telmex Application Notes » IPO » TRO675 - Telmex IPO10.1 (no ASBCE) using UDP_RTP » Template ~+ [ 42| [ Search Template ol
Organize v New folder =~ O @

[l Recent Places = Name : Date modified Type Size
_— | =] TelmedPO101xmi 10/25/20174:18 PM XML Document 4KB
g LiDraries

18 Computer ‘
& Avaya eSOE(C) | |
o TOSHIBA (F)

File name: v [ Template Files (*mi) -

[ Open ] [ Cancel ]

After the import is complete, a final import status pop-up window will open stating success or
failure. Click OK

s )

Termnplate Provisicning @

'0' Mew SIP Trunk created successfully using selected ternplate.

The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 10).

It is important that the SIP Line configuration be reviewed and updated if necessary after the SIP
Line is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.2 to 5.4.6.
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5.4.2. SIP Line = SIP Line Tab

Navigate to the iposerver in the Navigation Pane where iposerver is the name of the IP Office
Primary Server, on the SIP Line tab in the Details Pane, configure or verify the parameters as
shown below.

Set the ITSP Domain Name to the Telmex proxy IP address. Note that if this field is left
blank IP Office will insert the ITSP Proxy Address from the transport tab as the ITSP
Domain in the SIP message.

Set the Local Domain Name to the IP address of the IP Office Primary Server LAN1
port.

Verify that URI Type is set to SIP.

Verify that In Service box is checked, which is the default value. This makes the trunk
available to incoming and outgoing calls.

Verify that Check OOS box is checked, the default value. IP Office will use the SIP
OPTIONS method to periodically check the SIP Line.

Verify that Refresh Method is set to Auto.

Verify that Timer (seconds) is set to On Demand.

Under Redirect and Transfer, set Incoming Supervised REFER and Outgoing
Supervised REFER to Never.

All other parameters should be set to default or according to customer requirements.
Click OK to commit (not shown).

SIP Line ITransportlSIP URIlVoIP |SIP CredentialslSIP AdvancedlEngineering|
Line Number 10 s In Service
ITSP Domain Name 10.2141.93 Check 005
Local Domain Mame 10.2.20.18
URI Type [sip <] [ Session Timers
Location ’CIoud .] Refresh Method Auto -
Timer (sec) On Demand =
Prefix
Mational Prefix 0
International Prefix 00
Country Code Redirect and Transfer
Name Priority System Default = Incoming Supervised REFER ’Never v]
Description Outgoing Supervised REFER ’Never v]
Send 302 Moved Temporarily [
Outgoing Blind REFER ]
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5.4.3. SIP Line - Transport Tab

Select the Transport tab and set the following:
e Set the ITSP Proxy Address to the Telmex proxy IP address.

e Setthe Layer 4 Protocol to TLS.
e Set Use Network Topology Info to None (see note below).
e Set the Send Port and Listen Port to 5061.

e Default values may be used for all other parameters.
e Click OK to commit (not shown).

SIP LinelTFEﬂSPDFt|SIP URI|VolP  [SIP Credentials|SIP Advanced | Engineering

ITSP Proxy Address  10.2.141.93

Metwork Configuration

Layer 4 Protocol ’TLS v] Send Port 5061
Use Metwork Topology Info ’None v] Listen Port | 5081
Explicit DMNS Server(s) 0 ] il 0 a i 0 ]

Calls Route via Registrar

Separate Registrar

Note — For the compliance testing, the Use Network Topology Info field was set to None, since
no NAT was used in the test configuration. In addition, it was not necessary to configure the
System = LAN1 - Network Topology tab for the purposes of SIP trunking. If a NAT is used
between Avaya IP Office and the other end of the trunk, then the Use Network Topology Info
field should be set to the LAN interface (LANL1) used by the trunk and the System > LAN1 -

Network Topology tab needs to be configured with the details of the NAT device.
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5.4.4. SIP Line - SIP URI Tab

A SIP URI entry needs to be created to match each incoming number that IP Office will accept
on this line. Select the SIP URI tab, and then click the Add... button and the New Channel area
will appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the
top, and click the Edit... button. In the example screen below, a previously configured entry was
edited. For the compliance test, a single SIP URI entry was created that matched any DID
number assigned to an IP Office user. The entry was created with the parameters shown below:
Set Local URI, Contact and Display Name to Auto.

Leave the Header at default P Asserted ID.

Select P Asserted ID as the Send Caller ID.

Select None in the Diversion Header drop down menu.

For Registration, select 0: <None> from the pull-down menu.

Associate this line with an incoming line group by entering a line group number in the

Incoming Group field. For the compliance test, a new incoming group 10 was defined

that was associated to a single line (line 10).

e Associate this line with an outgoing line group by entering a line group number in the
Outgoing Group field. For the compliance test, a new outgoing group 10 was defined
that was also associated to line 10.

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.
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'SIP Line| Transport] SIP URI|VolP  |SIP Credentials| SIP Advanced|Engineering

URI Groups Local URI Contact Display Name Identity Header Originator Number Send CallerID Diversion Header Credential Max Calls

1 10 10 Aute Auto Auto Mone PAI PAI Mone 0: <MNeon... 10
Edit URI
Local URI Auto -
Contact Auto -
Display Name Auto -
Identity
Identity None -
Header P Asserted ID -

Forwarding And Twinning

Originator
Mumber

Send Caller ID

P Asserted ID -
Diversion Header None -
Registration 0: <MNone= hd
Incoming Group 10 -
Outgoing Group 10 -
Max Sessions 10 E
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5.45. SIP Line - VoIP Tab

Select the VoI P tab, to set the Voice over Internet Protocol parameters of the SIP line. Set or
verify the parameters as shown below:

e The Codec Selection was configured using the Custom option, allowing an explicit
order of codecs to be specified for the SIP Line. The buttons allow setting the specific
order of preference for the codecs to be used on the SIP Line, as shown. Telmex supports
G.729(a) for audio.

e Set Fax Transport Support to None.

e Set the DTMF Support field to RFC2833/RFC4733. This directs Avaya IP Office to
send DTMF tones using RTP events messages as defined in RFC2833.

e Verify Media Security is disabled.
e Check the Re-invite Supported box.
e Check the PRACK/100rel Supported box.
e Default values may be used for all other parameters.
e Click the OK to commit (not shown).
|SIP LinelTransportlSIP URI| VolP |SIP CredentialslSIP AdvancedlEngineering|
[] Local Hold Music
| Re-invite Supported
Codec Selection [Custom ‘] [] Codec Lockdown
Unused Selected [ Allow Direct Media Path
G711 ULAW 64K - G.729(a) 8K CS-ACELP ) _ -
G711 ALAW 64K orce direct media with phones
GI2264K | PRACK/100rel Supported
g
-
Fax Transport Support INone v]
DTMF Support [RFC2833/RFC4T33 -
Media Security | Disabled -

Note: The codec selections defined under this section (SIP Line — VoIP tab) are the codecs
selected for the SIP Line (Trunk). The codec selections defined under Section 5.2.3 (System —
VolIP tab) are the codecs selected for the IP phones/extension (H.323 and SIP).

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 25 of 37
SPOC 12/21/2017 ©2017 Avaya Inc. All Rights Reserved. TelmexIPO101




5.4.6. SIP Line — SIP Advanced Tab

Select the SIP Advanced tab. For outbound calls with privacy enabled, Avaya IP Office will
replace the calling party number in the From and Contact headers of the SIP INVITE message
with “anonymous”. Avaya IP Office can be configured to use the P-Preferred-Identity (PPI) or P-
Asserted-Identity (PAI) header to pass the actual calling party information for authentication and
billing purposes. By default, Avaya IP Office will use the PPI header for privacy. For the
compliance test, PAl was used for the purposes of privacy.

To configure Avaya IP Office to use the PAI header for privacy calls, on the SIP Advanced tab,
e Check Use PAI for Privacy. All other fields retained their default values.

|SIP LinelTransportlSIP URll‘ufoIP |SIP Credentialsl SIP Advanced |Engineering|

Addressing Media
Association Method ’By Source IP address Allow Empty INVITE |
’ ] Send Empty re-INVITE [
Call Routing Method Request URI
allfouting ° equ b Allow To Tag Change [
Suppress DNS SRV Lookups | P-Early-Media Support ’NO”E ']
Send SilenceSupp=0Off [
Identity
Use "phone-context” O Media Connection ’Disabled v]
Add user=phone [ Preservation
Use + for International |} Indicate HOLD ]
Use PAI for Privacy |
Use Domain for PAI ] Call Control
Swap From and PAUDiversion [T Call Initiation Timeout (s) 4 2
Caller ID from From header Ol
Send From In Clear ] Call Queuing Timeout (mins) 5 s
Cache Auth Credentials Service Busy Response ’486— Busy Here v]
User-Agent and Server Headers on Mo User Responding Send ’408-Requa¢tTimeout v]
Send Location Info ’Ne\.rer b Action on CAC Location Limit ’AIIow‘u’oicemaiI v]
Add UUTL header ]
; Suppress (.850 Reason
Adl;i UUI header to redirected Header o
calls
Emulate NOTIFY for REFER [
No REFER if using Diversion [
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5.5. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP
Line defined in Section 5.4. To configure these settings, first navigate to the iposerver in the
Navigation Pane where iposerver is the name of the IP Office Primary Server, navigate to User
-> Name in the Navigation Pane where Name is the name of the user to be modified. In the
example below, the name of the user is 52204 h3231. Select the SIP tab in the Details Pane. The
values entered for the SIP Name allow matching of the SIP URI for incoming calls without
having to enter this number as an explicit SIP URI for the SIP Line (Section 5.4.4). The SIP
Name and Contact are set to one of the DID numbers assigned to the enterprise by Telmex. The
SIP Display Name (Alias) parameter can optionally be configured with a descriptive name. If
all calls involving this user and a SIP Line should be considered private, then the Anonymous
box may be checked to withhold the user’s information from the network. This can also be
accomplished by activating Withhold Number on H.323 Deskphones (not shown). Click the OK
to commit (not shown).

DialIn | Voice Recording | Button Programming | Menu Programming | Maobili Group Membership | Announcements| SIP
g g g g g ty B P

SIP Name 52204
SIP Display Name (Alias) h3231

Contact 52204

[[] Anenymous
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5.6. Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used. With ARS, features like time-based routing criteria and alternate routing
can be specified so that a call can re-route automatically if the primary route or outgoing line
group is not available. While detailed coverage of ARS is beyond the scope of these Application
Notes, and alternate routing was not used in the reference configuration, this section includes
some basic screen illustrations of the ARS settings used during the compliance testing.

5.6.1. Short Codes and Automatic Route Selection

To create a short code to be used for ARS, first navigate to the iposerver in the Navigation Pane
where iposerver is the name of the IP Office Primary Server, right-click on Short Code on the
Navigation Pane and select New. The screen below shows the short code ? created (default
match), the call is directed to Line Group 50: Main, which is configurable via ARS.

e Inthe Code field, enter the dial string which will trigger this short code. In this case ?
was used, this character can be used on its own to create a short code match in the absent
of any other short code match.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to “.” The value “.” represents the number dialed by the user
which will be replaced by the full set of dialed digits that triggered the short code match.
This value is passed to ARS.

e Setthe Line Group ID to 50: Main to be directed to Line Group 50: Main, which is
configurable via ARS.

e Set the Locale as required, in this case Mexico (Latin Spanish).

e Click the OK to commit (not shown).

Short Code
Code ?
Feature hal

Telephone Mumber

Line Group ID 50: Main
Locale [Mexir_n (Latin Spanish]
Force Account Code 0

Force Authorization Code [
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The following screen shows a sample ARS configuration for the route 50: Main.

To create a short code to be used for ARS, first navigate to the iposerver in the Navigation Pane
where iposerver is the name of the IP Office Primary Server, select ARS - 50: Main on the
Navigation Pane and click Add (not shown):
e Inthe Code field, enter the dial string which will trigger this short code. In this case, N;
which represents any digits.
e Set Feature to Dial. This is the action that the short code will perform.
e Set Telephone Number to N”@telmex.com.mx”.
e Setthe Line Group ID to the Line Group number being used for the SIP Line, in this
case Line Group ID 10 was used.
e Set the Locale to the specific country and language, in this case Mexico (Latin Spanish).
e Click OK to commit.

Edit Short Code

Feature Dial -

| |

Telephone Mumber M" @t elmex.com "

Line Group 1D 0 -

Locale [I'H'Iexicu (Latin Spanish) -

Force Account Code [

Force Authorization Code [T
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5.7. Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal extension.
To create an incoming call route, first navigate to the iposerver in the Navigation Pane where
iposerver is the name of the IP Office Primary Server, right-click Incoming Call Routes in the
Navigation Pane and select New.

On the Standard tab of the Details Pane, enter the parameters as shown below:
e Set the Bearer Capability to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.
e Set the Incoming Number to the incoming number that this route should match.
e Default values can be used for all other fields.

I Standard |‘ufoice Recording | D&';tinations|

Bearer Capability ’Any‘u‘oice -
Line Group ID 10 -
Incoming Mumber 1011

Incoming Sub Address

Incoming CLI

Locale ’ v]
Priority ’1 - Low v]
Tag

Hold Music Source ISystern Source v]
Ring Tene Override MNone -

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. On completion, click the OK button (not shown). In this example, incoming
calls to the test DID number 1011 on line 2 are routed to extension 52206 anal02.

Standard | Voice Recordingl DEStiﬂEtiDﬂS|

TirneProfile Destination Fallback Extension
» | Default Value 52206 analb2 |+ | |~
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5.8. Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected for the Change Mode,
based on the nature of the configuration changes made since the last save. Note that clicking OK
may cause a service disruption. Click OK if desired.

"l Send Multiple Configurations El@
Select ) Change ) Incoming Outgoing Error
1P Office Mode RebootTime Call Barring Call Barring Status Progress
3 005056486182 225 PM 0 0 A oz
l QK l l Cancel l [ Help
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 31 of 37

SPOC 12/21/2017 ©2017 Avaya Inc. All Rights Reserved. TelmexIPO101



6. Telmex SIP Trunking Services Configuration

To use the Telmex SIP Trunk service, a customer must request the service from Telmex using
the established sales processes. The process can be started by contacting Telmex via the
corporate web site at: http://telmex.com/en/web/empresas and requesting information.

During the signup process, Telmex and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to the Telmex network. Telmex
will provide IP address and port number, Direct Inward Dialed (DID) numbers to be assigned to
the enterprise, etc. This information is used to complete the Avaya IP Office configuration
discussed in the previous sections.
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7. Verification Steps

This section provides verification steps that may be performed to verify that the solution is
configured properly.

The following steps may be used to verify the configuration:

Verify that endpoints at the enterprise site can place calls to the PSTN.

Verify that endpoints at the enterprise site can receive calls from the PSTN.

Verify that users at the PSTN can end active calls to endpoints at the enterprise by
hanging up.

Verify that endpoints at the enterprise can end active calls to PSTN users by hanging up.

7.1. IP Office System Status
The following steps can also be used to verify the configuration.

Use the Avaya IP Office System Status application to verify the state of SIP connections.
Launch the application from Start - Programs - IP Office > System Status on the PC
where IP Office Manager is installed, log in with the proper credentials.

AVAyA IP Office System Status

Help EBxit About

Offline

Logon

Control Unit IP Address: 10.2.20.18

Services Base TCP Port: ELELL
User Name: FERELS 56
Password:

[l Auto reconnect

[l Secure connection

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 33 of 37
SPOC 12/21/2017 ©2017 Avaya Inc. All Rights Reserved. TelmexIPO101



Select the SIP line under Trunks from the left pane. On the Status tab in the right pane, verify
the Current State is Idle for each channel.

IP Office System Statug

SIP Trunk Summary
Liree Servace Stabe: In Serace
Py Dorman Mame
Resobved Address
Lirs: Mumber:
Mumber of Admirstered Channels: H
Musrber of Channsls in Use: o
Adrarintened Compresson: GTI A
Erusbie Fasttart: o
Sherice Suppression: off
Ml Streamc
Layer 4 Profocol: TLS o
SIF Trurk Chanrel Licerses: 13 . -
SIP Trunk Charmed Licerses in Use ]
SIF Device Fealures: REFER (Encomine and Outgong)), LPDATE (Incomng snd Outpong))

State  Eemobe Meds

Address

Ide 0:04:02
e | o040z |
e | omoeoz |
ide | ompen? |
Ide o0:04:02

e | on:0anz |
ide | o00%D2 |
ide | 000kDZ |
e | 00002 |
e | onDeDE |

b L ENTE- AEE PN

tace | [ Tracemd | [ Pamme |[ Png | cotvetsts | [ Gracefd Swadown | [ FerceOutofSeree | [ Pt |_ﬁ
|
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7.2. IP Office Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start = Programs - IP Office >
Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on
the taskbar and Select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office Sys™Monitor - [STOPPED]
File Edit Wiew Fikers Status Help

=& »8T| x|V @ ==

' RN

Start/Stop Trace Select
Trace Options  Unit

Clicking the Trace Options icon on the taskbar, selecting the SIP tab allows modifying the
threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting the desired color.

All Settings =3
T1 | woomp | wPN | weN | soN | ssl | Jade |
aTM | Cal | DTE | ECont | FrameRelaw | GOD | H323 | Interface |
15SDM | Few/Lamp | Directon | Media | PFP | R2 | Routing | Services SIF |S_l,lstem|
Ewvents
¥ Sip [Vobose - I STUM [~ SIP Dect
Packetz
[~ SIP Reg/Opt R= [~ SIP Misc B=
[~ SIP Reg/Opt Tx [ SIP Misc Tx
[ SIPCallRx [~ Crn Motifp R«
[~ SIPCallTx [~ Crn Motify T=
I+ Sip Rx I hex IP Filter [nan.nnn.nnn. nnn)
¥ Sip Tx ™ hex |
Default AII| Clear All | Tab C|eam||| Tab sBmu| 86 ]| cancel
Save | Load File | Load Partial File| Select File |
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8. Conclusion

These Application Notes describe the configuration steps necessary for configuring Session
Initiation Protocol (SIP) Trunk Service for an enterprise solution consisting of Avaya IP Office
Release 10.1 to interoperate with the Telmex SIP Trunking Service, as shown in Figure 1.

The Telmex SIP Trunking Service passed compliance testing with the observations/limitations
outlined in the scope of testing in Section 2.1 as well as under test results in Section 2.2.

9. Additional References

This section references the documentation relevant to these Application Notes. Product
documentation for Avaya IP Office, including the following, is available at:
http://support.avaya.com/

[1] Avaya IP Office Platform Solution Description, Release 10.1, June 2017.

[2] Avaya IP Office Platform Feature Description, Release 10.1, Issue 1, June 2017.

[3] IP Office Platform 10.1 Deploying Avaya IP Office Platform IP500 V2, Document Number
15-601042, Issue 32f, 20 July 2017.

[4] Administering Avaya IP Office Platform with Manager, Release 10.1, July 2017.

[5] IP Office Platform 10.1 Using Avaya IP Office Platform System Status, Document 15-
601758, Issue 12d, 05 July, 2017.

[6] IP Office Platform 10.1 Using IP Office System Monitor, Document 15-601019, Issue 08d,
30 June, 2017.

[7] Using Avaya Communicator for Windows on IP Office, Release 10, August 2016.

[8] Administering Avaya Communicator on IP Office, Release 10.0, Issue 01.01, August 2016.

Additional Avaya IP Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

Product documentation for the Telmex SIP Trunking Service is available from Telmex.
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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