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Abstract

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking between Vodafone Libertel B.V. SIP Trunk Service and an Avaya SIP enabled
enterprise solution.

The Avaya solution consists of Avaya Session Border Controller for Enterprise, Avaya Aura®
Session Manager and Avaya Communication Server 1000. Vodafone Libertel B.V. is a
member of the DevConnect Service Provider program.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking between VVodafone Libertel B.V.’s SIP Trunk Service and an Avaya SIP-enabled
enterprise solution. The Avaya solution consists of Avaya Session Border Controller for
Enterprise (Avaya SBCE), Avaya Aura® Session Manager and Avaya Communication Server
1000 (CS1000). Customers using this Avaya SIP-enabled enterprise solution with the VVodafone
Libertel B.V. SIP Trunk Service are able to place and receive PSTN calls via a dedicated Internet
connection and the SIP protocol. The Vodafone solution incorporates routing for calls placed to
and from their Mobile and Fixed networks separately and offer short dialling from dedicated
mobile telephones. This converged network solution is an alternative to traditional PSTN trunks.
This approach generally results in lower cost for the enterprise.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of CS1000, Session Manager and Avaya SBCE. The enterprise site
was configured to use the SIP Trunking Service provided by Vodafone Libertel B.V.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability test included the following:

e Incoming calls to the enterprise site from PSTN phones using the SIP Trunk provided by
Vodafone Libertel B.V., calls made to SIP, H.323, Digital and Analog telephones at the
enterprise.

e Allinbound PSTN calls were routed to the enterprise across the SIP trunk to VVodafone
Libertel B.V.

e Outgoing calls from the enterprise site completed via VVodafone Libertel B.V.’s SIP
Trunk to PSTN destinations, calls made from SIP, H.323, Digital and Analog telephones.

e All outbound PSTN calls were routed from the enterprise across the SIP trunk to
Vodafone Libertel B.V.

Inbound and outbound PSTN calls to/from Avaya One-X® Communicator softphone.
Calls using the G.711A and G.729 codec’s.

Fax calls to/from a group 3 fax machine to a PSTN-connected fax machine using T.38.
Caller ID Presentation and Caller ID Restriction.

DTMEF transmission using RFC 2833.

Voice Mail/Vector navigation for inbound and outbound calls.

User features such as hold and resume, transfer and conference.

Call coverage and call forwarding for endpoints at the enterprise site.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 20f78
SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VFNL_CS1KSMSBC



Off-net call forwarding and EC500 mobile twinning.

Transmission and response of SIP OPTIONS messages sent by VVodafone Libertel B.V.’s
SIP Trunk requiring Avaya response and sent by Avaya requiring VVodafone Libertel
B.V.’ response.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for
Vodafone Libertel B.V.’s SIP Trunk Service with the following observations:

During testing it was observed that when CS1000 initiates a call-hold, the CS1000 sends
a re-INVITE with the attributes “a=inactive and “c=0.0.0.0" in the SDP as design intent.
This results in no RTCP packets being transmitted during the call-hold duration.
Vodafone Libertel B.V. expects to receive RTCP packets during the call-hold duration
and have 30 second RTCP timers configured on their SIP MGW. As Vodafone Libertel
B.V. do not receive any RTCP packets from the CS1000 after 30 seconds, VVodafone
Libertel B.V. issue a BYE and the call is torn down. Note: In order to resolve this RTCP
timer issue, Music on Hold (MOH) must be enabled on the CS1000 when call-hold is
initiated. With MOH enabled, the CS1000 sends a re-INVITE with the attribute
“SendRecv” in the SDP. With “SendRecv” attribute in the SDP, the CS1000 will send
both RTP and RTCP packets when on-hold to the Vodafone Libertel B.V SIP trunk thus
resolving the call-hold problem.

The CS1000 default configuration will not allow a blind transfer to be executed
(incoming SIP Service Provider trunk to outgoing SIP Service Provider trunk) if the SIP
Service Provider in question does not support the SIP UPDATE method. With the
installation of plugin 501 on the CS1000, the blind transfer will be allowed and the call
will be completed. The limitation of this plugin is that no ringback is provided to the
originator of the call for the duration that the destination set is ringing. In addition to
plugin 501, it is required that VTRK SU version “cs1000-vtrk-7.65.16.22.-
4.i386.000.nt1” or higher be used on all SSG signalling servers to ensure proper operation
of the blind transfer feature. The use of plugin 501 does not restrict the use of the SIP
UPDATE method of blind transfer to other parties that do happen to support the
UPDATE method, but rather extends support to those parties that do not. Note that plugin
501 is independent of and does not require the Global Plugin Package 4009.

All unwanted MIME was stripped on outbound calls using the Adaptation Module in
Session Manager.

No inbound toll free numbers were tested, however routing of inbound DDI numbers and
the relevant number translation was successfully tested.

Access to Emergency Services was not tested as no test call had been booked with the
Emergency Services Operator.
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2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Vodafone Netherlands SIP trunking services, contact Vodafone
Netherlands support at http://www.vodafone.nl/zakelijk/totaal _oplossingen/vast_en_mobiel/.
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an Enterprise site
connected to Vodafone Libertel B.V.’s SIP Trunk Service. Located at the Enterprise site is an
Avaya SBCE, Session Manager and CS1000. Endpoints are Avaya 1140 series IP telephones
(with Unistim and SIP firmware), Avaya 1200 series IP telephones (with Unistim and SIP
firmware), Avaya IP 2050PC Softphone, Avaya Digital telephone, Analog telephone and fax
machine. For security purposes, any public IP addresses or PSTN routable phone numbers used
in the compliance test are not shown in these Application Notes.
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Figure 1: Test Setup Vodafone Libertel B.V. SIP Trunk to Avaya Enterprise
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software

| Release/Version

Avaya

Avaya Aura® Session Manager

R7.0 Build 7.0.0.0.700007

Avaya Aura® System Manager

R7.0 (Build 7.0.0.0.16266 — 7.09.912)

Avaya Communication Server 1000

Avaya Communication Server 1000E
R7.6

Version 7.65.P

Deplist: CPL_X21_07_65P

All CS1000 patches listed in Appendix
A

Avaya Communication Server 1000E Media
Gateway

CSP Version: MGCC DCO01
MSP Version: MGCM ABO02
APP Version: MGCA BA18
FPGA Version: MGCF AA22
BOOT Version: MGCB BA18
DSP1 Version: DSP2 ABO7

Avaya Session Border Controller for 7.0.0-21-6602
Enterprise

Avaya 1140e and 1230 Unistim Telephones | FW: 0625C8A
Avaya 1140e and 1230 SIP Telephones FW: 04.10.18.00.bin
Avaya 2050PC Release 4.3.0081
Avaya Analog Telephone N/A

Avaya M3904 Digital Telephone N/A

Vodafone Libertel B.V.

Acme Packet Net-Net 4500 SCX620m11p4

OneAccess One700

ONEOS11-VOIP_SIP_11IN-V4.3R7C11

SIP GW CPE Cisco 2901

VF-CUBE 1.1 (15.3(3)M4)
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5. Configure Avaya Communication Server 1000

This section describes the steps required to configure CS1000 for SIP Trunking and also the
basic configuration for telephones (analog, SIP and IP phones). SIP trunks are established
between CS1000 and Session Manager. SIP trunks are also established between Session
Manager and the Avaya SBCE private interface. The Avaya SBCE public interface connects to
the VVodafone Libertel B.V. SIP trunks. Incoming PSTN calls from the VVodafone Libertel B.V.
SIP Trunk service traverse the Avaya SBCE and are directed to the Session Manager, which
directs the calls to CS1000 (see Figure 1).

When a SIP message arrives at CS1000, further incoming call treatment, such as incoming digit
translations and class of service restrictions may be performed. All outgoing calls to the PSTN
are processed within CS1000 and may be first subject to outbound features such as route
selection, digit manipulation and class of service restrictions. When CS1000 selects a SIP trunk
for outgoing PSTN calls, SIP signaling is directed to Session Manager. Session Manager directs
the outbound SIP messages to the Avaya SBCE private interface. The Avaya SBCE public
interface manages outgoing SIP sessions onwards to the Vodafone Libertel B.V. SIP trunks.

Specific CS1000 configuration was performed using Element Manager and the system terminal
interface. The general installation of the CS1000, System Manager, Session Manager and Avaya
SBCE is presumed to have been previously completed and is not discussed here. Configuration
details will be provided as required to draw attention to changes in default system configurations.

5.1. Logging into the Avaya Communication Server 1000E

Configuration on the CS1000 will be performed by using both SSH Putty session and Avaya
Unified Communications Management GUI.

Log in using SSH to the ELAN IP address of the Call Server with a username containing the
correct privileges. Once logged in type csconsole, this will take the user into the vxworks shell of
the call server. Next type login; the user will then be asked to login with correct credentials.
Once logged-in the user can then progress to load any overlay.

Log in using the web based Avaya Unified Communications Management GUI. Avaya Unified
Communications Management GUI may be launched directly via http://<ipaddress> where the
relevant <ipaddress> is the TLAN IP address of the CS1000. Avaya Unified Communications
Management can also be implemented on System Manager.
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The following screen shows the login screen. Login with the appropriate credentials.

JAV/AV/

Usar 10 |sgmin

Pasewird eesssses

The Avaya Unified Communications Management Elements page will be used for configuration.
Click on the Element Name corresponding to CS1000 in the Element Type column. In the
abridged screen below, the user would click on the Element Name EM on cs1kvl9.

Host Name: 10.10.8.57  User Name: admin
Elements
New elements are registered into the security framework, or may be added as simple hyperlinks. Clidk an element name to lsunch its mansgement service. You can
optionally filter the list by entering a search term.
[ |CSearch )( Reset )
e T E a e
[] Element Name Element Type4 Relesse Address Desaription
{[] smarvd.svaya.com (primary) Base 0S5 78 10.10.9.57 Base 0S
element.
12[] EM on csivig £81000 7.8 192.1€8.27.2 New element.
3|:] cs1kvl®. avays com (member) Linux Base 7.8 86.47.122.25 Base OS5
element.
,D 192.168.27.2 Madia Gatewsy Controller 7.6 192.168.27.3 New element.
s[] NRSM on cstkvi Network Routing Servios 76 192.1€8.27.2 New element.

5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the CS1000 system terminal and manually load
overlay 22 to print the System Limits (the required command is slt ), and verify that the number
of SIP Access Ports reported by the system is sufficient for the combination of trunks to the
Vodafone Libertel B.V. network, and any other SIP trunks needed. See the following screenshot
for a typical System Limits printout. The value of SIP ACCESS PORTS defines the maximum
number of SIP trunks for the CS1000.
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Load Overlay 21 and confirm the customer is setup to use ISDN trunks by typing the PRT and
NET_DATA commands as shown below.
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5.3. Configure Codecs for Voice and FAX operation

Vodafone Libertel B.V.’s SIP Trunk supports G.711A and G.729 voice codecs. Using the
CS1000 Element Manager sidebar, select Nodes, Servers, Media Cards. Navigate to the IP
Network - IP Telephony Nodes = Node Details 2 VGW and Codecs property page and
configure the CS1000 General codec settings as in the following screenshots. The values
highlighted are required for correct operation. The following screenshot shows the necessary
General settings.

Move down to the Voice Codecs section and configure the G.711 codec settings. The following
screenshot shows the G.711 codec settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax
Voice Codecs &
Codec G711: Enabled (required)
Voice payload size: 20 v (miliseconds per frame
Voice playout (jitter buffer) delay: 40 ~ 80 v (miliseconds

Nominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[7] voice Activity Detection (VAD)

m
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Next, scroll down to the G.729 codec section and configure the settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » |P Telephony Nodes » Node Details » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

Codec G729: [¥] Enabled i
Voice payload size: 20 v (miliseconds per frame)
Voice playout (jitter buffer) delay;: 40 ~ 80 v (miliseconds
Nominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

Finally, configure the Fax settings as in the highlighted section of the next screenshot. Click on
the Save button when finished.

Fax
Codecname: T.38 FAX
Maximumrate: 14400 ~ (bps)
Fax TCF method: 2
Fax playout nominal delay. 100 (0 - 300 miliseconds) |
FAX no activity timeout: 20 {10 - 32000 miliseconds)

Packetsize: 30 v (bps 5
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 11 0f 78
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5.4. Virtual Trunk Gateway Configuration

Use CS1000 Element Manager to configure the system node properties. Navigate to the System
- IP Networks - IP Telephony Nodes = Node Details and verify the highlighted section is
completed with the correct IP addresses and subnet masks of the Node. The call server and
signaling server have previously been configured with IP addresses. The Node IPv4 address is
the IP address that the IP phones use to register. This is also where the SIP trunk connection is
made to Session Manager. When an entity link is added in Session Manager for the CS1000, it is
the Node IPv4 address that is used (see Section 6.5 — Define SIP Entities for more details).

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details

Node ID:

Call server IP address: 192.168.27 2

Node Details (ID: 200 - SIP Line, LTPS, PD, Gateway ( SIPGw ))

TLAN address type: @ |Pv4 only

Embedded LAN (ELAN)
Gateway IP address: 192.168.27 1

Subnet mask: 255.255.255.0

IP Telephony Node Properties

Voice Gateway (VGW) and Codecs

Quality of Service (QoS)

LAN

SNTP

Numbering Zones

MCDN Aternative Routing Treatment (MALT) Causes

* Required Value.

' IPv4 and IPv6

Telephony LAN (TLAN)
Node IPv4 address: 10.10.9.21

Subnet mask: 255.255.255.0

Applications (click to edit configuration)
SIP Line

Terminal Proxy Server (TPS)
Gateway (SIPGw)

Personal Directories (PD)
Presence Publisher

IP Media Services

| save | [ Cancel
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The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System > IP Networks - IP Telephony Nodes - Node Details > Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.

Vtrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw and H.323Gw
SIP domain name: The SIP domain name is the SIP Service Domain. The SIP domain
name configured in the Signaling Server properties must match the Service Domain name
configured in Session Manager; in this case avaya.com.

Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060.

Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used.

Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 200.

Proxy or Redirect Server: Primary TLAN IP address is the Security Module IP address
of Session Manager. The Transport protocol used for SIP, in this case is TCP.

SIP URI Map: Public E.164 - National and Private - Unknown are left blank. All
other fields in the SIP URI Map are left with default values.

Managing: 192.168.27.2 Username: admin

System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration

Node ID: 200 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Settings | SIP Gateway Services

Virk gateway application: || Enable gateway service on this node

[—m ]

General Virtual Trunk Network Health Monitor

Vtrk gateway application: SIP Gateway (SIPGw) ~

; [] Monitor IP addresses (listed below)
SIP domain name: avaya.com )
Information will be captured for the IP addresses listed
below
Local SIP port: 5060 (1-65535
Monitor IP:

Gateway endpoint name: cs1kvi9 )
Monitor addresses:

Gateway password:
Application node ID: 200 (0-9999

Enable failsafe NRS:

Note: FaillSafe NRS cann

node have NRS application deployed
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Proxy Or Redirect Server:
Proxy Server Route 1:
Primary TLAN IP address: 10.10.3.42

The IP address can have either IPv4 or IPv8 format based on the value of "TLAN
address type

fami]

Port. 5060 (1 - 65535)

Transport protocol: TCP ~

Options: [~ Support registration
[7] Primary CDS proxy

Secondary TLAN IP address: 0.0.0.0

The IP address can have either IPv4 or IPy6 format based on the value of “TLAN
address type

Port: 5060 (1-65535
SIP URI Map:
Public E.164 domain names Private domain names
National: UDP: udp ;
Subscriber: subscriber CDP: cdp.udp 5
Special number: PublicSpecial Special number: PrivateSpecial
Unknown: PublicUnknown Vacant number: PrivateUnknown
Unknown:
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 78
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5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for bandwidth
management. SIP trunks require a unique zone, not shared with other resources and best practice
dictates that IP telephones and Media Gateways are all placed in separate zones. In the sample
configuration SIP trunks use zone 01 and IP and SIP Telephones use zone 02; system defaults
were used for each zone other than the parameter configured for Zone Intent. For SIP Trunks
(zone 01), VTRK is configured for Zone Intent. For IP, SIP Telephones (zone 02), MO is
configured for Main Office.

Use Element Manager to define bandwidth zones as in the following highlighted example. Use
Element Manager and navigate to System = IP Network = Zones = Bandwidth Zones and
add new zones as required.

Managing: 192.168.27.2 Username: admin
System » IP Network » Zones » Bandwidth Zones

Bandwidth Zones

! Add... ‘ |lmport...‘ [ Export J ‘Maintenance...’
Zone s Intrazone Intrazone Interzone Interzone ResourceTyoe: | [ Zonelntant Description
n - = s e Tvp el scrip!
Bandwidth Strateay Bandwidth Strateqy
19 1 1000000 BQ 1000000 BQ SHARED VTRK
2@ 2 1000000 BQ 1000000 BQ SHARED MO

5.6. Configure Incoming Digit Conversion Table

A limited number of Direct Dial Inwards (DDI) numbers were available. The Incoming Digit
Conversion (IDC) table was configured to translate incoming PSTN numbers to four digit local
telephone extension numbers. The digits of the actual PSTN DDI number are obscured for
security reasons. The following screenshot shows the incoming PSTN numbers converted to
local extension numbers. These were altered during testing to map to various SIP, Analog,
Digital or UNIStim telephones depending on the particular test case being executed.

Managing. 1892,168.27.2 Username. admin
Dinling and Numbaring Plans » Incoming gl Translation » Customer 00 » Digt Conversion Tras 0 Configuration

Digit Conversion Tree 0 Configuration

Regular IDC tree
Send calling party DID disabled

[ Add... |

Dalate IDC trae |

Ingeming RIQita » Converted Diqits CEND Mame
1 2081 6001
2 2082 8002
3 0a ) B000
4 oag 81 5001
d gag 82 so02
L 028 22 6003
038 84 G004
o 038 89 6500
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5.7. Configure SIP Trunks

CS1000 virtual trunks will be used for all inbound and outbound PSTN calls to the VVodafone
Libertel B.V. SIP Trunk service. Six separate steps are required to configure CS1000 virtual
trunks:
e Configure a D-Channel Handler (DCH); configure using the CS1000 system terminal
and overlay 17.
e Configure a SIP trunk Route Data Block (RDB); configure using the CS1000 system
terminal and overlay 16.
e Configure SIP trunk members; configure using the CS1000 system terminal and overlay
14.
e Configure a Digit Manipulation Data Block (DGT), configure using the CS1000 system
terminal and overlay 86.
e Configure a Route List Block (RLB); configure using the CS1000 system terminal and
overlay 86.
e Configure Co-ordinated Dialling Plan(s) (CDP); configure using the CS1000 system
terminal and overlay 87.

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the CS1000
system terminal and enter the following values. The highlighted entries are required for correct
SIP trunk operation. Exit overlay 17 when completed.

Overlay 17
ADAN DCH 1
CTYP DCIP

DES VIR TRK
USR ISLD
ISLM 4000
SSRC 3700
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 4
RCAP ND2
MBGA NO
H323

OVLR NO

OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the CS1000 system terminal and
overlay 16. Load Overlay 16, enter RDB at the prompt, press return and commence
configuration. The value for DCH is the same as previously entered in overlay 17. The value for
NODE should match the node value in Section 5.4. The value for ZONE should match that used
in Section 5.5 for VTRK. The remaining highlighted values are important for correct SIP trunk
operation.
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Next, configure virtual trunk members using the CS1000 system terminal and Overlay 14.
Configure sufficient trunk members to carry both incoming and outgoing PSTN calls. The
following example shows a single SIP trunk member configuration. Load Overlay 14 at the
system terminal and type new X, where X is the required number of trunks. Continue entering
data until the overlay exits. The RTMB value is a combination of the ROUT value entered in the
previous step and the first trunk member (usually 1). The remaining highlighted values are
important for correct SIP trunk operation.
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Next, configure a Digit Manipulation data block (DGT) in overlay 86. Load Overlay 86 at the
system terminal and type new. The following example shows the values used. The value for
Digit Manipulation Index (DMI) is the same as when inputting the DMI value during
configuration of the Route List Block.

Overlay 86
CUST O
FEAT dgt
DMI 10
DEL O
ISPN O
CTYP NPA

Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB.

Overlay 86 —)p | FCI O
CUST 0 FSNI 0
FEAT rlb BNE NO
RLI 10 DORG NO
ELC NO SBOC NRR
ENTR 0 PROU 1
LTER NO IDBB DBD
ROUT 1 IOHQ NO
TOD 0 ON 1 ON 2 ON 3 ON OHQ NO
4 ON 5 ON 6 ON 7 ON CBQ NO
VNS NO
SCNV NO ISET O
CNV  NO NALT 5
EXP NO MERL O
FRL O OVLL 0
DMI 10
CTBL 0
ISDM 0

Next, configure Co-ordinated Dialling Plan(s) (CDP) which users will dial to reach PSTN
numbers. Use the CS1000 system terminal and Overlay 87. The following are some example
CDP entries used. The highlighted RLI value previously configured in overlay 86 is used as the
Route List Index (RL1), this is the default PSTN route to the SIP Trunk service.

TSC 00353 TSC 18 TSC 800 TSC 08
FLEN 0 FLEN O FLEN 0 FLEN O

RRPA NO RRPA NO RRPA NO RRPA NO
RLI 10 RLI 10 RLI 10 RLI 10
CCBA NO CCBA NO CCBA NO CCBA NO
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5.8. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e UNIStim IP telephone. Load Overlay 20 at the system terminal and enter the
following values. A unique four digit number is entered for the KEY 00. The value for
CFG_ZONE is the value used in Section 5.5 for IP and SIP Telephones.
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Digital telephones are configured using the overlay 20; the following is a sample 3904 digital set
configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 78
SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VFNL_CS1KSMSBC




CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 23 0f 78
SPOC 6/6/2016 ©2016 Avaya Inc. All Rights Reserved. VFNL_CS1KSMSBC



Analog telephones are also configured using overlay 20; the following example shows an analog
port configured for Plain Ordinary Telephone Service (POTS) and also configured to allow fax
transmission. A unique value is entered for DN, this is the extension number. DTN is required if
the telephone uses DTMF dialing. Values FAXA and MPTD configure the port for T.38 Fax
transmissions.

Overlay 20 - Analog Telephone Configuration

DES 500

TN 100 0 00 03

TYPE 500
CDEN 4D
CUST O
MRT

ERL 00000
WRLS NO
DN 6004
AST NO
IAPG 0
HUNT

TGAR 0
LDN NO
NCOS 0
SGRP 0
RNPG 0
XLST

SCI 0
SCPW

SFLT NO
CAC_MFC 0

CLS UNR DTN FBD XFD WTA THEFD FND HTD ONS

LPR XRD AGRD CWD SWD MWD RMMD SMWD LPD XHD SLKD CCSD LND TVD

CFTD SFD MRD C6D CNID CLBD AUTU
ICDD CDMD LLCN EHTD MCTD
GPUD DPUD CFXD ARHD OVDD AGTD CLTD LDTD ASCD SDND
MBXD CPFA CPTA UDI RCC HBTD IRGD DDGA NAMA MIND
NRWD NRCD NROD SPKD CRD PRSD MCRD
EXRO SHI SMSD ABDD CFHD DNDY DNO3
CWND USMD USRD CCBD BNRD OCBD RTDD RBDD RBHD FAXA CNUD CNAD PGND FTTC
FDSD NOVD CDMR PRED MCDD T87D SBMD PKCH MPTD
PLEV 02
PUID
AACS NO
MLWU_ LANG 0
FTR DCFW 4
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5.9. Configure the SIP Line Gateway Service

SIP terminal operation requires the CS1000 node to be configured as a SIP Line Gateway (SLG)
before SIP telephones can be configured. Prior to configuring the SIP Line node properties, the
SIP Line service must be enabled in the customer data block. Use the CS1000 system terminal
and overlay 15 to activate SIP Line services (SLS_DATA), as in the following example where
SIPL_ON issetto YES.

SLS_DATA
SIPL_ON YES
UAPR 11
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the 1P Network = IP Telephony Nodes = Node Details -
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters.
e SIP Line Gateway Application: Enable the SIP line service on the node, check the box
to enable
e SIP domain Name: The value must match that configured in Section 6.2.
e SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration.
e SLG Local Sip port: Default value is 5070.
e SLG Local Tls port: Default value is 5071.

Managing: 192.168.27.2 Username: admin
System » IP Network » P Telephony Nodes » Node Details » SIP Line Configuration

Node ID: 200 - SIP Line Configuration Details

General | SIP Line Gateway Settings | SIP Line Gateway Service

SIP Line Gateway Application: V] Enable gateway service on this node

General Virtual Trunk Network Health Monitor

m

SIP domain name: avaya.com | Monitor IP addresses (listed below)

SLG endpoint name: cs1kvl9

SLG Group ID: Monitor IP:

Monitor addresses
SLG Local Sip port: 5070 (1-65535

SLG Local Tls port: 5071 (1-65535
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5.10. Configure SIP Line Telephones

When SIP Line service configuration is completed, use the CS1000 system terminal and Overlay
20 to add a Universal Extension (UEXT). See the following example of a SIP Line extension.
The value for UXTY must be SIPL. This example is for an Avaya SIP telephone, so the value
for SIPN is 1. The SIPU value is the username, SCPW is the logon password and these values
are required to register the SIP telephone to the SLG. The value for CFG_ZONE is the value
used in Section 5.5 for IP and SIP Telephones. A unique telephone number is entered for value
KEY 00. The value for KEY 01 is comprised of the UAPR (set in Section 5.9) value and the
telephone number used in KEY 00.
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5.11. Save Configuration

Expand Tools = Backup and Restore on the left navigation panel and select Call Server.
Select Backup (not shown) and click Submit to save configuration changes as shown below.

AVAYA

- Qo8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+ Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones
- Templates
- Reports
-Views
- Lists
- Properies
- Migration
- Tools
- Backup and Restore
- Call Server

CS81000 Element Manager

|

- Network Address Translation o Managing: 192.168.27.2 Username: admin

Tools » Backup and Restore » Call Server Backup and Restore » Call Server Backup

Call Server Backup

Action !fBackup v [ submit |

| cancel |

The backup process will take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

TEMUZ207

Backing up reten.bkp to “Narloptinonel/icsfs/cf2/backup/single”
Database hackup Complete!

Backup process to local Eemovable Media Device ended successfully.
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6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. Session Manager is
configured via System Manager. The procedures include the following areas:

e Loginto Avaya Aura® System Manager.

e Administer SIP Domain.

e Administer SIP Location.

e Administer Adaptations.

e Administer SIP Entities.

e Administer Entity Links.

e Administer Routing Policies.

e Administer Dial Patterns.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

6.1. Log in to Avaya Aura® System Manager

Access the System Manager using a Web Browser by entering http://<FQDN >/SMGR, where
<FQDN?> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and the Home tab will be presented with menu options shown below.
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Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column shown above to bring up the Introduction to Network Routing Policy screen.

o Warve [ Chamwnts | Rosting 0

Introduction to Network Routing Policy

Netwark Rauting Polcy canssts of several rovting Jpphcatons Bke Demains™, "Lotations”, "53% Enbbies”, et
The recommended arder to use the reuting applicabions (that means the overal reutieg warkflow) to configure your network corfigurabion is 22 folows
Step 11 Cregte "Damains” of type SIP (ather rowting applicatiens are reteering domaing of typs SIP
Step 2: Create “Locabions”
Step 1: Create “Adaptations
Step 4: Create "SIF Ectities”

- 510 Entities thas ars used 35 "Outhound Prondes” 6.0, @ cortain “Gateway” of "SIP Trurk”

- Craata 3l “other SIP Emtines” (Session Manager, O, SIP/RSTN Gatenays, SIP Trunks

- hssign the sopeooriate "Locations”™, “Adeolations” ard "Cutheund Proxies”

6.2. Administer SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. Expand Elements = Routing and select Domains from the left navigation menu,
click New (not shown). Enter the following values and use default values for remaining fields.

e Name Enter a Domain Name. In the sample configuration, avaya.com was used.
e Type Verify SIP is selected.
e Notes Add a brief description [Optional].

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

¢« Home [ £ { Routing / D

Domain Management

New More Achons ~

1iem o Fiker: Enabis

~ Mame Type Notes
E avava.com sip

Select ; A, Nons
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6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing -> Locations in the left-hand navigation pane and click the New button in the right pane
(not shown). In the General section, enter the following values. Use default values for all
remaining fields:

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description (optional).

The Location Pattern is used to identify call routing based on IP address. Session Manager
matches the IP address against the patterns defined in this section. If a call is from a SIP Entity
that does not match the IP address pattern then Session Manager uses the location administered
for the SIP Entity.
In the Location Pattern section, click Add and enter the following values.

e IP Address Pattern Enter the logical pattern used to identify the location.

e Notes Add a brief description [Optional].

Click Commit to save. The screenshot below shows the Location SM_7 defined for the
compliance testing.

o Wame / Slemeets | Routseg [ Lacations

Location Details Cammit. |Caocel

Names SM_7

Notes:

Enabled:
Listed Directory Number:

Associated CM SIP Entity

Managed Bandwidth Units: Kbit/sec =
Total Bandwidth:

Multimedia Bandwidth

Awsdio Calis Can Take Muftimedia Bandwidth

3 ltems Fiken Enatee

11 Addrnss Pattnrm Mules

Commit Cancel
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6.4. Administer Adaptations
Adaptations can be used to modify the called and calling party numbers to meet the requirements
of the service. The called party number present in the SIP INVITE Request URI is modified by
the Digit Conversion in the Adaptation. The example below was applied to the Avaya SBCE
SIP Entity and was used in test to convert numbers being passed between the Avaya SBCE and
Session Manager.

To add an adaptation, under the Routing tab select Adaptations on the left hand menu and then
click on the New button (not shown). Under Adaptation Details - General:

e Adaption Name: Enter an appropriate name such as VFNL.
e Module Name: Select DigitConversionAdapter.
e Modular Parameter Type: Select Name-Value Parameter.

Click Add to add the name and value parameters.

e Name: Enter fromto. Modifies From and To header of a message.
e Value: Enter true.
e Name: Enter MIME. Removes MIME message bodies on egress from
Session Manager.
e Value: Enter no.
« Hame [ 6 / o / A
Adaptation Details Comma  Cance

* Adaptation Name: VML
Module Name: DigiCarversionidapte »

Module Parameter Type:  Nama-Valse Paramater

Select 1 Al Neoe

Egress URT Parameters:

Notes:
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In the Digit Conversion for Outgoing Calls to SM section, click Add and enter the following
values.
e Enter the leading digits that will be matched in the Matching Pattern field.
e Inthe Min and Max fields set the minimum and maximum digits allowed in the digit
string to be matched.
e Inthe Delete Digits field enter the number of leading digits to be removed.
e Inthe Insert Digits field specify the digits to be prefixed to the digit string.
e Inthe Address to modify field specify the digits to manipulate by the adaptation. In this
configuration the dialed number is the target so both have been selected.

Fiker; Snable

Address to modify Adapiztion Data Motes

(] (] [

Commit. (Cancel

This will ensure any extension numbers beginning with 6 on outbound calls with have a
specified CLID presented on outbound calls.

6.5. Administer SIP Entities
A SIP Entity must be added for each SIP-based telephony system supported by a SIP connection
to Session Manager. To add a SIP Entity, select SIP Entities on the left panel menu and then
click on the New button (not shown). The following will need to be entered for each SIP Entity.
Under General:
¢ In the Name field enter an informative name.
e Inthe FQDN or IP Address field enter the IP address of Session Manager or the
signalling interface on the connecting system.
e Inthe Type field use Session Manager for a Session Manager SIP Entity, Other for a
Communication Server 1000 SIP Entity and SIP Trunk for the Avaya SBCE SIP Entity.
¢ Inthe Location field select the appropriate location from the drop down menu.
e Inthe Time Zone field enter the time zone for the SIP Entity.

In this configuration there are three SIP Entities.
e Session Manager SIP Entity.
e Communication Server 1000 SIP Entity.
e Avaya SBCE SIP Entity.
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6.5.1. Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manager. The FQDN or IP Address field
is set to the IP address of the Session Manager SIP signalling interface and Type is Session
Manager. Set the Location to that defined in Section 6.3 and the Time Zone to the appropriate
time.

« Home / Elements / Routing / SIP Entities

SIP Entity Details Commit] [Cancel]
General
* Name: Session Manager
“ FQDN or IP Address: 10.10.3.42
Type:

Notes:

Location: SM_7 {2]
Outbound Proxy: EI
Time Zone: |Europe/Dublin [E]

Credential name:

SIP Link Monitoring

SIP Link Monitoring: Use Session Manager Configuration EJ

Session Manager must be configured with the port numbers on the protocols that will be used by
the other SIP entities. To configure these scroll to the bottom of the page and under Port, click
Add, then edit the fields in the resulting new row.
e Inthe Port field enter the port number on which the system listens for SIP requests.
e Inthe Protocol field enter the transport protocol to be used for SIP requests.
e Inthe Default Domain field, from the drop down menu select the domain added in
Section 6.2 as the default domain.

TCP Failover port:

TLS Failover port:

&dd . Remove

3Rtems i Filter: Enable

] Listen Ports . Protocel Defawlt Domaie Notes

5050

Select : Al Nooe
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6.5.2. Avaya Communication Server 1000 SIP Entity

The following screen shows the SIP entity for CS1000. The FQDN or IP Address field is set to
the IP address of the interface on CS1000 that will be providing SIP signalling and Type is
Other. Set the Location to that defined in Section 6.3 and the Time Zone to the appropriate

time.

« Home / Elements / Routing / SIP Entities

SIP Entity Details

General

Loop Detection

* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

Securable: |

Call Detail Recording:

CommProfile Type Preference:

Loop Detection Mode:

[CommltJ Cancel|

CS1K_7.6

10.10.9.21

[x]
sm_7[+]

Europre/Duinn

Off

Other parameters can be set for the SIP Entity as shown in the following screenshot, but for test,

these were left at default values.

Loop Detection
Loop Detection Mode: |Off

SIP Link Monitoring

[]

SIP Link Monitoring: |Use Session Manager Configuration E]
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6.5.3. Avaya Session Border Controller for Enterprise SIP Entity

The following screen shows the SIP entities for the Avaya SBCE used for routing Fixed and
Mobile calls. The FQDN or IP Address field is set to the IP address of the private interfaces
administered in Section 7 of this document. Set Type to SIP Trunk. Set the Location to that
defined in Section 6.3, set Adaptation to one created in Section 6.4 and the Time Zone to the

appropriate time zone.

« Homwe / Eluments / Routing / SIP Entitins

SIP Entity Details

General

Loop Detection

* Name:
" FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

Y SIP Timer B/F (in seconds):

Credential name:

Call Detatl Recording:

Loop Detection Mode:

VFNL_Fixed

10.10.3.30

vFNL [>]
sm_7[+]

Europe/Dublin

[4

Securable: |

egress [=]

off |vl

|Commut[ |C¢ncel|

« Home / Elements / Routing / SIP Entities

SIP Entity Details

General

Loop Detection

“ Name:

* FQDN or IP Address:

Adaptation:
Location:

Time Zone:

Call Detail Recording:

VFNL_Mobile

10.10.3.35

Type:

Notes:

VFNL [~]
sm_7[~]

Europe/Dublin

* SIP Timer B/F (in seconds): 4
Credential name:

Securable: [}

egress [v|

Loop Detection Mode: |Off E

]»Commn‘. Cancel
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6.6. Administer Entity Links
A SIP trunk between a Session Manager and another system is described by an Entity Link. To
add an Entity Link, select Entity Links on the left panel menu and click on the New button (not
shown). Fill in the following fields in the new row that is displayed.
e Inthe Name field enter an informative name.
e Inthe SIP Entity 1 field select Session Manager.
¢ Inthe Protocol field enter the transport protocol to be used to send SIP requests.
e Inthe Port field enter the port number to which the other system sends its SIP requests.
e Inthe SIP Entity 2 field enter the other SIP Entity for this link, created in Section 6.4.
e Inthe Port field enter the port number to which the other system expects to receive SIP
requests.
e Select Trusted from the drop-down menu to make the other system trusted.

Click Commit to save changes. The following screenshot shows the Entity Links used in this
configuration.

o Mome [ Slemmits [ Basting [ S1F Sntities
SIP Entities
New Mare Achans *

6 lees o Fitar: fns
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6.7. Administer Routing Policies

Routing policies must be created to direct how calls will be routed to a system. To add a routing

policy, select Routing Policies on the left panel menu and then click on the New button (not
shown).

Under General:
e Enter an informative name in the Name field.

e Under SIP Entity as Destination, click Select, and then select the appropriate SIP entity
to which this routing policy applies.

e Under Time of Day, click Add, and then select the time range.

The following screen shows the routing policy for CS1000.

« Mome [ Elements | Routing / Routing Policies

Routing Policy Details Commt [Cancel

Name: to_CSIK_7.6

Disablad:
* Retries: O

Notes:

-------

Type

End Time Natns
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The following screen shows the routing policy for Avaya SBCE for the Fixed trunk:

o Mooe [ Blements [ Routing / Routing Policles

Routing Policy Details

General

" Nome:
Disabled:
© Retries:
Notes:
SIP Entily as [ ¢ 1or
Select
Nowe FQUN v

to_VFM._Fixed
0
17 Adiruss

Commit| Cancel

Type Notes

:. Fiter &
Hanking L LN T Wed Thu ¥ Sat - Stant Time End Time .N-u-
Select )
The following screen shows the routing policy for Avaya SBCE for the Mobile trunk
o Hume [ thamunts [ Muubing / Kesting Pulicies
Routing Policy Details Comma| [Camcel
* Name: to_VFNL_Mobile
Disabled:
* Retries: O
Notes:
SIP Entity " !
Select
Mame FQON ae 1P Addruss Typw Mot
Agd Remove Wew Gaps/Overdaps
1tem o Fillar: Exabls
Sanking - Mame Mam Tur Wad ™ m Sab Sum Start Tame ol Timm LT
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6.8. Administer Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. To configure a
dial pattern select Dial Patterns on the left panel menu and then click on the New button (not

shown).
Under General:

e Inthe Pattern field enter a dialled number or prefix to be matched.

¢ In the Min field enter the minimum length of the dialled number.

e Inthe Max field enter the maximum length of the dialled number.
¢ Inthe SIP Domain field select ALL or alternatively one of those configured in Section

6.2.

Under Originating Locations and Routing Policies:
Click Add, in the resulting screen (not shown).

Click Select button to save.

Under Originating Location, select the location defined in Section 6.3 or ALL.
Under Routing Policies select one of the routing policies defined in Section 6.6.

The following screen shows an example dial pattern configured for Vodafone Libertel B.V.

Fixed SIP Trunk.

v Mume [ Sements [ Rautseg [ Disd Pettarns

Dial Pattern Details Comme |Cancel

Pattern: 00
fMin: 2
" Max: 15
Emergency Call:
Emergency Priority:
Cmergency Type:
SIP Domain: -ALL |

Notes:

Agd Remove

1ltem o

thaabled

filtec: Enplsie

Bouting Policy Destinetss Routing Policy Metes
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The following screen shows an example dial pattern configured for Vodafone Libertel B.V.
Mobile SIP Trunk.

¢« Mume [ Elemmrts | Huuting / Disl Pattarns

Dial Pattern Details Commat Cancel

weneral
“ Pattesm /B0
*Mm: )
" Max: o
Emergency Call
Emergency Priornty:

Emergency Typu:

SIP Domamn: ALl =]
Notes;

Originating Locations and Routing Policies

Ade Remove .

3 dtems D Piter: Snaten
Orgmating Location Name Originuteng Locstion Motes Nuwting Pokicy Wame  Hank "“;:":'-‘s:;"" Nawting Pobcy Duwtmation Hauting Peley Motus
Wy to_VPNL_Mobie ] VERL _Mosile

Select : Al Nare

The following screen shows the test dial pattern configured for CS1000.

+ Mame [ Blements [ Rooting / Disl Patterns

Help ?
Dial Pattern Details Commut| /Cancel
Lenera
Pattern: 0387
Min: 4
Max: 15

Emergency Call:
Emergency Priority:

Emergency Type:

SIP Domaan:  -ALL- 22
Notes:
Originating Locations and Routing Policies
Add  Remove
§ltem o FiRker: Exalile
Routing Palicy
Driginating Location Name Originating | ocation Notes Rooting Palicy Neme  Rank Oisabled Routing Palicy Destination Routing Policy Notes
2
sw_? to_CRIK_T4 0 = TS X

Sefect S AlL Noow
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Session Border Controller for Enterprise (Avaya
SBCE). The Avaya SBCE provides security and manipulation of signalling to provide an
interface to the Service Provider’s SIP Trunk that is standard where possible and adapted to the
Service Provider’s SIP implementation where necessary.

7.1. Access Avaya Session Border Controller for Enterprise

Access the Avaya SBCE using a web browser by entering the URL https://<ip-address>, where
<ip-address> is the management IP address configured at installation and enter the Username
and Password.

A\ Lo In by Avay e Sessen Border Controer For Erkorcees ¥ -

AVAYA

B -

[asna)

Session Border Controller
for Enterprise

Once logged in, a dashboard is presented with a menu on the left-hand side. The menu is used as
a starting point for all configuration of the Avaya SBCE.

P20 N2 Dancew Mo et et

£ 0 S0 R 30w K ted
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7.2. Global Profiles

When selected, Global Profiles allows for configuration of parameters across all Avaya SBCE
appliances.

7.2.1. Server Interworking - Avaya

Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles -
Server Interworking and click on Add.

e Enter profile name such as Avaya and click Next (Not Shown).

e Check Hold Support=None.

e Check T.38 Support.

e All other options on the General Tab can be left at default.

Click on Next on the following screens and then Finish.

General
@ None
Hold Support ' RFC2542 -c=0.0.00
RFC3284 - s=sendonly

180 Handling @ None O SDP = NoSDP
181 Handling @ Norne ) SDP = NoSDP
152 Handling ® None SDP ' NoSDP
122 Handling @ None O SDP Z NoSDP

Refer Handling £
URI Group
Send Hold
Deiayed Offer
2xx Handling =l
Diversion Header Support
Delayed SDP Handling =1
Re-Invite Handling [
Prack Handling O

Altow 18X SDP

T.38 Support ¥
URI Scheme @ giPp 0 TEL ‘D ANY
\Via Header Format é RECas
' RFC2542
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Default values can be used for the Advanced Settings window. Click Finish.

' None
Record Routes ) Single Side

9 Both Sides
Topology Hiding: Change Call-ID =]
Csll-Info NAT =
Change Max Forwards @
Include End Point IP for Context Lookup (i
OCS Extensions ]
AVAYA Extensions =
NORTEL Extensions ]
Diversion Manipulstion =

Diversion Header URI

Metaswatch Extensions =
Resat on Talk Spurt |
Reset SRTP Context on Session Refresh [
Has Remote SBC ¥
Route Response on Vis Port £
Cisco Extensions [
Lync Extansions £

SBEC FQDN
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7.2.2. Server Interworking — Vodafone Libertel B.V.

Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles >
Server Interworking and click on Add.

Enter profile name such as VF_NL and click Next (Not Shown).
Check Hold Support = None.

Check T.38 Support.

All other options on the General Tab can be left at default.

Click on Next on the following screens and then Finish.

General
@ None
Hold Support ' RFC2543-c=0.0.00
RFC3284 - s=sendonly

180 Handling @ None O SDP '~ NoSDP
181 Handling ® None ' SDP  NoSDP
182 Handling ® None SDP '~ NoSDP
183 Handling @ None &' SDP '~ NoSDP

Refer Handling [
URI Group
Send Hold
Delayed Offer
2xx Handling =l
Diversion Hesder Support
Delayed SDP Handling =
Re-Invite Handling =
Prack Handling O

Allow 18X SDP

T.38 Support [
URI Scheme @ gip 0 TEL ‘D ANY
Via Header Format ‘ JESA
) RFC2542
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Default values can be used for the Advanced Settings window. Click Finish.

Record Routes

Topology Hiding: Change Call-ID
Csll-Info NAT
Change Max Forwards
Include End Point IP for Context Lockup
OCS Extensions
AVAYA Extensions
NORTEL Extensions
Diversion Manipulstion
Diversion Header URI
Metsswitch Extensions
Resat on Talk Spurt
Reset SRTP Context on Session Refresh
Hss Remote SBC
Route Response on Vis Port
Cisco Extensions
Lync Extensions

SBEC FQDN

”' None

Y

Single Side
Both Sides

CMN; Reviewed:
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7.2.3. Server Configuration— Avaya

Servers are defined for each server connected to the Avaya SBCE. In this case, Vodafone
Libertel B.V. is connected as the Trunk Server and Session Manager is connected as the Call

Server.

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow administrator to configure and manage various SIP call
server-specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat
signalling parameters and some advanced options.

From the left-hand menu select Global Profiles = Server Configuration and click on Add and
enter a descriptive name. On the Add Server Configuration Profile tab, set the following:
e Select Server Type to be Call Server.

e Enter IP Address / FQDN to 10.10.3.42 (Session Manager IP Address).
e For Port, enter 5060.
e For Transport, select TCP.
e Click on Next (not shown) to use default entries on the Authentication and Heartbeat
tabs.
Server Type can not be changed while this Server Configuration profile is associated to a Server
Flow.
Server Type
Add
IP Address / FQDN Port Transport
10.10.3.42 5060 TCP [E] Dejete
Finish |
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On the Advanced tab:
e Select Avaya for Interworking Profile defined in Section 7.2.1.
e Click Finish.

Server Configurafion Profile - Advanced X

Enable DoS Protecton £

Ensable Grooming £

Interworking Profile Lvays E]
Signaling Manipulstion Script None [~
Connection Type SUBID B

Securable |

7.2.4. Server Configuration — Vodafone Libertel B.V.
To define Vodafone Libertel B.V. as two separate Trunk Servers for the fixed and mobile
networks, navigate to Global Profiles = Server Configuration and click on Add and enter a
descriptive name. On the Add Server Configuration Profile tab, set the following:

e Select Server Type to be Trunk Server.

e Enter IP Address / FQDN to 192.168.159.239 (Vodafone Libertel B.V. Fixed network).
e For Port, enter 5060.
e For Transport, select UDP.
e Click Next to continue (not shown).
Flow.
Server Type
( Add
IP Address / FQDN Part Transport
192.168.159.239 5060 UDP [¥] Delete
[ Finish ]
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On the Advanced tab:
e Select VF_NL for Interworking Profile defined in Section 7.2.2.

e Click

Finish.

Server Configuration Profile - Advanced X

Ensble DoS Protection =

Enable Grooming =

Interworking Profile VFNL E}
Signaling Manipulation Script None [+]
Connection Type SuUBID B
Secursble =]

| Finish

To define the Vodafone Libertel B.V. Mobile trunk server, navigate to Global Profiles 2>
Server Configuration and click on Add and enter a descriptive name. On the Add Server
Configuration Profile tab, set the following:
e Select Server Type to be Trunk Server.
e Enter IP Address / FQDN to 192.168.159.240 (VVodafone Libertel B.V. Mobile

netwo

rk).

e For Port, enter 5060.
e For Transport, select UDP.

49 of 78

e Click Next to continue (not shown).
Server Type can not be changed while this Server Configuration profile is associated to a Server
Flow,
Server Type
Add
IP Address / FQDN Port Transport
192.168.159.240 5060 UDP Delete
[ Finish
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On the Advanced tab:
e Select VF_NL for Interworking Profile defined in Section 7.2.2.

e Click Finish.

Server Configuration Profile - Advanced X

Ensble DoS Protection G
Enable Grooming
Interworking Profile VFNL [+]
Signaling Manipulation Script None [~]
Connection Type SUBID [EJ
Secursble
(Finish |
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7.2.5. Routing
Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Routing information is required for routing to Session Manager on the internal side and
Vodafone Libertel B.V. addresses on the external side. The IP addresses and ports defined here
will be used as the destination addresses for signalling. If no port is specified in the Next Hop IP
Address, default 5060 is used.

7.2.5.1 Routing — Avaya

Create a Routing Profile for Session Manager.
e Navigate to Global Profiles = Routing and select Add Profile.
e Enter a Profile Name and click Next.

Roufing Profile

Profile Name Avaya

The Routing Profile window will open. Use the default values displayed and click Add.

Routing Profile X

URI Group - [x] Time of Day default|»|
Load Balancing m_[ﬂ NAPTR
Transport NoneE] Next Hop Prionty |
Next Hop In-Dialog £ Ignore Route Header ]
Click the Add button to add a Next-Hop Address.
[ Back | [ Finish |
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On the Next Hop Address window, set the following:
e Priority/Weight = 1.
e Server Configuration = Avaya (Section 7.2.3) from drop down menu.
e Next Hop Address = Select 10.10.3.42:5060 TCP from drop down menu.
e Click Finish.

Profile : Avaya - Edit Rule X

URI Group - |E| Time of Day dE‘fT:!uﬂlEl
Load Balancing Priority [*] maPTR

Transport Mext Hop Priority

Mext Hop In-Dialog [ Ignore Route Header [

Priority § Weight Server Configuration Next Hop Address
1 Avaya [*] [10.10.3 425060 (TCF) [=] Delete

7.2.5.2 Routing — Vodafone Libertel B.V.

Create a Routing Profile for Vodafone Libertel B.V. Fixed network.
¢ Navigate to Global Profiles = Routing and select Add Profile.
e Enter a Profile Name and click Next.

Routing Profile X

Profile Name VF_NL_Fixed

[ Next |
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The Routing Profile window will open. Use the default values displayed and click Add.

Roufing Profile

URI Group
Load Balancing
Transport

Next Hop In-Dialog

[ E Time of Day
T ~] NAPTR

None[~| Next Hop Priority

| Ignore Route Header

default[¥]

]
[

Click the Add button to add a Next-Hop Address.

| Back | [ Finish |

On the Next Hop Address window, set the following:
e Priority/Weight =1
e Server Configuration = VF_NL_Fixed (Section 7.2.4) from drop down menu.
e Next Hop Address = Select 192.168.159.239:5060 UDP from drop down menu.
e Click Finish.

Profile : VFNL_Fixed - Edit Rule

URI Group [+] Time of Day default[~]
Load Balancing Prionty [¥] naPTR
Transport J Next Hop Priority ]
Next Hop In-Dialog ] Ignore Route Header =
Priority / Weight  Server Configuration Next Hop Address Transport
1 VENL_Fixed [x] [192.168.159.239:5060 (UDP) i ¥] Delete
Finish
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Create a Routing Profile for Vodafone Libertel B.V. Mobile network.
e Navigate to Global Profiles = Routing and select Add Profile.
e Enter a Profile Name and click Next.

Routing Profile X

Profile Name VF_NL_Mobile

[ Next |

The Routing Profile window will open. Use the default values displayed and click Add.

Routing Profile X

URI Group - E Time of Day ‘défauitB
Load Balancing E A ~] NAPTR
Transport NoneE] Next Hop Priority 7|
Next Hop In-Dialog = Ignore Route Header [
Click the Add button to add a Next-Hop Address.
[ Back | | Finish |
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On the Next Hop Address window, set the following:
e Priority/Weight = 1.
e Server Configuration = VF_NL_Mobile (Section 7.2.4) from drop down menu.
e Next Hop Address = Select 192.168.159.240:5060 UDP from drop down menu.
e Click Finish.

Profile : VFNL_Mobile - Edit Rule

URI Group 5 [x] Time of Day default [»]
Load Balancing Priority E] NAPTR
Transport ane ] Next Hop Prionty [¥]
Next Hop in-Dislog = Ignore Route Header El
Priority / Weight  Server Configurstion Next Hop Address Transport
1 VFNL_Mobile [= | 192.168.153.240:5060 (UDP) [+l ne Delete
Finish
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7.2.6. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. The local information can be overwritten with a domain name or IP addresses. The
default Replace Action is Auto, this replaces local information with IP addresses, generally the
next hop. Topology hiding has the advantage of presenting single Via and Record-Route headers
externally where multiple headers may be received from the enterprise, particularly from Session
Manager. In some cases where Topology Hiding can’t be applied, in particular the Contact
header, IP addresses are translated to the Avaya SBCE external addresses using NAT.

To define Topology Hiding for Session Manager, navigate to Global Profiles > Topology
Hiding from menu on the left hand side. Click on Add and enter details in the Topology Hiding
Profile pop-up menu (not shown).

e Enter a descriptive Profile Name such as Avaya.

e If the required Header is not shown, click on Add Header.

e Under the Header field for To, From and Request Line, select IP/Domain under

Criteria and Overwrite under Replace Action. For Overwrite value, insert avaya.com.
e Click Finish (not shown).

Topology Hiding Profiles: Avaya
Add Resame || Clone | Delste

Topoogy Midng Prtles Cack e iy add A escnpeon

Oetault
e Toposogy Hiding

risco_ = _profle

Heaoar Crtona Feplace Acton Overwrin Vaue
o Rafer-To FDoman Auto -
i FRecard-Route #Doman Auto
fequest-Line #Doman Jverwen avayacom
Asferrac-By PiDoman Auto
S0F SDoman Auto -
Via POomain Auta
From PDoman Overwrie avapacom
Ta FOoman Ovenards ayacom
Ede
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To define Topology Hiding for VVodafone Libertel B.V., navigate to Global Profiles -2
Topology Hiding from the menu on the left hand side. Click on Add and enter details in the
Topology Hiding Profile pop-up menu (not shown).
e Inthe Profile Name field enter a descriptive name for Vodafone Libertel B.V. and click
Next.
e If the required Header is not shown, click on Add Header.
e Under the Header field for To, From and Request Line, select IP/Domain under
Criteria and Auto under Replace Action.
e Click Finish (not shown).

Topology Hiding Profiles: VFNL

i | Topology idmg |
cseo_th_grotle |
Replace Acton Overwrde Valuo
e Rater-To |PDomain Ak i
Kie Recors-Route P/Domain AU =
ReguestLirne 1P Domam Auto
Referreo-8y IPDoman A -
0P IPDorain Ao
Ve IPDomain Auto -
From IPDomain Auto -
To IP/Doman Au -
| £t
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7.3. Define Network Information
Network information is required on the Avaya SBCE to allocate IP addresses and masks to the
interfaces. Note that only the Al and B1 interfaces are used, typically the Al interface is used for
the internal side and B1 is used for external. Each side of the Avaya SBCE can have only one
interface assigned.

In the test configuration, two internal interface addresses and two external interface addresses are
required for Vodafone Libertel B.V. Fixed and Mobile networks so that different server flows
could be assigned depending on which interface address the SIP messages were received on.
These server flows were used to direct traffic to Vodafone Libertel B.V. Fixed and Mobile
Trunks separately.

To define the network information, navigate to Device Specific Settings = Network
Management from the menu on the left-hand side and click on Add. Enter details in the blank
box that appears at the end of the list
e Define the two internal IP address with subnet mask and assign to interface Al.
Select Save to save the information.
Click on Add.
Define the external IP address with subnet mask and assign to interface B1.
Select Save to save the information.
Click on System Management in the main menu.
Select Restart Application indicated by an icon in the status bar (not shown).

Note: Multiple IP addresses defined on a single interface must be in the same subnet.

Network Management: GSSCP_03

TR (e oo
GSSCP_uy Add

Name Catmway Submed Mask Imertace

Externs_B1 2168371 395255255280 B1

Select the Interface Configuration tab and click on Toggle State to enable the interfaces.

Network Management: GSSCP_03

Davaces losertacas | munj

GSsScP_ o Add VLAN
Indertncn Name VLAN Tag Statun
At
i
B
B2
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7.4. Define Interfaces

When the IP addresses and masks are assigned to the interfaces, these are then configured as
signalling and media interfaces.

7.4.1. Signalling Interfaces

To define the signalling interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Signaling Interface from the menu on the left hand side. Details of transport protocol and ports
for the internal and external SIP signalling are entered here.

To enter details of transport protocol and ports for the SIP signalling on the internal interface:

e Select Add and enter details of the internal signalling interface in the pop-up menu (not
shown).

e Inthe Name field enter a descriptive name for the internal interface for the Vodafone
Libertel B.V. Fixed network.

e For Signaling IP, select the internal signalling interface IP addresses defined in Section
7.3.

e Select TCP port number, 5060 is used for Session Manager.

To enter details of transport protocol and ports for the SIP signalling on the external interface:
e Select Add and enter details of the external signalling interface in the pop-up menu (not
shown).

e Inthe Name field enter a descriptive name for the external signalling interface for the
Vodafone Libertel B.V. Fixed network.

e For Signaling IP, select the external signalling interface IP address defined in Section
7.3.

e Select UDP port number, 5060 is used for VVodafone Libertel B.V.

Repeat this process for the internal and external signalling interfaces for the VVodafone Libertel
B.V. Mobile network.

Signaling Interface: GSSCP_03
EE oo

GSSCP_0)
. Modtying or gekhng an exstng sgratng minrface wik mguae an appiration ressart oelom Sy efect Applcason rostans ran he ms0e0 from System

A%

TCPPon  UCPPord  TLS Pott

nL_Sig_Fueq 5060 -— - NCNe
nt_Siy_Mobde 506 - - None
£x1 Sg _Fuea 0 Non
EX_Sg_Modde - 5050 - None
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7.4.2. Media Interfaces

To define the media interfaces on the Avaya SBCE, navigate to Device Specific Settings 2
Media Interface from the menu on the left hand side. Details of the RTP and SRTP port ranges
for the internal and external media streams are entered here. The IP addresses for media can be
the same as those used for signalling.

To enter details of the media IP and RTP port range on the internal interface to be used in the
server flow:
e Select Add Media Interface and enter details in the pop-up menu.
e Inthe Name field enter a descriptive name for the internal media interface for the
Vodafone Libertel B.V. Fixed network.
e For Media IP, select the internal media interface IP address defined in Section 7.3.
e Select RTP port ranges for the media path with the enterprise end-points.

To enter details of the media IP and RTP port range on the external interface to be used in the
server flow.
e Select Add Media Interface and enter details in the pop-up menu.
e Inthe Name field enter a descriptive name for the external media interface for the
Vodafone Libertel B.V. Fixed network.
e For Media IP, select the external media interface IP address defined in Section 7.3.
e Select RTP port ranges for the external media path.

Repeat this process for the internal and external signalling interfaces for the VVodafone Libertel
B.V. Mobile network.

The following screen shows the Media Interfaces created in the sample configuration for the
inside and outside IP interfaces.

Media Interface: GSSCP_03

Daves Media mterface

GSSCP_03

: MGG 01 (HOUENG 30 wsmsiliyg s Seuitace whl (waLITH 0 FREIRATON TBStIT DEtYS hing et ACpheation restits call De hsuad tom Syt
Managomen

Add
Name Mecaf? Port Range
Int_Meda_Fteed 01039 - 35004 - 40000
Ini_Meda_Moble CLAN 35000 - 40000
Ext_Wedia_Foed i oL 35000 - 40000
Ext_Media_Mosile MECANA) 35000 - 40000
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7.5. Server Flows

Server Flows combine the previously defined profiles into outgoing flows from Session Manager
to Vodafone Libertel B.V.’s SIP Trunk and incoming flows from Vodafone Libertel B.V.’s SIP
Trunk to Session Manager. The following screen illustrates the flow through the Avaya SBCE to
secure a SIP Trunk call.

1P-PEX

J

5P Trunk Service Provder

Avaya SBCE

Two server flows are required for outgoing traffic and two are required for incoming. This is so
that traffic can be routed to both the Fixed and Mobile networks and can also be received from
both Fixed and Mobile networks. This configuration ties all the previously entered information
together so that calls can be routed from Session Manager to Vodafone Libertel B.V. SIP Trunk
service and vice versa. The following screenshot shows all configured flows.

Subscriber Flows | | Server Flows I

Hover over a row to see its description.
- Server Configuration: Avaya
Update
Priority  Flow Name URI Group Received Interface  Signaling Interface  End Point Policy Group  Routing Profile
1 Call_Server_Fixed % Ext_Sig_Fixed Int_Sig_Fixed defauit-low VFNL_Fixed View Clone Edit Delete
2 Call_Server_Mobile . Ext_Sig_Mobile Int_Sig_Mobile default-low VFNL_Mobile  View Clone Edit Delete

- Server Configuration: VFNL_Fixed

Priority  Flow Name URIGroup Received Interface  Signaling Interface  End Point Policy Group  Routing Profile

1 Trunk_Server_Fixed * Int_Sig_Fixed Ext_Sig_Fixed default-low Avaya View Clone Edit Delete

- Server Configuration: VFNL_Mobile

Priority  Flow Name URIGroup Received Interface  Signaling Interface  End Point Policy Group  Routing Profile
1 VFNL_Mobile * Int_Sig_Mobile Ext_Sig_Mobile default-low Avaya View Cione Edit Delete
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To create a Server Flow for the VVodafone Libertel B.V. Fixed network, navigate to Device
Specific Settings = End Point Flows.

Click on the Server Flows tab.

Select Add Flow and enter details in the pop-up menu.

In the Name field enter a descriptive name for the outgoing server flow to the Vodafone
Libertel B.V. SBC for the fixed network.

In the Server Configuration drop down menu, select the Server defined in Section 7.2.4
for the Vodafone Libertel B.V. Fixed network.

In the Received Interface drop-down menu, select the internal SIP signalling interface
defined in Section 7.4.1.

In the Signalling Interface drop-down menu, select the external SIP signalling interface
defined in Section 7.4.1.

In the Media Interface drop-down menu, select the external media interface defined in
Section 7.4.2.

In the Routing Profile drop-down menu, select the routing profile of Session Manager
defined in Section 7.2.5.

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
the Vodafone Libertel B.V. SBC defined in Section 7.2.6.

Click Finish to save and exit.

Flow: Trunk_Server_Fixed X

Flow Name Trunk_Server_Fixed
Server Configuration VFNL_Fixed [w]
URI Group * [~}
Transport = E]

Remote Subnet

Received Interface Int_Sig_Fixed E
Signaling Interface Ext_Sig_Fixed [*]
Media Interface Ext_Media_Fixed [¥]
End Point Policy Group default-low E]
Routing Profile Avays E_]
Topology Hiding Profile VFNL E]
Signsling Manipulation Script None [_:_]
Remote Sranch Office Any[~]
[ Finish |

Repeat the process for an outgoing Server Flow for the Mobile network.
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The incoming Server Flows are defined as a reversal of the outgoing Server Flows

Click on the Server Flows tab.

Select Add Flow and enter details in the pop-up menu.
In the Name field enter a descriptive name for the incoming server flow to Session

Manager.

In the Server Configuration drop down menu, select the Server defined in Section 7.2.3

for Session Manager.

In the Received Interface drop-down menu, select the external SIP signalling interface

defined in Section 7.3.

In the Signalling Interface drop-down menu, select the internal SIP signalling defined in

Section 7.4.1.

In the Media Interface drop-down menu, select the internal media interface defined in

Section 7.4.2.

In the Routing Profile drop-down menu, select the routing profile of the VVodafone
Libertel B.V. SBC defined in Section 7.2.5.
In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
Session Manager defined in Section 7.2.6.

Click Finish to save and exit.

Flow: Call_Server_Fixed X

Repeat the process for an incoming Server Flow for the Mobile network.

CMN; Reviewed:
SPOC 6/6/2016

Flow Name

Server Configuration
UR! Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Medis Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile
Signaling Manipulation Script

Remote Sranch Office

|Call_Server_Fixed
Avaya [+l

2 E3

M
Ext_Sig_Fixed [¥]
Int_Sig_Fixed [¥]
Int_Media_Fixed [¥]
default-low [+]
VFNL_Fixed [¥]
Lvaya B
None [=]
Any[~]

Finish
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8. Configure Vodafone Libertel B.V. SIP Trunk Equipment

The configuration of the Vodafone Libertel B.V. equipment used to support VVodafone Libertel
B.V.’s SIP Trunk is outside of the scope of these Application Notes and will not be covered. To
obtain further information on VVodafone Libertel B.V. equipment and system configuration
please contact an authorized VVodafone Libertel B.V. representative.

9. Verification Steps

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.

9.1. Avaya Communication Server 1000 Verification

This section illustrates sample verifications that may be performed using the Avaya CS1000
Element Manager GUI.

9.1.1. IP Network Maintenance and Reports Commands

From Element Manager, navigate to System = IP Network = Maintenance and Reports as
shown below. In the resultant screen on the right, click the Gen CMD button.

C$51000 Element Manager

Node Maintenance and Reports

Medw © 200 P B 201052 Tolw slesmrn |

The General Commands page is displayed. A variety of commands are available by selecting
an appropriate Group and Command from the drop-down menus, and selecting Run.

To check the status of the SIP Gateway to Session Manager in the sample configuration, select
Sip from the Group menu and SIPGwShow from the Command menu. Click Run. The example
output below shows that Session Manager has SIPNPM Status “Active”.
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The following screen shows a means to view registered SIP telephones. The screen shows the
output of the Command sigSetShowAll in Group SipLine.
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The following screen shows a means to view IP UNIStim telephones. The screen shows the
output of the Command isetShow in Group Iset.
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9.2. Verify Avaya Communication Server 1000 Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select by
Functionality table as shown below.

AVAYA €S1000 Element Manager
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- Rowtes end Trirky
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Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields.

e APPL_STATUS Verify status is OPER

e LINK STATUS Verify status is EST ACTV
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9.3. Verify Avaya Aura® Session Manager Operational Status

9.3.1. Verify Avaya Aura® Session Manager is Operational

Navigate to Elements - Session Manager - Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as
shown below.

Homae J Elemants | Session Mansper [ Dashboard

pr
Session Manager Dashboard
This 2age provides Be ove sl status and haalth summiary of aach afmmntaresd
Seszizn Varager
Session Manager Instances
Service State * Shutdown System ~ | As of 1:58 PN
iktem o Show All "j Fiker; Enabie
retive er Dt
Tastn Suturty Extity Duta Licenan
GCestian Manager Type Alarms Service Siate call Regetrations Storsge Varnian
Pats Madute MOniTar g Rephcation Mide
Count Shates
Accopt
Session Manager Core 0/0/0 up N w 0/5 0 3/3 v Normal 7.0.0.0.700007
Service
Sulect i A%, None

Navigate to Elements = Session Manager = System Status = Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

e Home / Hements / Session Manager [ System Statwes / Sacurity Module Status
Felp?
Security Module Status
This oage aliows you to wisw the stzbus of each Sesson Nanager's Security Moddle
2ad %o prform cartain a5
7Reset Synchronize . | Connection Status : As of 2:00 PM
1 Item 7: Show Al z Fiker: Sazble
Session Manager Type Siates Comnections IP Address VLAN Defauli Gateway Entity Links {expected [ actuai) Certificate Used
Sassica Manager SN Us 18 20.10.3.42722 S 151032 575 SECA
Select : Nons
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9.3.2. Verify SIP Entity Link Status

Navigate to Elements - Session Manager = System Status - SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for CS1000 from the All Monitored SIP Entities table (not shown) to open the SIP
Entity, Entity Link Connection Status page.

Monsoted (ntites
Sowson Mansgar Type
Down Parnatty Up up Mot Mommored Deny Tote

Scssion Manager

Select: Al None

Verify the status of the SIP link is up between Session Manager and CS1000 by going through
the same process as outlined above but selecting the SIP Entity for the Avaya SBCE in the All
Monitored SIP Entities: table.

Status Detadls for the selected Session Manager:

1 Hama Refra Filkar: Enal

WP Entity

Seasion Manages Hame Resolved ¥ Port Proso Deny Conn, Ssatus Remon Coae Link Statue
. Session Monoger 10.10,9.3¢ 60 TCP FALSE up 200 OX ue
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9.3.3. Verify Avaya Aura® Session Manager Instance

The creation of a Session Manager Instance provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager => Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If Session Manager instance already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name:

e Description:

e Management Access Point Host Name/IP:

Select the SIP Entity created for Session

Manager

Add a brief description (optional)

Enter the IP address of Session Manager
management interface

The following screen shows Session Manager values used for the compliance test.

View Session Manager

General «

« Mome [ Pumensts | Sessiem Mansger [ Sesean Mansger Admmmatration

e Made [
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In the Security Module section, enter the following values:

e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interface

e Network Mask: Enter the network mask corresponding to the IP address of
Session Manager

e Default Gateway: Enter the IP address of the default gateway for Session
Manager

Use default values for the remaining fields. Click Save (not shown). The following screen shows
the remaining Session Manager values used for the compliance test.

Security Module «

*SIP Firewal Coofiguration
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9.4. Avaya Session Boarder Controller for Enterprise Verification

This section contains verification steps that may be performed using the Avaya Session Border
Controller for Enterprise.

9.4.1. Incidents

The Incidents Log Viewer display alerts captured by the Avaya SBCE. Select the Incidents link
along the top of the screen.

Session Border Controller for Enterprise AVAYA
Usnteoard Oashboard
e L
BathpRuiiore -
Sputem Tew 06210 AM ST [ 5%
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Gl Profies Sukt Dutw Scr Acp 921 0B 40 LOT 200
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Faah Lewrary Overage Court Rl
Davco Soaciss Samags —
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Norw e

T PR

JTOIN_2D Ne2 Dancew Mo et tet
I32B07 53 W0 B0WR F 0w WX Yed
Q00F_20. Mo Sutnctow Mo Nk bed
GEBOF T N2 SncUe ¥ Ow Nk Yad

GEACE ) o SN Sow NaK tes
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The following screen shows example SIP messages that do not match a Server Flow for an
incoming message.

Incident Viewer AVAYA

Device |All [»] Category |An [®] [[ClearFiltera | [[Reafreah | [ Generate Report |

Displaying results 1 to 15 out of 2000. it =i

Category Davice

Message Dropped 724828081147236 12/915 416 AM Policy GS88CcP_03 No Subscriber Flow Matched
Message Dropped 724828060540139 121915 415 AM Policy G88CP_03 No Subscriber Flow Matched
Message Dropped 724828051007038 12/918 415 AM Policy G8SCP_03 No Subscriber Flow Matched
Message Dropped 724828030450870 12/918 414 AM Policy G8SsCP_03 No Subscriber Flow Matched
Message Dropped 724828021049515 1209015 414 AM Policy GS8CP_03 No Subscriber Flow Matched
Message Dropped 724828000441602 1200015 413 AM Policy QS8CP_03 No Subscribar Flow Matched
Message Droppad T24B27990985367 120915 413 AM Policy QSSCP_03 No Subscribar Flow Matched
Massage Droppad T24627088056473 121915 412 AM Policy QS8CP_03 No Subscribar Flow Matched
Massage Droppad 724827087036465 12/X15 412 AM Policy Q88CP_03 No Subscribar Flow Matched
Message Dropped T24827087416506 12/915 412 AM Policy Gs8sCcP_03 No Subscriber Flow Matched
Message Dropped T24827087147196 12/918 412 AM Policy GS8S8CP_03 No Subscriber Flow Matched
Message Dropped T7248279793897279 121918 412 AM Policy GS8SSCP_03 No Subscriber Flow Matched
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9.4.2. Trace Settings

The Trace Settings tool is for configuring and displaying call traces and packet captures for the
Avaya SBCE.

To define the trace, navigate to Device Specific Settings - Advanced Options 2>
Troubleshooting = Trace in the main menu on the left hand side and select the Packet
Capture tab.

e Select the SIP Trunk interface from the Interface drop down menu

e Select the signalling interface IP address from the Local Address drop down menu

e Enter the IP address of the network SBC in the Remote Address field or enter a * to

capture all traffic
e Specify the Maximum Number of Packets to Capture, 10000 is shown as an example
e Specify the filename of the resultant pcap file in the Capture Filename field

Trace: GSSCP_03

GESCP_8) Pathet Cagture Configuration
St Aeady
Interface 81 |x
Lot AQaress
P e ~ 3
Remote Aodress
« ~Pam 1P EFon
Frotoccl LD
Maximam Numbet of Fackets (o Captue 10002

Caplure Flenams
Liwrg e rare of 8= axistng cassim wil Dverwets £

Test pcap

Start Capture Clsat

To view the trace, select the Captures tab and click on the relevant filename in the list of traces.

Trace: GSSCP_03

GSSCP 0

\
| e Name Fiie 928 (bytes) Last Modited

December 2 2015 4 74:55 aM CST

The trace is viewed as a standard pcap file in Wireshark. If the SIP trunk is working correctly, a
SIP response in the form of a 200 OK will be seen from the VVodafone Libertel B.V. network.
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10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Communication
Server 1000 R7.6, Avaya Aura® Session Manager R7.0 and Avaya Session Border Controller
for Enterprise R7.0 to Vodafone Libertel B.V.’s SIP Trunk Service. Vodafone Libertel B.V.’s
SIP Trunk Service is a SIP-based Voice over IP solution providing businesses a flexible, cost-
saving alternative to traditional hardwired telephony trunks. The service was successfully tested
with a number of observations listed in Section 2.2.

11. Additional References

This section references the documentation relevant to these Application Notes. Additional Avaya
product documentation is available at http://support.avaya.com.
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Document Number NN43001-711

[13] Deploying Avaya Session Border Controller for Enterprise, Release 7.0, August 2015
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Appendix A — Communication Server 1000 Software
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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