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Application Notes for configuring NICE Engage Platform
R6.4 to interoperate with Avaya Aura® Communication
Manager R7.0 and Avaya Aura® Application Enablement

Services R7.0 using Passive Station Side VoIP recording -
Issue 1.0

Abstract

These Application Notes describe the configuration steps for the NICE Engage Platform to
interoperate with the Avaya solution consisting of an Avaya Aura® Communication Manager
R7.0, an Avaya Aura® Session Manager R7.0, and Avaya Aura® Application Enablement
Services R7.0 using Passive Station Side VoIP recording with SMS.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in

Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for the NICE Engage Platform R6.4 to
interoperate with the Avaya solution consisting of an Avaya Aura® Communication Manager
R7.0, an Avaya Aura® Session Manager R7.0 and Avaya Aura® Application Enablement
Services R7.0. The NICE Engage Platform was setup to use passive station-side VVoIP recording
with SMS and the Telephony Services API (TSAPI) via the Application Enablement Services
(AES) to capture the audio and call details for call recording on various Communication
Manager endpoints, listed in Section 4.

Passive Station-Side VoIP Recording (passive recording) uses port mirroring to record the RTP
from each phones set. All phone sets that are to be recorded are plugged into the Avaya 4548GT-
PWR layer 3 switch where all of these particular ports are mirrored to one port where the NICE
Advanced Interactions server is plugged into. All of the RTP information from all of these phone
sets will be delivered to the sniffer port on the NICE Advanced Interactions server. An additional
Network Interface Card (NIC) is therefore required on the NICE Advanced Interactions Server.
This NIC is not configured to access the IP stack. It will have no IP configuration. This NIC
connects into the mirrored port network that allows access to the phone network connection. This
is effectively a hub environment. The promiscuous port needs to be on the same physical media
path as any telephone endpoint that it is going to record.

The NICE Engage Platform is fully integrated into a LAN (Local Area Network), and includes
easy-to-use Web based applications (i.e. Nice Application) that works with the Microsoft .NET
framework and used to retrieve telephone conversations from a comprehensive long-term calls
database. The NICE Engage Platform uses both the Telephony Services Application
Programming Interface (TSAPI) and the System Management Service (SMS) connections on
AES. The SMS web service provides the ability to discover the status of resources on
Communication Manager.

The NICE Engage Platform contains tools for audio retrieval, centralized system security
authorization, system control, and system status monitoring. Also included is a call parameters
database (Nice Application Server) that tightly integrates via CTI link PABXs and ACD’s
including optional advanced audio archive database management, search tools, a wide variety of
Recording-on-Demand capabilities, and comprehensive long-term call database for immediate
retrieval.

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 58
SPOC 2/15/2016 ©2016 Avaya Inc. All Rights Reserved. NICE64AES70VolP



2. General Test Approach and Test Results

The interoperability compliance testing evaluated the ability of the NICE Engage Platform to
carry out call recording in a variety of scenarios using passive recording with AES and
Communication Manager. A range of Avaya endpoints were used in the compliance testing all of
which are listed in Section 4.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality testing focused on placing and recording calls in different call
scenarios with good quality audio recordings and accurate call records. The tests included:

Inbound/Outbound calls — Test call recording for inbound and outbound calls to the
Communication Manager to and from PSTN callers.

Hold/Transferred/Conference calls — Test call recording for calls transferred to and in
conference with PSTN callers.

Forwarded calls - Test call recording for calls that were forwarded to various endpoints.
Feature calls - Test call recording for calls that are parked or picked up using Call Park
and Call Pickup.

Calls to Elite Agents — Test call recording for calls to Communication Manager agents
logged into one-X® Agent.

Serviceability testing - The behavior of NICE Engage Platform under different
simulated failure conditions.

2.2. Test Results

Most functionality and serviceability test cases were completed successfully. The following issue
was noted.
1. Call Park. The un-parked call is not being recorded. It appears that there are no events

being sent for un-parking a call by Communication Manager. Modification Report [CM-
9860] has been raised with the Communication Manager support team. A fix for this
issue will be implemented for release 7.1 of Communication Manager.

Note: When configured for total recording, the un-parked call should be recorded and the
call record should appear once Total Recording Service picks up the session.
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2.3. Support

Technical support can be obtained for NICE Engage Platform from the website
http://www.nice.com/support-and-maintenance

3. Reference Configuration

The configuration in Figure 1 was used to compliance test NICE Engage Platform with the
Avaya solution using passive recording to record calls. The Avaya 4548GT-PWR switch is
configured to mirror ports that the Avaya endpoints are connected to, to one port where the
NICE Advanced Interactions recorder sniffer port is connected to.

Note: Any data switch that is capable of port mirroring can be used, the data switch shown in the
diagram is that which was used for compliance testing.
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Figure 1: Connection of NICE Engage Platform R6.4 with Avaya Aura® Communication
Manager R7.0, Avaya Aura® Session Manager R7.0 and Avaya Aura® Application
Enablement Services R7.0
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® System Manager running on
Virtual Server

R7.0.0.0.0

Build 7.0.0.0.16266-7.0.9.9.902
SW Update Revision No. 7.0.0.0.3873

Avaya Aura® Session Manager running on
Virtual Server

R7.0.0.0.700007

Avaya Aura® Communication Manager
running on Virtual Server

R7.0

Build 017x.00.0.441.0.22477

Avaya Aura® Application Enablement Services
running on Virtual Server

R7.0
Build No —7.0.0.0.0.13-0

Avaya G450 Gateway

37.19.0/1

Avaya 4548GT-PWR Ethernet Switch

Boot Image: ver. 5.0.0.9
Diag Image: ver. 5.1.0.8

Agent Image: ver. 5.7.0.009

Avaya 9608 H323 Deskphone

96x1 H323 Release 6.6.028

Avaya 9641 SIP Deskphone

96x1 SIP Release 6.5.0.17

Avaya 9630 SIP Deskphone R2.6.13.1
Avaya one-X® Communicator H.323 R6.2.4.07-FP4
Avaya one-X® Agent R 2.5.50022.0
NICE Engage Platform
- NICE Application Server R6.4
- Advanced Interactions Recorder
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5. Configure Avaya Aura® Communication Manager

The information provided in this section describes the configuration of Communication Manager
relevant to this solution. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 10.

The configuration illustrated in this section was performed using Communication Manager

System Administration Terminal (SAT).

5.1. Verify System Features

Use the display system-parameters customer-options command to verify that Communication
Manager has permissions for features illustrated in these Application Notes. On Page 3, ensure
that Computer Telephony Adjunct Links? is set to y as shown below.

display system-parameters customer-options

Page

OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 01°?
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASAI Link Core Capabilities?

ASAT Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

KK B B3B8 3BBKKKKKKBNK

Audible Message Waiting?
Authorization Codes?

CAS Branch?

CAS Mainv?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?
DCS (Basic)?

DCS Call Coverage?

DCS with Rerouting?

Digital Loss Plan Modification?
DS1 MSP?

3 of 11

MKKNKKKBD D BKRK

LS

DS1 Echo Cancellation? y

5.2. Note procr IP Address for Avaya Aura® Application Enablement

Services Connectivity

Display the procr IP address by using the command display node-names ip and noting the IP

address for the procr and AES (aes70vmpg).

display node-names ip

Page

IP NODE NAMES

1 of 2

Name IP Address
SM100 10.10.40.34
aes63vmpg 10.10.40.16
default 0.0.0.0
g450 10.10.40.15
procr 10.10.40.13
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5.3. Configure Transport Link for Avaya Aura® Application
Enablement Services Connectivity

To administer the transport link to AES use the change ip-services command. On Page 1 add an

entry with the following values:

Service Type: Should be set to AESVCS.

Enabled: Settoy.

Local Node: Set to the node name assigned for the procr in Section 5.2

Local Port: Retain the default value of 8765.

change ip-services Page 1 of 4

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

Go to Page 4 of the ip-services form and enter the following values:
e AE Services Server: Name obtained from the AES server, in this case aes70vmpg.
e Password: Enter a password to be administered on the AES server.
e Enabled: Settoy.

Note: The password entered for Password field must match the password on the AES server in
Section 6.2. The AE Services Server should match the administered name for the AES server;
this is created as part of the AES installation, and can be obtained from the AES server by typing
uname —n at the Linux command prompt.

change ip-services Page 4 of 4

AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: aes70vmpg Kok ok kKKK K v idle

23
32

5.4. Configure CTI Link for TSAPI Service

Add a CTI link using the add cti-link n command. Enter an available extension number in the
Extension field. Enter ADJ-IP in the Type field, and a descriptive name in the Name field.
Default values may be used in the remaining fields.

add cti-link 1 Page 1 of 3

CTI LINK

CTI Link:
Extension:

Type:

Name:

1
2002
ADJ-IP
COR: 1
aes70vmpg
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5.5. Configure System Management Service user on Avaya Aura®
Communication Manager
This user is created specifically for the SMS connection that NICE utilise for this specific type of

call recording. Using a web browser navigate to the Communication Manager IP Address. Enter
the proper credentials and click on Logon.

s
e A - Vu—-——m BAO-OC‘E;; ,ﬂ] 2 e Maage A ververt

AVAyA Avaya Aura® Communication Manager (CM)

System Mansgesent [merface (SM1)

T Dervert serverd

~

Logon

Logon 101 [aend

Once logged in click on Administration at the top of the page and select Server (Maintenance)
from the drop-down menu.

AVAyA Avaya Aura® Communication Manager (€M)

System Managesen [meface (SM1)

T Serve sarverd

~
System Management Interface
© 2001-2013 Avaya 1ac. All Rights Reserved,
Copyright
Except where expresgly stated otheratse, the Product is protected by Copyright and ather laws respecting praprietary nghts
Unauthorized repcoduction, transfer, and of uso can be 3 criminal, 23 well 35 3 dvil. offense under the appiicable law
Lhird-parly Componants
Cortain seftware grograms o poetions theews! inctuded in the Prodect may cottmn softaary distibuted soder third pecty agresssets (“Third Party Components” ), which sy
Contai tamms that wxpand af lmit cights b use Cartaln partians of tha Praduct (TThird Party Tams™) Indormation idaniPeiag Third Party Companants and the Thied Party
Terms that apply to tham are avwlable oo Avava's web sl» ot Inu pEpst o s ThirdPartslicemas
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In the left window navigate to Security = Administrator Accounts. In the main window select
Add Login and Privileged Administrator as shown below. Click on Submit when finished.

AVAYA

Administration / S=rver {Mainb=nanc=)

Administration

Current Alarm=

Agent Status
Arcesx
Incoming Traps
FP Traps

FP Trap Test
FP Filters

1

Restarts

Syslem Logs

Ping

Trace=route

Net=tat

Erver

Stalus Summary

Process Status

Shutdown Server

Server Date/Tims

Software Version
Server Configuration

‘

Server Rol=
Network Configuration
Stalic Routes
Dizglay Configuration
Time Zone Configuration
NTP Configuration
Server Upgrades
Manage Updabes
Data Backup/Restore
Backup MNow
Backup History
Schedule Backup
Backup Logs
WimwFmstore Data
Restore History

Admnisirator Accoun
iqun SCoown =
Change Paszword

>

Administrator Accounts

The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.

Select Action:

® 5ad Login

@ Privileged Administrator

D Unprivileged Administrator

D SAT Acce=x Only

D Web Acce=x Only

C} CDR Access Only

C:I Business Partner Login {dadmin)
D Business Partner Craft Login

D Cuztom Login

@] Change Legin | Select Login Vl

O Remove Login | Select Lagin Vl

O Lock/Unlock Login | Select Login ~|

L) add Group

':_:' Remove Group | Select Group Vl
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Enter a suitable Login name and enter a suitable password, then click on Submit as all other
settings can be left as default. Note this name and password will be needed in Section 7.1.

AVAYA

Help Leg OfF

Administration [ Server (Maintenance)

Administration

Server Configuration
Server Role
Network Configuration
Static Routes
Display Configuration
Time Zane Configuration
NTP Configuration
erver Upgrades
Manage Updates

IPSI Firmware Upgrades
IPSI Wersion
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status

;
]
E

Backup Mow
Backup History
Schedule Badkup
Backup Logs
View/Restore Data
Restore History

u

Administrator A
Login Account Policy

Change Password

Login Reports

Server Access

Syslog Server

Authentication File

Load Authentication File
Firewall

Install Root Certificats
Trusted Certificates
Server/Application Certificates
Certificate Alarms

Certificate Signing Reguest
S5H Keyz

Web Access Mask

Administrator Accounts - Add Login:

privileged Administrator

This page allows you to add a login that is 2 member of the USERS group. This login has reduced access privileges.

Legin name |nicecm |
Primary group P —

Additional groups (profile) |prnf19 ] |

Linux shell fbinfbaszh

Home directory
Lock this account
SAT Limit

Date after which account is
disablad-blank to ignere
(¥VVY-MM-DD)

Selecr type of
authentication

fvarfhome/nicecm
none W

=
\®) passwiord

() aSG: enter ey

':_:' ASG: Auto-generzte key

Enter password or key

Re-enter password or key

— =

Force password,key
change on next login

If'\.l )
! Yes

=
®) o

I Submit I| Cancel | | Help |
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:
e Verify Licensing
e Create Switch Connection
Administer TSAPI link
Identify Tlinks
Enable TSAPI Ports
Create CTI User
Set Up Security Database on AES
Associate Devices with CTI User

6.1. Verify Licensing

To access the AES Management Console, enter https://<ip-addr> as the URL in an Internet
browser, where <ip-addr> is the IP address of AES. At the login screen displayed, log in with the
appropriate credentials and then select the Login button.

s
o —: B ) e O Teaviemeamm B A AL Aunegement Comcie
Fle 02 Yiew Faootes Took  Help
o A\ ARCCER D B umgTivmpg A\ ARCCEAANE B)AA0A A AEEdempg 5] Aveye-Sonsl 960 Library ) SMOREIVADG
AVAyA Application Enablement Services
Management Contola

Flewse logie bere:
Unermamse com
Passmerd [eose

ot | meset

»
o

.
&
i
L]
H
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The Application Enablement Services Management Console appears displaying the Welcome to
OAM screen (not shown). Select AE Services and verify that the TSAPI Service is licensed by
ensuring that TSAPI Service is in the list of Services and that the License Mode is showing
NORMAL MODE. If not, contact an Avaya support representative to acquire the proper license
for your solution.

AVAyA Application Enablement Services

Management Consale

AE Services

JUSORTANT) AL Servom Tt B feitarted o admenattaten thanges 13 Ady take sfact,
Crarges to the Tecarty Detabase 35 50t rageds & retart

Janas Lok Varager Inia oo - Jin WA
T Torre ~ Taza i A

orFLNE e A WA

L1 D WORMAL MTE Wa

CHLME s s WORSAL MOCE W

Traragert Layer Garvice WA tarneg nA WA

2 Sereaes A | Foa Twa i WA

For wms o acam macecat Sesss sie Slatus and Sontral
" Pt e et SIS b S e e B e g b pege

[
Vo e e 18 v AGTacaten Sratecwet (ST veaes 7 4

6.2. Create Switch Connection

From the AES Management Console navigate to Communication Manager Interface >
Switch Connections to set up a switch connection. Enter a name for the Switch Connection to
be added and click the Add Connection button.

AVAyA Application Enablement Services

Managuinent Convole

Comumunication Manasges Latwrtace | Soits h Camsnclions

[ 322 Comuction | Eamesicoan 3 || 3= 4323 Gumebeaser || Osiete Carcacmen || Surusbity merarcyy |
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In the resulting screen enter the Switch Password; the Switch Password must be the same as that
entered into Communication Manager AE Services Administration screen via the change ip-
services command, described in Section 5.3. Default values may be accepted for the remaining
fields. Click Apply to save changes.

AVAyA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Connection Details - cm70vimpg
Interface
Switch Connections Switch Password |"-""""u. |
Dial Plan Confirm Switch Password |------------.. 7|
High Availability Msg Period [20 | Minutes (1 - 72)
Licensing Pravide AE Services certificate to switch []
ol Securs H322 Connection [l
[ ———— Processor Ethernet kA
Security

Status
User Management

Utilities

Help

From the Switch Connections screen, select the radio button for the recently added switch
connection and select the Edit PE/CLAN IPs button (not shown, see screen at the bottom of the
previous page. In the resulting screen, enter the IP address of the procr as shown in Section 5.2
that will be used for the AES connection and select the Add/Edit Name or IP button.

AVAYA Application Enablement Services

Management Console

Commmanic atinn Manages Interface | Switch Connm s

+ AE Services
S Com:mnnahon Manager Edit Processor Ethemet 1P - cnT0vinpg
Interfocn
Swnihs b Cunmections L:C 10.40.13
tiagh Avarlahaity [:c.:c,to,z:
[LBask |
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6.3. Administer TSAPI link

From the Application Enablement Services Management Console, select AE Services - TSAPI
- TSAPI Links. Select Add Link button as shown in the screen below.

AVAYA Application Enablement Services
Management Console
CVLAN TSAPI Links
oL ) e g e ey
bMLC | Edit Link | | Delata Link |
SMS
TsaAr
| * TSAPI Links |

= TSAPI Properties
WS

Interface

On the Add TSAPI Links screen (or the Edit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:
e Link: Use the drop-down list to select an unused link number.
e Switch Connection: Choose the switch connection cm70vmpg, which has already been
configured in Section 6.2 from the drop-down list.
e Switch CTI Link Number: Corresponding CTI link number configured in Section 5.4
which is 1.
e ASAI Link Version: This can be left at the default value of 5.
e Security: This can be left at the default value of both.

Once completed, select Apply Changes.

AVAyA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Links

CVLAN Edit TSAPI Links

DLG Link 1

DMCC Switch Connection

SMS Switch CTI Link Numher

TSAPI ASAT Link Version

= TSAPI Links Security

= TSAPI Properties I Apply Changes || Cancel Changes || Advanced Settings

TWS
Communication Manager

' Interface
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Another screen appears for confirmation of the changes made. Choose Apply.

AVAYA Application Enablement Services

Management Console

AE Services | TSAPIL | TSAPI Links

CVLAN Apply Changes to Link

DLG ‘Warning! Are you sure you wank to apply the changes?
These changes can only take effect when the TSAPI server restarts.

DMCC
L+ Please use the Maintenance -> Service Controller page to restart the TSAPI server.

SMS

TSAPI

= TSAPI Links
= TSAPI Properties
TWS

Communication Manager
Interface

4

When the TSAPI Link is completed, it should resemble the screen below.

AVAyA Application Enablement Services
Managament Coasole
AL Services | TRAPT | TSAPT Linvk»
CVLAN TSAM Links

* THAS] Lizks
= TZAP] Progertes

™ws
, Commamication Manager
Interfucn

High Aundabiiity
 LiEmeng
¢ Maintenanis
o MTwarking

» Becimay

.+ Statum

- User Manasgessernt
o WMilities

» Help
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The TSAPI Service must be restarted to effect the changes made in this section. From the
Management Console menu, navigate to Maintenance - Service Controller. On the Service
Controller screen, tick the TSAPI Service and select Restart Service.

AVAYA Application Enablement Services

Management Console

Maintenance | Service Controller

» AE Services

b Communication Manager Service Controller
Interface
High Availability | Service ____[Controller Status
. Runni
} Licensing [ asa1 Link Manager unning
. [] pmce service Running
~ Maintenance
. O cviLan service Running
Date Time/NTP Server )
[ bLG servics Running

Security Database ,
D Transport Layer Service Running

I Service Controller I TSAPI Sarvice Running

Server Data

For status on actusl services, please use Status and Control
Networking

Security | Start I Stop I Restart Service I Restart AE Server Restart Linux Restart Web Server

Status
User Management

Utilities

Help
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6.4. Identify Tlinks
Navigate to Security - Security Database - Tlinks. Verify the value of the Tlink Name.
This will be needed to configure the NICE Engage Platform in Section 7.1.

AVAyA Application Enablement Services
Management Console

¢ AE Services
Communication Manager Tlinks
Interface
High Availability Tlink Nama
I ':é:' AVAYAZCMTOVMPGECSTASAESTOVMPG I

} Licemsing

= na {-} # = -
» Maintenance 4 BNAYAZCMTOVMPGECETA-S2AEETOVMPG
. Delete Tlink
} Networking Slete Tn

* Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
@ CTI Users
= Devices
« Device Groups
| s Tlinks |
= Tlink Groups
Worktops
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6.5. Enable TSAPI Ports

To ensure that TSAPI ports are enabled, navigate to Networking - Ports. Ensure that the
TSAPI ports are set to Enabled as shown below.

AVAyA Application Enablement Services
Management Console
Networking | Ports
» AE Services
Communication Manager Ports
Interface
High Availability CVWLAN Parts Enzabled Disabled
} Licensing Unencrypted TCP Port 3333 wm O
} Maintenance Encryptad TCP Port 9338 | ® O
~ Metworking
- DLG Port TCF Port 5678
AE Service IP (Local IP)
Metwork Configure TSAFI Ports Enabled Disabled
| Ports | TSAPI Service Port 450 ® O
TCP Settings Local TLINK Ports
. TCF Port Min 1024
» Security TCP Part Max 1023
} Status Unencrypted TLINK Ports
T —— TCP Port Min [1050 |
— TCP Port Max [1085 |
» Utilities
Encrypted TLINK Ports
fulicin TCP Part Min [10s6 |
TCP Port Max [1081 |
DMCC Server Ports Enabled Disabled
Unencrypted Port [4721 | ® O
Encryptad Port [4722 | ® O
TR/87 Port [4722 | ® O
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6.6. Create CTI User

A User ID and password needs to be configured for the NICE Engage Platform to communicate
with the Application Enablement Services server. Navigate to the User Management - User
Admin screen then choose the Add User option.

AVAyA Application Enablement Services

Management Console

User Management | User Admin

» AE Services

Communication Manager User Admin
Interface

» Licensing . . . . . . .
User Admin provides you with the fallowing aptions for managing AE Services users:

Maintenance
»

FrTEETer Fassword
* List All Users
» Security * Modify Default User
* Search Users

» MNetworking

» Status

¥ User Management

Service Admin

User Admin

s Add User

= Change User Password
= List all Users

= Modify Default Users

= Search Users

» Utilities
» Help
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In the Add User screen shown below, enter the following values:
User Id - This will be used by the NICE Engage Platform setup in Section 7.1.

Common Name and Surname - Descriptive names need to be entered.

User Password and Confirm Password - This will be used with NICE Engage Platform

setup in Section 7.1.

CT User - Select Yes from the drop-down menu.

b

-

AVAYA

Communication Manager
Interface

High Availability

Licensing
Maintenance
Networking
Security
Status

User Management

Service Admin

User Admin

Application Enablement Services
Management Console

Add User

User Management | User Admin | Add User

¢ AE Services

Fields marked with * can not be empty.

* User Id NICE

* Comman Name |NICE

* Surname |NICE

* User Password |vuvu---..

* Confirm Password |---------

= Add User

= Change User Password
= List All Users

= Modify Default Users

= Search Users

p Utilities
» Help

Admin Mote

Avaya Role

Business Category

Car License

CM Home

C=s Home

CT User

Department Mumber

Display Name

Employee Mumber

I VB 1711 1=
H :
m
<

Employee Type
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Scroll down and click on Apply Changes.

User Admim
oM Myme
* Add User A
% Oxs Mame
= Change usar Pasanond
=3 v
o List Al Users sl Yo
« Mod#y Defaukt Users Owgertmart Number

Duslay Name
Fmploves Numper
tmploves Tyoe
Emerprde Hande
Giren Name

Hzme Prare

Hoenie Postan Address
Irstialy

Labaled UR1

val

MM tare

Votsle

Orgenzation

Tuger

Freterred Langeoge |Englsh
Fo0m Wurmber

Telephant Number

Carcel Changes |
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6.7. Associate Devices with CTI User

Navigate to Security - Security Database - CTI Users - List All Users. Select the CTI
user added in Section 6.6 and click on Edit Users.

AVAYA Application Enablement Services

Management Console

Secerity | Security Dutubess | CTT Users | List All Uners 8o | telp | Logowt

+ AE Sorvices
| Cumsmunkcation Masaper CT1 Users
Interface
Wk Avatiy T YT Huction Huve
ol »e ‘ L9 NONE s
+ Networking J tube ;"b' roaee ot
- Secutity - ‘ ormc lmm: Nt
ACCHIR Piopirnens jucaes [lncac NONE In‘-vn’
Aude '
Contificato Managament 8! vice | s 'T'-"‘E in 3
Ertrptive Directory preseece sresarce noNE luyc
Weat XA gst | uecar i
ban

Security Datubas

In the main window ensure that Unrestricted Access is ticked. Once this is done click on Apply
Changes.

Management Console

AVAYA Application Enablement Services A ‘ t

Security | Sexurty Database | CT1 Users | Uist All Users

+ AL Services
Comsmunscation Manages Edit CT1 User
Intarfacn
Htgh Avallahitity ser Profie Wer [D e
Uil Common hene nee
»
P " Workdop Name MNONE v
» e I Jaressrcte® Access < I
+ Netwerkany
* Securlty Catl ard Devves Carvtrs Cull Ongeaton/Termnation and Deviee States Neoe vV
Accoum Mansgesen
Call and Devica Maestorng Devize Manitormg Moo v
13
e Cals On & Deyice Mootonag Nooe v

Certficate Maragemant Col MomaE
Emurpeisn [ ety

Hoet AR Rostmg Coetrs! Aw Reuting oo Listed Devices Neow W

oa Csrorerae ]| cares Ourges |

Security Database
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6.8. Configure the System Management Service on Avaya Aura®

Application Enablement Services

From the AE Services Management Console main menu, select AE Services - SMS - SMS
Properties. The following list describes the SMS configuration settings and provides guidelines
for configuring SMS.

Default CM Host Address — SMS will attempt to connect to this Communication
Manager host address, as long as no host address is explicitly specified in the
authorization header of a client request. If this field is blank, all SMS requests must
explicitly include the target Communication Manager host address.

Default CM Admin Port — By default the System Management Service will use 5022
to connect to a Communication Manager server.

CM Connection Protocol — Use the default SSH port. The default TUI (or SAT) ports
on Communication Manager are SSH Port=5022 Telnet Port=5023.

SMS Logging — Use the default setting NORMAL unless debugging.

SMS Log Destination — Use the default apache, unless debugging.

CM Proxy Trace Logging — Use the default NONE, unless debugging.

Max Sessions per CM — This is a safety setting that prevents SMS from consuming all
of the TUI processes on Communication Manager. By default the setting is 5.

Proxy Shutdown Timer — Use the default 1800 seconds.

SAT Login Keepalive — Use the default 180 seconds.

CM Terminal Type — Use the default OSSIZ.

Proxy Log Destination — Use the default destination /var/log/avaya/aes/ossicm.log for
the CM Proxy Trace logs on the AE Server.

CVLAN SMS Properties
DLG Default CM Host Address |10.10.40.31 |
s Default CM Admin Port 5022 |
SMS CM Connection Protocol |S5H b
= SMS Properties SMS Logging MORMAL
TSAPI SMS Log Destination
TWS CM Proxy Trace Logging |MONE b
» Communication Manager Max Sessions per CM |5 |
Interface bt - | | p
Proxy Shutdown Timer (1500 seconds
High Availability Y
SAT Login Keepalive |18EI | seconds

¢ Licensing
} Maintenance

} Networking

CM Terminal Type OSSIZ v

Proxy Log Destination  /var/logfavava/aes/ossicm.log

H Apply Changes I| Restore Defaults || Cancel |

b Security
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7. Configure NICE Engage Platform

The installation of NICE Engage Platform is usually carried out by an engineer from NICE and
is outside the scope of these Application Notes. For information on the installation of the NICE
Engage Platform contact NICE as per the information provided in Section 2.3.

The following sections will outline the process involved in connecting the NICE Engage
Platform to the Avaya Solution. All configuration of the NICE Engage Platform for connection
with the AES is performed using a web browser connecting to the NICE Engage Application
Server. Open a web browser as shown navigate to
http://<NICEEngageApplicationServerIP>/Nice as shown below and enter the proper credentials
and click on Login.

o T T THNEITEL

tc;Nl‘CE Eﬁgage Solutions NlCE
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Once logged in expand the Administration dropdown menu and click on System
Administrator as highlighted.

R @ oo mcespo stz ekt Destin apep bt Vi ebico vy 2 - © f 8 wcenporwincatd
T Py DN 7 abde Viow . e
= L S T S
Indes mchase :=M  Resus for Query: o
= IR Saved llems -
= g | oo By
aky o
S~
=
—_—t

Before any changes can be made, switch to Technician Mode by clicking into Settings at the top
of the screen as shown below.

N Administrator
Change Password

Administrat

Technician Mode
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7.1. New CTI Connection

Navigate to Master Site > CTI Integration in the left window then right-click on CTI
Integration and select New CT1 Connection as shown below.

My Ursvarae | Business Analyzer Reportar  Monitor | Insight Manager  ClearSight | POO Reguests

- b
= I} orsenizsten . SCTTITEA teseueces  Diwgewm

+- 3§ Active Directory
LB Agent Certer
‘ $ Customer Center
+ & Dustributed Cache
i S Import/Expoct
s é% Licanse Manager
+ (Bl storage
z ﬂ Master Site
+ a Apphcations
+- (0 Content Analyss
® mgm New CTI Connection |
@) crinterfaces |
& Drvers
i\ Key Managers
¥ Media Provider Cont
-9 Data Marts
+ 0 Database Servers

The New CTI1 Connection Wizard is opened and this will go through the 16 steps required to
setup the connection to the AES for DMCC Service Observe and Single Step Conference type of
call recording. Click on Next to contimue.

) ] | Mo B = S
& organeanen | Set New CT1 Connection Wizard Stage 1 dl &)

o DY smve Dired Introduction
| (@ Agent Carrq
.3m,q This wazaed sl Saile you theough e grozers of sardiguning & rew CT1 connecten

&) Cumrinites ¢
s[bmww-ol

o k= lm".} 3, CT1 Iiterface sefection

L. Imeractans Caster and Tolaptinny Swtirh defamons

S
B Maser 50
+ -wu-u
S ) C:mn. 3, Maamared Deves carfiguratm
{d <71 1rtmf
Conne
cn " 7, lscaron Regerwments
& onie ﬁ L. Fummary
O vy N
£ reda

' Datn Mad
v Datobesd
s gt

' ntecachif

3, Intertacm corfrgurastion

4, Dwvizas pmrigeration

2. Sclectan of sptondl famtures

+ &) Secunty
+ *F System Mapcoy
.
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The value for Regular Interactions Center is a value that was already created during the
installation of the NICE Engage platform. This value is therefore pre-chosen for the CTI
connection being created below.

The Telephony Switch must be selected and this will be Avaya CM. Enter a suitable name for
this Switch Name. Click on Next to continue.

New CTI Connection @
Set New CTI Connection Wizard Stage 2 of 16
Interactions Center Switch

Attach CTI to Interactions Center Server:

© Regular Interactions Center: Ic v

Interactions Center Cluster:

"1 Use existing Telephony Switch:

Avaya CM

@ Define new Telephony Switch:

Switch Type: [Avaya CcM ']
Switch Name: I Avaya CM Passive I
Advanced >>

| Back | | Next || | Cancel |

Select AES TSAPI for the Avaya CM CTI Interface, ensure that VolP Mapping is ticked and
select the AES SMS from the dropdown menu. Click on Next to continue.

New CTI Connection X
Set New C11 Connection Wizard Stage 3 of 16
Interface Type

Gl Interface Type
Avaya CM CTI Interface: AES TSAPI -

Avaya Communication Mansge
wya Application Enablemant Services (AES) / Avaya CT TSAPI

7| VoIF Mapping |AES sMs v

Ay s UG Y
[P address mapping (AES SME)

|| Additional VolP Mapping Jenene SIP Mappe

] Active Recording DMCC (Advanend Interaction Recordst

— Back | [cancel |
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Each of the values below must be filled in. Double-click on each Parameter to enter a value for
that parameter.

Set New CTI Connection Wizard Stage 4

CTI Interface Details

Interface Connection Details

Server connection name.

Additional Interface Parameters

_Back | | Next || |Cancel

Double-click on ServerName and enter the TSAPI link VValue from Section 6.4.

Set New CTI Connection Wizard Stage

PG; Reviewed:
SPOC 2/15/2016
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Double-click on LoginID and enter the username that was created in Section 6.6. Click on OK.

[Rew eTiconnemon’
Set New CTI Connection Wizard Stage 4 of P

CTI Interface Details

Interface Connection Details )]

Parameter
ServerName
LoginID
e
UseWamStandBy | Name: LoginID

ﬁ Value; Inice | I

Additional Inte )

Interface Connection

|

———
Set New CTI Connection Wizard Stage 4

CTI Interface Details

Interface Connection Details

Name: Password

ﬁ Value: | s:s::tttl ]

Additional Intel

®
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Click on Next once these values are all filled in.

CTI Interface Details

Interface Connection Details
‘Mandatory fields are marked in bold

Parameter Value
ServerName AVAYAHCM70VMPGHCSTAHAES70VMPG
LoginiD nice

Additional Interface Parameters

The values below must be filled in by double-clicking on each Parameter.

S ——
Mew CTI Connection

VoIP Mapping

Set New CTI Connection Wizard Stage 5 of 11

EXR

VoIP Mapping Interface Details

Interface Connection Details

Mandatory fields are marked in bold

Parameter |Va|ue

AESVersion

SmsHost lpAddress

SmsSessionMode BASIC_AUTHORIZATION
SmeRequestTimeoutinsec 30

Cescription: AES Version.

Additional Interface Parameters
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Enter the VValue for the AESVersion. Click on OK.

New CTI Connection

Set New CTI Connection W

VoIP Mapping

VoIP Mapping Interface Details
Interface Connection Details

Mandatory fields are marked in bold

Parameter

SmsRequestTimeoutInSec

R At

Description:  AES Version.

Additional Interface Parameters

BASIC_AUTHORIZATION
30

Set Parameter Value [7=7]
- 4
Interface Connection Parameter
Set Parameter Value
Name! AESVersion
Value: 4.1 and Above v]
[
Lcancel| | *

| Back | | Next | | | Cancel |

Enter the Value for the SmsHostIpAddress, note this will be the IP address of the AES in the
solution. Click on OK to continue.

New CTI Connection

Additional Interface Parameters

['s=7]
Set New CTI Connection Wizard Staae 5 of 16 nr
= Set P; Val =
VoIP Mapping et Parameter Value = _*
VoIP Mapping Interface Details Interface Connection Pa@_ﬁter
Set Parameter Value

Interface Connection Details

Mandatory fields are marked in bold Name PrimaryAESServerAddress

Parameter

AESVersion Value: 10.10.40.16| | ‘

SmsHost IpAddress |

SmsSessionMode

SmsRequestTimeoutInSec i

s |

Description: The IP of the Avaya AES server.

| Back | | Next | | | Cancel
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As before enter the username that was created in Section5.5 and click on OK. The username can
be entered as shown below when one Communication Manager has been associated on the SMS

properties, see Section 6.8. However if there are multiple Communication Manager on site then

the username must be in the form login@CMIPADDRESS:port

New CTI Cannection SerParameterValve B

Set New CTI Connection Wizl lnutrfm:ci(.imuu-.chml_Pal'ameter A
Sat Parametor Valua (==

]

VoIP Mapping

VoIP Mapping Interface Detalls Namaei UserName

Interface Connection Details

Mandatary fields are marked in bold Valwet nicecm |
Parameter

gRequedtTimeoutinSeac Cancel |
Pasaword
UseWarmStandbyFeature no

Dascription: Username for the CM (mylogin@emserveraddr).

Additional Interface Parameters

[ Back | | Next | || Cancel |

Enter the password that was created in Section 5.5 and click on OK.

New CTI Connection s3]
Set New CTI Connection leqsapmmewvalue gl
NalP/Nappag Interface Connection Parameter =

VoIP Mapping Interface Details Set Parameter Value

Interface Connection Details

. 5 Name: Password

Mandatory fields are marked in bold
Parameter Value: |
SmsRequestTimeoutInSec

UseWarmStandbyFeature @
Description: Password for the CM.

Additional Interface Parameters

— — . | Back | | Next || |Cancel |
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Click on Next to continue.

Set New CTI Connection Wizard Stage 5

VoIP Mapping Interface Details

Interface Connection Details @
Parameter Value -
SmsRequestTimeoutIinSec 30

UserMame nicecm

Passwod __ ______|=eee |
UseWarmStandbyFeature no i

- Password for the CM.

Additional Interface Parameters

©

— 3T

On the following screen, click on Add, to add the Communication Manager devices.

Lanr

Set New CTI Connection Wizard Stage 10 o

Device Number/1P CTI Trunk ID Type

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 33 of 58
SPOC 2/15/2016 ©2016 Avaya Inc. All Rights Reserved. NICEG4AES70VoIP



The Device Type should be Extension and insert the correct extension number. Also the IP
Address of the extension must be added to IP. Click on OK to continue.

o S —

New CTI Connection ’ sz |
Set New CTI Cq Add Device |
Devices
_ . Name
Available Devices b2
Provide telephony switd Device Type: ™ | Extension -
0 devices Device Number: * 2000 pge | | Add From Switch |
Device Number/IP 1P: 10.10.40.158|
Advanced Device Parameters )
|| Display Read Only Information =
IP Address for Devi Name Value 2
Description:
=1 e |
Cancel ]

Click on Add to add the IP Address of the device. Note a range of devices can be added here
also by clicking on Add Range.

New CTI Cannectian
Set New CTI Connection Wizard Stage 10 of 16 3
Devices

Available Devices
IIP Address for DevlcesJ
Conflgure the range of addrassas used by IP devices

1P Addresses Range

Back | | Next | | [ Cancel |
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Enter the correct IP for the phone set extension.

Set New CTI Connection Wizard Stage

Available Devices
IP Address for Devices

IP Addresses Range

Enter the IP addresses for all devices that are to be recorded and click on Next to continue.

Set New CTI Connection Wizard Stage 10

Available Devices
IP Address for Devices

@
®

IF Addres=zes Range
10.10.40.158
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Select the new extension and click on the >> icon as shown. Click on Next to continue.

Set New CTI Connection Wizard Stage 1

It is optional, but for better analysis tick on Call Flow Analysis and click on Next to continue.

Set New CTI Connection Wizard Stage 12 @

Select optional features relevant to integration. Some options may require further configuration.

SIP Trunk Correlation
Rejected Devices
[ Filter Calls

| [] Call Flow Analysis |
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Select a different Port number as shown below 62095 is chosen simply because 62094 is already
in use.

Set New CTI Connection Wizard Stage 15;"7

The Interactions Center server selected already has a Connection Manager.
Create a new Connection Manager, or select an existing one.

@ Create a new Connection Manager

Port: lp2095] E]

(") Select available Connection Manager
Ports in use:
62094

Click on Finish to complete the New CTI1 Wizard.

ction

Set New CTI Connection Wizard Stage 16

Click Finish to save and apply the configuration of the following CTI:

DevConnectCM Connection
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Click on Apply at the top right of the screen to save the new connection and click on Yes to
proceed.

DevConnectCM ®
Component Type Component Name IP Address/Host Name
CTI Interface - . ) =
CTI Interface @) Apply Configuration
Connection Manager 2
C‘f“"e“i°“ Manager This updates devices and mapping configuration. It 2
Driver may take several minutes and affect recordings. 2
Media Provider Controlle This step is recommended when the system is not 2

in use. Do you want to proceed?
-
#

The following shows that the save was successful. Click on OK to continue.

DevConnectCM
Component Type Component Name IP Address/Host Name
CTI Interface DevConnectCM AES TSAPI Interface
CTI Interface - @

.. Apply Complete

Connection Manager 2
Connection Manager 2
Driver All components have been notified 2
Media Provider Controlle 2
=
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From the NICE Application Server, open Services and restart the NICE Integration Dispatch

Service.

File

e|mdas @m e oo]

4 Semvices (Local) |

Action View Help

[
L Nemwork Lotation Awerenes)

o Nezwork Store Interface Serace

i NICE AA Search Controller

4 NICE Agant Center

0, NICE Aucit Trail Service

1 Nica BSF Server

W NICE Coaching Servar

‘. NICE Deployment Manager Agent
' NICE Enrolienent Senvice

5 NICE Bvaluation Forms Server

b EIE Queng Serys

", NI ni DONS Y
i, NICE Interscbons Certer DBSrvr

Descnption Rty Statup Type  LogOn s A
Collectian.. Rurnmg  Automatic Network 5.

Thissernce . Running  Automatic Local Servce

Audio Bnal..  Rupning  Automastic Nadministr..

Maonitors an.. Rurening  Automatic Nademistr..

Erables add... Running A ) Aadministr..

Erables the .. Running  Automtic Aadministr.

Manages C Ruraing  Automitic Sadministr..

NICEDeple.. Runnng  Automatic Aadministr..

NICEEneull.  Runming  Automat Nadministr..,

Manages Ev... R g Automati administr.. .

g ; -
4 NICE Interactions Certer Manitor Report failo...  Rurwnng  Autornatic Sademistr..
T4 NICE Interactions Center RCM Responsiole.. Running  Automatic Aadministr..
4 NICE Intersctons Certer TRS nsestmissi.  Running  Automstic Aadministr..
4 NICE Investigationn Serves Manages sn.. Ruramg  Automstic Aadministr..
‘. NICE IP Phone Applications Performs IP . Running  Automatic Aadministr..
4 NICE Kaep Alve Sarvice Nice Keep A Rurming  Automst Aadministr..
o NICE Logang Serace Aserdcede.. R g A Aadministr..
4 NICE Medn Provider Control Manager Anonlinere.. Runnma  Automistic Local Syste..
4 NICE MedinCollectionSesver Manages s Running  Automatic Madministr.. -
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7.2. System Mapping

From the web browser navigate to Master Site - System Mapping = Recorder Pools. In the
main window click on New Pool.

Seporter Waskse | Inught Mansger Oearght | P00 Bmamests

Took v i ' ratine
| S ——

[ L W D s
@B orsanamian
i+ 39 Atz Dwnetery ' S—— e S
S A T Vel Mecocde pocls 3 oo 8
i B Cumeore Carmer 3
1 & Drsvrtited Cache Vappet | Sevetn
$ ‘ Srrpmt Bepot Usragoes 3 Erespormm
v £ Loanse Marager Aonistie Focortes 1 Redetaony wo
| F Stecepa !
R S Y —
B apecmers
3 oy Coretnt 2natyse L Group by:  None v Fnd: E —;;l g L_]
| o CT1 imtagratiaes |
S O Dols Mants ages e A Tow o] e——
Datatwss Barvers e AmAE T et 3
= B gt 4n trwect  Yes pass Toase :
8 atacactans Cereary LY. ] Ranc i

-9 Logger Charne! Mazpirg
Y Logger Servars

N

1 ) macss Ltwary Bervers
@ ez
1§ Reoorders

" (’ Rasisrcy

Senwty

N 3. Gaerce Fools Poal type: Sawe
33 mecordeg frofiles | toons Covtent  IC

Enter a suitable Name for the Recorder Pool and select the Passive_Logger from the list of
Available Recorders and click on Update to continue.

ﬁ]—: Edit Advanced Interaction Recorder Pool

MName: pass
Pool type: Basic
Interactions
Center: Ic

Select Recorders

You can add Recorders to the pool. A basic pool must have a minimum of 1

Recorder.

Available Recorders Selected Recorders
|Passive_Lngger I
| Update | | Cance |
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From the left navigation window select Source Pools and from the main window click on New
Pool.

o (] Master st AT
i f8 apphcatons
{40 Contare Analysis

. ML \a
4 - gl b i me=n ] 20
i Oatn Marts Maoved Neme Madia Type Source Type Setch
& Database Servers
s g Insight 1o Impact
= Interactions Centers

i g Logger Channel Mepping

Click on Next to continue to add a new Source Pool.

M

This wizard helps you create a new source pool.
Important:

- In this wizard, screen sources can be defined. All sudio sources must be defined before running this wizard.
- Wwhen configuring the source pool, the switch must be associated with the same Ir i

Center selected for the R der pool.

1. Define the name, media type, switch, and source type.
2. Select the relevant sources.

3. Verify the summary and approve it.
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Enter a suitable Name and the other values were left as default. Click on Next to continue.

=31 New Source Pool Wizard @
Define Source Pool

Define the source pool details. After completing this wizard, the media type, switch, and source type cannot be changed.

Name: IDevConnect Pool |
Media type: [ Audio -]
Switch: [DevConnedCM (ID = 1075) ']
Source type: [De\fice v]

| Back | | Next | || Cancel

Select the extensions that were created in Section 7.1, note only one extension number is shown
in the example below but this is not typical. Click on Next to continue.

F New Source Pool Wizard @]
Select Sources
Find: @ Selected: 1/1 | Select All | | Clear Selection |
MName Device Number Unique Device ID IF Address
v | 2001 | |

|_Back | [ Next || || Cancel]
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Click on Finish to complete the New Source Pool Wizard.

%

Summary

Review the information below.
Click Finizh to crasts the new source |
Click Back to modily the scurce pool detaila.

Hane: DevConnectPool

Bwitch; DevConnectCM (10 = 1075)
Media Lype: Audia

Source type; Davica

_pack | [rinish ] || cancel]

To implement these new changes, navigate to Master Site > CTI Integrations in the left
window and in the main window click on Apply at the top right of the window.

=
(B orperaee - SEETIETER.  teesaree Sl EB
1 Y Acuw fxracazey
4 NS Aget Ceranr DevConneccM »
1 5B Cumtoenar Curnar
16 Drwedaned Cocke

| InsceSTapen
163 Lmrae Marmger

METITTR. desources  Dlagram
DevConnectCM W
Apply Complete 50
All components have been notified
===
)
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From the left window navigate to Master Site - System Mapping - Recording Profiles and
in the main window click on New Profile.
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3. Recording Profiles

448 Tere Capture Servers

Click on Next to continue with the New Recording Profile Wizard.

W

Introduction

This wizard helps you map a recording profile.
Important:

Before configuring the recording profile, venify that the Interaction Center
that was selected in the Recorder pool is associated with the switch selected
in the source pool.

Recording type and capture type cannot be changed after completing
this wizard.

1. Define the recording profile name.
2. Map the source pool to the Recorder pool.

3. Select the relevant recording type and the capture type.
Select the relevant compression, summation and encryption options.

4. Verify the summary and approve it.

“Next | | Cancel]
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Enter a suitable Name for the Recording profile.

M

Enter @ meaningful recording profile name. After completing this wizard, the mapping and the
recording type cannot be changed.

Name: DevConnectRecording|

l i L |

Select the correct source pool and Recorder pool, click Next to continue. The recorder pool
below shows Phisyc Passive but this should be the Recorder pool that was created above and in
this case will be pass.

Select one source pool and then select the relevant Recorder pool.

ol li

DevConnectPool PhisycPassive

PAyailable source pools PLyalable Recorder pools
DevConnectPool AR Act

[ B || cancel]
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For total recording i.e., the recording of all calls, select Total as the Recording type. For
Capture type, ensure that Passive is selected from the drop-down box. Compression is selected
as default and can be left like this. Click on Next to continue.

.1 Mew Recording Profile Wizard @
Define Recording Profile

Define the recording profile details. After completing this wizard, the recording type and capture
type cannot be changed.

Recording type: Total -

No. of allocated licenses: Determined by the number of sources in the source pool

Capture type: T -

Secondary Capture Type:

Select all applicable options:
Compression
[ Summation

Encryption

I Back l I MNext I ||Cancel|

Click on Finish to complete the New Recording Profile Wizard. The screen below shows that
for Total Passive recording.

' New Recording Profile Wizard @

Summary

Rewview the mapping information below.

Click Finish to create the new recording profile.
Click Back to modify the recording profile details.

Name: DevConnectRecording
Source pool: DevConnectPool
Recorder pool: PhisycPassive
Recording type: Total

Capture type: Passive

MNo. of allocated licenses: Determined by the number of sources in the source pool

Compression

Summation
Encryption
. Back | l Finish I | Cancel
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Navigate to Master Site = CTI Integrations and from the main window click on Apply. Then
click on Yes to proceed.

@ wawer sie
+ a Apekcanmy
1l Cercart Analyss

Connecas Meragars
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Avaya PC / POS
Avaya (M

(' apwty Contiguration

i spds Savices bad I 2% b, B
may lake several minutes atd ltect recondings.
This step is 1econmmundod whan the system is uot
In use. 0w you want to proceed?

1 Administrator

This concludes the setup of the NICE Application Server for Passive Station Side VVoIP SMS

recording.
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8. Verification Steps

This section provides the steps that can be taken to verify correct configuration of the NICE
Engage Platform and Avaya Aura® Application Enablement Services.

8.1. Verify Avaya Aura® Communication Manager CTI Service State

Before the connection between the NICE Engage Platform and the AES is checked. Check the
connection between Communication Manager and AES to ensure it is functioning correctly.
Check the AESVCS link status by using the command status aesvcs cti-link. Verify the Service
State of the CTI link is established.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 4 no aes70vmpg established 18 18

8.2. Verify TSAPI Link

On the AES Management Console verify the status of the TSAPI link by selecting Status >
Status and Control > TSAPI Service Summary to display the TSAPI Link Details screen.
Verify the status of the TSAPI link by checking that the Status is Talking and the State is
Online.

AVAYA Application Enablement Services

Managemen Console

Sty | ety avd Cnmirnl | TSAFT Service Summary

TSAPT Link Dstasls

e srary | 60 ¥ ety

Swech CTY Meae
Lok B0 s Semte
: Taksng Men v 22 3003938 2038 Qakne 17 l ] | s ]‘ e I! »n I

[8 ] + | emon

Sabse || Oftine

For sarve-woe riernatn saoces e o Je iicwry

TRAN Rarviw Wit | TLek Mtates I e
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8.3. Verify calls are being recorded

From any of the monitored Avaya endpoints make a series of inbound and outbound calls. Once
these calls are completed they should be available for playback through a web browser to the
NICE Application Server.

Open a browser session to the NICE Application Server as is shown below. Enter the proper
credentials and click on Login.

P e———— g o |

to NICE Er;:gage Solutions N‘CE

Used nivme nce

Password
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Click on Business Analyser at the top of the screen. Select Interactions from the left window
and then navigate to Queries = Public.

Duginess Analy zer

- Last 24 hours
~an Y day
-5t 7 dave Cabs rot evark)

Click on Complete — Last 24 hours. This should reveal all the recordings that took place over
the previous 24 hours. Select the required recording from the list and double-click on this to play
the recording.

Business Analyzer

b Cenct Phran o
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The NICE player is opened and the recording is presented for playback. Click on the Play/Pause
icon highlighted below to play back the recording.

e o

76"&]&:5 Analyzer

o Wapertar | Masitor lought Massger  Clases PUO Hagquasts e . - v lm

Y

2015 12:4298 PM 0 ade o001 0000 1u S e o L65) OO R il (k) AR O] K (4
slete Stop Yime  Complete Duration Scure | Com
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3083 12:40:99 PN 02:20:17
AN - D e e 3035 12:42:50 M 02:30:18
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3083 12:38:23 PN 02:80:13
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0c-20:1¢
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Doz
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8.4. Verify NICE Services

If these recordings are not present or cannot be played back the NICE services may not be
running or may need to be restarted. There are two separate servers as a part of this NICE
Engage Platform. The NICE Application Server and the NICE Passive Logger, both servers can
be logged into and checked to ensure all services beginning with NICE are running correctly. As
a last resort both servers may need a reboot after the initial configuration.
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9. Conclusion

These Application Notes describe the configuration steps required for NICE Engage Platform to
successfully interoperate with Avaya Aura® Communication Manager R7.0 using Avaya Aura®
Application Enablement Services R7.0 to connect to using Passive Station Side VolP with SMS
to record calls. All feature functionality and serviceability test cases were completed successfully
with some issues and observations noted in Section 2.2.

10. Additional References

This section references the Avaya and NICE product documentation that are relevant to these
Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, Document 1D 03-300509

[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Document ID 555-245-205

[3] Avaya Aura® Application Enablement Services Administration and Maintenance Guide
Release 7.0

[4] Avaya Aura® Session Manager Overview, Doc # 03603323Avaya Aura ® Contact
Centre SIP Commissioning, Doc # NN44400-511, Release 7.0

Product documentation for NICE products may be found at: http://www.extranice.com/
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Appendix

Avaya one-X® Agent Softphone
This is a printout of the Avaya one-X® Agent softphone used during compliance testing.

display station 2100 Page 1 of 5
STATION
Extension: 2100 Lock Messages? n BCC: O
Type: 9630 Security Code: * TN: 1
Port: S00031 Coverage Path 1: COR: 1
Name: one-X Agentl Coverage Path 2: COS: 1
Hunt-to Station: Tests? y
STATION OPTIONS
Location: Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 2100
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? Y

display station 2100 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any Idle Appearance? n
LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference?
n
n
s

n
Per Button Ring Control? Bridged Idle Line Preference? n
Bridged Call Alerting? Restrict Last Appearance? y
Active Station Ringing: single
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled
Multimedia Mode: enhanced Audible Message Waiting? n
MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s

Multimedia Early Answer? n
Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 2100 Always Use? n IP Audio Hairpinning? n
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display station 210

0

STATION

Conf/Trans on Primary Appearance? n
Bridged Appearance Origination Restriction? n

Call Appearance Display Format:

IP Phone Group ID:
Enhanced Callr-Info Display for 1-Line Phones? n

ENHANCED CALL FORWARDING

Page 3 of 5

disp-param-default

Forwarded Destination Active
Unconditional For Internal Calls To: 1000 n
External Calls To: 1000 n
Busy For Internal Calls To: n
External Calls To: n
No Reply For Internal Calls To: n
External Calls To: n
SAC/CF Override: n
display station 2100 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: O
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:
BUTTON ASSIGNMENTS
1: call-appr 5: manual-in Grp:
2: call-appr 6: after-call Grp:
3: call-appr 7: aux-work RC: Grp:
4: auto-in Grp: 8:
voice-mail
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Avaya 9608 H.323 Deskphone
This is a printout of the Avaya 9608 H.323 deskphone used during compliance testing.

display station 2000 Page 1 of 5
STATION
Extension: 2000 Lock Messages? n BCC: O
Type: 9608 Security Code: * TN: 1
Port: S00000 Coverage Path 1: 1 COR: 1
Name: Ext2000 Coverage Path 2: COSs: 1
Hunt-to Station: Tests? y

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 2000
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: yes

Customizable Labels? y

display station 2000 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any Idle Appearance? n
LWC Activation? Coverage Msg Retrieval? y
LWC Log External Calls? Auto Answer: none

CDR Privacy? Data Restriction? n

n

Per Button Ring Control? Bridged Idle Line Preference? n
Bridged Call Alerting? Restrict Last Appearance? y

Yy
n
n
Redirect Notification? y Idle Appearance Preference?
n
n
s

Active Station Ringing: single

EMU Login Allowed? n

H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled

Multimedia Mode: enhanced Audible Message Waiting?

MWI Served User Type: sip-adjunct Display Client Redirection?

Select Last Used Appearance?

Coverage After Forwarding?
Multimedia Early Answer? n

Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 2000 Always Use? n IP Audio Hairpinning? n

(/)W Rite o]
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display station 2000 Page 3 of 5
STATION

Conf/Trans on Primary Appearance? n
Bridged Appearance Origination Restriction? n Offline Call Logging? y
Require Mutual Authentication if TLS? n

Call Appearance Display Format: disp-param-default
IP Phone Group ID:

Enhanced Callr-Info Display for 1-Line Phones? n

ENHANCED CALL FORWARDING

Forwarded Destination Active
Unconditional For Internal Calls To: n
External Calls To: n
Busy For Internal Calls To: n
External Calls To: n
No Reply For Internal Calls To: n
External Calls To: n
SAC/CF Override: n
display station 2000 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: O
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:

BUTTON ASSIGNMENTS

1: call-appr 5: call-park
2: call-appr 6:
3: call-appr 73
4: extnd-call 8
voice-mail
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are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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