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Abstract 
 

 

These Application Notes describe the configuration steps for Verba Collaboration Compliance 

Platform to successfully interoperate with Avaya Aura® Communication Manager and Avaya 

Aura® Application Enablement Services. Verba Collaboration Compliance Platform integrates 

with Avaya Aura® Communication Manager and Avaya Aura® Application Enablement 

Services using dual registration implemented via DMCC over TSAPI. 
 

Readers should pay attention to Section 2, in particular the scope of testing as outlined in 

Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases 

are adequately covered by this scope and results. 
 

Information in these Application Notes has been obtained through DevConnect compliance 

testing and additional technical discussions.  Testing was conducted via the DevConnect 

Program at the Avaya Solution and Interoperability Test Lab. 
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1. Introduction 

These Application Notes describe the compliance tested configuration of Verba Collaboration 

Compliance Platform (CCP) with Avaya Aura® Communication Manager (Communication 

Manager) R7.0 and Avaya Aura® Application Enablement Services (AES) R7.0 to record 

telephone conversations. 

 

Verba CCP uses Communication Manager’s Dual registration via the Device, Media, and Call 

Control (DMCC) service provided by the AES to capture the audio and call details for recording 

agent calls. Verba CCP uses the AES’ DMCC service to monitor a pool of telephones that are 

used as present on the Communication Manager as extensions. Target devices, whose calls are to 

be recorded, are configured on the Verba CCP 

 

The Verba CCP is fully integrated into a LAN (Local Area Network), and includes easy-to-use 

web based application that works with Java to retrieve telephone conversations from a 

comprehensive long-term calls database. 

2. General Test Approach and Test Results  

The interoperability compliance testing evaluated the ability of Verba CCP to carry out call 

recording in a variety of scenarios using DMCC with AES and Communication Manager.  

 

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members.  The 

jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent 

to the interoperability of the tested products and their functionalities.  DevConnect Compliance 

Testing is not intended to substitute full product performance or feature testing performed by 

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or 

completeness of a DevConnect member’s solution. 
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2.1. Interoperability Compliance Testing 

The interoperability compliance test included both feature functionality and serviceability 

testing. The feature functionality testing focused on placing and recording calls in different call 

scenarios with good quality audio recordings and accurate call records. The tests included:  

 Inbound Calls 

 Outbound Calls 

 Call Hold 

 Blind Transfer 

 Consultative Transfer 

 Blind Conference 

 Supervised Conference 

 Forwarded Calls 

 EC500 and Feature Calls 

 Inbound Calls to Communication Manager Call Center Agents 

 

The serviceability testing focused on verifying the ability of Verba CCP to recover from 

disconnection and reconnection to the Avaya solution. 

2.2. Test Results 

All functionality and serviceability test cases were completed successfully with the following 

observations. 

 For outbound calls over ISDN trunks to the PSTN, a valid connected number is required 

by AES. If this is not returned from the service provider, AES does not pass an 

“Established Event” to the Verba CCP server. This issue is a known issue and a fix is 

planned for AES Service Pack 4. 

 

The above issue is with AES and is not an issue with the Verba CCP recorder. 

2.3. Support 

Technical support can be obtained for Verba CCP as follows:  

 Email: support@verba.com 

 Website: http://support.verba.com 

 Phone: 1-888-90-83722  

mailto:support@verba.com
https://urldefense.proofpoint.com/v2/url?u=http-3A__support.verba.com&d=DwMFaQ&c=BFpWQw8bsuKpl1SgiZH64Q&r=Tk4-GG9rsuFOKfYWTSAAdoHaWXiu7Jq-wtR61NszvN4&m=CvEu_AWhbLOdzdx1T3eLRb7cM-OUxz-QtzcVsCdXvWU&s=JZnShPrQZbkEMglfvwkN6tWizF3-deOGsNqRULdngb0&e=
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3. Reference Configuration 

Figure 1 shows the network topology during interoperability testing. Communication Manager 

with an Avaya G430 Gateway was used as the hosting PBX. Verba CCP is connected to the 

LAN and recording is performed using the Dual Registration feature of Communication Manager 

using DMCC provided by AES. 

 

 
 

Figure 1: Avaya Aura® Communication Manager with Avaya Aura® Application 

Enablement Services, and Verba Collaboration Compliance Platform 
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4. Equipment and Software Validated 

The following equipment and software were used for the sample configuration provided: 

 

Equipment/Software Release/Version 

Avaya Aura® System Manager running on a 

virtual server 

7.0.1.2 

Build – 7.0.0.0.16266 

Software Update Revision Number: 

7.0.1.2.086007 Service Pack 2 

Avaya Aura® Communication Manager 

running on a virtual server 

R17x.00.0.441.0 

Version CM 7.0.1.2.0.441.23523 

Avaya Aura® Session Manager running on a 

virtual server 
7.0.1.2.701230 

Avaya Aura® Application Enablement Services 

running on a virtual server 
7.0.1.0.3.15-0 

Avaya Aura® Media Server 7.7.0.200 

Avaya G430 Gateway 37.11.0/1  

Avaya 9641g Series Deskphone 96x1 H.323 Release 6.6229 

Avaya 9611g Series Deskphone 96x1 H323 Release 6.6229 

Avaya 9611g Series Deskphone 96x1 SIP Release 7.0.0-080615 

Avaya 9641g Series Deskphone 96x1 SIP Release 7.0.0-080615 

Avaya one-X® Agent 2.5.8.3 

Avaya Equinox for Windows 3.1.0.14 

Avaya 2420 Digital Deskphone NA 

Verba Collaboration Compliance Platform V8.9.5024.0 
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5. Configure Avaya Aura® Communication Manager 

The information provided in this section describes the configuration of Communication Manager 

relevant to this solution. For all other provisioning information such as initial installation and 

configuration, please refer to the product documentation in Section 10.  

 

The configuration illustrated in this section was performed using Communication Manager 

System Administration Terminal (SAT). 

5.1. Verify System Features 

Use the display system-parameters customer-options command to verify that Communication 

Manager has permissions for features illustrated in these Application Notes. On Page 3, ensure 

that Answer Supervision by Call Classifier? is set to y and Computer Telephony Adjunct 

Links? is set to y as shown below.  

 
display system-parameters customer-options                      Page   3 of  11 

                                OPTIONAL FEATURES 

 

    Abbreviated Dialing Enhanced List? y           Audible Message Waiting? y 

        Access Security Gateway (ASG)? n               Authorization Codes? y 

        Analog Trunk Incoming Call ID? y                        CAS Branch? n 

 A/D Grp/Sys List Dialing Start at 01? y                          CAS Main? n 

Answer Supervision by Call Classifier? y                 Change COR by FAC? n 

                                  ARS? y  Computer Telephony Adjunct Links? y 

                 ARS/AAR Partitioning? y   Cvg Of Calls Redirected Off-net? y 

          ARS/AAR Dialing without FAC? y                       DCS (Basic)? y 

          ASAI Link Core Capabilities? n                 DCS Call Coverage? y 

          ASAI Link Plus Capabilities? n                DCS with Rerouting? y 

       Async. Transfer Mode (ATM) PNC? n 

  Async. Transfer Mode (ATM) Trunking? n    Digital Loss Plan Modification? y 

              ATM WAN Spare Processor? n                           DS1 MSP? y 

                                 ATMS? y             DS1 Echo Cancellation? y 

                  Attendant Vectoring? y 
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5.2. Display Node Names for Avaya Aura® Application Enablement 
Services Connectivity 

Display the procr IP Address by using the command display node-names ip and noting the IP 

address for the procr and AES (Aes71678). 

 
display node-names ip                                            Page   1 of   2 

                                  IP NODE NAMES 

    Name              IP Address 

SM100               10.10.40.34 

Aes71678            10.10.16.78 

default             0.0.0.0 

g430                10.10.40.15 

procr               10.10.16.27 

5.3. Configure AE service for Avaya Aura® Application Enablement 
Services Connectivity  

To administer the transport link to AES use the change ip-services command. On Page 1 add an 

entry with the following values:  

 Service Type: should be set to AESVCS.  

 Enabled: set to y.  

 Local Node: set to the node name assigned for the procr in Section 5.2  

 Local Port: retain the default value of 8765.  

 
change ip-services                                              Page   1 of   4 

 

                                   IP SERVICES 

 Service     Enabled     Local        Local       Remote      Remote 

  Type                   Node         Port        Node        Port 

AESVCS        y          procr        8765                           

 

Go to Page 4 of the ip-services form and enter the following values:  

 AE Services Server: Name obtained from the AES server, in this case aes63vmpg. 

 Password: Enter a password to be administered on the AES server. 

 Enabled: Set to y. 

 

Note: The password entered for Password field must match the password on the AES server in 

Section 6.2. The AE Services Server should match the administered name for the AES server, 

this is created as part of the AES installation, and can be obtained from the AES server by typing 

uname –n at the Linux command prompt. 

 
change ip-services                                              Page   4 of   4 

                            AE Services Administration 

 

   Server ID    AE Services       Password          Enabled    Status 

                   Server 

      1:        aes71678          ********          y          idle 

      2: 

      3:                                                                        
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5.4. Configure CTI Link for TSAPI Service  

Add a CTI link using the add cti-link n command. Enter an available extension number in the 

Extension field. Enter ADJ-IP in the Type field, and a descriptive name in the Name field. 

Default values may be used in the remaining fields. 

 
add cti-link 1                                                  Page   1 of   3 

                                    CTI LINK 

 CTI Link: 1 

Extension: 2002 

     Type: ADJ-IP 

                                                                        COR: 1 

     Name: aes71678 

5.5. Configure Monitored Stations 

Verba CCP uses the Dual Registration method with the calls in order to capture the call audio. 

Use the command, change station to configure a station. To allow the station to be montired, on 

Page 1 set IP SoftPhone to y. Repeat for all extensions that need to be recorded. 

 
change station 8270001                                          Page   1 of   6 

                                     STATION 

 

Extension: 8270001                       Lock Messages? n               BCC: 0 

     Type: 9640                          Security Code: 1234             TN: 1 

     Port: IP                      Coverage Path 1:                 COR: 1 

     Name: Station, 8270001        Coverage Path 2:                 COS: 1 

                                       Hunt-to Station: 

STATION OPTIONS 

                                           Time of Day Lock Table: 

              Loss Group: 19         Personalized Ringing Pattern: 1 

                                                 Message Lamp Ext: 1591 

            Speakerphone: 2-way               Mute Button Enabled? y 

        Display Language: english 

 Survivable GK Node Name: 

          Survivable COR: internal              Media Complex Ext: 

   Survivable Trunk Dest? y                          IP SoftPhone? y 

 

                                               IP Video Softphone? n 

 



 
SJW; Reviewed: 

SPOC 5/11/2017 

Solution & Interoperability Test Lab Application Notes 

©2017 Avaya Inc. All Rights Reserved. 

9 of 30 

VerbaCCP_AES70 

 

6. Configure Avaya Aura® Application Enablement Services 

This section provides the procedures for configuring Application Enablement Services. The 

procedures fall into the following areas:  

 Verify Licensing.  

 Create Switch Connection. 

 Administer TSAPI link.  

 Create CTI User. 

 Enable Unrestricted Access for CTI Link User. 

 Enable DMCC ports. 

6.1. Verify Licensing  

To access the maintenance console, enter https://<ip-addr> as the URL in an Internet browser, 

where <ip-addr> is the active IP address of AES. The login screen is displayed, enter the 

appropriate credentials and then select the Login button. 
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The Application Enablement Services Management Console appears displaying the Welcome to 

OAM screen (not shown). Select AE Services and verify that the TSAPI Service is licensed by 

ensuring that TSAPI Service is in the list of services and that the License Mode is showing 

NORMAL MODE. If not, contact an Avaya support representative to acquire the proper license.  

 

 

6.2. Create Switch Connection 

From the AES Management Console navigate to Communication Manager Interface  

Switch Connections to set up a switch connection. Enter in a name for the Switch Connection to 

be added and click the Add Connection button.  
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In the resulting screen enter the Switch Password, the Switch Password must be the same as that 

entered into Communication Manager AE Services Administration screen via the change ip-

services command, described in Section 5.3 Default values may be accepted for the remaining 

fields. Click Apply to save changes. 

 

 
 

From the Switch Connections screen, select the radio button for the recently added switch 

connection and select the Edit CLAN IPs button (not shown). In the resulting screen, enter the 

IP address of the procr as shown in Section 5.2 that will be used for the AES connection and 

select the Add/Edit Name or IP button.  
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6.3. Administer TSAPI link  

From the Application Enablement Services Management Console, select AE Services  TSAPI 

 TSAPI Links. Select Add Link button as shown in the screen below.  

 

 
 

On the Add TSAPI Links screen, enter the following values: 

 Link: Use the drop-down list to select an unused link number. 

 Switch Connection: Choose the switch connection CM1627, which has already been 

configured in Section 6.2, from the drop-down list.  

 Switch CTI Link Number: Corresponding CTI link number configured in Section 5.4 

which is 1. 

 ASAI Link Version: This can be left at the default value of 7. 

 Security: select Both from the drop down.  

 

Once completed, select Apply Changes. 
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Another screen appears for confirmation of the changes. Choose Apply (not shown). 

 

The TSAPI Service must be restarted to effect the changes made in this section. From the 

Management Console menu, navigate to Maintenance  Service Controller. On the Service 

Controller screen, tick the TSAPI Service and select Restart Service.  
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6.4. Create CTI User 

A User ID and password needs to be configured for the Verba CCP to communicate as a TSAPI 

client with the Application Enablement Services server. Navigate to the User Management  

User Admin screen then choose the Add User option. 
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In the Add User screen shown below, enter the following values:  

 User Id - This will be used by the CCP Server to connect. 

 Common Name and Surname - Descriptive names need to be entered. 

 User Password and Confirm Password - This will be used with the User Id to connect. 

 CT User - Select Yes from the drop-down menu. 

 

 
 

Complete the process by choosing Apply at the bottom of the screen (not shown). 

 

The next screen will show a message indicating that the user was created successfully (not 

shown). 
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6.5. Enable Unrestricted Access for CTI User 

Navigate to the CTI Users screen by selecting Security  Security Database  CTI Users  

List All Users. Select the user that was created in Section 6.4 and select the Edit option (not 

shown). 

 

 
 

The Edit CTI User screen appears. Check the Unrestricted Access box and Apply Changes at 

the bottom of the screen. 

 

 
 

A screen (not shown) appears to confirm applied changes to CTI User, choose Apply. This CTI 

user should now be enabled. 
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6.6. Enable DMCC ports  

In order to enable DMCC for call recording navigate to Networking  Ports  DMCC Server 

Ports.  

 Enable DMCC Unencrypted Port 

 Enable DMCC Encrypted Port 

 Enable DMCC TR/87 Port 

 

Click on Apply Changes at the bottom of the screen (not shown). 

 

 
 



 
SJW; Reviewed: 

SPOC 5/11/2017 

Solution & Interoperability Test Lab Application Notes 

©2017 Avaya Inc. All Rights Reserved. 

18 of 30 

VerbaCCP_AES70 

 

Once this change is made a restart of the AE Server is required. Navigate to Maintenance  

Service Controller. In the main screen select Restart AE Server highlighted. 
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7. Configure Verba Collaboration Compliance Platform 

The configuration of the Verba CCP is achieved by opening a web session connecting to that 

servers IP address using an internet browser. 

 

Open a web session to https://<ServerIP>/. Enter a valid username and password and click on 

Login. 
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7.1. Configure the Avaya Recorder service 

Go to the Change Configuration Settings tab in the Verba Server management screen 

(Administration  Verba servers  Server selection). 

 

 

7.1.1. Avaya DMCC section 

Select Avaya Recorder  Avaya DMCC. Select the following entries and complete the 

Application Enablement Services and Communication manager information. 

 AES IP Address: The IP Address of the AES server. One Recording Server can only 

connect to one AES server 

 AES Port Number: Communication port of the AES server 

 AES User Name: The user in AES that has the rights for DMCC to execute the 

necessary commands 

 AES User Password: Password of the AES User 

 Communication Manager IP Address: The IP address of Communication Manager. If 

there are ESS servers, then list them separated by commas (,) after the primary 

Communication Manager. Only one of the two entries need to be set (either the IP or the 

hostname) 

 Communication Manager Name: The name of Communication Manager. If there are 

ESS servers, then list them separated by commas (,) after the primary Communication 

Manager. Only one of the two entries need to be set (either the IP or the hostname) 
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7.1.2. Avaya JTAPI section 

Select Avaya Recorder  Avaya JTAPI. Configure as follows: 
 

 Avaya Tlink Name: Tlink name for Communication Manager. This is displayed on the 

interface of the AES 

 JTAPI User Name: The name of the AES user that has the necessary rights to 

communicate through JTAPI (This can be the same user as is used for DMCC in the 

previous section) 

 JTAPI User Password: Password of the AES user 

 Disable Agent ID Handling: The use of agent IDs can be disabled 

 Hunt Group for Monitored Agent(s): special/"dummy" group that includes all agents. 

This is needed for JTAPI to gather additional information on the users 

 Agent Status Check Interval (seconds): The system queries the agents status with a 

time interval that is set here 
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7.1.3. Media Recorders section 

Select Avaya Recorder  Media Recorders. First, click on the add icon at the Media Recorder 

Server configuration, then click on the gear icon( ) at the end of the line . 

Complete the configuration as shown below. 

 Protocol: vrp 

 User: This is the user that the service is using to connect to the Media Recorder and is 

configured for the Unified Call Recorder service.  

 Password: Password of the user that connects to the Media Recorder. 

 Host: Hostname or IP address of the machine where the Media Recorder service is 

running. 

 Port: Port where the Media Recorder component is listening for incoming connections. 

 

When changes are complete click on the Save button in top right corner of the configuration 

tree( ). 
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7.2. Add Monitored Extensions 

All extensions on Communication Manager that are required for monitoring by Verba CCP must 

be added as extensions. From the Main menu on the web interface select Administration  

Extensions. 

  

 
 

Click on Add New Extension. 

 

 
 

For every Extension required add the Extension number on Communication Manager. 

Recording Mode is set to Full and Voice is selected. 
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8. Verification Steps 

This section provides the tests that can be performed to verify correct configuration of the Avaya 

and the Verba CCP solution. 

8.1. Verify Avaya Aura® Communication Manager CTI Service State 

The following steps can validate that the communication between Communication Manager and 

AES is functioning correctly. Check the AESVCS link status with AES by using the command 

status aesvcs cti-link. Verify the Service State of the CTI link is established. 

 
status aesvcs cti-link 

 

                          AE SERVICES CTI LINK STATUS 

 

CTI   Version     Mnt   AE Services      Service       Msgs     Msgs 

Link              Busy     Server         State        Sent     Rcvd 

 

1         4       no      aes71678       established   18       18 

8.2. Verify TSAPI Link and DMCC 

This section will verify both the TAPI and DMCC links between the AES and Communication 

Manager. 

8.2.1. Verify TSAPI Link 

On the AES Management Console verify the status of the TSAPI link by selecting Status  

Status and Control  TSAPI Service Summary to display the TSAPI Link Details screen. 

Verify the status of the TSAPI link by checking that the Status is Talking and the State is 

Online. 
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8.2.2. Verify Avaya Aura® Application Enablement Services DMCC Service 

The following steps are carried out on AES to validate that the communication link between 

AES and the Verba CCP is functioning correctly. Verify the status of the DMCC service by 

selecting Status  Status and Control  DMCC Service Summary. The DMCC Service 

Summary – Session Summary screen is displayed as shown below. It shows a connection to the 

Verba CCP server IP address 10.10.16.95. The Application is shown as cmapiApplication, and 

the Far-end Identifier is given as the IP address 10.10.16.95 as expected.  
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8.3. Verify the Verba CCP Avaya Recorder Services 

Navigate to the Administration  Verba Servers menu item and select the corresponding 

server from the list. WIN-6P3CHU84SOM was the server used during testing. 

 

 
 

Click on the Service Activation tab. Check the following services are Running. 

 

 Verba Avaya DMCC/JTAPI Service 

 Verba Unified Call Recorder Service 
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8.4. Verify Verba Collaboration Compliance Platform Recordings 

The playback of Verba CCP recordings is achieved by opening a web session connecting to that 

servers IP address.  

 

Using an internet browser open a web session to https://<ServerIP>/verba. Enter a valid 

username and password and click on Login. Select Conversations  My Conversations (not 

shown) from the main menu. Select a date and time range that calls were made and to show all 

calls leave the Phone Number and User blank. Click on Search to find calls. 

 

 
 

Select a call from the list. 
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The call can be saved as a .wav file by clicking on the File format WAVE and saving the file. 

This can be played back in any windows media player that supports this format. 
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9. Conclusion 

These Application Notes describe the configuration steps required for Verba collaboration 

Compliance Platform to successfully interoperate with Avaya Aura® Communication Manager 

R7.0.1 using Avaya Aura® Application Enablement Services R7.0.1. All feature functionality 

and serviceability test cases were completed successfully as outlined in Section 2.2. 

10. Additional References  

This section references the Avaya and Verba product documentation that are relevant to these 

Application Notes.  

Product documentation for Avaya products may be found at https://support.avaya.com. 

[2] Administering Avaya Aura® Communication Manager, Document ID 03-300509 

[3] Avaya Aura® Communication Manager Feature Description and Implementation, 

Document ID 555-245-205 

[4] Avaya Aura® Application Enablement Services Administration and Maintenance Guide 
Release 7.0  

 

Product documentation for Verba CCP can be obtained as follows:  

 Email: support@verba.com 

 Website: http://support.verba.com 

 Phone: 1-888-90-83722 

https://support.avaya.com/
mailto:support@verba.com
https://urldefense.proofpoint.com/v2/url?u=http-3A__support.verba.com&d=DwMFaQ&c=BFpWQw8bsuKpl1SgiZH64Q&r=Tk4-GG9rsuFOKfYWTSAAdoHaWXiu7Jq-wtR61NszvN4&m=CvEu_AWhbLOdzdx1T3eLRb7cM-OUxz-QtzcVsCdXvWU&s=JZnShPrQZbkEMglfvwkN6tWizF3-deOGsNqRULdngb0&e=
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