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System Manager 7.0.1 - Issue 1.0

Abstract

These Application Notes describe the configuration steps required for Fiebig BulkIT to
interoperate with Avaya Aura® System Manager.

Fiebig BulkIT is a user administration interface that uses Avaya Aura® System Manager
provisioning rules to Add, Update, Delete and List users on the Avaya Aura® System
Manager.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

Fiebig BUlKIT is a user administration interface. It interoperates with Avaya Aura® System
Manager R7.0.1 over IP using an Administrative user to Add, Update, Delete and List users on
the Avaya Aura® System Manager incorporating provisioning rules.

2. General Test Approach and Test Results

The BulKIT application administration functionality was tested. The BulkIT server connects to
System Manager over IP and permissions are granted to allow a designated user to administer
users on the system.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing:

Add User — Add a new user to the System Manager.

Update User — Update existing users on the System Manager.

Delete User — Delete existing users on the System Manager.

List Users — List users by login or name.

Service — Tests the behaviour of BulkIT when there are certain failed conditions.

The serviceability testing focused on verifying the ability of Communications Portal to recover
from disconnection and reconnection to the Avaya solution.

2.2. Test Results
All functionality and serviceability test cases were completed successfully.

2.3. Support

Email: csc@fiebig.com
Website: www.bulkit.de
Phone: +49 69 605016 333
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3. Reference Configuration

The configuration in Figure 1 will be used to compliance test Fiebig BulkIT with System
Manager over IP to administer users.

Avaya Aurai Fiebig BulklT on
pays e Deveannect LAN Windows 2012 R2
System Manager —
i

Figure 1: Fiebig BulkIT with Avaya Aura® System Manager

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya Aura® System Manager running on | Version: 7.0.1.2
a VMware virtual Machine Build: 7.0.0.0.16266

Software Update Revision: 7.0.1.2.086007
Service Pack 2

Fiebig BulkIT V1.0
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5. Configure Avaya Aura® System Manager

This section describes the configuration required to allow BulkIT to connect to SMGR and
administer users.

Using an internet browser go to https://<system Manager IP>/SMGR. Use valid credentials to
login.

Aura~ System Manager 7.

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-Gn

User ID: |
If IP address access is your only option, then note that N
authentication will fail in the following cases: Password:
= First time login with "admin” account
+ Expired/Reset passwords Log On Cancel
Use the "Change Password” hyperlink on this page to change the Change Password

password manually, and then login.

Also note that single sign-on between servers in the same security

demain is not supported when accessing via IP address. 0 Supported Browsers: Internet Explorer 9.x, 10.x or 11.x or Firefox 36.0,

37.0 and 38.0.

This system is restricted solely to autherized users for legitimate
business purposes only. The actual or attempted unauthorized
access, use, or modification of this system is strictly prohibited.

The Dashboard will be shown when logged in.

Last Logged on at May 13, 2016 10:51 4

Aura” System Manager 7.0 # Log off admin

OrEESEESEEES R TR

Administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Import and Export
Groups & Roles Conferencing Configurations
User Management Engagement Development Platform Events
User Provisioning Rule 1P Office Geographic Redundancy
Media Server Inventory
Meeting Exchange Licenses
Messaging Replication
Presence Reports
Routing Scheduler
Session Manager Security
Work Assignment Shutdown

Solution Deployment Manager

Templates
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5.1. Add a System Administrator
This section describes the steps to add a System Administrator to the System Manager that can

administer users.

Select Administrators from the Users section of the dashboard and then select Administrative
User from the left hand menu (not shown), click on Add.

Aura” System Manager 7.0

Last Logged on at March 8, 2017 9:28 A
# Log off admin

Home | Administrators ¥

Netwark
Elements.
CS5 1000 Services
Corporate Directory
IPSec
Numbering Groups
Patches
SNMP Profiles
Secure FTP Token
Software Deployment
User Services
Administrative Users
External Authentication

Help
Host Name: 10.10.16.70  User Name: admin
Administrative Users
Selecta User ID to manage the properties and roles of local and externally authenticated users. Refer to password and authentication server policies for additional configuration
requirements. Refer to Active Sessions for currently logged in users and session management functions.
Add... Disable Delete Refresh
UseriD+ Name Roles Type Account Status
admin Default security administrator System Administrator Local Enabled
2 avaya services administrator avaya_services_administrator Avaya Services Administrator External Enabled
Avaya Services Maintenance
3 avaya services maintenance and support avaya_services_maintenance_and_support and Su o External Enabled

Enter the User ID, Full Name and a Temporary password. Click on Commit and Continue.

Aura” System Manager 7.0

Last Logged on at March 8, 2017 9:28 A
# Log off admin

Home Administrators  ®

Network
Elements
CS 1000 Services
Corporate Directory
IPSec
Numbering Groups
Patches
SNMP Profiles
Secure FTP Token
Software Deployment
User Services
Administrative Users
External Authentication
SAML Configuration
Password
Security
Roles
Palicies
Active Sessions
Tools

Help
Host Name: 10.10.1670  User Name: admin

Add New Administrative User

Step1: Identify the new user.
Enter the user's full name and select an authentication type and User ID. Locally authenticated users also required a temporary password

~and_)

*UserID: (fiebig

(1-31) (Allowed characters are a-z, A-Z, 0-9

Authentication Type: @ | geal

External
* Full Name: |Fiebig Bulkil T

* Temporary password.

* Re-enter password:
The user will be required to change this password when logging in

Allowed characters in the password are: a-zA-Z0-: =["_@!5%&-+"2"\; The length of your password must be atleast 5 characters 3

Note: The new user must be saved before you may assign roles.

* Required Commit and Continue Cancel

Note: The user will need to change the password and login to allow BulkIT to do this

automatically.
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Aura® System Manager 7.0

Home Administrators

*®

Netwark
Elements
CS 1000 Services
Corporate Directory
IPSec
Numbering Groups
Patches
SNMP Profiles
Secure FTP Token
Software Deployment
User Services
Administrative Users
External Authentication
SAML Configuration
Password
Security
Roles
Policies
Active Sessions
Tools

HostName: 10.10.16.70  User Name: admin

Last Logged on at March B,

Scroll down through the Roles and select System Administrator. Click on Commit to save the
changes.

& Log off admin

Help

Add New Administrative User

Step2:  Assign Role(s)
Selected roles authorize the user for asscciated features and element permissions

Roles

All elements of type
scheduleroperation

All elements of type: spmoperation
All elements of type: Solution
Deployment Manager

All elements of type: Communication
Manager Templates

All elements of type: UDP Group

All elements of type: users

All elements of type: Base OS

All elements of type: CS1000

All elements of type: CS1000 Bridge
All elements of type: CallPilot

w System Administrator through implicit wild card rules

Gives the super-user privilege to perform any operation in System Manager =

Commit | Cancel |

When returned to the Administrative Users page the new user will be listed as a Local System

Administrator with the Account Status Enabled.

Last Logged on at March 8, 2017 9:28

# Log off admin

Aura” System Manager 7.0

Esccwnrd

Home | Administrators *
Help
Network Host Name: 10.10.1670 User Name: admin
Elements
CS 1000 Services Administrative Users
Corporate Directory
IPSec Selecta User ID to manage the properties and roles of local and externally authenticated users. Refer to password and authentication server policies for additional configuration
requirements. Refer to Active Sessions for currently logged in users and session management functions.
Numbering Groups
Patches Add.... Disable Delete Refresh
SNMP Profiles
Secure FTP Token User 1D Name Roles Type Account Status
Software Deployment admin Default security administrator System Administrator Local Enabled
User Services avaya services administrator avaya_services_administrator Avaya Services Administrator External Enabled
Administrative Users 5 - Avaya Services Maintenance
avaya services maintenance and support avaya_services_maintenance_and_support External Enabled
External Authentication i = vek - ~and_suPROT ang support
SAML Configuration 4 fiebig Fiebig BulklT System Administrator Local Enabled
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5.2. Add a Provisioning rule

This section describes the steps needed to add a Provisioning Rule to System Manager allowing
a set of values to be given to a new user without having to be entered manually.

Select User Provisioning Rule from the User section of the Dashboard. Click on New.

Last Logged on at March 8, 2017 9:28
& Log off admin|

Aura® System Manager 7.0

Home Administrators % User Provisioning Rule x

y Home [ Users [ User Provisioning Rule
Help ?

User Provisioning Rules

[l View Edit| |@MNew| @Delete| |Duplicate

1ltem & Show Al¥

# | Name SIP Domain Description

Enter a User Provisioning Rule Name. Select a valid SIP and Presence/IM Domain from the
drop downs. Enter the amount of digits used for Extensions on the telephone system attached to
the System Manager beside Use Phone Number last. Click on Commit to save the changes.

Last Logged on at March &, 2017 9:28
/& Log off admin|

Aura~ System Manager 7.0

Home  Administrators * | User Provisioning Rule ¥

» Home / Users / User Provisioning Rule
Help ?

User Provisioning Rule: FiebigTest Commit| [Cancel
Basic ® Communication Profile

* User Provisioning Rule Name: |FiebigTest

Description:
-
SIP Domain: | devconnect.local v
Presence/IM Domain: | devconnect.local v
Communication Profile Password: Edit
Use Phone Number last |7 | digits for Extension
Prefix for Avaya E164 Handle:
Language Preference: | English (United Kingdom) v

Time Zone: | (0:0)GMT : Dublin, Edinburgh, Li *

*Required Commit| |Cancel
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The new Provisioning Rule will now be listed

Last Logged on at March B, 2017 9:28 |

/ Log off admin|

Aura® System Manager 7.0

Home Administrators ¥ | User Provisioning Rule *
» Home [ Users [ User Provisioning Rule [
Help 7
User Provisioning Rules
)| View Edit| |@MNew| |@Delete| |Z3Duplicate
1ltem & Show|Al v
¥ | Name SIP Domain Description
d FiebigTest devconnect.local
Select : all, None
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6. Configure Fiebig BulkIT

This section describes the steps required to configure BulkIT to interoperate with System
Manager.

6.1. Install certificate used for password encryption

During installation the install_cert shortcut is placed on the administrators desktop. Right-click
and select Run with powershell.

6.1.1. System Manager Connector Configuration

The connection parameters of the System Manager API are defined in a configuration file
(SystemManagerConfig.json) in the folder where the connector is installed. The default location
of the installation is C:\FIEBIG\Bulkl T\SmgrConnector. To create this file there is a tool that
is placed on the administrator’s desktop as a shortcut during installation. Double click on
SystemManagerConfiguration.exe (not shown).

An SMGR config window will be opened. Enter the Hostname or IP address of the System
Manger. Enter the System Administrator Username configured in Section 5.1. Enter the
Password for the System Administrator and Repeat PW. Click on Save to create the
SystemManagerConfig.json file.

¥, SMGR config x|
Hostname || |
|lzemame | |
Password | |
Fepeat PW | |
| Save | | Cancel |
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Upon completion of the SMGR config tool the configuration file is saved in the folder where the
connector is installed. The default location of the installation is
C:\FIEBIG\BulkIT\SmgrConnector. The entered password is stored encrypted. Restart the
BulkIT System Manager Connector service to implement the stored configuration.

[=T=

Services
File Action View Help
e EDcE HeE > e
5 Services (Local) . Services (Local)
BulkiT System Manager Connector ~ Mame - Description Status Startup Type Log ~
L ActiveMQ ActiveMQ B... Running  Automatic Loc
Stop the 5ENiCE_ L App Readiness Gets apps re... Manual Lo =
Bestart the service w; Application Experience Processes a.. Manual (Trig.. Loc
L Application Host Helper Ser... Provides ad.. Running  Automatic Loc
Description: Loy Application |dentity Determines ... Manual (Trig... Loc
BulklT System Manager Connector Lo Application Information Facilitates t... Running  Manual (Trig.. Loc
w: Application Layer Gateway ... Provides su.. Manual Loc
L Application Management Processes in.. Manual Loc
L AppX Deployment Service (.. Provides inf.. Manual Loc
L ASP.MET State Service Provides su... Manual MNet
. Background Intelligent Tran... Transfers fil... Manual Loc
L, Background Tasks Infrastru... Windowsin.. Running Automatic Loc
i Base Filtering Engine The Base Fil.. Running  Automatic Loc
o, BulklT Process Controller BulkIT Proc...  Running  Automatic by
* A BulklT System Manag . .
Lo Certificate Propagati Start nning  Manual Loc
54 CNG Key Isolation Stop nning  Manual (Trig.. Loc
L4 COM+ Event System Pause nning  Automatic Loc
w; COM+ System Appli Resume nning  Manual Loc
L Computer Browser Disabled Loc
i g Restart .
L Credential Manager nning  Manual Loc|
< All Tasks >
\ Extended ;{Standardf Refresh
Opens the properties dialog box for the current selection, Properties
6.2. Connecting to BulkIT
BulkIT provides a Web UI.
From local machine: http://localhost/BulkIT
From remote machine: http://Xx.x.x.x/BulkIT
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http://localhost/BulkIT
http://x.x.x.x/BulkIT

7. Verification Steps

This section outlines the steps that can be taken to ensure interoperability between BulkIT and
Session Manager.

7.1. Verify User Create process on BulkIT
This section describes the steps required to verify that BulkIT has performed the create user task.

Browse to https://<BulkITServerIP>/BulkIT and login with valid credentials. Select Process -
Templates (not shown). Click on Test_Smgr_CreateUser and select Test with RESTful (not
shown) from the Tools drop-down menu.

I
Test_Smgr_CreateUser  Test Smgr CreateUser

Template ID: Template Name:
Test_Smgr_DeleteUser  Test Smgr DeleteUser P P
Test_Smgr_CreatsUser Test Smgr CreateUser vl Enabled?
Test_Smgr_GetUser Test Smgr GetUser — o — — . e —— i e o ey
12 <Parameter he password of the new user." source="extern" type="String" />
13~ <Parameter " type="Text"><! [CDATA[ ~

Test_Smgr_UpdateUser  Test Smgr UpdateUser

14  <?xml version=" " encoding="utf-8"?»
15  <tns:users xmlns:xsi="http://www.w3.org/2081/XMLSchema-instance” xmlns:tns="http://xml.avaya.com/schema/import™>

Test_Smgr_Userlist Test Smgr Userlist 16 ¢tnsiuser>
17 <UserProvisionRules>
18 <UserProvisionRuleName>#{ProvisieningRule}#</UserProvisionRuleName>
10 ﬂ per page Filter 19 </UserProvisionRules>
26 <authenticationTypesBasic</authenticationType>
71 <givenHame>#{Firsthiame }#</giventame>
Previous - Next 72 <loginName>#{LoginID}#</loginkame>
23 <surname>#{LastName}#</surname>
24 <userPassword>#{Password}#</userPassword>
25 </tns:user>
26 </tns:users>
27 11></Parameter>
28 <Parameter name="Result" source="intern" return="true" type="Text" from="Process/Tasks/Task[@name='CreateUser’]1/0utp
29 </Parameters>
38 <StartTaskr»Createlser</StartTasks
31 <Result></Result>

32~ <Tasks>
33+  <Task id="2" name="CreateUser">
34 <ProcessId />

35 <Destination>SystemManager</Destination>

36 <Command>CreateUserList¥ml</Command>

37+  <InputParameters>

38 <Parameter name="LoginID" source="intern" type="String" from="Process/Parameters/Parameter[@name="LoginID"]"/>

39 <Parameter name="FirstMame" sour: intern" type="String" from="Process/Parameters/Parameter[@name="FirstName']"/>
48 <Parameter name="LastName" source="intern" type="String" from="Process/Parameters/Parameter[@name="LastName']"/>

41 <Parameter name="ProvisioningRule" source="intern" type="String" from="Process/Parameters/Parameter[@name="Provision
42 <Parameter name="Password" source="intern" type="String" from="Process/Parameters/Parameter[@name='Password']"/>

43 <Parameter name="XML" source="intern" type="Text" from="Process/Parameters/Parameter[@name="XML']"/>

44 </InputParameters>

45 - <OutputParameters>

46 <Parameter name="Result" source="static" type="Text" />

47 <fOutputParameters>

48 <NextTask>EXIT</NextTask>

49 <OnError>EXIT</OnErrors

5@ </Task>

51 </Tasks> v

52  </Process»
Test with RESTful
Validate
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On the subsequent screen enter the LoginlID:, FirstName:, LastName:, The Provisioning Rule
added in Section 5.2 and a Password: for the user. Click on Excecute RESTful to add the user.

{YDULKIT =0.  Rsmith-  en-

HOME PROCESS / TEMPLATES

- e _
requestType:
Test_Smgr_DeleteUser  Test Smgr DeleteUser
Test_Smgr_CreateUser
Test_Smgr_GetUser Test Smgr GetUser
LoginID: The loginid of the new user.
Test_Smgr_UpdateUser Test Smgr UpdateUser .
johndoe@devconnect.local
Test_Smgr_Userlist Test Smgr Userlist
FirstName: The first name of the new user.
10 per page Filter John
Previous - Next
LastName: The last name of the new user.
Doe
ProvisioningRule: The User Provisicning Rule of the new user.
FiebigTest
Password: The password of the new user.
Us3rPa55word| x |
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Select Process = Status (not shown). Select the entry that corresponds to the process just run.

The details of this addition will be populated above the list. Make sure that the Result is
Success.

- |3
o@‘ﬁ httpi//10.10.16.68/BulkIT/#/prozess/status L~ O|| 2 15 reland Home | Lates... | € 10.10.16.70 &2 FIEBIS - BulklT | | oA
&Y BULKIT Process =0+  Lsmith»  en~
W

PROCESS / STATUS

_

ProcessID: T.ID:

Name: Editor: Status: Start time: End time:
8c17d9ed-f252-453e-a4ab-£ Test_Smgr_CreateUser Test Smgr CreatelUser SUC- 14.03.2017 10:50 14.03.2017 10:50
Process Input Parameter: Process Output Parameter: Tasks:
Name Value Name Value Task ID System Command Status Result
LoginlD johndoe@devconnect.local Operation=Create User, Loginld: dmin, 2 SystemManager CresteUserlistXml Ready Success

Action: Create,
FirstName John Result

Object=johndoe@devconnect.local, Status:
LastName Doe Success []
ProvisioningRule  FiebigTest

Password Avaya123§

Remark:

Test Smgr CreateUser | 14.03.2017 10:50 14.03.2017 10:50

Success

7.2. Verify Users Added on System Manager

After the BulkIT CreateUser template has been executed go to Users > User Management -
Manage Users from the dashboard and verify that the user is present and administered correctly.

Last Logged on at March B, 2|

Home Administrators * User Provisioning Rule *| User Management ¥
R T p— ( Home [ Users / User Management / Manage Users
| A
o
User Management
System Presence
‘Communication
Profile Password Users e —
Policy . \m| 8 More Actions ~ | Advanced Se|
33 Items &2 Show 15 ¥ Filter: E|
‘ Last Name ‘ First Name ‘ Display Name ‘ Login Name | SIP Handle |Last Login
Communicator Avaya Communicator, Avaya 8275040@devconnect.local 8275040
Communicator one-X Communicator, one-X 8270004@deveonnect.local
admin admin Default Administrator admin March 14, 2017 10:36:27 AM +00:00
Doe John Doe, John johndoe@devconnect.local
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8. Conclusion

These Application Notes describe the configuration required for Fiebig BulKIT to interoperate
with Avaya Aura® System Manager R7.0.1 using IP. All tests passed successfully with any
observations notes in Section 2.2.

9. Additional References

This section references the Avaya documentation relevant to these Application Notes. The
following Avaya product documentation is available at http://support.avaya.com.

[1] Administering Avaya Aura® System Manager. Release 7.0.1, Issue 3, January 2017
[3] Product Documentation for Fiebig BulkIT can be requested from the sources listed in
Section 2.3.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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