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Application Notes for configuring NICE Engage Platform
R6.4 to interoperate with Avaya Aura® Communication
Manager R7.0 and Avaya Aura® Application Enablement
Services R7.0 using DMCC Service Observation and Single
Step Conference - Issue 1.0

Abstract

These Application Notes describe the configuration steps for the NICE Engage Platform to
interoperate with the Avaya solution consisting of an Avaya Aura® Communication Manager
R7.0, an Avaya Aura® Session Manager R7.0, and Avaya Aura® Application Enablement
Services R7.0.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for the NICE Engage Platform R6.4 to
interoperate with the Avaya solution consisting of an Avaya Aura® Communication Manager
R7.0, an Avaya Aura® Session Manager R7.0, and Avaya Aura® Application Enablement
Services R7.0. NICE Engage Platform uses Communication Manager’s Service Observation
feature via the Application Enablement Services (AES) Device, Media, and Call Control
(DMCC) interface and the Telephony Services API (TSAPI) to capture the audio and call details
for call recording on various Communication Manager endpoints, listed in Section 4.

Device Media Call Control (DMCC) works by allowing software vendors to create soft phones,
in memory on a recording server, and use them to monitor and record other phones. This is
purely a software solution and does not require telephony boards or any wiring beyond a typical
network infrastructure.

The NICE Engage Platform is fully integrated into a LAN (Local Area Network), and includes
easy-to-use Web based applications (i.e. Nice Application) that works with .NET framework and
can be used to retrieve telephone conversations from a comprehensive long-term calls database.
The NICE Engage Platform uses the Communication Manager feature “Service Observe” to
observe a call on an extension; this way the call is recorded and can be played back at a later
time. NICE can also conference into the call and record the call using this method. Both methods
of call recording use virtual stations on Communication Manager in order to observe or
conference into existing calls to record them.

The NICE Engage Platform contains tools for audio retrieval, centralized system security
authorization, system control, and system status monitoring. Also included is a call parameters
database (Nice Application Server) that tightly integrates via CTI link PABXs and ACD’s
including optional advanced audio archive database management, search tools, a wide variety of
Recording-on-Demand capabilities, and comprehensive long-term call database for immediate
retrieval.

2. General Test Approach and Test Results

The interoperability compliance testing evaluated the ability of the NICE Engage Platform to
carry out call recording in a variety of scenarios using DMCC Service Observation and Single
Step Conference with AES and Communication Manager. A range of Avaya endpoints were
used in the compliance testing all of which are listed in Section 4.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality testing focused on placing and recording calls in different call
scenarios with good quality audio recordings and accurate call records. The tests included:
¢ Inbound/Outbound calls — Test call recording for inbound and outbound calls to the
Communication Manager to and from PSTN callers
e Hold/Transferred/Conference calls — Test call recording for calls transferred to and in
conference with PSTN callers.
e EC500 Calls/Forwarded calls - Test call recording for calls terminated on Avaya DECT
handsets using EC500.
e Feature calls - Test call recording for calls that are parked or picked up using Call Park
and Call Pickup.
e Calls to Elite Agents — Test call recording for calls to Communication Manager agents
logged into one-X® Agent.
e Serviceability testing - The behavior of NICE Engage Platform under different
simulated failure conditions.

2.2. Test Results

Most functionality and serviceability test cases were completed successfully. The following
observation was noted.

1. Conference Call - An issue arises when using Single Step Conference with Virtual
Extensions for NICE call recording for this specific scenario.

- Anunmonitored set calls to a monitored set A.

- Monitored set A initiates a conference to another monitored set B. (At this
point, there are two calls, each with a VE).

- Monitored set A completes the conference. The recorder drops VE2 and only
VEL1 remains in the call.

- Monitored set A drops out of the call, leaving the unmonitored set and
monitored set B talking to each other. The recorder drops VE1 and tries to
SSC VEZ2 into the call.

- The SSC in step 4 does not happen. CM just seems to ignore the SSC request
from AES. VE2 is not added to the call and CM does not respond to AES -
there is no confirm or failure response. This causes AES to block further
TSAPI requests for VE2 until sometime later.

A fix for this issue will be included in CM 7.0.0.3.0 SP (patch 22722), which (as of now)
has a GA date of Feb 8" 2016.

2. Call Park. The un-parked call is not being recorded. It appears that there are no events
being sent for un-parking a call by Communication Manager. Modification Report [CM-
9860] has been raised with the Communication Manager support team. A fix for this
issue will be implemented for release 7.1 of Communication Manager.

Note: When configured for total recording, the un-parked call should be recorded and the
call record should appear once Total Recording Service picks up the session.
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2.3. Support

Technical support can be obtained for NICE Engage Platform from the website
http://www.nice.com/support-and-maintenance

3. Reference Configuration

The configuration in Figure 1 was used to compliance test NICE Engage Platform with the
Avaya solution using DMCC Service Observe and Single Step Conference to record calls. The
NICE Application Server is setup for DMCC Service Observe and Single Step Conference mode
and connects to the AES.

E Avaya Aura® Application Avays Aura® Communication Avaya Aurad Session
Avaya SIP Phone Enablement Services R7.0 Manager R7.0 Manager R7.0

pmMCecC Avaya Aura® System
3 Service
| Manager R7.0
Observe/ GL e & oo

Avaya H.323 Phone Single Step |
ﬁ Conference :

NICE |
Avaya Digital Phone | Application

=

Avaya G450 Gatewany Avava Media Server R7.7

Server,

Avaya one-XH NICE Active
Communicator Recorder

6 ! Avaya
‘ é DECT
Avaya one-XW

/ phones

Figure 1: Connection of NICE Engage Platform R6.4 with Avaya Aura® Communication
Manager R7.0, Avaya Aura® Session Manager R7.0 and Avaya Aura® Application
Enablement Services R7.0

PSTN Caller

Agent
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® System Manager running on
Virtual Server

R7.0.0.0.0

Build 7.0.0.0.16266-7.0.9.9.902
SW Update Revision No. 7.0.0.0.3873

Avaya Aura® Session Manager running on

running on Virtual Server

Virtual Server R7.0.0.0.700007

Avaya Aura® Communication Manager R7.0

running on Virtual Server Build 017x.00.0.441.0.22477
Avaya Aura® Application Enablement Services | R7.0

Build No —7.0.0.0.0.13-0

Avaya G450 Gateway

37.19.0/1

Avaya 9608 H323 Deskphone

96x1 H323 Release 6.6.028

Avaya 9641 SIP Deskphone

96x1 SIP Release 6.5.0.17

Avaya 9630 SIP Deskphone R2.6.13.1

Avaya one-X® Communicator H.323 R6.2.4.07-FP4
Avaya one-X® Agent R 2.5.50022.0
Avaya 9408 Digital Deskphone FW Version 2

Avaya DECT Handsets

3725 DH4 (R3.3.11)
3720 DH3 (R3.3.11)

NICE Engage Platform
- Application Server
- Advanced Interactions Recorder

R6.4

PG; Reviewed:
SPOC 2/16/2016

Solution & Interoperability Test Lab Application Notes
©2016 Avaya Inc. All Rights Reserved.

5 of 66

NICE64_AES70SO



5. Configure Avaya Aura® Communication Manager

The information provided in this section describes the configuration of Communication Manager
relevant to this solution. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 10.

The configuration illustrated in this section was performed using Communication Manager

System Administration Terminal (SAT).

5.1. Verify System Features

Use the display system-parameters customer-options command to verify that Communication
Manager has permissions for features illustrated in these Application Notes. On Page 3, ensure
that Computer Telephony Adjunct Links? is set to y as shown below.

display system-parameters customer-options

Page

OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 01°?
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASAI Link Core Capabilities?

ASAT Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

KK B B3B8 3BKKKKKKBNK

Audible Message Waiting?
Authorization Codes?

CAS Branch?

CAS Mainv?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?
DCS (Basic)?

DCS Call Coverage?

DCS with Rerouting?

Digital Loss Plan Modification?
DS1 MSP?

3 of 11

KKK NK D D DK

K

DS1 Echo Cancellation? y

5.2. Note procr IP Address for Avaya Aura® Application Enablement

Services Connectivity

Display the procr IP address by using the command display node-names ip and note the IP

address for the procr and AES (aes70vmpg).

display node-names ip

Page

IP NODE NAMES

1 of 2

Name IP Address
SM100 10.10.40.34
aes63vmpg 10.10.40.16
default 0.0.0.0
g450 10.10.40.15
procr 10.10.40.13
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5.3. Configure Transport Link for Avaya Aura® Application
Enablement Services Connectivity

To administer the transport link to AES use the change ip-services command. On Page 1 add an

entry with the following values:

Service Type: Should be set to AESVCS.

Enabled: Settoy.

Local Node: Set to the node name assigned for the procr in Section 5.2

Local Port: Retain the default value of 8765.

change ip-services Page 1 of 4

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

Go to Page 4 of the ip-services form and enter the following values:
e AE Services Server: Name obtained from the AES server, in this case aes70vmpg.
e Password: Enter a password to be administered on the AES server.
e Enabled: Settoy.

Note: The password entered for Password field must match the password on the AES server in
Section 6.2. The AE Services Server should match the administered name for the AES server;
this is created as part of the AES installation, and can be obtained from the AES server by typing
uname —n at the Linux command prompt.

change ip-services Page 4 of 4

AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: aes70vmpg Kk ok kKKK K v idle

23
32

5.4. Configure CTI Link for TSAPI Service

Add a CTI link using the add cti-link n command. Enter an available extension number in the
Extension field. Enter ADJ-IP in the Type field, and a descriptive name in the Name field.
Default values may be used in the remaining fields.

add cti-link 1 Page 1 of 3

CTI LINK

CTI Link:
Extension:

Type:

Name:

1
2002
ADJ-IP
COR: 1
aes70vmpg
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5.5. Configure Communication Manager for Service Observation

Type display cor x, where x is the COR number in the screen above, to check the existing Class
of Restriction. Ensure that Can be Service Observed is set to y, if not type change cor x to
make a change to the Class or Restriction. This value needs to be enabled in order for Service

Observe to work for call recording.

display cor 1

Page 1 of 23

CLASS OF RESTRICTION

COR Number: 1
COR Description:

FRL:

Can Be Service Observed?
Can Be A Service Observer?
Time of Day Chart:
Priority Queuing?
Restriction Override:
Restricted Call List?
Unrestricted Call List:
Access to MCT?

Group II Category For MFC:
Send ANI for MFE?

0B PR O

S N P B

APLT? y

Calling Party Restriction: all-toll
Called Party Restriction: none
Forced Entry of Account Codes? n
Direct Agent Calling?
11 Facility Access Trunk Test?
Can Change Coverage?

8B

Fully Restricted Service?
Hear VDN of Origin Annc.?
Add/Remove Agent Skills?

MF ANI Prefix: Automatic Charge Display?

Can Be Picked Up By Directed Call Pickup?
Can Use Directed Call Pickup?

n
n
n
n
Hear System Music on Hold? vy PASTE (Display PBX Data on Phone)? n
y
y
i

Group Controlled Restriction:

nactive

Type change system-parameters features, on Page 11 ensure that Allow Two Observes in

Same Call issettoy.

change system-parameters features

Page 11 of

FEATURE-RELATED SYSTEM PARAMETERS

CALL CENTER SYSTEM PARAMETERS
EAS
Expert Agent Selection (EAS) Enabled?
Minimum Agent-LoginID Password Length:
Direct Agent Announcement Extension:
Message Waiting Lamp Indicates Status For:

VECTORING

Converse First Data Delay:
Converse Signaling Tone (msec):
Prompting Timeout (secs):
Interflow-gpos EWT Threshold:
Reverse Star/Pound Digit For Collect Step?
Available Agent Adjustments for BSR?
BSR Tie Strategy:
Store VDN Name in Station's Local Call Log?

SERVICE OBSERVING
Service Observing: Warning Tone?
Service Observing/SSC Allowed with Exclusion?
Allow Two Observers in Same Call?

%
Delay:
station
0 Second Data Delay: 2
100 Pause (msec): 70
10
2
n
n
lst-found
n
y or Conference Tone? n

=)

y

19
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Type change feature-access-codes to access the feature codes on Communication Manager.
Scroll to Page 5 in order to view or change the Service Observing access codes. Note the
Service Observing Listen Only Access Code is #43; this will be required in Section 7.1 during
the setup of NICE Engage Platform.

change feature-access-codes Page 5 of 10
FEATURE ACCESS CODE (FAC)
Call Center Features
AGENT WORK MODES
After Call Work Access Code: #36
Assist Access Code:
Auto-In Access Code: #38
Aux Work Access Code: #39
Login Access Code: #40
Logout Access Code: #41
Manual-in Access Code: #42
SERVICE OBSERVING
Service Observing Listen Only Access Code: #43
Service Observing Listen/Talk Access Code: #44
Service Observing No Talk Access Code:
Service Observing Next Call Listen Only Access Code:
Service Observing by Location Listen Only Access Code:
Service Observing by Location Listen/Talk Access Code:

AACC CONFERENCE MODES
Restrict First Consult Activation: Deactivation:
Restrict Second Consult Activation: Deactivation:

5.6. Configure H323 Stations for Service Observation

All endpoints that are to be monitored by NICE will need to have IP Softphone setto y. IP
Softphone must be enabled in order for DMCC Service Observe and Single Step Conference to
work. Type change station x where X is the extension number of the station to be monitored also
note this extension number for configuration required in Section 7.1. Note the Security Code
and ensure that IP SoftPhone is settoy.

change station x Page 1 of 6
STATION
Extension: x Lock Messages? n BCC: O
Type: 9608 Security Code: 1234 TN: 1
Port: S00101 Coverage Path 1: COR: 1
Name: Extension Coverage Path 2: COS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 1591
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default
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5.7. Configure SIP Stations for Service Observation

Any SIP extension that is to be recorded requires some configuration changes to allow call
recording using service observation. Changes of SIP phones on Communication Manager must
be carried out from System Manager. Access the System Manager using a Web Browser by
entering http://<FQDN >/SMGR, where <FQDN> is the fully qualified domain name of
System Manager or http://<IP Address >/SMGR. Log in using appropriate credentials.

Note: The following shows changes a SIP extension and assumes that the SIP extension has been
programmed correctly and is fully functioning.

EA 3 .‘:-:e:- ”%ﬁx‘---- T : e : B+ O Cothiestemmst © - 5 vom Maruge

He Lt Yea Tosrtm  Tock Mol

A SACOHSP 2 igdvpy A\ ASCCEA AME &) ARDA A AE03wnpg & SeryrNoael FEF Uibvry &) SMGRGIVMPG
Recoomendad §00ess 10 System Manager 5 v FODN

oooooo e

Log On Conewl

s tenge the sesvnord

Ala note that angls 30 betiveat ETVess T the same securty damian
15 N9t Supoortad when Mceseng wia 15 309ress O Supganed Beowsears: Internet Exgaaner S, 100 06 110 a¢ Fuefon 36.0
T omng I
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Click on Manager Users in the left window. Select the station to be edited and click on Edit.

Home | User Management ¥

A I T— | Home / Users [ User Management / Manage Users
—
Manage Users Search -

Public Contacts >

Shared
User Management
Addresses
System
Presence ACLs
Users

Communication

Profile

| (@] view| I Editl | @MNew| |3Duplicate| |(@Delete| |More Actions = |

Password Policy 15 Items .:: Show Allﬂ
O |Last Name |FTr5i Name |Di5|:la',|I MName |Lngin MName SIP Handle
I IZ 7100 SIPExt I?lUG, SIPExt 7100@devconnect. local 7100
0 7101 SIPExt 7101, SIPExt 7101@devconnact.local 7101
[0 7zo0 Ascom i62 7200, Ascom 62 7200@devconnact. local 7200
[0 7zo1 Ascom 62 7201, Ascom i62 7201@devconnect. local 7201
[0 7zoz2 Ascom 62 7202, Ascom i62 7202@devconnect. local 7202
[0 7zo3 Ascom 62 7203, Ascom i62 7203 @devconnact. local 7203

Click on the Communication Profile tab. Ensure that the Communication Profile Password is
known and if not click on edit to change it.

[ [ -
R e Gl
7

User Profile Edit: 7100@devconnact local

Communication Profile «
Ecrtvinicamon Pralic Passmive  sevseecissiaaneians ™
)M pdCora | Q) Cancal
-M—.
Seet e
* Name: Pramary
Defaut 2
ey | Al .
J Naw
7 Tyom Mardte v
Sciedt <
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From the same page scroll down to CM Endpoint Profile click on Endpoint Editor to make

further changes.

M CM Endpoint Profile =

* System [cm70vmpg L~
* Profile Type |Endpoint ]
Use Existing Endpoints O
# Extension [Q.7100
Template |[96415IPCC DEFAULT CM 7 0 B
Set Type 2641SIPCC
Security Code
Port ©.500003
Woice Mail Mumber
Preferred Handle |{Neng) | ]
Calculate Route Pattern O
Sip Trunk |aar

Enhanced Callr-Info display for 1-line phones

Delete Endpoint on Unassign of Endpoint from User or on ]

Delete User

i

Override Endpoint Mame and Localized Name

Allow H.323 and SIP Endpoint Dual Registration
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In the General Options tab ensure that Type of 3PCC Enabled is set to Avaya as is shown
below. Also that the Class of Restriction (COR) is set to that configured in Section 5.5.

Edit Endpoint

System cn70vmpg Extension ]
Template SAISIPCC_DEFAULT_CM 7 0lw) Set Type o5415]
Part OG0 Securty Code
Naine Ol SIPEx
T ey vy per ey sy preymy e
* [Class of Restrictian {COR) il | ¢ Class Of Service (COS) 1
*  Emergency Location Ext 7100 *  Message Lamp Ext. 7100
Y Temant Number 1
*SIP Veunk Q.zar | Type of 39CC Enabied o v] |
Coversge Path 1 Coverage Path 2
Lock Message Localized Display Name 7100, S1PY
Multibyte Language = E::::'mm for Station Doman p—
“Reguwed

Eed =]

[Sesn 22 Templens]

Group Memberdap V)

Click on the Feature Options tab and ensure that IP Softphone is ticked as shown. Click on
Done, at the bottom of the screen, once this is set.

Canmal Options 2G| ¥ _ Sehu Dwte 75 Abbruwiateod Call Dialing [4)  Enhamcod CoB Fwd (5] Bullin Assignement (3)  Profile Sebtings (1] Croup Mammburship ()
Active Station Ringing g ~] Aulo Answer sorm v
MWI Served User Type yeedpne V] Coverage After Forwarding —3
:-r Station CPN - Send Calling were [S] Display Lang! wgieh 2
IP Phone Group ID Hunt to Station
muhﬂﬁmm\v ] Loss Growp 9
LWC Recaption we v Survivable COR e L
AUDIX Name Timse of Day Lock Table wne[¥]
Short /Prefixed Hogistration i)
MM —_—
Voice Madl Number Music Source
Features
. Always Use 7 1de Appearance Preference
- Bridged Call Alerting < LWC Activation
' Brided idle Une Preference ' CoR Privacy
4 Coverage Message Retrieval
- Data Restriction ¥ pirect IP-1P Audio Coanections
¥ Survivable Trunk Dest I H.320 Conversion
- Bridoed Appesrance Origination Restriction | 1P Video Solphone
2 Restrict Last Appearance - per Button Ring Coatrol
“Required
Lacw
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Click on Commit once this is done to save the changes.

Muma [ demre | ee Mavgrer | Mesmms v s °

User Profile Edit: 7100@deyconnect. local E

New jOzre| @ Cance

Marre

Selest | s

5.8. Configure Virtual Stations for Single Step Conference and Service
Observation

Add virtual stations to allow NICE Engage Platform record calls using Single Step Conference
and Service Observe. Type add station x where X is the extension number of the station to be
configured also note this extension number for configuration required in Section 7.1. Note the
Security Code and ensure that IP SoftPhone is set to y. Note also the COR for the stations, this
will be set to that configured in Section 5.5.

add station 28902 Page 1 of 6
STATION
Extension: 28902 Lock Messages? n BCC: O
Type: 4624 Security Code: 1234 TN: 1
Port: S00101 Coverage Path 1: COR: 1
Name: Recorder Coverage Path 2: COs: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 28902
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:
e Verify Licensing
e Create Switch Connection
Administer TSAPI link
Identify Tlinks
Enable TSAPI and DMCC Ports
Create CTI User
Set Up Security Database on AES
Associate Devices with CTI User

6.1. Verify Licensing

To access the AES Management Console, enter https://<ip-addr> as the URL in an Internet
browser, where <ip-addr> is the IP address of AES. At the login screen displayed, log in with the
appropriate credentials and then select the Login button.

s
o —: B ) e O Teaviemeamm B A AL Aunegement Comcie
Fle 02 Yiew Faootes Took  Help
o A\ ARCCER D B umgTivmpg A\ ARCCEAANE B)AA0A A AEEdempg 5] Aveye-Sonsl 960 Library ) SMOREIVADG
AVAyA Application Enablement Services
Management Contola

Flewse logie bere:
Unermamse com
Passmerd [eose

ot | meset

»
o

.
&
i
L]
H
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The Application Enablement Services Management Console appears displaying the Welcome to
OAM screen (not shown). Select AE Services and verify that the TSAPI Service is licensed by
ensuring that TSAPI Service is in the list of Services and that the License Mode is showing
NORMAL MODE. If not, contact an Avaya support representative to acquire the proper license
for your solution.

AVAyA Application Enablement Services

Management Consale

AE Services

JUSORTANT) AL Servom Tt B feitarted o admenattaten thanges 13 Ady take sfact,
Crarges to the Tecarty Detabase 35 50t rageds & retart

Tax rayer ln - | Suew - l"‘—: WA
o0 . Torvirm o Toia | WA

orFLNE Wnrag nA

L, e 3 WORMAL MTE Wa

CNLME e s NORMAL MOOE

oy P WA
vt Cordrprmd Juia [nia - WA

6.2. Create Switch Connection

From the AES Management Console navigate to Communication Manager Interface >
Switch Connections to set up a switch connection. Enter a name for the Switch Connection to
be added and click the Add Connection button.

AVAyA Application Enablement Services

Managuinent Convole

Comumunication Manasges Latwrtace | Soits h Camsnclions

[ 322 Comuction | Eamesicoan 3 || 3= 4323 Gumebeaser || Osiete Carcacmen || Surusbity merarcyy |
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In the resulting screen enter the Switch Password; the Switch Password must be the same as that
entered into Communication Manager AE Services Administration screen via the change ip-
services command, described in Section 5.3. Default values may be accepted for the remaining
fields. Click Apply to save changes.

AVAyA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Connection Details - cm70vimpg
Interface
Switch Connections Switch Password |"-""""u. |
Dial Plan Confirm Switch Password |------------.. 7|
High Availability Msg Period [20 | Minutes (1 - 72)
Licensing Pravide AE Services certificate to switch []
ol Securs H322 Connection [l
[ ———— Processor Ethernet kA
Security

Status
User Management

Utilities

Help

From the Switch Connections screen, select the radio button for the recently added switch
connection and select the Edit PE/CLAN IPs button (not shown, see screen at the bottom of the
previous page. In the resulting screen, enter the IP address of the procr as shown in Section 5.2
that will be used for the AES connection and select the Add/Edit Name or IP button.

AVAYA Application Enablement Services

Management Console

Commmanic atinn Manages Interface | Switch Connm s

+ AE Services
S Com:mnnahon Manager Edit Processor Ethemet 1P - cnT0vinpg
Interfocn
Swnihs b Cunmections L:C 10.40.13
tiagh Avarlahaity [:c.:c,to,z:
[LBask |
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6.3. Administer TSAPI link

From the Application Enablement Services Management Console, select AE Services - TSAPI
- TSAPI Links. Select Add Link button as shown in the screen below.

AVAYA Application Enablement Services
Management Console
CVLAN TSAPI Links
oL ) e g e ey
bMLC | Edit Link | | Delata Link |
SMS
TsaAr
| * TSAPI Links |

= TSAPI Properties
WS

Interface

On the Add TSAPI Links screen (or the Edit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:
e Link: Use the drop-down list to select an unused link number.
e Switch Connection: Choose the switch connection cm70vmpg, which has already been
configured in Section 6.2 from the drop-down list.
e Switch CTI Link Number: Corresponding CTI link number configured in Section 5.4
which is 1.
e ASAI Link Version: This can be left at the default value of 5.
e Security: This can be left at the default value of both.

Once completed, select Apply Changes.

AVAyA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Links

CVLAN Edit TSAPI Links

DLG Link 1

DMCC Switch Connection

SMS Switch CTI Link Numher

TSAPI ASAT Link Version

= TSAPI Links Security

= TSAPI Properties I Apply Changes || Cancel Changes || Advanced Settings

TWS
Communication Manager

' Interface
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Another screen appears for confirmation of the changes made. Choose Apply.

AVAYA Application Enablement Services

Management Console

AE Services | TSAPIL | TSAPI Links

CVLAN Apply Changes to Link

DLG ‘Warning! Are you sure you wank to apply the changes?
These changes can only take effect when the TSAPI server restarts.

DMCC
L+ Please use the Maintenance -> Service Controller page to restart the TSAPI server.

SMS

TSAPI

= TSAPI Links
= TSAPI Properties
TWS

Communication Manager
Interface

4

When the TSAPI Link is completed, it should resemble the screen below.

AVAyA Application Enablement Services
Managament Coasole
AL Services | TRAPT | TSAPT Linvk»
CVLAN TSAM Links

* THAS] Lizks
= TZAP] Progertes

™ws
, Commamication Manager
Interfucn

High Aundabiiity
 LiEmeng
¢ Maintenanis
o MTwarking

» Becimay

.+ Statum

- User Manasgessernt
o WMilities

» Help
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The TSAPI Service must be restarted to effect the changes made in this section. From the
Management Console menu, navigate to Maintenance - Service Controller. On the Service
Controller screen, tick the TSAPI Service and select Restart Service.

AVAYA Application Enablement Services

Management Console

Maintenance | Service Controller

» AE Services

b Communication Manager Service Controller
Interface
High Availability | Service ____[Controller Status
. Runni
} Licensing [ asa1 Link Manager unning
. [] pmce service Running
~ Maintenance
. O cviLan service Running
Date Time/NTP Server )
[ bLG servics Running

Security Database ,
D Transport Layer Service Running

I Service Controller I TSAPI Sarvice Running

Server Data

For status on actusl services, please use Status and Control
Networking

Security | Start I Stop I Restart Service I Restart AE Server Restart Linux Restart Web Server

Status
User Management

Utilities

Help
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6.4. Identify Tlinks
Navigate to Security - Security Database - Tlinks. Verify the value of the Tlink Name.
This will be needed to configure the NICE Engage Platform in Section 7.1.

AVAyA Application Enablement Services
Management Console

¢ AE Services
Communication Manager Tlinks
Interface
High Availability Tlink Nama
I ':é:' AVAYAZCMTOVMPGECSTASAESTOVMPG I

} Licemsing

= na {-} # = -
» Maintenance 4 BNAYAZCMTOVMPGECETA-S2AEETOVMPG
. Delete Tlink
} Networking Slete Tn

* Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
@ CTI Users
= Devices
« Device Groups
| s Tlinks |
= Tlink Groups
Worktops
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6.5. Enable TSAPI and DMCC Ports

To ensure that TSAPI ports are enabled, navigate to Networking - Ports. Ensure that the
TSAPI ports are set to Enabled as shown below. Ensure that the DMCC Server Ports are also
Enabled and take note of the Unencrypted Port 4721 which will be used later in Section 7.1.

AVAVA Application Enablement Services
Management Console
Metworking | Ports
} AE Services
» Communication Manager Ports
Interface
High Awvailability CWLAN Ports Enabled Disabled
} Licensing Unencrypted TCP Port 9999 ® O
» Maintenance Encrypted TCP Port 5338 | ® O
~ Metworking
- DLG Paort TCP Part 5678
AE Service IP (Local IF)
Network Configure TSAPI Ports Enabled Disabled
I Ports | TSAPT Service Port 450 ® O
TCP Settings Local TLINK Ports
- TCF Part Min 1024
+ Security TCP Part Max 1038
} Status Unencrypted TLINK Ports
T —— TCP Port Min [1050 |
— TCP Port Max [1085 |
» Utilities
Encrypted TLINK Ports
buticin TCP Port Min [1088 |
TCP Part Max [1081 |
DMCC Server Ports Enabled Disabled
Unencrypted Port [4721 | ® O
Encrypted Dort [4722 | ® O
TR/87 Part [4722 | @ O
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6.6. Create CTI User

A User ID and password needs to be configured for the NICE Engage Platform to communicate
with the Application Enablement Services server. Navigate to the User Management - User
Admin screen then choose the Add User option.

AVAyA Application Enablement Services

Management Console

User Management | User Admin

» AE Services

Communication Manager User Admin
Interface

» Licensing . . . . . . .
User Admin provides you with the fallowing aptions for managing AE Services users:

Maintenance
»

FrTEETer Fassword
* List All Users
» Security * Modify Default User
* Search Users

» MNetworking

» Status

¥ User Management

Service Admin

User Admin

s Add User

= Change User Password
= List all Users

= Modify Default Users

= Search Users

» Utilities
» Help
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In the Add User screen shown below, enter the following values:
User Id - This will be used by the NICE Engage Platform setup in Section 7.1.

Common Name and Surname - Descriptive names need to be entered.

User Password and Confirm Password - This will be used with NICE Engage Platform

setup in Section 7.1.

CT User - Select Yes from the drop-down menu.

b

-

AVAYA

Communication Manager
Interface

High Availability

Licensing
Maintenance
Networking
Security
Status

User Management

Service Admin

User Admin

Application Enablement Services
Management Console

Add User

User Management | User Admin | Add User

¢ AE Services

Fields marked with * can not be empty.

* User Id NICE

* Comman Name |NICE

* Surname |NICE

* User Password |vuvu---..

* Confirm Password |---------

= Add User

= Change User Password
= List All Users

= Modify Default Users

= Search Users

p Utilities
» Help

Admin Mote

Avaya Role

Business Category

Car License

CM Home

C=s Home

CT User

Department Mumber

Display Name

Employee Mumber

I VB 1711 1=
H :
m
<

Employee Type
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Scroll down and click on Apply Changes.

User Admim
oM Myme
* Add User A
% Oxs Mame
= Change usar Pasanond
=3 v
o List Al Users sl Yo
« Mod#y Defaukt Users Owgertmart Number

Duslay Name
Fmploves Numper
tmploves Tyoe
Emerprde Hande
Giren Name

Hzme Prare

Hoenie Postan Address
Irstialy

Labaled UR1

val

MM tare

Votsle

Orgenzation

Tuger

Freterred Langeoge |Englsh
Fo0m Wurmber

Telephant Number

Carcel Changes |
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6.7. Associate Devices with CTI User

Navigate to Security - Security Database - CTI Users - List All Users. Select the CTI
user added in Section 6.6 and click on Edit Users.

AVAYA Application Enablement Services

Management Console

Secerity | Security Dutubess | CTT Users | List All Uners 8o | telp | Logowt

+ AE Sorvices
| Cumsmunkcation Masaper CT1 Users
Interface
Wk Avatiy T YT Huction Huve
ol »e ‘ L9 NONE s
+ Networking J tube ;"b' roaee ot
- Secutity - ‘ ormc lmm: Nt
ACCHIR Piopirnens jucaes [lncac NONE In‘-vn’
Aude '
Contificato Managament 8! vice | s 'T'-"‘E in 3
Ertrptive Directory preseece sresarce noNE luyc
Weat XA gst | uecar i
ban

Security Datubas

In the main window ensure that Unrestricted Access is ticked. Once this is done click on Apply
Changes.

Management Console

AVAYA Application Enablement Services A ‘ t

Security | Sexurty Database | CT1 Users | Uist All Users

+ AL Services
Comsmunscation Manages Edit CT1 User
Intarfacn
Htgh Avallahitity ser Profie Wer [D e
Uil Common hene nee
»
P " Workdop Name MNONE v
» e I Jaressrcte® Access < I
+ Netwerkany
* Securlty Catl ard Devves Carvtrs Cull Ongeaton/Termnation and Deviee States Neoe vV
Accoum Mansgesen
Call and Devica Maestorng Devize Manitormg Moo v
13
e Cals On & Deyice Mootonag Nooe v

Certficate Maragemant Col MomaE
Emurpeisn [ ety

Hoet AR Rostmg Coetrs! Aw Reuting oo Listed Devices Neow W

oa Csrorerae ]| cares Ourges |

Security Database
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7. Configure NICE Engage Platform

The installation of NICE Engage Platform is usually carried out by an engineer from NICE and
is outside the scope of these Application Notes. For information on the installation of the NICE
Engage Platform contact NICE as per the information provided in Section 2.3.

The following sections will outline the process involved in connecting the NICE Engage
Platform to the Avaya Solution. All configuration of the NICE Engage Platform for connection
with the AES is performed using a web browser connecting to the NICE Engage Application
Server. Open a web browser as shown navigate to
http://[<NICEEngageApplicationServerIP>/Nice as shown below and enter the proper
credentials and click on Login.

o T T THNEITEL

tc;Nl‘CE Eﬁgage Solutions NlCE
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Once logged in expand the Administration dropdown menu and click on System
Administrator as highlighted.

R @ oo mcespo stz ekt Destin apep bt Vi ebico vy 2 - © f 8 wcenporwincatd
T Py DN 7 abde Viow . e
=[] [ s O ST
Inbei mchuns :=M  Resuls for Query e
= 3R Seved llems .
= g | Geme wy:
aky o
-
"=
—_—t

Before any changes can be made, switch to Technician Mode by clicking into Settings at the
top of the screen as shown below.

N Administrator
Change Password

Administrat

Technician Mode
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7.1. New CTI Connection

Navigate to Master Site - CTI Integration in the left window then right-click on CTI
Integration and select New CT1 Connection as shown below.

My Ursvarae | Business Analyzer Reportar  Monitor | Insight Manager  ClearSight | POO Reguests

- b
= I} orsenizsten . SCTTITEA teseueces  Diwgewm

+- 3§ Active Directory
LB Agent Certer
‘ $ Customer Center
+ & Dustributed Cache
i S Import/Expoct
s é% Licanse Manager
+ (Bl storage
z ﬂ Master Site
+ a Apphcations
+- (0 Content Analyss
® mgm New CTI Connection |
@) crinterfaces |
& Drvers
i\ Key Managers
¥ Media Provider Cont
-9 Data Marts
+ 0 Database Servers

The New CTI1 Connection Wizard is opened and this will go through the 16 steps required to
setup the connection to the AES for DMCC Service Observe and Single Step Conference type of
call recording. Click on Next to continue.

) ] | Mo B = S
& organeanen | Set New CT1 Connection Wizard Stage 1 dl &)

o DY smve Dired Introduction
| (@ Agent Carrq
.3m,q This wazaed sl Saile you theough e grozers of sardiguning & rew CT1 connecten

&) Cumrinites ¢
s[bmww-ol

o k= lm".} 3, CT1 Iiterface sefection

L. Imeractans Caster and Tolaptinny Swtirh defamons

S
B Maser 50
+ -wu-u
S ) C:mn. 3, Maamared Deves carfiguratm
{d <71 1rtmf
Conne
cn " 7, lscaron Regerwments
& onie ﬁ L. Fummary
O vy N
£ reda

' Datn Mad
v Datobesd
s gt

' ntecachif

3, Intertacm corfrgurastion

4, Dwvizas pmrigeration

2. Sclectan of sptondl famtures

+ &) Secunty
+ *F System Mapcoy
.
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The value for Regular Interactions Center (IC) is a value that was already created during the
installation of the NICE Engage platform. This value is therefore pre-chosen for the CTI
connection being created below.

The Telephony Switch must be selected and this will be Avaya CM. Enter a suitable name for
this Switch Name. Click on Next to continue.

New CTI Connection
Set New CTI Connection Wizard Stage 2 of 16

Interactions Center Switch

Attach CTI to Interactions Center Server:
@ Regular Interactions Center: |IC -

Interactions Center Cluster
Une axisting Telephany Switeh:

@ Define new Telephony Switch:

Switeh Type: Avaya CM if
Switch Namet D:\)Conn:dCM|
Advanced >
p— | [F] | Cance]

Select AES TSAPI for the Avaya CM CTI Interface, ensure that Active Recording is ticked
and select the DMCC (Advanced integration Recorder) from the dropdown menu. Click on
Next to continue.

New CTT Connection @
Set New CT1 Connection Wizard Stage 3 of 16 -
Interface Type

CT1 Interface Type

Avays CM CT1 Interface [AES TE4F1 .I

Vol Magoing

7 Actie Resording | OMCC (Advanced Imeracson Rscomdar) -

— (o [T o
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Each of the values below must be filled in. Double-click on each Parameter to enter a value for
that parameter.

Set New CTI Connection Wizard Stage 4

CTI Interface Details

Interface Connection Details )

Parameter Value

Server connection name.

Additional Interface Parameters @

_Back | | Next | | [Cancel |

Double-click on ServerName and enter the TSAPI link VValue from Section 6.4.

Set New CTI Connection Wizard Stage 4

CTI Interface Details

Interface Connection Details

Additional Int
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Double-click on LoginID and enter the username that was created in Section 6.6. Click on OK.

[Rew eTiconnemon’
Set New CTI Connection Wizard Stage 4 of P

CTI Interface Details

Interface Connection Details )]

Parameter
ServerName
LoginID
e
UseWamStandBy | Name: LoginID

ﬁ Value; Inice | I

Additional Inte )

Interface Connection

|

———
Set New CTI Connection Wizard Stage 4

CTI Interface Details

Interface Connection Details

Name: Password

ﬁ Value: | s:s::tttl ]

Additional Intel

®
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Click on Next once these values are all filled in.

Set New CTI Connection Wizard Stage 4 of 16

o 4

Interface Parameters

CTI Interface Details

Interface Connection Details

Mandatory fields are marked in bold

Parameter Value

AVAYAHCM70VMPGHCS TAHAES70VMPG
LoginiD nice

Description: Is warm standby supportad?

Additional Interface Parameters

 Back | [Net ] | [cancel |

The values below must be filled in by double-clicking on each Parameter.

Mew CTI Connection

Set New CTI Connection Wizard Stage 8 of 16

Active Recording

Active Recording Interface Details

Interface Connection Details

Mandatory fields are marked in bold

Parameter Value

Primary AES ServerAddress

Primary AESDMCCPort 4722
Primary AESUserName

Primary AESPassword

Description:

Additional Interface Parameters

Media Provider Controllers - Location

¥
¥

. |Back||Ne:|:l|| Cancell
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Enter the Value for the AESServerAddress, note this is the IP address of the AES server. Click
on OK.

Active Recording Interface Details

Interface Connection Details

PrimaryAESServerAddress

10.10.40.16|

Media Provider Cq||

Enter the Value for the AESDMCCPort, note this will be the same port that was configured in
Section 6.5. In this example the unencrypted port 4721 is entered.

New CTI Connection
Set New CTI Connection Wizard Stage 8 of

Active Recording Interface Details

Interface Connection Details )

Parameter ~ Interface Connection Pg

Name: PrimaryAESDMCCPort

Media Provider Co
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As before enter the username that was created in Section6.6 and click on OK.

Set New CTI Connection Wizard Stage 8 of

Active Recording Interface Details

Interface Connection Details @

Parameter  Interface Connection i

PrimaryAESDI

PrimaryAES|

Primary; C Name: PrimaryAESUserName 4
Value: nice l I

Additional Inte @

Media Provider Co @

Enter the password that was created in Section 6.6 and click on OK.

| New CTI Connection
Set New CTI Connection Wizard Stage

Active Recording Interface Details

Interface Connection Details

Parameter Interface Connection
PrimaryAESDMCCP Bt
PrimaryAESUserNz

PrimaryAESPasswo

Primary, d Name: PrimaryAESPassword

Value: |Errxrxas] l

Additional Inte

Media Provider Col
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Because the unencrypted port was chosen select False for the AESSecuredConnection. Click

on OK and then Next (not shown) to continue.

New CTI Connection

Set New CTI Connection Wizard Stage 8 of 16

Active Recording

Active Recording Interface Details

Interface Connection Details

Mandatory fields ar

Set Parameter Value =]
Parameter Interface Connection Parameter
PrimaryAESDMCCP:
PrimaryAESUserNax Set Parameter Value
PrimaryAESPasswol
PrimaryAESSecured Name: PrimaryAESSecuredConnection
e A A ke A
Description: Indig bn must be set)
Value: FALSE v]
Additional Interf
Media Provider Co Cancel

.

| Back | | Next | | |Cancel |

Click on Additional Interface Parameters, then to change the Service Observation Code

double-click on ObservationCode.

MNew CTI Connection

Set New CTI Connection Wizard Stage 8 of 16

(sl

Active Recording

Active Recording Interface Details

Interface Connection Details
| Additional Interface Parameters |

Mandatory fields are marked in bold

Parameter Value

Enable NATManipulation no
ObservationCode

LinkFIFOSize 500
ResourceCleanupDelay 0

T | »

Description:

Media Provider Controllers - Location

| Back | | Next |||Cance||
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Enter the Value that was created in Section 5.5. This was the Service Observing Listen Only

Access Code #43. Click on OK to continue.

New CTI Connection
Set New CTI Connection Wizard Stage 8 of 16

Active Recording

Active Recording Interface Details

Interface Connection Details
Additional Interface Parameters

Set Parameter Value =]
Mandatory fields ar| TR = =2
Interface Additional Parameter
Parameter =
Set Parameter Value (=
EnableNATManipuli (=]
ObservationCode i
LinkFIFOSize Name: ObservationCode
ResourceCleanup D\
e LA e LI >
Description: The| Value: |:43| ] ervation)
Media Provider Co Cancel | ¥

| Back | | Next | | | Cancel |

Click on Media Provider Controllers — Location to expand this.

Mew CTI Connection
Set New CTI Connection Wizard Stage 8 of 16

Active Recording

Active Recording Interface Details

Interface Connection Details
Additional Interface Parameters

Mandatory fields are marked in bold

Parameter value

EnableNATManipulation
ObservationCode

Link FIFOSize
ResourceCleanup Delay

500
0

Description:

IMedia Provider Controllers - Location

»

|

| Back | | Next |||Cance||
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Enter the IP/Hostname of the Nice Advanced Interactions Server, then click on the + icon to add
this.

Set New CTI Connection Wizard Stage 8

Active Recording Interface Details

Interface Connection Details @
Additional Interface Parameters @
Media Provider Controllers - Location B

——————

NICEActive2012|

62094 B

IP/Hostname

Click on Next to continue.

New CTI Connection Wizard Stage

Active Recording Interface Details
Interface Connection Details )
Additional Interface Parameters )

[ Additional Interface Parameters | ®

Media Provider Controllers - Location

IP/Hostname
NICEActive2012
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On the following screen, click on Add, to add the Communication Manager devices.

New CT1 Connection (s
Set New CTI Connection Wizard Stage 10 of 16
Davicaes
Available Devices
Provide telephony switch avallable devices
0 deviges (3] |_| (2] [[A2d ] | Add Range | |Add From Switch |
Device Number/1P CTI Trunk 1D Type
- —. |_Back | [ Next | | | cancel |

The Device Type should be Extension and insert the extension number of a phoneset that is to
be recorded the example below showing extension 2001. Expand Advanced Device Parameters

and ensure that the Value for Observation Type is set to Resourced-Based. Click on OK to
continue.

e A vailable Device [ ———
New CTI Connection =]
Set New CTI Cq Add Device
Devices
Name
Available Devices
Provide telephony switg Device Type: * | Extension v
0 devices Device Number: * 5001 tnge | | Add From Switch |
Device Number/IP 1P:
Advanced Device Parameters D)
[ ] Display Read Only Information =
Name Value
ObservationType Resource-Based
Description: Observation Type. Non-Resource- -
Based - can be recorded without the _
— 'El | Next | | |Cancel |
I I OK | Cancel |
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For Service Observe and Single Step Conference virtual extensions need to be added. These are
the virtual extensions that were created in Section 5.7. Ensure that Device Type is set to Virtual
Extension and add the correct extension for Device Number. Each of the Parameters
highlighted at the bottom of the screen need to be configured and these are done by double-

clicking on each parameter.

Available Device
Add Device
Name
Device Type: Virtual Extension v
Device Number: * 28902
Advanced Device Parameters 8

[~ Display Read Only Information

Value

Name

n
Observation Type. Non-Resource-

Description: '
Based - can be recorded without the _
| oKk | | cancel|
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Enter the correct Value for SymbolicName. Double-click on SymbolicName to set the value.
This should be the same as the switch name entered in Section 6.2.

I

Enter the correct Password and note this is the password for the extension that is being added
here. This is the station password which was entered during the creation of the station. A printout
of an extension can be found in Section 5.5 of these Application Notes.

[ AVailoble Device

New CTI Connection
Set New CTI Cq

Avallable Devices

Device Numbaer/IP

Password
et bk n >

Description:  Ragistration pasaword, -

—
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Double-click on CodecsList and ensure that all the values are ticked as shown below. Click on
OK to continue.

[ — 7\ 5ilable Device

New CTI Connection
Set New CTI Cq
Devicas.

Available Devices

vicos )

Device Number/1P

CodecsList 0 ‘
EncAlglist 0

Description:  List of supported codecs.

—

Double-click on EncAlgList and ensure both options are ticked as shown below. Click on OK to
continue.

Wall € Uevice

New CTI Connection
Set New CTI Cd Add

= =
Available Devices & List of supported encryption algorithms. @
=|epl De! E]
D= Name
Device Number/IP 1P: AES_128_ COUNTER

No_ENCRYPTION

EncAlglist
Description: List of supported encryption -

algorithms.

e [Next | | [ Cancel |
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Click on Next to continue.

Set New CTI Connection Wizard Stage 10 o

Available Devices B

Device Number CTI Trunk ID Type
12001 Extension
28502 Virtual Extension

Select the new extension and click on the >> icon as shown. Click on Next to continue.

Set New CTI Connection Wizard Stage 11 o
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It is optional, but for better analysis tick on Call Flow Analysis and click on Next to continue.

Set New CTI Connection Wizard Stage 12 ¢

Select optional features relevant to integration. Some options may require further configuration.

SIP Trunk Correlation
Rejected Devices
[~ Filter Calls

[ Call Flow Analysis |

Select a different Port number as shown below 62095 is chosen simply because 62094 was
already in use.

Set New CTI Connection Wizard Stage 15 ¢

The Interactions Center server selected already has a Connection Manager.
Create a new Connection Manager, or select an existing one.

@ Create a new Connection Manager

Port: k2043 =
(") Select available Connection Manager
Ports in use:
62094
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Click on Finish to complete the New CTI Wizard.

SR

Set New CTI Connection Wizard Stage 16 _

T

Click Finish to save and apply the configuration of the following CTI:

DevConnectCM Connection

Back | [Fimish] | | cancel |

Click on Apply at the top right of the screen to save the new connection and click on Yes to
proceed

| TR Resources . Diagram .

DevConnectCM ®

Component Type Component Name IP Address/Host Name

CTI Interface . ) -

CTI Interface @ Apply Configuration |

Connection Manager 2

C"_""ec"i"" Managee This updates devices and mapping configuration. It 2

Driver may take several minutes and affect recordings. 2

Media Provider Controlle This step is recommended when the system is not 2

in use. Do you want to proceed?

T e
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The following shows that the save was successful. Click on OK to continue.

DevConnectCM

Component Type Component Name IP Address/Host Name
CTI Interface DevConnectCM AES TSAPI Interface
CTI Interface X

3 : Complete 5
Connection Manager L Apply P __
Connection Manager 2
Driver All components have been notified 2
Media Provider Controlle 2

— = ¥__d

From the NICE Application Server, open Services and restart the NICE Integration Dispatch
Service.

Flle  Action View Help
e miEaz 8m» e um
e £ = Do s ST

Log On &s A

L Network Lotation Awarenes) Collects an...  Rurming  Automatic Network 5.

o Nezwork Store Interface Serace Thissennce . Rumnmg  Automatic Local Servce
i NICE A4 Saarch Controller Audio Bnal..  Rupning  Automastic Nadministr..
4 NICE Agant Center Maonitors s, Rureing  Autornatic Sademistr..
T, NICE Auct Trail Service Enables add.. Rurning  Automatic Aadministr..
w Nice BSF Server Erables the .. Running  Autorratic Aadministr.
i NICE Coaching Servar Manages C Auraing  Automitic Sadministr..
« NICE Deployment Manager Agent NICEDeplo.. Running  Automatic Aadministr..
& NICE Enrolienent Senvice NICEEncull.  Rurming  Automstic Aadministr.,

o NICE Bvaluation Forms Server Manages Bv... Rurming  Automatic Sadministr.. .
N £l VTN n - o S R

! Ktsaithe ... Rurmng & ad i

i NICE Interscbons Certer DBSnvr Marages th., Running  Automstic Aadministr..

4 NICE Interactions Certer Manitor Reportfailo...  Rurewng  Autorristic Aademistr..

4 NICE Interasctions Center RCM Responsole.. Running  Automatic Aadministr..

. NICE Intersctions Certer TRS Insestmissi.  Rupming  Automstic Aadministr.

4 NICE Investigatiory Servest Manages #n..  Rurming  Automstic Aadministr.

« NICE [P Phone Applications Peforms IP . Runnimg  Automatic Aadministr..

" NICE Kaep Alve Service Nice Keep A Rurming  Automst Aadministr..

o NICE Lagang Serace Aserdce de... Rurming  Automatic JAadministr.

i NICE Medn Provider Control Manager Anonlinere.. Rupnmg  Autometic Local Syste.,

o NICE MedinCollectionSesver Marages .. Rurming  Automitic Jadministr.. -
PG; Reviewed: Solution & Interoperability Test Lab Application Notes 46 of 66

SPOC 2/16/2016 ©2016 Avaya Inc. All Rights Reserved. NICE64_AES70SO



7.2. System Mapping

From the web browser navigate to Master Site - System Mapping = Recorder Pools. In the

main window click on New Pool.

Seperter Waskse  Inughn Mansper

S L [

(Rage] () "

@B orsanamian
i+ 39 Atz Dwnetary
| ' Agant Certiay
i B Cuserre Cermer
1 &5 Diprtivted Cache
$ ‘ rpet Bepot
¥ B Loanse Marager
| F Stecepa
m Master Ske s 4.2 i et S
M apecors
5 D Coresn 2nahyse
i iy ST Intagratiacs
Dials Marts
Datatwss Barvers
- Srangt a Iruect
8 otacactany Cerears
-8 Logper Charne! Mazpirg
Y Logger Servars
+ La Mene rsarconems
1+ &) maste Ltwary Bervers
@ ez
1§ Reoorders
v (J Rasiarcey

- This sputem bas
T Mecocde pocls. 3
Vaspe:
Unragoez 3
Avnintie Pocoites 1

Sawe

33 mocodeg frofles | Cowtest IC

{ Mm'nud l;i«‘auhn Mv vodSuM ¥

Enter a suitable Name for the Recorder Pool and select the Active_Logger from the list of
Available Recorders and click on Update to continue.

ﬁ]—z Edit Adwvanced Interaction Recorder Pool

Name: AlR Act
Pool type: Basic
Interactions

Center: Ic

Select Recorders

Recorder.
Available Recorders

“fou can add Recorders to the pool. A basic pool must have a minimum of 1

Selected Recorders
Active Logger
I Update I | Cancel I
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From the left navigation window select Source Pools and from the main window click on New
Pool.

o (] Master st AT
i f8 apphcatons
{40 Contare Analysis

. ML \a
4 - gl b i me=n ] 20
i Oatn Marts Maoved Neme Madia Type Source Type Setch
& Database Servers
s g Insight 1o Impact
= Interactions Centers

i g Logger Channel Mepping

Click on Next to continue to add a new Source Pool.

M

This wizard helps you create a new source pool.
Important:

- In this wizard, screen sources can be defined. All sudio sources must be defined before running this wizard.
- Wwhen configuring the source pool, the switch must be associated with the same Ir i

Center selected for the R der pool.

1. Define the name, media type, switch, and source type.
2. Select the relevant sources.

3. Verify the summary and approve it.
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Enter a suitable Name and the other values were left as default. Click on Next to continue.

=31 New Source Pool Wizard @
Define Source Pool

Define the source pool details. After completing this wizard, the media type, switch, and source type cannot be changed.

Name: IDevConnect Pool |
Media type: [ Audio -]
Switch: [DevConnedCM (ID = 1075) ']
Source type: [De\fice v]

| Back | | Next | || Cancel

Select the extensions that were created in Section 7.1, note only one extension number is shown
in the example below but this is not typical. Click on Next to continue.

F New Source Pool Wizard @]
Select Sources
Find: @ Selected: 1/1 | Select All | | Clear Selection |
MName Device Number Unique Device ID IF Address
v | 2001 | |

|_Back | [ Next || || Cancel]
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Click on Finish to complete the New Source Pool Wizard.

%

Summary

Review the information below.
Click Finizh to crasts the new source |
Click Back to modily the scurce pool detaila.

Hane: DevConnectPool

Bwitch; DevConnectCM (10 = 1075)
Media Lype: Audia

Source type; Davica

_pack | [rinish ] || cancel]

To implement these new changes, navigate to Master Site > CTI Integrations in the left
window and in the main window click on Apply at the top right of the window.

=
(B orperaee - SEETIETER.  teesaree Sl EB
1 Y Acuw fxracazey
4 NS Aget Ceranr DevConneccM »
1 5B Cumtoenar Curnar
16 Drwedaned Cocke

| InsceSTapen
163 Lmrae Marmger

METITTR. desources  Dlagram
DevConnectCM W
Apply Complete 50
All components have been notified
===
)
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From the left window navigate to Master Site - System Mapping - Recording Profiles and
in the main window click on New Profile.

Em=TTw ]

= {} ocganizanen

License Type
-3 Customer Center ::;
& Dutributed Cache
1 8% tmport/Export e o
63 Lcerae Marager Rdidsacy
1 [ storage
o (B Master Site flRec=degmatime
+ P Agplicatans
.;.zmm- Group byr  Mane - #ind: '!{ E
il €11 tregrations . —
- 5 Oata Marts Name A Ascoeding Type Cagture Type Saurce Fool | Recorder Fool |
4l Datnbase Servers
i1 I trmight t5 Impact
<} Gaf Interactions Centers
5 Legger Cranvel Manpeg

<& Media Ubrary Servers
o ) Paback
¢ Recorders
(@ Resdiency e
3 T ENSSRES———
P System Mappng
[T 1. Recorder Pocis
P 2. Suuree Peely
4]

3. Recording Profiles

448 Tere Capture Servers

Click on Next to continue with the New Recording Profile Wizard.

W

Introduction

This wizard helps you map a recording profile.
Important:

Before configuring the recording profile, venify that the Interaction Center
that was selected in the Recorder pool is associated with the switch selected
in the source pool.

Recording type and capture type cannot be changed after completing
this wizard.

1. Define the recording profile name.
2. Map the source pool to the Recorder pool.

3. Select the relevant recording type and the capture type.
Select the relevant compression, summation and encryption options.

4. Verify the summary and approve it.

“Next | | Cancel]
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Enter a suitable Name for the Recording profile.

m

Enter @ meaningful recording profile name. After completing this wizard, the mapping and the
recording type cannot be changed.

Name: DevConnectRecording|

| L |

Select the correct source pool and Recorder pool, and then click Next to continue.

ﬁ

Select one source pool and then select the relevant Recorder pool.

oo i

DevConnectPool AIR Act
Ayailable source pools Ayailable Recorder pools
| DevConnectPool
pass
PhisycPassive
| | |
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For total recording i.e., the recording of all calls, select Total as the Recording type. For
Capture type ensure that Active DMCC VE By Device is selected from the drop-down box.
Compression is selected as default and can be left like this. Click on Next to continue.

[J New Recording Profile Wizard @

Define Recording Profile

Define the recording profile details. After completing this wizard, the recording type and capture
type cannat be changed.

I Recording type: Total - I

Mo. of allocated licenses: Determined by the number of sources in the source pool

Capture type: Active DMCC VE By Device Ry

Secondary Capture Type:

Select all applicable options:
Compression
Summation

Encryption

| Back | | mext | ||Cancel|

Note: The only difference in the setup for Single Step Conference is with both the choice of
Recording type which is set to Interaction-based and Capture type which will be Active
DMCC VE By Call as shown below.

[-J Mew Recording Profile Wizard @

Define Recording Profile

Define the recording profile details. After completing this wizard, the recording type and capture

type cannot be changed.
Recording type: Interaction-based -

Depending on number
Mo. of allocated licenses: N | e 0 Vrirtual Extensions
Capture type: Active DMCC VE By Call -
[7] Secondary Capture Type:

Select all applicable options:

Compression
Summation
Encryption
| cancel
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Click on Finish to complete the New Recording Profile Wizard. The screen below shows that
for Service Observe.

' New Recording Profile Wizard @

Summary

Review the mapping information below.
Click Finish to create the new recording profile.
Click Back to modify the recording profile details.

Name: DevConnectRecording
Source pool: DevConnectPool

Recorder pool: AIR Act

Remrding type: Total

Capture type: Active DMCC VE By Device

No. of allocated licenses: Determined by the number of sources in the source pool
Compression
Summation

Encryption

. Back | I FinishI || Cancel |

Navigate to Master Site = CTI Integrations and from the main window click on Apply. Then
click on Yes to proceed.

My livewarse  Besiness Aratyrer Meparter Mosfinr  Tright Maneger ClaerSight | 0 Nequests

f—mo =] ) Daeely ol =1 A
A orgencao . TSR, e Dawrss LG
« () astwe Orettery
L@ Agant Carter Avaya PC / POS
5B Cumpmer Censer Avaya (M

@ Duemaned Cache
m ImpartTxpon

E Srrmnmu" (7 AppRy Contiguration
@ vaser ste
+ P spekconen Ihis spdatus duvices ond mapping coafiguration. 1t
Cortart Anslygis may lake severad minotes and alfect reco
i Corve e [ This step is 1econmunded whai e System is wot
[ 57 Trkagration | I use 00 you want bo procoed?
e —onnecTe Meragats

P Aveys TH NICEAS
BT e

P Aveya M nemaps
P Avayn #C [ POS
i+ ) 71 tmertaces

This concludes the setup of the NICE Application Server for DMCC Service Observe and Single
Step Conference recording.
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8. Verification Steps

This section provides the steps that can be taken to verify correct configuration of the NICE
Engage Platform and Avaya Aura® Application Enablement Services.

8.1. Verify Avaya Aura® Communication Manager CTI Service State

Before the connection between the NICE Engage Platform and the AES is check the connection
between Communication Manager and AES can be check to ensure it is functioning correctly.
Check the AESVCS link status by using the command status aesvcs cti-link. Verify the Service
State of the CTI link is established.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 4 no aes70vmpg established 18 18

8.2. Verify TSAPI Link

On the AES Management Console verify the status of the TSAPI link by selecting Status >
Status and Control > TSAPI Service Summary to display the TSAPI Link Details screen.
Verify the status of the TSAPI link by checking that the Status is Talking and the State is
Online.

AVAYA Application Enablement Services

Managemen Console

Sty | ety avd Cnmirnl | TSAFT Service Summary

TSAPT Link Dstasls

e srary | 60 ¥ ety

Swech CTY Meae
Lok B0 s Semte
: Taksng Men v 22 3003938 2038 Qakne 17 l ] | s ]‘ e I! »n I

[8 ] + | emon

Sabse || Oftine

For sarve-woe riernatn saoces e o Je iicwry

TRAN Rarviw Wit | TLek Mtates I e
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8.3. Verify DMCC link on AES
Verify the status of the DMCC link by selecting Status - Status and Control > DMCC

Service Summary to display the DMCC Service Summary — Session Summary screen. The
screen below shows that the user NICE is connected from the IP address 10.10.40.126, which is

the NICE Application server.

AVAYA Application Enablement Services

Managoment Console

Status | Status ssd Cestral |DMCC Service Sommary

DNCC Service Summary - Session Summary
Erutn page whaet sowy (G0 VY ety
Zeavce Jamrey

Gererwns or Tus Dug 11 44 42 11 CMIT 2008
1 deyn 0 hours &8 mymuse

Far-endd Jdavtilmr Connpction Typw

e
3 o

Ligs l llf:f.!ﬁ'.?“.!‘)‘.ilh:? TTOrOBoSTATEAAN-D (XML Unerryptae ]2 !

Watws and Owirel Terminuts lesssce l Traw Terriuwned Seancra
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8.4. Verify calls are being recorded

From any of the monitored Avaya endpoints make a series of inbound and outbound calls. Once
these calls are completed they should be available for playback through a web browser to the
NICE Application Server.

Open a browser session to the NICE Application Server as is shown below. Enter the proper
credentials and click on Login.

P e———— g o |

to NICE Er;:gage Solutions N‘CE

Used nivme nce

Password
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Click on Business Analyser at the top of the screen. Select Interactions from the left window
and then navigate to Queries = Public.

Duginess Analy zer

- Last 24 hours
~an Y day
-5t 7 dave Cabs rot evark)

Click on Complete — Last 24 hours. This should reveal all the recordings that took place over
the previous 24 hours. Select the required recording from the list and double-click on this to play
the recording.

Business Analyzer

b Cenct Phran o

> ﬂﬂﬂlﬂﬂﬂ.-mﬂ T
RO ﬂﬂﬂ
Segrrart - Colk o cobbonte
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The NICE player is opened and the recording is presented for playback. Click on the Play/Pause
icon highlighted below to play back the recording.
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8.5. Verify NICE Services

If these recordings are not present or cannot be played back the NICE services may not be
running or may need to be restarted. There are two separate servers as a part of this NICE
Engage Platform. The NICE Application Server and the NICE Advanced Interactions Server can
be logged into and checked to ensure all services beginning with NICE are running correctly. As
a last resort both servers may need a reboot after the initial configuration.
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9. Conclusion

These Application Notes describe the configuration steps required for NICE Engage Platform to
successfully interoperate with Avaya Aura® Communication Manager R7.0 using Avaya Aura®
Application Enablement Services R7.0 to connect to using DMCC Service Observation and
Single Step Conference to record calls. All feature functionality and serviceability test cases
were completed successfully with some issues and observations noted in Section 2.2.

10. Additional References

This section references the Avaya and NICE product documentation that are relevant to these
Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, Document 1D 03-300509

[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Document ID 555-245-205

[3] Avaya Aura® Application Enablement Services Administration and Maintenance Guide
Release 7.0

[4] Avaya Aura® Session Manager Overview, Doc # 03603323Avaya Aura ® Contact
Centre SIP Commissioning, Doc # NN44400-511, Release 7.0

Product documentation for NICE products may be found at: http://www.extranice.com/
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Appendix

Avaya one-X® Agent Softphone
This is a printout of the Avaya one-X® Agent softphone used during compliance testing.

display station 2100 Page 1 of 5
STATION
Extension: 2100 Lock Messages? n BCC: O
Type: 9630 Security Code: * TN: 1
Port: S00031 Coverage Path 1: COR: 1
Name: one-X Agentl Coverage Path 2: COS: 1
Hunt-to Station: Tests? y
STATION OPTIONS
Location: Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 2100
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? Y

display station 2100 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any Idle Appearance? n

LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference? n
Per Button Ring Control? n Bridged Idle Line Preference? n
Bridged Call Alerting? n Restrict Last Appearance? y
Active Station Ringing: single
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled
Multimedia Mode: enhanced Audible Message Waiting? n
MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s

Multimedia Early Answer? n
Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 2100 Always Use? n IP Audio Hairpinning? n
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display station 210

0

STATION

Conf/Trans on Primary Appearance? n
Bridged Appearance Origination Restriction? n

Call Appearance Display Format:

IP Phone Group ID:
Enhanced Callr-Info Display for 1-Line Phones? n

ENHANCED CALL FORWARDING

Page 3 of 5

disp-param-default

Forwarded Destination Active
Unconditional For Internal Calls To: 1000 n
External Calls To: 1000 n
Busy For Internal Calls To: n
External Calls To: n
No Reply For Internal Calls To: n
External Calls To: n
SAC/CF Override: n
display station 2100 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: O
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:
BUTTON ASSIGNMENTS
1: call-appr 5: manual-in Grp:
2: call-appr 6: after-call Grp:
3: call-appr 7: aux-work RC: Grp:
4: auto-in Grp: 8:
voice-mail
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Avaya 9608 H.323 Deskphone
This is a printout of the Avaya 9608 H.323 deskphone used during compliance testing.

display station 2001 Page 1 of 5
STATION
Extension: 2001 Lock Messages? n BCC: O
Type: 9608 Security Code: * TN: 1
Port: S00000 Coverage Path 1: 1 COR: 1
Name: Ext2001 Coverage Path 2: COS: 1
Hunt-to Station: Tests? y

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 2001
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: yes

Customizable Labels? y

display station 2001 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any Idle Appearance? n
LWC Activation? Coverage Msg Retrieval? y
LWC Log External Calls? Auto Answer: none

CDR Privacy? Data Restriction? n

n

Per Button Ring Control? Bridged Idle Line Preference? n
Bridged Call Alerting? Restrict Last Appearance? y

Yy
n
n
Redirect Notification? y Idle Appearance Preference?
n
n
s

Active Station Ringing: single

EMU Login Allowed? n

H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled

Multimedia Mode: enhanced Audible Message Waiting?

MWI Served User Type: sip-adjunct Display Client Redirection?

Select Last Used Appearance?

Coverage After Forwarding?
Multimedia Early Answer? n

Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 2001 Always Use? n IP Audio Hairpinning? n

(/)W Rite o]
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display station 2001 Page 3 of 5
STATION

Conf/Trans on Primary Appearance? n
Bridged Appearance Origination Restriction? n Offline Call Logging? y
Require Mutual Authentication if TLS? n

Call Appearance Display Format: disp-param-default
IP Phone Group ID:

Enhanced Callr-Info Display for 1-Line Phones? n

ENHANCED CALL FORWARDING

Forwarded Destination Active
Unconditional For Internal Calls To: n
External Calls To: n
Busy For Internal Calls To: n
External Calls To: n
No Reply For Internal Calls To: n
External Calls To: n
SAC/CF Override: n
display station 2001 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: O
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:

BUTTON ASSIGNMENTS

1: call-appr 5: call-park
2: call-appr 6:
3: call-appr 73
4: extnd-call 8
voice-mail
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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