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Abstract

These Application Notes describe the configuration steps required for the @Comm
CommView call accounting software to successfully interoperate with Avaya Aura® Session
Manager.

@Comm CommView is a call accounting software that interoperates with Avaya Aura®
Session Manager. Call records can be generated for various types of calls. @Comm
CommView collects, and processes the call records, using SFTP credentials.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

The overall objective of this interoperability compliance testing is to verify that the @Comm
CommView call accounting software can interoperate with Avaya Aura® Session Manager 7.0.
@Comm CommView (herein referred to as CommView) connects to Avaya Aura® Session
Manager over a local or wide area network using a SFTP.

CommView uses SFTP to log into Avaya Aura® Session Manager and access CDR files. CDR
files are stored in the /var/home/ftp/CDR directory on Avaya Aura® Session Manager. Anytime
CommView logs into the Avaya Aura® Session Manager server, CommView will be provided
direct access to this directory. The CDR files stored in the special directory are those CDR data
files that Avaya Aura® Session Manager has completed and closed and that are ready for
CommView to collect. Once the CDR files have been retrieved, CommView should delete the
files from Avaya Aura® Session Manager’s directory. Typically multiple CDR files will be
created each day. The file naming convention that is used for the CDR data files is shown below:

t555555-585S-YYMMDD-hh_mm

Where:
e The file name is fixed at 25 alphanumeric characters, including dashes

[T

(1313

and underscore

e “t”is populated with the character “S” in the first SM release.

e ‘‘ssssss-ssss” is an alphanumeric string of six characters, followed by a dash “-“, and

followed by an alphanumeric string of four characters, for a total of eleven characters.

This string uniquely identifies the Session Manager server through its IPv4 IP address, in

hexadecimal.

“YY” 1s a two digit number representing the year when the file was created.

“MM?” is a two digit number representing the month when the file was created.

“DD” is a two digit number representing the day of the month when the file was created.

“hh” is a two digit number representing the hour of the day when the file was created. (24

hour clock server time)

e “mm” is a two digit number representing the number of minutes after the hour when the
file was created.

CommView provides traditional call collection, rating, and reporting for any size businesses.
CommView can interface with most telephone systems - in particular, with Avaya Aura®
Communication Manager and Avaya Aura® Session Manager - to collect and interpret the
detailed records of inbound, outbound, tandem, and internal telephone calls. CommView then
calculates the appropriate charge for local, long distance, international & special calls and
allocates them to responsible parties.
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CommView is comprised of three components that reside on a Windows Server or workstation at
the customer’s premises: the CommView IP Software Buffer application, the CommView
application and the WebReporter module. The CommView IP Software Buffer application runs
as a background service process that utilizes the SFTP protocol to collect the call records from
Avaya Aura® Session Manager, and stores the records in a text file. The CommView main
application periodically pulls the data from the text file, parses the data and processes the data
based on customer specific variables. The WebReporter module is then used to provide the
reporting capabilities, both on demand and scheduled, for authorized users to access desired data.

During the test, both Avaya H.323 and SIP endpoints were included. SIP endpoints registered
with Avaya Aura® Session Manager. An assumption is made that Avaya Aura® Session
Manager and Avaya Aura® System Manager are already installed and basic configuration have
been performed.

Only steps relevant to this compliance test will be described in this document. In these
Application Notes, the following topics will be described:

e Avaya Aura® Session Manager — creating SFTP credentials for CommView

e CommView — SFTP configuration

2. General Test Approach and Test Results

The general test approach was to manually place several SIP trunk calls through Session
Manager (inbound/outbound). Session Manager will store CDR data in a specific directory in
Session Manager.

CommView logs in to Session Manager (Management IP address), using the SFTP credentials.
Then, CommView collects CDR records, and properly classifies and reports the attributes of the
call, and deletes CDR data from Session Manager, which CommView collected.

For serviceability testing, Session Manager was rebooted, and, after Session Manager came back
up, CommView was able to login using SFTP account and collect CDR data.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability compliance testing included features and serviceability tests. The focus of
the compliance testing was primarily on verifying the interoperability between CommView and
Session Manager.
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2.2. Test Results

All executed test cases passed, with the observations noted below. CommView was able to
successfully collect the CDR records from Session Manager, using the SFTP credentials.
Observation: In Session Manger Release 7.x, an application is no longer able to delete the data in

the CDR directory in Session Manager. In previous versions, Release 6.x and earlier, the
application was able to delete the data once it had been collected. As a result the collecting
application needs to be able to handle duplicate records as it collects the data at multiple
intervals. It was verified that CommView was able to filter out the duplicate records during call
processing and not include the duplicates in the reports produced.

2.3. Support

Technical support for CommView can be obtained through the following:
e http://www.atcomm.com/support/
e (603) 628-3000
e support@atcomm.com
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3. Reference Configuration

Figure 1 illustrates a sample configuration consisting of Communication Manager, an Avaya
G450 Media Gateway, a Session Manager, and CommView. Avaya 96xx Series SIP IP
Deskphones have been registered to Session Manager. The solution described herein is also
extensible to other Avaya Servers and Media Gateways.
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Avaya G430 Media Gataway
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Avaya 5007 Senes M 220 IP Desighone
(Regsinmd in Processoe Ethemet on
ER3000 Sarver] x42001

Ania Avra b System Manager
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_ 0 10.64.41.0/24 ) .
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Desiphores (Rogatered bo Communicaton
Maraper] ¥72001.x72002

2 Avaya Daice Seos SIF Dwibphones
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72021 -x72023

SIP trurik betwosn Avaya Aura® Communication
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Figure 1. Test configuration of @Comm CommView with Avaya Aura® Session Manager
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya Aura® Communication Manager on Virtual 7.0 (R017x.00.0.441.0)
Environment
Avaya G450 Media Gateway 37.19.0
Avaya Aura® Media Server on Virtual Environment 7.7.0.226
Avaya Aura® System Manager on Virtual Environment 7.0.0.0.3929
Avaya Aura® Session Manager on Virtual Environment 7.0.0.0.700007
Avaya 96x1/96x0 Series SIP IP Deskphone
9611G 7.0.0.39
9630 2.6.14
Avaya 96x0 and 96x1 Series H.323 IP Deskphone
9620 3.25
9621G 6.6
9650 3.25
CommView on Windows 2008 Server R2 Standard, 64 bit
e @Comm CommView 3.0
e @Comm WebReporter 3.0
e @Comm CommView IP Software Buffer 1.0.0.27
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5. Configure Avaya Aura® Session Manager

This section describes how to create a CDR user account. This CDR user account will be
utilized for CommView to SFTP to Session Manager for collecting and removing CDR data.

This section assumes that initial configuration on Session Manager has been performed, and
Routing and Session Manager Instance are administered properly. This section will only discuss
enabling the CDR configuration. During the compliance test, the CDR data will be stored on the
hard disk drive of Session Manager. All calls that pass through this trunk (or entity link) will
have their associated call data stored. To enable CDR in Session Manager, the following has to
be modified:

e Session Manager instances (Elements -> Session Manager ->» Session Manager
Administration)

e SIP Entities (Routing = SIP Entities)

Launch a web browser, enter http://<IP address of System manager> in the URL, and log in with
the appropriate credentials. Navigate to Elements-> Session Manager => Session Manager
Administration.
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The Session Manager Administration screen is displayed.

Under the Session Manager Instances section, select the applicable instance and click Edit.

Hunse Seaniun H.n..ur: k:
* Session Manager « Home:/ € / / " Ad o
oastbond o
PRI A Session Manager Administration
Adiministration ;t;:;:o!::':‘i::x you to admmidter Sesuon Manager instances and condgure tha
S ch N Global Settings
Profile Editor
N 3 Save
AN —l Allow Unauthenticated Emergency Calls ] Disable Loop Detection Alarms []
Davice and Location
Allow Unsecured PPM Traffic [¥] *Loop Detection Alarms Threshold (hours) 24
Configuration
TR Faitback Policy Auto v Enable TLS Endpoint Certificate Validation []
Configuration ELIN SIP Entity NoneE] Enable Dial Plan Ranges [
System Status Better Matching Dial Pattern or Range in Location Enable Implicit Users Applications for SIP —
— ALL Overrides Match In Originator’s Location users
System Tools . —
— Ignore SDP for Call Admission Control [ ] Enabie End to End Secure Call Indication ||
Performance
Disable Call Admission Control Threshold Alarms [
Session Manager Instances
New | View | Edit Delete
1 Itemy 2 Filter: Enable
License Primary C athon Secondary C ation Mudmum Active Communscation
Name | pode Protiles Profiles Profiles Pestrptien
® sSMYx Normal 12 0 12
Select : None
Branch Session Manager Instances.
Naw View Edit Delete
0 ftoms Filtar: Enable
Name License Mode Main CM for LSP SIP Commumication Profiles Description
No sdministered Seanch Seanion Maregers mare foged
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The Edit Session Manager screen is displayed.

Under the CDR section, provide the following information:
e Check the checkbox on the Enable CDR field to enable the CDR process.
e Provide a password for CDR_User. This password will be utilized by CommView for

SFTP access to Session Manager.

e Enter the same password for the Confirm Password field.

Click Commit.

Mome = Session Manoger
‘ * Session Manager « Home / Lk / Session Manager / S " d ot 4]
—“’ Help »
Ssion Wtk Edit Session Manager Commit| Cancel|
Administration
General | Security Module | Monitoring | COR | Personal Profida Manager (PPM] - Connection Settings | Event Server
Communication Expand All | Collapse All
ibiinacksanicars General »
SIP Entity Name SM7.x
Description |
*Management Access Point Host Name/IP 10.64.40.227
*Direct Routing to Endpoints Enable \_l]
Maintenance Mode [7]
Security Module «
SIP Entity IP Address 10,64 40.22¢
*Network Mask 2%5%.255.2%%.0
*Default Gateway 10.64.40.1
*Call Control PHE 46
*SIP Firewall Configuration |SM 6.3.8.0 V]
Monitoring «
Enable Manitoring [
*Proactive cycle time (3ecs) 900
*Reactive cydle tima (secs) 120
*Number of Retries 1
CDR »
Enable COR (V]
User COF
Password
Corflrm Password
Data File Format | Standard Flat File [&]
Indude User to User Calis [T]
Include Incomplete Calis 7]
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During the SIP entity configuration every SIP entity that collects CDR data has to be enabled and
specified the direction of calls (ingress/egress/both/none) to be stored.

Navigate to Elements - Routing - SIP Entities. The following screen describes CM7.x
entity details, which was already configured prior to the compliance test. On the Call Detail
Recording field, select the direction of calls to be stored in Session Manager. During the
compliance test, “both” was selected.

Click Commit.

Mome  Sessioo Manager * wsouting %
« Home / Clements / Routing / SIF Entities o
Help ?
SIP Entity Details _ggn_nﬂg_gg‘l
General
SIP Entities * Name: (CM7.x
Entity Links * FQDN or IP Address: 10.64.40.221
Routing Policies Notes: Avaya 7.x Communication Manag
Dial Pattems
, Adaptation: [V
Location: il]
Time Zone:  America/Fortaleza [v]
* SIP Timer 8/F {in seconds): 4
Credential name:
Securable: ]
Call Detail Recording: both %]
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6. Configure @Comm CommView

This section describes the operation of CommView to collect CDR data from Session Manager.
Installation of the CommView software was performed by a @Comm engineer prior to the
actual compliance test. In this section, the following topics are discussed:

e Configure CommView for SFTP
e View CommView CDR Report

6.1. Configure CommView for SFTP

To configure CommView IP Software Buffer to communicate with Communication Manager,
navigate to SHORTCUT ICON or START MENU - CommView IP Software Buffer.

Right mouse click the icon and choose “Run as administrator”.

ISHORTCUT ICON START MENU
v

(" CommView IP Software Buffer
| 4

Open
Troubleshoot compatibility

Open
Run as administrator

Pin to Taskbar
Pin to Start Menu

Run with graphics processor » Remove from this list
Open file location Properties
* Run as administrator
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The CommView IP Software Buffer screen is displayed. Select “2 — Session Manager” in the
Site field. During the CommView installation, @Comm engineer configured two sites.

e 1 - Communication Manager
e 2 - Session Manager

Navigate to Configuration = Input (not shown) to display the Input Configuration screen.

EummH‘iew IP Software Buffer =]
File Configuration Cuuery

Site: (18 h M anager

1.00.27
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As a default, Site Number displays “2”, and Site Name displays “Session Manager”.
Select “Avaya Session Manager” on the Source Type field. Click the SFTP Setup button.

Input Configuration

Site Number; _ - Site Mame; I Session Manager

Source Type: I.ﬁ.vaw;.-'a Session Manager j SFTP Setup

=]

—Serial O Bork

Port; Baud Rate: I

Paritys I vI End DFRecard:I TI Timeout: I vI

= TR 1P

SEFYELS I

Fork: I
—ODEC

DSH; |

=gt I Fassword; I

Poll Interyal; I I Gdvanced

—File Transher

Fath; I

File Mask: I Browse Fath | Transfier Interyval

10k

Start Date: | 2/ 5/z016 7| Start Time: |1|:|.5?.2? AM —
Delete Source Fles [T LLast Transter Time: I
I I Zancel
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The SFTP Configuration screen is displayed. Provide the following information:

Period: Select the incremental time that CommView collects CDR data from Session
manager, using drop-down list.

Date: Enter the correct date.

Time: Enter the correct time.

Address: Enter the IP address of Session Manager (Management IP address).

Directory: Enter ”.” meaning CommView uses the default directory.

File Name: CommView will collect all files that start “S”.

User: Utilizes CDR_User as the user name, which was created in System Manager in
Section 5.

Password: Utilizes the password which was created in System Manager in Section 5.
Check the checkbox on Delete Server Files after Download.

Click on the OK button at the top right of the screen.

SFTP Configuration I
Period -
Date | zi18fz016 | Cancel |
Tirne |12:Ell 125 PM j Sike ID I Site2 - Session Manage
Address I 10.64.40,227
Direckory I .
File Mame I o
ser I CDOR_=er
Passwaord I okttt
Delete Server Files after Download [ Delete Local Downloaded Files [~
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From the CommView IP Software Buffer screen, navigate to Configuration = Output, and
the Output Configuration screen is displayed. Provide the following parameters:

e Output Type: Select “File Transfer” using drop-down list.

e Upload Interval: Enter the appropriate uploading interval time. During the compliance

test, “15 mins” was used.

e Start Date: Set the correct date.

e Start Time: Set the correct time.

e Remote Path: Specify the directory where the raw data is stored.

Click OK.
Output Configuration I
Site Mumber: |2 - SEssion Managej Mext File Serial Mumber: I &4
oukput Type: IFiIe Transfer j Upload Interval: -
Start Date: | 2f 5f2018 | Stark Time: |1'3'=41=3'3' A =
Remate Path: I A TestDatal Sikez
Browse |
(04 I Cancel
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6.2. View CommView CDR Report
There are two ways to view CDR report:

e CommView CDR Report

e WebReporter CDR Report

During the compliance test, WebReporter CDR Report was utilized. To view the CDR report,
launch a web browser. Enter http://<IP address of CommView>:1000/\WebReporter in the
URL, and log in with appropriate credentials.

[ @Camm - Lagin x

<« C' | [4 localhost: 1000/AWebReporter flogin.aspx e =
comimm
Call Accounting Made Simpla
Login
Site Local Site -

| |

[ Username

Password
Login

@ Gapyright 2015, A1l Right2 Razarad. @earam carparation
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On the @Comm CommView main screen, select the following parameters:
e Under Select a Report Type section, select “Detail Reports”.
e Under Detail Reports section, select “Call Detail Report”
e Click Next.

D @Comm - Creake a Report X

& = C [ localhost 1000/ WebReporter MWC Reports/Create Fr =

comin REPORIS ~  LOG OUT

Call Accounting Made Simphe

Recents | Favorites  Call Detail Report | 02/03/2016 2:31 PM - &5 —

Select a Report Type

Summary Reparts

Detail Reports

Detall Reports Call Detail Report
Call Report with City, State
Organlzation Reports Detailswith Account Codes
Detailswith Trunks

Speclal Reports Detail Audit Report

Directory Reports
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On the following screen, provide information:
e Click the Date Range tab,and provide which days (or how many days) the CDR data will
be displayed.
e Click the Report Sort Order tab, and provide Outer Sort and Inner Sort sorting option
(not shown).
e Click the Run report button at the bottom.

comim REPORIS -~ 100 OUI

Recens ) er it 1 17 v IJ. 0 c

17

Report  Types
Create a Call Detail Report

Select a date range surrent Selections

None = Lsemopst recem days hange 02B3/2076 TZ00 AM - D2N 77X

on
. Inmar Sont
/032016 1200 AN o
Disgday Navigation Tree
n ez Wity

Rese
Incde ab hours DeCwesn daes?
oo e
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The following screen displays CDR reports received during the compliance test.

P Sco Ol aliapot WY [ oorn - Regaot ivlay
-

C [)locahost 1000/ Weth o Necorts Dispiafliao coo =
VI | i e ) Fei - ]
P | oo revor |
T aaete !
P T
2
(@comm Call Detail Report
Call Dote Range: 235016 0000 o 217/2015 2359
Billing 10 Date  Time DAC Diated Number Location Coust  Minutos Cost
Date 230%
1010 mEM6 1856w | 1035352304 SROOW LD 00 0 wo
Wm NV 089 am Incamng . uo w0
73002 02216 85T am | 30345382304 PROOMFELD. CO 0o wn
2m2 WOVIL AT am Incoming 80 oo L]
72002 02216 0957 am Incoming 82000 na | B}
m3 OME 4 am 10%99%-27014 BROCMIELD, CO o un
Y2002 ey Se0tam Inceming 52000 oa | Sl ]
72002 0226 O0Bam 1 303532304 BROONFELD O 02 wa
T7oH 02ee 0907 am Incoming 82000 02 | DR
1200 025316 2907 am Ineemng 400! o1 | L]
aon DIOANE S0Bam 1 03555230 BROONFELD CO 00 wus
7201 0SNG 2920 am 72002 02 | L]
72002 (A E 90 am Inseming 7202t 0 S ]
2 MOVI6 030 em Inceming «T202 02 ww
12003 EIENIE 091 1200 18 $200
nm 020 E 091 e Ieemng 1002 on W
2 02 E 0531 am 12002 ns ww
72 OU3NE 0671 am o 0l 0o
2m DIOME 931 am Irceming TN 02 o
42001 02236 §933 am 72002 [k} 000
002 2RW6 9533 m Incoming a0 n3 ®no =
— o R e— A i iz i——
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7. Verification Steps
The following steps may be used to verify the configuration:

e Check the CDR data, by accessing the CDR directory in Session Manager (Management).

[root@avaya-asm7x cust]# cd /var/home/ftp/CDR
[root@avaya-asm7x CDR]# 1ls -1

total 56

-rw-r--r-- 1 root root 16155 Dec 7 03:34 cleanup.log

drwxrwx--- 2 CDR User CDR User 4096 Sep 18 12:18 current

-rwxrw---- 1 root CDR_User 241 Dec 2 10:44 sS000A40-28E3-151202-10 44
-rwxrw---- 1 root CDR _User 241 Dec 4 11:19 S000A40-28E3-151204-11 19
-rwxrw---- 1 root CDR_User 241 Dec 4 11:24 sS000A40-28E3-151204-11 24
-rwxrw---- 1 root CDR User 241 Dec 4 12:09 s000A40-28E3-151204-12 09
-rwxrw---- 1 root CDR User 1153 Dec 4 12:14 S000A40-28E3-151204-12 14
-rwxrw---- 1 root CDR User 469 Dec 4 12:19 s000A40-28E3-151204-12 19
-rwxrw---- 1 root CDR_User 241 Dec 4 12:44 S000A40-28E3-151204-12 44
-rwxrw---- 1 root CDR User 697 Dec 4 12:49 S000A40-28E3-151204-12 49
-rwxrw---- 1 root CDR_User 469 Dec 4 15:09 sO000A40-28E3-151204-15 09

[root@avaya-asm7x CDR]#

e Verify from CommView in Section 6.2, where CDR data is reported.
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8. Conclusion

These Application Notes describe the procedures for configuring @Comm CommView to collect
call detail records from Avaya Aura® Session Manager. Testing was successful. Please refer to
Section 2.2 for test results and observation.

9. References

This section references the Avaya and @Comm documentation that are relevant to these
Application Notes.

[1] Avaya Aura® Session Manager Call Detail Recording Interface, Issue 1.3.1, October2013,
available at http://support.avaya.com.

The CommView Solution and Product information is available from @Comm. To obtain a
document related to CommView, contact @Comm Support in Section 2.3.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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