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Abstract

These Application Notes describe the configuration steps for provisioning NEC’s IP DECT
Access Points and Handsets to interoperate with Avaya Aura® Communication Manager and
Avaya Aura® Session Manager.

Readers should pay particular attention to the scope of testing as outlined in Section 2.1, as
well as observations noted in Section 2.2 to ensure that their own use cases are adequately
covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for provisioning NEC’s IP DECT
Access Point (AP400) and NEC’s DECT handsets to interoperate with Avaya Aura®
Communication Manager R7.0 and Avaya Aura® Session Manager R7.0.

An NEC IP DECT solution typically consists of a windows based instance called DAP
Controller that runs the IP DECT system software (DAP Configurator and DAP Manager), one
or more DECT access points (DAP) AP400, DECT handsets (e.g. G566, 1766, G966) and if
needed a software based DMLS open interface for messaging and alarming. The DAP’s are
connected to the IP network and get the needed power by using POE following 802.3af standard.
Multiple NEC DECT access points (DAP) are tied together to build a single DECT system. The
handsets are enrolled into that System using Digital Enhanced Cordless Technology (DECT).
Each DAP is hosting (responsible for) a particular number of handsets although
roaming/handover is possible across all DAPs. The DAPs are configured to register with Session
Manager using Session Initiation Protocol (SIP). A single DAP will register multiple times
against Session Manager on behalf of the handsets it is responsible for.

Each handset is configured as a SIP user on Avaya Aura® System Manager, using an Avaya
9608 SIP endpoint type on Avaya Aura® Communication Manager. The NEC DECT handsets
behave as third-party SIP extensions (non AST device) integrated into the Avaya Aura® Core.
They are able to make/receive internal calls, trunk calls, access the voicemail system and can
take advantage of the telephony features provided from Communication Manager.

2. General Test Approach and Test Results

The interoperability compliance testing evaluates the ability of NEC DECT handsets to make
and receive calls to and from Avaya H.323 and SIP deskphones as well as calls via connected
trunks. Avaya Aura® Messaging was used to allow users to leave voicemail messages and to
demonstrate Message Waiting Indication (MW1) was working on the NEC handsets.

NEC supports TCP/RTP but also TLS/SRTP. For more information on NEC using TCP/RTP
please refer to the Application Notes titled Application Notes for configuring NEC IP DECT
Access Points AP400 and NEC DECT Handsets with Avaya Aura® Communication Manager
R7.0 and Avaya Aura® Session Manager R7.0 using TCP/RTP.

The primary goal of the Transport Layer Security (TLS) protocol is to provide privacy and data
integrity between two communicating computer applications. When secured by TLS,
connections between a client (e.g., NEC DAP) and a server (e.g., Session Manager) have one or
more of the following properties:

e The connection is private because symmetric cryptography is used to encrypt the data
transmitted. The keys for this symmetric encryption are generated uniquely for each
connection and are based on a shared secret negotiated at the start of the session. The
server and client negotiate the details of which encryption algorithm and cryptographic
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keys to use before the first byte of data is transmitted. The negotiation of a shared secret
is both secure and reliable.

e The identity of the communicating parties can be authenticated using public-key
cryptography. This authentication can be made optional, but is generally required for at
least one of the parties (typically the server).

e The connection is reliable because each message transmitted includes a message integrity
check using a message authentication code to prevent undetected loss or alteration of the
data during transmission.

The Secure Real-time Transport Protocol (or SRTP) defines a profile of RTP (Real-time
Transport Protocol), intended to provide encryption, message authentication and integrity, and
replay protection to the RTP data in both unicast and multicast applications. Since RTP is closely
related to RTCP (Real Time Control Protocol) which can be used to control the RTP session,
SRTP also has a sister protocol, called Secure RTCP (or SRTCP); SRTCP provides the same
security-related features to SRTP, as the ones provided by RTCP to RTP. Utilization of SRTP or
SRTCP is optional to the utilization of RTP or RTCP; but even if SRTP/SRTCP is used, all
provided features (such as encryption and authentication) are optional and can be separately
enabled or disabled. The only exception is the message authentication feature which is
indispensably required when using SRTCP.

Depending on the number of handsets and DAP’s used in the overall configuration, it might
occur that one or more DAP’s are responsible for more than six handsets and need to register
against Session Manager. Due to a limit within Session Manager that allows up to six
simultaneous registrations from the same IP endpoint, a SIP Entity and an Entity Link are
required for each NEC IP DECT Access Point, if more than six registrations are in use.

The setup of a SIP Entity must use the type “Endpoint Concentrator”. This is available starting
with Session Manager Release 6.3.9 and above. This Endpoint Concentrator type allows up to
1000 connections from a single IP address against Session Manager.

In addition an Entity Link between the SIP Entity and Session Manager needs to be configured
using the new connection policy, “Endpoint Concentrator”. The Endpoint Concentrator policy is
an untrusted policy based on the current Default (endpoint) policy. That is, the requests arriving
over the SIP entity link with the connection policy Endpoint Concentrator are challenged as for
any other endpoint.

Note: SIP Link Monitoring is not available for SIP entities of type Endpoint Concentrator.
DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing
The compliance testing included two particular use cases.

Using a NEC DECT handset as the only device for one user.

Using Multi Device Access (MDA) Capabilities of the Avaya Aura® Core to register an
Avaya 96x1 SIP deskphone and a NEC DECT handset with the same number at the
Aura® Core for one user.

The following features have been tested. Note that when applicable, all tests were performed
between NEC DECT handsets and Avaya SIP deskphones, Avaya H.323 deskphones as well as
PSTN endpoints.

Basic Calls

Calling Line Number / Name Identification

Hold and Retrieve/Music on Hold

Attended and Blind Transfer

Call Forwarding Unconditional, No Reply and Busy

Enhanced Call Forward

Send All Calls / Coverage Path

Call Waiting

Limit Number of Concurrent Calls (LNCC)

Call Park/Call Pickup

Hunt-Group / Hunt-Group busy

Automatic Callback

CPN Block

Priority Calling

Teaming

Different Ringtones (Internal, External, Priority, Intercom, Automatic Callback)
Multi Party Conference (up to 6 parties) hosted via Communication Manager
Direct IP-IP Media (Shuffling)

Codec Support (G.711, G.729)

Trunk-Calls (PSTN)

COR restricted calls

DTMEF Support

Message Waiting Indication
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2.1.1. NEC DECT handset only

For this use case, there was just the NEC DECT handset registered as a SIP user against Session
Manager. The features are either provided from the NEC DECT handset or by using
Communication Manager. Communication Manager features are activated / deactivated by using
a Feature Access Code (FAC) or by dialling an off-pbx-telephone Feature-Name-Extensions
(FNE). The following table shows the tested features.

Feature result | FAC/ Comments
FNE

Incoming Calls OK

Outgoing Calls OK

Hold / Retrieve OK

Attended Transfer OK

Blind Transfer OK

Call Forwarding Unconditional OK FAC

Call Forwarding No Reply OK FAC

Call Forwarding Busy OK FAC

Enhanced Call Forwarding Unconditional OK FAC
(for Internal, External, All calls)

Enhanced Call Forwarding No Reply OK FAC

(for Internal, External, All calls)

Enhanced Call Forwarding Busy OK FAC

(for Internal, External, All calls)

Send All Calls (SAC) OK FAC

Coverage Path OK

Call waiting OK waiting call can be answered by
pressing “*” on the handset

Limit Number of Concurrent Calls (LNCC) | OK FAC

Call Park / Unpark OK FAC

Call Pickup OK FAC

Team Button (passive) OK NEC DECT handset can be configured
as a Team-Button member at other
users.
Status-Icon at watcher shows idle,
ringing, in a call, active call forward to
watcher

Hunt Group OK

Hunt Group busy OK FAC

Automatic Callback OK FNE

CPN Block OK FAC

Priority Calling OK FAC

Different Ringtone : Internal Call OK User can assign ringtone in handset

Different Ringtone : External Call OK User can assign ringtone in handset
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Feature result | FAC/ Comments
FNE

Different Ringtone : Priority Call OK User can assign ringtone in handset

Different Ringtone : Intercom Call OK User can assign ringtone in handset

Different Ringtone : Automatic Callback OK User can assign ringtone in handset

(as the initiator)

CM multiparty adhoc conference as host OK NEC DECT handset supports the CM

(up to 6 parties) adhoc conference feature. User needs
to press "*" key to add a participant

Music on Hold OK provided from Aura® Core

Direct IP-IP Media (Shuffling) OK

Codec Support G.711A, G.711M OK

Codec Support G.729A, G.729B OK NOTE: G.729 is supported between
different subnets (e.g. locations) and
requires DAP with DSP resources for
codec handling

Trunk Calls incoming / outgoing OK tested with ISDN and SIP trunk

COR restricted calls OK

DTMF support OK

MW1 support OK tested with Avaya Aura® Messaging
voicemail system

SM down notification OK If SM is not reachable, the user gets a
customizable notification on the
display of the handset, when trying to
make a call e.g. "No Telephonyservice"
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2.1.2. Multi Device Access (MDA) using 96x1 SIP and NEC DECT handset

For this use case, there was an Avaya 96x1 SIP deskphone and one NEC DECT handset
registered using the same number (SIP handle) against Session Manager. That allows the user to
make and receive calls on both devices by using the same number (SIP handle).

In addition to the tested features in Section 2.1.1, the following features have been tested.

Feature result | FAC/ Comments
FNE

Incoming Calls OK Incoming calls ring on both devices
and can be answered on each of them.
Depending on the number of
configured call-appearances (e.g.
three) in CM, the user can have
multiple calls. If the user is already
active in a call on one device,
additional calls can be answered on
the second device.

Outgoing Calls OK Outgoing calls can be made
independently on each of the two
devices.

Hold / Retrieve OK Hold / Retrieve have been tested.

Multiple calls for the same user, can
be put on Hold / Retrieve on each
device independently.

That means Hold / Retrieve on one
device, does not impact an active call
on the other device.

Transfer Attended / Blind OK Call transfer has been tested.
Multiple calls for the same user, can
be transferred on each device
independently.

That means call transfer on one
device, does not impact an active call
on the other device.

Hunt-Group OK If the users extension is part of a hunt-
group, incoming calls to that hunt-
group ring on both devices and the
user can answer the call on each of the

devices.
Handover OK If the user has an active call on the
NEC DECT handset to NEC DECT handset, the 9600
Avaya 9600 deskphone deskphone shows the particular call-

appearance as active.
The user can bridge into that call and
continue the call on the deskphone.

Handover N/A Handing over a call from the
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Feature result | FAC/ Comments

FNE
Avaya 9600 deskphone to deskphone to the NEC DECT handset
NEC DECT handset is currently not possible.
MWI support OK When a voicemail message is received

for a user, the MW!I indicator becomes
activated on both devices.

If the user listens / deletes the
voicemail on one device, the MWI
indicator becomes deactivated on both
devices.

2.2. Test Results

All test cases passed successfully with the following observations noted during testing.

1. A SIP Entity with “Endpoint Concentrator” assigned was setup for the DAP’s that were
present in the solution to register more than 6 devices from the same DAP.

2. When Initial Direct IP-1P Media was set to Y in the signaling group between
Communication Manager and Session Manager, there was an issue observed for Blind
Transfer. Party A calls to NEC handset (party B) and NEC handset performs a Blind
Transfer to party C, which is a SIP handset or deskphone, when party C goes to pick up
the call, the call is disconnected from party C.

2.3. Support

Support from Avaya is available by visiting the website http://support.avaya.com and a list of
product documentation can be found in Section 11 of these Application Notes. Technical support
for the NEC IP DECT product can be obtained through NEC global technical support by
accessing the website http://www.nec-ipdect.com/Contact-7 or http://businessnet.nec-
enterprise.com (which is available only for partners with authorized access).
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3. Reference Configuration

Figure 1 shows the network topology during compliance testing. The NEC DECT handsets
subscribe to the NEC DECT Access Points (DAP) which is placed on the LAN. The DECT
handsets register with Session Manager in order to be able to make/receive calls to and from the
Avaya H.323 and SIP deskphones as well as from Trunks (PSTN).

Avaya Aura® System

NEC DECT Manager R7.0 NEC DECT
Access A - e e i Access
Point 1 Point 2

Avaya Aura® Communication Avaya Aura® Session
Manager R7.0 Manager R7.0
Avaya Aura® Media Avaya Aura®
Server R7.7 Messaging R6.3
|
NEC DECT Access | —vsswmewsl [ Cée3
Point (DAP) - s
Controller | °
¥ D °
i ] °
! @ ! NEC DECT
< | Avaya G450 Gateway Avaya H.323 Avaya SIP Handset
% i Deskphone Deskphone
|
Client to program : <( X )>
DECT Handsets >
Simulated
____________________ &
PSTN NEC DECT
Handset

PSTN Caller

Figure 1: Network Solution of NEC DECT Handsets with Avaya Aura® Communication
Manager R7.0 and Avaya Aura® Session Manager R7.0
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4. Equipment and Software Validated

The following equipment and software was used for the compliance test.

Equipment/Software

Release/Version

Avaya Aura® System Manager running on

a virtual server

System Manager 7.0.1.0

Build No. - 7.0.0.0.16266

Software Update Revision No: 7.0.1.0.064859
Feature Pack 1

Avaya Aura® Session Manager running on

a virtual server

Session Manager R7.0 SP1
Build No. - 7.0.1.0.701007

Avaya Aura® Communication Manager
running on a virtual server

R7.0
R017x.00.0.441.0
00.0.441.0-23012

Avaya Media Server running on a virtual
server

Media Server SYSTEM R7.7.0.8
Media Server R7.7.0.200

Avaya G450 Gateway

37.19.0/1

Avaya Aura® Messaging running on a
virtual server

R6.3.3

Avaya 9608 H323 Deskphone

96x1 H323 Release 6.6.028

Avaya 9608 SIP Deskphone

96x1 SIP Release 7.0.0.39

DAP Controller software
running on Windows 2012 virtual server

Pre Release of R6.41.
Release R6.41 is planned to be GA by the end
of September 2016

NEC DECT Access Point

Pre Release of R6.41.
Release R6.41 is planned to be GA by the end

of September 2016
NEC DECT Handset NEC G566 1.10.00.01
NEC DECT Handset NEC 1766 1.10.00.02
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5. Configure Avaya Aura® Communication Manager

It is assumed that a fully functioning Communication Manager is in place with the necessary
licensing and with a SIP Trunk in place to Session Manager. For further information on the
configuration of Communication Manager please see Section 11 of these Application Notes. The
following sections go through the following.

e Dial Plan Analysis.

e Feature Access Codes (FAC).
Off-pbx-telephone feature-name-extensions (FNE).
Class of Service (COS).
Network Region.
IP Codec.
Coverage Path/Hunt Group.

5.1. Configure Dial Plan Analysis

Use the change dialplan analysis command to configure the dial plan using the parameters
shown below. Extension numbers (ext) are those beginning with 6 and 7. Feature Access Codes
(fac) use digits 8 and 9 or * and #.

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 1

Dialed Total Call Dialed Total Call Dialed Total Call

String Length Type String Length Type String Length Type
4 udp

udp

udp

udp

ext

ext

ext

fac

fac

fac

fac

H ROOJOU O WN
©
©
©
WWERB& &S &S
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5.2. Configure Feature Access Codes (FAC)

Use the change feature-access-codes command to configure access codes which can be entered
from NEC handsets to activate / deactivate Communication Manager telephony features. These
access codes must be compatible with the dial plan described in Section 5.1. The Feature access
codes shown below are what were configured during compliance testing.

change feature-access-codes Page 1 of 10
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code: *11
Abbreviated Dialing List2 Access Code: *12
Abbreviated Dialing List3 Access Code: *13
Abbreviated Dial - Prgm Group List Access Code: *10
Announcement Access Code: *27
Answer Back Access Code: #02
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code: 8

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: *05 Deactivation: #05
Call Forwarding Activation Busy/DA: *03 All: *04 Deactivation: #04
Call Forwarding Enhanced Status: *73 Act: *74 Deactivation: #74

Call Park Access Code: *02
Call Pickup Access Code: *09

CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code: *14

Change COR Access Code:

Change Coverage Access Code:

Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: Close Code:
change feature-access-codes Page 2 of 10

FEATURE ACCESS CODE (FAC)
Contact Closure Pulse Code:
Customer Telephone Activation (#* and):
Data Origination Access Code:
Data Privacy Access Code:
Directed Call Pickup Access Code: *29
Directed Group Call Pickup Access Code:
Emergency Access to Attendant Access Code:

EC500 Self-Administration Access Codes: *61 *62 *63 *64
Enhanced EC500 Activation: *60 Deactivation: #60
Enterprise Mobility User Activation: Deactivation:
Extended Call Fwd Activate Busy D/A All: *06 Deactivation: #06

Extended Group Call Pickup Access Code: *99
Facility Test Calls Access Code:
Flash Access Code:

Group Control Restrict Activation: Deactivation:
Hunt Group Busy Activation: *30 Deactivation: #30

ISDN Access Code:

Last Number Dialed Access Code: *08

Leave Word Calling Message Retrieval Lock: *15

Leave Word Calling Message Retrieval Unlock: #15
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change feature-access-codes Page 3 of 10
FEATURE ACCESS CODE (FAC)
Leave Word Calling Send A Message: *16
Leave Word Calling Cancel A Message: #16
Limit Number of Concurrent Calls Activation: *18 Deactivation: #18
Malicious Call Trace Activation: *17 Deactivation: #17
Meet-me Conference Access Code Change:
Message Sequence Trace (MST) Disable:

PASTE (Display PBX data on Phone) Access Code: *28
Personal Station Access (PSA) Associate Code: *20 Dissociate Code: #20
Per Call CPN Blocking Code Access Code: *24
Per Call CPN Unblocking Code Access Code: #24
Posted Messages Activation: Deactivation:
Priority Calling Access Code: *07
Program Access Code: *00

Refresh Terminal Parameters Access Code: #28

Remote Send All Calls Activation: #11 Deactivation:
Self Station Display Activation:
Send All Calls Activation: *01 Deactivation: #01

Station Firmware Download Access Code:

5.3. Configure off-pbx-telephone feature-name-extensions (FNE)

Use the change off-pbx-telephone feature-name-extensions command to configure feature-
name-extensions (FNE) which can be entered from NEC handsets to activate / deactivate
Communication Manager telephony features. These FNE must be compatible with the dial plan
described in Section 5.1. The FNE shown below are what were configured during compliance
testing.

change off-pbx-telephone feature-name-extensions set 1 Page 1 of 2
EXTENSIONS TO CALL WHICH ACTIVATE FEATURES BY NAME
Set Name: PG FNE

Active Appearance Select:
Automatic Call Back: 7800
Automatic Call-Back Cancel:
Call Forward All:
Call Forward Busy/No Answer:
Call Forward Cancel:
Call Park: 7888
Call Park Answer Back: 7999
Call Pick-Up: 7998
Calling Number Block:
Calling Number Unblock:
Conditional Call Extend Enable:
Conditional Call Extend Disable:
Conference Complete:
Conference on Answer:
Directed Call Pick-Up:
Drop Last Added Party:

Note: Automatic Call Back feature is only available via FNE to the NEC DECT handset. An
“auto-cback™ feature-button needs to be assigned to that user (station) to enable the feature.
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5.4. Configure Class of Service (COS)

Use the change cos-group x (where X is the cos-group to be configured) command to configure
the class of service for the users. Via COS you can allow / deny particular features for a group of
users. Each user is assigned to one COS. During compliance testing the COS 1 was assigned to
the stations.

change cos-group 1 Page 1 of 2
CLASS OF SERVICE COS Group: 1 COS Name: Default PG

=

B BB BBBKKDBBBBDBKKRE
=

KB BB BB BKKBBBBBKKNKDND
=

B BB B BBKKDBBBBDBKK W
=

KB B BB B8 BKKNKDBBBDBKK B
=

3 BB B BKK B BKKBKK O

Auto Callback

Call Fwd-All Calls

Data Privacy

Priority Calling

Console Permissions

Off-hook Alert

Client Room

Restrict Call Fwd-Off Net
Call Forwarding Busy/DA
Personal Station Access (PSA)
Extended Forwarding All
Extended Forwarding B/DA
Trk-to-Trk Transfer Override
QSIG Call Offer Originations
Contact Closure Activation
Automatic Exclusion

KB BB BB BKNKBBBBBKKNKO
= BESHES SSRGS IS RS R R R e P
KB BKBBBKBBBBBBKKDN
B BB BBBKKDBBBBDBKK W
Kl B BB BBBKBBBKBDBKK &
B BB B BBKKDBBBBBKK W
KK BB BBBKBBBBBBKK O
B BB BB BKKDBBBBDBKKJ
KB BB BB BKKDBBBDBKKNK ©
BB BB BBKKDBBBDBBKKUV
KB BB BB BKNKBBBBBKKNKO

change cos-group 1 Page 2 of 2
CLASS SERVICE

(@]
=

o
N
w
IS
(€)]
[e)}
~J
[ee]
NeJ
i
o

11 12 13 14 15
VIP Caller

i)
=)
i)
=)
i)
=)
i)
=)
i)
=)
i)
=)
i)
=)
i)
=)

Masking CPN/Name Override n n n n n n n n n n n n n n n n
Call Forwarding Enhanced Yy VvV V VvV VY vV vV Yy Y VY vV y VY YV V VY
Priority Ip Video n n n n n n n n n n n n n n n n
Ad-hoc Video Conferencing n n n n n n n n n n n n n n n n
MOC Control: n n n n n n n n n n n n n n n n
Match BCA Display To Principal n n n n n n n n n n n n n n n n
DCC Activation/Deactivation n n n n n n n n n n n n n n n n
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5.5. Configure Network Region

Use the change ip-network-region x (where x is the network region to be configured) command
to assign an appropriate domain name to be used by Communication Manager, in the example
below devconnect.local is used. Note this domain is also configured in Section 6.1 of these
Application Notes.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION

Region: 1

Location: 1 Authoritative Domain: devconnect.local
Name: default NR
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

a1 o

change ip-network-region 1 Page 2 of 20
IP NETWORK REGION

RTCP Reporting to Monitor Server Enabled? y

RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? y
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change ip-network-region 1 Page 3 of 20
IP NETWORK REGION
INTER-GATEWAY ALTERNATE ROUTING / DIAL PLAN TRANSPARENCY
Incoming LDN Extension:
Conversion To Full Public Number - Delete: Insert:
Maximum Number of Trunks to Use for IGAR:
Dial Plan Transparency in Survivable Mode? n
BACKUP SERVERS (IN PRIORITY ORDER) H.323 SECURITY PROFILES
1 1 challenge
2 2
3 3
4 4
5
6 Allow SIP URI Conversion? y
TCP SIGNALING LINK ESTABLISHMENT FOR AVAYA H.323 ENDPOINTS
Near End Establishes TCP Signaling Socket? y
Near End TCP Port Min: 61440
Near End TCP Port Max: 61444
change ip-network-region 1 Page 4 of 20
Source Region: 1 Inter Network Region Connection Management I M
G A t
dst codec direct WAN-BW-limits Video Intervening Dyn A G €
rgn set WAN Units Total Norm Prio Shr Regions CAC R L e
1 1 all
2
3
4
5
6
-
8
9
10
11
12
13
14
15
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5.6. Configure IP-Codec

Use the change ip-codec-set x (where X is the ip-codec set used) command to designate a codec
set compatible with the NEC Handsets, which support both G.711 and G.729. Multiple codecs
may be specified in the IP Codec Set form in order of preference; the example below includes
G.711A (a-law), which is supported by NEC.

Note the Media Encryption has been set to 1-srtp-aescm128-hmac80. This is the encryption
that is support by NEC and must be set correctly on each side to allow secure RTP (SRTP). In
order for SRTP to work properly, Encrypted SRTCP needed to be set to enforce-unenc-srtcp
as shown below.

change ip-codec-set 1 Page 1 of 2

IP CODEC SET
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711a n 2 20
2: G.729 n 2 20
3: G.711MU n 2 20
4:
5:
6:
7:
Media Encryption Encrypted SRTCP: enforce-unenc-srtcp
1: 1-srtp-aescml28-hmac80
2:
3:
4:
5:

change ip-codec-set 1 Page 2 of 2
IP CODEC SET

Allow Direct-IP Multimedia? y

Maximum Call Rate for Direct-IP Multimedia: 384:Kbits

Maximum Call Rate for Priority Direct-IP Multimedia: 384:Kbits
Packet
Mode Redundancy Size (ms)
FAX pass-through 0
Modem pass-through 0
TDD/TTY Us 3
H.323 Clear-channel y 0
SIP 64K Data n 0 20
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5.7. Configuration of

Coverage Path and Hunt Group for voicemail

The coverage path setup used for compliance testing is illustrated below.

Note the following:
Don’t’ Answer is settoy

Number of Rings is set to 4
Point 1: is set to h59

The coverage path will be used in the event the phone set
iS not answered.

The coverage path will be used after 4 rings.

Hunt Group 59 is utilised by this coverage path.

display coverage path 1

Coverage Path Number:
Cvg Enabled for VDN Route-To Party? n
Next Path Number:

COVERAGE CRITERIA
Station/Group Status

Active?
Busy?
Don't Answer?
All?
DND/SAC/Goto Cover?
Holiday Coverage?

COVERAGE POINTS

COVERAGE PATH

1
Hunt after Coverage? n
Linkage

Inside Call
n

Outside Call
n

Number of Rings:

S BKK
B BKK

Terminate to Coverage Pts. with Bridged Appearances? n
Pointl: h59 Rng: Point2:
Point3: Pointé:
Point5: Point6:

The hunt group used for compliance testing is shown below.
Note on Page 1 the Group Extension is 5999 which is the voicemail number for Messaging and
on Page 2 Message Center is set to sip-adjunct.

display hunt-group 59 Page 1 of 60
HUNT GROUP
Group Number: 59 ACD? n
Group Name: Voicemail Queue? n
Group Extension: 5999 Vector? n
Group Type: ucd-mia Coverage Path:
TN: 1 Night Service Destination:
COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n
ISDN/SIP Caller Display: mbr-name
display hunt-group 59 Page 2 of 60

Message Center:

Voice Mail Number

HUNT GROUP
sip-adjunct

Voice Mail Handle Routing Digits

(e.g., AAR/ARS Access Code)
5999 5999 8
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6. Configure Avaya Aura® Session Manager

The NEC DECT handsets are added to Session Manager as SIP Users. In order to make changes
in Session Manager, a web session to System Manager is opened. Navigate to http://<System
Manager IP Address>/SMGR, enter the appropriate credentials and click on Log On as shown
below.

(& System Manager

File Edit View Favorites Tools Help

9 2] smgri0vmpg A\ AACCREA - Login 2] AACA A\ AES63vmpg 2] Avaya-Nortel PEP Library & SMGRG3VMPG

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID: admin

If IP address access i your only option, then note that authentication will
fail in the following cases:

* First time login with "admin” account
s Expired/Reset passwords Cancel

Use the "Change Password” hyperlink on this page to change the password
manually, and then login.

Password: |eseseeses| -

Change Passwors

Also note that single sign-on between servers in the same security domain
is not supported when accessing via IP address. 1) Supported Browsers: Internet Explorer 9.x, 10.x or 11.x or Firefox 36.0,
37.0 and 38.0.

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthonized access, use, or
modification of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other applicable
domestic and foreign laws.

The use of this system may be monitored and recorded for administrative
and security reasons. Anyone accessing this system expressly consents to
such monitering and recording, and is advised that if it reveals possible
evidence of criminal activity, the evidence of such activity may be provided
to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

6.1. Configuration of a Domain
Click on Routing highlighted below.

Aura  System Manager 7.0

S $# O S

Administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Import and Export
Groups & Roles Conferencing Configurations
User Management Engagement Development Platform Events
User Provisioning Rule 1P Office Geographic Redundancy

Media Server Inventory

Meeting Exchange Licenses

Messaging Replication

Presence Reports

Scheduler
Session Manager Security
Work Assignment Shutdown

Solution Deployment Manager
Templates
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Click on Domains in the left window. If there is not a domain already configured click on New.
In the example below there exists a domain called devconnect.local which has been already
configured.

Home Routing %

~ Routing o Home / Elements [ Routing f Domains
Domains .
Domain Management
Locations
Adaptations |New| More Actions ~
SIP Entities
1Item &
| Enuyuinks e — ryee -
- -
[0 devconnect.local | sip Default domain for Paul
Routing Policies Select : all, None

Dial Patterns

Regular

Expressions

Clicking on the domain name above will open the following window; this is simply to show an
example of such a domain. When entering a new domain the following should be entered, once
the domain name is entered click on Commit to save this.

Home | Routing X%

 Home / Elements / Routing / Domains

Domain Management Cancel

s stem @

| enuyuns [ (e —

* [deveannect.local so[~] | Default domain for Paul

Regular

| Ocfouks |
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6.2. Configuration of a Location

Click on Locations in the left window and if there is no Location already configured then click
on New, however in the screen below a location called PGLAB is already setup and configured
and clicking into this will show its contents.

Locations
Adaptations

SIP Entities

Time Ranges
Routing Policies
Dial Patterns
Regular

Expressions

Home / Elements [ Routing [ Locations

Location

(New,

More Actions ~ |

1Item &

e

D ‘ MName

Correlation

Notes

] PGLAB |
Select : All, None

r

Pauls Lab
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The Location below shows a suitable Name with a Location Pattern of 10.10.40.*. Once this is
configured, click on Commit.

Home | Routing
~ Routing
Domains

Locations

Adaptations

Time Ranges
Routing Policies

Dial Patterns

Regular

Expressions

Home | Elements [ Routing [ Locations

Location Details
General
* Name: |PGLAB
Neotes: |Pauls Lab
Dial Plan Transparency in Survivable Mode
Enabled: [ ]
Listed Directory Number:
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units:  [¥biv/sec| v |
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia Bandwidth: o
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): 2000 Kbit/ Sec
Multimedi. iwidth (Inter-Location): 2000/ Kbit/Sec
- 64 Kbit/Sec
# Default Audio Bandwidth: 80| |Kbit/sec
Alarm Threshold
Overall Alarm Threshold: |80 %o
Multimedia Alarm Threshold: |20 s
“ Latency before Overall Alarm Trigger: 5| Minutes
* Latency before Multimedia Alarm Trigger: 5| Minutes
Location Pattern
\m| | Remove|
1Item o
O |IP Address Pattern a Notes

[0 */10.10.40.*

Select : All, None

Pauls subnat
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6.3. Configuration of SIP Entities

Clicking on SIP Entities in the left window shows what SIP Entities have been added to the
system and allows the addition of any new SIP Entity that may be required. Please note the SIP
Entities already present for the Compliance Testing of NEC DECT handsets.

e Communication Manager SIP Entity (cm70vmpg)

e Session Manager SIP Entity (sm70vmpg)

e Messaging SIP Entity (messaging63vmpg)

For the NEC IP DECT solution a SIP entity is only required, when more than six handsets would
register through one DAP. This basically depends on the ratio between the number of DAP’s and
NEC DECT handsets used in the overall system.

If needed, for each DAP a SIP Entity will be added as type “Endpoint Concentrator”. This
Endpoint Concentrator type, allows up to 1000 connections from a single IP address. The single
IP address can be shared by multiple Windows instances running on a Virtualized server or
multiple DECT handsets sharing the same Access Point IP address.

Help 7
SIP Entities

Locations
Adaptations More Actions

SIP Entities

o
2

z|a
i
2

= Filter: Enable

FQDN or IP Address Type Notes
Time Ranges
cm&3vmpg 10.10.40.21 =] R6.3 CM

€m70vmpg 10.10.40.12 cm
messaqging63vmpg 10.10.40.22 SIP Trunk AA Messaging R6.3
sm70vmpg 10.10.40.12 Session Manager Sm100 I8

oooo|olg

Dial Pattern:
Regular

e Select : All, None

B H
1] a‘
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To add a SIP entity, click on “New” (not shown) and enter a suitable Name as well as the IP
Address of the DECT Access Point. Select Endpoint Concentrator as the Type. Click on
Commit once completed.

Aura System M

®

Home Session Manager

~ Routing

Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns

Regular Expressions

[© [ communication_]
Routing e Routing *
« Home / Elements / Routing / SIP Entities [+]
Help 7
SIP Entity Details
General
* Name: DAPO11
* FQDN or IP Address: |10.10.40.208
Type: Endp t Concentrato
Notes:
Credential name:
Securable: [
Entity Links
Override Port & Transport with DNS SRV: [
|Remove|
1Item & Filter: Enable
(] |Nﬂme - SIP Entity 1 |Prutu(u| |Purt SIP Entity 2 |Purt ‘Cunnediun Policy Deny New Service
Select : All, None

An Entity-Link between the DAP and SM is required. Click on Add (this can be done from the
SIP Entity page above or by clicking on Entity Links in the left column and then on New, which
is not shown here) and ensure that TLS is selected for the Protocol and 5061 for the Port. The

Connection Policy must be setup as untrusted as shown below. Click on Commit once

completed.

Aura System Mang

. Communication. .

Home | Routing *| User Management *
‘ Home / Elements / Routing / Entity Links [+]
| pomains | e
i i Ci it} Cancel
Entity Links
SIP Entities
1Item &2 Filter: Enable
Entity Links
Time Ranges O |name SIP Entity 1 Protocol |Port SIP Entity 2 Dv::‘rside Port CO";:ﬁ:'y"’"
[ =[NECDAPL *+|Q sm70vmpg TLs [v] =[s061 *|Q nECDAPL O 5081 untrusted
« >
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Click on Commit in the SIP Entity page to complete.

Aura System Manager 7.0 -

Home Routing *® User Management =

~ Routing 4 Home / Elements / Routing / SIP Entities [+
Help 2
SIP Entity Details
Adaptations General
SIP Entities * Name: DAPO11 |
Entity Links * FQDN or IP Address: ‘10.10.40.208 ‘

Time Ranges

Routing Policies

Notes: DAP 1 |

Dial Patterns

Regular Expressions Credential name: ‘

Securable: []

Entity Links
Override Port & Transport with DNS SRv: [

[add] [Remove|
1Item & Filter: Enable
O |Name - ‘SIP Entity 1 ‘Protucol ‘Port |SIP Entity 2 ‘Port |Cnnnectinn Policy |Der|v New Service
[0 *[nuecoari [sm70ovmpg[v ] +so61 | [NECDAPL *[s061 | |untrusted O
Select : All, None
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6.4. Adding NEC SIP Users
From the home page click on User Management highlighted below.

Aura” System Manager 7.0

Home
22 users e — 0, Services
Administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Import and Export

gups & Role Conferencing Configurations
User Management Engagement Development Platform Events
User Provisioning Rule 1P Office

Geographic Redundancy

Media Server Inventory
Meeting Exchange Licenses
Messaging Replication
Presence Reports
Routing Scheduler
Session Manager Security
Work Assignment Shutdown

Solution Deployment Manager

Templates

Click on New highlighted to add a new SIP user.

Aura” System Manag

Home | User Management X

+ User Management [} Home [ Users [ User Management [ Manage Users [+]

— Help 7
Manage Users Search

Public Contacts

User Management

Users
Communication e
Profile | More Actions - Advanced Search *
Password Policy LG LRI Filter: Enable
O ‘Last Name |Firs| Name Display Name Login Name SIP Handle Last Login
O 7100 SIPExt 7100, SIPExt 7100@deveonnect.local 7100
O 7o SIPExt 7101, SIPExt 7101@devconnect.local 7101
O admin admin Default Administrator admin November 3, 2015 11:41:21 AM +00:00
Select : All, None
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Under the Identity tab fill in the user’s Last Name and First Name as shown below. Enter a

Login Name. The remaining fields can be left as default.

User Provisioning Rule +

Identity «

User Provisioning Rule:

* Last Name:
Last Mame (Latin Translation):
* First Name:
First Name (Latin Translation):

Middle Name:
Description:

Update Time :
* Login Name:

User Type:

User Profile Edit: 7151@devconnect.local

Communication Profile Membership Contacts

NEC
NEC
7151

7151

August 17, 2016 9:31:

7151@devconnect.loca

[V]

Commit & Continuel |C0mmit| |Cancel|

Under the Communication Profile tab enter a suitable Communication Profile Password
(which is the login password for the SIP communication) and click on Done when added.
Note that this password is required when configuring the NEC handset in Section 8.4.

User Profile Edit: 7151@devconnect.local

Identity * Communication Profile | Membership Contacts

Communication Profile »

Communication Profile Password:

Confirm Password:

D New EICancel

Name
®  Primary

Select : None

* Name:

Default :

sans = | Cancel

Primary

|Commit & Cantinuel |Commit| |Cancel|
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Click on New to add a new Communication Address. Enter the extension number and the
domain for the Fully Qualified Address and click on Add once finished.

Communication Address =

[o.o]

Type Handle Domain
Mo Records found
< >
Type: |Avaya SIP v
* Fully Qualified Address: 7151 (=} devconnect.local v

Add

Ensure Session Manager Profile is checked and enter the Primary Session Manager details,
enter the Origination Application Sequence and the Termination Application Sequence and
the Home Location as shown below.

[v]Session Manager Profile =

SIP Registration

A .
Primary Session Manager R e s

Qsm?Ovmpg a3 . -

Secondary Session Manager |Q,
Survivability Server |Q
Max. Simultaneous Devices |1 ﬂ

Block Mew Registration When
Maximum Registrations Active?

Application Sequences
Crigination Sequence |CM70APPSEQ ﬂ

Termination Sequence |CM70APPSEQ |

Call Routing Settings
* Home Location |pGLAR ﬂ

Conference Factory Set |(None) ﬂ

Note: If a Multi Device Access (MDA\) is to be used and a single user would have an Avaya
96x1 deskphone along with a NEC DECT handset, then the Max. Simultaneous Devices needs
to be set to two (2) to allow both devices can register at the same time.
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Ensure that CM Endpoint Profile is selected and choose the 9608SIP_DEFAULT_CM_7_0 as
the Template. Enter the correct voicemail number, the rest of the fields can be left as default or
set as shown below. Click on Endpoint Editor to configure the buttons and features for that

handset on Communication Manager.

«|CM Endpoint Profile =
* System

* Profile Type
Use Existing Endpoints

* Extension

Template

Set Type

Security Code
Port

Voice Mail Number

Preferred Handle
Calculate Route Pattern
Sip Trunk

Enhanced Callr-Info display for 1-line phones

User or on Delete User

Override Endpoint Name and Localized Name

Allow H.223 and 5IP Endpoint Dual Registration

O

Q7151

06085IP_DEFAULT_CM_7_0

IP
5999

(None)

aar

Delete Endpoint on Unassign of Endpoint from

v
V]

Endpoint Editor

V]
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Click on the General Options tab, if voicemail is being used ensure that Coverage Path 1 is set
to that configured in Section 5.7. Also ensure that Message Lamp Ext. is showing the correct

extension number.

Edit Endpoint

System
Template
Port

Name

General Options (G) *

Button Assignment (B)

96085IP_DEFAULT_CM_7_0

Feature Options (F)

Profile Settings (P)

*  Class of Restriction (COR) |1

*  Emergency Location Ext 7151

*  Tenant Number 1

*  SIP Trunk Q aar
Coverage Path 1
Lock Message O
Multibyte Language

*Required

Site Data (S)

[v]

Extension
Set Type
Security Code

Abbreviated Call Dialing (&)

Group Membership (M)

b4

Enhanced Call Fwd (E)

*  Class Of Service (COS) 1

*  Message Lamp Ext.

Type of 3PCC Enabled

Coverage Path 2

7151

None | v|

Localized Display Name

Enable Reachability for Station

Domain Control

system ||

[Save As Template]

Under the tab Feature Options ensure that MWI Served User Type is set to sip-adjunct.
Ensure the Voice Mail Number is set to that configured in Section 5.7.

General Options (G) * Site Data (5) Abbreviated Call Dialing () Enhanced Call Fwd (E) Button Assignment (B} Group Membership (M)

Active Station Ringing single [~ | Auto Answer none v |
MWI Served User Type sip-adiunct| v | I Coverage After Forwarding system | v |
:;i:nsl:::io" CPN - Send Calling None [w] Display Language enalish [v]
AUDIX Name Nore  [+] Hunt-to Station
g::'lr:)te Soft Phone Emergency = Loss Group 19
LWC Reception spe [v| Survivable COR intermal  [v]
IP Phone Group ID Time of Day Lock Table None[ v |
Speakerphone v
i“z:";sreﬁxe‘j Registration [~] I Voice Mail Number 5999
EC500 State enabled | v | Music Source
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Feature buttons can be added here, this will be different for every site. Once the Button
Assignment is completed, click on Done to finish (not shown).

General Options (G) *

Feature Options (F)

_ Profile Settings (P) Group Membership (M)
_ Feature Buttons

System Extension
Template 9608SIP_DEFAULT_CM_7 0 |v] Set Type

Port Security Code
Name

Site Data (S) Abbreviated Call Dialing (2)

Button Modules

Enhanced Call Fwd (E)

 Endpoint Configurations, [ Button Configurations
Favorite Button Label Button Feature Argument-1 Argument-2
1 call-appr ﬂ
2 call-appr ﬂ
3 call-appr ﬂ
a[d auto-cback [v|
5] [team [ Ext 7100 Ring n
6] None [v]
70 Mone ﬂ
8] Mone ﬂ

Argument-3

Once the CM Endpoint Profile is completed correctly, click on Commit to save the new user.

I M CM Endpoint Profile # I

* System [cm70vmpg ]
* Profile Type [Endpoint ||
Use Existing Endpoints O
* Extension |@,7213
Template [Select/Reset [~]
Set Type 9620SIP
Security Code
Fort [@.500011
Voice Mail Number |5909
Preferred Handle [{None) [~]

O

Calculate Route Pattern

Sip Trunk tgl

Enhanced Callr-Info display for 1-line phones

Delete Endpoint on Unassign of Endpeint from User or on ]
Delete User

7]

Overrnde Endpeoint Name and Localized Name

Allow H.323 and SIP Endpoint Dual Registration

*+Required

Gommit & Continu
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7. Configure Avaya Aura® Messaging

It is assumed that a fully working messaging system is in place and the necessary configuration
for Communication Manager and Session Manager has already been done. For further
information on the installation and configuration of Messaging please refer to Section 11 of
these Application Notes.

Navigate to http://<Messaging IP Address>. Enter the appropriate credentials and click on
Logon highlighted below.

M v B v rPage - () Took -

AVAyA Avaya Aura® Messaging

System Management Interface (SMI

Help Log OFf

This Szrver: AAMessagingPQ]

‘l;s? & EAMMessaglngPG ! ‘

Logon

LogonID: |username

Password:  [sesessss

=

Once logged on select Messaging under Administration as shown below.

AVAyA Avaya Aura®

System Management Int

Help Log Off Administration

Licensing This Server: A4

Messaging |

Server (Maintenance)

System Management Interface
@© 2001-2011 Avaya Inc. All Rights Reserved.

Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights.

Unauthorized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.

Third-party Components

Certain software programs or portions thereof included in the Product may contain software distributed under third party agreements ("Third Party Components™), which may contain
terms that expand or limit rights to use certain portions of the Product ("Third Party Terms"). Information identifying Third Party Components and the Third Party Terms that apply to
them are available on Avaya's web site at: http://support.avava.com/ThirdPartvLicense/

Trademarks

Avavya is a trademark of Avaya Inc.
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Click on User Management in the left hand column and click on Add under Add User/Info
Mailbox as highlighted below.

AVAYA

Help Log Off Administration

Administration [ Messaging

Messaging System [Storage)
User Management

»

Class of Service
Sites User Management
Topalogy

Storage Destinations

System Policies

Enhanced List Management E
System Mailboxes

System Administration

User Activity Log Configuration

Reparts (Starage) License Status

LTS License maode: Normal

Info Mailboxes
Remote Users

Uninitialized Mailboxes Edit User/Info Mailbox
Lagin Failures

Lockead Out Users Edit a user's properties. Possible identifiers: mailbox number, internal identifier, email address.
Sites

Dlormant Mailboxes Identifier:

Full Mailboxes

Web Access EdiE

System Status

Alarm Summary Add User/Info Mailbox

“oice Channels (Application)
Cache Statistics [Application])

Outbound Fax (Storage)
Server Settings

Server Role [ AxC Address Add a new Info Mailbox:
Server Settings (Storage)

External Hosts Add

Trusted Servers

MNetworked Servers

Request Remote Update

Add a new user:

Server Settings (&pplication)
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Enter a suitable First Name and Last Name. Select the appropriate Site from the drop down
box. Enter the correct Mailbox number and Extension.

AVAYA

Help Log OfF Administration

Administration / Massaging

Messaaina Svstem [Storage)

55 of Dervice User Management > Properties for NEC 7151
Sites
Topelogy User Properties
Storage Destinations
System Policies First name: |NEC |
Enhanced List Management
Systemn Mailboxes Last name: |? 151 |

Systemn Administration Disol .
User Activity Log Configuration I5play name: |NEC 7151 |

ASCII name: [7151, NEC |

Users

Info Mailboxes
Remote Users .
Uninitialized Mailboxes Site:
Login Failures
Locked Qut Users

D>

Sites Mailbox number: |?151 |
Dormant Mailboxes ]
Full Mailboxes Email address: |NEC.?151 |@sen-'er1

Web Access

server iormaton [ b [7251 |

Systemn Status
Alarm Summary

Voice Channels {Application) Extension: | 7151 |
Cache Statistics (Application)
Outbound Fax {Storage) O Include in Auto Attendant directory
Server Settdngs
Server Role / AxC Address Additional extension 1:

Server Settings (Storage)

External Hasts Additional extension 2:

Trusted Servers Additional extension 3: | |
Metvorked Servers

Request Remote Update Additional extension 4: | |

Server Settings (Application) . )

Dial Rules Additional extension 5: | |
Cluster Additional extension &: | |
Systemn Parameters

Languages WV Additional extension 7: | |

Log Configuration
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Ensure that MWI Enabled is set to ByCOS. Enter a suitable voicemail password (PIN) and

click on Save once finished.

AVAYA

Help Log OFF

Administration / Messaging

Administration

User Management

Class of Service

Sites

Topology

Storage Destinations

System Policies

Enhanced List Management

Systemn Mailboxes

System Administration

User Activity Log Configuration
Reports [Storage)

Users

Info Mailboxes

Remote Users

Uninitialized Mailboxes

~

Login Failures
Locked Out Users
Sites
Dormant Mailboxes
Full Mailboxes
Web Access
System Status
Alarm Summary
Voice Channels {Application)
Cache Statistics (Application)
Outbound Fax (Storage)
Server Settings
Server Role [/ AxC Address
Server Settings (Storage)
External Hosts
Trusted Servers
Networked Servers
Request Remote Update

Server Settings (Application)

Pronounceable name: |

MWI enabled:

Miscellaneous 1: | |

Mizcellaneous 2: | |

Mew password: |nn |

Confirm password: |.."| -ss|

1 User must change voice messaging password at next login
1 Woice messaging password expired

1 Locked out from voice messaging

Advanced Tasks

Reset the message waiting indicator for extension: 7151

Reset

User Preferences
Open User Preferences for NEC 7151

Dial Rules

Cluster
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8. Configure NEC DECT Access Points and Handsets

The following section shows the setup used during compliance testing for the NEC DECT
solution, both the configuration of the DECT Access Points and the addition and subscription of
the NEC DECT handsets are clearly outlined. The installation of the NEC DECT solution is
outside the scope of these Application Notes for more information on this please refer to Section
11.

Note: The NEC IP DECT solution relies on DHCP (Option 66, 67), NTP and TFTP as network-
services. DHCP and TFTP services can be provided from the DAP controller instance. In
addition a Multi-Cast IP address is also required for the DAP’s to synch.

8.1. DAP Configurator - Configure DECT Access Point (DAP)

The configuration of the DECT Access Point uses the DAP Configurator which creates a
configuration file that is this pushed to each DAP on the network. Click on DAP Configurator as
shown below.

Note: An NEC IP DECT solution typically consists of a windows based instance called DAP
Controller which includes “DAP Configurator” and “DAP Manager”.

Note: The DAP Controller Package must be installed in the DAP Controller server. This package
is only available from NEC.

ApPpPS

Q Resource Monitor Windows PowerShell ISE (x86) Calculator

EE Security Configuration Wizard Notepad g Command Promp

ntroller

Server Manager & DAP Configurator Paint 3 | Control Panel

Services i | DAP Sync Analyzer Remote Desktop Connection n File Explorer

Qﬁ&bug

System Configuration DAP Viewer Steps Recorder @ Help and Support

31
¥

System Information " | DHCP Server Windows Server Backup & Run
o

Task Scheduler ﬁ Diag@MNet Monitor

B A

WordPad g Task Manager

‘Windows Firewall with Advanced... g IPDECT Manager . . e g This PC

‘Windows Memory Diagnostic e IPDECT Performance Manager Magnifier ] Windows PowerSh

Windows PowerShell (x86) 6 System Info Console r MNarrator N
WinPcap

[
o
=
e
%
E
=

‘Windows PowerShell ISE On-Screen Keyboard g Uninstall WinPcap
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Click on the General Settings tab and enter the information on the main window. Enter a
suitable System Name and ensure the PBX type is set to SIP on Avaya-SM.

Note: Typically a license file is ordered and contains the licenses (humber of access points
(DAP’s) and other features) for the new IP DECT Release 6.41 system. This license file also
contains the PARI, which must be unique for each DECT System. When the license file is loaded
here the PARI will be filled in automatically.

6§ IP-DECT Configurator R& = | =] =2
General IP St Metwark System SIF Setti DECT Setti P PEX Perfarmance / Customer
Settings ettings Settings Configuration elngs etings [g:tfilr?;sng Ermail Settings Infarmation
General Settings Avaya DevConnect
Haome:
- S updat Iy allowed with 54 that b
System name : |fsvaya DevConnest | [ Ucense | &ni'date from bafore 20TEAZET
Mew System PE type SIF on Avaya-Sh v
SWE300/5%8300

AP200/300 package : SIP on SY9100/5%E1 00501700

. E:E 2: gIEF'@NemSBDDD

A4P400 package ; SIF on CUCM Browse.. | DAP build date: 2016-02
Fon O iF

Browse. .

Import System

AP400 loader : Browse. .

Ui

SW3500/5VE500
S43100/5YE1 004501100

Activate /
Deactivate /
Syztem Statuz

Export Spetem

Delete Spztem

Upgrade
Installation

Save System

Irnpark

Exit Drefault e il Apply Cancel

MEC Fultiple Systern haode Morrnal Mode Ready ||
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Ensure the correct AP400 package file from NEC is available on the machine with the DAP
configurator. Click on Browse for the AP400 package and select the proper file
(<filename>.dwl). Click on Apply at the bottom of the screen.

Lif IP-DECT Configurator R =] 22
General IP Setti Mebwork System SIP Seth DECT Sett P PER /. Perfarmance / Custamer
Seltings GAES Settings Configuration SA(ES S g:tfilr?géng Email Settings Infarmation
General Settings Auwaya DevConnect
Home
; S updat Iy alloveed with S that h
System name : |Avaya DevConnect | | Uoense | Euniiate hom before 20181531
Hew System PE: type : | SIF et Aveapa-SM " |
AP200/300 package : | | | Browse.
todify System
| 4P400 package : | 43206625 dwl | | Browse.. | DAP build dete: 201502
Irnpart Systern
AP400 loader : | | | Browse.
Activate /
Ceactivate /
System Status
Export Spstem
Delete Suztem
Upgrade
Installation
Save System
. Irnpart
E =it Drefault [y Apply Cancel
MEC Fultiple Systern Mode Mormal Maode Ready ”
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Click on the IP Settings tab at the top of the screen and on the DAP Controller IP
Configuration tab in the main window. Enter the IP address of the DAP Controller server. In
this case just pressing This PC IP will fill in the required information.

e IP-DECT Configurator R& = = =
General IF Seti Metwork, Sypstem S|P Satti DECT Setti P PBX "l. Performance / Custamer
Settings Suiles Settings Configuration Sl Gl rgzltfilsglsng Email 5 ettings Information
IP settings Avaya DevConnect
Home:
| D&Ps IP Configuration | DAF Controller IF Configuration | Prosy IP configuration | CDA& IP Configuration | 3509 ‘
MNews Spstem Standalone DAP Controller DAP Controller IP address : | 101040120 | I Thiz PC 1P I
Port range from : | 28000 | to: | 287 |
Modify System
Impaort System

Click on the Proxy IP configuration tab and click on Single gatekeeper in the main window.
Enter the Session Manager IP address as the Proxy IP address and 5061 as the Proxy Port

number as this is the port number used for TLS. This port will be the same as configured in
Session Manager.

Note: For redundant systems multiple gatekeepers can be selected.

CE IP-DECT Configurator R& = = =
General P Seti Metwork, Syztem S|P Seti DECT Setii P PBX "l. Performance / Custorner
Settings CRTS Seltings Configuration CATEsS CRTS g:ﬁ;ﬁg'sng Email Settings Infarmation
IF settings Awaya DenvConnect
Home
‘ D&Ps IP Configuation | DAP Controller IP Configuration | Prowp IP corfiguration § CDA P Configuration | #5809 ‘
Mew Spstem (® Single gatekesper Prowy IP address : | 10.10.40.12
Prawy Port number : B0E1
b odify Spstemn ¥
Import System ) Multiple gatekespers Ihdex |P address Port DMR prefis  Domain PB
Stip DMRE prefix
Activate /
Deactivate /
System Status
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Click on the X509 tab and import the Root Cert into the DAP Controller. This will be the same

root cert that is being used on Session Manager so as when the DAP sends the cert to Session
Manager it is the correct cert that is being sent.

o IP-DECT Configurator R& = | =] =2
General IP Setti Metwork. Spstem SIF Sett DECT Sati = PBX "'l. Performance / Custarmer
Seltings elings Seltings Configuration etings etings [So:tfilr?glsng Email 5ettings Information
IP settings Awaya DevConnect
Home
‘ DAPs IP Configuration | DAP Contraller IP Configuration | Proxy [P configuration | CDA [P Configuration | #E09 I
Mew System Cé certificates ©
|F|ootEertF'G.pem | I Browse... I
todify Spstern
| ssuer Hazh Expiry date
Irport Sypstem
Achivate £
Deactivate /
System Status
The following shows the imported cert information, click on Apply once done.
o IP-DECT Configurator R = |[=] =
General IP Setti MHetwark Sypstem SIP Seti DECT Seti = PBX "'l. Perfarmance £ Customer
Settings Sl Settings Configuration CAl GAdle rg:tfilr?glsng Email 5ettings Infarmation
IP settings Awyaya DewConnect
Home:
‘ DAPs P Configuration | DAP Controller IP Configuration | Prosy IP configuration | CDA IP Configuration | <503 |
Mews System C& certificates :
|F|00tEertF'G.pem | | Browse... |
fd odify Spstem
lzzuer Hazh Expiry date
CM=gsscp-ca, OU=MGMT, O=AVATA 44F51FB11507B CEC35227ERE1E58E4ERD1F190 21 2026-02-0514:20
Imnport System
Activate /
Deactivate /
System Status
E =port System
Delate Spztem
Uparade
Inztallation
Save System
5 Import
E «it Default Fessiiees (i Apply |‘ Cancel
MEC kultiple Systern hMode MHormal kode Ready ||
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Click on Network Settings at the top of the page and within this tab select the IP Provisioning
Settings tab to check the TFTP details. The NEC DAP Controller sever can be setup asa TFTP
server which will send any and all details to each DAP using TFTP. This information should be
filled in automatically but the screen shot below shows the setup implemented for compliance

testing. Once the information here is correctly filled in, click on Apply at the bottom of the page
to continue.

| IP-DECT Configurator Ré = |5 2=
General P Setti MHetwork Sustem SIP Satti DECT Sefi P PEx /. Performance / Custorner
Settings etings Settingz Canfiguration etings etings rg:tfilr?glsng Email Settings Infarmation
MNetwark Settings Awaya DevConnect
Home
Metwark card Settings | DHCP Settings | IF Frawizioning Settings | oS Seftings | Boot Optionhs
Hews System Provigioning protocal @ TFTP W
Pravisioning falder : | C:\ProgramDatattECWDAP Cantrollerdyapa DevConnects Brawse...
Modify Spstem
Import Sypstem TFTP Server : | 3Com TFTF Server on this PC hd
TFTP Server [P address :
Activate # ;
Deactivate / fdonitor TFTF Server
Swystem Status
Export Spzter
Delete Spstemn
Upagrade
Inztallation
Save Spstem
E xit Drefault Iicnlanrlgg[ftile Apply Cancel
MEC Fultiple System Mode Mormal Maode Ready ||
PG; Reviewed: Solution & Interoperability Test Lab Application Notes 41 of 59

SPOC 10/11/2016 ©2016 Avaya Inc. All Rights Reserved. NECDECT_CMY70TLS




Click on System Configuration at the top of the page, the System configuration in the main
window should display Simple configuration as shown below, click on Apply to continue.

i

Horne

Meva Spztem

bl odify System

Irmport Sypstern

Activate 4
Deactivate /
Syztem Statusz

E xport System

Celete System

pgrade
Installation

Save System

System configuration :

Exit

Drefault

MEC

| FAultiple System bode

I| Simple configuration

|l

Irnport
license file

|N|:|rma| hode |Ready

IP-DECT Configurator R& = = =<
General |P Setti Metwark Systern SIF Setti DECT Satti 2 PBX fl. Performance Custonner
Settingz =tings Settings Configuration =tings stings [SD;Itfilr?Slsng Email 5 ettingz Infarmation
Systerm Configuration

Aweaya DevConnect

Apply Cancel

Click on SIP Settings at the top of the page and the General Settings tab in the main window.
The SIP Server details will be automatically filled in. Set the time zone and the SIP domain,
note this is the same SIP domain featured in Section 6.1. Enter the Session Manager IP address
for the Registrar IP address; typically this will be automatically filled in from the Proxy
information (see Proxy IP Configuration setting from page 39).

5} IP-DECT Configurator R& = [ =] =
General P St Metwork System SIF Sett DECT Setti P PBi S Perfarmance / Customer
Settings etings Settings Configuration Stings etings [g:tfilr?glsng Email Settings Infarmation
SIF Settings Avaya DevConnect
Home
| General Settings | Corfiguration Settings | Authentication 5 ettings
Mew System SIP Server: |Avaya-SM
Local time zone : GMT +00  w| hours
M odify Syztem
an v | minutes
Import System SIP domain : |devconnect.local |
Fiegistrat [P address : | 10.10.40.12 || Powlp || ThsPCIP
Activate /
Deactivate /
Sypstem Status
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Click on Configuration Settings tab, the information will be automatically filled in but the
screen shot below shows the settings used during compliance testing. The transport_protocol
shows that TLS is being used and the mwi_support=yes. These settings can be changed here.

7

IP-DECT Configurator R&

= | O X

General
Settings

Eil

IP Settings

Metwork
Settings

Spztem

Configuration 5IP Settings

DELCT Settings

FBx /
Pravizioning
Setlings

Customer
Information

Performance /
Email Settings

SIF Settings

Haome

‘ General Settings

Configuration Settings

Authentication Settings ‘

Avaya DevConnect

Mew Spstemn Configuration iterns :

kA adify Spstem

Impart System

Activate /
Deactivate /
Spstem Status

Export Syztem

Delete Sypztem

Upgrade
Installation

Save System

—>
—

RICOIOOOO ORI ORI R OROAC

zdp_late_sendrecy=no
sdp_rfc32B64=yes
sdp_toH=ypes
sdp_payload_size=20
sdp_DTHMF_rfc2833=pes
mwi_support=yes
maw_intern_dnr_len=5
zip_messaging=no
transport_protocol=tlz
hazh_iz_nbr_compl_ind=yes
DMF_prefis_to_add=
strip_DMB_prefis=no
uze_PP_name=no
dtrnf_pt=96
return_to_primary_time=10

multiple_call_appearance=ypes

[ maw_registration_interval=1

[ hash_is_releaze_snguing_cal=na
unattended_transfer_method=using_replaces
[] zall_waiting_indication=waiting

425=Buzy

A04=|rrvalid Mumber

480=T empararly Unavailable

[] enbloc=yes

unregistered_drr=5M DOWHRII
usemame_and_pswd=ypes
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Click on Authentication Settings tab and enter %s as the user (means the DNR will be used as
the SIP extension) and 1234 as the password, note that this is the same password set in Section

L IP-DECT Configurator R& =1 NET
General P Setti Metwark. System SIP Sett DECT Setti R PBX "'l. Perfarmance / Custamer
Settingz SHings Settings Configuration Shings SHings lg:tfilr?glsng Email 5 ettings Infarmation
SIP Settings Avraya DevConnect
Home
| General Settings | Configuration Settingsl Authentication Settings |
Mew System Authentication Realm 1 : | |I User: |Xs | Pawd : |1234| I
Modify Spstem L
Authentication Realm 2 : | | Uszer : | | Pawd : | |
Impart System fiEmore
Authentication Realm 3 | | Uszer : | | Pawd : | |
Femowve
Activate /
Deactivate / Authentication Realm 4 : | | User : | | Pswid : | |
Systemn Status
Femowve
E xport System L
Authentication Realm 5 | | Uszer : | | Pawd : | |
Femowve
Delete Systam
Upgrade
Installation
Save System
. | t . .
E=xit D efault Iiceﬂgg[ﬁle License walid Apply Cancel
MEC kultiple Systerm hMode Mormal Mode Ready ||
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Click on DECT Settings at the top of the page and the DECT Settings tab in the main window.
The PARI should be already filled in from the information provided by the license file. The
Country code can be changed to suite and click on Apply once this information has been

entered as the other tabs do not need to be changed.

i} IP-DECT Configurator R& = [ =] 28
General P Satti Metwork Sustem SIP Satti DECT St P PBX ’J. Performance / Customer
Settings edtings Settings Configuration edings etlings rg:tfilr?glsng Emiail Settings Infarmation
DECT Settings Avaya DevConnect
Home
DECT Settings | Handset Settings | DAP Settings
Hew System Country code | Ireland "
PARI : [ iooroac ||
odify System
SARI: FFFFFFFF
Impart System
Activate / Frequency table : lII
Deactivate /
System Status zed carers - ] Carrier 0
[v] Carrier 1
E xport Syztem ] Carrier 2
Carrier 3
] Carrier 4
Delete System [ Ean!er 5
[¥] Carrier &
] Carrier 7
Upgrade Carrier 8
Installation Carrier 9
Save System
) Import
Exit Drefault [y Apply Cancel
MEC Fultiple Systern Mode Maormal Mode Ready ||
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Once Save System has been pressed at the bottom right of the screen the following will be

displayed showing that the system has saved successfully.

i} IP-DECT Configurator R = [ =]
General . M etwork Sustem - . PBX ’J. Performance / Customer
@T Settings: IP Settings Settings Configuration SIP Settings DECT Settings Prg:[?ilr?;lsng Emiail 5 ettings Infarmation
Systemn Status Awaya DevConnect
Home
Achion Statuz -~
Feading settings.=ml ak.
Feading customner. sl ak
Mew System Reading rpnadm. b=t oK
Mumber of DAPs in rpnadm tat file: 2
Reading rpn_dew kst
Modify Spstem Optional file rpn_dewy tat nat present in C:\Programb ata\MECADAP Controllerdwaya DevConnecth
Fieading zm.xml 0k
Fieading alarms. xml 0k,
Import System Start rpniadm file monitoring Fim
Start TFTPF monitoring Tm
Start rpniadm file monitoring Fim
Activate / Stark TETP manitoring Tra
Deactivate / Start rpriadrn file moritoring Rrn
System Status Start TFTP monitoring Tm
Deactivate System Avaya DevConnect
Export System Stopping DAP-DOS service (] 4
Stopping 3CTpSwe zervice QK.
Stopping DAP-PCR service 0k
Delets System Stopping Pwll service Ok |=
Clozing DAP Manager IMT ak.
Upgrade Syztem deactivated
Installation Saving system Avaya DevConnect
Saving gettingz. =mi file ak.
Saving ds.tat file ak
Saving 3CTftpSve.ini file ak
Save System Saving PwLSettings.config file QK
Saving P/l Service exe.config file QK.
| Swstem saved successful |
Execute IS service command RESTART
E it ~
MEC | Fultiple Systerm Mode Mormal Mode | ||
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Clicking on Activate/Deactivate System Status on the left side of the screen will bring a page
on which a restart can be done by clicking the start icon (> button). The DAPs remain fully
operational and making and receiving calls is still possible. The DAP controller is only necessary
for Management actions regarding the handsets. Clicking on the start icon highlighted in the
main screen will restart the system again after Activate/Deactivate System Status has been

pressed.
G} IP-DECT Configurator Ré =0 I
General P Setti Metwork System SIP Selt DECT St P PBi /. Performance / Customer
Settings SICS Settings Configuration CRHCS Sdle rso:tfilr?glsng Email Settings Infarmation
Svstern Status Auranya DewConnect
Huome:
Aclivate  Mame Statuz Action Required network card settings
DDS Service stopped Start IP: | 10.10.40.120 |
MHew System FCR Service stopped Start DG : | 10.10.40.1 |
Fw/U Service stopped Start SN: | 2552852550 Change Network
Modity Spstem TFTP Server Service stopped Start nebwork, Conhnections
DAP banager INT Frogram not running Start .
| t Spsh -
P LB laghonitar rogram running [9.0.2. Shop :
part Ay O Diaghoni = ing [5.0.2.163) 5 Mumber of DAPs : 2 Rebaat
-
Activate / Action Statuz | A
Deactivate / - =
Systern Status Stopping PwiU zervice aK
Clozing DAP kanager INT aK
Expoit Spstem Syztem deactivated
Saving zystem Avaya DevConnect
Saving zettings.xml file kK
Dielete Syztem Saving ds.tat file kK
Saving JCTRpSwve.ini file QK
u 4 Saving FwlSettings. config file aK
Insl?gI[I:tioen Saving Fwll.Service exe. canfig file aK
Spetem zaved successful
Execute 115 zervice command RESTART QK
Attempting stop...
Save System Intemet services successfully stopped
Attempting start. . =
Intemet services successfully restarted
Start rphadm file manitoring Fimn
. Start TFTP monitoring Tm
Exit "

MNEC

Multiple Systerm Mode

Morrmal kMode

Pragrarm will be closed in & minutes and 40 seconds!
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With the system up and running again a window should automatically appear asking to reboot
the DAP’s. Click on Reboot to complete the setup.

Gy IP-DECT Configurator R6 = || =] ==
General IP St Metwork S pstem SIP Satti DECT Seti p PE /. Performance / Cuztarner
Settings etings Settings Canfiguration etings etings rg;ﬁilr?;;ng Email Settings Infarmation
Systemn Status Awaya DewvConnect
Home
Activate  Name Status Action Feguired network card setings
oD% Service running [1.6.41.17) Stap P | 10.10.40.120 |
Mew System PCR Service running [7.4.0.438) Stop OG- | 10.10.40.1 |
PR Eedicelining (L0 s) &lop SN: [ 2552552550 Change Metwark
todify System TFTP Server Service running Stop Fietwnrk Cahnectiohs
DAP Manager IMT Fragram nat running Start .
| b Sysh -
et System O Diaghdonitor Fragram running (5.0.2.168) Stop ’ Mumber of DAPs : 2 Rieboot
-
Activate /
] . Statug
Deactivate / IP-DECT Configurator R& 2
System Status
Do you want to reboot the DAP's to activate the changes?
Export System
Ma | I Reboot I Em
Trn
Delete System Activating spstem Avaya DevConnect
WwARMIMG: Werify that the DHCP zerver iz configured properly
u 4 Saving Pl Settings. config file 0k
Insiglrl:tign Saving Pl Service.exe.config file 0k
Starting DAP-DDS service ak
Starting DAP-PCR service ak.
Starting Pl zervice 0k
Gawve System Starting 3CTftpSve service ok
Starting [1SADMIM service 0k
Starting DAP Manager INT [n]
Supzter iz activated now
Exit o
MEC Multiple Systern kode Mormal Mode Program will be closed in 7 minutes and 35 secands!
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8.2. DAP Manager — Managing DECT users and handsets

Once the DAP configurator has been fully configured, the following window of the DAP
manager is automatically popped. The DAP manager can also be reached by typing the following
URL http://<IP-of-DAP-manager>/cds/. The DAP manager is used to manage the extensions
(DNR) on the DECT system and also to subscribe the DECT handsets.

Click on Add Number Range in the left window.

« 5 T 2 -] & e r-snaon ||
[
BN @ subscriptions
@ subscriptions (4) Fiter:  [No Fter
[=] Access Points (2/2)
Z Add Number Range I
=] Backup (Export) Number Status RPN Presence Registration status Handset type SW version Username Password ‘Comment
@ History -
# PackUp & Go
) Get Archive

, Handset Firmware Update
[2] Performance Manager
(@ Provisioning

ol Enable

8 Disable

52 Terminate
&, Delete Number

Select a Subscription and dick on a
task. Shift+Click to select a range.

Park : 31100170163606

Enter the number range or the number of the extension(s) to be added and click on OK.

[Z0 A Add Number Range
@ subscriptions (3)
[-] Access Points (2/2) From : Select csv file to import:
A, Add Number Range To:
g BF:I:'U: (Export) Import
B Pack Up & Go
] Get Archive
' Handset Frmware Update
[Z] performance Manager
ah Provisioning
Before you can enable subscriptions you
must create a number range. You can
always add more ranges afterwards.
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Highlight the new extension added in the main window and click on Enable in the left window.

@ Subscriptions (3)

[2] Access Points (2/2)

/A Add Number Range

E Backup (Bxport)

@ History

8 Pack Up & Go

] Get Archive

’ Handset Frmware Update
[Z] Performance Manager
(Q Provisioning

g4l Disable
sz Terminate
&, Delete Number

1 Subscription Selected

Park : 31100170163606

& Subscriptions

|No Fiter

Filter:

Number Status RPN Presence Registration status Handset type SW version
7150 Subscribed Registered |Gsé6 1.10.00.01 |

7151 Free
Subscribed

Subscribed

1.10.00.01
1.10.00.02

Present
Present

Registered
Registerad

011 1766

Note the PIN number which will be used to subscribe the handset in the next section.

@ subscriptions (4)

[-] Access Points (2/2)
ﬁ Add Number Range
B Backup (Export)

@ History

B8 Pack Up & Go

] Get Archive

' Handset Firmware Upd
[-] Performance Manager
{,;‘,_: Provisioning

[ @ subscriptions

Fiter:  |No Fiter

Number Status

7150 Subscribed 010 Presant
7152 Subscribed 011 Absant
7153 Subscribed 011 Absent

ate
Enabled
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8.3. How to Subscribe the DECT Handset

From the DECT handset click on the menu button (on top of the power button) and select
Settings as highlighted below.
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Scroll right to Connectivity and select Register as shown below.

There will be a number of slots labelled Empty (not shown) choose one and continue pressing
Ok until the Access Code is asked for. Enter the Access code as per Section 8.2.

Iz -—«:’1’ Register
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Enter the extension number for the Network number as shown below for extension 7151.

livpgert % Register

Network number

151

Once this are all entered the phoneset display should show Registering, as shown below.

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 53 of 59
SPOC 10/11/2016 ©2016 Avaya Inc. All Rights Reserved. NECDECT_CM70TLS



9. Verification Steps
The ultimate test is to make and receive calls between the NEC DECT h

andsets and to and from

the Avaya phones. This will verify that the NEC DECT handsets are connected correctly with the
Avaya solution. The following steps can be taken to ensure that connections between NEC

DECT handsets and Session Manager and Communication Manager are

9.1. Session Manager Registration

Log into System Manager as done previously in Section 6.1, select Sess
highlighted below.

up.

ion Manager as

Administrators

Directory Synchronization

Backup and Restore
Bulk Import and Export

Configurations

Under System Status in the left window, select User Registrations to display all the SIP users

that are currently registered with Session Manager. The NEC DECT use
registered as highlighted.

rs should show as being

P — User Registrations
- . Select rows to send notifications to devices. Click on Details column for complete
Administration registration status.
R ’
Profile Editor |W\ Default |_m: :Sozilgremce . \_M| |m\ |Failback| As of 11:56 AM Advanced Search »
b Network
23 Items 2 Show lE Filter: Enable
onfiguration
- Registered
} Device and Location [0 |petails |Address = e | ==l IP Address  |Remete £ e e L
Name |Location Office Control Devices Device |p.oo ‘Sec ‘SUN
Configuration
O Show 7151@devconnect.local 7151 NEC  PGLAB 10.10.40.209 [ O 11 O %\c) U o
» Application 7] [m|
_ O Show  7150@devconnect.local 7150 NEC PGLAB 10.10.40.208 [J O 1/1 O 2C) O
Configuration o |
O Show 7102@devconnect.local  SIPExt 7102 PGLAB 10.10.40.212 O O /1 (AC) O
¥ System Status ¥ O
O Show 7101@devconnect.local  SIPExt 7101 PGLAB 10.10.40.206 [ m} 11 ) ThC) O
SIP Entity
e O Show  7100@devconnect.local  SIPExt 7100 PGLAB 10.10.40.211 [ O 3 = & O o
Monitoring (AC)
O Show  --- 7220 O O 0/1 O m} O g
Managed o
Bandwidth Usage O Show - 7202 O O 0/1 O m} ]
. m}
Security Module U rshow 7222 O ] on o O O
Status O Show - 7210 O O 0/1 [m] O 0o
SIP Firewall O »show - 7221 ] O o1 | o Ho
Status O »show - nEC o o o o o Do
Registration O Show - 7200 O O 0/1 O O 0O 0
Summary O Show - 7211 O O 0/1 O O O g
User Registrations O Show - NEC O O 0/1 O O [m] [m}
Session Counts O Show — NEC O O 0/1 O O O o
User Data Storage < >
.Se\ect : All, None I4 4 Page| 1 |ofZ b k|
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10. Conclusion

These Application Notes describe the configuration steps required for NEC’s IP DECT Access
Point (DAP) and DECT handsets to successfully interoperate with Avaya Aura®
Communication Manager R7.0 and Avaya Aura® Session Manager R7.0 by registering the NEC
Handsets with Session Manager as third-party SIP phones. Please refer to Section 2.1 and 2.2
for test results and observations.

11. Additional References

This section references documentation relevant to these Application Notes. The Avaya product
documentation is available at http://support.avaya.com where the following documents can be
obtained.

[1] Administering Avaya Aura® Communication Manager, Document 1D 03-300509

[2] Avaya Aura® Communication Manager Feature Description and Implementation,

Document ID 555-245-205
[3] Implementing Avaya Aura® Session Manager Document ID 03-603473
[4] Administering Avaya Aura® Session Manager, Doc ID 03-603324

NEC’s technical documentation is available from NEC or from http://businessnet.nec-
enterprise.com.

[5] NEC, 2016, Business Mobility IP DECT CE Manual for SIP Connectivity, R6.41,
available at http://businessnet.nec-enterprise.com
[6] NEC, 2016, IP DECT Administrator Guide, R6.41, available at http://businessnet.nec-

enterprise.com
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Appendix

Configure SIP Trunk between Session Manager and

Communication Manager

The following shows the SIP Signalling Group and SIP trunk that was used during compliance
testing.

e Set the Group Type field to sip.

e For compliance testing Transport Method was set to tls.

e The Peer Detection Enabled field should be set to y allowing the Communication
Manager to automatically detect if the peer server is a Session Manager.

e Specify the node names for the procr and the Session Manager node name as the two
ends of the signaling group in the Near-end Node Name field and the Far-end Node
Name field, respectively.

e Set the Near-end Node Name to procr. Set the Far-end Node Name to the node name
defined for the Session Manager (node name sm70vmpg), as per Section 5.5.

e Ensure that the recommended TLS port value of 5061 is configured in the Near-end
Listen Port and the Far-end Listen Port fields.

e Inthe Far-end Network Region field, enter the IP Network Region configured in
Section 5. This field logically establishes the far-end for calls using this signaling group
as network region 1.

e Far-end Domain was set to the domain used during compliance testing.

e The DTMF over IP field should remain set to the default value of rtp-payload. This
value enables Communication Manager to send DTMF transmissions using RFC 2833.

e The Direct IP-IP Audio Connections field is setto y.

e Initial IP-IP Direct Media was set to N for compliance testing.

e The default values for the other fields may be used.

change signaling-group 1 Page 1 of 2
SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP? n

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: sm70vmpg
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1

Far-end Domain: devconnect.local

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial IP-IP Direct Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
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Configure the Trunk Group form as shown below. This trunk group is used for calls to and from
Communications Portal. Enter a descriptive name in the Group Name field. Set the Group Type
field to sip. Enter a TAC code compatible with the Communication Manager dial plan. Set the
Service Type field to tie. Specify the signaling group associated with this trunk group in the
Signaling Group field, and specify the Number of Members supported by this SIP trunk group.
Accept the default values for the remaining fields.

change trunk-group 1 Page 1 of 21
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: r
Group Name: SIPTRK COR: 1 TN: 1 TAC: *801

Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: 0

Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 10

On Page 2 of the trunk-group form the Preferred Minimum Session Refresh Interval (sec)
field should be set to a value mutually agreed with NEC to prevent unnecessary SIP messages
during call setup. Session refresh is used throughout the duration of the call, to check the other
side has not gone away, for the compliance test a value of 600 was used.

change trunk-group 1 Page 2 of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600

Disconnect Supervision - In? y Out? y

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n
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Settings on Page 3 can be left as default. However the Numbering Format in the example
below is set to private.

change trunk-group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

Settings on Page 4 are as follows.

change trunk-group 1 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Number?
Send Transferring Party Information?

Network Call Redirection?

Build Refer-To URI of REFER From Contact For NCR?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

P B BKK BK

Convert 180 to 183 for Early Media? n

Always Use re-INVITE for Display Updates? n
Identity for Calling Party Display: P-Asserted-Identity

Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank User Destination?
Enable Q-SIP?

5B

Interworking of ISDN Clearing with In-Band Tones: keep-channel-active
Request URI Contents: may-have-extra-digits
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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