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Abstract

These Application Notes describe the configuration steps required to configure the Avaya
Session Border Controller to integrate the AT&T IP Flexible Reach - Enhanced Features
service, using AT&T’s AVPN or ADI/PNT transport connections, with Avaya Experience
Platform (AXP), for the Bring Your Own Carrier (BYOC) Hybrid model.

In this solution, an Avaya Session Border Controller, at a customer’s Enterprise location, is used
to establish a SIP trunk connection to AT&T and a SIP Trunk to the customer’s Avaya
Experience Platform (AXP) environment. These Application Notes focus on the configuration
of the customer’s Avaya Session Border Controller to interconnect the two SIP trunks.

The configuration for the AT&T IP Flexible Reach - Enhanced Features service is managed
by AT&T. For additional information contact AT&T as noted in Section 2.3.

The configuration for Avaya Experience Platform is managed by Avaya. For information on
the Avaya Experience Platform solution visit https://www.avaya.com/en/products/experience-

platform

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program.
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1. Introduction

These Application Notes describe the configuration steps required to configure the Avaya Session
Border Controller (Avaya SBC) to integrate the AT&T IP Flexible Reach - Enhanced Features
service, using AT&T’s AVPN or ADI/PNT transport connections, with Avaya Experience
Platform (AXP), on the Bring Your Own Carrier (BYOC) Hybrid model.

In this solution, an Avaya Session Border Controller, at a customer’s Enterprise location, is used
to establish a SIP trunk connection to the AT&T IP Flexible Reach - Enhanced Features service
using AT&T Virtual Private Network (AVPN) or AT&T Dedicated Internet Service (ADI/PNT)
transport connections, and a SIP Trunk to the customer’s Avaya Experience Platform (AXP)
environment, as shown on Figure 1. These Application Notes focus on the configuration of the
customer’s Avaya Session Border Controller to interconnect the two SIP trunks. The configuration
for the AT&T IP Flexible Reach - Enhanced Features service is covered under a separate
Application Notes. Consult reference [3] in the References section for more information on the
AT&T IP Flexible Reach - Enhanced Features service.

AXP requires PSTN trunking service for customers calling into the contact center. These trunk
services can be provided by Avaya's own SIP trunking service, or customers may prefer to use
their existing carriers to call into the contact center, using BYOC trunks.

The following terms will be used interchangeably throughout these Application Notes:
o “AT&T”, “SIP Trunk Carrier”, “Carrier” or “service provider”.
e “Avaya Experience Platform” or “AXP”

“Media Processing Core” or “MPC” (MPC is a component of AXP).

“MPC” or “AXP”.

“ AXP agents”, “Workplace Agents” or “Agents”.

2. General Test Approach and Test Results

A simulated CPE site containing all the equipment for the Avaya SIP-enabled enterprise
solution, including an Avaya SBC, was installed at the Avaya DevConnect Lab. The simulated
enterprise site was configured to connect to the PSTN via AT&T’s IP Flexible Reach - Enhanced
Features service, using AT&T’s AVPN or ADI/PNT transport connections to Avaya Experience
Platform (AXP). This was accomplished via broadband connections to the public Internet.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
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products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.
Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing referenced in this Application Notes the following encryption capabilities were
used:
e Transport Layer Security (TLS) was used as the transport protocol for the signaling and
Secure Real-time Transport Protocol (SRTP) for the media between the Avaya SBC at
the Enterprise and AXP.

No encryption capabilities were used between the Avaya SBC at the Enterprise and AT&T. User
Datagram Protocol (UDP) and Real-Time Transport Protocol (RTP) were used, as requested by
AT&T.

2.1. Interoperability Compliance Testing

The following features and functionality were covered during the compliance test:
e Static IP SIP Trunk authentication to AT&T.
e Establish SIP trunk connection between Avaya SBC and AXP using TLS transport.
e Responses from AXP to SIP OPTIONS messages sent by the Avaya SBC
e Response by AT&T to SIP OPTIONS messages sent by the Avaya SBC.
e Inbound PSTN calls from AT&T routed via the Avaya SBC to AXP.
e Outbound calls from AXP agents routed via the Avaya SBC to the PSTN.
¢ Inbound calls from enterprise users to AXP.
e Qutbound calls from AXP agents to enterprise users.
e Inbound calls with AXP agent performing Consult with other AXP agents, enterprise
users and PSTN endpoints.
e Inbound PSTN calls to AXP agent performing blind and consultative Call Transfers to
other AXP agents, enterprise users and PSTN endpoints.
e Inbound and outbound PSTN calls to/from enterprise users performing blind transfer to
AXP agents.
e Inbound PSTN calls to AXP agents performing Conference with other AXP agents,
enterprise users and PSTN endpoints.
e DTMF transmission using RFC2833.
e Proper disconnect via normal call termination by the caller or the called parties,
involving AXP agents, enterprise users and PSTN endpoints.
e Proper disconnect when the call is abandoned by the caller before it is answered,
involving AXP agents, enterprise users and PSTN endpoints.
Outbound calls from AXP agents to a PSTN party that is busy.
Anonymous calling by AXP agents and PSTN users.
Call Hold/Resume (short and long duration) by AXP agents.
Inbound calls from the PSTN when AXP agents in the queue are unavailable and proper
wait treatment (e.g., announcements / music on hold).
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Long duration calls (calls in talking state held for one hour).
Long hold time (calls on-hold held for 10+ minutes).

Not Supported:

2.2.

Call Transfer and Call Conference of outbound calls originating from AXP agents are not
currently supported by AXP.

REFER is not currently supported by AXP. Inbound calls to AXP agents that are
transferred to enterprise users or to the PSTN will remain anchored on AXP for the
complete duration of the call.

Test Results

Interoperability testing of AT&T’s IP Flexible Reach - Enhanced Features service with Avaya
Experience Platform BYOC Hybrid solution was completed with successful results for all test
cases with the observations/limitations noted below:

XML information in SIP UPDATES — During call transfer scenarios from Enterprise
users to AXP Agents, SIP UPDATE messages sent by Communication Manager
contained XML information in the SDP. Since this information has no relevance to AXP,
a Sigma script was used in the Avaya SBC to remove the unwanted XML information in
the SDP from being sent to AXP. This behavior did not have negative impacts, it’s being
mentioned here simply as an observation. Refer to Section 5.9 and Section 10.

SIP INFO messages — After approx. one hour + 10 minutes into long duration calls a
SIP INFO message was sent by AXP to AT&T, AT&T responded with “200 OK”. This
behavior did not have negative impact on long-duration calls, calls remained established.
It’s being mentioned here simply as an observation.

Busy tone — On outbound calls from an AXP agent to a PSTN number that is busy,
AT&T sends “486 Busy Here” to AXP, as expected, but no busy tone was heard at the
AXP agent. The call is just disconnected. This issue is under investigation by Avaya.
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2.3. Support

For information on Avaya Experience Platform (AXP) visit:
https://documentation.avaya.com/en-

US/bundle/ExperiencePlatform_Solution Description_10/page/Avaya Experience Platform_sol
ution_overview.html

For additional technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com

For more information on the AT&T IP Flexible Reach service visit:
https://www.business.att.com/products/sip-trunking.html. AT&T customers may obtain support
for the AT&T IP Flexible Reach service by calling (877) 288-8362.
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3. Reference Configuration.
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Figure 1: Avaya BYOC Hybrid Solution
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Calls from the PSTN to enterprise users are dialed as 11 digit numbers (e.g.,13031239320).
The call is delivered by AT&T to the Avaya SBC without the +1 (e.g., 3031239320).
Number manipulation to E.164 format is not required for calls destined to the enterprise.
The CALLID at the enterprise endpoint will be displayed in non-E.164 format (e.g.,
7863311234).

Calls from the PSTN to Avaya Workplace Agents are dialed as 11 digit numbers
(e.g.,13031239321). The call is delivered by AT&T to the Avaya SBC without the +1 (e.g.,
3031239321). Number manipulation to E.164 format is required for calls destined to AXP,
AXP will reject the call if the number is not in E.164 format. A URI manipulation rule was
added to the Avaya SBC to add +1 to the number before forwarding the call to AXP (e.g.,
+13031239321). The CALLID at the Avaya Workplace Agents will be displayed in non-
E.164 format (e.g., 7863311234).

Calls from enterprise users to Avaya Workplace Agents are dialed as 9 plus 11 digit
numbers (e.g.,913031239321). The call is delivered by the Avaya SBC to Avaya MPC in
E.164 format (e.g., +13031239321). The CALLID at the Avaya Workplace Agents will be
displayed in E.164 format (e.g., +13031239320).

Calls from enterprise users to the PSTN are dialed as 9 plus 11 digit numbers (e.g.,
917863311234). The call is delivered by the Avaya SBC to AT&T in E.164 format
(+17863311234). The CALLID at the PSTN will be displayed in E.164 format (e.g.,
+13031239320).

Calls from Avaya Workplace Agents to the Enterprise are dialed as 4-Digit Extension
Numbers (e.g., 3042). The call is delivered by the MPC to the Avaya SBC as 4-Digit
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Extension Numbers (e.g., 3042). The CALLID at the enterprise will be displayed in E.164
format (e.g., +13031239321).

e Calls from Avaya Workplace Agents to the PSTN are dialed as 11 digit numbers (e.g.,
17863311234). The call is delivered by the Avaya SBC to AT&T without the + in the
Request URI header (e.g., 17863311234). Note: The “From” header in the INVITE
message sent to AT&T will include the + (e.g., +13031239321), thus the CALLID at the
PSTN will be displayed in E.164 format (e.g., +13031239321).

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software | Release/Version
Avaya Enterprise
Avaya Session Border Controller | 10.1.2.0-64-23285
Avaya Experience Platform
AXP | November 30 2023
HG; Reviewed: Avaya DevConnect Program 9 of 95
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5. Avaya Session Border Controller Configuration

This section covers the configuration of the on-premises Avaya SBC. It is assumed that the
initial provisioning of Avaya SBC, including the assignment of the management interface IP
Address and license installation, have already been completed; hence these tasks are not covered
in these Application Notes. For more information on the installation and provisioning of the
Avaya SBC consult the Avaya SBC documentation in the References section.

The configuration for the enterprise connection to the PSTN via AT&T IP Flexible Reach -
Enhanced Features service is beyond the scope of these Application Notes. Please consult the
specific Avaya Application Notes covering the configuration of Avaya Aura® products to
support AT&T IP Flexible Reach. Consult reference [3] in the References section.

Note — The Avaya SBC provisioning described in the following sections may impact service if
the provisioning changes are being made to an existing Avaya SBC handling live Enterprise
traffic. Careful planning is necessary when making changes to existing Avaya SBCs handling
live Enterprise traffic.

5.1. System Access

Use a WEB browser to access the Element Management Server (EMS) web interface and enter
https://ipaddress/shc in the address field of the web browser, where ipaddress is the management
LAN IP address of the Avaya SBC. Log in using the appropriate credentials.

Log In
Usermame: ucsec
Password

Session Border Controller WELCOME TO AVAYA SBC

for Enterprise Unauthorized access to this machine is prohibited. This system is for
the use authorized users only. Usage of this system may be monitored
and recorded by system personnel
Anyone using this system expressly consents to such monitoring and
is advised that if such monitoring reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
monitoring to law enforcement officials.
@ 2011 - 2020 Avaya Inc. All rights reserved.
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The EMS Dashboard page of the Avaya SBC will appear. Note that the installed software
version is displayed. Verify that the License State is OK. The SBC will only operate for a short
time without a valid license. Contact your Avaya representative to obtain a license.

Note — The provisioning described in the following sections use the menu options listed in the
left-hand column shown below.

=

Device: EMSv Alarms Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out

Avaya Session Border Controller AVAYA
EMS Dashboard Dashboard -
Device Management 11:33:09 AW EMS
> System Administration System Time MST Refresh
\ Avaya SBC

Templates Version 10.1.2.0-64-23285 Y
Backup/Restore

GUI Version 10.1.2.0-23457

> Monitoring & Logging
Wed Jul 26 02:34:35 IST
2023

Build Date
License State @ 0K
Aggregate Licensing Overages 0

Peak Licensing Overage Count 0

Last Logged in at 11/16/2023 12:42:15 MST
Failed Login Attempts 0
;
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5.2. Device Management

Select Device Management on the left-hand menu. A list of installed devices is shown on the
Devices tab on the right pane. In the case of the sample configuration, a single device named
Avaya SBC is shown. Verify that the Status column shows Commissioned. If not, contact your
Avaya representative. To view the configuration of this device, click View on the screen below.

Note — Certain Avaya SBC configuration changes require that the underlying application be
restarted. To do so, click on Restart Application shown below.

=

Device: Avaya SBCv Alarms  Incidents  Statusv  Logsv  Diagnostics  Users Settings v Help ¥ Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard ~  Device Management

Software Management

Device Management

Backup/Restore Devices || Updat || Lic g || Key Bundl || License Compliance

> System Parameters Device Management Versi S

> Configuration Profiles Name [P ersion - Status

> Services Avava 10.1.2.0-

. . SBg 10.64.160.20 64- Commissioned Reboot Shutdown Restart Application View Edit Uninstall
> Domain Policies 23285
> TLS Management . ,
. ]

> Network & Flows

> DMZ Services 4
%
HG; Reviewed: Avaya DevConnect Program 12 of 95
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The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation, corresponding to Figure 1. Note
that DNS configuration is required for this solution. The specific DNS server information can
be added or edited by clicking on Edit, shown on the previous screen.

System Information: Avaya SBC X

r General Configuration

r Management IP(s) r Dynamic License Allocation
Appliance Name ~ Avaya SBC IP#1 (IPv4) 10.64.160.20 E:'ense Ez:nse
Box Type SIP r DNS Configuration Allocation  Allocation
Deployment Mode  Proxy Primary DNS 75.75.75.75 Standard Sessions 10 100
HA Mode Mo Secondary DNS  75.75.76.76 Advanced Sessions 10 100
DNS Location DMZ Scopia Video Sessions 10 100
DNS Client IP 10.10.80.125 CES Sessions 10 100

Transcoeding Sessions 10 100

AMR

Premium Sessions 0 0

CLID -

Encryption

Available: Yes
Network Configuration
IP Public IP Network Prefix or Subnet Mask  Gateway Interface
10.64.160.21 10.64.160.21 2552552550 10.64.160.1 Al
10.10.80.73 10.10.80.73 255 255 255128 10.10.80.1 B1
10.10.80.125 10.10.80.125 255.255.255.128 10.10.80.1 B1
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5.3. TLS Management

Note — An identity certificate signed by a public known Certificate Authority (CA) is required to
be installed on the Avaya SBC for the TLS connection to MPC. It is the customer’s
responsibility to obtain this certificate. Self-signed certificates or certificates signed by a private
CA, like Avaya System Manager, are not acceptable.

The SIP trunk connection between the Avaya SBC and the MPC uses TLS encryption with
mutual authentication. In this method of connection, the client (e.g., Avaya SBC) initiates a
request to the server (e.g., MPC) for a secure session. The server then sends its identity
certificate to the client. The client checks the received server identity certificate against the
trusted CA certificates that are saved in its trust store, to verify that the server identity certificate
is signed by a CA that the client trusts. Next the client presents its identity certificate to the
server. The server checks the full trust chain including all intermediate CAs and the Root CA, to
verify that the client identity certificate is signed by a CA that the server trusts. It also checks the
client’s certificate Subject Alternative Name to verify it recognizes the origin of the request. The
process then repeats with the roles being reversed, i.e., MPC acting as the client and Avaya SBC
acting as the server.

Once the above checks are successful the TLS session is established in both directions.

The identity certificate for the Avaya SBC needs to meet the following requirements:
e Algorithm: SHA256 or SHA384.
Key Size: 2048 or 4096 bits.
Key Usage Extensions: Key Encipherment, Non-Repudiation, Digital Signature.
Extended Key Usage: Client Authentication, Server Authentication.
Common Name: Public IP or FQDN of Avaya SBC or firewall.
Subject Alt Name: Public IP or FQDN of Avaya SBC or firewall.
PEM format.

Note — The procedure to request and obtain an identity certificate for the Avaya SBC signed by a
public Certificate Authority is outside the scope of these Application Notes. The following
sections describe the steps needed on the Avaya SBC to install the required certificates once they
are made available, and the creation of the TLS Client and Server Profiles needed for the TLS
SIP trunk connection to the MPC .
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5.3.1. Install CA Certificates

Entrust was the trusted CA used by both the MPC and the Avaya SBC in the reference
configuration, so the Entrust intermediate and root certificates below were downloaded and
imported into Avaya SBC trust store:

e Entrust Certification Authority-L1K.pem

e Entrust Root Certification Authority-G2.pem

Select the Avaya SBC under Device on the top left corner. Navigate to TLS Management 2>
Certificates and select Install.
e Type: select CA Certificate.
e Enter a Name for the certificate, i.e., Entrust CA_L1K was used in the reference
configuration.
e Check the Allow Weak Certificate/Key box.
e Certificate File: browse and select the Entrust Certification Authority-L1K.pem
file previously downloaded.

e Click Upload.
Install Certificate X
O Certificate
Type ® CA Certificate
O Certificate Revocation List
Name |Entrust_CA_L1K

Overwrite Existing O
Allow Weak Certificate/Key

Certificate File | Choose File | Entrust Certi__ty -L1K pem

| Upload |

The Install Certificate window displays this message:

Install Certificate

Warning: The provided certificate is not a valid CA certificate, but is a valid self-signed certificate.

| Proceed |

o Click the Proceed button.

e A window displays the certificate details. Click the Install button (not shown).

e An Install Certificate window displays this message: “CA Certificate installation
successful.”

e Click the Finish button.
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Repeat the steps above for the Entrust Root Certification Authority-G2 certificate.
The screen below shows the installed CA certificates:

Avaya Session Border Controller AVAYA
EMS Dashboard Certificates
Software Management

Device Management

Backup/Restore Certificates
> System Parameters Installed Certificates
> Configuration Profiles sbc_axp pem View Delete
> Services
sbc2co.pem View Delete
> Domain Palicies i
4 TLS Management shclco.pem View Delete
Certificates
. Installed CA Certificates
Client Profiles
Server Profiles avayaitrootca2 pem View Delete
SNI Group Entrust_CA_L1K pem — View Delete
> Network & Flows View Delete
> DMZ Services AvayaDeviceEnrollmentCAchain crt View Delete
> Monitoring & Loggin
d gging MA_SMGR pem View Delete
Entrust_Root_G2 pem <d— View Delete
View Delete
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5.3.2. Install Avaya SBC ldentity Certificate
Navigate to TLS Management - Certificates and click the Install button.

In the Install Certificate screen, select the following:

Type: Certificate.

Name: enter a descriptive name, e.g., sbc2co.

Check the box for Allow Weak Certificate/Key.

Certificate File: click Choose File to browse and select the signed identity certificate file
in .pem format, which should have been downloaded previously to the local PC.

Key: Select Use Existing Key, to use one of the key files automatically generated if the
Certificate Signing Request (CSR) was created on this Avaya SBC. Or select Upload
Key File if the key was generated on another system, to choose the key file to upload
from the local PC.

Key File: In the reference configuration, the Avaya SBC was used to create the CSR. The
sbc2co.key file was automatically generated, and it was selected from the drop-down
menu.

Click Upload.
Install Certificate X
® Certificate
Type O CA Certificate
O Certificate Revocation List
MName |sh02cn

Overwrite Existing O

Allow Weak Certificate/Key
Certificate File | Choose File | sbc2co deve .. m.com pem
Trust Chain File | Choose File | No file chosen

® Use Existing Key

Key
) Upload Key File
Key File [ sbcZco key v|
| Upload |
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On the next screen the certificate details are shown. Note that the public FQDN assigned to the
Avaya SBC interface connecting to the MPC is present on the Common Name (CN) and Subject

Alternative Name (SAN) of the certificate.

Click Install.

Install Certificate X

Certificate:
Data:
Version: 3 (@x2)
Serial Mumber:
1c:37:27:6b:el2:
Signature Algorithm: sha2séeWithRSAEncryption

CN = sbc2co. " .com ‘—_

Authority Information Access:
OCSP - URI:http://ocsp.entrust.net

X5@9v3 CRL Distribution Points:

Full Mame:
URI:http://crl.entrust.net/levellk.crl

X589v3 Subject Alternative Name:

DNS:sbc2co. .com ‘

X589v3 Key Usage: critical

Entrust

Issuer: C = US, O = "Entrust, Inc.”™, OU = See www.entrust.net/legal-
terms, OU = "(c) 2812 Entrust, Inc. - for authorized use only", CN
Certification Authority - L1K

Validity

Mot Before: Jul 24 18:49:27 2823 GMT
Mot After : Jul 24 18:49:26 20824 GMT

¥

Subject: C = US, ST = New Jersey, L = Morristown, O = "Avaya, Inc.”

CA Issuers - URI:http://sia.entrust.net/llk-chain256.cer

[ Install |
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5.3.3. TLS Client Profile
Select TLS Management - Client Profiles to add the Avaya SBC TLS Client Profile. Click on
Add and enter the following:

Profile Name: enter descriptive name, i.e., Outside_Client.
Certificate: select the SBC identity certificate from the pull-down menu (Section 5.3.2).
Peer Verification: Required.
Peer Certificate Authorities: Select the Entrust intermediate and root certificates.
(Section 5.3.1)

Verification Depth: enter 3.

Click Next.

HG; Reviewed:
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New Profile X

WARNING: Due to the way OpenSSL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make

sure to carefully check your enfry as invalid or incomectly entered Cipher Suite custom values
may cause catastrophic problems.

TLS Profile

Profile Name |Out9ide_CIient |

Certificate | shc2co.pem hd |

SNI [0 Enabled

Certificate Verification

Peer Verification Required

Entrust CA_L1K pem
AvayaDeviceEnrollmentCAchain.crt
MA_SMGR.pem

Entrust Root_G2.pem

Peer Certificate Authorities

Peer Certificate Revocation Lists

Verification Depth

Extended Hostname Verification O

Server Hostname

Avaya DevConnect Program
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On the next screen, set the following:
e Version: enable TLS 1.2 only.
e Under Ciphers, select Custom and enter the following on the Value box:
HIGH:!DH:!ADH:!3DES:!MD5:!'aNULL:'eNULL:@STRENGTH
e Click Finish.

New Profile X

Renegotiation Parameters
Renegotiation Time \:\ seconds

Renegotiation Byte Count |[] |
Handshake Options
Version O TLs13 TLS12
Ciphers O Default O FIPS @ Custom
Value [ DEHIGH:IDH:ADH:13DES:IMD5:laNULL:leNULL:@|

The following screen shows the completed TLS Client Profile form:

Avaya Session Border Controller AVAYA
EMS Dashboard Client Profiles: Outside_Client
Software Management
Device Management
Backup/Restore Click here to add a description.
> System Parameters Inside_Client Client Profile
» Configuration Profiles Outside_Client
> Services TLS Profile
> Domain Policies Profile Name Outside_Client
4 TLS Management Certificate sbc2co.pem
Certificates
SNI Enabled
Client Profiles
SNI Group Pser Verification Required
> Network & Flows T —
. e nirusi em
> DMZ Services Peer Certificate Authorities EHlFUSI:RDELGZFpem
> Menitoring & Logging Peer Certificate Revocation Lists
Verification Depth 3
Extended Hostname Verification
Renegotiation Time 0
Renegotiation Byte Count 0
Handshake Options
Version TLS13 © TLS12
Ciphers Default FIPS Custom
Value HIGH:IDH:IADH:13DES:IMD5: laNULL:1leNULL:@STRENGTH
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5.3.4. TLS Server Profile
Select TLS Management - Server Profiles from the left-hand menu to add the Avaya SBC
TLS Server Profile. Click Add.
Profile Name: enter descriptive name, i.e., Outside_Server.
Certificate: select the SBC identity certificate from the pull-down menu (Section 5.3.2).

[ )
[ )
e Peer Verification: Required.
[ )
(Section 5.3.1)
Verification Depth: enter 3.
e Click Next.
may cause catastrophic problems.
TLS Profile
Profile Name
Certificate
SNI Options
SNI Group
Certificate Verification
Peer Verification
Peer Certificate Authorities
Peer Certificate Revocation Lists
Verification Depth
HG; Reviewed:
SPOC 2/13/2024

Peer Certificate Authorities: Select the Entrust intermediate and root certificates.

New Profile X

WARNING: Due to the way OpenSSL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make

sure to carefully check your entry as invalid or incomectly entered Cipher Suite custom values

|Outside_Server |

shc2co.pem hd
| P |

None hd

None w

Entrust CA_L1K pem
AvayaDeviceEnrollmentCAchain.crt
MA_SMGR.pem

Entrust Root_G2.pem
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On the next screen, set the following:

Under Ciphers, select Custom and enter the following on the Value box:

HIGH:!DH:!ADH:!3DES:!MD5:!1aNULL:!leNULL:@STRENGTH

e Version: enable TLS 1.2 only.
[ )
e Click Finish.

New Profile X

Renegotiation Time

Renegotiation Byte Count

Version

Ciphers

Value
{What's this?}

Handshake Options

o |

JTLs13 TLS1.2

O Default O FIPS @ Custom

| DEHIGH:IDH:IADH:13D ES:!MDS:!aNULL:!eNULL:@!|

The following screen shows the completed TLS Server Profile.

Avaya Session Border Controller

EMS Dashboard
Software Management

Server Profiles: Outside Server
Add

Server Profiles

Inside_Server

Device Management
Backup/Restore
» System Parameters

Server Profile

AVAYA

Click here to add a description

» Configuration Profiles Qutside_Server

> Services TLS Profile

» Monitoring & Logging

Peer Certificate Authorities

> Domain Policies Profile Name

<« TLS Management Certificate
Certificates SNI Options
Client Profiles
Server Profiles Certificate Verification
SNI Group Peer Verification

» Network & Flows

> DMZ Services

Peer Certificate Revocation Lists
Verification Depth 3

Extended Hostname Verification

Renegotiation Parameters

Renegotiation Time 0
Renegotiation Byte Count 0
Version TLS 1.3 TLS1.2
Ciphers Default FIPS Custom
Value HIGH:IDHIADH:13DES: IMD5:laNULL leNULL:@STRENGTH

Quiside_Server
shc2co.pem

None

Required

Entrust CA_L1K.pem
Entrust Root G2 pem
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5.4. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process of Avaya SBC, certain network-specific information is
defined such as device IP address(es), public IP address(es), netmask, gateway, etc., to interface
the device to the network. It is this information that populates the various Network Management
tab displays, which can be edited as needed to optimize device performance and network
efficiency.

In the reference configuration, the public interface B1 (IP address 10.10.80.73) is used to connect
to the SIP Trunking service provider. A new IP address (10.10.80.125) was added to public
interface B1 of the Avaya SBC to connect it to the MPC via the public Internet. IP address
10.64.160.21 on the private interface Al is used for SIP Trunking traffic to the local enterprise
via Avaya Session Manager.

Avaya Session Border Controller (ASBC)
IP Address of Al Inside (Private) Interface used 10.64.160.21
for SIP Trunking traffic to local enterprise
IP Address of B1 Outside (Public) Interface 10.10.80.73
used for SIP Trunking traffic to Carrier
IP Address of B1 Outside (Public) Interface 10.10.80.125
used for SIP Trunking traffic to MPC

To access the SBC configuration menus, select the SBC device from the top navigation menu.

Device: EMS v Alarms Incidents Statusv lLogsv Diagnostics Users Settings v Help ¥ Log Out

EMS
Avaya SBC n Border Controller
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Select Networks & Flows = Network Management from the menu on the left-hand side. The
Interfaces tab displays the enabled/disabled interfaces. In the reference configuration, interfaces
Al and B1 are used.

=

Device: Avaya SBC v Alarms Incidents Statusv Logsv  Diagnostics  Users Setlings v Help ¥  Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard ~ Network Management

Software Management

Device Management

Backup/Restore Interfaces | | Networks |

> System Parameters Add VLAN

> Configuration Profiles
. Interface Name VLAN Tag Status
> Services

> Domain Policies M Enabled

> TLS Management B1 Enabled

4 Network & Flows
Network
Management

Media Interface

Select the Network Management tab to verify or add the IP provisioning for the B1 interface.
These values can be modified by selecting Edit. Note that making changes to these values should
not be made if the associated network is in use, as it may impact current sessions.

Device: Avaya SBCv Alarms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help v  Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard Network Management

Software Management
Device Management

Backup/Restore Interfaces | | Networks |
> System Parameters Add
> Configuration Profiles
> Services Name Gateway g'r":g(e tL::E:;'; Interface IP Address
> Domain Policies Inside A1 10.64.160.1 255.255.255.0 Al 10.64.160.21 Edit Delete
TS Management Public B1 10.10.80.1 255255255128  B1 DD T Edit Delete
4 Network & Flows T T 10.10.80.125 -
Network
Management -
3
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The following IP addresses were assigned on the SBC Public B1 interface in the reference
configuration:

e B1:10.10.80.73 — “Outside” IP address, toward the SIP Trunking carrier.

e B1:10.10.80.125 — “Outside” IP address, toward the MPC.

Note — In the test environment, the SBC Public B1 interface was assigned two IP addresses, used
for the connections to AT&T and to the MPC, respectively.

Note — The IP addresses assigned the Avaya SBC B1 interface in the test configuration are
public IP addresses. They have been masked in this document and changed to private IP
addresses for security reasons. Since these IP addresses are public, the Public IP fields are left at
the default value of Use IP Address. If the customer’s network uses private IP addresses, with
Layer 3 NAT being performed at the customer’s firewall, enter the IP address of the firewall
under Public IP fields on the screen below.

Edit Network X

Modifications to the interfaces and IP addresses are service impacting and take effect immediately.
If changes are made, sessions using this network will be dropped.
Name [Public B1 |
Default Gateway [10.10.80.1 |
Network Prefix or Subnet Mask |255.255.255.128 |
Interface B1w

Add
IP Address Public IP Gateway Ovemide Passthrough
[10.10.50.73 | [useIPAddress | [Use Default | O Delete
[10.10.80.125 | [UseIPAddress | [Use Default | O Delete
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5.5. Media Interfaces

Media Interfaces were created to specify the IP address and port range in which the Avaya SBC
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBC
will advertise this IP address, and one of the ports in this range as the listening IP address and
port in which it will accept media from the connected server.

For completeness, the previously provisioned Media Interfaces toward the Service Provider and
the Enterprise are shown.

5.5.1. Media Interface — Enterprise
The previously provisioned Media Interface toward the Enterprise is shown below.

Edit Media Interface X

Name |Private-Pu1ed-A1 |
[Inside A1 (A1, VLAN 0)  +|
IP Address
Port Range 16384  |-|32767 |
| Finish |

5.5.2. Media Interface — Service Provider
The previously provisioned Media Interface toward the Service Provider is shown below.

Edit Media Interface X

Name [Media-B1-SP

[Public B1 (B1, VLAN 0)

v]

IP Address

10.10.80.73 W

|-[z2787 |

Port Range [16384

HG; Reviewed:
SPOC 2/13/2024

Avaya DevConnect Program

©2024 Avaya Inc. All Rights Reserved.

26 of 95
AuSBC101AXP-FR



5.5.3. Media Interface — MPC
A new Media Interface toward the MPC was added. To add a new media interface toward the
MPC, select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Enter an appropriate name (e.g., Media-B1-MPC).

e IP Address: Select Outside-B1 (B1,VLAN 0) and 10.10.80.125 from the drop-down

menus.
e Port Range: 35000 — 40000.
e Click Finish.

Edit Media Interface X

Name [Media-B1-MPC |

[Public B1 (B1, VLAN D) |

IP Address
10.10.80.125 v
Port Range [35000  |-[40000 |

The screen below shows the provisioned Media Interfaces.

Device: Avaya SBC+ Alarms  Incidents Statusv¥ Logs+ Diagnostics Users Settings v Help + Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard Media Interface

Software Management

Device Management

Backup/Restore Media Interface

System Parameters Add
Configuration Profiles R—
a
4 Services Ll e R
SIP Servers Media-B1-MPC 10.10.80.125 35000 - 40000 Edit Delete

Public B1 (B4, VLAN 0)
H248 Servers

; 10.10.80.73
LDAP Media-B1-SP iy 16384 - 32767 Edit Delete

RADIUS 10.64.160.21

Private-Med-A1 Inside A1 (A1 VLAN 0) 16384 - 32767 Edit Delete

Domain Policies

TLS Management
4 Network & Flows

Network
Management

Media Interface 7
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5.6. Signaling Interfaces

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBC
will listen for signaling traffic in the connected networks. Create Signaling Interfaces for both
the Al and B1 IP interfaces.

For completeness, the previously provisioned Signaling Interfaces toward the Service Provider

and the Enterprise are shown.

5.6.1. Signaling Interface — Enterprise
The previously provisioned Signaling Interface toward the Enterprise is shown below.

Edit Signaling Interface X

Name [Private-Sig-A1-SP |
[Inside A1 (A1, VLAN 0)  ~|
IP Address
106416021

TCP Port | |
Leave blank {o disable
UDP Port | |
Leave blank to disable
TLS Port
Leave bloa nk o disable | 5061 |

TLS Profile HG_Inside_Server v

Enable Shared Control [l

Shared Control Port

| Finish |
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A new Signaling Interface for MPC traffic in the Enterprise direction was added.

To add a Signaling Interface for MPC traffic in the enterprise direction, select Signaling
Interface from the Network & Flows menu on the left-hand side, click the Add button (not

shown).

e Name: Enter an appropriate name (e.g., Private-Sig-A1-MPC).

e |P Address: Select Inside A1 (A1,VLAN 0) and 10.64.160.21 from the drop-down

menu.

e Enter 5065 for TLS Port, since TLS port 5065 is used to listen for signaling traffic from
the Enterprise in the MPC direction.

e Selecta TLS Profile ((Note: If TLS transport was used on the previously provisioned
Signaling Interface toward the Enterprise (e.g., Private-Sig-Al1-SP, port 5061, shown
above), use the same TLS Server Profile: HG_Inside_Server. This entry is not required

if TLS is not being used on SIP trunk connections to the Enterprise)).

e Click Finish.

Edit Signaling Interface X

MName

IP Address

TCP Port

Leave blank to disable

UDP Port

Leave blank to disable

TLS Port

Lesve blank to disable

TLS Profile

|Private-Sig-A1-MPC |

[Inside A1 (A1, VLAN 0)  ~|

| |
| |

[5065 |

HG_Inside_Server v

Enable Shared Control [}

Shared Control Port

| Finish |
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5.6.2. Signaling Interface — Service Provider
The previously provisioned Signaling Interface toward the Service Provider is shown below.

Edit Signaling Interface X

MName

IP Address

TCF Port

Lezave blank o disablz

UDP Port

Leave blank o disable

TLS Port

Lezave blank o disablz

TLS Profile

[Sig-B1-5P |

[Public B1 (B1, VLAN 0] _w|

| |

[5060 |

Enable Shared Control

Shared Control Port

HG; Reviewed:
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5.6.3. Signaling Interface — MPC
A new Signaling Interface for MPC traffic in the MPC direction was added.

To add a Signaling Interface for MPC traffic in the MPC direction, select Signaling Interface
from the Network & Flows menu on the left-hand side, click the Add button (not shown).
e Name: Enter an appropriate name (e.g., Sig-B1-MPC).
e IP Address: Select Public B1 (B1,VLAN 0) and 10.10.80.125 from the drop-down

menu.

e Enter 5061 for TLS Port, since TLS port 5061 is used to listen for signaling traffic from

the MPC in the sample configuration.
e Selecta TLS Profile (Section 5.3.4).
e Click Finish.

Edit Signaling Interface X

Mame

IP Address

TCP Port

Lesve blank to dissble

UDP Port

Leave blank to disable

TLS Port

Leave blank to disable

TLS Profile

Enable Shared Control

Shared Control Port

[Sig-B1-MPC

[Public B1 (B1, VLAN 0)

v]

10.10.80.125 ~

[5061

| Finish |
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The screen below shows the provisioned Signaling Interfaces.

Device: Avaya SBCv  Alarms  Incidents Statusv Logsw  Diagnostics Users Settings v Help ¥ Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard Signaling Interface
Software Management
Device Management
Backup/Restore Signaling Interface
System Parameters Add
Configuration Profiles — P o e
Services Name EL%EI'!“Q Lt Port Port Port TLS Profile
Domain Policies Sig-B1-MPC jo1080125 o — 5061 Outside_Server Edit Delete
TLS Management o |
4 Network & Flows Sig-B1-SP B 5060  — None Edit Delete
Network
Management Private-Sig-a1-sp 106418021 o — 5061  HG_Inside_Server Edit Delete
Media Interface ) : 10.64.160.21 ] i
Private-Sig-A1-MFC nside A1 (A1 VLAN 0) — - 5065 HG_Inside_Server Edit Delete
Signaling Interface S !
End Point Flows
Session Flows -
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5.7. Server Interworking

The Server Interworking Profile includes parameters to make the Avaya SBC function in an
enterprise VoIP network using different implementations of the SIP protocol. There are default
profiles available that may be used as is, or modified, or new profiles can be configured as

described below.

5.7.1. Server Interworking Profile — Enterprise
In the reference configuration, the previously provisioned Server Interworking Profile for the

Enterprise was used. For completeness, the profile configuration is shown.

The General tab settings are shown on the screen below:

Device: Avaya SBC v  Alarms

Incidents Statusv Logswv Diagnostics Users

Help v Log Out

Avaya Session Border Controller AVAYA
EMS Dashboard Interworking Profiles: Enterprise
Software Management Add [ Rename | [ Clone || Delete |
Device Management
Backup/Restore :Ertoﬁles king Click here to add a description.
System Parameters cs2100 General | | Timers | | Privacy | | URI Manipulation | | Header Manipulation || Advanced |
4 Configuration Profiles
Domain DoS v
Server Interworking MPC Hold Support None
Media Forking Service Frovi... 180 Handling None
Routing Enterprise 121 Handling Mone
Topology Hidin
pology g 182 Handling MNone
Signaling Manipulation
URI Groups 183 Handling Mone
SNMP Traps Refer Handling No
Time of Day Rules URI Group None
FGDN Groups Send Hold No
Reverse Proxy Policy
Delayed Offer Yes
URMN Profile
Recording Profile ST HINY [
H248 Profile Diversion Header Support No
IP/URI Blocklist Profile Delayed SDP Handling No
Services Re-Invite Handling No
Domain Policies
Prack Handli N
TLS Management HESIE I °
Metwork & Flows Allow 18X SDP No
DMZ Services T.38 Support Yes
Manitoring & Logging URI Scheme SIP
Via Header Format RFC3261
SIPS Required Yes
Mediasec No
.
3
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The Advaced tab settings are shown on the screen below:

2]

Device: Avaya SBC~»  Alarms  Incidents  Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out

Avaya Session Border Controller AVAYA

EMS Dashboard | Interworking Profiles: Enterprise

Software Management [ Rename || Clone || Delete |
Device Management

Backup/Restore E:gﬁr:‘v}grhng Click here to add a descripiion.

System Parameters cs2100 General || Timers || Privacy || URI Manipulation || Header Manipulation || Advanced
« Configuration Profiles
Domain DoS avaya-u Racord Routes Both Sides
Server L[ Include End Point IP for Context Lookup  Yes
Interworkin i i
. -9 Service Provi... Extensions Avaya
Media Forking Enterprise
Routing Diversion Manipulation No
Topology Hiding Has Remote SBC Yes
Signaling Route Response on Via Port No
Manipulation
Relay INVITE Replace for SIPREC Mo

URI Groups
SNMP Traps MOEBEX Re-INVITE Handling No
Time of Day Rules NATIng for 301/302 Redirection Yes
FGDN Groups
Reverse Proxy
Policy DTMF Support None
URN Profile Edit
Recording Profile
H248 Profile
IP/URI Blocklist
Profile

Services

Domain Policies

TLS Management N

4 4
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5.7.2. Server Interworking Profile — Service Provider

In the reference configuration, the previously provisioned Server Interworking Profile for the SIP
Trunk Carrier was used. For completeness, the profile configuration is shown.

The General tab settings are shown on the screen below:

Device: Avaya SBC~+  Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help + Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard Interworking Profiles: Service Provider
Software Management Add [ Rename || Clone || Delete |
Device Management
Backup/Restore
System Parameters cs2100 General | | Timers | | Privacy | | URI Manipulation | | Header Manipulation | | Advanced |
4 Configuration Profiles
avaya-fu
Domain DoS g
Server Interworking MPC Hold Support Mone
Media Forking Service Prov... 180 Handling None
Routing Enterprise 181 Handiing None
Topology Hidin
pology g 182 Handling Mone
Signaling Manipulation
URI Groups 183 Handling None
SNMP Traps Refer Handling No
Time of Day Rules URI Group MNone
FGDN Groups Send Hold No
Reverse Proxy Policy
. Delayed Offer Yes
URN Profile
Recording Profile HERAIT [
H248 Profile Diverzion Header Support Mo
IP/URI Blocklist Profile Delayed SDP Handling Mo
Services Re-Invite Handling Mo
Domain Policies
Prack Handlin No
TLS Management <
Metwork & Flows Allow 18X SDP No
DMZ Services T.38 Support Yes
Maonitoring & Logging URI Scheme SIP
Via Header Format RFC3261
SIPS Required Yes
Mediasec No
-
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The Advaced tab settings are shown on the screen below:

2]

Device: Avaya SBC v  Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out

Avaya Session Border Controller AVAYA

EMS Dashboard Interworking Profiles: Service Provider
Software Management [ Rename || Clone || Delete |
Device Management
Backup/Restore IPnrt:Ja%\:agﬂmg Click here to add a description.
System Parameters c52100 General || Timers || Privacy || URI Manipulation || Header Manipulation || Advanced
4 Configuration Profiles
Domain DoS avaya-u Record Routes Both Sides
Server Interworking LIPT Include End Foint IP for Context Lookup  No
Media Forking Service Prov... Extensions None
Routin i
s EanTEs Diversion Manipulation No
Topology Hiding
Signaling Manipulation Has Remote SBC Yes
URI Groups Route Response on Via Port Mo
SNMP Traps Relay INVITE Replace for SIPREC No
Time of Day Rules MOBX Re-INVITE Handiing No
FGDN Groups
. MATIng for 301/302 Redirection Yes
Reverse Proxy Policy
URN Profile DTME
Recording Profile DTMF Support None
H248 Profile
IP/URI Blocklist Profile El
Services
Domain Policies
TLS Management
Metwork & Flows
DMZ Services
Menitoring & Logging
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5.7.3. Server Interworking Profile = MPC

A new Server Interworking profile for the MPC was added. The Server Interworking Profile for
the MPC side was created by cloning the Avaya-ru interworking profile. Select avaya-ru from

the list of pre-defined profiles. Click Clone (not shown).

e Enter a descriptive name for the cloned profile (e.g., MPC)

e Click Finish.

Profile Name

Clone Name

Clone Profile

avaya-ru

(MPC

X

Select the SIP Timers tab on the new profile and click Edit (not shown):
e Set Trans Expire to 16.

e Click Finish.

Editing Profile: MPC X

37 of 95

Min-SE [ ] seconds, [90 - 26400]
Init Timer [ | miliseconds, [50 - 1000]
Max Timer [ | miliseconds, [200 - 2000]
Trans Expire seconds, [1 - 64]
Invite Expire [ ] seconds,[180-300]
Retry After [ | seconds,[2-32]
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Select the Advanced tab on the new profile and click Edit (not shown):
e Click on Include End Point IP for Context Lookup to disable it.

e Click Finish.
Editing Profile: MPC X
) None
) Single Side
Record Routes ® Both Sides

) Dialog-Initiate Only (Single Side)
) Dialog-Initiate Only (Both Sides)

Include End Point IP for Context Lookup [

Extensions
Diversion Manipulation I
Diversion Condition lone hd

Diversion Header URI

Has Remote SEC

Route Response on Via Port N

Relay INVITE Replace for SIPREC O

MOEBX Re-INVITE Handling n

MATing for 301/302 Redirection

DTMF
® MNone=
2 SIP Motify=

DTMF Support ':' RFC 2833 Relay & SIP Nofify=
L SIP Info=
) RFC 2833 Relay & SIP Info=
) Inband=
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Select the URI Manipulation tab and click Add to enter a new URI manipulation rule toward
the MPC. This is necessary to add the leading “+1” to SIP headers in the MPC direction, to
comply with the E.164 numbering format required by AXP.

Set the following:
e User Regex: Md+1
e User Action: select Add prefix [Value]
e User Values: +1
e Click Finish.

HG; Reviewed:
SPOC 2/13/2024

Edit Regex

Invalid or incormrectly entered regular expressions may cause unexpected results.
Ex: [0-9)3, 5} user, (simpleladvanced)\\usefA-7H3}

URI Manipulation

When a URI [user@domain] matches the following:

Lser Regex |“\d+1 |

Leave blank for wildcard

Domain Regex | |
Leave blank for wildcard

Do this with the user section:
User Action [Add prefix [Value] |
[+1 |
User Values
Value 2
Do this with the domain section:
Domain Action [None v
Domain Values Value |
Value 2

Avaya DevConnect Program
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5.8.

URI Group

In the examples below, PSTN inbound calls with specific DID number range (3031239321 and
3031239322) are routed by the Avaya SBC to the MPC, while inbound calls to other numbers,
not matching the DID number range, were routed to Session Manager. A URI Group is created
so the Avaya SBC can select different routing profiles, based on the DID or extension number

dialed.

Note that in the event that all inbound calls are to be re-routed, not just a specific range of
numbers, a URI Group will not be necessary.

Create a URI Group for numbers intended to be routed to the MPC, numbers not matching will
be routed to the Enterprise (Session Manager). Select Configuration Profiles 2 URI Groups
from the left-hand menu. Select Add (not shown) and enter a descriptive Group Name, e.g.,
MPC, select Next and enter the following:

Scheme: sip:/sips:
Type: Regular Expression

URI: 303123932[1-2]{1}.* This will match 10 digits DID numbers with 3031239321 and
3031239322.

Select Finish.

Each eniry should maich a valid SIF URL

WARNING: Invalid or incormectly entered regular expressions may cause unexpected resufis.

Note: This regular expression is case-insensiive.
Ex: [0-913, 5]\ user@domain\.com, (simplejadvanced)\userA-Z]{3}@.*

@ cipfeips:
Scheme k_ sip:fsips:
L tel:
) Plain
Type () Dial Plan
® Regular Expression

URI |303123932[1-2]{1}."
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Optional: A second URI rule could be added to the MPC URI Group added above in the event
that the DID numbers received from AT&T are in E.164 format (e.g., +13031239321). Note that
during the test the numbers received from AT&T were NOT in E.164 format (e.g., 3031239321).

To add a second URI rule to the existing MPC URI Group that was added above, select the

MPC URL.

Select Add on the right side of the screen (not shown) and enter the following:

e Scheme: sip:/sips:

Type:

Regular Expression

e URI:\+1303123932[1-2]{1}.* This will match 12 digits DID numbers with
+13031239321 and +13031239322.
e Select Finish.

Each eniry should match a valid SIP URL

WARNING: Invalid or incomrectly entered regular expressions may cause unexpected results.

Mote: This regular expression is case-insensitive.
Ex: [0-9K3.5]\ user@domain\com, {simplejadvanced)\-userflA-Z}{3}@ *

® sip:sips:
O tel:

Scheme

2 Plain
Type ' Dial Plan
® Regular Expression

URI |\+1 303123032(1-2){1}.*

HG; Reviewed:
SPOC 2/13/2024
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The screen below shows the provisioned MPC URI Group

Device: Avaya SBC~ Alarms  Incidents Statusv Logsv  Diagnostics Users Settings + Help ¥ Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard URI Groups: MPC

Software Management

Add [ Delete |
Device Management
Backup/Restore URI Groups Click here fo add a description.

System Parameters ETEEETE) WIOUD‘
4 Configuration Profiles MPC
Domain DoS M il
Media Forking 303123932[1-2{1}.* Edit Delete
Routing 1+1303123032[1-21{13 Edit Delete
Topology Hiding
Signaling
Manipulation
URI Groups -
»
HG; Reviewed: Avaya DevConnect Program 42 of 95

SPOC 2/13/2024 ©2024 Avaya Inc. All Rights Reserved. AuSBC101AXP-FR



Create a URI Group to route calls from Avaya Workplace Agents to local extension numbers at
the Enterprise. In the example below, Workplace Agents dial 4-digit local extension numbers
when calling Enterprise users. Select Configuration Profiles 2 URI Groups from the left-hand
menu. Select Add (not shown) and enter a descriptive Group Name, e.g., SM, select Next and
enter the following:

e Scheme: sip:/sips:

e Type: Regular Expression

e URI: 3[0-9]{3}@.* This will match 4-digits local extension numbers at the Enterprise

starting with 3 (e.g., 3042).
e Select Finish.

Each entry should match a valid SIF URL.
WARNING: Invalid or incomectly entered regular expressions may cause unexpecied results.

Mote: This regular expression is case-insensiiive.

Ex: [0-9132 57 user@domamicom, (simplejadvanced-userf A7 3@ *

Scheme k!»‘ sip/sips:
O tel
) Plain
Type O Dial Plan
® Regular Expression
URI | 3[0-913}@.*
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5.9. Signaling Manipulation

The Signaling Manipulation feature of the Avaya SBC allows an administrator to perform
granular header manipulations on the headers of the SIP messages, which sometimes is not
possible by direct configuration on the web interface. This ability to configure header
manipulation in such a highly flexible manner is achieved by the use of a proprietary scripting
language called SigMa.

The script can be created externally as a regular text file and imported in the Signaling
Manipulation screen, or they can be written directly in the page using the embedded Sigma
Editor. In the reference configuration, the Editor was used. A detailed description of the structure
of the SigMa scripting language and details on its use is beyond the scope of these Application
Notes. Consult reference [1] in the References section for more information on this topic.

A new Sigma script was created during the compliance test to perform the following
interoperability functions (refer to Section 2.2):
¢ Remove unwanted XML information from SDP in UPDATES from being sent to the
MPC.

The scripts will later be applied to the Server Configuration Profiles corresponding to the MPC,
in Section 5.10.3.

To create the SigMa script to be applied to the Server Configuration Profile corresponding to the
MPC, on the left navigation pane, select Configuration Profiles = Signaling Manipulation.
From the Signaling Manipulation Scripts list, select Add.

e For Title enter a name, the name ATT was chosen in this example.

e Copy the complete script from Appendix A.

e Click Save.

Note: The existing SigMa script that was originally applied to the Server Configuration Profile
corresponding to the Service Provider (AT&T) did not change.
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5.10. SIP Server Profiles

The SIP Server Profile contains parameters to configure and manage various SIP call server-
specific parameters such as TLS and UDP port assignments, heartbeat signaling parameters, DoS
security statistics, and trusted domains.

In the reference configuration, the previously provisioned SIP Server Profile for the Enterprise
and the Service Provider were used. The existing Server Profile for the Enterprise was modified
to add a new Entity Link to Session Manager using port 5065. This new Entity Link to Session
Manager was used for traffic between AXP and the Enterprise. A new Server Profile was added
for the MPC. The existing Server Profile to the Service Provider did not change.

5.10.1. Server Configuration Profile — Enterprise

From the Services menu on the left-hand navigation pane, select the previously created SIP
Server profile for Session Manager and click the Edit button (not shown).
e Onthe IP Addresses / FQDN field, an existing entry with the IP address of the Session
Manager Security Module and port 5061 should already exist. Add a second entry using
the same IP address 10.64.101.249 with port 5065, as shown.

e Click Finish.

Note: The Entity Link to Session Manager with port 5061 was created during the initial
installation, it’s being used for traffic from the Service Provider to the Enterprise. A new
Entity Link to Session Manager with port 5065 was added for traffic between the
Enterprise and AXP. The changes needed in Session Manager for the addition of this new
Entity Link is not covered under these Application Notes, only the Avaya SBC changes
are covered. A new Dial Pattern is needed in Session Manager to route calls from the
Enterprise to AXP, across the new Entity Link (port 5065). This will ensure calls
intended to be routed to AXP are not routed to AT&T instead, across the existing
Entity Link (port 5061)

Edit SIP Server Profile - General X

Server Type can not be changed while this SIP Server Profile is associated to a Server Flow.
Server Type
SIP Domain | |
DNS Query Type NOMNE/A w
TLS Client Profile HG_Inside_Client w
Add
IP Address / FODN Port Transport Whitelist
[10.64.101.249 | [5065 | [TLS v] Delete
[10.64.101.249 | [5061 | [TLS v] Delete
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5.10.2. SIP Server Profile — Service Provider

In the reference configuration, the previously provisioned SIP Server Profile for the SIP
Trunking carrier was used, no changes were made. For completeness, the profile configuration is

shown.

Note — The AT&T IPFR-EF service may provide a Primary and Secondary Border Element. This
section shows the Avaya SBC provisioning to support this redundant configuration.

The General tab settings are shown on the screen below:

Alarms  Incidents  Status v

Users

Device: Avaya SBC v

Logs v Diagnostics

Avaya Session Border Controller

EMS Dashboard

Software Management

SIP Servers: SIP Provider

Settings v Help v Log Out

AVAYA

Add [ Rename || Clone |[ Delete |
Device Management
Backup/Restore General || Authentication || Heartbeat || Registration || Ping || Advanced |
MPC UK
System Parameters Server Type Trunk Server
Configuration Profiles MPC NA
\ DMS Query Type MNOMNE/A
4 Services Session Man. ..
SIP Servers SIP Provider IP Address / FQDN /CIDR Range Port Transport Whitefist
H248 Servers 192.168.37.149 5060 UDP O
LDAP
RADIUS 192.168.38.69 5060 UDP O
Domain Policies
TLS Management -
3
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The Heartbeat tab settings are shown on the screen below:

Device: Avaya SBCv  Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help v Log Out

Avaya Session Border Controller AVAYA

EMS Dashboard SIP Servers: SIP Provider
Software Management Add [ Rename || Clone |[ Delete |
Device Management
Backup/Restore General || Authentication || Heartbeat || Registration || Ping || Advanced |
System Parameters MPC UK
Enable Heartbeat
Configuration Profiles MPC NA
4 Services Session Man. .. Method OFTIONS
SIP Servers SIP Provider Frequency 300 seconds
H248 Servers From URI SBC@avaya.com
LDAP To URI IPFR@att.com
RADIUS
Domain Policies
TLS Management -
»
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The Advanced tab settings are shown on the screen below:

Device: Avaya SBC v

Alarms

Incidents

Status v

Logs v  Diagnostics

Users

Seftings v Help » Log Out

Manipulation

URI Groups
SNMP Traps
Time of Day Rules
FGDN Groups
Reverse Proxy
Policy

URN Profile
Recording Profile
H248 Profile

IP/URI Blocklist
Profile

4 Services
SIP Servers
H248 Servers
LDAP
RADIUS
Domain Policies

TLS Management

Avaya Session Border Controller

~ | SIP Servers: SIP Provider

Add

MPC UK
Session Man...
SIP Provider
MPC NA

-

AVAYA

[ Rename || Clone || Delete |

General || Authentication | | Heartbeat | | Registration | | Ping | | Advanced

Enable DoS Protection

Enable Grooming
Interworking Profile

Signaling Manipulation Script
Securable

Enable FGDN

Tolerant

URI Group

NGZ11 Support

O

]
Service Provider

Script for IPFR-CM

HG; Reviewed:
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5.10.3. SIP Server Profile = MPC
In the reference configuration a new SIP Server Profile for the MPC was added.

Select Add and enter a Profile Name (e.g., MPC NA) and select Next.

Add Server Configuration Profile

Profile Name [MPC NA |

On the General window, enter the following:
e Server Type: Trunk Server.
e DNS Query Type: Select SRV from the scroll-down menu.
e Select Add and enter the FQDN for the MPC cluster corresponding to the region of the
AXP tenant. This information is provided by Avaya.
e Select Transport: TLS.
e TLS Client Profile: Select the client profile created in Section 5.3.3.

e |f adding the profile, click Next (not shown) to proceed to next tab. If editing an existing
profile, click Finish.

Edit SIP Server Profile - General X
‘Server Type can not be changed while this SIP Server Profile is associated to a Server Flow.
Server Type Trunk Serve v
SIP Domain |
DNS Query Type SRV w
TLS Client Profile Outside_Client »
Add
FQDN Port Transport Whitelist
[sbe-nacentral.i 1] TLS ~ O Delete
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Default values are used on the Authentication tab. On the Heartbeat tab, check the Enable
Heartbeat box to optionally have the Avaya SBC source “heartbeats” toward the MPC.

On the Heartbeat tab, check the Enable Heartbeat box to have Avaya SBC source “heartbeats”

toward MPC.

e Select OPTIONS from the Method drop-down menu.

e Set Frequency to 60 seconds.

e Make entries in the From URI and To URI fields in the form of “sip@host”, where
“host” is the FQDN of the MPC cluster, as shown in the example below.

Edit SIP Server Profile - Heartbeat X

Enable Heartbeat
Method
Frequency
From URI

To URI

OPTIONS

[60 | seconds

|sip@sbe-natest mpaas.ava|

[sip@sbc-natest mpaas.ava)

HG; Reviewed:
SPOC 2/13/2024
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Default values are used on the Registration and Ping tabs. On the Advanced tab:
e Enable Grooming is selected (required for TLS transport).

e Interworking Profile: MPC (Section 5.7.3)
e Signaling Manipulation Script: ATT (Sections 5.9 and 10).
e All other parameters retain their default values.
e Click Finish.
Enable DoS Protection O
Enable Grooming
Interworking Profile MPC w
Signaling Manipulation Script [ATT v |
Securable n
Enable FGDM ]
TCP Failover Port
TLS Failover Port
Tolerant ]
URI Group
NG911 Support dJ
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5.11. Routing Profile

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

In the reference configuration, Routing Profiles were created with the following destinations:

e Route to SP — This route was originally created during the initial installation to route
calls from the Enterprise to the Service Provider; it is shown here for reference and
completeness.

e From MPC — This is a new route used to route calls from the MPC to the Enterprise and
to the Service Provider.

e From SP — This route was originally created during the initial installation to route calls
from the Service Provider to the Enterprise. It is being modified to also route calls from
the Service Provider to the MPC.

e Route to MPC — This is a new route used to route calls to the MPC.

5.11.1. Routing Profile — Route to SP
Existing Routing Profile used to route calls from the Enterprise to the Service Provider.

Device: Avaya SBC v  Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help +  Log Out

Avaya Session Border Controller AVAYA
System Parameters « Routing Profiles: Route to SP

# Configuration Profiles Add [ Rename | [ Clone | Delete |

Domain DoS

| Rouking Frosies
Server Interworking Click here to add a description.

. . default
Media Forking Routing Profile
Routing Route to 5P
Topology Hiding From MPC : Y
Signaling i URI Time  Load
From SP Priority . Next Hop Address Transport
Manipulation Group ofDay Balancing
URI Groups Route to MPC o 192.168.38.69:5060  UDP
-1 = default  Priority Edit Delete
SNMP Traps 192.168.37.149:5060 UDP
Time of Day Rules
FGDN Groups e
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5.11.2. Routing Profile = From MPC

To create a new route for routing calls from the MPC to the Enterprise and to the Service
Provider.
1. Select the Routing tab from the Configuration Profiles menu on the left-hand side and
select Add (not shown).
2. Enter an appropriate Profile Name similar to the example below.
3. Click Next.

Routing Profile

Frofile Name From MPC |

4. On the Routing Profile tab, click the Add button to enter the next-hop address for calls
to the MPC to the Enterprise.

e Under Priority/Weight enter 1.

e Under SIP Server Profile, select Session Manager. On the Next Hop Address
field select the Session Manager IP address: 10.64.101.249:5065 (TLS), defined
for the Session Manager Server Configuration Profile in Section 5.10.1.

e Under URI Group select SM, URI Group defined under Section 5.8.

e Click Finish.
Profile : From MPC - Edit Rule X
URI Group SM - Time of Day default »
Load Balancing |F'riorit3; b NAFTR
Transport LDAP Routing O
LDAP Server Profile lone v LDAP Base DN (Search) lone v
Matched Aftribute Priority Alternate Routing
Mext Hop Priority MNext Hop In-Dialog N
Ignore Route Header O
ENUM 0 EMNUM Suffix
Add
-
Y LDAP Search LDAP Search LDAP Search SIP Server
Weight  Atibute Regex Pattem Regex Result Profile Lzilizloatizse B
[Sessionhw| [10.64.101.24950 v Delete
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5. Select the From MPC Routing Profile again to enter the next-hop address for calls from
the MPC to the Service Provider.
6. On the Routing Profile tab (right side of screen), click the Add button again to add a
second Routing Rule to the From MPC Routing Profile.
e Click the Add button to add a Next-Hop Address (for calls to AT&T Primary
Border Element).
e Under SIP Server Profile, select SIP Provider, under Next Hop Address field
select 192.168.38.69:5060 (UDP), under Priority/Weight enter 1.
e Click the Add button again to add a second Next-Hop Address (for calls to
AT&T Secondary Border Element)
e Under SIP Server Profile, select SIP Provider, under Next Hop Address field
select 192.168.37.149:5060 (UDP), under Priority/Weight enter 2.
e Defaults were used for all other parameters.

7. Click Finish.
Profile : From MPC - Edit Rule X
URI Group Time of Day default v
Load Balancing |F'riorit3,- v NAFTR
Transport LDAP Routing O
LDAP Server Profile lone v LDAP Base DN (Search) lone v
Matched Attribute Priority Alternate Routing
Mext Hop Priority Next Hop In-Dialog N
Ignore Route Header O
ENUM 0 ENUM Sufiix
Add
7o | AP Search LDAP Search LDAP Search SPSever  NoiopAddess  Transport
Weight Afiribute Regex Patiemn Regex Result Profile
[SIP Provicw| [192.168.38.6950v | Delete
[SIP Provicw ] [192168.37.149Ew] MNone  ~ | Delete
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Following is the completed From MPC Routing Profile:

Note: Set the Priorities as shown below by entering Priority 1 & 2 and by clicking on Update
Priority.

Device: Avaya SBCv  Alarms Incidents Statusw Logsv  Diagnostics Users Settings v Help v Log Out

Avaya Session Border Controller AVAYA
System Parameters +~  Routing Profiles: From MPC

4 Configuration Profiles Add [ Rename | [ Clone |[ Delete |

Domain DoS

Server Interworking [FHRRNLTENE Click here to add a description.

. . default
Media Forking Routing Profile
Routing Route to SP
. Update Priori Add
Topology Hiding From MPC z Y
Signaling - URI Time  Load
From SP Priority : Next Hop Address Transport
Manipulation Group of Day  Balancing
URI Groups Route to MPC SM  default Prioity  1064.101249:5065  TLS Edit Delete
SNMP Traps 192.168.38.69.5060  UDP
; -2 * default  Prionty Edit Delete
Time of Day Rules 192,168 37.149°5060  UDP
FGDN Groups
Reverse Proxy
Dnlicu h
3
HG; Reviewed: Avaya DevConnect Program 55 of 95

SPOC 2/13/2024 ©2024 Avaya Inc. All Rights Reserved. AuSBC101AXP-FR




5.11.3. Routing Profile — From SP

The following route was created during the initial installation to route calls from the Service

Provider to the Enterprise. It’s being modified to also route calls from the Service Provider to the
MPC.

To modify the existing route used to route calls from the Service Provider to the Enterprise, to
include routing calls from the Service Provider to the MPC.
1. Select the Routing tab from the Configuration Profiles menu on the left-hand side and
select the existing route (not shown).
2. On the Routing Profile tab (right side of screen), click the Add button to add a second
Routing Rule to the From SP Routing Profile.
3. On the Add Routing Rule tab click the Add button to enter the next-hop address for
calls from the Service Provider to the MPC.
e Under SIP Server Profile select MPC NA. The Next Hop Address field will be
populated with the FQDN of the MPC NA Server Configuration Profile in
Section 5.10.3.

4. Under Load Balancing select DNS/SRV.
5. Under URI Group select MPC, URI Group defined under Section 5.8.
6. Defaults were used for all other parameters.
7. Click Finish.
Profile : From SP - Edit Rule X
URI Group MPC v Time of Day
Load Balancing NAPTR =}
Transport LDAP Routing (]
LDAP Server Profile lone v LDAP Base DN (Search) lone v
Matched Attribute Priority Alternate Routing
Next Hop Priority Next Hop In-Dialog (]
lgnore Route Header a
ENUM O ENUM Suffix
Add
e ot e R
[MPCNA ~]| [sbcnatestmpaasv| Delete
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Following is the completed From SP Routing Profile:

Note: Set the Priorities as shown below by entering Priority 1 & 2 and by clicking on Update
Priority.

=

Device: Avaya SBC v  Alarms 1 Incidents Statusv Logsv Diagnostics Users Settings v Help ¥ Log Out

Avaya Session Border Controller AVAYA

EMS Dashboard | Routing Profiles: From SP

Software Management [ Rename || Clone || Delete |
Device Management

Backup/Restore Routing Profiles Click here to add a description.

System Parameters defauit Routing Profile
4 Configuration Profiles Route to SP
Domain DoS From MPC DrdaielETiony Add
i .. URI Tme Load
Serv.er Intetwnrkmg From SP Priority Group o;rE;‘], Bglaancing Next Hop Address Transport
Media Forking
. Route to MPC she- ;
Routing [T ] MPC default DNS/SRV natest mpaas.avayacloud.com TS Edit Delete
Topology Hidin
S.p llgy ’ & default Prioity  10.64.101.249:5061 TLS Edit Delete
ignaling
Manipulation 4 »
URI Groups v
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5.11.4. Routing Profile — Route to MPC

To create a new route used to route calls to the MPC.
1. select the Routing tab from the Configuration Profiles menu on the left-hand side and
select Add (not shown).
2. Enter an appropriate Profile Name similar to the example below.
3. Click Next.

Routing Profile

Profile Name [Route to MPC |

8. On the Routing Profile tab, click the Add button at the bottom of the screen to enter the
next-hop address.

e Under SIP Server Profile, select MPC NA. The Next Hop Address field will be
populated with the IP address, port and protocol defined for the MPC Server
Configuration Profile in Section 5.10.3.

9. Under URI Group select MPC, URI Group defined under Section 5.8.
10. Under Load Balancing select DNS/SRV.
11. Defaults were used for all other parameters.

12. Click Finish.
Routing Profile X
URI Group MPC v Time of Day
Load Balancing DNSISRV hd NAPTR O
Transport LDAP Routing 0
LDAP Server Profile None v LDAP Base DN (Search) lone v
Matched Attribute Priority Alternate Routing
Mext Hop Priority Next Hop In-Dialog O
Ignore Route Header (.
ENUM (. ENUM Sufiix
Add

f" o LDAP Search LDAP Search LDAF Search SIP Server Profile Next Hop Address Transport
Weight  Altrioute Regex Pallern  Regex Result

[MPC NA wv] [sbc-natest mpaas.avayacloudw | Delete
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Following is the completed Route to MPC Routing Profile:

=

Device: Avaya SBC v  Alarms 1 Incidents Statusv Logsv  Diagnostics Users Settings v Help + Log Out

Avaya Session Border Controller AVAYA

EMS Dashboard | Routing Profiles: Route to MPC
Software Management

Add [ Rename | [ Clone || Delete |

Device Management

Backup/Restore Routing Profiles Click here to add a description.
System Parameters default Routing Profile

4 Configuration Profiles Route to SP
Domain DoS From MPC Update Priority A
Server Interworking From SP Priority URI  Time Load T T

Group ofDay Balancing

Media Forking

Routing Route to MPC [ | MPC default DNS/SRV :gfést.mpaas_avayadoud_mm LS Edit Delete

Topology Hiding

Signaling
Manipulation v
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5.12. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, the default Topology Hiding Profile was cloned and modified
accordingly. Only the minimum configuration required to achieve interoperability on the SIP
trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

5.12.1. Topology Hiding Profile — Enterprise

For completeness, the previously configured Topology Hiding Profile used for calls to the
Enterprise is shown below.

r

Device: Avaya SBCv  Alarms 1 Incidents Statusv Logsv  Diagnostics Users Settings v Help v Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard ~| Topology Hiding Profiles: Enterprise
Software Management [ Rename || Clone || Delete |
Device Management
Backup/Restore ;-:r)gg;?y Hiding Click here to add a descripfion.
System Parameters default Topology Hiding |
+ Configuration Profiles )
Domain DoS cisco_th_profile Header Criteria Replace Action Ovenwrite Value
Server Interworking Enterprise Via IP/Domain Auto -
Media Forking sP Refer-To IP/Domain Auto -
Routing MPC NA Reguest-Line |IP/Domain Overwrite devconnect.com
Topology Hidin
Opelogy TICIng MPC UK SoP IP/Domain Auto ~
Signaling
Manipulation Record-Route IP/Domain Auto -
URI Groups To IP/Domain Overwrite devconnect.com
SNMP Traps From IP/Domain Overnwrite devconnect.com
Time of Day Rules
Referred-By IP/Domain Auto =
FGDN Groups
Reverse Proxy Edit

Policy -

4 ¥
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5.12.2. Topology Hiding Profile — Service Provider

For completeness, the previously configured Topology Hiding Profile used for calls to the SIP
Trunking Carrier is shown below.

Device: Avaya SBC v

EMS Dashboard
Software Management
Device Management
Backup/Restore
System Parameters
4 Configuration Profiles
Domain DoS
Server Interworking
Media Forking
Routing
Topology Hiding
Signaling
Manipulation
URI Groups
SNMP Traps
Time of Day Rules
FGDN Groups

Reverse Proxy
Policy

Alarms 1

Incidents

Statusv  Logs v

Avaya Session Border Controller

»  Topology Hiding Profiles: SP

Topology Hiding Click here to add a description.
Profiles

Diagnostics

Users

Settings v

2]

Help ¥ Log Out

AVAYA

[ Rename || Clone || Delete |

default m‘
cisco_th_profile Header
Enterprise Via
sp Refer-To
MPC NA Request-Line
MPC UK SDP
Record-Route
To
From
Referred-By
-

Criteria

IP/Domain
IP/Domain
IP/Domain
IP/Domain
IP/Domain
IP/Domain
IP/Domain

IP/Domain

Replace Action
Auto
Auto
Auto
Auto
Auto

Ovenwrite Value

4 ST EE—
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5.12.3. Topology Hiding Profile = MPC NA
To add the Topology Hiding Profile in the direction of AXP, select Configuration Profiles -
Topology Hiding from the left-hand menu.

e Select the pre-defined default profile and click the Clone button.

e Enter profile name: (e.g., MPC NA), and click Finish to continue.

Clone Profile
Profile Mame default
Clone Name [MPC NA

e Edit the newly created MPC NA topology profile.

e For the Request-Line, Refer-To, To, From and Referred-By headers select Overwrite
under the Replace Action column. Enter the FQDN of the MPC cluster used by the MPC
(e.g., sbc-natest.mpass.avayacloud.com) on the Overwrite Value field.

e Click Finish.

Edit Topology Hiding Profile X

Header Criteria Replace Action Owerwrite Value

[Via

~| [IP/Domain

w| [Auto

v Delete

| Request-Line

w| [IP/Domain

w | | Overwrite

w| |sbc-natestmpaas.ava| Delete

| Refer-To w| [IP/fDomain  ~| | Overwrite w | |sbc-natest.mpaaa.ava| Delete
[SDP w| [IPIDomain | [Auto w | Delete
[ Record-Route w| [IPIDomain | [Auto v Delete

[To w| [IPiDomain | [Overwrite v |sbc-natest.mpaas.ava| Delete

[ From w| [IPiDomain | [Overwrite | |sbc-natest.mpaaa.ava| Delete

| Referred-By w| [IP/fDomain  ~| | Overwrite w | |sbc-natest.mpaaa.ava| Delete
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5.13. Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from
or terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

5.13.1. Application Rules

Application Rules define which types of SIP-based Unified Communications (UC) applications
the UC-Sec security device will protect voice, video, and/or Instant Messaging (IM). In addition,
Application Rules define the maximum number of concurrent voice sessions the network will
process in order to prevent resource exhaustion.

From the test the existing default-trunk Application Rule was used:

=

Device: Avaya SBC~  Alarms  Incidents Status+ Logsv  Diagnostics Users Settings v Help + Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard | Application Rules: default-trunk

Software Management

Device Management

System Parameters default Application Rule

Configuration Profiles

»

default-trunk

. Maximum - povar
Services defauli-subsc Application Type Concurrent I;I::{;Emlér;oﬁ;smns
4 Domain Policies A Sessions
Application Rules default-subsc... Audio 2000 2000
Border Rules .
Hedia Rl default-server... Video o 0O
edia Rules default-server. ._

Signaling Rules

CDR Support Off

Charging Rules
End Point Policy v

RTCP Keep-Alive No M

4
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5.13.2. Media Rules

Media Rules allow one to define RTP media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a
strict profile that is associated with other SIP-specific policies to determine how media packets
matching these criteria will be handled by the Avaya SBC security product. For the compliance
test, the previously provisioned Media Rules for the SIP Trunking service provider and for the
Enterprise were used, a new media rule was created for the MPC. Note that the rule for the MPC
uses SRTP for media encryption, as required by the MPC. For completeness, the configuration
for the previously provisioned Media Rules is shown.

The existing default-low-med rule used toward the Service Provider is shown below:

r ]
Device: Avaya SBC~ Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help + Log Qut
Avaya Session Border Controller AVAYA
EMS Dashboard Media Rules: default-low-med
Software Management

Clone
Device Management
default-low-...
System Parameters Encryption || Codec Prioritization | | Advanced || Qos |
Configuration Profiles default-low-m... "
Services defauit-nigh Audio Encryption
i ici Preferred Formats RTP
4 Domain Policies defauit-high-e...
Application Rules Interworking
Border Rules avaya-low-m... e Confert Resef
mmetric Context Resef 5
Media Rules MPC S g
Security Rules Enterprise Key Change in New Offer O
Signaling Rules
Charging Rules Video Encryption
End Point Policy Preferred Formats RTP
Groups Interworking
Session Policies
TLS Management Symmetric Context Reset
Network & Flows Key Change in Mew Offer u|
DMZ Services
Capability Negotiation (]
v
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The previously provisioned Media Rule used toward the Enterprise is shown below.

2]

Device: Avaya SBC~  Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard Media Rules: Enterprise
Software Management [ Rename || Clone || Delete |
Device Management
BackupRestore
default-low-med
System Parameters Encryption || Codec Prioritization | | Advanced || QoS |
Configuration Profiles default-low-m...
default-high
i i Preferred Formats SRTP_AES_CM_128_HMAC_SHA1_80
4 Domain Policies default-high-e. _AES_UN_T25_ - |
Application Rules Encrypted RTCP 0
Border Rules vaya-iowm... Wi -
)
Media Rules MPC -
Security Rules Enterprise Lifetime Any
Signaling Rules Interworking
Charging Rules ric Context Resel
End Point Policy ol e
Groups Key Change in New Offer m]
Session Policies
Metwork & Flows Preferred Formats SRTP_AES_CM_128_HMAC_SHA1_80
DMZ Services Encrypted RTCP 0
Monitoring & Logging
MK ]
Lifetime Any
Interworking
Symmetric Context Reset
Key Change in New Offer [}
Capability Negotiation
Edit
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A new Media Rule was added for the MPC. To add a media rule in the MPC direction, from the
menu on the left-hand side, select Domain Policies = Media Rules (not shown).
e Select the default-high-enc Media Rule and click on the Clone button to clone the new
media rule (not shown).
e Enter Media Rule name: (e.g., MPC).

e Click Finish.
Clone Rule
Rule Name default-low-med-enc
Clone Name |MF'C |
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e Click Edit on the newly created MPC Media Rule, change the Preferred Format #1
under Audio and Video Encryption to SRTP_AES 256 CM_HMAC_SHA1 80, as

shown below.
Prefarred Format #1 [SRTP_AES 256 CM_HMAC SHAT_80 w |
Preferred Format #2 [MONE v |

Preferred Format #3 NOME w

Encryptad BTCE
Ml O
v Mok 1o maich ay vak. [ ]
Interworking
Symmetric Context Ressat
Key Change in New Offer I

Preferred Format #1 [SRTP_AES_256_CM_HMAG_SHA1_50 w |
Preferred Format #2 [HONE w |

Preferred Format #32 NOME "

Encrypted RTCF

Ml
Lifetime
Leave blank to match any value. 2 |:|
Interworking
Symmetric Context Reset
Key Change in New Offer (N
Capability Megotiation (N
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Following is the newly created MPC media rule.

=

Device: Avaya SBC~  Alarms 1 Incidents  Statusv  Logsv  Diagnostics Users Settings v Help + Log Out

Avaya Session Border Controller AVAYA

EMS Dashboard Media Rules: MPC

Software Management [ Rename || Clone || Delete |
Device Management

Backup/Restore Media Rules Click here to add a descripiion.

default-low-med
System Parameters Encryption | | Codec Prioritization | | Advanced || QoS |
Configuration Profiles default-low-m.... N
Services default-high Audio Encryption
4 Domain Policies . Preferred Formats SRTP_AES_256_CM_HMAC_SHA1_80
defauli-high-e. ..
Application Rules Encrypted RTCP
Border Rulas B A
. MK O
Media Rules MPC
Security Rules Enterprise Lifetime Any
Signaling Rules Interworking

Charging Rules
End Point Policy

Groups Key Change in New Offer
Session Policies

Symmetric Context Reset

4

TLS Management Video Encryption
Network & Flows Preferred Formats SRTP_AES_256_CM_HMAC_SHA1_80
DMZ Services Encrypted RTCP
Menitoring & Logging
K1 [}
Lifetime Any
Interworking
Symmetric Context Reset

Key Change in Mew Offer J

Miscellaneous

Capability Negotiation ]

-
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5.13.3. Signaling Rules

For the compliance test, the existing default Signaling Rule was used toward the Enterprise,
toward the Service Provider and toward the MPC. For completeness, the existing default
Signaling Rule is shown below.

For the compliance test, the default signaling rule is shown below.

r &

Device: Avaya SBC~  Alarms 1 Incidents  Statusv Logsv  Diagnostics Users Settings v Help » Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard Signaling Rules: default

Software Management

Device Management

Backup/Restore Signaling Rules It s not recommended to edit the defaults. Try cloning or adding a new rule nstead.

default
System Parameters General | | Requests || Responses || Request Headers || Response Headers || Signaling
No-Content-T... Qos

Configuration Profiles ucip |
Services OPTIONS n
+ Domain Policies (oord
Application Rules Requests Allow
Border Rules Non-2Xx Final Responses Allow
Media Rules Optional Request Headers Allow
Security Rules Optional Response Headers Allow

Signaling Rules

End Point Policy Requesis Allow
Groups
) . Non-2X Final Responses Allow
Session Policies
TLS Management Optional Request Headers Allow
Metwork & Flows Optional Response Headers Allow
DMZ Services
Enable Content-Type Checks
Action Allow Multipart Action  Allow
Exception List Excepfion List
-
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5.14. End Point Policy Groups

End Point Policy Groups associate the different sets of rules under Domain Policies (Media,
Signaling, Security, etc.) to be applied to specific SIP messages traversing through the Avaya
SBC. Please note that changes should not be made to any of the default rules used in these End
Point Policy Groups. For the compliance test, the previously provisioned End Point Policy
Groups for the SIP Trunking service provider and for the Enterprise were used, a new End Point
Policy Group was created for the MPC. For completeness, the End Point Policy Groups for the
SIP Trunking service provider and for the Enterprise are shown.

5.14.1. End Point Policy Group — Service Provider
The existing End Point Policy Group used toward the Service provider is shown below:

r ]
Device: Avaya SBC v  Alarms 1 Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard «| Policy Groups: Service Provider
Software Management [ Rename || Clone || Delete |
Device Management
BackuplRastore

default-l
Configuration Profiles default-low-enc
Services — Policy Group
* Domain Policies default-med-
Application Rules )
Border Rules default-nigh Order Application Border Media Security Signaling Charging
Meadia Rules default-high-e. .
Security Rules avaya-detHo. . ttlsafalfult- default ;Em default: default None Off Edit
Tunk - : - ow - :
Signaling Rules avaya-deinig. . med
Charging Rules )
avaya-dei-hig. ..
End Point Policy
Groups MPC
Session Policies Service Prov...
TLS Management Enterprise
Metwork & Flows -
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5.14.2. End Point Policy Group — Enterprise
The existing End Point Policy Group used toward the Enterprise is shown below:

Device: Avaya SBC v

EMS Dashboard
Software Management
Device Management
Backup/Restore
System Parameters
Configuration Profiles
Services
« Domain Policies
Application Rules
Border Rules
Media Rules
Security Rules
Signaling Rules
Charging Rules

End Point Policy
Groups

Session Policies
TLS Management
MNetwork & Flows

Alarms 1

Incidents

Avaya Session Border Controller

«| Policy Groups: Enterprise

Policy Groups
default-low

default-low-enc
default-med
default-med-...
default-high
default-high-e. .
avaya-dei-lo._.
avaya-def-hig. ..
avaya-def-hig. ..
MPC

Service Provi...

Enterprise

Status v

&

Logsv Diagnostics Users Settings v Help ¥ Log Out

AVAYA

[ Rename || Clone || Delete |

Click here o add a description.
Click here to add a row description.

Policy Group

RTCP
Security Signaling Charging Mon
Gen

Order Border Media

Application

D default-
trunk

default Enterprise C'?,T.au " default None Off Edit
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5.14.3. End Point Policy Group — MPC

A new End Point Policy Group was created for the MPC. To create an End Point Policy Group
for the MPC, select End Point Policy Groups under the Domain Policies menu and select Add
(not shown).

e Enter an appropriate name in the Group Name field (MPC was used).

e Click Next.

Policy Group

Group Name MPC |

Under the Policy Group tab enter the following:
e Application Rule: default-trunk (Section 5.13.1).

e Border Rule: default.

e Media Rule: MPC (Section 5.13.2).

e Security Rule: default-low.

e Signaling Rule: default (Section 5.13.3).

e Click Finish.

Application Rule [ default-trunk v |
Border Rule [ default v|
Media Rule [MPC v]
Security Rule
Signaling Rule [ default "
Charging Rule
RTCP Monitoring Report Generation
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The newly created End Point Policy Group for the MPC is shown below.

Device: Avaya SBC v  Alarms 2 Incidents Statusv Logsv  Diagnostics Users Settings v Help v Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard » Policy Groups: MPC a
Software Management Add [ Rename | [ Clene || Delete |
Device Management
default-1
Configuration Profiles default-low-enc
Services —— Policy Group
“ Domain Policies default-med-enc
Application Rules _
Border Rules CEEMRIED Order Application Border Media Security  Signaling  Charging
Media Rules default-high-enc
Security Rules avaya-def-low. .. o ] gﬁf:‘# * default ~ MPC lc:ﬂlault- default Mone of Edit
Signaling Rules avaya-def-hig.
Charging Rules )
avaya-def-hig...
End Point Policy
Groups MPC
Session Policies - Service Provider -
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5.15. End Point Flows

Server Flows combine the interfaces, polices, and profiles defined in the previous sections into
inbound and outbound flows. When a packet is received by Avaya SBC, the content of the
packet (IP addresses, SIP URIs, etc.) is used to determine which flow it matches, so that the
appropriate policies can be applied. Once routing is applied and the destination endpoint is
determined, the policies for the destination endpoint are applied. Thus, two flows are involved in
every call: the source endpoint flow and the destination endpoint flow. Separate Server Flows are
created for the SIP Trunking Carrier, Enterprise and the MPC.

“Call Server to “Call Server” lied w “Trunk Server"
Appl Trunk Server to Policy Group

SBC” Flow Policy Group Rwting SBC” Flow

/‘
-

“Call Server”
Policy Group SBC” Flow ROt Policy Group SBC” Flow

“Call Server to Applied “Trunk Server* “Trunk Server to

SIP Trunk Service Provider

Avaya SBCE
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5.15.1. Server Flow — SM to SP Flow

For completeness, the previously provisioned End Point Flow for calls from Session Manager to
the SIP Trunking service provider is shown below.

Flow Name [SM to SP Flow |
SIP Server Profile
URI Group
Transport
Remote Subnet [* |
Received Interface [Sig-B1-5P v |
Signaling Interface |P|1'vate—Sig—m-SP v|
Media Interface
Secondary Media Interface
End Point Policy Group |Enterprise hd
Routing Profile
Topology Hiding Profile
Signaling Manipulafion Script
Remote Branch Office ANy w
Link Monitoring from Peer
FODN Support 0
FQDMN
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5.15.2. Server Flow — SP to SM Flow

For completeness, the previously provisioned End Point Flow for calls from the Service Provider
to Session Manager is shown below.

Edit Flow: SP to SM Flow X

Flow Name [SP to SM Flow |
SIP Server Profile

URI Group

Transport

Remote Subnet

. |

Received Interface [Private-Sig-A1-SP |
Signaling Interface [Sig-B1-5P w|
Media Interface
Secondary Media Interface
End Point Policy Group [Service Provider A
Routing Profile
Topology Hiding Profile 5P w
Signaling Manipulation Script
Remote Branch Office
Link Monitoring from Peer
FQDN Support n
FQDN
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5.15.3. Server Flow — SM to MPC

A new Server Flow was created for calls from Session Manager to the MPC. To create a Server
Flow for calls flow from Session Manager to the MPC, from the Device Specific menu, select
End Point Flows, then select the Server Flows tab. Click Add (not shown), set parameters as
shown below, click Finish. The flow uses the interfaces, policies, and profiles defined in
previous sections.

Flow Name: Enter a name for the flow, e.g., SM to MPC Flow.

SIP Server Profile: Session Manager (Section 5.10.1).
URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Sig-B1-MPC (Section 5.6.3).
Signaling Interface: Private-Sig-A1-MPC (Section 5.6.1).
Media Interface: Private-Med-Al (Section 5.5.1).
End Point Policy Group: Enterprise (Section 5.14.2).
Routing Profile: Route to MPC (Section 5.11.4).
Topology Hiding Profile: Enterprise (Section 5.12.1).
Enable Link Monitor from Peer.

Leave other fields at the default values.

Click Finish.

Edit Flow: SM to MPC Flow X

Flow Name

SIP Server Profile Session Manager v
URI Group

Transport

Remote Subnet

Received Interface Sig-B1-MPC

Signaling Interface

Media Interface

Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer
FQDMN Support

FQDN

Private-Sig-A1-MPC v
Private-Med-A1 v

None

= : @]
=

=3

=

e

]

< i}

[=]

¢ =

L4

[Enterprise v

Route to MPC v

Enterprize v

£
<
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5.15.4. Server Flow — MPC to SM Flow

A new Server Flow was created for calls from the MPC to Session Manager. To create the call
flow from the MPC to Session Manager, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown), set parameters as shown below,
click Finish. The flow uses the interfaces, policies, and profiles defined in previous sections.
e Flow Name: Enter a name for the flow, e.g., MPC to SM Flow.
SIP Server Profile: MPC NA (Section 5.10.3).
URI Group: *
Transport: *
Remote Subnet: *
Received Interface: Private-Sig-A1-MPC (Section 5.6.1).
Signaling Interface: Sig-B1-MPC (Section 5.6.3).
Media Interface: Media-B1-MPC (Section 5.5.3).

e End Point Policy Group: MPC (Section 5.14.3).

e Routing Profile: From MPC (Section 5.11.2).

e Topology Hiding Profile: MPC NA (Section 5.12.3).

e Enable Link Monitor from Peer.

e Leave other fields at the default values.

e Click Finish (not shown).
Flow Name [MPC to SM Flow |
SIP Server Profile
URI Group
Transport [ ]
Remote Subnet [ |
Received Interface [Private-Sig-A1-MPCw|
Signaling Interface [sig-B1-MPC v]|
Media Interface
Secondary Media Interface
End Paint Policy Group [mPC v
Routing Profile
Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office
Link Monitoring from Peer
FQDN Support ]
FQDN
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5.15.5. Server Flow — SP to MPC Flow

A new Server Flow was created for calls from the Service Provider to the MPC. To create the
call flow from the Service Provider to the MPC, from the Device Specific menu, select End
Point Flows, then select the Server Flows tab. Click Add (not shown), set parameters as shown
below, click Finish. The flow uses the interfaces, policies, and profiles defined in previous
sections.

Flow Name: Enter a name for the flow, e.g., SP to MPC Flow.

SIP Server Profile: SIP Provider (Section 5.10.2).

e URI Group: *
e Transport: *
e Remote Subnet: *
e Received Interface: Sig-B1-MPC (Section 5.6.3).
e Signaling Interface: Sig-B1-SP (Section 5.6.2).
e Media Interface: Media-B1-MPC (Section 5.5.3).
e End Point Policy Group: Service Provider (Section 5.14.1).
e Routing Profile: Route to MPC (Section 5.11.4).
e Topology Hiding Profile: SP (Section 5.12.2).
e Enable Link Monitor from Peer.
e Leave other fields at the default values.
e Click Finish.
Flow Name [SP to MPC Flow |
SIP Server Profile
URI Group F T~
Transport [~
Remote Subnet [* |
Received Inferface
Signaling Interface
Media Interface
Secondary Media Interface
End Point Policy Group [Service Provider v
Routing Profile
Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office Any w
Link Monitoring from Peer
FODN Support 0
FQDN
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5.15.6. Server Flow — MPC to SP Flow
A new Server Flow was created for calls from the MPC to the Service Provider. To create the
call flow from the MPC the Service Provider, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown), set parameters as shown below,
click Finish. The flow uses the interfaces, policies, and profiles defined in previous sections.
e Flow Name: Enter a name for the flow, e.g., MPC to SP Flow.
SIP Server Profile: MPC NA (Section 5.10.3).
URI Group: *
Transport: *
Remote Subnet: *
Received Interface: Sig-B1-SP (Section 5.6.2).
Signaling Interface: Sig-B1-MPC (Section 5.6.3).
Media Interface: Media-B1-MPC (Section 5.5.3).
End Point Policy Group: MPC (Section 5.14.3).
Routing Profile: Route to SP (Section 5.11.1)
Topology Hiding Profile: MPC NA (Section 5.12.3).
Leave other fields at the default values.
Click Finish (not shown).

Edit Flow: MPC to SP Flow X

Flow Name [MPC to SP Flow |

SIP Server Profile

URI Group E

Transport

Remote Subnet [ |

Received Interface | Sig-B1-SP v

Signaling Interface [Sig-B1-MPC v|

Media Interface

Secondary Media Interface

End Point Policy Group [MPC v

Routing Profile

Topology Hiding Profile

Signaling Manipulation Script

Remote Branch Office

Link Monitoring from Peer O

FQDN Support ]

FQDN
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The screen below shows the completed End Point Flows.

\ Note: Set the Priorities as shown below by entering Priority 1 & 2 and by clicking on Update. \

Alarms 1 Incidents  Status v Users

Device: Avaya SBC v

Logsv¥ Diagnostics Settings v

Avaya Session Border Controller

EMS Dashboard

Software Management

Device Management

Backup/Restore

> System Parameters

> Configuration Profiles

> Services

> Domain Policies

> TLS Management

4 Network & Flows
Network Management
Media Interface
Signaling Interface
End Point Flows
Session Flows

End Point Flows

Subscriber Flows | | Server Flows ‘

Modifications made to a Server Flow will only take effect on new sessions. -
Click here to add a row description.

r SIP Server: MPC NA

Update

Flow Name

[ ] WPCtoSMFlow =
MPC to SP Flow

Received Signaling End Point
Interface Interface Policy Group
Private-Sig- .

A1MPC Sig-B1-MPC  MPC
Sig-B1-SP Sig-B1-MPC  MPC

Routing

Profile

From
MPC

Route to
SP

View Clone Edit Delete

View Clone Edit Delete

Advanced Options r SIP Server: SIP Provider
> DMZ Services [ Update |
> Monitoring & Logging . . URI Received Signaling End Point Routing
Priority Flow Name Group Interface Interface Policy Group  Profile
SPtoSMFlow = PivaleSig gigsrgp  Semvice FromSP  View Clone Edit Delete
SP1oMPC Flow = SigBIMPC  SigBi-sp  SeMvice Roulelo  yiew Clone Edit Delete
r SIP Server: Session Manag
Update
- URI Received Signaling End Point Routing
Fi J s Group Interface Interface Policy Group Profile
SMtoSPFlow = sight-sp  BMAESIe Enrerprise Roue®  yiew Clone Edit Delete
SMto MPC Flow ~ * SigB1MPC  ErvateSig-  ponhee Routeto  \uoy Clone Edit Delete
A1-MPC MPC
o
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6. AT&T IP Flexible Reach - Enhanced Features Service with
Avaya Experience Platform for the Bring Your Own Carrier
(BYOC) Hybrid model

To use the AT&T IP Flexible Reach - Enhanced Features service with Avaya Experience
Platform, for the Bring Your Own Carrier Hybrid (BYOC) model, a customer must request the
service from AT&T using the established sales processes.

For information on Avaya Experience Platform (AXP) visit:
https://documentation.avaya.com/en-

US/bundle/ExperiencePlatform_Solution Description_10/page/Avaya Experience Platform_sol
ution_overview.html

For additional technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com

For support of the AT&T SIP Trunking Service visit the corporate Web page at:
https://www.business.att.com/products/sip-trunking.html

Consult the specific Avaya Application Notes covering the configuration of Avaya Aura®
products to support AT&T IP Flexible Reach - Enhanced Features service, using AT&T’s AVPN
or ADI/PNT transport connections:
https://www.devconnectprogram.com/fileMedia/download/1364380c-5626-41d3-a187-
ceb3fffac7ch

7. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of commands that can be used to
troubleshoot the solution.

7.1. General Verification Steps

e Place calls from the PSTN and from Enterprise users to the DID number configured to
route calls to AXP. Once the Avaya Interactive Voice Response (IVR) system is reached
verify the user can interact with the IVR system by entering the digit given by the IVR to
reach Workplace Agents.

For the following call types, verify:
1. Audio in both directions.
Caller-I1D display on: Enterprise users, PSTN end-points and Workplace Agents.
That both, the calling and the called parties can end an active call by hanging up.
Place calls from the PSTN to the Enterprise.
Place calls from the PSTN to Avaya Workplace Agents.
Place calls from the Enterprise to Avaya Workplace Agents.
Place calls from the Enterprise to the PSTN.

e o 0 0 WM
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e Place calls from Avaya Workplace Agents to the Enterprise.

e Place calls from Avaya Workplace Agents to the PSTN.

e Verify calls can be placed on-hold and can be resumed by Avaya Workplace Agents,
Enterprise users and by the PSTN party.

o Verify when Avaya Workplace Agents are unavailable calls are placed into queue, and
out-of-queue when the Avaya Workplace Agents becomes available.

e Agent Consultation: On inbound calls from the PSTN to AXP, verify that agents can
consult with other agents, with Enterprise users and with other PSTN parties. This is done
by the Agent pressing the “consult” button and calling other parties.

7.2. Avaya SBC Verification

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: This screen provides information about the health of the SBC.

r Al

Device: Avaya SBC~  Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥  Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard ~ Device Management

Software Management

Device Management

Backup/Restore Devices || Updates || Licensing || Key Bundles || License Compliance

System Parameters

Device Management

Version Status

Configuration Profiles Name IP
Services Avava 10.1.2.0-

. - SBCY 10.64.160.20 &4- Commissioned Reboot Shutdown Restart Application View Edit Uninstal
Domain Policies 23085

TLS Management
MNetwork & Flows
DMZ Services
Maonitoring & Logaging

The following screen shows the Alarm Viewer page.

Device: Avaya SBC v Help

Alarm Viewer AVAYA

Alarms

¥ 1D Details State Time Device

Mo alarms found for this device.

| Clear Selected || Clear Al |
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Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Device: Avaya SBC v  Alarms  Incidents Statusv Logsv Diagnostics Users Settings v Help v  Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard »  Device Management

Software Management

Device Management

Backup/Restore Devices | | Updates | | Licensing | | Key Bundles | | License Compliance
System Parameters Dovice Management . . o
Configuration Profiles Name IP = R
Services Avava 10.1.2.0-
. - SBg 10.64.160.20 64~ Commissioned Reboot Shutdown Restart Application View Edit Uninstall
Domain Policies 29285

TLS Management
Network & Flows
DMZ Services
Monitoring & Logging

4 e

The following screen shows the Incident Viewer page.

Device: Avaya SBC v Help

Incident Viewer AVAYA

Category | All V|| Clear Filters | Refresh || Generate Report |
Summary
Displaying entries 1 to 15 of 2000. ;
D Date & Time Category Type Cause
850335404737205 D220 0 Policy Server Hearbeat  Heartbeat Failed, Server is Down
-
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Status : Provides the status for each server resolved during DNS SRV queries handling calls.
Note that Server FQDN and Server IPs (public IPs) were masked for security reasons.

2]

Device: Avaya SBC v  Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard ~ Device Management

Software Management
Device Management

Backup/Restore Devices | | Updates | | Licensing | | Key Bundles | | License Compliance
System Parameters DY T Vorson Statue
Configuration Profiles Name IP =
Services Avava 10120
. - SBCY 10.64.160.20 64- Commissioned Reboot Shutdown Restart Application View Edit Uninstall
Domain Policies 23285

TLS Management
Network & Flows
DMZ Services
Maonitoring & Logging

Device: Avaya SBC v Help

Status AVAYA
Server Status
Server Server Server Heartbeat  Regisiration
Profile P— P Port Transport Status Status e
she- 12M2/2023
MPC NA avayacloud.com 131 5061 TLS UrP UNKNOWN 40 5ea maT
she- 12M2/2023
MPC NA avayacloud.com 83 5061 LS ur UNKNOWN 11:26:10 MST
SIP 121212023
Provider 192.168.38.60 192 168.38.69 5060 UDF UNKNOWN ~ UNKMOWN 55555 15T
SIP 121212023
Provider 192.168.37.149 192.168.37.149 5080 UDF UNKNOWN  UNKNOWN 43753553 15T
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBC
network connectivity.

Al

Device: Avaya SBC~  Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥  Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard ~ Device Management

Software Management

Device Management

Backup/Restore Devices || Updates || Licensing || Key Bundles || License Compliance
System Parameters Device Management Vorson Statue
Configuration Profiles Name IP = &
Services Avava 10120
. - SBg 10.64.160.20 64- Commissioned Reboot Shutdown Restart Application View Edit Uninstall
Domain Policies 23285

TLS Management
MNetwork & Flows
DMZ Services
Maonitoring & Logaging

Device: Avaya SBC v Help

Diagnostics AVAYA

Full Diagnostic ‘ | Ping Test ‘

Outgoing pings from this device can only be sent via the primary [P (determined by the OS) of each respeciive interface or VLAN.

o EMS Link Check 2:11 ig;rgfaraling within normal parameters with a full duplex connection
0 Fing: EMS to SBC (10.64.160.20) Average ping from 10.64.160.20 [M1] to 10.64.160.20 is 0.036ms.

o SBC Link Check A1 ;11isagg-araling within normal parameters with a full duplex connection
0 SBC Link Check B1 g”ggg_erating within normal parameters with a full duplex connection
o Fing: SBC (A1) to Gateway (10.64.160.1) Average ping from 10.64.160.21 [A1] to 10.64.160.1 is 0.211ms.

0 Fing: SBC (A1) to Primary DNS (75.75.75.75) Average ping from 10.64.160.21 [A1] to 75.75.75.75 is 3.048ms.

Q Ping: SBC (A1) to Secondary DNS (T5.75.76.76) Average ping from 10.64.160.21 [A1] o 75.75.76.76 is 3.392ms.

Q Ping: SBC (B1) to Gateway ( 80.1) Average ping from 80.125 [B1] to 80.11s 0.265ms.

o Fing: SBC (B1) to Primary DNS (75.75.75.75) Average ping from B80.125[B1] to 75.75.75.75 15 2.991ms.

Q Ping: SBC (B1) to Secondary DNS (75.75.76.76) Average ping from 80125 [B1] to 75.75.76.76 is 3. 254ms.
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The following screen shows the Diagnostics page with the results of a ping test.

Pinging 10.64.101.249 X

Average ping from 10.64.160.21 [A1] to 10.64.101.249 is 0.286ms.
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Additionally, the Avaya SBC contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Monitor & Logging =
Trace. Select the Packet Capture tab, set the desired configuration for the trace and click Start
Capture.

Device: Avaya SBCv  Alarms Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥  Log Out
Avaya Session Border Controller AVAYA
EMS Dashboard | Trace: Avaya SBC

Software Management
Device Management

Backup/Restore Packet Capture || Captures |
System Parameters
Configuration Profiles Status Ready
Services
Domain Policies Interface Any v
Local Add .
TLS Management II'-‘{[):E'aun] ress A~ l:l
Network & Flows Remote Add
DMZ Services . -:gln. 17, |P:JE§S [
4 Monitoring & Logging Protocol M
SNMP
Syslog Management Maximum Mumber of Packets to Capture
i Capture Fil
Debugging UsilE:; ?Enalninggleexisﬁg capture will overvrite it. [Test1.pcap
Trace
Log Collection Start Capture
DoS Learning v
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Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

[ 2]

Settings v Help ¥ Log Out

Device: Avaya SBCv  Alarms  Incidents Statusv Logsv Diagnostics Users

Avaya Session Border Controller AVAYA

EMS Dashboard

Software Management

~ Trace: Avaya SBC

Device Management

Backup/Restore Packet Capture || Captures |
System Parameters [Last Modified v | [ Descending v | [ Sort | Reset |
Configuration Profiles
. File Name File Size (bytes) Last Modified
Services
; . OPTIONS1. pcap 24975 August 4, 2023 at 7:56:59 AMMDT  Delete
Domain Policies
TLS Management test2 pcap 4,362 August 4, 2023 at 6:51:03 AMMDT  Delete
Network & Flows test1.pcap 6,188 August 4, 2023 at 6:48:20 AMMDT  Delete
DMZ Services
4 Monitoring & Logging
SNMP
Syslog Management
Debugging
Trace

Log Collection
DoS Learning

Also, the traceSBC tool can be used to monitor the SIP signaling messages between the Service
provider, Enterprise, MPC and the Avaya SBC.
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8. Conclusion

These Application Notes describe the configuration steps required to configure the Avaya
Session Border Controller to integrate the AT&T IP Flexible Reach - Enhanced Features service,
with Avaya Experience Platform (AXP), for the Bring Your Own Carrier (BYOC) Hybrid
model, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations outlined in
the scope of testing in Section 2.1 and Section 2.2.
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10. Appendix A — SigMa Scripts

Following is the Signaling Manipulation script that was used in the configuration of the
enterprise Avaya SBC. Add the script as instructed in Sections 5.9 and 5.10.3, enter a name for
the script in the Title and copy/paste the entire scripts shown below.

within session "ALL"

{
act on message where %DIRECTION="OUTBOUND" and

%ENTRY_POINT="POST_ROUTING"
{

//[Remove unwanted xml element information from the SDP in SIP UPDATE messages sent to
the Service Provider.

remove(%BODY[1]);

¥
ki
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11. Appendix B — Avaya Experience Platform (AXP)
Administration Portal

Note: SIP Trunking configuration on Avaya Experience Platform is performed by Avaya
engineers and is outside the scope of these Application Notes.

In the reference configuration, the following procedure was used to add the assigned AT&T
numbers to the tenant account in Avaya Experience Platform. This was done via the
Admistration Portal in the Application Center.

Application Center is a management interface that provides a single administration experience
across the solution. The core administration services of the Avaya Experience Platform solution
are available to configure in Application Center.

Log in to the Avaya Experience Application Center using the URL assigned to the tenant
account.
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On the Application Center home page, select the Adminstration icon (not shown). On the
Administration Portal home screen, select Channels = Voice on the left side menu. Select
Add Number and enter the complete DNIS Number (in E.164 numbering format) and Display
Name, as in the example shown below. To select the the number to be used for Caller ID on
outbound calls from AXP agents, click the three dots on the righ side of the screen under the

corresponding line, and select Set as Caller ID.

n Administration

BN -3

l?i Home Home = Voice =
;h Account My Numbers
_‘] Business Rules
Number Display Name Type Country
(%) Channels
| +13031239321 ATET Caller ID
Chat - -
Edit
Email
Configure Routing
Messaging Settings
e Voice Remove as Caller ID
:ﬂ Contact Center Release Number
L‘j Customer Journey A
1-10/13 shown 2 Y Show: [10 W
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are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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