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Abstract 
 

 

These Application Notes describe the configuration steps required to integrate the Journey 

Identity Platform 3.0.114 with Avaya Experience Portal 8.1.  Avaya Experience Portal answers 

inbound calls from mobile phones to the call center and begins the process of authenticating the 

caller using caller ID or Automatic Number Authentication (ANI).  Avaya Experience Portal 

provides the caller’s ANI to the Journey Identity Platform, a cloud-based solution, via the 

Journey REST API, which in turn verifies the caller against a customer database.  After the 

caller is verified as a current customer, Avaya Experience Portal transfers the call to an available 

agent.   

 

Readers should pay attention to Section 2, in particular the scope of testing as outlined in 

Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases 

are adequately covered by this scope and results. 

 

Information in these Application Notes has been obtained through DevConnect compliance 

testing and additional technical discussions.  Testing was conducted via the DevConnect 

Program at the Avaya Solution and Interoperability Test Lab. 
 



 
JAO; Reviewed: 

SPOC 10/22/2021 

Solution & Interoperability Test Lab Application Notes 

©2021 Avaya Inc. All Rights Reserved. 

2 of 18 

JourneyID-AEP 

 

1. Introduction 
These Application Notes describe the configuration steps required to integrate the Journey 

Identity Platform with Avaya Experience Portal.  A sample application on Avaya Experience 

Portal answers inbound calls from mobile phones to the call center and begins the process of 

authenticating the caller using caller ID or Automatic Number Authentication (ANI).  Avaya 

Experience Portal provides the caller’s ANI to the Journey Identity Platform, a cloud-based 

solution, via the Journey REST API, which determines if the caller is a current customer.  If the 

caller is a current customer, the Journey Identity Platform sends a push notification directly to 

the caller’s mobile phone requesting the caller to sign into the Journey mobile app using onboard 

biometrics.  Once the caller is authenticated, Avaya Experience Portal transfers the call to an 

available agent by calling a Vector Directory Number (VDN).  This is the focus of these 

Application Notes. 

 

The Journey Identity Platform can also securely collect and verify Personal Identifiable 

Information (PII) provided by the customer using onboard biometrics from a Journey mobile app 

when a customer is interacting with services, such as banking, that require a higher level of proof 

of identity.  In addition to the Journey Identity Platform communicating with Avaya Experience 

Portal, the Journey Identity Platform can communicate directly with a business’s mobile app, 

using the Journey mobile SDK, running on the caller’s mobile phone and a Journey screen pop 

on the agent desktop1 using encrypted data channel.  After the caller has been authenticated, the 

Journey Identity Platform provides the caller’s authentication status to the agent via a screen pop 

on the agent desktop and also provides the agent’s identity credentials to the caller so the caller 

knows with whom they are speaking.   

 

The agent can request additional PII from the caller via the screen pop, which triggers a push 

notification from the Journey Identity Platform to the caller’s mobile phone.  The caller can then 

provide the requested information via the business’s mobile app, which is verified by the Journey 

Identity Platform using a customer database.  The verification status of the data the customer 

entered is then provided to the agent via the screen pop on the agent desktop while part of the 

customer data is masked for privacy.  If the verification fails, the agent can request the data 

again. 

 

The configuration to support this verification process between the Journey Identity Platform, the 

Journey mobile app, and the screen pop on the agent desktop is outside the scope of these 

Application Notes, but is mentioned because it is a key feature of the Journey solution. 

  

 
1 For information on the agent desktops supported by the Journey Identity Platform, contact Journey as detailed in 

Section 2.3. 
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2. General Test Approach and Test Results 
The feature test cases were performed manually.  Inbound calls from a mobile phone to a call 

center were answered by a sample application on Experience Portal, which began the process of 

authenticating the caller’s ANI.  Experience Portal used the Journey REST API to request the 

Journey Identity Platform to verify the ANI against a customer database.  After the caller was 

verified as a current customer, Experience Portal transferred the call to an available agent.  If the 

caller couldn’t be verified, the call was still transferred to an agent. 

 

Once the call was delivered to an agent, the agent requested additional customer data via the 

screen pop on the agent desktop.  The Journey Identity Platform sent the push notification to the 

caller’s mobile phone to collect the data and verify it.  The verification status was then provided 

to the agent desktop via the screen pop.  This part of the testing didn’t involve Experience Portal.  

It was an interaction between the Journey Identity Platform, the Journey mobile app, and the 

screen pop on the agent desktop.  This feature was exercised as part of the complete Journey 

solution. 

 

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members.  The 

jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent 

to the interoperability of the tested products and their functionalities.  DevConnect Compliance 

Testing is not intended to substitute full product performance or feature testing performed by 

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or 

completeness of a DevConnect member’s solution. 

 

Avaya recommends our customers implement Avaya solutions using appropriate security and 

encryption capabilities enabled by our products.  The testing referenced in these DevConnect 

Application Notes included the enablement of supported encryption capabilities in the Avaya 

products.  Readers should consult the appropriate Avaya product documentation for further 

information regarding security and encryption capabilities supported by those Avaya products. 

 

Support for these security and encryption capabilities in any non-Avaya solution component is 

the responsibility of each individual vendor.  Readers should consult the appropriate vendor-

supplied product documentation for more information regarding those products. 

2.1. Interoperability Compliance Testing 

Interoperability compliance testing covered the following features and functionality:  

 

▪ Sample application on Experience Portal using the Journey REST API to request the 

Journey Identity Platform to verify the caller’s ANI against a customer database. 

▪ After verifying the caller’s ANI, whether it passed or failed, the sample application on 

Experience Portal transferring the call to an agent. 

▪ After connecting the agent, Journey Identity Platform presenting the call in the Journey 

screen pop on the agent desktop with the caller’s verification status. 

▪ Journey Identity Platform sending push notification to caller’s mobile phone running the 

Journey mobile app with connected agent’s identification. 

▪ Agent requesting additional customer information via the Journey screen pop. 
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▪ Journey Identity Platform sending push notifications to caller’s mobile phone requesting 

more information from caller. 

▪ Caller submitting additional information via the Journey mobile app. 

▪ Journey Identity Platform verifying the customer data against the customer database and 

providing the verification status to the agent via the Journey screen pop. 

▪ Ending the conversation between the Journey screen pop and the Journey Identity 

Platform. 

2.2. Test Results 

All test cases passed.  

2.3. Support 

For information on the Journey Identity Platform, contact Journey through one of the following: 

 

▪ Website:  https://journeyid.com/contact/  

▪ Email:  info@journeyid.com    

https://journeyid.com/contact/
mailto:info@journeyid.com
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3. Reference Configuration 
Figure 1 illustrates a sample configuration consisting of the Journey Identity Platform (cloud-

hosted) with an Avaya Aura® Contact Center.  Caller places an inbound call from the PSTN to 

the call center from a mobile phone running the Journey mobile app.  The call is routed to 

Experience Portal through Avaya Session Border Controller for Enterprise (SBCE) and Avaya 

Aura® Session Manager.  The call is answered by a sample application on Experience Portal.  

The sample application communicates with the cloud-based Journey Identity Platform via the 

Journey REST API to verify the caller’s ANI.  The Journey Identity Platform verifies the ANI 

against a customer database (not shown).  The sample application then transfers the call to an 

available agent by calling a VDN on Avaya Aura® Communication Manager.  The call is 

delivered to the agent on Avaya Agent for Desktop and an agent desktop with a Journey screen 

pop.  The agent desktop solution monitors the call center via TSAPI link on Avaya Aura® 

Application Enablement Services.  The agent can then use the Journey screen pop to request 

additional information from the caller through the Journey Identity Platform.  The Journey 

Trusted Identity Platform communicates directly with Experience Portal, the Journey mobile 

app, and the Journey screen pop on the agent desktop using an encrypted data channel.  

However, these Application Notes will focus on the interaction between the Journey Identity 

Platform and Experience Portal. 
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Figure 1: Journey Identity Platform (cloud-based) with Avaya Experience Portal 
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4. Equipment and Software Validated 
The following equipment and software were used for the sample configuration provided: 

 

Equipment/Software Release/Version 

Avaya Aura® Communication Manager 8.0.1.2.0-FP1SP2 

Avaya Aura® Media Server v.8.0.2.184 

Avaya Aura® System Manager 

 

8.0.1.0 

Build No. – 8.0.0.0.931077 

Software Update Revision No: 

8.0.1.0.038826 

Feature Pack 1 

Avaya Aura® Session Manager 8.0.1.0.801007 

Avaya Session Border Controller for Enterprise 8.1.3.0-31-21052 

Avaya Aura® Experience Portal 8.1.0.0.0223 

Avaya Aura® Application Enablement Services 8.1.3.1.0.7-0 

Avaya Agent for Desktop 2.0.6.14.3002 

Journey Identity Platform 3.0.114 

Journey Mobile App on iOS 2021.08 (23.20) 
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5. Configure Avaya Aura® Communication Manager 
This section covers the configuration of a sample call center on Communication Manager, 

including the VDN, Vector, and Hunt Group.  Administration of Communication Manager was 

performed using the System Access Terminal (SAT). 

 

For the compliance test, agents logged into a skill/hunt group using agent login IDs.  For 

example, an agent with Agent for Desktop and an agent desktop logged into hunt group 65 using 

agent login ID 3000.  The configuration of SIP stations for Agent for Desktop and the agent 

login IDs are not shown in these Application Notes. 

5.1. Administer VDN 

The sample application on Experience Portal transfers the caller to an agent by calling a VDN.  

To add a VDN, use the add vdn command.  Enter a descriptive Name and the vector number 

from Section 0 for Destination.  Set the 1st Skill to the hunt group configured in Section 5.3.  

Retain the default values for all remaining fields.   

 
add vdn 5001003                                                 Page   1 of   3 

                            VECTOR DIRECTORY NUMBER 

 

                             Extension: 500-1003       Unicode Name? n 

                                 Name*: CC VDN 

                           Destination: Vector Number        65 

                   Attendant Vectoring? n 

                  Meet-me Conferencing? n 

                    Allow VDN Override? n 

                                   COR: 1 

                                   TN*: 1 

                              Measured: external Report Adjunct Calls as ACD*? N 

 

        VDN of Origin Annc. Extension*: 

                            1st Skill*: 65 

                            2nd Skill*: 

                            3rd Skill*: 

 

SIP URI: 

 

*Follows VDN Override Rules 
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5.2. Administer Vector 

The VDN configured in Section 5.1 will invoke the following vector to queue the call to a hunt 

group.  The call will be queued to the 1st Skill specified in the VDN.  Modify an available vector 

using the change vector command.   

 
display vector 65                                                Page   1 of   6 

                                  CALL VECTOR 

 

    Number: 65               Name: Call Center 

Multimedia? n      Attendant Vectoring? n    Meet-me Conf? n           Lock? n 

     Basic? y   EAS? y   G3V4 Enhanced? y   ANI/II-Digits? y   ASAI Routing? y 

 Prompting? y   LAI? y  G3V4 Adv Route? y   CINFO? y   BSR? y   Holidays? y 

 Variables? y   3.0 Enhanced? y 

01 queue-to     skill1st   pri m 

02 wait-time    5   secs hearing ringback 

03 goto step    1             if unconditionally 

04  

05  

06  

07  

08  

09  

10 

11 

12 

 

                       Press 'Esc f 6' for Vector Editing 
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5.3. Administer Hunt Group 

The sample application on Experience Portal transfers calls to an available agent logged into the 

following hunt group.  To add a hunt group, use the add hunt-group command.   

 
add hunt-group 65                                            Page   1 of   4  

                          HUNT GROUP 

 

           Group Number: 65                             ACD? y 

             Group Name: Call Center                  Queue? y 

        Group Extension: 3701                        Vector? y 

             Group Type: ucd-mia 

                     TN: 1   

                    COR: 1                  MM Early Answer? n 

          Security Code:             Local Agent Preference? n 

ISDN/SIP Caller Display:          

 

            Queue Limit: unlimited 

Calls Warning Threshold:    Port:         

 Time Warning Threshold:    Port:         

 

 

 

 

 

SIP URI:            

 

On Page 2 of the hunt group form, set Skill to ‘y’ as shown below.  

 
add hunt-group 65                                            Page   2 of   4  

                                HUNT GROUP 

 

                   Skill? Y     Expected Call Handling Time (sec): 180  

                     AAS? N       Service Level Target (% in sec): 80in 20   

                Measured: external 

    Supervisor Extension:               

 

   

     Controlling Adjunct: none    

 

 

 

 

  Multiple Call Handling: none          

 

 

Timed ACW Interval (sec): 10  After Xfer or Held Call Drops? N 
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6. Configure Avaya Aura® Experience Portal 
This section covers the configuration of a sample VXML application in Experience Portal using 

the Experience Portal Manager (EPM) web interface. 

6.1. Launch Experience Portal Manager 

Experience Portal is configured via the Experience Portal Manager (EPM) web interface.  To 

access the web interface, enter https://<ip-addr> as the URL in a web browser, where <ip-

addr> is the IP address of EPM.  Log in using the appropriate credentials.   
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The main page of the EPM web interface is displayed as shown below. 
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6.2. Add Application 

This section covers the configuration of a sample VXML application that answers inbound calls 

to the call center.  It will send a request to the Journey Identity Platform to verify the caller’s 

ANI as a current customer and then transfer the call to an agent. 

 

On the left pane, navigate to System Configuration → Applications.  The Applications page is 

displayed (not shown).  Click Add to add the application.  Note that the following Change 

Application page shows the VXML application that was already configured. 

 

▪ Name:    Provide a descriptive name (e.g., WFInbound). 

▪ Enable:   Set to Yes to enable the application. 

▪ Type:    Set to VoiceXML. 

▪ VoiceXML URL:  Specify the VXML application URL.  For the compliance  

test, the application was located in an application server co-

resident on the EPM server. 

▪ ASR Speech Servers: Select a previously configured ASR speech server. 

▪ Selected Languages:  Select the language (e.g., English(USA) en-US). 
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Scroll down to the TTS Speech Servers section and configure a previously configured TTS 

speech server.  Select a supported TTS voice (e.g., English(USA) en-US Jennifer F). 

 

In the Application Launch section, set the Called Number associated with the application and 

click Add.  The called number will be added to the text below the field.  This is number to be 

dialed by callers. 
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Scroll down and expand the Advanced Parameters section and configure the following 

parameters: 

 

▪ Generate UCID:   Set to Yes. 

▪ Operation Mode:   Set to Shared UUI. 

▪ Transport UCID in 

Shared Mode:   Set to Yes. 

▪ Maximum UUI Length:  Use default value of 128. 

 

 
 

7. Configure Journey Identity Platform 
The configuration of the Journey Identity Platform isn’t covered in these Application Notes since 

it is configured by Journey.  This includes the configuration of the Journey screen pop on the 

agent desktop and providing the Journey mobile app to customers. 
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8. Verification Steps 
This section provides the tests that can be performed to verify proper configuration of 

Communication Manager, Experience Portal and Journey Identity Platform. 

8.1. Avaya Aura® Communication Manager 

Verify that an agent is logged into the hunt group using the list agent-loginID command.  The 

following example shows agent login ID 3000 logged into hunt group 65. 

 
list agent-loginID 3000                                                          

 

AGENT LOGINID 

Login ID         Name            Extension      Dir Agt  AAS/AUD    COR AgPr SO  

                Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv 

 

3000            Pat Jones      200-0001                 1  lvl  

   1/01   2/01   4/01  65/01    /      /      /      /   

8.2. Avaya Experience Portal 

This section provides the verification steps that may be performed to verify that Experience Portal 

MPP and its ports are in-service. 

 

From the EPM web interface, verify that the MPP server is online by navigating to System 

Management → MPP Manager.  The Mode of the MPP should be Online and the State should 

be Running. 
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From the EPM web interface, verify that the ports on the MPP server are in service in the by 

navigating to Real-time Monitoring → Port Distribution and selecting the MPP in the Port 

Distribution page (not shown). 

 

 
 

Verify that the Speech Servers are UP.  Navigate to Real-time Monitoring → System Monitor 

and select the ExperiencePortal Details tab.  Click on the MPP.  In the MPP Details page, 

click Service Menu.  Finally, navigate to Resources → Speech Servers in the left pane to view 

the status of the speech servers as shown below.  The Status of the speech servers should be UP. 
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8.3. Journey Identity Platform 

To verify the Journey Identity Platform is operational, follow these steps: 

 

1. From a mobile phone running the Journey mobile app, place an inbound call to the 

sample application on Experience Portal 

2. Verify that the sample application provides a greeting to the caller indicating to the caller 

that the system is checking if they’re a current customer. 

3. Verify that caller is verified and that the Journey Identity Platform sends a push 

notification to the mobile phone requesting the caller to sign into the Journey mobile app 

to complete the authentication. 

4. Verify the sample application transfers the caller to an available agent. 

5. Verify the Journey screen pop on the agent desktop indicates that the caller has been 

verified. 

6. Verify that the agent can request additional customer information via the Journey screen 

pop and the data can be verified by the Journey Identity Platform. 

7. Verify the verification status of the caller data has been provided to the agent via the 

agent desktop. 

9. Conclusion 
These Application Notes have described the configuration steps required to integrate the Journey 

Identity Platform with Avaya Experience Portal.  Inbound calls were answered by Experience 

Portal, which verified the caller’s ANI with the Journey Identity Platform, and then transferred 

the caller to an available agent.  The agent was also able to request additional private information 

from the caller securely that was verified by the Journey Identity Platform.  All test cases passed. 

10.  Additional References  
This section references the product documentation relevant to these Application Notes.   

 

[1] Administering Avaya Aura® Communication Manager, Release 8.1.x, Issue 12, July 2021, 

available at http://support.avaya.com. 

[2] Administering Avaya Experience Portal, Release 8.1, Issue 1, July 2021, available at 

http://support.avaya.com. 

  

http://support.avaya.com/
http://support.avaya.com/
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