AVAYA

DevConnect Program

Application Notes for Tetherfi Multimedia Agent Client with
Avaya Aura® Communication Manager and Avaya Aura®
Application Enablement Services — Issue 1.0

Abstract

These Application Notes describe the configuration steps required for Tetherfi Multimedia
Agent Client 5.1 to interoperate with Avaya Aura® Communication Manager R10.1 and Avaya
Aura® Application Enablement Services R10.1 using the TSAPI and SMS interface. Tetherfi
Multimedia Agent Client is a web-based CTI solution. This thin client provides a single unified
CTI desktop capable of servicing Voice, SMS, Email, Chat, Video and Social Media Channels.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program.
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1. Introduction

These Application Notes describe the configuration steps required for Tetherfi Multimedia Agent
Client 5.1 to interoperate with Avaya Aura® Communication Manager R10.1 and Avaya Aura®
Application Enablement Services R10.1 using the Telephony Service Application Programming
Interface (TSAPI) and the System Management Service (SMS) Web Service. Tetherfi
Multimedia Agent Client (TMAC) is a web-based CTI solution. This thin client provides a single
unified CTI desktop capable of servicing Voice, SMS, Email, Chat, Video and Social Media
Channels.

TMAC is an Agent/User desktop application that allows users to control Telephony functions via
their desktops PC instead of physical hard phone. It empowers agents/users to interact with
customers across multiple channels. TMAC implements TSAPI to provide Computer Telephony
Integration (CTI) call control and monitoring functionality, and through the System Management
Service (SMS) for dynamic update of wallboard skills list and real-time skill statistics. Contact
Center agents log into this desktop to handle all interactions across channels for inbound calls.

Note: Tetherfi Multimedia Agent Client may also be referred to as ‘TMAC’, or ‘Agent Desktop’
throughout these Application Notes.

2. General Test Approach and Test Results

The general test approach was to validate the ability of TMAC to connect to Application
Enablement Services and handle and control various Communication Manager endpoints in a
variety of call scenarios. Two agents were logged into TMAC, each agent was assigned to a
specific Avaya endpoint, a SIP and H.323 endpoint was used during compliance testing. Calls
were made to and from these endpoints using TMAC to control the calls.

TMAC makes use of the TSAPI protocol in Application Enablement Services and Application
Enablement Services requires ‘Basic licensing’ to support basic features and call monitoring
supported methods.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.
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Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and Tetherfi Multimedia Agent Client did not include use of any specific encryption features as
requested by Tetherfi.

2.1. Interoperability Compliance Testing

Interoperability compliance testing consisted of using Multimedia Agent Client to verify
successful handling and control of a variety of endpoints as follows:

Agent Log In/Log Out

Set Status for ACD Agents

Non-ACD calls to and from Agent telephones
ACD/Skillset calls to Agents

Call Hold/Unhold

Call Transfers: Blind and Supervised

Call Conferencing: Blind and Supervised

Calls from Agent to Agent

Observing wallboard skills list and real-time skill statistics
Serviceability Testing by simulating LAN failures

2.2. Test Results

All test cases were executed successfully, with the following observations:
1. There appears to be a two second lag when any of the Agent Desktop functions are used.

For example, when the “answer call” icon is pressed, it takes another 2 secs before the
call is actually answered and another 1 — 2 secs before the widgets are loaded to view the
allowed call functions. This was consistent throughout the testing for all telephony
functions. However, if the phone is manually changed state, the result is instantaneous on
the Agent Desktop. Tetherfi are aware of this issue.

During a consultative/supervised transfer, if the original caller hangs up, the Agent
Desktop shows that the original caller is now on hold, this is not the case, it should show
that the Agent is on a call with the person they initiated the call to. This is an issue as the
call cannot be hung up from the agent desktop. It comes back into sync once the caller
hangs up or the call is hung up manually from the phone. Tetherfi are aware of this issue.
If an existing call is hung up manually when there is a LAN break between the Tetherfi
Server and the Application Enablement Services, this call remains on the Agent Desktop
after the LAN is reconnected and it cannot be cleared until the CTI service is restarted.
Tetherfi are aware of this issue.

2.3. Support
Technical support on Tetherfi can be obtained through the following:

Phone: +65-6715 7048 (Singapore), +1-415 9157048 (US)
Email: support@tetherfi.com
Web: https://www.tetherfi.com
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3. Reference Configuration

Figure 1 below shows Avaya Aura® Communication Manager serving both SIP and H.323
endpoints with Avaya Aura® Application Enablement Services providing a TSAPI interface to
which the Tetherfi Multimedia Agent Client application connects to. Avaya Aura® Session
Manager provides the point of registration for Avaya SIP endpoints. Avaya Aura® System
Manager provides a means to manage and configure Session Manager. An SMS connection to
AES provides the means to list various components on Avaya Aura® Communication Manager.

|
|
Avaya Session Border | S G450 Application
Controller is used to : [ Dedin server ] [Mcdia Gateway Enablement Services
simulate a SIP trunk SIiP
PSTN connection | i :
: TSAPI SMS
. i |
| 1
Session Manager |<—»> Communication :l‘ethf.:rﬁ
M Multimedia Agent
anager :
Client

Windows 10PC with

System Manager Avaya Endpomts Web Browser

Figure 1: Connection of Tetherfi Multimedia Agent Client with Avaya Aura®
Communication Manager R10.1 and Avaya Aura® Application Enablement Services R10.1
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Avaya Equipment/Software

Firmware/Version

Avaya Aura® System Manager

System Manager 10.1.3.0 Feature Pack 3

Build No. —10.1.0.0.537353

Software Update Revision No: 10.1.3.0.0715713

Avaya Aura® Session Manager

Session Manager R10.1
Build No. — 10.1.3.0.1013007

R10.1.3.0 - FP3
Avaya Aura® Communication Manager | R020x.01.0.974.0

Update ID 01.0.974.0-27893
Avaya Aura® Application Enablement 10.1.3

Services

R10.1.3.0.0.11-0

Avaya Aura® Media Server 10.1.0.101
Avaya Media Gateway G450 42.7.0/2
Avaya J100 Series (H323) Deskphone 6.8.5.3.2
Avaya J100 Series (SIP) Deskphone 4.0.14.0.7
Avaya 9404 Digital Deskphone 17.0
Avaya Session Border Controller 101

(to facilitate simulated PSTN)

Tetherfi Equipment/Software

Firmware/Version

Tetherfi Multimedia Agent Client Server | 5.1
Tetherfi Agent Desktop Ul 5.2
Tetherfi CTI Server 6.0
Tetherfi SMS API Server 5.1

Windows 10 PC running a Web Browser

Windows 10/Chrome 119.0.6045.160

All equipment are virtual servers running on VMware.
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5. Configure Avaya Aura® Communication Manager

The configuration and verification operations illustrated in this section are performed using the
Communication Manager System Access Terminal (SAT). The information provided in this
section describes the configuration of Communication Manager for this solution. For all other
provisioning information such as initial installation and configuration, please refer to the product
documentation as referenced in Section 10. The configuration operations described in this
section can be summarized as follows:

e Configure TSAPI Interface to Avaya Aura® Application Enablement Services

e Configure Call Center Features

e Configure Avaya SIP Endpoints for Third Party Call Control

5.1. Configure TSAPI Interface to Avaya Aura® Application
Enablement Services

The following sections illustrate the steps required to create the TSAPI link between
Communication Manager and Application Enablement Services. It is assumed that the switch
link (IP Services Interface) between Communication Manager and Application Enablement
Services has already been setup as part of the installation of Application Enablement Services.

5.1.1. Verify System Features

Use the display system-parameters customer-options command to verify that Communication
Manager has permissions for features illustrated in these Application Notes. On Page 4, ensure
that Computer Telephony Adjunct Links? is set to y as shown below.

display system-parameters customer-options Page 4 of 12
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? y Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 012 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? y DCS Call Coverage? y
ASAI Link Plus Capabilities? y DCS with Rerouting? vy
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP? y
ATMS? vy DS1 Echo Cancellation? y
Attendant Vectoring? y
(NOTE: You must logoff & login to effect the permission changes.)
PG; Reviewed: Avaya DevConnect Application Notes 6 of 45
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5.1.2. Configure CTI Link for TSAPI Service

Add a CTI link using the add cti-link n command, where n is the n is the cti-link number as
shown in the example below this is 1. Enter an available extension number in the Extension
field. Enter ADJ-IP in the Type field, and a descriptive name in the Name field. Default values
may be used in the remaining fields.

add cti-link 1

CTI Link: 1
Extension: 1990
Type: ADJ-IP

Name: aesprilOlx

Page

CTI LINK

1 of 3

COR: 1

5.2. Configure Call Center Features

The following were set to allow inbound ACD calls to the Agents logged into Multimedia Agent

Client.
e Configure Hunt Group
Configure Vector

[ ]
e Configure Vector Directory Number (VDN)
([ ]

Configure Agents

5.2.1. Configure Hunt Group
Enter the command add hunt-group x where X is an appropriate hunt group number and

configure as follows:

e Group Number — this is the Skill Number when configuring the agent and vector.
e Group Name — enter an appropriate name.
e Group Extension — enter an extension appropriate to the dialplan.
e Group Type — set to ucd-mia.

ACD? —settoy.
Queue? —settoy.
e Vector? —settoy.

add hunt-group 90 Page 1 of 4
HUNT GROUP
Group Number: 90 ACD? y
Group Name: Support Queue? y
Group Extension: 1800 Vector? y
Group Type: ucd-mia
TN: 1
COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n
ISDN/SIP Caller Display:
Queue Limit: unlimited
Calls Warning Threshold: Port:
Time Warning Threshold: Port:
PG; Reviewed: Avaya DevConnect Application Notes 7 of 45
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On Page 2, set Skill to y. Measured was set to internal, to allow the monitoring of skillsets by
Communication Manager using the ‘monitor bcms’ command.

add hunt-group 90 Page 2 of 4
HUNT GROUP
Skill? y Expected Call Handling Time (sec): 180
AAS? n Service Level Target (% in sec): 80 in 20

Measured: internal
Supervisor Extension:

Controlling Adjunct: none

VuStats Objective:

Multiple Call Handling: none

Timed ACW Interval (sec): After Xfer or Held Call Drops? n

5.2.2. Configure Vector

Enter the command change vector x where x is the required vector number. Configure as shown
below so that calls queue-to skill 1st. Skill 1st is the hunt group configured in the VDN in
Section 5.2.3.

change vector 1 Page 1 of 6
CALL VECTOR

Number: 1 Name: Basic Routing
Multimedia? n Attendant Vectoring? n Meet-me Conf? n Lock? n
Basic? y EAS? vy G3V4 Enhanced? y ANI/II-Digits? y ASAI Routing? y
Prompting? vy LAI? y G3V4 Adv Route? y CINFO? y BSR? vy Holidays? y
Variables? vy 3.0 Enhanced? y
01l wait-time 2 secs hearing ringback
02 queue-to skill 1st pri m
03 wait-time 100 secs hearing music
04 goto step 3 if unconditionally
05 stop
06
07
08
09
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5.2.3. Configure Vector Directory Number (VDN)
Enter the command add vdn x where X is the required VDN number appropriate to the dialplan.
Configure the VDN to send calls to the vector configured in the previous section as follows:

e Extension — note the VDN extension number which will be used to place calls to the
Skill vector and on to the Skill.

e Name — enter an appropriate name.
e Destination — enter the Vector Number configured in the previous section.
e 15t Skill — enter the hunt group created in Section 5.2.1.

add vdn 3901 Page 1 of 3
VECTOR DIRECTORY NUMBER
Extension: 3901 Unicode Name? n
Name*: Support
Destination: Vector Number 1

Attendant Vectoring? n
Meet-me Conferencing? n
Allow VDN Override? n
COR: 1
TN*: 1
Measured: none Report Adjunct Calls as ACD*? n

VDN of Origin Annc. Extension*:
1st Skill*: 90

2nd Skill*:
3rd Skill*:
SIP URI:
* Follows VDN Override Rules
PG; Reviewed: Avaya DevConnect Application Notes 9 of 45
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5.2.4. Configure Agents
Agents must be configured with the appropriate Skill Number. Enter the command add agent-
loginID x where X is an agent extension number appropriate to the dialplan and configure as
follows:

e Login ID - take a note of the configured Login ID.

e Name — enter an identifying name.

e Password — enter a suitable password of the agent.

add agent-loginID 3411 Page 1 of 2
AGENT LOGINID

Login ID: 3411 Unicode Name? n AAS? n
Name: Agent One AUDIX? n
TN: 1 Check skill TNs to match agent TN? n
COR: 1
Coverage Path: LWC Reception: spe
Security Code: LWC Log External Calls? n
Attribute: AUDIX Name for Messaging:

LoginID for ISDN/SIP Display? n
Password:1234
Password (enter again) :1234
Auto Answer: station

AUX Agent Remains in LOA Queue: system MIA Across Skills: system
AUX Agent Considered Idle (MIA): system ACW Agent Considered Idle: system
Work Mode on Login: system Aux Work Reason Code Type: system

Logout Reason Code Type: system

Maximum time agent in ACW before logout (sec): system
Forced Agent Logout Time: 8
WARNING: Agent must log in again before changes take effect

On Page 2, enter the hunt group number configured in Section 5.2.1 in the SN (Skill Number)
column and enter an appropriate SL (skill level).

add agent-loginID 3411 Page 2 of 2
AGENT LOGINID
Direct Agent Skill: 90 Service Objective? n
Call Handling Preference: skill-level Local Call Preference? n
SN RL SL SN RL SL

1: 90 1 16:

2: 17:

3: 18:

4: 19:

5: 20:

6:

73

8:
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5.3. Configure Avaya SIP Endpoints for Third Party Call Control

Each Avaya SIP endpoint or station that needs to be monitored and used for 3" party call control
will need to have “Type of 3PCC Enabled” is set to “Avaya”. Changes to SIP phones on
Communication Manager must be carried out by System Manager. Access the System Manager
using a Web Browser by entering http://<FQDN >/network-login, where <FQDN> is the fully
qualified domain name of System Manager, or the IP address of System Manager can be used as
an alternative to the FQDN. Log in using the appropriate credentials.

Note: The following shows changes a SIP extension and assumes that the SIP extension has been
programmed correctly and is fully functioning.

I System Manager X + v —

I C A Notsecure | https://10.10.40.10/network-login e w 0O &

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On

rd

If IP address access Is your only option, then note that authentication will fail
In the following cases:

* First time login with "admin" account
* Expired/Reset passwords Log On Cancel

Use the "Change Password" hyperlink on this page to change the password
manually, and then login.

Also note that single sign-on between servers in the same security domain is

getstiproiieciiheaccasing ks tEacdiess, OSupported Browsers: Firefox (minimum version 93.0), Chrome (minimum

version 91.0) or Edge (minimum version 93.0).
This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
modification of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other applicable domestic
and foreign laws.

PG; Reviewed: Avaya DevConnect Application Notes 11 of 45
SPOC 12/11/2023 ©2023 Avaya Inc. All Rights Reserved. TMAC_AES101



From the home page, click on Users = User Management > Manage Users, as shown below.

AVAYA & Users v J Elements v £ Services v | Widgets v Shortcuts v

Aura® Systemn Manager &1

Administrators
System Resource Ut

30 . — . .

=G Directory Synchronization

21+
Groups

User Management Manage Us

Public Contacts

Shared Addresses

System Presence ACLs
Alarms

Communication Profile Password Policy

Il Critica lzjor WM Indeterminate
-__" or - .-.'.:: i -\.g
SourcelP Description

Click on Manager Users in the left window. Select the station to be edited and click on Edit.

Home User Management
User Management Home@ / UsersR / Manage Users Help ?
e Search Q
Public Contacls + New # Duplicate i Delete More Actions v
-} First Name 4 Surname 4 Display Name 2 Login Name 2 SIP Handle
Shared Addresses
3101@ .sil6,
Agent One Workspaces Agent One Workspaces L01@greaneyp.sil6.ava 3101
System Presence ACLs ya.com
Q il6.
Ascom DECT_3181 DECT_3181, Ascom 3i81@greaneyp.sils.ava  5yq4
Communication Profile ... ya.com
Ascom DECT_3182 DECT_3182, Ascom 3i82@greaneypsilb.ava 5 o)
ya.com
- admin admin Default Administrator admin
1179 H323 H323, 1179 3001@greaneyp.sil6.ava
ya.com
M 3115 yp.sil6.
Vantage01 K175 K175, Vantage01 ‘greaneyp.stic.ava 3145
ya.com
I@greaneyp.sil6.av.
Paul Greaney Paul Greaney pauiGgreaneyp.silb.avay
a.com
AAFD <1p SIP, AAFD 3111@greaneyp.sil6.ava 3111
ya.com
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Click on the CM Endpoint Profile tab in the left window. Click on Endpoint Editor to make
changes to the SIP station.

Home@ / UsersQ / Manage Users

Communication Profile Password

PROFILE SET : Primary v
Communication Address
PROFILES

Session Manager Profile @D

CM Endpoint Profile [ @)

User Profile | Edit | 3101@greaneyp.sil6.avaya.com

Identity Communication Profile Membership Contacts

Help ?

B Commit & Continue m ® Cancel

# System: * Profile Type: ‘ s ‘
Use Existing Endpoints: [ = Extension: ‘ 3101 o ‘

Template : ‘ -

* Set Type: ‘ ‘

Security Code ‘ ‘ Port: ‘ 5000003 Q ‘
Voice Mail Number : ‘ 6667 ‘ Preferred Handle : ‘ ‘
Calculate Route Pattern: [ Sip Trunk:

‘ aar ‘

In the General Options tab ensure that Type of 3PCC Enabled is set to Avaya as is shown

below.
System cm101x Extension 3101
Template Select v Set Type 9641SIPCC .
Port 5000003 Security Code
Name Agent One Workspaces

Coverage Path 1

Lock Message

Multibyte Language

SIP URI

Primary Session Manager
’7 IPv4:

General Options (G) Feature Options (F) Site Data (S) Abbreviated Call Dialing (A)

Button Assignment (B) Profile Settings (P) Group Membership (M)

*  Class of Restriction (COR) 1 * Class Of Service (COS)
*  Emergency Location Ext 3101 * Message Lamp Ext.

*  Tenant Number 1

*  SIP Trunk Q aar Type of 3PCC Enabled

Coverage Path 2
O Localized Display Name

Enable Reachability for

Not Applicable X Station Domain Control

Enhanced Call Fwd (E)

3101

Avaya V¥

Agent One Workspaces

system W

10.10.40.12 IPv6:
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The buttons were set as shown below but these are not critical to the overall operation of
Multimedia Agent Client. Click on Done at the bottom of the screen (not shown).

General Options (G)

*

Feature Options (F)

Button Assignment (B) Profile Settings (P)

Feature Buttons Button Modules

—Button Configurations

_ Endpoint
Configurations Button
Feature
Favorite Bution n -
Label
1 —
2 —
3 ]
to-in
7. au
T e
50 L] AT
a in Grp
6 L1
Reason
70 [ ] Code
after-call
8 [J ‘ |after-call  ~ | Grp

Site Data (S)

Group Membership (M)

Phone View

Abbreviated Call Dialing (A) Enhanced Call Fwd (E)

Argument-1

I
L ]
I

I
I
I
L 1

Hunt |

Grp

Argument-2 Argument-3

Click on Commit once this is done to save the changes.

PROFILE SET : Primary

Communication Address

PROFILES

Session Manager Profile

CM Endpoint Profile

Identity Communication Profile

Communication Profile Password

v

a

O

User Profile | Edit | 3101@greaneyp.silé.avaya.com

Membership Contacts

* System:

Use Existing Endpoints : M

Template : ‘

Security Code : ‘

Voice Mail Number : ‘ 6667

Calculate Route Pattern: 0

B Commit & Continue () Cancel

* Profile Type : | ] |

+ Extension | 3101 = |

+ Set Type: | |
Port: | S000003 Q

Preferred Handle : | |

Sip Trunk: | ar |

PG; Reviewed:
SPOC 12/11/2023

Avaya DevConnect Application Notes
©2023 Avaya Inc. All Rights Reserved.

14 of 45
TMAC_AES101




6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:

e Verify Licensing

e Administer TSAPI Link

e ldentify Tlinks

Enable TSAPI Ports

Create CTI User

Configure Security

Configure System Management Service (SMS)
Restart AE Server

6.1. Verify Licensing

To access the AES Management Console, enter https://<ip-addr> as the URL in an Internet
browser, where <ip-addr> is the IP address of the AES. At the login screen displayed, log in with
the appropriate credentials and then select the Login button.

AVAYA Application Enablement Services

Management Console

Please login here:
Username

Password

Login || Reset

Copyright A® 2009-2016 Avaya Inc. All Rights Reserved.
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The Application Enablement Services Management Console appears displaying the Welcome to
OAM screen (not shown). Select AE Services and verify that the TSAPI Service is licensed by
ensuring that TSAPI Service is in the list of Services and that the License Mode is showing
NORMAL MODE. If not, contact an Avaya support representative to acquire the appropriate
license.

AE Scrvices Home | Help | Logout|

AE Services

IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not require a restart.

s [ s [ s | tcometode | Coe |

ASAI Link Manager N/& Running N/& N/A
CVLAN Service OFFLINE Running /A N/A
Communication Manager DLG Service OFFLINE Running /A N/A
Interface
- —— DMCC Service ONLINE Runnin NORMAL MODE /A
High Availability - - 9
TSAPI Service ONLINE Running NORMAL MODE n/a
Licensi
& - Transport Layer Service /A Running N/A N/A
} Maintenance AE Services HA Mot Configured /A /A N/A

» Networking
» Security

For status on actual services, please use Status and Control

* — For more detail, please mouse over the Cause, you'll see the tooltip. or go fo help page.
) Status

License Information
» User Management “fou are licensed to run Application Enablement (CTI) release & x

» Utilities

» Help

The TSAPI license is a user licenses issued by the Web License Manager to which the
Application Enablement Services server is pointed to. From the left window open Licensing and
click on WebLM Server Access as shown below.

» AE Services

Communication Manager Licensing
Interface
High Availabili ) . A
9 ity If you are setting up and maintaining the WebLM, you need to use the following:

vl s WebLM Server Address

WebLM Server Address If you are importing, setting up and maintaining the license, vou need to use the following:

WebLM Server Access e WebLM Server Access

Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use the following:
» Maintenance « Reserved Licenses

» Networking MOTE: Please disable your pop-up blocker if you are having difficulty with opening this page

» Security

» Status

» User Management

» Utilities

» Help
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The following screen shows the available licenses for TSAPI users.

» Application_Enablement
View by feature
View by local WebLM

Enterprise configuration

» Local webLM Configuration

IR PIRE FPanrr asne” DT arennes dngs Siest 1S ni=e= Smkee

RLIDEn s HOSE WoT wys

ravEs: 1k

LT W R L L_SUTT L L
srocuxion ez Ak b *or unc o o prosucs on
R T

I lnsmies FHEe | hies] TREs: 0T 27 Q0T 37 Q" af 11

» Usages Feature . . Currently
. (License Keyword) License Capacity available
» Allocations
Unified CC API Desktop Edition 1000 1000
Periodic status (VALUE_AES_AEC_UNIFIED_CC_DESKTOP)
CE CVLAM ASAI 16 15
(VALUE_AES_CVLAN_ASAIL)
» COLLABORATION_ENVIRONMENT Device Media and Call Control 1600 1000
COMMUNICATION_MANAGER (VALUE_AES_DMCC_DMC)
v Call_Center AES ADVANCED SMALL SWITCH 5 3
= (VALUE_AES_AEC_SMALL_ADVANCED)
» Communication_Manager AES ADVANCED LARGE SWITCH
. ) ) ) (VALUE_AES_AEC_LARGE_ADVANCED) 2 3
Configure Centralized Licensing
DLG 16 16
COMNTROLMANAGER (VALUE_AES_DLG)
» Control_Manager TSAPI Simultaneous Users
g (VALUE_MES_TSAPI_USERS) 1000 997
SESSIONMANAGER
SmallServerTypes:
» SessionManager s8300c;s8300d;icc;premio;tn8400;laptop; CtiSmallServer
MediumServerTypes:
SYSTEM_MANAGER ibmx306;ibmx306m;dell1950;xen;hs20;hs20_8832_vm;CtiMediumServer
LargeServerTypes:
» System_Manager isp2100;ibmx305;d138003;dI38501;dI38502; unknown; CtiLargeServer
) . TrustedApplications: IPS_001, BasicUnrestricted, AdvancedUnrestricted,
Uninstall license DMCUnrestricted; 1XP_001, BasicUnrestricted, AdvancedUnrestricted,
Server properties DMCUnrestricted; 1XM_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; PC_001, BasicUnrestricted, AdvancedUnrestricted,
" . 1 . DMCUnrestricted; CIE_001, BasicUnrestricted, AdvancedUnrestricted,
st SOl =iy @ preicn DMCUnrestricted; OSPC_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; VP_001, BasicUnrestricted, AdvancedUnrestricted,
Shortcuts DMCUnrestricted; SAMETIME_001, VALUE_AEC_UNIFIED_CC_DESKTOPR,,;
CCE_001, BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted;
CSI_T1_001, BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted;
Help for Licensed products CSI_T2_001, BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted;
AVAYAVERINT_001, BasicUnrestricted, AdvancedUnrestricted,
Product Motes DMCUnrestricted; CCT_ELITE_CALL_CTRL_001, BasicUnrestricted, Mot
(VALUE_NOTES) AdvancedUnrestricted, DMCUnrestricted, AgentEvents; ANAV_001, counted
BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted, AgentEvents;
UNIFIED_DESKTOP_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted, AgentEvents; AACC_001, BasicUnrestricted,
AdvancedUnrestricted, DMCUnrestricted; CE_AGENT_STATES_001,
BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted, AgentEvents;
TP CITENT 001. Rasiclinrestricted. . . AnentFuants: FXT CITENT 001
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6.2. Administer TSAPI link
From the Application Enablement Services Management Console, select AE Services - TSAPI
- TSAPI Links. Select Add Link button as shown in the screen below.

AE Services | TSAPI | TSAPI Links

CVLAN TSAPI Links

T ETTTT——
Lo | Add Link || Edit Link || Delete Link |

SMS

TSAPI

= TSAPI Links
= TSAPI Properties

On the Add TSAPI Links screen (or the Edit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:

e Link: Use the drop-down list to select an unused link number.
Switch Connection: Choose the appropriate switch connection cm101x, which has

already been configured from the drop-down list.
Switch CTI1 Link Number: Corresponding CTI link number configured in Section 5.1.2

which is 1.
e ASAI Link Version: This should be set to the highest version available.

Security: This should be set to Both allowing both secure and nonsecure connections.

Once completed, select Apply Changes.

CVLAN Edit TSAPI Links

DLG Link 1

DMCC Switch Connection

SMS Switch CTI Link Number

— ASAI Link Version

: Security

= TSAPI Links

« TSAPI Properties [ Apply Changes H Cancel Changes H Advanced Settings

TWS

> Communication Manager
Interface
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Another screen appears for confirmation of the changes made. Choose Apply.

Apply Changes to Link

Warning! Are you sure you want to apply the changes?
These changes can only take effect when the TSAPI server restarts.

fa
P A Please use the Maintenance -> Service Controller page to restart the TSAPI server.

| Apply || Cancel |

When the TSAPI Link is completed, it should resemble the screen below.

TSAPI Links

Switch Connection Switch CTI Link # ASAI Link Version

® 1 cm101ix 1 12 Both

[ Add Link || Edit Link || Delete Link |
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6.3. Identify Tlinks

Navigate to Security = Security Database - Tlinks. Verify the value of the Tlink Name.
This will be needed to configure TMAC in Section 7.1.2.

Security | Security Database | Tlinks

} AE Services

Communication Manager Tlinks
Interface

High Availability Tlink Name
® AVAYA#CM101X#CSTA#AESPRI101X

4

} Licensing

- O AVAYA#CM101X#CSTA-S#AESPRI101X
} Maintenance

[ Delete Tlink

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control

# CTI Users

= Devices

= Device Groups
= Tlinks

= Tlink Groups

= Worktops
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6.4. Enable TSAPI Ports

To ensure that TSAPI ports are enabled, navigate to Networking = Ports. Ensure that the
TSAPI ports are set to Enabled as shown below.

Networking | Ports

» AE Services
Communication Manager Ports
Interface
High Availability CWLAN Ports Enabled Disabled
» Licensing Unencrypted TCP Port 9999 .
} Maintenance Encrypted TCP Port 9953 .
- _
ke DLG Port TCP Port 5673
AE Service IP (Local IF)
Network Configure TSAPIL Ports Enabled Disabled
TSAPI Service Port 450 .
Ports
Local TLINK Ports
TCP/TLS Settings TCP Port Min 1024
rv—— TCP Port Max 1039
Unencrypted TLINK Ports
RS T L ] TCP Port Min [1050 |
¢ User Management TCP Port Max [1065 |
» Utilities Encrypted TLINK Forts
» Help TCP Port Min [1068 |
TCP Port Max [1081 |
DMCC Server Ports Enabled Disabled
Unencrypted Port |4?2]. | .
Encrypted Port la722 | 0
TR/ET Port la723 | 0
H.323 Ports
TCP Port Min [20000 |
TCP Port Max [23999 |
Local UDP Port Min [20000 |
Local UDP Port Max |23935 |
Enabled Disabled
Server Media .
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6.5. Create CTI User

A user ID and password needs to be configured for the Tetherfi to communicate with the
Application Enablement Services server. Navigate to the User Management - User Admin
screen then choose the Add User option.

User Management | User Admin

» AE Services

Communication Manager User Admin
Interface
High Availabili ) ) ) ) : } :
9 ity User Admin provides you with the following options for managing AE Services users:
} Licensing Add User
» Maintenance Chenge ueer Pesswors

Madify Default User

Networkin
} L Search Users

» Security
) Status

* User Management
Service Admin

User Admin

« Add User

« Change User Password
= List All Users

= Modify Default Users

» Search Users

» Utilities
» Help
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In the Add User screen shown below, enter the following values:
e User Id - This will be used by the TMAC setup in Section 7.1.2.
¢ Common Name and Surname - Descriptive names need to be entered.
e User Password and Confirm Password - This will be used with TMAC setup in Section
7.1.2.
o CT User - Select Yes from the drop-down menu.

Click on Apply Changes at the bottom of the screen.

AE Services
Communication Manager Edit User
Interface
High Availability * User Id devconnect
Licensing * Common Name |dewc0nnect
= *
Maintenance Surname | devconnect
- User Password sssssssass
Networking |
. Confirm Password — [ssesesesed|
Security
Admin Note |
Status

¥ User Management Business Category

|
|
|
|
|
Avaya Role | None v
|
|
|
|

|
Service Admin Car License |
User Admin CM Home |
= Add User Css Home |
» Change User Password CT User
» List All Users Department Number |

» Modify Default Users
= Search Users

» Utilities

Display Name

Employee Number

Employee Type

» Help

Enterprise Handle

Home Phone

Home Postal Address

Initials

|
|
|
|
Given Name |
|
|
|
|

Labeled URI
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6.6. Configure Security
The CTI user permissions and the database security are set under Security Database.

6.6.1. Configure Database Control

The security database can be set differently depending on the requirements of the customer in
question. For compliance testing, the DevConnect lab was setup as shown below, however this
may be changed by opening Control and ticking the boxes shown.

} AE Services

> Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

High Availability () Enable SDB for DMCC Service
Enable SDB for TSAPI Service, JTAPI and Telephony Web Services

)} Licensing

» Maintenance Apply Changes

» Networking

¥ Security
Account Management
Audit
Certificate Management
Enterprise Directory
Host AA
PAM

Security Database

= Control
# CTI Users

Note: The AES Security Database (SDB) provides the ability to control a user’s access
privileges. The SDB stores information about Computer Telephony (CT) users and the devices
they control. The DMCC service, the TSAPI service, and Telephony Web Services use this
information for permission checking. Please look to Section Error! Reference source not found.
for more information on this.
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6.6.2. Configure Access of Tetherfi CTI User

Navigate to Security = Security Database - CTI Users = List All Users. Select the CTI
user added in Section 6.5 and click on Edit.

Security | Security Database | CTI Users | List All Users Home | Help | Logout

» AE Services
Communication Manager CTlUsers
Interface
» Licensing O asc asc NONE NONE
» Maintenance
- O centricity centricity NONE NONE
» Networking
S —— @ devconnect devconnect NONE NONE
Account Management O mitel mitel NONE NONE
Audit O nicel nice1 NONE NONE
Certificate Management
O paul1 paull NONE NONE
Enterprise Directory
@] aul2 NONE NONE
Host AA ~ paul2 P
PAM O gfinit gfiniti NONE NONE
Security Database O smoke smoke NONE NONE
= Control I Sytel NONE NONE
e
@ CTI Users syl
= List All Users O voxtronic voxtronic NONE NONE
= Search Users
List All
= Devices
= Device Groups

In the main window ensure that Unrestricted Access is ticked. Once this is done click on Apply
Changes.

Edit CTl User

User Profile: User ID devconnect
Common Name devconnect
Worktop Name NONE
Unrestricted Access

Call Origination/Termination and Device

Call and Device Contral: Status None w
Call and Device Monitoring: Device Monitoring None w
Calls On A Device Monitoring MNone v
Call Mcnitaring
Routing Control: Allow Routing on Listed Devices None w
| Apply Changes || Cancel Changes |
Click on Apply when asked again to Apply Changes (not shown).
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6.7. Configure System Management Service (SMS)

Navigate to AE Services - SMS - SMS Properties. The only change that should be necessary
is the value set in the Default CM Host Address, this should be set to the IP address of
Communication Manager. Everything else should be as default, or as shown below. Click on
Apply Changes to ensure that all is saved correctly.

AE Services | SMS | SMS Properties

¥ AE Services

CVLAN SMS Properties

DLG Default CM Host Address | 10.10.40.13 |

bmcc Default CM Admin Port | 5022 |

SMs CM Connection Protocol | SSH v
= SMS Properties SMS Logging NORMAL v
TSAPI SMS Log Destination apache v
TWS CM Proxy Trace Logging | NONE v

Communication Manager Max Sessions per CM l
Interface Proxy Shutdown Timer [ 1800 l seconds
[ighAsailabilly SAT Login Keepalive [180 l seconds
» Licensing CM Terminal Type
» Maintenance Proxy Log Destination /var/log/avaya/aes/ossicm.log
» Networking Apply Changes H Restore Defaults H Cancel l
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6.8. Restart AE Server

Once everything is configured correctly, it is best practice to restart AE Server (if possible), this
will ensure that the new connections are brought up correctly. Click on the Restart AE Server
button at the bottom of the screen.

Maintenance | Service Controller

} AE Services

Communication Manager Service Controller
Interface
High Availability [ Service _____[Controller Status|
. - O i Runnin
) Licensing ASAI Link Manager g
- () pmcc service Running
¥ Maintenance )
) cvLAN service Running
Date Time/NTP Server )
[J) pLG service Running

Security Database (O Transport Layer Service Running

Service Controller [ TsAPI Service Running

Server Data

For status on actual services, please use Status and Control
} Networking

A [ Start [ Stop [ Restart Service ] Restart AE Server [ Restart Linux ] Restart Web Server
} Security

} Status

A message confirming the restart will appear, click on Restart to proceed.

Maintenance | Service Controller

) AE Services

> Communication Manager Restart AE Server
Interface

- - - Warning! Are you sure you want to restart?
High Availability Restarting will cause all existing connections to be dropped and associations lost.

} Licensing

~ Maintenance

Date Time/NTP Server
Security Database
Service Controller

Server Data
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7. Configure Tetherfi Multimedia Agent Client

This section provides the procedures for configuring Multimedia Agent Client. The following
two connections to Application Enablement Services must be configured on Multimedia Agent
Client, as well as the Users/Agents on OCM.

e Telephony Service Application Programming Interface

e System Management Service (SMS) Web Service

7.1. Configure the Telephony Service Application Programming
Interface connection to Avaya Aura® Application Enablement
Services

Both the TSAPI client connection and the TSAPI credentials must be configured.

7.1.1. Configure TSAPI Client

The TSAPI client must be installed on the TMAC server, this is part of the overall installation
and it not shown here. Once installed the TSLIB.ini file is located and edited. Enter the IP
address of the Application Enablement Services server along with the port number as per Section
6.4.

« B » ThisPC » Local Disk (C) > Program Files (x86) » Avaya > AEServices > TSAPIClient v|® | Search TSAPI Client
Name - Date modified Type Size
o Quick access certs 19710 File folder
B Deslaop Program 19 File folder
& Dewnloads 5] Client Readme 1 Text Dacument 19KB
|| Documents [ LICENSE 1 File 12KB
=] Pictures | ] NOTICE 11 File 2KB
Certs [E] OpenSsL License 1 Text Document 7KB
cTl |=] Redistributable 1 Text Document 3KB
CTiserver £] TSLIB 19/10/: Configuration sett... 5KB
Tesherfiome [ C:\Program Files (x86)\ Avaya\ AE Services\TSAP| Client\TSLIBINI - Notepad++ [Administrator] - o x
[ This PC File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window 7 + v X
J 30 Objects 35 s s & ) | #n Bg | & & | IER N = a2 =R IO PE CEEE=ZE ~v =
= Con PGREALCLIEN TS-“APIChent.Icg ,ITethemCT\Se\*.'alua(eccnﬂg ,wtamplateccnﬂg ,]chalNet.ccnﬁg ,I'.clce—caII.J: ,WTV'V'IC_Data‘Jscn ,WTMC_Data‘Jscn ,EJT Al
B Desktop 1 ; TSLIB.INI - Windows Telephony Services Library Configuration File ~
[ Documents 2
¥ Downloads 3 ; Blank lines and lines beginning with ";" are ignored.
b Music 4
&= Pictures 5 T T T T T T T T T T T T T T T
Videos ¢ [[Telephony Servers]
 Local Disk (C:) “ 10.10.40.16=450
8 DVD Drive (D:) 555 o P ) . )
2] ;i List your Telephony Servers and Application Enablement (AE) Services
55 DVD Drive (D) S55_X¢ 10 ; servers that offer TSAPI Telephony Services above.
¥ Network 11 .
12 ; Each entry must have the following format:
13
14 ; host_name=port number
15
le ; where:
17
18 ; — host name is either the domain name or IP address of the AE Services
19 server.
20 ; — port_number is the TSAPI Service port number. The default port number
21 used by AE Services is 450.
L4
23 ; For example:
24
25 ; aesserver.mydomain.com=450
2C . 142 120 122 AE—AEN R
Bitems 1 item selected 4.2)015 ini file length: 4402 lines: 113 Ln:1 Col:1 Pos:1 Windows (CRLF) _ UTF-8 INS
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7.1.2. Configure TSAPI credentials
Open the file TMC_data.json which should be located as shown below.

= | TMACServer - x
Home  Share  View [
« v » ThisPC > Local Disk (C) » Tetherfi » TetherfiHome > TMACServer » v Search TMACServer L
A
- 3628-46Fb-055d-7# 7
# Quick access | aldSeca3-3e28-46fb-955d-7fbc50d6770E | tme.config | tmeconf
I Desictop | TMC _Datajson | template.config | TextChatServerConfig,son
& Downloads | Log4Net.config | BouncyCastle.Crypto.dil | 78067bec-baf-4a17-9013-c77ThGbeabee
Documents | AgentHierarchy json | AgentStatusChangeActionsjson | AMACWebCustomerLayer_Generic.dll
=] Pictures .| AMACWebServerCustomLayer.dll | appsettingsjson | CallbackCustomLayer.dll
Certs | DataLibrary. XmiSerializers.dll | CampaignhanagerClient.dil | chatisonConfig.config
EI:S | CommlLib.dil | CenfigurationProvider.dil | Cti_AgentTypeMap.jsen
erver
N | Dapper.dil | DataLibrary.dll | DataModel.dll
etherfiHome
| DeflectTeDigital.json | Email_Models.dll | EmailManager_Client.dll
[ This PC
" +| e_sqlite3.dll | EMC_DataModel.dil | £3256f92-642a-41a2-a6a7-6cE3adbb6324
) 3D Objects |
’ c PGREALCLIEN | Google.Protobuf.dil | Humanizer.dil install
= Con
I Desktop +| Interop AXS_INPROCLib.dIl | Kdos.Compression.LZ4.dIl | Kdos.Compression.LZ4.Streams.dll
E Documents | KdosHashocHash.dll | KMSClient.dll | Idap-domain-map.conf
& Downloads | loganet.dil [W Libtextchat | Logger.dil
B Music | MediaServersijson | MediaServers json.template | Microsoft.AspNet.SignalR. Core.dl
=] Pictures .| Microsoft AspNetCore Hitp.Abstractions.dll | Microsoft AspNetCore. Hitp.dll | Microsoft. AspNetCore.Http. Features.dil
B Videos | Microsoft. AspNetCore WebUtilities.dll | Microsoft.Bel. Asynclnterfaces.dl | Microsoft Bel HashCode.dll
i, Local Disk (C1)
& +| Microsoft.Data.SqlClient.dll | Microsoft.Data.5qIClient. SNlxG4.dIl | Microsoft.Data.5q|Client.5NLx86.dll
DVD Drive (D:) 555
| Microsoft.Data.Sqlite.dll | Microsoft Extensions. Configuration.Abstractio... | Microsoft Extensions.Dependencylnjection.Abs..
Enablement Services TSAPI, and these should match that of Section 6.5 and Section 6.3.

[B TsaPIClientlog TetherfiCTiServer.exe.config (3 | template.config (3| Log4Net.config (3 [[ voice-calljs 3 [5] TMC Datajson & | |
1 B ®
2 "tmc.conf.PrimaryServerIP": "localhost™,

"tmc.conf WCFsharedPort™: "17000",
"tmc.conf.serverID": "1",
"tmc.conf.TetherfifAppPath’ "C:\\Tetherfi\\TetherfiHome",
"tmc.conf.ProductName": TMACServer™,
"tmc.conf.TetherfilogPath' "C:\\Tetherfi\\Tether fiHome\\Logs\\TMACServer",
"tmc.conf.DBConnection™: "Provider=mssql;Data Source=Tetherfi\\SQLEXPRESS;User ID=sa;Password=P@sswlrd;TInitial
Catalog=0CM;TrustServerCertificate=True;",
"tmc.conf.agentconnectiontimecut™: "7200",

10 "tmc.conf. "devconnect”,
"tmc.conf.AESPassword "AvayalZ234%",
"tmc.conf.AESLink": "AVAYA$#CM101X#CSTA¥AESPRIL0OLIX",
"tmc.conf. "http: localhost:17000/TetherfiTSAPIServer"™,
"tmc.conf.c bSockl™: "ws://localhost:1337",
"tmc.conf.c "
"tmc.conf.c Sock2™: ™",
"tmc.conf.ctiserver3": "http://localhost:17000/TetherfiTSAPIServerbPOoM”,
"tmc.conf.ctiserverWebSock3": "ws://localhost:1338",
"tmc.conf.signalrServer": "http://*:1616/TmacServerSignalR",
"tmc.conf. | : i,
"tmc.conf.w euecount”: "1"
"tme.conf.w "http://localhost:17000/WorkQueuel/",
"tme.conf.w a "http://localhost:17000/WorkQueue2/",
"tmc.conf.droprequestphantoms™: "'17007','17206','17205"','17005',17002",17207"'",
"tmc.conf.callbackphantoms™: '17006"'",

I "tmc.conf.pomintegration”: "false",

"tmc.conf.smsmanager": "http://localhost:17000/SMSManagex/",
"tmc.conf.emcServerl”: "http://localhost:17000/emcl/"™,
"tmc.conf.emcServer2”: "http://localhost:17000/emc2/",
"tmc.conf.disconWs "http://localhost:45080/SGCFS/Tetherfi DisconnectWS/OnDisconnect.asmx",
"tmc.conf.e serverl™: "http://localhost:17000/emailserverl/",
"tmc.conf. server2™: "http://localhost:56000/emailserver2/",
"tmc.conf.social WA SendUrls": "
http://localhost:65405/Manage/Social /WHATSAPP/Notify/940b53b0-49%0-11lea-b46e-21c480dc220e/{0}",
"tmc.conf.SMSAPIUrls": "http://localhost:17000/SMSAPI/",
"tmec.conf.AttributeSMSAPIUrls": "http://localhost:17000/AttributeSMSAPIL/ http://localhost:17000/AttributeSMSAPIZ/"
-

36 "tmc.conf.agentAssist _VIVRUrl": "https://localhost:8443/visual-ivr-websocket/2intent=
{0}samp;interactio 1}samp;agenti |

37 "tmc.conf.data_TextChatselfserviceLoal .
http://52.20.246.196:15012/IWInterpreterWebAppChat/restServices/GetDnisFlowMap”,
"tmc.conf.textChat ConversationApiUrl™: "https://localhost:25211/api/vl/",
"tmc.conf.allTmacRestUrls": "http://localhost:55080/TMACRestAPIHost2, http://localhost:55080/TMACRestAPIHOSE3",
"tmc.conf.AsyncChatDataRPIUrls™: "™, =
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7.2. Configure the SMS connection to Avaya Aura® Application
Enablement Services

Open the TMC_Data.json file located as shown below.

I [4 [} = | sms_apl - X
Home Share View [7]
« v 4 > ThisPC » Local Disk (C) » Tetherfi > TetherfiHome > SMS_API » v | | Search SMS_ARI )
~
# Quick access | ‘ 2807291-24b1-ded6-beat-617b0bdecT3d | | tmec.config | ‘ tmcconf
[ Desktop | \ TMC_Datajson | | template.config | \ Log4Met.config
Downloads =
¥ \ AACC_APLAII [lE AMACWeb_Proxy \ BauncyCastle.Crypto.dil
% Documents ) )
= Pictures | ‘ appsettings.json | | ConfigurationProvider.dll | ‘ EntityFramework.dil
Certs | .\ Dapper.dil | | DataModel.dll | .\ Email_Models.dll
Tl
‘ EntityFramework.SqlServer.dll | Google Protobuf.dil ‘ Humanizer.dil
CTiServer - ' -
TetherfiHome %4 Interop.AXS_INPROCLib.dll 1% Jinstall %] Kdos.Compression.LZ4dI
B This PC | \ Kdos.Compression.LZ4.Streams.dll | | Kdos HasheHash.dll | \ log4net.dil
4 3D Objects | Logger.di | Microsoft. AsphletCare. Hitp. Abstractions.dl | Microsaft Data SlClient.dll
2% Con PGREALCLIEN i :
%] Microsoft AspNetCore Hitp Features.dll |%4] Microsoft.Bel.Asyncinterfaces.dil %] Microsoft.Data SqlClient.SNI.x64.dil
I Deskiop

The highlighted sections below are relevant to the connection to Application Enablement
Services to gather the skillset and agent details for real-time displays. Note that an existing
user/password for Communication Manager was used for compliance testing and the IP address
of Communication Manager was also added. The same details for the TSAPI user on Application
Enablement Services is also added as shown.

B Tsapiciientog JEI TetherfiCTIServer.exe.config JEltemp\ata.:cnng JIEL:ngetc:nﬁg J}E-.me—cam: J}E TMC Datajson &3 [=] T™MC Datajson B3 -
1 91 ~
2 "tmc.conf.ProductName™: "SMS_API",
3 "tmc.conf.TetherfiLogPath": "C:\\Tetherfi\\Logs\\SMSAPI",
4
5 "tmc.conf.PrimaryServerIP": "localhost”,
6 "tmc.conf.SecondaryServerIP": "localhost™,

"tmc.conf.WCFSharedPort™: "17000™,

"tmc.conf.CMIP": "10.10.40.13",

"tmc.conf.CMUserName": "paul",

"tmc.conf.CMPassword": "Avayal23s",
"tmc.conf.TetherfinppPath”:"C:\\Tetherfi\\TetherfiHome",
"tmc.conf.ProductName™: "SMS_API",

e
N = O W

w

i
S

"tmc.conf.aacCIP": "10.204.132.127",
"tmc.conf.aaccLoginID": “"webadmin",
"tmc.conf.aaccLoginPassword": "webadmin”,

w

[y
LN

"tmc.conf.AESIP": "10.10.40.16",
"tmc.conf.AESLink": "AVAYA#CMIO0lX#CSTA#AESPRILIOLIX",
"tmc.conf.AESUserName": "devconnect",
"tmec.conf.AESPassword™: "Avayal234%",
"tmc.conf.CMskillrange": "1-99",

"tmc.conf.TSAPIskillchangeRrUX": "11",
"tmc.conf.skillchangeaux": "11",

N oUW N O WD

"tme.conf.serviceurl™: "https://{0}/smsxml/SystemManagementService.php”,
"tmc.conf.serviceurll™: "https://{0}/smszml/SystemManagementService.php”,

LW R NN NN RN NN

= O W o

"tmc.conf.DBConnection": "Provider=mssql;Data Source=Tetherfi\\SQLEXPRESS;User
ID=s5a;Password=P@sswOrd; Initial Catalog=0CM;TrustServerCertificate=True;",
"tmec.conf.Tmacproxycount": "1",

"tmc.conf.Tmacservercount™: "1",

"tmc.conf.sshportnumber": "22",
"tmc.conf.sshuserlogin™: “smsapi”,
"tmc.conf.sshloginIP": "10.133.14€.203",
"tmc.conf.sshloginpassword": "smsapiOl”,

J @ s W N

W W W W ww
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7.3. Configure the Users/Agents on Tetherfi Operations Control
Manager

Open the Tetherfi Operations Control Manager (OCM) by opening a browser session to the
<server IP address>:1616/ocm/ui, as shown.

+f OCM | Login x + v -

€ > C A Notsecure | 10.10.40.120:1616/0cm/ui e 2 % 0O

-
tetherfi

ProdQAT.. ¥
0 C 2 Username
Tetherfi Operations Contrc
an operational administrat
administrators and busines

control and manage admin
across all Tetherfi solution ¢

Copyright Tetherfi © 2023 - v 5.1.0 (©17/11/2023, 10:39:09 Operations Control Manager @
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Once logged in click on Admin.

& - C A Notsecure | 10.10.40.120:1616/ocm/ui/Login/Homelanding o =2 % O &

4' * ",\ e E o prodqatetherfi\admin...

Welco

0 C Continue to

Tetherfi Operations Contr
an operational administral
administrators and busine
control and manage admi
across all Tetherfi solution
the ability for technical & n

administrators to manage
operations like managing E
agents/users, user registratio
skills administration, access mi
from a single place using this wé

interface.
Copyright Tetherfi © 2023 - v 5.1.0 @ 17/11/2023, 10:40:15 Operations Control Manager @
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Select User Onboarding as highlighted below.

t‘\ e E e prodqatetherfi\admin...

ail Fax IVR SM SMS Search Module v

4 Bulk Upload Module <f» CEP Event Mapping &3 CM Data Sync

5 Dynamic Report Designer [E. Export Scheduler @ W Master Access Matrix

& Logfile Downloader [ Module Exit Node Mapping 1 OCM Configuration

= Query Browser & Report Downloads . Report Scheduler

%% Role Based Access Management Room Code S+ Student

2% TMC Access Management A& TP Redemption A Upload VDN .
S+ User Onboarding &+ VIP Code l2m VIP WakeUp Call Management

i, Wing Code ¥y WorkFlow Designer '

agents/users, user regi
skills administration, access m
from a single place using this weB
interface.

Copyright Tetherfi © 2023 - v 5.1.0 (©17/11/2023, 10:40:33 Operations Control Manager @

The following users were created for DevConnect testing. However, to create a new user, click
on + Add New User Onboarding Record.

e E e prodgatetherfi\admin...
2 User Onboarding Q C

+ Add New User Onboarding Record Invite User ~ Select Action... v Search... Q. [« Export to Excel

Drag a column header and drop it here to group by that column

Profi... i LanID 3 First... Last... i  Agent.. i PBXID : Profile Superv

> S m Administr... FirstName LastName 50001 50001 Supervisor NA

> /S m devconne...  dev connect1 3411 3411 Supervisor NA

> s m devconne...  dev connect2 3412 3412 Supervisor NA
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The following screen shows the information for the existing user devconnectl which is
associated with Communication Manager Elite agent 3411, as per Section 5.2.4. The same
screen would be present for a new user where the information added should resemble something
like shown below. The Lan ID may be used to match up with a local LDAP server and this is
then associated with both the Agent ID and PBX ID which should be that of the Communication
Manager Elite agent. Click on Next to continue.

User Onboarding X
5:05' Personal Info
T Lan devconnect1 First dev
ID* Name*
laa  Profile Picture
Last connect1 Agent 3411
Name* ID*
& Secondary Profil... PEX 3411 - Org. Tet... X v
ID* Unit*
©° Channel Count Profile* Supe . Superviso pp v
Is
9, =~ Features Active*
«<{  Role Mapping
T Access Rale
2 Miscellaneous
Step 1 of 8 m
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Clicking Next until the Channel Count tab appears, where the types of channels are associated
with the agent. For compliance testing only Voice was used and so this was ticked, and two
channels were associated to this agent. Click on Next again to move on.

User Onboarding

$§ Personal Info

/2l Profile Picture

(<18 Secondary Profil...

:@3 Channel Count
9, Features
«;  Role Mapping
T Access Role

Miscellaneous

A

Voice

2

Audio Chat

Fax

Email Channel

Step4 of 8

Text Chat

v 0 .
Video Chat

= 0 .
SMS

= 0 -

Previous m

The Features are added here. These are the features that were ticked for compliance testing.

User Onboarding X
I8 Personal Info
Allow Supervisor to CapturePicture Allow Supervisor to interaction notification
™) Profils Picture Enter Feature Value
Allow Supervisor to logout Allow Supervisor to send notification
g Secondary Profil... Enter Feature Value Enter Feature Value
™ Channel Count Auto Answer All ACD Calls Go ACW After Each ACD Calls
Enter Feature Value Enter Feature Value
o
@ Features Go ACW After Any Calls Text Chat Auto Answer
Enter Feature Value Enter Feature Value
=, Role Mapping
Text Chat Auto ACW Enabled TRS POPUP PROGRAM GAMIFICATION TRACK
¥ Access Role Enter Feature Value
2 Miscellaneous .
Step5of 8 Previous m
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Click on Next to fill in any other information that may need to be added. Once everything is
configured as required, click on Save at the bottom of the screen.

User Onboarding b

CRM Name Selact - Text Template Selact -

Profile Picture

Secondary Profil ..

Channel Count

Features

Role Mapping

Access Role

T
( | Miscell
@ iseeflaneous Step 8 of 8 Previous

Modify Reason™

v Save | © Cancl
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8. Verification Steps
The correct configuration of the solution can be verified as follows.

8.1. Verify Tetherfi Multimedia Agent Client

Open a browser session to http://<serverlP:1616/agent-desktop/login and enter the appropriate
credentials. The example below shows that devconnectl, which is associated with Agent ID
3411, will be logging into extension 3001. Note this agent can log into any extension that is
being monitored correctly by AES.

.¢ Agent Desktop x  + v = X

& C A Notsecure | 10.10.40.120:1616/agent-desktop/login o 2 x O & ¢

Welcome to

Agent Desktop! .
tetherfi
devconnectl X
©
3001 X
@@ Login to PBX?
B Login to Webphone?
@ Copyright Tetherf | U5 5273 !
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Once logged in, the agent can be made Available, as shown.

- = % 0O

&« C A Notsecure | 10.10.40.120:1616/agent-desktop/main/3411
dev connectl —
ofjozjof1):5]1 = =
777777®D9fuu\1 VDE‘-F_
Available
- El Wallboard El All Interactions o ‘onference 3 El
e 1-Break
o Skill Name sttt Avl  CIQ 4 ;',‘ @ 2-outbound .
'u ta available
w WorkSpaces 1 0 0 NA U 3 - Logout
Outbound 1 0 0 NA e 4 - Meeting/Training
E MainOutbound 1 0 0 NA
| ILf
Support 1 0 0 NA
No data avanuble
=]
B B Aux Status oM = Interaction Details L
- % 'q] No data available
No data uval\ﬂble
M calendar nm

< November 2023
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A call is then made from PSTN 35391847002 to the Support skillset 3901. The Voice widget is
called upon and the telephony functions can be seen at the bottom of the main window.
Functions such as hold, transfer, conference, and disconnect are shown.

d t1 —
Y, 35391847002 W . ofafdo]al{2]s .cf"C:f’"”“ v B A+ =06

P XL Voice Call A A

a ©)24/11/2023 11:01:51 AM $%00101018041700827795|1000

@) 00:00:24 In = Default

o @ - =

A"

IVR History

Main Menu Products Mobile Agent

(=]

QU aDE

2 Customer Details oA

Mobile: Name: NRIC:

Account Number:

£ Customer Journey HIH
24/11/2023, 11:01:51 AM Voice with dev connectl (devconnectl) Default
17/11/2023, 10:56:56 AM Voice with dev connectl1 (devconnectl) Default

17/11/2023. 10:17:01 AM

Voice with dev connectl (devconnectl) Default e

Gy GG,
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Once the call has ended the session must also be closed. Pressing the disconnect or hang up
button will result in the window below popping up to confirm the ending of the interaction. Click
on Confirm to end the call completely.

. %

e

Confirm End

Are you sure to end this interaction?

Once the call is ended, click on Close to complete the session, and return the agent to Available
again to get ready for the next call.

Y. 35391847002 L 00:00:05 @:&““""em S B A+ =6
%, Voice Call o A~
- ©24/11/2023 110151 AM $£00101018041700827795/1000
a @ooo112 $n = Default

IVR History

Main Menu Products Mobile Agent

=
=
-

2 Customer Details R

&
mmmmroea

Mobile: Name: NRIC:

Account Number:
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8.2. Verify connection from Avaya platform

There are a number of checks that can be performed to ensure that a connection is present from
the Avaya products. These are some of the key checks that can be performed.
o Verify CTI Service State on Communication Manager
o Verify Telephony Service Application Programming Interface link and user on
Application Enablement Services
o Verify System Management Service on Application Enablement Services

8.2.1. Verify Avaya Aura® Communication Manager CTI Service State

Check the connection between Communication Manager and AES. Check the AESVCS link
status by using the command status aesvcs cti-link. Verify the Service State of the CTI link is
established.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 12 no aesprilOlx established 865 865

8.2.2. Verify Telephony Service Application Programming Interface Link

On the AES Management Console, verify the status of the TSAPI link by selecting Status -
Status and Control - TSAPI Service Summary to display the TSAPI Link Details screen.
Verify the TSAPI link by checking that the Status is Talking and the State is Online.

Status | Status and Control |[TSAPI Service Summary Home | Help | Logou

» AE Services

Communication Manager TSAPI Link Details
Interface

High Availability ([ enable page refresh every seconds

Switch Msgs =
Link CTI Status Since State Associations from Des:ign d
Link ID Switch
Thu Nov 16
cml[]lx Talk\ng 14:13:34 2023 Online 2883 2883 0

| Online H Offline |

» Licensing

» Maintenance

» Networking

} Security

~ Status

Alarm Viewer

For senvice-wide information, choose one of the following:
| TSAPI Service Status | Tlink Status | User Status |

Logs

Log Manager

Status and Control

= CVLAN Service Summary
= DLG Services Summary
= DMCC Service Summary
= Switch Conn Summary

= TSAPI Service Summary
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Clicking on User Status from the screen on the previous page should display something similar

to that shown below, where the Multimedia Agent Client user and corresponding Tlink Name
are shown.

CTI User Status
(J Enable page refresh every seconds
CTI Users |All Users ~ || submit |

Open Streams 3
Closed Streams 10

Open Streams

| mname | rimeopened | vimeciosed| __ ttmkName |

devconnect Fri 17 Nov 2023 04:04:12 AM GMT AVAYA#CMI101X#CSTA#AESPRI101X
DMCCLCSUserDoNotMedify  ||[Thu 16 Nov 2023 01:15:02 PM GMT AVAYA#CM101X#CSTA#AESPRI101X
DMCCLCSUserDoNotModify  ||Thu 16 Nov 2023 02:15:02 PM GMT AVAYAHCMI101X#CSTAFAESPRII01X

| Show Closed Streams | | Close All Opened Streams || Back |

8.2.3. Verify System Management Service on Application Enablement
Services

Open a web session to https://AESIP/sms/sms_test.php and enter the same credentials as

Section 7.2. Enter some command such as ‘list agent” as shown below, and it should return
something like shown.

< C A Notsecure | htps//10.10.40.16/sms/sms_test.php

Q 2 « O a

E
AVAyA String Based - Web Service Request Form

| SMS Resources

g Connection Information
Model Documentation

' Model Doc (No-Frames)

| SMS WSDL CM Login ID —m login@ <[IPv6]:port| hostname: port>
| Password

SOAP Request Timeout (Seconds)

Request Parameters Session Recording

Model |agent | |:| [J Record SMS Request
Operation  [list | O Record Result Data
obisctasne ‘ | | Get Record ” Clear Record
Qualifier ‘ |

*
Fields

Submit Request || Release

Last Request Response

Session ID |52050{1846831648909ﬂhe6c68867dc6 Duplicate Session

Response {

var $result_code = 0
var Sresult_data =
'Login_ID[0]=3401|Login_ID[1]=3402|Login_ID[2]=3403|Login_ID[3]=3404|Login_ID[4]=3
Response gin_ID[0] | Log (1] |Login_TD[2] |Login_ID[3] gin_ID[4]

411|Login_ID[5]=3412|Login_ID[E]=3413|Name [0]=Agent One|Name[l]=Agent
Two |Name [2]=Agent Three|Name[3]=Agent Four|Name[4]=Workspaces Agt

1|Name[5]=Workspaces Agt 2|Name[6]=Workspaces Agt -
3|Extension[0]-unstaffed|Extension[1]-unstaffed|Extension[2]-unstaffed|Extension[3 |
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8.3. Verify Tetherfi services are running

From the TMAC server, check on the services that are running for Tetherfi_*. Note the
following were running for compliance testing, for the connection to AES.

L Services

File Action View Help
e @ EC= HEI »®up

Festart the service

-.';:)_;Task Scheduler
L TCP/IP NetBIOS Helper
Q'?_;Team‘\fiewer 12

Tetherfi_CTlServer

. Services (Local) . Services (Local)
~
Tetherfi_CTIServer Mame
. \‘::) Systemn Events Broker
o the serice -&') Systemn Guard Runtime Mo...

Description

Coordinates...
Moenitors an...

Enables a us...

Provides su...

TeamViewer..

Provides Tel...

Status

Running

Running
Running
Running

Running

Startup Type

Automatic (T...

Manual
Automatic

Manual (Trig...

Automatic
Manual
Automatic

Leg On As

Lecal Syste...
Local Syste...
Lecal Syste...
Lecal Service
Lecal Syste..

Lecal Syste...

i Tetherfi_CTIServerPOM Automatic

»,‘;IJ_;Tetherfi_POMCallbackDash... Manual Local Syste...
&'?_;Tetherfi_SMSAPI Running  Automatic Lecal Syste..
-.‘;').;Tetherﬁ_TMACDataSen.rer Running  Automatic Lecal Syste...
Q;Tetherﬁ_TMACServer Running  Automatic (D, Local Syste..
£ Themes Provides us..  Running  Automatic Local Syste...
-&')_;Time Broker Coordinates... Running  Manual (Trig... Local Service
Q;Touch Keyboard and Hand... Enables Tou.. Running  Manual (Trig... Local Syste...
».‘;')_;Update Orchestrator Service  Manages W... Running  Automatic (D... Local Syste...
&'?_;UPHP Device Host Allows UPn... Disabled Local Service
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9. Conclusion

These Application Notes describe the compliance testing of Tetherfi Multimedia Agent Client
5.1 to interoperate with Avaya Aura® Communication Manager R10.1 and Avaya Aura®
Application Enablement Services R10.1 using the Telephony Service Application Programming
Interface and the System Management Service. All test cases were executed successfully with
any observations noted in Section 2.2.

10. Additional References
This section references the product documentations that are relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, Release 10.1.x, Issue 5, March
2023.

[2] Administering Avaya Aura® Application Enablement Services, Release 10.1.x, Issue 6,
Feb 2023.

[3] Avaya Aura® Communication Manager Feature Description and Implementation,
Release 10.1.x, Issue 8, March 2023.

[4] Administering Avaya Aura® Session Manager, Release 10.1.x Issue 5, Feb 2023.

Product documentation for Multimedia Agent Client can be found by contacting Tetherfi as per
Section 2.3.
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Avaya and the Avaya Logo are trademarks of Avaya LLC. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya LLC. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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