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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.1 and Avaya Session
Border Controller for Enterprise Release 6.3, to interoperate with Claro (Puerto Rico) SIP
Trunking Service.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

Claro (Puerto Rico) SIP Trunking Service provides PSTN access via a SIP Trunk between the
enterprise and Claro’s network as an alternative to legacy analog or ISDN-PRI trunks. This
approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Claro (Puerto Rico) is a member of the Avaya DevConnect Service Provider Program.
Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps necessary for configuring Session Initiation Protocol
(SIP) Trunking service between Claro (Puerto Rico) and an Avaya SIP-enabled enterprise solution.

In the sample configuration, the Avaya SIP-enabled enterprise solution consists of Avaya IP Office
500v2 Release 9.1 (hereafter referred to as IP Office), Avaya Session Border Controller for
Enterprise Release 6.3 (hereafter referred to as Avaya SBCE), Avaya Communicator for Windows
Softphone, Avaya Deskphones, including SIP, H.323, digital, and analog.

During the interoperability testing, feature test cases were executed to ensure interoperability
between Claro (Puerto Rico) and IP Office.

Claro (Puerto Rico) SIP Trunking Service referenced within these Application Notes is designed for
business customers in Puerto Rico. Customers using this service with the IP Office solution are able
to place and receive PSTN calls via a broadband WAN connection using the SIP protocol. This
converged network solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-
PRI trunks. This approach generally results in lower cost for the enterprise.

The terms “service provider” “Claro (Puerto Rico)” and “Claro” will be used interchangeably
throughout these Application Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site at Claro’s facility in Puerto Rico by
connecting IP Office and the Avaya SBCE to Claro SIP Trunking Service, as depicted in Figure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

To verify SIP Trunk interoperability, the following features and functionalities were exercised
during the compliance testing:

e SIP OPTIONS queries and responses.

e Incoming calls from the PSTN were routed to the DID numbers assigned by Claro. Incoming
PSTN calls were terminated to the following endpoints: Avaya 1600 Series IP Deskphones
(H.323), Avaya 1100 Series IP Deskphones (SIP), Avaya Communicator for Windows,
Avaya 1400 Series Digital Deskphones, and analog Deskphones.

e Outgoing calls to the PSTN were routed via Claro’s network to various PSTN destinations.
e Caller ID presentation.
e Proper disconnect when the caller abandons the call before the call is answered.
e Proper disconnect via normal call termination by the caller or the called parties.
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Proper disconnect by the network for calls that are not answered (with voicemail off).
Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper Codec negotiation and two way speech-path. (Testing was performed with codecs:
G.729(a) and G.711ULAW, Claro’s preferred codec order).

No matching codecs response.

Proper early media transmissions.

Voicemail and DTMF tone support (leaving and retrieving voice mail messages from PSTN
phones).

Calling number blocking (Privacy).

Call Hold/Resume (short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

Mobility twinning of incoming calls to mobile phones.

Items not supported or not tested included the following:

e The SIP REFER method for call redirection was not tested for reasons noted under
Section 2.2.

e Inbound toll-free calls, Outbound Toll-Free calls, 911 calls (emergency), “0” calls
(Operator), 0+10 digits calls (Operator Assisted), and 411 calls (Local Directory
Assistance) were not tested.

e Remote Worker was not tested.

e Fax was not tested.
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2.2 Test Results

Interoperability testing with Claro was successfully completed with the following
observations/limitations.

e SIP REFER: Calls from the PSTN to IP Office that are re-directed to another PSTN
endpoint by the IP Office user, with REFER enabled in IP Office, did not work properly.
Testing was done with REFER disabled in IP Office, refer to Section 5.4.3.

e No matching codec on outbound calls: If an unsupported audio codec is received by Claro
on the SIP Trunk (e.g., G722-64K), Claro will respond with “503 Service Unavailable”
instead of “488 Not Acceptable Here”, the user will hear a solid tone. This issue should not
be seen since the correct supported codecs will be configured in IP Office during the initial
installation, it is listed here simply as an observation.

2.3 Support

For support on Claro systems visit the corporate Web page at:
http://www.claropr.com/portal/pr/sc/empresas/

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.
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3. Reference Configuration

Figure 1 below illustrates the test configuration used. It shows a simulated enterprise site connected
to Claro’s network through the MPLS network in Puerto Rico.

For confidentiality and privacy purposes, only private IP addresses and fictitious non-routable PSTN
phone numbers (DIDs) are shown throughout the Application Notes.

The Avaya components used to create the simulated enterprise customer site includes:
e Avaya IP Office 500v2.
e Avaya Session Border Controller for Enterprise.

Avaya IP Office Embedded Voicemail.

Avaya 1600 Series H.323 IP Deskphones.

Avaya 11x0 Series SIP IP Deskphones.

Avaya 1408 Digital Deskphones.

Analog Deskphones.

Avaya Communicator for Windows.

Located at the edge of the enterprise is the Avaya SBCE. The Avaya SBCE has two physical
interfaces, interface B1 was used to connect to the Claro MPLS network in Puerto Rico, interface Al
was used to connect to the enterprise private network. All SIP and RTP traffic entering or leaving the
enterprise flows through the Avaya SBCE. The Avaya SBCE provides network address translation at
both the IP and SIP layers.

Also located at the enterprise site is Avaya IP Office 500v2 with a digital extension expansion
module, as well as a COMBO6210/ATM4 V2 card. The IP Office LANL1 interface connects to the
inside (A1) interface of the Avaya SBCE across the enterprise LAN (private) network. The outside
interface of the Avaya SBCE (B1) connects to Claro’s network across the MPLS network in Puerto
Rico.

The transport protocol between the Avaya SBCE and Claro is SIP over UDP. The transport protocol
between the Avaya SBCE and IP Office is also SIP over UDP.

For inbound calls, the calls flowed from Claro’s network to the Avaya SBCE, then to IP Office.

Outbound calls to the PSTN were first processed by IP Office. Once IP Office selected the proper
SIP trunk; the call was routed to the Avaya SBCE for egress into Claro’s network.

For the purposes of the compliance test, users dialed a short code of 9 + N digits to make calls across
the SIP trunk to Claro. The short code 9 was stripped off by Avaya IP Office but the remaining N
digits were sent unaltered to the network. Refer to Section 5.7.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the enterprise. A complete discussion of the
configuration of these devices is beyond the scope of these Application Notes. However, it should be
noted that SIP and RTP traffic between the service provider and the enterprise must be allowed.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration.

Equipment/Software

| Release/Version

Avaya

Avaya IP Office 500v2

9.1.3.0 Built 120

Avaya IP Office DIGSTAS

9.1.3.0 Built 120

Avaya IP Office COMBO6210/ATM4 V2

9.1.3.0 Built 120

Avaya IP Office Manager

9.1.3.0 Built 120

Avaya Session Border Controller for Enterprise | 6.3.5-03-7142

(running on Portwell CAD-0208 platform)

Avaya 1600 IP Deskphones (H.323) 1.350B

Avaya 1140E IP Deskphones (SIP) SIP1140e Ver. 04.04.18.00
Avaya Communicator for Windows 2.0.3.33

Avaya Digital Deskphones 1408 R40

Analog Deskphone

Claro

Genband CS2K

Not Provided

Genband S3 SBC

Not Provided

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500v2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.

HG; Reviewed:
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5. Configure Avaya IP Office

This section describes the IP Office configuration required to interwork with Claro. IP Office is
configured through Avaya IP Office Manager (IP Office Manager) which is a PC application. On the
PC, select Start = Programs - IP Office = Manager to launch IP Office Manager. A screen that
includes the following may be displayed.

WELCOME to IP Office Administration

What would you like to do?

Create an Offline Configuration

| Open Configuration from System|

Read a Configuration from File

Select Open Configuration from System. If the above screen does not appear, the configuration
may be alternatively opened by navigating to File = Open Configuration at the top of the Avaya
IP Office Manager window. Select the proper IP Office from the pop-up window, and log in with the
appropriate credentials.

The appearance of the Avaya IP Office Manager can be customized using the View menu. In the
screens presented in this document, the View menu was configured to show the Navigation pane on
the left side, omit the Group pane in the center, and show the Details pane on the right side. Since
the Group pane has been omitted, its content is shown as submenus in the Navigation pane. These
panes (Navigation and Details) will be referenced throughout the IP Office configuration. All
licensing and feature configuration that is not directly related to the interface with the service
provider is assumed to already be in place.

In the sample configuration, Homo_IPO_SBC was used as the system name. All navigation
described in the following sections (e.g., License = SIP Trunk Channels) appears as submenus
underneath the system name Homo_IPO_SBC in the Navigation Pane.
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5.1 Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact
an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in the
Navigation pane and SIP Trunk Channels in the Detail pane. Confirm that there is a valid license
with sufficient “Instances” (trunk channels) in the Details pane.

=59 System (1)

.. Homo_IPO_SBC
E-F7 Line (5)
-2 Control Unit (3)
[+--48 Extension (20)
@ User (22)

(-5 Group (2)
[F-8% Short Code (58)
----- B Service (0)
[l RAS (1)

IP Offices |
=& BOOTP (3) License | Remote ger.,.er|
¢« Operator (3]
=] Homeo IPO_SBC Licenze Mode License Mormal

Licensed Yersion 91
Serial Mumber (ADI)
PLDS Host 1D

PLDS File Status Valid

D'"g ‘I:.I'CADNmPing COEH Route (2) Feature License Key Instances Status  Expiry Date  Source
..... t
_____ s Directo:ly (é)] Essential Edition ElzMB@@Z55nd... 255 Valid Mever ADI Modal
..... £ Time Profile (0) |SII3 Trunk Channels N/A 20 Valid  12/31/2015 PLDS Medal |
(@8} Firewall Profile (1) Avaya IP Endpoints N/A 1 Valid  12/31/2015 PLDS Medal
&l IP Route (2) Power User N/ & 1 WValid  12/31/2015 PLDS MNodal
""" : i‘_“”“”tﬁcwe © Essential Edition Additional Voice.. N/A 1 Valid  12/31/2015 PLDS Nodal
m Preferred Edition N/A 5 Valid  12/31/2015 PLDS Medal
E-§q User Rights ()
----- Bl Auto Attendant (0)
- ARS (2)
----- 85 Location (0)
----- -m Authorization Code (0)
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5.2 System

Configure the necessary system settings. In IP Office the LANZ2 tab settings correspond to the IP
Office WAN port (public network side) and the LANL1 tab settings correspond to the LAN port
(private network side). For the compliance test, the LANL1 interface was used to connect IP Office to
the enterprise private network (LAN), LAN2 was not used.

5.2.1 System - LAN1 Tab
In the sample configuration, Homo_IPO_SBC was used as the system name and the LAN port
connects to the inside interface of the Avaya SBCE across the enterprise LAN (private) network.
The outside interface of the Avaya SBCE connects to Claro’s network. The LANL1 settings
correspond to the LAN port in IP Office. To access the LANL1 settings, navigate to System (1) 2
Homo_IPO_SBC in the Navigation Pane then in the Details Pane navigate to the LAN1-> LAN
Settings tab. The LANL1 settings for the compliance testing were configured with following
parameters:

e Setthe IP Address field to the LAN IP address, e.g., 192.168.42.1.

e Set the IP Mask field to the subnet mask of the public network, e.g., 255.255.255.0.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

IP Offices =y

+Hi BOOTP (3) | System | LANL || LAMN2 | DMS | WYoicemail | Telephony | Directory Services | Systemn Events
H-4% Operator (3) ;
=% Homo_IPO_SBC LAN Settings | VelP | Network Topology | DHCP Pools|

—-%5F System (1)

. besm Homo IPO_SBC IP Address 192 168 42 1

414 Line (9]

+ = Control Unit (3) IP Mask 255 255 255 i]

:f S:t:r"g;]” (20) Primary Trans. IP Address 192 . 168 . 42 2

+'ﬂ Group (2) RIP Mode \None -

+-@% Short Code (58)

4B Service (0) [T] Enable NAT

#1-olly RAS (1) _

+e Incoming Call Route (2) Murnber Of DHCP IP Addresses | 200

----- £2 WAN Port (0) DHCP Mode

----- @5 Directory (0] ————————————
----- £ Time Profile (0) @ Server () Client ) Dialin ) Disabled Advanced
@ Firewall Profile (1)
+-Jill 1P Route (2)

----- Bl Account Code (D)
----- % License (&)

----- % Tunnel (0]

+-§q User Rights (9)

----- fl Aute Attendant (0)
- ARS (2)

i@ Location (0)

b ﬁ Authorization Code (0)
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The VoIP tab as shown in the screenshot below was configured with following settings:

Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

Check the SIP Trunks Enable to enable the configuration of the SIP Trunk connecting to
Claro.

Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register using
the SIP protocol.

Enter the Domain Name of the enterprise under Domain Name.

Verify the UDP Port and TCP Port numbers under Layer 4 Protocol are set to 5060.
Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

In the Keepalives section at the bottom of the page, set the Scope field to RTP, Periodic
Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office to send RTP
keepalive packets at the beginning of the calls and every 30 seconds thereafter if no other
RTP traffic is present.

All other parameters should be set according to customer requirements.

Click OK to commit (not shown).

! Homo,_1P0_SBC

Syworn { LANL 1 LAND | DS

isaiom] P JientTossions | CE Pusi

Vaszemad | Telephomy | Dewctory Seroces | System Events | SMTP | SMOR | Twiramg | VCM | Codecs | Vel@ Sexursy |

P Remete Exin Enalile

7 o LOP Port 5050

ayer 4 Protocel 7| TCP TCPPon 15050

Tis TS Por 001

+ - Dicp € = Videc DSCP
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In the Network Topology tab, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. In the compliance testing, it was set to Open Internet. With this
configuration, even though the default STUN settings are populated, they will not be used.

e Set the Binding Refresh Time (seconds) to a desired value. The value of 300 (or every 5
minutes) was used during the compliance testing. This value is used to determine the
frequency that IP Office will send OPTIONS heartbeat to the service provider.

e Verify the Public IP Address is set to 0.0.0.0.

e Set the Public Port to 5060 for UDP.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

IP Offices |E | Howmo.JPO_SBC

#-& BOOTP 3) System | LANE | LAN2 | DNS | Voscernail | Telephomy | Disectory Services | System Events | SMTP | SMOR | Twinong | VOM

LAN Settings | Vel | Network Tepoiogy | DHCP Peels
Network Topelogy Discovery

STUN Server Addran STUN Pert s

Feowall'NAT Type Open inkernet -

Binding Refresh Time (seconds) 30

Public IP Address 0 0 0

Public Por

uop 00

+ Il 1P Route (2) 5
Ace Code

Note: In the compliance test, the LAN1 interface was used to connect IP Office to the enterprise
private network (LAN), LAN2 was not used.
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5.2.2 System - Telephony Tab
Navigate to the Telephony = Telephony Tab in the Details Pane, configure the following
parameters:

e Choose the Companding Law typical for the enterprise location, U-Law was used.

e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call

transfers to the PSTN via the SIP trunk to the service provider.
e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).

1P Offices | = Homo_IPO_SBC

i.. f‘.‘;::’o?u‘.ﬁ Syvtern | LANL | Lang | DS [ \'en-vn-l Dirmctary Sendces Systerm: Eventy ‘ SMTP | SMDR | Twinning { vim 1 Codecs l Vol Security

B Hemne, PO, S8C Park & Page | Tanes & Music | Fing Tenes [ sM [ Caliteg | Tt

W System [1)

“» Homo B0 SBC Analogue Edensons Compandeg Law
+ 1 Lrel) Switch Line
+ Control Ut (3 Default Outade Call Sequence Normal b
¥ A Edemion (20 — -
# 4 Use@n Default Insade Call Sequence Rng Typel - ® Ulow @ ULowling
¥ Group (2)
i .‘. .),M“,-_M 58 Default Ring Sack Sequance g Type 2 -
- . !
.. wice () A-Law A-Law Line
Jenace 1) Fastnet Anadogue Exenson Ringer Yoltage

+ o4 RASO)
¥ @ Incomng Coll Rosts )

) WAN Port 1) DSS Status

Dol Dedoy Teme secs) 4
s Deecrory )
L7 Time Protile ) Dl Detay Count 0 7). dago Hokd
4 @B Feewal Pretie (1) S
+ Il 1P Route (2} Defauk Mo Answer Tene [vecs) 15 8
a8 Account Code ) 3 4! Show Account Code
W License (6 Held Tenecut (secs) 120
W Tuenel D) - [ Inhioet OF-Swatch Forward Trln:'ev]
& B4 User Rights @) Pack Timeout (secs) 0
-. Aute Attendant (0] Restoct Network Iterconnect
x Ring Dwlary [yec] 3
b ARS2) : Inclode location seeahic iInformets
& Location (0 Call Pricety Promvotion Time (secs) |Disabied
& Authorzation Code () - /| Drop Extetnal Only Impreenpty Corference
Defauk Curency | SD -
< Visually Differentiste External Call
Defaukt Narme Priority Fancor Trunk N
Usupervined Analog Trook Discennect Handing
Media Connection Preservation Enabled v _
- 7 High Quality Confermcing
Phone Failback | Automatic -

“

Digrtal/Anslogue Auto Creste User
Login Cede Complexty

.

Directory Overnides Rarring
7| Enforcement

Minmum length 4

v Compleoty
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5.2.3 System - Twinning Tab

Navigate to the Twinning tab on the Details Pane, configure the following parameters:
e Uncheck the Send original calling party information for Mobile Twinning box. This will
allow the Caller ID for Twinning to be controlled by the setting on the SIP Line (Section
5.4). This setting also impacts the Caller ID for call forwarding.
e Click OK to commit (not shown).

H—

IP Offices | '= Homo_IPO_SBC

=& BOOTP (3)
(4% Operator (3)
-5 Homo IPO_SBC | [T] Send original calling party information for Mobile Twinning |
1% System (1)

i-#%9 Homo_IPO_SBC
-1 4 Line (3]

t--<“2 Control Unit (3)
t-4 Extension (20)

H-§  User (22)

H--ia@ Group (2)

H @M Short Code (58]

----- B Service (0)

oy RAS (1)

- Incoming Call Route (2)
----- 8 WAN Port (0)

----- as Directory (0)

-7 Time Profile (0}

(-8 Firewall Profile (1)
(-l IP Route (2)

----- #m Account Code (0)

----- % License (6)

----- W& Tunnel (0)

[#-§5 User Rights (3)

----- i Auto Attendant (0)
"¢ ARS (2)

----- &5 Location (0)

----- m Authorization Code (0)

| system [ LaNL | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning |vcm |

Calling party information for
Mobile Twinning

e 0 e W e W e W e W
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5.2.4 System - Codecs Tab

For Codec’s settings, navigate to the System (1) = Homo_IPO_SBC in the Navigation Pane, select
the Codecs tab and configure the following parameters:
e Inthe Codecs tab of the Details Pane, select or enter 101 for RFC2833 Default Payload.
This setting was recommended by Claro for use with out-band DTMF tone transmissions.
e For codec selection, select the codecs and codec order of preference on the right, under the
Selected column. The Default Codec Selection area enables the codec preference order to be
configured on a system-wide basis. The buttons between the two lists can be used to move
codecs between the Unused and Selected lists, and to change the order of the codecs in the
Selected codecs list. By default, all IP phones (SIP and H.323) will use the system default
codec selection shown here, unless configured otherwise for a specific extension. The
example below shows the codecs used for IP phones (SIP and H.323), the system’s default
codecs and order was used.

IP Offices [[E Homo_IPO_SBC

System | LANL | LAN2 | DNS | Voicemail | Telephony | Directory Senvices | System Evmt:l SMTP | SMOR i Twanning | ¥CM | Codecs

I RFC2833 Defaul Paylosd 101 I

Avadable Codecs Defautt Codec Selecton

Unused Sedected
v G, 711 ULAW B4K
7 G711 ALAW 64K
07272 64K G.729(s) 3K CS-ACELP
£ (a) 8K CS-ACELP G,J231 6K3 MP-AMLQ
7 GT31 6K MP-MLQ

il & Incoming Call Route {2
@ WAN Port 10)

#= Directory (0)

1 )}
R Authorgation Code 1)

Note: The codec selections defined under this section (System — Codecs Tab) are the codecs selected
for the IP phones/extensions. The codec selections defined under Section 5.4.6 (SIP Line — VVolP
tab) are the codecs selected for the SIP Line (Trunk).
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5.3 IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the Avaya
SBCE resided on the same IP subnet, so an IP route was not necessary. In an actual customer
configuration, these two interfaces may be in different IP subnets, and in that case an IP route would
have to be created to specify the IP address of the gateway or router where IP Office needs to send
the packets, in order to reach the IP subnet where the Avaya SBCE resides.

To create an IP route (if located in different IP subnets), on the left navigation pane, right-click on IP
Route and select New.
e Setthe IP Address and IP Mask of the IP subnet of the private side of the Avaya SBCE, or
enter 0.0.0.0 to make this the default route.
e Set Gateway IP Address to the IP Address of the default router in the IP Office IP subnet.
e Set Destination to LAN1 from the pull-down menu.
e Click OK to commit (not shown).

1P Offices B 0.0.0.0

i R BOOTP () P Route

P Adddresy

P Mask 0

e
W Homo PO _SBC
T1 Line (5) Gateway IP Address 1592 168 4z 1

Control Unit (3

Extension (20) Destiration LANE

Metnc
Proxy ARP

: 2 RAS
5] Incoming Call Rowte (2)
@ wan Port (0)

“» Deectory {0
Time Profile (0)
) Firewall Profde (1)

W 192168990
&n Account Code 0
W License (6)
W Tunnel 0
s B4 User Rights 9
B Auto Attendant (0)
i ARS )
% Location {0)
Q8 Authorization Code 0
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5.4 SIP Line

A SIP Line is needed to establish the SIP connection between IP Office and Claro SIP Trunking
Service. The recommended method for configuring a SIP Line is to use the template associated with
these Application Notes. The template is an .xml file that can be used by Avaya IP Office Manager
to create a SIP Line. Follow the steps in Sections 5.4.1 and 5.4.2 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP trunk Registration Credentials.

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.4.3t0 5.4.7.

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.3 to 5.4.7

5.4.1 Importing a SIP Line Template

Note — DevConnect generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office Standard
Edition (500v2) and IP Office Server Edition systems. Alternatively, binary templates may be
generated. However, binary templates include all the configuration parameters of the Trunk,
including sensitive customer specific information. Therefore, binary templates should only be used
for cloning trunks within a specific customer’s environment.

1. Copy a previously created template file to a location (e.g., C:\Temp) on the same computer where
IP Office Manager is installed. By default, the template file name will have the format AF_<user
supplied text>_SIPTrunk.xml, where the <user supplied text> portion is entered during
template file creation.

Note — If necessary, the <user supplied text> portion of the template file name may be modified,
however the AF_<user supplied text>_SIPTrunk.xml format of the file name must be
maintained. For example, an original template file AF_TEST _SIPTrunk.xml could be changed
to AF_Testl SIPTrunk.xml. The template file name is selected in Section 5.4.2, step 2, to create
a new SIP Line.
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2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager, navigate
to File - Preferences. In the IP Office Manager Preferences window that appears, select the
Visual Preferences tab. Check the box next to Enable Template Options. Click OK.

i . ™y
" IP Office Manager Preference- &Iﬂ

| Preferences | Directories | Discoveryl Visual Preferences || Security | 1«n"ali-::latiru'r1|

Icon Size ’Small vl
[T Multiline Tabs
| Enable Template Optiunsl
Enable Termnplate Creaticn

(i) | OK ‘ | Cancel ‘ | Help

3. Import the template into IP Office Manager. From IP Office Manager, select Tools = Import
Templates in Manager.

File Edit View | Tecls | Help
- 3 E Extension Renumber...
Homa_IPO_SBC Line Renumber...
I Connect To...
Export 3
‘5 BOOTP (3) 5CM Service User Management
1% Operator (3)
EI---*-:“H.-' Homo PO _SBC Busy on Held Validation Murnber
[F-53F System (1] ) )
El”[':f Line (5) MEM Configuration Dormain Mar
5 Print Button Labels
46 : Ype
F17 Import Templates in Manager [
T.-;: a Location
L __
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4. A folder browser will open. Select the directory used in step 1 to store the template(s) (e.g.,
C:\Temp).

Browse For Folder Iﬁ

Select a folder to import templates from -

. ProgramData
. SUPPORT
» L. swtools

) swwork

. Temp

| tmp
J Trilogy

» 1 Users
F mn b

[ Ok ] [ Cancel ]

e =

In the reference configuration, template files AF_Claro Puerto Rico_ SIPTrunk.xml was
imported. The template files are automatically copied into the IP Office default template location,
C:\Program Files\Avaya\lP Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating success or
failure. Click OK.

IS = ™
Template Provisioning @
T

ll . '| Successfully imported templates to IP Office Manager from
@Y C\Temp

[ ox ||
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Note —Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it cannot be
viewed. To enable browsing of the \Templates directory, open Windows Explorer, navigate to
C:\Program Files\Avaya\lIP Office\Manager\Templates (or C:\Program Files (x86)\Avaya\IP
Office\Manager\Templates), and then click on the Compatibility files option shown below. The
\Templates directory and its contents can then be viewed.

_y® | b Computel » AvayaeSOE(C) » Program Fies (5] » Avays o 2 Office » Manager »
Fie  Edt Yiew Toclr Help
Orgenus = Jochude in Abiary = Shiee with Bum Compaliblity Nles Hew folder
o Fevoctes Narna ‘ D udFued Type
M Desitop L de-DE AW Fiin
& Dowriceds boen s File foide
oo AN Fide tuhdes
Ja Livanes b fe-fR A File foider
* Documents b IPSET-UNSTIM.CTM 1040 AM  Fiin Foldet
o Mo b ) AN File foider
o Pictres L LMGreeting 0 AN File foddey
B videos . MemonyCard 1500 AM File fokche
b abae 220 AN File doider
1 Computer 4 Phonelmages 043 A File toldey
Bl 2oy o508 (T L pt-BR 1SECOAM File folder

File Edit View Tools Help

@ .. » Gonzalez, Helmut (Helmut) **CTR™ » AppData » Local » VirtualStore » Program Files (x86) » Avaya » IP Office » Manager »

Organize « Include in library Share with + Burn New folder
% Favorites i Mame ° Date modified Type Size
Bl Desktop | . Templates 11/19/201511:35 ... Filefolder
4 Downloads | _end_of_phone_binaries.bet 3/19/2014 1:09 PM Text Document 1KB

File Edit View Tools Help

@ . » Gonzalez, Helmut (Helmut) *CTR™ » AppData » Local » VirtualStore » Program Files (x86) » Avaya » IP Office » Manager » Templates

Organize v Include in library + Share with « Burn Mew folder
¥ Favorites i MName . Date modified Type Size
. ] Desktop | |2 AF_Claro Puerto Rico_SIPTrunkxml 11/19/201511:33 ... XML Document 4 KB
& Downloads
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5.4.2 Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and select
New SIP Trunk from Template.

IP Offices =
---ﬂ BOOTP (3] SIP Line |Transpor]
#-i# Operator (3)
E"'—‘»" Harm ”'rnn coe mber
mmg 5 1] Mew k
e i
= T'T|ﬂ Mew SIP Trunk from Template pmain Na
| ] Create SIP Trunk Template =
-:”F ¥ cut Ctri+X |
w23 Copy Ctrl+(C
g¢ = Paste Ctrl+V
=-§ 75 Delete Ctrl+Del
w58 G ./ Validate .
- 3l Prefix
Dg Connect To... Ctrl+T
- ol Mew from Temnplate (Binary) tional Pre
-Hg 1 Export as Template (Binary)
..... Eﬂ ooy TOOTTETY Code
- Il
----- e [rectons 07

2. In the subsequent Template Type Selection pop-up window, from the Service Provider pull-
down menu, select the XML template name from Section 5.4.1. Click Create new SIP Trunk.

Note — The drop down menu will display the <user supplied text> part of the template file name
(see Section 5.4.1). If you check the Display All box, then the full template file name is displayed.
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p
" Template Type Selection

Locale
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Service Provider

AF_Claro Puerto Rico_SIPTrunk
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The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 17).

IP Offices

#- K BOOTP (3)
4;.----;:1 Operator (3)
%5 Homo_IPO_SBC

It is important that the SIP Line configuration be reviewed and updated if necessary after the SIP
Line is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.3 to 5.4.7.
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5.4.3 SIP Line - SIP Line Tab

On the SIP Line tab in the Details Pane, configure or verify the parameters as shown below.
e Leave the ITSP Domain Name blank. Note that if this field is left blank, then IP Office
inserts the ITSP Proxy Address from the Transport tab as the ITSP Domain in the SIP

messaging.
e Verify that URI Type is set to SIP.

e Verify that In Service box is checked, which is the default value. This makes the trunk

available to incoming and outgoing calls.

o Verify that Check OOS box is checked, the default value. IP Office will use the SIP
OPTIONS method to periodically check the SIP Line. The time between SIP OPTIONS sent
by IP Office will use the Binding Refresh Time for LAN1, as shown in Section 5.2.1.

Verify that Refresh Method is set to Auto.
Verify that Timer (seconds) is set to On Demand.
Set Send Caller ID to Diversion Header.

Supervised REFER to Never (see Sections 2.1 and 2.2).
e All other parameters should be set to default or according to customer requirements. Click

OK to commit (not shown).

Under Redirect and Transfer, set Incoming Supervised REFER Support and Outgoing

IP Offices | = SIP Line - Line 17 =
yarwport| I URI VolP | T38 Fas. S Credentiaks| 519 Advances| Enginesing

Line Numbes In Sesvice

s man Narme Check 005

URL Type ] =z Sesvion Timers

Location Cioud - Refresh Method Lo -
Timer [setonds) On Demund

Prefs Farwarding and Twinning

Natenad Prefo 0 Ongeeator number

Fremational PDrefr (1} Send Caller D Devernion Header l -

niry Reditect and Triansfer

Nerme Pricrit St Defok = caming Superveed REFER Never -

ot Outgong Supervmed REFER Hever v
Send 307 Maved Temparanly
Outgoing Blind REFER
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5.4.4 SIP Line - Transport Tab

Select the Transport tab; configure the parameters as shown below:
e Setthe ITSP Proxy Address to the inside IP Address of the Avaya SBCE or 192.168.42.2 as
shown in Figure 1.

e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.
e Set the Send Port to 5060.

e Default values may be used for all other parameters.
e Click OK to commit (not shown).

IP Offices ‘ = SIP Line - Line 17
=R BOOTP (3) |5IP Line] Transport [SIP URI|VolP |38 Fax|SIP Credentials|SIP Advanced| Engineering
[#-¢# Operator (3)
=] Homo IPO_SBC |1TSP Proxy Address 192.168.42.2'
Metwork Configuration
Layer 4 Protocol ’UDP v] Send Port 5060 | =
Use Network Topology Info ILANl | VI 5060
) Explicit DNS Server(s) 0 0 0 0 0 0 0 0
H-<2 Control Unit (3)
H-48 Extension (20) Calls Route via Registrar

H-if Group (2)

- @ Short Code (58)

----- B service ()

ol RAS (1)

- Incoming Call Route (2)
----- 8 WAN Port (0)

----- a4 Directory (0)

£ Time Profile (0)

- Firewall Profile (1)
(il IP Route (2)

----- #m Account Code (0)

----- %= License (8)

""" i Tunnel (0)

[-f5 User Rights (9)

----- i Auto Attendant (0)
[ ARS (2)

""" @ Location (0)

----- ﬂ Authorization Code (0)

E
E
@ User (22)
E
E

Separate Registrar
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5.4.5 SIP Line - SIP URI Tab

A SIP URI entry needs to be created to match each incoming number that IP Office will accept on
this line. Select the SIP URI tab, and then click the Add... button and the New Channel area will
appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and
click the Edit... button. In the example screen below, a previously configured entry was edited. For
the compliance test, a single SIP URI entry was created that matched any DID number assigned to

an IP Office user. The entry was created with the parameters shown below:

e Set Local URI, Contact, Display Name to Use Internal Data.

e Set PAI to None.

e Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call routes
for this line. Similarly, associate the line to an outgoing line group using the Outgoing
Group field. The outgoing line group number is used in defining short codes for routing
outbound traffic to this line. For the compliance test, a new incoming and outgoing group 17
was defined that only contains this line (line 17).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

e Click OK to commit.

e Click OK to commit again (not shown)

IP Offices |

@& BOOTP @)
-4 Operator (3)
H--%2 Homeo IPO SBC

= SIP Line - Line 17

|SIP LinelTransporll SIP URIlVoIP |T38 FaxlSIP Credentials| 5IP Advanced|Engineering

Channel Groups

System (1)
%2} Homo_[PO_SBC

tl-<2r Control Unit (3)
t-48 Extension (20)

H-§  User (22)

H-4§ Group (2)

t-@% Short Code (58)

----- B Service (0)

-y RAS (1)

]@ Incoming Call Route (2)
----- #8) WAN Port ()

----- 2 Directory (0)

-7 Time Profile (0)
-8} Firewall Profile (1)
-l IP Route (2)

----- 8 Account Code (0)
----- e License (6)

""" W& Tunnel (0)

H-§ User Rights (9)

----- @ Auto Attendant (0)
H-" g ARS (2)

""" & Location (0)
----- ‘m Authorization Code (0)

Edit Channel
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Lecal URL
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Registration
Incoming Group
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Mazx Calls per Channel
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r
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5.4.6 SIP Line - VoIP Tab

Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

In the sample configuration, the Codec Selection was configured using the Custom option,
allowing an explicit order of codecs to be specified for the SIP Line. The buttons allow
setting the specific order of preference for the codecs to be used on the SIP Line, as shown.
Codecs G.729(a) and G.711ULAW were selected for audio.

Select None for Fax Transport Support (see Section 2.1)

Set the DTMF Support field to RFC2833. This directs IP Office to send DTMF tones using
RTP events messages as defined in RFC2833.

Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on the
trunk.

Check the PRACK/100rel Supported box, to advertise the support for reliable provisional
responses and Early Media to Claro.

Default values may be used for all other parameters.

Click OK to commit (not shown).

GEXETEI 1B ) GOFBIU™S |

|E 1P Line -Lina 7

D Liva | Trampart | 59 umr;s Fan| 51 Cradhernuss | IP Advancedt | Enginesnng

Codec Selechon Luwvtom l Y. Codec Lockdown

Unuses Selectes
GI11 ALAW 84K 6T ) AK CS-ACELP
GI231 GG MPAG GT11 VLAY 64K

)TV Sugpont fECm33

Meds Securdy Drastios

Note: The codec selections defined under this section (SIP Line — VoIP tab) are the codecs selected
for the SIP Line (Trunk). The codec selections defined under Section 5.2.4 (System —Codec tab) are
the codecs selected for the IP phones/extension (H.323 and SIP).
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5.4.7 SIP Line — SIP Advanced Tab

Select the SIP Advanced tab. For outbound calls with privacy enabled, IP Office will replace the
calling party number in the From and Contact headers of the SIP INVITE message with
“anonymous”. IP Office can be configured to use the P-Preferred-ldentity (PPI) or P-Asserted-
Identity (PAI) header to pass the actual calling party information for authentication and billing
purposes. By default, IP Office will use the PPI header for privacy. To configure IP Office to use the
PAI header for privacy calls:

e Check the box for Use PAI for Privacy.

e Default values may be used for all other parameters.

e Click OK to commit (not shown).

[P Ofices | = SIP Line - Line 17 -4
P Loe| Tamspon |58 51l voP  [133 50 P C o] P A3anced Jeng

v

sdrmsing Metfu

wsocition Method By Source B addeen - Abgw Empey INVITE
Send Esngpty re INVITE

Cal fcuting Mathed Pt UL -
Alcw Ts Tag Changs
r Suppress DNS SRY Lookups P-Eady-Meda Support None »

{13 Send SdenceSupp=Cff
Idertty

se Phone Context

Metba Connechon Duabled =

Preservabon

¥ Call Contrel

Cai Inestion Timeout 8 i

Cofl Quessing Temeost (m) $

Service Buny Respense 456 « Bany Hare -
Cache Auth Credential J \ , .
on No User Besgandng -

- 2 406 -Fagumst Tomeont -
User-Agwnt and Server Headen Semd
Acten om CAC Location Alow Vocemal =
Lime
Suppress QA% Rexson
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Ermulate NOTIFY fur #5FFR

No REFER ff uming Diverson
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5.5 Users

Configure the SIP parameters tab for each user that will be placing and receiving calls via the SIP
Line defined in Section 5.4. To configure these settings, first navigate to User - Name in the
Navigation Pane where Name is the name of the user to be modified. In the example below, the
name of the user is TestExtn2222. Select the SIP tab in the Details Pane. The values entered for the
SIP Name allow matching of the SIP URI for incoming calls without having to enter this number as
an explicit SIP URI for the SIP Line (Section 5.4.5). The SIP Name and Contact are set to one of
the DID numbers assigned to the enterprise by Claro. The SIP Display Name (Alias) parameter can
optionally be configured with a descriptive name. If all calls involving this user and a SIP Line
should be considered private, then the Anonymous box may be checked to withhold the user’s
information from the network. This can also be accomplished by activating “Withhold Number” on
H.323 Deskphones (not shown). Click the OK to commit (not shown).

IE TestExtn2222: 2222
Dualln | Vowe Recurding | Button Prog ung  Mera Progr g | Molnslty | Group Membenhip | Anncuncements
SP Name TENETI
SP Displey Naene (Aias)  Testben2222
Contact mnhang
Anarymous
| &=
-
.
4§y User Righes )
- A
. ( A
- L
a . o)
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5.6 Incoming Call Route

An incoming call route maps inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system. In a scenario like the one used for the
compliance test, only one incoming route is needed, which allows any incoming number arriving on
the SIP trunk to reach any predefined extension in IP Office. The routing decision for the call is
based on the parameters previously configured for Call Routing Method and SIP URI (Section
5.4.5) and the users SIP Name and Contact, already populated with the assigned Claro DID
numbers (Section 5.5).

5.6.1 Incoming Call Route — Standard Tab

To create an incoming call route, right-click Incoming Call Route in the Navigation Pane and select
New.

On the Standard tab of the Details Pane, enter the parameters as shown below.
e Set the Bearer Capacity to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.
e Default values can be used for all other fields.

IP Offices = 17

2-R BOOTP (3) Standard | Voice Recording | Destinations|
4% Operator (3)
I_ B HomD_IPO_SBC I

-+ Systemn (1) n : -

+’T'_‘, Line (5) Bearer Capability lAny‘urmce

+ = Control Unit (3) Line Group ID 17 -

+-4 Extension (20)

H-§  User(22) Incoming Mumber

+1ﬂ Group (2)

+-8% Short Code (58) Incoming Sub Address

+® ;ir?ae) © Incorming CLI

=¥ P Incoming Call Route (2) Locale [ 'I
gy]

. 0 Priority ll - Low VI
-8 WAN Port (0)
--am Directory (0) Tag
-1 Time Profile (0)
+@ Firewall Profile (1) Hold Music Source [System Source 'I
=l 1P Route (2)

-l Account Code (0]

- B License (6)

- Tunnel (0]

+-§4 User Rights (9)

ﬁ Auto Attendant (0)
+g’ ARS (2)

IE Location (0)

488 Authorization Code (0)

Ring Tone Override MNone -
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5.6.2 Incoming Call Route — Destinations Tab

e Under the Destinations tab, enter “.” for the Default Value. This setting will allow the call
to be routed to any destination with a value on its SIP Name field, entered on the SIP tab of
that User, which matches the number present on the user part of the incoming Request URI.

e Click OK to commit (not shown).

IP Offices = 17
a EOOTP (3] | Standard | Voice Recording Destinations
[+-{7 Operator (3)
IQ...;.F, Hc-mn_IPO_SBCl TimeProfile Destination

"= System (1) 3 | Default Value |
-7 Line (3)
-2 Control Unit (3]
-4 Extension (20)
- User(22)
ﬂ Group (2)
(-8 Short Code (58)
@B Service (0)
i RAS (1)
EI@ Incoming Call Route (2)
P17
4 0
----- BB WAN Port (D)
----- @ Directory (0)
----- £ Time Profile (0)
G- @8 Firewall Profile (1)
-Jill IP Route (2)
----- | Account Code (0)
----- % License (6)
""" @& Tunnel (0)
#-§i User Rights (9)
----- i Auto Attendant (0)
- ARS (2)
""" & Location (0]
----- m Authorization Code (0)
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5.7 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used. With ARS, features like time-based routing criteria and alternate routing can
be specified so that a call can re-route automatically if the primary route or outgoing line group is
not available. While detailed coverage of ARS is beyond the scope of these Application Notes, and
alternate routing was not used in the reference configuration, this section includes some basic screen
illustrations of the ARS settings used during the compliance testing.

5.7.1 Short Codes and Automatic Route Selection

To create a short code to be used for ARS, right-click on Short Code on the Navigation Pane and
select New. The screen below shows the short code 9N created (note that the semi-colon is not used
here). In this case, when the IP Office user dials 9 plus any number N, instead of being directed to a
specific Line Group ID, the call is directed to Line Group 50: Main, which is configurable via
ARS.
e Inthe Code field, enter the dial string which will trigger this short code. In this case, 9N was
used (note that the semi-colon is not used here).
e Set Feature to Dial. This is the action that the short code will perform.
e Set Telephone Number to N. The value N represents the number dialed by the user after
removing the 9 prefix. This value is passed to ARS.
e Setthe Line Group ID to 50: Main to be directed to Line Group 50: Main, which is
configurable via ARS.
e Click the OK to commit (not shown).

IP Offices 7 9N: Dial*
----- 8% 30 + || Short Code
..... “ *31
----- % 32N Code 9N
----- X F33NE
----- X <34 Feature Dial
----- X F35vE
..... Bx *35 Telephone Mumber M
----- X 37 NE . A
_____ P —— Line Group ID 50: Main
""" 9 39 Locale
..... “ =40
----- "4 Force Account Code
.... % 742 Force Authorization Code | |
..... “ *43 Horr
..... “ *SK\I
..... “ gN
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The following screen shows the default ARS configuration for the route Main, default values were
used for the testing.

The short codes in the default ARS form have the following roles:

Code Feature Telephone |Line | Description
Number Group
ID
11 Dial 911 17 These two short codes are used to route
Emergency emergency calls. A Dial Emergency call

is never blocked. If the required line is not

a1l E'al 911 17 available, the system will use the first
mergency available line. Similarly, calls using Dial

Emergency ignore any outgoing call bar
settings that would be normally applied to
the user.

ON; Dial 3K1 ON 17 Matches international numbers.

IN; Dial 3K1 IN 17 Matches national numbers.

XN; Dial 3K1 N 17 Matches 7 digit local numbers.

XXXXXXXXXXN; Dial 3K1 N 17 Matches 10 digit local numbers.

ARS Short Code Settings:

e Code: The digits used for matching to the user dialing.

e Feature: ARS short codes can use any of the Dial short code features or the Barred feature.
When a Barred short code is matched, the call will not proceed any further.

e Telephone Number: The number that will be output to the line as the result of the short code
being used as the match for the user dialing. Short code characters can be used such as N to
match any digits dialed for N or X in the Code.

e Line Group ID: The line group from which a line should be seized once short code matching
is completed, set to Line Group ID 17.
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The example highlighted below shows that for calls in the North American numbering plan, the user
dialed 9, followed by 1 and 10 digits (represented by 1N;). The 9 is stripped off, the remaining
digits, including the 1, are included in the SIP INVITE message IP Office sends to Claro.

=)
| ans |
ARS Boute 1D 5 7| Secondary Diel tone
[ ~ -
4~ Contred Unit (3) Route Name Mo {Systemlone . v}
& 4 Eaenion (20)
s User 22) Dual Delay Time System Defaut () e 2| Check User Call Barring
¥ Greug [2) )
9% Short Code (58]
@ servicn ) Descrption
i oy FAS (1)
; Incomng Call Route () - — .
WAN Port (0) In Service v Out of Service Route I"M’ -
#& Directory () |
() Time Profite I} & ;
o @ Frewot Profile 1) Time Profile ‘Hors | ———n. O\R & Hours Roste alicoes -
‘ £ P Bowte (2) b
o Account Cede (1) l
W License 0] "
l- :l“‘__"' “’mg‘:"m = Cede Tehephcne Number Featurs Line Group ID | Add
v o
Auto Attendant ) 1 9 Diad Emergency 7 —
€ ARS () u " Dhat Emergency 7 Rrmove
rE o o Die 3K1 57 £
iy e N Dt 31 17
8 Locaton )
] 84 Authanzation Code ) XN N Dt 21 u
HOOO00000N N Dint 361 17
[
| |
ARemate Reute Priodty Level [3 -:{ l
‘ Aremate Route Walt Time 3 2 A Fone |Slu Pots .
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5.8 Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the

configuration changes made since the last save. Note that clicking OK may cause a service
disruption. Click OK to proceed.

v : <

IP Office Settings

Homo IPO SBC

Configuration Reboot Mode

© Merge

) Immediate
") When Free
» Timed

Reboot Time

16:22

Call Barring
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6. Configure Avaya Session Border Controller for Enterprise
(Avaya SBCE).

This section describes the required configuration of the Avaya SBCE to connect to Claro SIP
Trunking Service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used; the configuration shown
here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning step
will have a screenshot associated with it. Some of the default information in the screenshots that
follow may have been cut out (not included) for brevity.

6.1 Log in Avaya SBCE

Use a Web browser to access the Avaya SBCE Web interface. Enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the Avaya SBCE management IP address.

Enter the appropriate credentials and click Log In.

o v o o Log In
Username: username

Password: [

SeSSiOI'I Border Contro"er This system is restricted solely to authorized users for legitimate
- business purposes only. The actual or attempted wunauthorized
for Enterprlse access, use or modifications of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures
and or criminal and civil penalties under state, federal or other
applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasens. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

© 2011 - 2013 Avaya Inc. All rights reserved.
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The Dashboard main page will appear as shown below.

Note: The license error shown in the screenshot below (in orange color) should not be seen in a
system that has been properly licensed.

Doman Folcles
TLS Maragement
Devce Specic Semings

Session Border Controller for Enterprise AVAYA
Dashboard
Adrmaestraton
BackpResiee Your systein does not have a valid license and ks currantly in the initial grace period. Please make sure you have configured a WebiLM
Sestern N server and that the WebL#M server has a curment. unexpired Session Barder Contraller for Enterprise ficense installed. Your system will no
o e longer accept configuration changes once the lnitial grace period has sxpined until 4 valid Scensn is installed.
Gotal Parameters
Giotal Prosikes If you hawe alrrady installed or updatod your SSCE ficense, click here to refresh the the licensing lnformaticn from the configurod WirbUM
FPY Servwees

Sevtem Torm 04 00 13 Py ASY L r EVS

Vrsiar 63503742 ASBCE Claw 1] '
Dudd Doty Th Oct 16 06 00 47 £07 20%

Lewnae sty A Prosem Comectng o 'WetlM Serne

Grsen Paadd State O sl Eestanton Parcd

e Poied Expiisco Date. Th Do 10 15:56: 12 AST 2015

Agaregate Lizenmeg Overages 0
Fask Licemsing Overage Coumt 0

To view the system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device was already added. To view the configuration of this device, click on View as shown
in the screenshot below.

Alarms Incidents Status Deagnoslics Usars

System Management
Giobal Parameters

Session Border Controller for Enterprise AVAYA
Dashboard System Management

Administration

BackupRestore

Managamant

Device Name P Viearsion Status
Giobal Profiles x
PPM Services Avaya SBCE ?13“2"&3' Commissioned  Reboot Slutdown Restart Appicaon [V3w] Eat Uninsta
Domain Polcies
TLS Management
Device Specific Seflings
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To view the network configuration assigned to the Avaya SBCE, click View on the screen above.
The System Information window is displayed as shown below.

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for all
other fields.

System Information: ASBCE Claro X
General Configuration Device Configuration r License Allocation
Appliance Name ASBCE Claro HA Mode Mo Standard Sessions 0
Requested: 0
Box Type SIP Two Bypass Mode No .
Advanced Sessions 0

Requested: 0

Deployment Mode  Proxy

Scopia Video Sessions
Requested: O

Encryption 4
r Network Configuration
IP Public IP Metmask Gateway Interface
192.168.42.2 192.168.42.2 255.255.255.0 192.168.42.1 Al
10.33.139.201 10.33.139.201 255.255.255.252 10.33.139.202 B1
r DNS Configuration Management IP(s)
Primary DNS .61.36 P 192.168.1.20
Secondary DNS 61.161
DNS Location DMZ
DNS Client IP 192.168.42 2

On the previous screen, note that the Al correspond to the inside interface (Private Network side)
and B1 correspond to the outside interface (Public Network side) of the Avaya SBCE. (Refer to
Figure 1).

IMPORTANT! — During the Avaya SBCE installation, the Management interface (labeled
“M1”) of the Avaya SBCE must be provisioned on a different subnet than either of the Avaya
SBCE private and public network interfaces (e.g., Al and B1).
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6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters across
all Avaya SBCE appliances.

6.2.1 Server Interworking — Avaya-IPO

Interworking Profile features are configured to facilitate interoperability of implementations between
enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since directly modifying a
default profile is generally not recommended, for the test configuration the default avaya-ru profile
was duplicated, or “cloned”. If needed, the profile can then be modified to meet specific
requirements for the enterprise SIP-enabled solution. For Claro, this profile was left with the avaya-
ru default values.

On the left navigation pane, select Global Profiles & Server Interworking (not shown). From the
Interworking Profiles list, select avaya-ru. Click Clone on top right of the screen (not shown).

Enter the new profile name in the Clone Name field, the name of Avaya-1PO was chosen in this
example. Click Finish.

Clone Profile X

Profile Name avaya-ru
|Clone MName Avaya-lPO |
Finish
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The following screen capture shows the General tab of the newly created Avaya-1PO Server
Interworking Profile.

Session Border Controller for Enterprise
Dashboard Interworking Profiles: Avaya-IPO
Administrabon
BackupRestore =
System M Chck byre 1o 0dd » descrpbon
Global Parameters. Ll Gonorat | | Timars | | URI Maniputation | | Header Maniputation | | Advanced |
Damain Do3 0CS Edge-Server Hold Suppon noie
: Cinco<em 100 Handling Heas
Server interworking
. oo 181 Handlng Neme
Media Forking Sipeta-Halo b -
Routing OCS PR z 183 Handleng Hora
Server Configuration e Rofer Handlng No
Topology Hiding e UR) Grevp tirw
Signaing Manpulation SPGeneal Sand Held No
UR! Groups AvayaLS1000 Shih N
PPM Services % Hminy -
Doman Policies Deeesion Header Sugpont No
TLS Management o s Detayed SDP Handing No
Device Specfic Settings Re-mate Handing L
T.38 Suppen to
URS Scharne sp
Via Header Format RFCI281
Prvacy Enabled No
User Name
P-Assented-identity No
P-Profored-identity No
Praacy Heodes
DTMF Suppod tore
Eae |
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The following screen capture shows the Advanced tab of the newly created Avaya-1PO Server

Interworking Profile.

Incxdents

Dashboard
Administrabon
Badop Restoes
System Management
Giobal Parameters
[Gma o]
Doman DoS
Fingetpent

Phone interworking
Meda Fordung
Routrg
Server Contiguraton
Tapology Hiding
Signalng Marpuation
URI Grougrs

PPM Services

Doman Pokces

TLS Managament

Dewice Speciic Sesngs

Session Border Controller for Enterprise

Intarworking Profiles: Avaya-IFO

Ada |

Wturwoiing Prifies

2100

waya i
OCS-Edge-Server
oaco<om

age
OCS-FronEnd-Server

SP-General

(ick haee 35 03 » descrighion

| Ganoral | Timers || URI Maniputation | | Heoder Maniputation | [ 25.01c- |

Recera Routes

Topokegy Hidng Crangs CaliD
Callinlo NAT

Change Max Formands

inciude End Poimt IP for Coment Leokup
OCS Extensions

AVAY A Exteraions

NORTEL Extensions

Diversion Manpdason
Metarwitch Extongiors

Reset on Tak Spurt

Reset SRTP Contuxn) on Seasion Refrash

Eot Sides
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6.2.2 Server Interworking - SP-General
A second Server Interworking profile named SP-General was created for the Service Provider.

On the left navigation pane, select Global Profiles = Server Interworking (not shown). From the
Interworking Profiles list, select Add (not shown) (note that Add is being used to create the SP-
General profile instead of cloning the avaya-ru profile).

Enter the new profile name, the name of SP-General was chosen in this example.
e Click Next.

Interworking Profile

| Prafilke Namea SP-Ganaral

Next

e Accept all other default values by clicking Next and then Finish (not shown).
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The following screen capture shows the General tab of the newly created SP-General Server

Interworking Profile.

Session Border Controller for Enterprise

Interworking Profiles: SP-General

Device Specic Settings

Oashboard
Administrabion
BachupRestore
System Management
Global Par. €32100
# | Global Profies »ayasu
Domain DoS OCS Edge-Servar
Fingerprint
¢
Server Interworking
Phone Irterworkng Supa
Media Forlang Sipeca-Halo
Roung OCS FrontEnd-Sarvor
Server Configuration
Acays-SM
Topology Hiding 4
Signaiing Manpulation
URI Groups Avays £S1000
PPM Seevic
o e Avaya #0
Domain Policies
TLS Management AvayaCM

Gonoral || Thoers

Mold Suppont
150 Handling
181 Handbog
182 Handlng
183 Handling
Refer Handling
UR! Gegup
Sand Hoid
Bxx Handlng

Diversion Header Suppon

Delayed SDP Handing
Re-imate Handing

T 28 Suppont

URI Scheme

Via Meader Format

Privacy Enabled
User Name
P-Assened-ldentity
P-Preferred-identity

Pracacy Meadet

DTMF Sugpont

Clck hare ta 2dd a Geacnpbon

Hore

No
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The following screen capture shows the Advanced tab of the newly created SP-General Server

Interworking Profile.

1 InCdens Stahs

Dashboard
Adminisaanon
Backup/Restaro -
Systesn Management

Glotal Parameters

Session Border Controller for Enterprise

Imerworking Profiles: SP-General
Add

Irrbvewring Profiee L3 bore 10 add 8 Sosaripion

o210

| Gunarat || Timees | Ust Mani

i 11

«| Global Proties ey
~ Recoed Rowtes Both Sides
Domain DaS OCS-Edige-Sarwe s &
Firgerpnt = i Topalogy Hiding Change Call 1D Yos
5 50002
! Server Call-dalo NAT Ne
. cupe
L iy Change Max Fonawds Yo
Fhone Interworking OCSFrentEnd-Sanver
Inchude Exd Point P for Context Lockup Ne
Meda Forkng Avryp B0
" OCS Extensioos N
v
Servet AVAYA Exsensions No
Conf
SN NORTEL Extensions Ne
Topology Hdng
Signaling Diversion Masipulation No
Marvpulaton Mataswich Exsensions Ne
URI Groups Reset on Tak Spun N
PPM Services
Reset SRTP Coment on Session Rekesh Ne
Doman Folcies ~

Help ~

Log Out

AVAYA

| Runame Done || Duleta

6.2.3 Server Conf

iguration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (IP Office) and
the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration (not shown). Click Add Profile (not shown) and enter the profile

name: IP Office.
e Click Next.

Add Server Configuration Profile

Profile Name

IP Office

Neaxt
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On the Add Server Configuration Profile window:
e Server Type: Select Call Server.
e IP Address/FQDN: 192.168.42.1 (IP Address of IP Office).
e Port: 5060 (This port must match the port number defined in Section 5.2.1).
e Transports: Select UDP.

e Click Next.
Add Server Configuration Profile X
!Server Type I Call Server v |
| Add |
IP Aadress /| FQDN Port Transpoct
([192.168.42.1 [5060 | [00F___v| Dot
| Back Naxt ‘

Note: UDP transport protocol was used on the connection between the Avaya SBCE and IP Office.
However, TCP can be used instead if necessary.

e Click Next on the Authentication window (not shown).
e Click Next on the Heartbeat window (not shown).

On the Add Server Configuration Profile - Advanced tab:
e Select Avaya-1PO from the Interworking Profile drop down menu.
e Leave the Signaling Manipulation Script at the default None.

e Click Finish.
Add Server Configuration Profile - Advanced X
Enable DoS Protection O
Enable Grooming |
Interworking Profile |Avaya-IPO v| |
Signaling Manipulation Script |Nune V|
Connection Type SUBID e
| Back | | Finish |
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The following screen capture shows the General tab of the newly created IP Office Server
Configuration Profile.

Settngs Help « Log Out

Session Border Controller for Enterprise AVAYA

Dashbosard Server Configuration: |P Office

AdMiEAEnen Ranemu | Clone || Delete

Backup/Restore

Md,
(o] Avathessication | Hearstmat | | A

Systern Management

Giobal Parameters Server Type Call Server
« | Giobal Protlos Servics Provider
5 s ¥ Addvess | FOON Pod Trampert
omain
[192160.421 60 uoP |
Fingarpeint
Server Inferworking Edn

Phone Interworking

Medsas Forkng
Routng '
Configuration
Tapology Hang
Signaking
Marvpulaton
URI Groups
PPM Seevices
Doman Policies
TLS Management V.

The following screen capture shows the Advanced tab of the newly created IP Office Server
Configuration Profile.

Asarms 1 nodents  Salusv Logs

Disgnostics  Users Settings v Heipvy Log O

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: IP Office

Admmnistration [ Afm, | Hename ”C}Vane i Csinta
Backup/Restore

System Management
Global Parameters

[
Doman DoS
Fingerpant
Server Interwocking
Phone Inderwarong
Media Forking
Routing

Server
Configuration
Topology Hidng
Sigralng
Manipulstion

URI Groups
PPM Services
Domain Pohces
TLS Management

ot | R ot 1711
-ﬂ’ (ffice o B - - '

Emable DoS Protection
Service Provider
Emable Grooming
| imenwoeking Pros Avaga-PO |
Signafing Manigulation Scrigt Noos
Cormmaction Typs SUBID
| ?9'} | '
=]
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles (not shown) section and enter the profile name: Service Provider.

e Click Next.

Add Server Configuration Profile

Profike Mame Service Provider

et

On the Add Server Configuration Profile window:
Server Type: Select Trunk Server.
IP Address / FQDN: 10.2.0.18 (IP Address of the Service Provider SIP Proxy).

e Port: 5060.
e Transports: Select UDP.
o Click Next.

lServer Type [ Trunk Server v I

| Add |
IP Address / FQDN Port Transport
102018 5060 | [uoP V| oelets
| Back ‘ | Next

e Click Next in the Add Server Configuration Profile - Authentication window (not
shown).
e Click Next in the Add Server Configuration Profile - Heartbeat window (not shown).
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In the Add Server Configuration Profile - Advanced window:
e Select SP-General from the Interworking Profile.
e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection O
Enable Grooming O
| Interworking Profile [SP-General v |
Signaling Manipulation Script
Connection Type

The following screen capture shows the General tab of the newly created Service Provider Server
Configuration Profile.

™ 1 InCdenas Stalus v

Session Border Controller for Enterprise AVAYA
Uashbaard ~ Server Configuration: Service Provider
Administration Add Rerame | Ciooe || Delete
System Management — ‘ J I
- 1P Office
Glotal Parameters Sarver Type Trunk Sarvar
‘i Global Profles
1P Adsbvess ) FODN Pant I ranspan
Domain DaS
102918 5060 UDP
Fangerpant
Server inferworking Est

Phooe Interworking

Meda Forkng

Routing '
Server
Configuration

Topology Hang
Signaling
Marvpulaton
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PPM Services

Dornain Poliies
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The following screen capture shows the Advanced tab of the newly created Service Provider
Server Configuration Profile.

MNarms 1 incdents

Logs v Duagnostcs

Users

Dashboard
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Backup/Restore
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Server
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Session Border Controller for Enterprise
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6.2.4 Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other types
of domain policies, to determine the route that SIP packets should follow to arrive at their intended
destination.

Two Routing profiles were created, one for inbound calls, with IP Office as the destination, and the
second one for outbound calls, which are sent to the Service Provider SIP trunk.

To create the inbound route, from the Global Profiles menu on the left-hand side (not shown):

Select Routing (not shown).

Click Add in the Routing Profiles section (not shown).
Enter Profile Name: Route _to IPO.

Click Next.

Routing Profile

Profile Mame Route_io_IPC

Mzt

On the Routing Profile screen complete the following:

Select * under URI Group.

Click on the Add button to add a Next-Hop Address.
Priority / Weight: 1

Server Configuration: Select IP Office.

Next Hop Address: This field is populated automatically with 192.168.42.1:5060 (UDP) (IP
Office IP address, Port and Transport).

e Click Finish.
Routing Profile X
URI Group Time of Day
Load Balancing | Priority ~| NAPTR
Transport None w Next Hop Priority ]
Next Hop In-Dialog | Ignore Route Header |
Priority / Server Configuration Mext Hop Address Transport
Weight
[ | [IP Office v| [192.168.42.1:5060 (UDF) v|| [None | Delete
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The following screen shows the newly created Route_to IPO Routing Profile.
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Similarly, for the outbound route:
e Select Routing (not shown).
e Click Add in the Routing Profiles section (not shown).
e Enter Profile Name: Route _to SP.
e Click Next.

Routing Profile X

| Prodile Mame Foute_1o_SP |
et
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On the Routing Profile screen complete the following:
e Select * under URI Group.

e Click on the Add button to add a Next-Hop Address.

e Priority / Weight: 1

e Server Configuration: Select Service Provider.

e Next Hop Address: This field is populated automatically with 10.2.0.18:5060 (UDP)
(Service Provider SIP Proxy IP address, Port and Transport).

e Click Finish.

Routing Profile X

| URI Group | Time of Day
Load Balancing | Priority v| NAPTR
Transport None v Next Hop Priority
Next Hop In-Dialog 1 Ignore Route Header
Priority / .
Weight Server Configuration Next Hop Address
| [1 | [Service Provider v| [10.2.0.18:5060 (UDP)

Transport

v|| None “| Delete

The following screen capture shows the newly created Route_to_SP Routing Profile.
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6.2.5 Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP packets,
preventing private enterprise network information from being propagated to the un-trusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP headers
like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains expected
by IP Office and the SIP trunk service provider, allowing the call to be accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on the
SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).
e Enter the Profile Name: IP Office.

e Click Finish.
Profile Marme default
.':|I:|I'Il Nama IP Office |
Finish
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The following screen capture shows the newly added IP Office Topology Hiding Profile. Note that
no values were overwritten (left with default values).

Session Border Controller for Enterprise AVAYA
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To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding from
the Global Profiles menu on the left-hand side (not shown):
e Click on default profile and select Clone Profile (not shown).

e Enter the Profile Name: Service_Provider.
e Click Finish.

Clone Proflle X

Profile Name default
lClone Name Service_Provider ]
Finish
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The following screen capture shows the newly added Service_Provider Topology Hiding Profile.
Note that no values were overwritten (left with default values).
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6.3 Domain Policies
Domain Policies allow configuring, managing and applying various sets of rules designed to control

and normalize the behavior of call flows, based upon various criteria of communication sessions
originating from or terminating in the enterprise.

6.3.1 Application Rules

Application Rules defines which types of SIP-based Unified Communications (UC) applications the
Avaya SBCE will protect: voice, video, and/or Instant Messaging (IM). In addition, Application
Rules defines the maximum number of concurrent voice and video sessions the network will process
in order to prevent resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules (not shown).
e Click on the Add button to add a new rule (not shown).
e Rule Name: enter the name of the profile, e.g., 500 Sessions.

e Click Next.

Rule Name 500 Sessions

et

e Under Audio check In and Out and set the Maximum Concurrent Sessions and Maximum
Sessions Per Endpoint to recommended values, the value of 500 was used in the sample
configuration.

e Click Finish.

Application Rule X

- Maximum Concurrent  Maximum Sessions
R S Sessions Per Endpoint
Audio [s00 | [s00 |
Video O o
IM 0o O
® None
CDR Support ) CDR w/ RTP
O CDR wio RTP
RTCP Keep-Alive O
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The following screen capture shows the newly created 500 Sessions Application Rule.
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6.3.2 End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security, etc.)
to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select End
Point Policy Groups (not shown).

e Click on the Add button to add a new policy group (not shown).

e Group Name: Enterprise.

e Click Next.

Group Name Entenpriss

Next
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e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.

Policy Group X

Application Rule [500 Sessions v
Border Rule |default v|
Media Rule |default-low-med v|
Security Rule

Signaling Rule [default v

The following screen capture shows the newly created Enterprise End Point Policy Group.
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Similarly, to create an End Point Policy Group for the Service Provider SIP Trunk.
e Click on the Add button to add a new policy group (not shown).
e Group Name: Service Provider.
e Click Next.

Greup MName Sarvice Provider

MNext

e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.
Policy Group X
Application Rule [500 Sessions M
Border Rule default hd
Media Rule |default-low-med v
Security Rule default-low
Signaling Rule |default v
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The following screen capture shows the newly created Service Provider End Point Policy Group.
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6.4 Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters, which
determine how a particular device will function when deployed in the network. Specific server
parameters, like network and interface settings, as well as call flows, etc. are defined here.

6.4.1 Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings under Device Specific Settings on the left hand
side, select Network Management. Select the Network Configuration tab.

In the event that changes need to be made to the network configuration information, they can be
entered here.

Use Figure 1 as reference for IP address assignments.

Incdents Sl ~ Logs - s Senings « Help ~ Log Ou
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On the Interface Configuration tab, click the Toggle control for interfaces Al and B1 to change the
status to Enabled. It should be noted that the default state for all interfaces is disabled, so it is
important to perform this step or the Avaya SBCE will not be able to communicate on any of its
interfaces.

Alarms Incidents  Status~  Logs~  Diagnostics  Users Setangs v Help v Log Ot

Session Border Controller for Enterprise AVAYA
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6.4.2 Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, the port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface (not shown).

Select Add in the Media Interface area (not shown).

Name: Private_med.

Select IPOffice (A1, VLAN 0), the IP address will be populated automatically to
192.168.42.2 (Inside IP Address of the Avaya SBCE, toward IP Office).

Port Range: 35000-40000.

e Click Finish.
Name | Private_med |
[IPOffice (A1, VLAN D) v|
IP Address
Port Range [35000_|-[40000 ]
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 64 of 82

SPOC 1/6/2016 ©2016 Avaya Inc. All Rights Reserved. ClaroPRIPO91SBC



e Select Add in the Media Interface area (not shown).

e Name: Public_med.

e Select Claro (B1, VLAN 0), the IP address will be populated automatically to 10.33.139.201
(Outside IP Address of the Avaya SBCE, toward the Service Provider).

e Port Range: 35000-40000.

e Click Finish.

Add Media Interface X

Name

IP Address

Port Range

|Public_med |

[Claro (B1. VLAN 0) M

10.33.139.201 v
35000 |-|40000

The following screen capture shows the newly created Media Interfaces.
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6.4.3 Signaling Interface

To create the Signaling Interface toward IP Office, from the Device Specific menu on the left hand
side, select Signaling Interface (not shown).

Select Add in the Signaling Interface area (not shown).

Name: Private_sig.

Select IPOffice (A1, VLAN 0), the IP address will be populated automatically to
192.168.42.2 (Inside IP Address of the Avaya SBCE, toward IP Office).

UDP Port: 5060.

e Click Finish.
Add Signaling Interface X
Name |Privale_sig X |
[IPOffice (A1, VLAND)  v|
IP Address
192168 42 2 v

TCP Port | |
Leave blank to disable
UDP Port
Leave bl Enk to disable |5C|6GI |
TLS Port | |
Leave blank to disabla

TLS Profile None v

Enable Shared Control

Shared Control Port
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e Select Add in the Signaling Interface area (not shown).

e Name: Public_sig.

e Select Claro (B1, VLAN 0), the IP address will be populated automatically to 10.33.139.201
(Outside IP Address of the Avaya SBCE, toward the Service Provider).

e UDP Port: 5060.
e Click Finish.

Add Signaling Interface X

Enable Shared Control

Shared Control Port

Name |Pub|i<:_sig |
[Claro (B1. VLAN 0) v
IP Address
10.33.139.201 W

TCP Port | |
Leave blank fo disable
UDP Port
Lzave blank to dizable |5[JIE'D |
TLS Port | |
Legve blank to disable

TLS Profile None w

The following screen capture shows the newly created Signaling Interfaces.
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6.4.4 End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
group which contains several rules concerning processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

SIP Trunk Service Provider

Avaya SBCE

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 68 of 82
SPOC 1/6/2016 ©2016 Avaya Inc. All Rights Reserved. ClaroPRIPO91SBC




The End-Point Flows define certain parameters that pertain to the signaling and media portions of a
call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows (not shown), then the Server Flows tab. Click Add (not shown).

Name: SIP_Trunk_Flow.
Server Configuration: Service Provider.

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Private_sig.

Signaling Interface: Public_sig.

Media Interface: Public_med.

End Point Policy Group: Service Provider.
Routing Profile: Route_to IPO (Note that this is the reverse route of the flow).
Topology Hiding Profile: Service_Provider.
File Transfer Profile: None.

Signaling Manipulation Script: None.
Remote Brach Office: Any.

Click Finish.
Edit Flow: SIP_Trunk_Flow X
Flow Name |BIP_Trunk_FIow x|

Server Configuration Service Provider v
URI Group

Transport

Remote Subnet
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To create the call flow toward IP Office, click Add (not shown).
e Name: IP_Office_Flow.

e Server Configuration: IP Office.

e URI Group: *
e Transport: *
e Remote Subnet: *

e Received Interface: Public_sig.
e Signaling Interface: Private_sig.
e Media Interface: Private_med.

e End Point Policy Group: Enterprise.
e Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).

e Topology Hiding Profile: IP Office.

e File Transfer Profile: None.
e Signaling Manipulation Script: None.
e Remote Brach Office: Any.
e Click Finish.
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The following screen capture shows the newly created End Point Flows.
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7. Claro SIP Trunking Configuration

To use Claro’s SIP Trunk service, a customer must request the service from Claro using the
established sales processes. The process can be started by contacting Claro via the corporate web site
at: http://www.claropr.com/portal/pr/sc/empresas/ and requesting information.

During the signup process, Claro and the customer will discuss details about the preferred method to
be used to connect the customer’s enterprise network to Claro’s network. Claro will provide IP
addresses, Direct Inward Dialed (DID) numbers to be assigned to the enterprise, etc. This
information is used to complete the Avaya IP Office and Avaya Session Border Controller for
Enterprise configuration discussed in the previous sections.
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8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

8.1 Verification Steps

The following steps may be used to verify the configuration:
e Verify that endpoints at the enterprise site can place calls to the PSTN.
e Verify that endpoints at the enterprise site can receive calls from the PSTN.
o Verify that users at the PSTN can end active calls to endpoints at the enterprise by hanging
up.
e Verify that endpoints at the enterprise can end active calls to PSTN users by hanging up.

8.2 Avaya IP Office System Status
The following steps can also be used to verify the configuration.

Use the Avaya IP Office System Status application to verify the state of SIP connections. Launch the
application from Start - Programs - IP Office - System Status on the PC where Avaya IP
Office System Status is installed, log in with the proper credentials.

L5 Avaya 1P Office System Status I el |
AVAYA IP Office System Status

Help Bot About

Online [ Ol

Logon

Control Unit 1P Address:

Services Base TCP Port: ELERT

Local IP Address: 1700 T 0

Password:

M Auto reconnect

M Secure connection
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Select the SIP Line of interest from the left pane. On the Status tab in the right pane, verify that the
Current State is Idle for each channel (assuming no active calls at present time).

a7 W7 S 1 )
i AVAYA IP Office System Status |
SIP Trunk Summary
Une Service State: in Servce
Peer Doman Name: soif]
Line-1T
Resohved Address:
Line Number: 17
Furber of Admnstered Charnels: 10
Number of Charneis n Use: o
Admrestered Compresson:
Enabie Faststart: o
Slence Suppresson: off
Medo Sream: R
Layer 4 Protocel: e
9 Trunk Channel Licenses: Urimized .om s
S Trunk Channel Licersses n Use! °
5 Dewen Features:
State
1 ide 17n8 |
2 ide 1deyox023 |
3 tde | 1dsyozezy |
3 ide | 1deyoxozy |
5 ide | 1dyoxezn |
3 ide | dawoxezn |
7 Ide R
L e
s 3
10 ide
_TceM | [ puse | [ Pro. _sereps

Alarms for Line: 17 SIP sip://

45/2015 7:48:02 AM

Trurk out of Service

| [ormcebisuasonn | || Foree Outof serviee. | |
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8.3 Avaya IP Office Monitor

The IP Office Monitor application can be used to monitor and troubleshoot signaling messaging on
the SIP trunk. Launch the application from Start = Programs = IP Office = Monitor on the PC
where IP Office Manager was installed. Click the Select Unit icon on the taskbar and Select the IP
address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit “iew Filkers Status Help

=8| »8T| x|V @ ==

' F4 4

Start/Stop Trace Select
Trace Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows modifying the
threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

All Settings — [
T1 | YPN | WAN | SCH | Jade |
a4TM | Cal | DTE | EConf | FameRelsy | GOD | H322 | Intedace |
IS0OM ] Ke_l,l.fLamp] Direch:ur_l,l] tedia ] PP ] RZ ] Houting] Semvices S_I,Istem]
Events
¥ Sip [vebose = ™ STUN [~ SIP Dect
||
|| "
[ 1
FPackets
i
|| [~ 5IP Reg/Opt Rx [~ SIF Misc Rx
1 [ SIP Reg/Opt Tx [ SIP Misc Tx
I
[~ SIPCallRx [~ Cm Motify Rx
I [~ SIPCall T [~ Crn Motify Tx
v Sip Bx IP Filter [nnm.nnn.nnn.nnn)
W Sip Tx |
"
Default .a.u‘ Clear All ‘ Tab Clear.&ll‘ Tab semu| Corad
S s ‘ Lazd Fle ‘ Load Partial File| &l ‘
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8.4 Avaya Session Border Controller for Enterprise

There are several links and menus located on the taskbar at the top of the screen of the web interface
that can provide useful diagnostic or troubleshooting information.

There are several links and menus located on the taskbar at the top of the screen of the web interface
that can be used for diagnostic and troubleshooting.

Alarms: Provides information about the health of the Avaya SBCE.

Session Border Controller for Enterprise AVAYA
Dashboard » Dashboard A
Adminssration
HachpRestore Your systern does not Bayve » yalitf license and is currently in e aniflinl grace period Pleass muke sure you hieve configured » WebtiLM
sod 2 . server and sl the WebLM ssrvar has o curreol, tinexpired Session Border Cottrofier for Erderprise licanss installad. Your system will no
Sysiem Manapemen Jonger accapt configurstion changes oncs the infiad grace patiod Hes expired until o valid licenss is installsd
Global Parameters
Giobatl Proties If you fsave already installed of updsted your SBCE ficense, click hers 40 refrest e the licensing information from the configured WebM
Tl server.
FPM Secvicns
K s L e
TL5 Mantpamert Sytwm Time 07 0303 P AST Ustst,  EMS
* Devon Spechc Settings =
Neawerk Yo 635037142 ASHCE Garn
Management Do Dk Tho Ot 15 06.00 57 TOT 2048
Wi Intestace Liconse Sate & Prodion Coseeing 1o WatiM Seve
Sigemieg iniesince Gorncm Veriad Sum © iretal Exabaston Pwrind
End Pokt Flows
Oricn Ferbed Exsbruion Dule Tha Dec 10 1556 12 AST 205
Sesoon Flows
OMZ Servces Agyregae Licensing Dvesapoe 0
TURN'STUN Paak Liconsing Dwiege Comt 0
Sanvce
SNMP
Syslog Management v ASECE Clarw Link 1adame on intartace B1 Noom foumd v

The following screen shows the Alarm Viewer page.

Alarm Viewer AVAYA

At |

EMS
ASBCE Claro 1]

Detaits 0 Time Dewice

No alarms found for this device

| Clonr Selected || Clear All
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Incidents: Provides detailed reports of anomalies, errors, policies violations, etc.

Session Border Controller for Enterprise AVAYA
Dashboard » Dashboard X
Adminetration
HackhpResion Your systern does ot haye # yalif license and is carrently in M anifinl grace period Pleans muke sure you hirve configured » WetiLM
% o server and sl the WebLM ssrypr has o corrent, unexpired Ssesion Border Controller for Erderpnias licenss nstallad. Your system will o
Sywlem Manager jonger accept configurtion changes onos the inlfial grace patiod hes expired wntil o valid licenss is installsd
Gilcbal Parameters
Giobatl Proties I you fsave already installed of updsted yoar SBCE license, click hers 1o refresh the the licensing information from the configured WeblM
server.
FPM Secvicns
o ol
by sopia Systee Trme 070393 P AST Ustresty  EMS
%/ e Aveckic Sl Voerwern 635037142 Cam
Neawork Avce i
Management Tl Dot Tho Oct 15 06,00 57 0T 204
Madia Intertace Liense Sate 4 Problem Covoecting to WabtiM Senve
o v e Gormcn Vertad Saam © tretal Exabustion Perog
End Poket Flows
Grecn Ferled Exstruion Dale Tha Dec 10 1556 12 AST 205
Sesson Flows
OMZ Servces Agyregrhs Licensing Dveapos 0
TURN'STUN Peak Liconsing Dvarege Count 0
Sanvce
SNmP
Syslog Management v ASECE Clare Link 1akamw on intertace B1 Noom foumd v

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Dewice | Al V| Category [All V| | Cieat Fiters | Aefresh || Generate Report |
Displaying rasults 0 to 0 out of 0

No incldents found

1]
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE

network connectivity.

Your systern does not Baye # yalitf license and is currently in D aniflinl grace perlod Pleass muke sure you hieve configured » WebtiLM
server and sl the WebLN ssrypr Has o correol, nexpired Ssesion Border Cotrofler for Erderpniss licenss instaliad. Your system will no
jonger accept configurstion changes onos the inifia grace patiod hes expired wntil o valid licenss is installsd

If you fsave slready installed of updsted your SBCE ficense, click hers 40 refrest e the licensing information from the configured WeblM

Y T

Session Border Controller for Enterprise
Dashboard ~ Dashboard
Adminetration
HackupResione
System Management
Global Parameters
Gicbitl Protles 2
FPM Secvicns
Ooman Poloes
IS Samipien Systern Time 07 0393 P AST lntrest,
* Devon Spechic Settngs
714
ok Vrwen 6350342
Management Dadd Dt Tho Oct 15 06.00 57 TOT 2048
Nadia Intestacs Lconse Sate & Prodlom Coseecting to WebiM Server
Sihuieg Intestucs Gormcn Vrelad Suam © iretal Exabuaton e
End Pokt Flows
T
Session Flows Gricn Ferbed Exsbruion Dule Tha Dec 10 1556 12 AST 2015
OMZ Services Aapregrm Licensing Dvesapos 0
TURN'STUN Pask Licensing Dvarige Count 0
Sarvice
SNMP
Sysiog Management v ASECE Clare Link 1adame on intertace B1

s

ASHCE Qam '

Dot ‘
N foumd v

The following screen shows the Diagnostics page with the results of a ping test.

Pinging 192,168,421

X

Average ping from 192 168 42 2{A1] to 192 168.42 1 is 2.011ms
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings >
Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for the
trace and click Start Capture.

Session Border Controller for Enterprise AVAYA
FPM Senvices Trace: ASBCE Claro
Doman Polcoes
—m o | [Eapeers
.
Sunn Foeady
Media Inerface Yontoe Ay %
Sgrabng erface Lol AdDess g
End Fowt Flows i
Saskion Fhows Rserets Adyen
ey
OMZ Services
TURN/STUN Procel A
Service
S6IV0e Maxkoaurn Nurrdsr of Fachers o Cagtare 00
SNMP
¢ b T
Syskog Management Nt S v hom Gotig it o gt o Cesna jras
o[Trew e Atart Cogrpe inar |
Dobuggieg
DoS
Learning Y

Once the capture is stopped, click on the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Incdents  Shatus v Logs v Disgnoshics Users Sethings ~ Help v Log Oul

Session Border Controller for Enterprise AVAYA
PPM Services ~ Trace: ASBCE Claro
Domain Poficies
TLS Management ch.“ Captains
Netwark Resmsh
Management Fim Nuna Fils Som (Dytwn) Last Mediind
Media Inserface [Twst Captien 2015111817137 5 69,632 Nowembor 18,2015 71351 PMAST|  Dirsoie

Sgnaling Interface
End Point Flows
Sesson Flows

DMZ Services
TURNISTUN
Service
SKMP
Syshog Management
Advanced Optons

[Fouesoano]
Debugaryg
Trace

DosS
Learning
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9. Conclusion

These Application Notes describe the configuration steps necessary for configuring Session
Initiation Protocol (SIP) Trunk Service for an enterprise solution consisting of Avaya IP Office
Release 9.1 and the Avaya Session Border Controller for Enterprise Rel. 6.3 to interoperate with
Claro (Puerto Rico) SIP Trunking Service, as shown in Figure 1.

Claro (Puerto Rico) SIP Trunking Service passed compliance testing with the
observations/limitations outlined in the scope of testing in Section 2.1 as well as under test results in
Section 2.2
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Additional Avaya IP Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

Product documentation for Claro SIP Trunking Service is available from Claro.
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