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Abstract

These Application Notes describe the configuration steps required for NICE Engage Platform
6.15 to interoperate with Avaya Proactive Contact 5.2 with CTIl and Avaya Aura® Application
Enablement Services 8.1. NICE Engage Platform is a call recording solution.

In the compliance testing, NICE Engage Platform used the Event Services interface from
Avaya Proactive Contact to obtain information on calls and agent states, and used the Multiple
Registration feature from the Avaya Aura® Application Enablement Services Device, Media,
and Call Control interface to capture media associated with the agent stations for call
recording.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for NICE Engage Platform
(Engage) 6.15 to interoperate with Avaya Proactive Contact 5.2 with CTI and Avaya Aura®
Application Enablement Services 8.1. Engage is a call recording solution.

In the compliance testing, Engage used the Event Services interface from Proactive Contact to
obtain information on calls and agent states, and used the Multiple Registration feature from the
Application Enablement Services Device, Media, and Call Control (DMCC) . XML interface to
capture media associated with the agent stations for call recording.

The DMCC interface is used by Engage to register a virtual IP softphone against each agent
station to pick up the media for call recording. When there was an active call at the agent
station, Engage is informed of the call via events from the Event Services interface and starts the
call recording by use of media from the associated virtual IP softphone. The Event Services
events are also used to determine when to stop the call recordings.

Engage can be deployed with distributed components across multiple servers. The compliance
testing used two Engage servers in the test configuration — one server running the Application
Server, Database Server, and Interactions Center components, and the other server running the
Advanced Interaction Recorder component. The Application Server component is responsible
for the Engage web interface, the Interactions Center component is responsible for Event
Services connection with Proactive Contact, and the Advanced Interaction Recorder component
is responsible for DMCC connection with Application Enablement Services.

The compliance testing covered the recording of outbound calls that were delivered by Proactive
Contact for the CTI deployment option. The recording of inbound calls delivered by
Communication Manager under the agent blending mode is outside the scope of this compliance
test.
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2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the
Engage application, the application automatically established Event Services connection with
Proactive Contact and DMCC connection with Application Enablement Services.

For the manual part of testing, each call was handled manually at the agent with generation of
unique audio content for recording. Necessary agent actions such as release line and finish work
were performed from the Proactive Contact Agent application running on the agent desktops to
test various call scenarios.

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet connection to Engage.

The verification of tests included use of Engage logs for proper message exchanges and use of
Engage web interface for proper logging and playback of call recordings.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interfaces between Engage and
Avaya products included encrypted Event Services and DMCC connections.
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2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following on Engage:
e Handling of Event Services agent states and call events.
e Use of DMCC registration services to register virtual IP softphones.

e Use of DMCC device services and media control events to obtain media from the virtual IP
softphones.

e Proper recording, logging, and playback of calls for scenarios involving agent drop,
customer drop, hold, reconnect, long duration, multiple agents, and outbound agent blending
scenarios.

The serviceability testing focused on verifying the ability of Engage to recover from adverse
conditions, such as disconnecting and reconnecting the Ethernet connection to Engage.

2.2. Test Results
All test cases were executed and verified.

2.3. Support
Technical support on Engage can be obtained through the following:

e Web : http://nice.com/support
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3. Reference Configuration

The configuration used for the compliance testing is shown in Figure 1. The detailed
administration of basic connectivity between Communication Manager and Proactive Contact,
between Communication Manager and Application Enablement Services, and of call center
devices are not the focus of these Application Notes and will not be described.

The agent station extensions used in the compliance testing are shown in the table below.

Device Type Extension
Agent Station 65001 (H.323), 66006 (SIP)

Ssl;,msu I:\t,?d siP Trunk [ Session Border
Pr e d ::e Controller for
Qyiae Enterprise
: Proactive Contact
l\?grsmtaer;‘r I\ﬁ:i:ogr Agents with 96x1
9 g Endpoints
G650 Media Communication Proactive Contact
Gateway Manager with CTI
Event
Services
Application NICE
Media Server Enablement - Platf
Sarviens DMCC ngage Platform

Figure 1: Compliance Testing Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version

Avaya Aura® Communication Manager in 8.1.1
Virtual Environment (8.1.0.1.1.890.25763)
Avaya G650 Media Gateway NA
Avaya Aura® Media Server in 8.0.1.121
Virtual Environment
Avaya Aura® Application Enablement Services in 8.1.1
Virtual Environment (8.1.1.0.1.8-0)
Avaya Aura® Session Manager in 8.1.1
Virtual Environment (8.1.1.0.811021)
Avaya Aura® System Manager in 8.1.1
Virtual Environment (8.1.1.0.0310912)
Avaya Proactive Contact 5.2.0.1
Avaya Proactive Contact Agent 52.0.1
Avaya 9611G IP Deskphone (H.323) 6.8202
Avaya 9641G IP Deskphone (SIP) 7.1.6.1.3
NICE Engage Platform on 6.15.0001.77
Windows Server 2016 Standard

e Application Server

e Interactions Center

e Database Server

e  Avaya Proactive Contact Event SDK 5.12
NICE Engage Platform on 6.15.0001.77
Windows Server 2016 Standard

e Advanced Interaction Recorder

e Avaya DMCC XML 7.0.0.38
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

e Administer IP codec set
e Administer agent station

5.1. Administer Codec Set

Use the “change ip-codec-set n” command, where “n” is an existing codec set number used for
integration with Engage. For Audio Codec, enter the relevant codec.

In the compliance testing, “G.711MU” and “G.729” were configured, and this codec set was
used by the agent stations.

change ip-codec-set 1 Page 1 of 2

IP MEDIA PARAMETERS
Codec Set: 1

Audio Silence Frames Packet

Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729 n 2 20
33
4:
53
6:
E

Media Encryption Encrypted SRTCP: best-effort
1: 1-srtp-aescml28-hmac80
2: aes
3: none
4:
TLT; Reviewed: Solution & Interoperability Test Lab Application Notes 7 of 50

SPOC 3/2/2020 ©2020 Avaya Inc. All Rights Reserved. NICE-PC52-CTI




5.2. Administer Agent Station

Use the “change station n” command, where “n” is the first non-SIP agent station extension from
Section 3. Enable IP SoftPhone to allow a virtual IP softphone to be registered against the

station. Note the value of Security Code, which will be used later to configure Engage.

Repeat this section to administer all non-SIP agent stations from Section 3. In the compliance

testing, one agent station was administered.

change station 65001 Page 1 of
STATION
Extension: 65001 Lock Messages? n BCC:
Type: 9611 Security Code: 65001 TN:
Port: S000103 Coverage Path 1: 1 COR:
Name: CM Station 1 Coverage Path 2: COS:
Unicode Name? n Hunt-to Station: Tests: y

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 65001
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? y
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

e Launch OAM interface

e Verify license

e Administer H.323 gatekeeper
e Administer NICE user

e Administer security database
e Administer ports

e Restart services

e Export CA certificate

6.1. Launch OAM Interface

Access the OAM web-based interface by using the URL “https://ip-address” in an Internet
browser window, where “ip-address” is the IP address of the Application Enablement Services
Server.

The screen below is displayed. Log in using the appropriate credentials.

AVAYA Application Enablement Services

Management Console

Please login here:
Username

Password

Login Reset

Copyright A@ 2009-2016 Avaya Inc. All Rights Reserved.
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The Welcome to OAM screen is displayed next.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20
o o H H H Number of prior failed login attempts: 0
Av Appllcatlon Enablement Sel'VlceS HostName/IP: aes7/10.64.101.239
Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.1,0.1.8-0

Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

Home Home | Help | Logout

» AE Services

Communication Manager Welcome to OAM
Interface

High Availability

The AE Services Operations, Administration, and Management (OAM) Web provides you with tools

Licensing for managing the AE Server. OAM spans the following administrative domains:

Maintenance e AE Services - Use AE Services to manage all AE Services that you are licensed to use on
the AE Server.

Networking » Communication Manager Interface - Use Communication Manager Interface to manage

switch connection and dialplan.
Security « High Availability - Use High Availability to manage AE Services HA.
e Licensing - Use Licensing to manage the license server.
Status « Maintenance - Use Maintenance to manage the routine maintenance tasks.
« Networking - Use Networking to manage the network interfaces and ports.
e Secunity - Use Security to manage Linux user accounts, certificate, host authentication
and authorization, configure Linux-PAM (Pluggable Authentication Modules for Linux) and

User Management

Utilities so on.
» Status - Use Status to obtain server status informations.
Help » User Management - Use User Management to manage AE Services users and AE Services

user-related resources.
e Utilities - Use Utilities to carry out basic connectivity tests.
e Help - Use Help to obtain a few tips for using the OAM Help system

Depending on your business requirements, these administrative domains can be served by one
administrator for all domains, or a separate administrator for each domain.

6.2. Verify License

Select Licensing = WebLM Server Access in the left pane, to display the applicable WebLM
server log in screen (not shown). Log in using the appropriate credentials and navigate to
display installed licenses (not shown).

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20

H H H Number of prior failed login attempts: 0
AVA A Appllcatlon Enablement ser‘"ces HostName/IP: aes7/10.64.101.239
Management Cconsole Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.1.0.1.8-0
Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

nsing Home | Help | Logout

» AE Services

Communication Manager Licensing
Interface

High Availability If you are setting up and maintaining the WebLM, you need to use the following:

e WebLM Server Address

WebLM Server Address If you are importing, setting up and maintaining the license, you need to use the following:

WebLM Server Access « \WebLM Server Access

Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use
= the following:
» Maintenance

e Reserved Licenses

» Networking
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Select Licensed products = APPL_ENAB - Application_Enablement in the left pane, to
display the Application Enablement (CTI) screen in the right pane.

Verify that there is sufficient license for Device Media and Call Control as shown below.

AVAyA & Users v FElements v & Services v | Widgets v Shortcuts v

Aura® System Manager 8.1

Home User Management Licenses
B - = =
WebLM Home Application Enablement (CTI) - Release: 8 - SID: 10503000(Enterprise
Install license
g You are here: Licensed Products > Application_Enablement > View by Feature
Licensed products
ARRLENAD License installed on: August 8, 2019 4:43:51 PM -05:00
~ Application_Enablement
View by feature H 5
: License File Host VE-83-02-2D-26-52-01
View by local WebLM IDs:
Enterprise configuration Active Li(i:;::z Standard
» Local WebLM Configuration
License State NA
» Usages
3 Pay Per Use
pofocations License Available
Peadic staku Standard License Yei
ASBCE Available
» Session_Border_Controller_E_AE
CCTR Feature “ Currently
S ContaciCantar (License Keyword) SRR available
Unified CC API Desktop Edition
COMMUNICATION_MANAGER (VALUE_AES_AEC_UNIFIED_CC_DESKTOP) 1000 1000
» Call_Center CVLAN ASAI P i
» Communication_Manager (VALUE_AES_CVLAN_ASAI)
MESSAGING Device Media and Call Control
1000 1000
S Messaaing (VALUE_AES_DMCC_DMC)
MSR AES ADVANCED SMALL SWITCH 3 3
(VALUE_AES_AEC_SMALL_ADVANCED)
Medi Vi
» Media_Server DLG - -
SYSTEM_MANAGER (VALUE_AES_DLG)
> M i
SessionManager ( _AES_ - )
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6.3. Administer H.323 Gatekeeper

Select Communication Manager Interface = Switch Connections from the left pane. The
Switch Connections screen shows a listing of the existing switch connections.

Locate the connection name associated with the relevant Communication Manager, in this case
“cm7”, and select the corresponding radio button. Click Edit H.323 Gatekeeper.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20

o o H H H Number of prior failed login attempts: 0
Av Appllcatlon Enablement serV|CeS HostName/IP: aes7/10.64.101.239
Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.1.0.1.8-0
Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

-~ Communication Manager Switch Connections
Interface

Switch Connections ‘ | Add Connection |
ol e

High Availability O o Yes 30 ‘ 1

p e | Edit Connection || Edit PE/CLAN IPs | | Edit H.323 Gatekeeper || Delete Connection || Survivability Hierarchy |

» Maintenance

» Networking

The Edit H.323 Gatekeeper screen is displayed next. Enter the IP address of a C-LAN circuit
pack or the Processor C-LAN on Communication Manager to use as the H.323 gatekeeper, in
this case “10.64.101.236” as shown below. Click Add Name or IP.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20

AVAY/A Application Enablement Services |15 i e

Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8,1.1.0.1.8-0
Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

- Communication Manager Edit H.323 Gatekeeper - cm7
Interface
Switch Connections 10.64.101.236 i LA_dd Name or IP |
Dial Plan AR i iees

[ Delete 1P || Back |
High Availability
» Licensing

» Maintenance
» Networking
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6.4. Administer NICE User

Select User Management - User Admin => Add User from the left pane, to display the Add
User screen in the right pane.

Enter desired values for User 1d, Common Name, Surname, User Password, and Confirm
Password. For CT User, select “Yes” from the drop-down list. Retain the default value in the
remaining fields.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20
- - - Number of prior failed login attempts: 0
AVAYA Appllcatlon Enablement Services HostName/IP: aes7/10.64.101.239
anagement Console Server O_ffer Type: VIRTUAL_APPLIANCE_ON_VMWARE
M 9 SW Version: 8.1.1.0.1.8-0

Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

User Management | User Admin | Add User Home | Help | Logout

» AE Services

R Communication Manager Add User
Interface
High Availability Fields marked with * can not be empty.
- . * User Id nice
pAicoasing * Common Name nice
pMalnioennce * Surname nice
» Networking * User Password lessesees
» Security * Confirm Password |eeeessee 7‘
» Status Admin Note
v User Management Avaya Role 'None "‘
Service Admin Business Category
User Admin Car License
= Add User CM Home
= Change User Password Css Home ]
= List All Users CT User Yes v |

= Modify Default Users
= Search Users Display Nae

» Utilities
Employee Number
» Help Employee Type

Enterprise Handle

Department Number

Given Name
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6.5. Administer Security Database

Select Security = Security Database = Control from the left pane, to display the SDB
Control for DMCC, TSAPI, JTAPI and Telephony Web Services screen in the right pane.

Make certain both parameters are unchecked, as shown below.

In the event that the security database is used by the customer with parameters already enabled,
then follow reference [2] to configure access privileges for the NICE user from Section 6.4.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20

AVAY/A Application Enablement Services |57 2t |

Management Console Server O_ffer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.1.0.1.8-0
Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

Security | Security Database | Control Home | Help | Logout

» AE Services

, Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

High Availability Enable SDB for DMCC Service
» Licensing Enable SDB for TSAPI Service, JTAPI and Telephony Web Services
» Maintenance | Apply Changes |

» Networking

v Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
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6.6. Administer Ports
Select Networking => Ports from the left pane, to display the Ports screen in the right pane.

In the DMCC Server Ports section, select the radio button for Encrypted Port under the
Enabled column, as shown below. Retain the default values in the remaining fields.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 152.168.200.20
- — H Number of prior failed login attempts: 0
A\/A\ A Application Enablement Services [|.0;c » rer 2ied oo stens
Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.1.0.1.8-0

Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

Networking | Ports Home | Help | Logout

» AE Services

R Communication Manager Ports
Interface
High Availability CVLAN Ports Enabled Disabled
T sing Unencrypted TCP Port 9959 0
Mk eaeR Encrypted TCP Port lag9s 0
v Ne rkin:
Tbrideg DLG Port TCP Port 5678
AE Service IP (Local IP)
Network Configure TSAPI Ports Enabled Disabled
TSAPI Service Port 450 .
Ports
Local TLINK Ports
TCP/TLS Settings TCP Port Min 1024
) Security TCP Port Max 1038
Unencrypted TLINK Ports
p St TCP Port Min 1050
» User Management TCP Port Max 1065
» Utilities Encrypted TLINK Ports
) Help TCP Port Min |1066 )
TCP Port Max 1081 ]

DMCC Server Ports

Enabled Disabled

Unencrypted Port 4721 0
Encrypted Port |4722 O
TR/87 Port 4723 0
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6.7. Restart Services

Select Maintenance - Service Controller from the left pane, to display the Service Controller
screen in the right pane.

Check DMCC Service and select Restart Service.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20

H H H Number of prior failed login attempts: 0
AVA A Appllcatlon Enablement serVIces HostName/IP: aes7/10.64.101.239
Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.1.0.1.8-0
Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

Maintenance | Service Controller Home | Help | Logout

» AE Services

R Communication Manager Service Controller
Interface
High Availability | Service __[Controller Status
) Licensing ASAI Link Manager Running
: ¥ DMCC Service Running
¥ Maintenance )
= CVLAN Service Running
Date Time/NTP Server
DLG Service Running

Security Database ,
| Transport Layer Service Running

Service Controller :
[ TSAPI Service Running

Server Data
For status on actual services, please use Status and Control

\ Start I Stop l Restart Service l Restart AE Server l Restart Linux | Restart Web Server
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6.8. Export CA Certificate

Select Security - Certificate Management - CA Trusted Certificates from the left pane, to
display the CA Trusted Certificates screen in the right pane.

Select the pertinent CA certificate, in this case “SystemManagerCA”, and click Export.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20
= = - Number of prior failed login attempts: 0
‘\VAy‘\ Application Enablement Services HostName/IP: aes7/10.64.101.239

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.1.1.0.1.8-0

Server Date and Time: Thu Jan 23 14:23:22 EST 2020

HA Status: Not Configured

Security | Certificate Management | CA Trusted Certificates Home | Help | Logout

» AE Services

i Communication Manager CA Trusted Certificates
Interface

High Availability

| View || Import || Export || Delete |

» Licensing | Al [otts]  eswears | esueaty |Ewicationouel

» Maintenance

serverCertDefault ‘ valid ‘ aes7-081738682-labUseOnly 3es7-081738682-labUseOnly ‘ Aug 5, 2020 ‘
» Networking
. valid ‘ Avaya Product Root CA Avaya Product Root CA ‘ Aug 14, 2033 ‘
S SeTHYItE avayaprca ‘
Account Management avaya_sipca ‘ valid ‘ SIP Product Certificate Authority ||SIP Product Certificate Authority‘ Aug 17, 2027 ‘
Audit ® SystemManagerCA ‘ valid ‘ System Manager CA System Manager CA ‘ Oct 8, 2028 ‘
Certificate Management
= CA Trusted Certificates
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The Trusted Certificate Export screen is displayed. Select and copy everything from the
BEGIN CERTIFICATE to the END CERTIFICATE (not shown) lines. Paste the copied
content to a Notepad file and save with a desired file name such as “caSMGR.crt”.

This CA certificate needs to be installed on Engage for establishment of encrypted DMCC
connection with Application Enablement Services.

Welcome: User
Last login: Thu Jan 23 13:07:59 2020 from 192.168.200.20
= = = Number of prior failed login attempts: 0
AVAYA Application Enablement Services HostName/IP: aes7/10.64.101.239
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Ma"agement Console SW Version: 8.1.1.0.1.8-0

Server Date and Time: Thu Jan 23 14:23:22 EST 2020
HA Status: Not Configured

Security | Certificate Management | CA Trusted Certificates Home | Help | Logout

» AE Services

Communication Manager Trusted Certificate Export
Interface
High Availability Issued To: System Manager CA
- = Issued By: System Manager CA
e Expiration Date: Oct 8, 2028
» Maintenance Certificate PEM:

» Networking

MIIDWzCCAkOgAWIBAGIILIbhCFHr3mswDQYJIKoZIhveNAQELBQAwWOzEaMBgGA1UEAWWRU3IzdG
IE1hbmFnZXIgQOEXDTALBgNVBASMBE1HTVQxDjAMBgNVBAoOMBUFWQVIBMB4XDTE4MTAXMTE4
NFOXDTI4MTAWODE4MTUONFowOzEaMBgGA1UEAWWRU3IzdGVHIELhbmFnZXIgQOEXDTALBgNVE
BE1HTVQxDjAMBgNVBAoMBUFWQVIBMIIBIjJANBgkqhkiGOWOBAQEFAAOCAQS8AMIIBCgKCAQEAL

v Security

Account Management
Audit

RWmi71UICM73wytBQwpzK12HQ000S1ZAW]EWa/VuPQmbahGdC7UX04DHMcnzzhekWhEOJj14:
22W1T+1WqV7fi5q/itPOSsEbwulNo32Tn9U03hc/LWLqQoOmMTKyBZt4ejFD/c8KaRAOacw2a/+enMQ
5afShXKM9PaCbcMN29D3RftlybrTqUSKFfOUOSiNev7I70KDMaC/pRXbc/6WuO3sykTUyCpB4Hx49

Certificate Management

= CA Trusted Certificates
Server Certificates

= Revocation Configuration

Enterprise Directory

Host AA
o mM46H6SSivL 7ZWDdowqlAxcVr4ScWghTpeeMBd 1inp9R/e1bvOHK7420BATQGvem3rWw36vRkUBaI(ld
PAM q »
Security Database [ close |
Session Timeouts
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7. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager, which is performed via
the web interface of System Manager. The procedures include the following areas:

e Launch System Manager
e Administer users

7.1. Launch System Manager

Access the System Manager web interface by using the URL “https://ip-address™ in an Internet
browser window, where “ip-address” is the IP address of System Manager. Log in using the
appropriate credentials.

This system is restricted solely to authorized users
for legitimate business purposes only. The actual
or attempted unauthorized access, use, or
modification of this system is strictly prohibited.

User ID:

Password:
Unauthorized users are subject to company
disciplinary procedures and or criminal and civil
penalties under state, federal, or other applicable Log On Reset
domestic and foreign laws.

The use of this system may be monitored and
recorded for administrative and security reasons.

7.2. Administer Users

In the subsequent screen (not shown), select Users = User Management from the top menu.
Select User Management - Manage Users (not shown) from the left pane to display the screen
below.

Select the entry associated with the first SIP agent station from Section 3, in this case “66006”,
and click Edit.

AVAyA & Users v F Elements v & Services v Widgets v Shortcuts v

Aura® System Manager 8.1

Home User Management

Home® ' Users® Manage Users Help ?

2 Edit + New & Duplicate @ Delete More Actions v
= First Name & Surname & Display Name 4 =~ Login Name & SIP Handle -
SIP 1 Avaya Avaya, SIP 1 66001@dr220.com 66001
SIP 6 Avaya Avaya, SIP 6 66006@dr220.com 66006
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The User Profile | Edit screen is displayed. Select the Communication Profile tab, followed
by CM Endpoint Profile to display the screen below.

For Security Code, enter a desired code, in this case “123456”. This security code is used for
multiple registration authentication against a SIP endpoint when the security database is disabled
in Section 6.5.

Click on the editor icon highlighted below.

AVAyA & Users v F Elements v £ Services v Widgets v  Shortcuts v ‘ = |

Aura® System Manager 8.1

Home User Management
U Home® / Users® / Manage Users Help 2
User Profile | Edit | 66006@dr220.com B! Commit & Continue ) Cancel
Identity Communication Profile Membership Contacts
Communication Profile Password
I _ * System: = Profile Type: | ‘
JFILE SET : P a v |
CommenicationAdamss Use Existing Endpoints: * Extension: | 66006 =
ES
Template : ; Q * SetType: | ‘
Session Manager Profile [ @] : 7‘ L |
CM Endpoint Profile «© Security Code: | ...... i Port: [“sopnosa |
Voice Mail Number: | : Preferred Handle: | ‘
Calculate Route [ Sip Trunk: | o ‘
Pattern : ! g
SIPURI: | i Enhanced Callr-Info
Display for 1-line
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The popped-up screen below is displayed. Select the General Options tab, and set Type of

3PCC Enabled to “Avaya”.

AVAYA & Users v /# Elements v £ Services v

Widgets v Shortcuts v

e

Aura® System Manager 8.1

Home User Management
U...
System DR-CM Extension 66006
Template Select Set Type 9641SIPCC -
Port S000053 Security Code sseeee
Name Avaya, SIP 6

Feature Options (F) Site Data (S) Abbreviated Call Dialing (A)

Enhanced Call Fwd (E) Button Assignment (B) Profile Settings (P) Group Membership (M)

* Class of Restriction (COR) 1 * Class Of Service (COS) 1

* Emergency Location Ext 66006 * Message Lamp Ext. 66006

* Tenant Number 1

*  SIP Trunk Q.aar Type of 3PCC Enabled |Avaya v

Coverage Path 1 Coverage Path 2

Select the Feature Options tab, and check IP Softphone.

Repeat this section to administer all SIP agent user from Section 3. In the compliance testing,
one agent user was administered.

AVAyA & Users v F Elements v # Services v Widgets v Shortcuts v

A = | i

Aura® System Manager 8.1

Home User Management

General Options (G) * | Site Data (S) Abbreviated Call Dialing (A)

Enhanced Call Fwd (E) Button Assignment (B) Profile Settings (P) Group Membership (M)

Active Station Ringing single v Auto Answer none v
T Coverage After
MWI Served User Type None v Forwarding v
Per Station CPN - Send 2 S ]
Calling Number None v Display Language english z

IP Phone Group ID Hunt-to Station

Remote Soft Phone

Emergency Calls as-on-local ¥ Los= Group 19
LWC Reception spe v Survivable COR internal v
AUDIX Name None ¥ Time of Day Lock Table None v
Short/Prefixed
Registration Allowed default v
Voice Mail Number Music Source
Bridging Tone for This =
Extension no
Features
Always Use Idle Appearance Preference
IP Audio Hairpinning ¥ 1P SoftPhone
Bridged Call Alerting ¥ LWC Activation
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8. Configure Avaya Proactive Contact

This section provides the procedures for configuring Proactive Contact. The procedures include
the following areas:

e Obtain host name
e Obtain permission files

8.1. Obtain Host Name

Log in to the Linux shell of the Proactive Contact server. Use the “hostname” command to
obtain the host name, which will be used later to configure Engage.

In the compliance testing, the host name of the Proactive Contact server is “lzpds4”, as shown
below.

$ hostname
lzpds4

8.2. Obtain Permission Files

Use a tool such as WinSCP, to copy the following permission files from the Proactive Contact
server, which will be used later to configure Engage.

¢ /opt/avaya/pds/openssl/certificate/corbaServer_cert.pem
e /opt/avaya/pds/openssl/cacertificate/ProactiveContactCA.pem
e /opt/avaya/pds/openssl/private/corbaServer_key.pem
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9. Configure NICE Engage Platform

This section provides the procedures for configuring Engage. The procedures include the
following areas:

e Launch Engage web interface
e Administer CTI for PC

e Administer CTI for AES

e Administer Interactions Center
e Administer certificates

e Restart services

e Administer system mapping

e Administer agent users

The configuration of Engage is performed by NICE engineers. The procedural steps are
presented in these Application Notes for informational purpose.

Prior to configuration, a pertinent interactions center is assumed to be pre-configured, and with
TLS 1.2 enabled on the server running the Advanced Interaction Recorder component.

9.1. Launch Engage Web Interface

Access the Engage web interface by using the URL “http://hostname/nice” in an Internet
Explorer browser window, where “hostname” is the host name of the Engage server with the
Application Server component. The Welcome screen below is displayed. Log in using the
appropriate credentials.

to NICE Er?gage Solutions NICE

B Show password
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The NICE screen below is displayed next. Select Administration = System Administrator
followed by Settings = Technician Mode from the top menu.

b ““ Syst“Administrator

| My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests Tools v Administration

[

E|-- Organization
@ﬂ Active Directory
% Agent Center
,5 Customer Center
(- Distributed Cache
& Import/Export
@ License Manager
~ Storage
Master Site

9.2. Administer CTI for PC

Expand Organization = Master Site as shown below. Right click on CTI Integrations and
select New CTI Connection to add a connection with Proactive Contact.

1

“. SystR)\drili:]istrator

Tools

Administration

v

| My Universe Business Analyzer | Reporter | Monitor [ Insight Manager | ClearSight PBO Requests

=5 O Oy

El-v Organization Al

#-{§) Active Directory
@ Agent Center
& Customer Center
(- & Distributed Cache
@9 Import/Export
@ License Manager
@ Storage
El Master Site
@ Applications
BPdCr eorations

{5 Data Marts
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The New CTI1 Connection pop-up screen is displayed. Click Next (not shown).

New CTl Connection ped

Set New CTI Connection Wizard Stage 1 of 17 _7 y

Introduction

This wizard will guide you through the process of configuring a new CTI connection.

1. Interactions Center and Telephony Switch definitions
2, CTI Interface selection

3. Interfaces configuration

4, Devices configuration

5. Monitored Devices configuration

6. Selection of optional features

7. Location Requirements

8. Summary

The Stage 2 screen is displayed as shown below.

For Regular Interactions Center, select the pertinent center, in this case “IC_on_AppServer
(NiceApp)” which was pre-configured.

For Switch Type, select “Avaya PC/ POM”, which auto populates Switch Name with the same
value.

New CTIl Connection X

Set New CTI Connection Wizard Stage 2 of 17 77 y

Interactions Center Switch

Attach CTI to Interactions Center Server:

¢ Regular Interactions Center: ||C_on_/\pp5efver {NiceApp) l.l
(" Interactions Center Cluster: I __]
" Use existing Telephony Switch: I ;J
(¢ Define new Telephony Switch:
Switch Type: Avaya PC/ POM v
Switch Name: |Avaya PC/ POM
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Proceed to Stage 3. Retain “Event Service” as the default value for Avaya PC/ POM CTI
Interface as shown below.

New CTI Connection X

Set New CTI Connection Wizard Stage 3 of 17
Interface Type

—CTI Interface Type

Avaya PC/ POM CTL Interface: .
Avaya Proactive Contact / Avaya Proactive Outreach Manager
Event Service

I~ VolP Mapping: I _]

™ Active Recording | __I

Proceed to Stage 4. Enter the following values for the specified fields and retain the default
values for the remaining fields.

e AvayaPD Version: The closest version number, in this case “PC512”.

e Event Service Host Name:  The Proactive Contact host name from Section 8.1.

e Naming Service Host Name: The Proactive Contact host name from Section 8.1.

e AvayaPD Client Username: The Proactive Contact Event Service client credentials.
e AvayaPD Client Password: The Proactive Contact Event Service client credentials.

New CTI Connection

Set New CTI Connection Wizard Stage 4 of 17

Interface Parameters

—CTI Interface Details

‘Interface Connection Details

Mandatory fields are marked in bold |=

Parameter I Value

AvayaPD Version PC512

Event Service Host Name Izpds4

Naming Service Host Name Izpds4

AvayaPD Client Usemame client1

AvayaPD Client Password ___[***= |
Client Port ID 6666

Description: Avaya PC Client Password - The CTILink will use this parameter in order to login to the Avaya

PC server.

'Additional Interface Parameters

v
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Proceed to Stage 11. Select Add to add a device entry for each agent station extension from
Section 3. Set Device Number to the agent station extension and Type to “Extension” as shown
below.

New CTl Connection X

Set New CTI Connection Wizard Stage 11 of 17

Devices

'Available Devices D)
Provide telephony switch available devices

2 devices [£] || 2] [add | [Add Range | [Add From Switch |
Device Number | CTI Trunk ID I Type I
65001 Extension

66006 Extension

Proceed to Stage 13, and check Call Flow Analysis.

Proceed to complete the wizard.

New CTI Connection X

Set New CTI Connection Wizard Stage 13 of 17

 Optional

Select optional features relevant to integration. Some options may require further configuration.

[~ SIP Trunk Correlation
|~ AOD VRSP Correlation
[~ Rejected Devices

[~ Filter Calls

v call Flow Analysis
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9.3. Administer CTI for AES

The NICE screen is updated to reflect the newly added CTI connection as shown below. Right
click on CTI Integrations again and select New CTI1 Connection to add a connection with
Application Enablement Services.

Administrator

NlOEO Hello NIEE; Superuser . Help | sa@

‘ ClearSight | PBO Requests

| My Universe | Business Analyzer | Reporter | Monitor | Insight Manager Administration

A

[Adtions Tv) [ M Data has been saved, but not applied. Click ‘Apply’ to make the changes effective. LApply &5
=[] organization ~ | SIS Resources ). Diagram .
) Active Directory ;
Agent Center Avaya PC/ POM

4 customer Center

€} Distributed Cache

@‘ Import/Export

@ License Manager

Storage

= Master Site
-- Applications

% CTI Integrations

6 Data Marts

The New CTI1 Connection pop-up screen is displayed as shown below. Click Next (not shown).

New CTI Connection X

Set New CTI Connection Wizard Stage 1 of 17 7 :
Introduction

This wizard will guide you through the process of configuring a new CTI connection.

1. Interactions Center and Telephony Switch definitions
2, CTI Interface selection

3. Interfaces configuration

4, Devices configuration

5. Monitored Devices configuration

6. Selection of optional features

7. Location Requirements

8. Summary
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The Stage 2 screen is displayed. For Regular Interactions Center, select the pertinent center,
in this case “IC_on_AppServer (NiceApp)” which was pre-configured.

For Switch Type, select “Avaya CM”, which auto populates Switch Name with the same value.

New CTI Connection X

Set New CTI Connection Wizard Stage 2 of 17 r -
Interactions Center Switch

Attach CTI to Interactions Center Server:

& Regular Interactions Center: IC_on_AppServer (NiceApp) :J
(" Interactions Center Cluster: I __]
" Use existing Telephony Switch: Iiva-'a PC/ POM _".I

(¢ Define new Telephony Switch:

Switch Type: Avaya CM v
Switch Name: IAvaya CM

Proceed to Stage 3. For Avaya CM CTI Interface, select “AES TSAPI”.

Check Active Recording and select “DMCC (Advanced Interaction Recorder)” as shown below.

New CTl Connection X

Set New CTI Connection Wizard Stage 3 of 17 ’ "

Interface Type

—CTI Interface Type

Avaya CM CTI Interface: AES TSAPI |

Avaya Communication Manager
Avaya Application Enablement Services (AES) / Avaya CT - TSAPI

I~ VolP Mapping: [AES SMS ]
I Additional VolP Mapping: [AES SMS ~]
[V Active Recording: DMCC {Advanced Interaction Recorder) v

Avaya Communication Manager
Device Media and Call Control
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Proceed to Stage 4. Enter desired strings for ServerName, LoginID, and Password. These
parameters are not pertinent to the integration but are required to be configured.

New CTI Connection X

Set New CTI Connection Wizard Stage 4 of 17 5>

Interface Parameters

—CTI Interface Details

‘Interface Connection Details

Mandatory fields are marked in bold =
Parameter | Value |
ServerName . Jamthing |
LoginID anything

Pimsasy sssssene

UseWarmStandBy No

Description: Server connection name.

'Additional Interface Parameters )

Proceed to Stage 9. Enter the following values for the specified fields and retain the default
values for the remaining fields.

e PrimaryAESServerAddress: IP address of the Application Enablement Services server.

e PrimaryAESUserName: The NICE user credentials from Section 6.4.
e PrimaryAESPassword: The NICE user credentials from Section 6.4.
New CTI Connection X

Set New CTI Connection Wizard Stage 9 of 17 7 5>

Active Recording

—Active Recording Interface Details

‘Interface Connection Details

Mandatory fields are marked in bold =
Parameter | Value | A
PrimaryAESServerAddress 10.64.101.239

PrimaryAESDMCCPort 4722

PrimaryAESUserName nice

Primary AESPassword PRRA ]
PrimaryAES SecuredConnection TRUE

UseAESWarmStandbvFeature FALSE ¥

Description: Password to logon with DMCC application
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Expand Media Provider Controllers — Location toward bottom of screen. Enter host name of
the Engage server with the Advanced Interaction Recorder component, in this case “niceair”, and
click the add icon. The resultant screen is shown below.

New CTI Connection X

Set New CTI Connection Wizard Stage 9 of 17
Active Recording

Active Recording Interface Details

‘Interface Connection Details
Additional Interface Parameters

'Media Provider Controllers - Location

—Media Provider Location

Server IP/Hostname ]

Connection Manager Port: ]62094 ::]

Media Provider Controllers:
IP/Hostname | cm Port e
niceair 62094 |i|

]

Proceed to Stage 11. Select Add to add a device entry for each agent station extension from
Section 3. Enter the following values for the specified fields (not shown) and retain the default
values for the remaining fields.

e Device Type: “Extension”

e Device Number:  The agent station extension from Section 3.

e Observation Type: “Non-Resource-Based”

e SymbolicName: The switch connection name from Section 6.3, in this case “cm7”.
e CodecsList: Check pertinent codec, which were G711U and G729 in the testing.
e EncAlgList: Check “AES_128 HMAC”.

In the compliance testing, two entries were created as shown below.

New CTI Connection X

Set New CTI Connection Wizard Stage 11 of 17

Devices

'Available Devices
Provide telephony switch available devices

2 devices L—g] || |.2?] [add__| | Add Range | [Add From Switch |
Device Number | CTI Trunk ID | Type I
65001 Extension
66006 Extension
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Proceed to Stage 12. Select all pertinent devices from the left pane and move to the right. The

screen below shows the result of the move.

New CTI Connection

Set New CTI Connection Wizard Stage 12 of 17

Monitor

Please select the devices to be monitored
Double click on a monitored device for further configuration

Available Devices: 0 devices Monitored Devices: 2 devices
Device l Type l ¥e Device | Type
65001 Extension
E’ 66006 Extension
> I

Proceed to Stage 16. For Port, select an available port number, in this case “62095” as shown

below. Proceed and complete the wizard.

New CTI Connection X
Set New CTI Connection Wizard Stage 16 of 17 y
Requirements
The Interactions Center server selected already has a Connection Manager.
Create a new Connection Manager, or select an existing one.
(¢ Create a new Connection Manager
Port: 62095 -+
(" Select available Connection Manager
Ports in use:
62054
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9.4. Administer Interactions Center

From the NICE screen, expand Master Site = Interactions Center and select the pertinent
center, in this case “IC_on_AppServer”, which was pre-configured.

Select the General tab in the right pane, and check Voice as shown below.

£E, Superuser

| My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests

A
(o [+ [ f 1l
= {[) organization ~ | MESETER. © ReportLevels. . Configuration» | Business Data. |
) Active Directory o - :
Rgent center Interactions C
A customer Center N [IC_on_AppServer
€} Distributed Cache
m Import/Export Location Details
@£ License Manager
H @ Address: INiceApp

Storage

=[] Master Site
Applications
@ CTI Integrations
£ Data Marts

6 Database Servers
» Insight to Impact [~ Video
-5 Interactions Centers

@ IC_on_AppServer

vV Voice

I— Screen

Select the Configuration tab and expand RCM in the right pane. Locate the Support Switch Id
parameter and set it to “No” as shown below.

Hello M\ S Superuser

| Monitor | Insight Manager | ClearSight | PBO Requests

NICE® s |

| My Universe | Business Analyzer | Reporter
~ , .\
(e ) ] . i
> I organization | (General). (Reportievel. MECTYTINETR | GisinessDatad. |
-3 Active Directory . o
,v Agent Center Interactions C
-3 Customer Center "Call Server )
% Distributed Cache "CLS Monitor )
% 1mport/Export ‘DB Server )
-5 License Manager ‘General 9
Storage > >
3 Log )
=] Master Site > 2
o} Applications RCM &
[]--% CTI Integrations =%
[]'-»6 Delte Mo Parameter Name I Value A
b @ Da!fabase SN RetriesWhenRecievingPending 3
[]" Insight to Impact SleepTimeBeforeCheckingTh... 4000
214 Interactions Centers
H @ IC_on_AppServer UpdateTimeInterva! : 600
E]---ﬂ BoGer Chartel Mapring UseMappedForwardingDevices  FALSE G
] @ Logger Servers < >
[]--@. Media Interconnect Description:
E]" Media Library Servers In predictive dialer environments, indicates whether the switchlD is considered (Yes) or
o v Playback ignored (No) when handling @ RecordStartRequest
- Recorders
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9.5. Administer Certificates

From the Engage server running the Interactions Center component, navigate to the D:\Program
files\NICE Systems\CTI\AvayaPDCTILink\Certificates directory.

Rename the three Proactive Contact permission files obtained from Section 8.2 to end with the
configured AvayaPD version from Section 9.2 and paste into the directory as shown below.

I~ = | Certificates - O x
Home Share View 0

« v <« Program files » MICE Systemns » CTl » AwvayaPDCTILink » Certificates w 0 Search Ce.. 0
A Name Date modified Type Size 2
# Quick access [7] corba_svc512.conf 12/13/2018 3:12PM  CONF File 1KB
[ Desktop | corbaServer_cert PEM File 4KB
* Downloads Mj corbaServer_cert3 PEM File 4KB
£ Documents Mj corbaServer_cert511 PEM File 5KB
= Pictures :.,j corbaServer_cert312 PEM File 1KB
Certificates M% corbaServer_key PEM File 1EB
- | corbaServer_keys PEM File 1KB
Certificates e X }
| corbaServer_key511 PEM File 2 KB
Bt | corbaServer_key512 PEM File 1 KB
Log || pe_ssl.conf COMF File TKB
I This PC .% ProactiveContactCA PEM File 2 KB
| ProactiveContactCAS PEM File 2KB
= New Volume (E) | ProactiveContactCAS11 PEM File 2KB
New Valume (F1 ¥ Mj ProactiveContactCAS12 ! PEM File 2EKB v
7items 3 items selected 5.13 KB =

From the Engage server running the Advanced Interaction Recorder component, copy the CA
certificate from Section 6.8 to a desired directory.

Double click on the certificate and install onto the server.

o, v + | Desktop = O X
Home Share View 0
« v > ThisPC > Desktop » v & | Search Desktop L

A Name - Date modified Type Size 2

v 3 Quick access

baretail File folder
[ Desktop <+ = . o oo
5] csSMGR Security Certificate 2KB
& Downloads
|%] Documents
= v
&= | Pictures v < >

6 items =
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9.6. Restart Services

From the Engage server running the Interactions Center component, navigate to Windows ->
Nice Systems and launch Nice Service Configuration Manager. The NICE Services
Configuration Manager screen below is displayed. Restart the IntegrationsDispatch service.

=% NICE Services Configuration Manager — m} X
Action
% o % | NOCROROEGAR S

Name I Display Name | Description I State ' Start Mode I Log On A
%AASearchController NICE AA Search Controller Audio Analysis Searc... » Running Automatic M\Administrator

12 Audit TrailService NICE Audit Trail Service Enables addingmes... P Running Automatic M\Administrator

ﬁ CLSCoreService NICE Interactions Center Core Acts asthe entrance...  » Running Automatic MAdministrator
ECLSDBSNrService NICE Interactions Center DBSrvr Manages the Interac... » Running Automatic MAdministrator
%CLSMonnorSefvice NICE Interactions Center Monitor Report failover/OK ...  » Running Automatic M\Administrator

§ CLSRCMService NICE Interactions Center RCM Responsible foralloc... » Running Automatic MAdministrator
[ CoachingServerSe... NICE Coaching Server Manages Coachingi... » Running Automatic MAdministrator
%EnmllmemService NICE Enrolment Service NICE Enrollment Ser... ® Stopped Disabled MAdministrator
[ EvaluationServerS... NICE Evaluation Forms Server Manages Evaluation... » Running Automatic M\Administrator
% FLM NICE Media Provider Control Manager An online repositoryf...  » Running Automatic LocalSystem
[CIFTFQueryServerS...  NICE FTF Query Server Performs queriesfor ... » Running Automatic M\Administrator

% IntegrationsDispatch  NICE Integration Dispatch Service Launches and maint... |4 Running Automatic MAdministrator
% InvestigationsServ... NICE Investigations Server Manages and perfor... » Running Automatic M\Administrator
%LogService NICE Logging Service Aservice designated... » Running Automatic AMAdministrator

From the Engage server running the Advanced Interaction Recorder component, navigate to
Windows = Windows System = Windows Administrative Tools = Services to display the
Services screen below.

Restart the NICE Connection Manager and NICE IP Capture services shown below.

L. Services - O X
File Action View Help

¢ | FEe= HE > o nwp

i Services (Local) || Name Description  Status Startup Type  Log On As )

MNAdminist...
ICE Connection Manager  Manages C... Automatic MAdminist...
NICE Deplo... MAdminist...
ANICE IP Capture Captures an... Running Automatic MAdminist...

ICE Archiving Manager Archives rec...  Running  Automatic

‘&1 NICE Deployment Manager ... Automatic

‘GENICE Keep Alive Service Nice Keep A.. Running  Automatic MAdminist...
-Sg NICE Real Time Voice Buffer... Streamsvoi.. Running Automatic MNAdminist...
Q NICE Recorder Administrator Monitorsth... Running  Automatic MNAdminist... v
Extended \ Standard /
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9.7. Administer System Mapping
From the NICE screen, select Master Site = System Mapping.

9.7.1. Recorder Pool
The screen below is displayed. In the right pane, select + Recorder Pool.

Hellmsuperuser

) _Sysls

Administrat

i
i

Help |

| My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests Tools Administration
\
- . Available Licenses
=@ Oreanzation o Audio:5000 &« Video: 100 M Screen:5000 @ Encryption: 100 & Redundancy: 100
- Active Directory -
%Agent Center Interactions Centers
] @ Customer Center
‘i; Distributed Cache
&‘»‘ Import/Export
£ License Manager
. Storage IC_O
= Master Site
- Applications + Recorder Pool
% CTI Integrations
S Data Marts
[#-{J Database Servers
l@ Insight to Impact
@ Interactions Centers
ﬂ Logger Channel Mapping
ﬁ] Logger Servers
@. Media Interconnect
m Media Library Servers
@ Playback
|% Recorders
@ Resiliency i
& security Available Source Pools + Source Pool| |¢® I™ Show Mapped Source Pools
i B
@ Text Recording Servers
The New Advanced Interaction Recorder Pool Wizard pop-up screen is displayed as shown
below. Click Next (not shown).
7= New Advanced Interaction Recorder Pool Wizard X
Introducti
This wizard helps you create a new Recorder pool.
Important:
All Recorders must first be defined before creating a pool.
When configuring the Recorder pool, the Interactions Center must
be associated with the switch selected in the source pool.
1. Define name, Interactions Center, and the Recorder pool type.
2. Select the relevant Recorders for the pool.
3. Map the data center location for each Recorder.
4. Select the relevant Voice Biometric Engines for the pool only if relevant.
5. Verify the summary and approve it.
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The screen below is displayed next. Enter a descriptive Name and retain the default values in
the remaining fields.

7= New Advanced Interaction Recorder Pool Wizard X

Define Recorder Pool

Define the Recorder pool details. After completing this wizard, the pool type
cannot be changed.

* Name: lDevConnec’t Pool

Pool type: ‘Basic E]

Interactions |1c on_AppServer
Center: l e bR 3

Note: This Interactions Center must be associated with the switch selected in the source pool.
* Required field.

In the next screen, select the relevant and pre-existing recorder from the left pane and move to
the right. The screenshot below shows the result of the move.

Proceed to complete the wizard.

771 New Advanced Interaction Recorder Pool Wizard X

Select Recorders

Select the relevant Recorders for the pool. A basic pool must have a minimum of 1
Recorder.

Available Selected
AR

i 1
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9.7.2. Source Pool
The NICE screen is updated as shown below. Select + Source Pool to add a source pool.

He"o‘éuneruser I-ﬂp \k l

| My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests Tools v Administration v

System Administrator

O o [

A A es
&{B Organization o Audio:5000 ¢« Video: 100 M Screen 5000 @ Encryption: 100 & Redundancy: 100
{73 Active Directory "
-k Agent Center Interactions Centers
A Customer Center s
€} Distributed Cache
[+ g’i‘ Import/Export
@ License Manager IC o
Storage —
= Master Site
{5 Applications # Recorder Pool
% CTI Integrations .
{5 Data Marts DevConnect
- 5 Database Servers Pool
- Insight to Impact .
g Interactions Centers
o] E Logger Channel Mapping
@[]l Logger Servers
a. Media Interconnect
o] m Media Library Servers
o] Playback
@-| 3 Recorders
@ Resiliency
(3 Security Available Source Pools + Source Pool| | [ Show Mapped Source Pools
+f
@ Text Recording Servers
o] [':r[] Video Logger Servers
g VoIP Recording Gateway

The New Source Pool Wizard pop-up screen is displayed. Click Next (not shown).

29 New Source Pool Wizard

Introduction

This wizard helps you create a new source pool.
Important:

- In this wizard, screen sources can be defined. All audio sources must be defined before running this wizard.
- When configuring the source pool, the switch must be associated with the same Interactions Center selected for the Recorder pool.

1. Define the name, media type, switch, and source type.
2. Select the relevant sources.

3. Venfy the summary and approve it.
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The screen below is displayed next. Enter a descriptive Name. For Switch, select the switch
name from Section 9.3.

£¢ New Source Pool Wizard

Define Source Pool

Define the source pool details. After completing this wizard, the media type, switch, and source type cannot be changed.

* Name: |DevConnect Source Pool
Media type:  |Audio ~|
Switch: [Avaya CM (ID = 75) ~|
Source type: | Device -]

In the next screen, select the relevant device entries as shown below.

Proceed to complete the wizard.

£¢ New Source Pool Wizard
Select Sources
Find: I @ Clear I Selected: 2/2
f | Name | Device Number ‘tUnique Device ID | IP Address
| vl 65001
iyl 66006
i
\
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9.7.3. Recording Profile

The NICE screen is updated as shown below. Drag the created source pool below and drop on
top of the created recorder pool, in this case DevConnect Source and DevConnect Pool
respectively.

Hello n,, Superuser:

NICE®

ClearSight | PBO Requests

| My Universe | Business Analyzer | Reporter | Monitor lmsight Manager |
=] Organization ! i < R .
W b ey o Aud|o.50{t)0 @« Video: 100 M Screen:5000 @ Encryption: 100 & Redundancy: 100
1L Agent Center Interactions Centers
-2 Customer Center ia)
‘& Distributed Cache
o] &&‘ Import/Export
@ License Manager
Storage IC_O
= Master Site
-] Applications + Recorder Pool
= @ CTI Integrations .
{9 Data Marts DevConnect
i? Dafabase Servers Pool
o] Insight to Impact
@ Interactions Centers
ﬂ Logger Channel Mapping
& @ Logger Servers
[ Media Interconnect
- Media Library Servers
o] m Playback
| % Recorders
@ Resiliency >
) @ Security Available Source Pools + Source Pool [ [T Show Mapped Source Pools
) System Mapping]
@ Text Recording Servers Devconne‘
o] ﬁ] Video Logger Servers ct Source
Q VoIP Recording Gateway
The New Recording Profile Wizard pop-up screen is displayed. Click Next (not shown).
+ o New Recording Profile Wizard
Introducti
This wizard helps you map a recording profile
Important:
Before configuring the recording profile, verify that the Interaction Center
that was selected in the Recorder pool is associated with the switch selected
in the source pool.
Recording type and capiure type cannot be changed after completing
this wizard.
1. Define the recording profile name.
2. Map the source pool to the Recorder pool.
3. Select the relevant recording type and the capture type.
Select the relevant compression, summation and encryption options.
4. Verify the summary and approve it
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The screen below is displayed next. Enter a descriptive Name.

i< New Recording Profile Wizard

Define the Recording Profile Name

Enter a meaningful recording profile name. After completing this wizard, the mapping and the
recording type cannot be changed.

Name: |DevConnect Recording Profile

In the next screen, enter the following values for the specified fields and retain the default values
for the remaining fields.

¢ Recording type: “Total”
e Capture type: “Active DMCC MR”
e Audio Compression: Check this option.

Proceed to complete the wizard.

s<; New Recerding Profile Wizard

Define Recording Profile
Define the recording profile details. After completing this wizard, the recording type and capture
type cannot be changed.
Recording type: |T0t3| _vJ
Allocated licenses: Determined by the number of sources in the source pool
Capture type: Active DMCC MR v " ByCall {* By Device
I~ Secondary capture type:
Select all applicable options:

v Audio Compression
™ Audio Summation

[T Encryption

™ Audio Loss Detection

. Back |  Next |
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9.8. Administer Agent Users

The NICE screen is displayed again. Select Administration = User Administrator from the
top menu, followed by New User.

Hello NIGE; Superuser

NICE®

Help |

| Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PBO Requests

| My Universe |
E] .Elolickta scroll Contents list _ SN
G [0 2 *|» [ Alusers |
(=]
E|> Organization i General
BialAll Users o
-- Groups av
7] Profiles
Search Users: [
EL [ |2 =]
1 - 4 of 4 User(s) Raset Password News User Delete |
Name Type RTA Agent Description Domain Location
g Basic recordings, User Agent No
g Customer feedback, User Agent No
@NICE, Superuser System User
Q Unmapped, User Agent No

The Create New User Wizard pop-up screen is displayed. Click Next (not shown).

NicE Wizard

Create New User Wizard _!
Introduction

This wizard will guide you through the process of creating a new user as
follows:

- Supply the user name

- Specify detailed information about the user

- Define the user as an Agent, System User or both

- (Agents only) Set Agent Identities

- (System Users only) Supply a unique NICE Login name and password
- (System Users only) Attach system profiles

- Click Finish to complete the process
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The Step 1 screen displayed next. Enter pertinent values for First Name, Last Name, and
Windows User Name for the first agent user from Section 3. Retain the default values in the

remaining fields.

a

NicE Wizard
Create New User Wizard Step 1 of 8
General Information
Enter the following information. A red asterisk (*) indicates required fields.
First Name: * [agent1 |
Middle Name: | |
Last Name: * [Avaya |
Email Address: | |
Windows User Name: * |agentl |
Domain: I l]
Select a site to associate to the user:
Shbe: [Master Site |

Proceed to Step 4 and check the Agent user type shown below.

Nice \Wizard

Create New User Wizard Step 4 of 8

User Type

Choose one or both user types:

[V Agent (User interactions will be recorded/monitored)

[T System User (User will log into NICE applications)
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Proceed to Step 5 and click Add.

wiee Wizard X
Create New User Wizard Step 5 of 8 r
Agent Details

RTA Agent: [

RTA Agents have permissions to initiate customer authentication, enrollment and consent updates.

Site Switch Agent ID Extension Email Alias

The Agent Identity Dialog pop-up box is displayed. For Switch, select the switch name from
Section 9.2. Select Extension and enter the first agent user extension from Section 3. Retain
the default values in the remaining fields and proceed to complete the Wizard.

Agent Identity Dialog y

Site: |Mae¢er Site: |
Switch: | Avaya PC/ POM =]
" Agent ID: | |
% Extnsion: |65001 =
T Emak | |
T Alias: | |

" OK | | Cancd |

Repeat this section to add an agent user for each agent station extension in Section 3. In the
compliance testing, two agent users were created as shown below.

—
NICE® Hello NIGE) Superuser~. Help | Settings

Administration v

\ ClearSight | PBO Requests

| My Universe | Business Analyzer l Reporter | Monitor | Insight Manager
v ~|click to scroll Contents list N
new v [ & W (w | [ All users Rl
o
& ] organization o TR erofiles
All Users o
Groups A Allusers
Sl serchvsers | | @1
1 - 6 of 6 User(s) Reset Passviord | [ New User| [ Delete !
Name Type RTA Agent Description Domain Location
Q Avaya, Agentl Agent No
Q Avaya, Agent2 Agent No
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10. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
Communication Manager, Application Enablement Services, Proactive Contact, and Engage.

10.1. Verify Avaya Aura® Communication Manager

On Communication Manager, verify the registration status of virtual IP softphones by using the
“list registered-ip-stations” command. Verify that there is an entry for each agent station
extension from Section 3 along with the IP address of the Application Enablement Services

server, as shown below.

list registered-ip-stations

Station Ext
or Orig Port
Socket
65001
tls
65001
tecp
66006
tcp

Set Type/ Prod ID/
Net Rgn Release

9611
1
9611
1

IP Phone 192.168.200.217
6.8202 10.64.101.236
IP API A 10.64.101.239
3.2040 10.64.101.236
9641SIPCC IP_API A 10.64.101.239
3.2040 10.64.101.236

1

REGISTERED IP STATIONS

Station IP Address/
Gatekeeper IP Address
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10.2. Verify Avaya Aura® Application Enablement Services
On Application Enablement Services, verify status of the DMCC link by selecting Status =

Status and Control = DMCC Service Summary from the left pane. The DMCC Service
Summary — Session Summary screen is displayed.

Verify the User column shows an active session with the NICE user name from Section 6.4, and
that the # of Associated Devices column reflects the number of agent users in Section 3, in this
case “2”.

Welcome: User
Last login: Tue Jan 28 08:55:39 2020 from 192.168.200.20
- . - Number of prior failed login attempts: 0

AVAYA Application Enablement Services  iiiomeie: secr10.64 101,255

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE

Management Console SW Version: 8.1.1.0.1.8-0

Server Date and Time: Wed Jan 29 09:15:03 EST 2020
HA Status: Not Configured

Status | Status and Control | DMCC Service Summary Home | Help | Logout

» AE Services

» Communication Manager DMCC Service Summary - Session Summary

Interface

High Availability Please do not use back bution
» Licensing ! Enable page refresh every | 60 ¥ | seconds
» Maintenance Session Summary Device Summary

= Generated on Wed Jan 29 09:14:53 EST 2020
» Networking Service Uptime: 4 days, 15 hours 13 minutes
» Security Number of Active Sessions: 1
Number of Sessions Created Since Service Boot: 5
v Status Number of Existing Devices: 2
Alarm Viewer Number of Devices Created Since Service Boot: 12

Logs

; @-- Type
LR TR, 030D91ED0320D3A42 [ 10.64.101.208 ML a
Status and Control 5D406B003FDFEAE-4 SRS Encrypted

= CVLAN Service Summary _Terminate Sessions ] Show Terminated Sessions

= DLG Services Summary ttem 1-1 of 1

= DMCC Service Summary 1 Go
= Switch Conn Summary

10.3. Verify Avaya Proactive Contact

Log in to the Linux shell of Proactive Contact and issue the “netstat | grep enserver” command.
Verify that there is an entry showing an ESTABLISHED connection with the IP address of the
Engage server running the Interactions Center component, in this case “10.64.101.207”, as
shown below.

tcp 0 0 lzpds4b:enserver ssl 10.64.101.207:64853 ESTABLISHED
tcp 0 0 lzpds4b:enserver ssl 1lzpdsdb:42357 ESTABLISHED
tcp 0 0 lzpds4b:42357 lzpds4b:enserver ssl ESTABLISHED
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10.4. Verify NICE Engage Platform

Start a job on Proactive Contact and log an agent in to handle and complete an outbound call.
From the NICE screen, select Business Analyzer from the top menu to display the screen
below. Select Queries = Public = Complete — Last 2 hours from the left pane.

= ’qeruser Help | Settings | Logout! Bu%iness Analyzer
-4 = %

| My Universe | Business Analyzer | Reporter ‘ Monitor | Insight Manager | ClearSight | PBO Requests Administration

Interactions — W—
@) EBD (" Bl | search for words { Exact Phras _~ t: 75 v

s [ aueries 2

Public o _ - —
@5 .5 complete - Last 24 hour{ ~ Group By: j’ @ a == =
SRR -5 comsite - ast 7 e (8 (1 ] ) (] [l B (] (G (5 [ ) ()
Segment - Calls to calibr 5 1

Verify that there is an entry in the right pane reflecting the last call, with proper values in the
relevant fields. Double click on the entry.

Help | Settings

Btgness Analyzer

Tools v

| My Universe | Business Analyzer ‘ Reporter | Monitor ‘ Insight Manager | ClearSight ‘ PBO Requests

\ able View Graph View w
@ 1" | Search for words _{ Search | | Exact Phras - | I?S \ v
Interactions | 6 ‘© | Results for Query: Complete - Last 24 hours
o - - -~ r — o 27 - ;
& % | GroupBy: [None 1 4Records found Gl & » =121
w 0
evaluations | Y- = (8]
@»‘ - Type Flag | Full Name Complete Start T... V| Complete Duration | Direction... | Participant Phone ... | Complete
< (3 Avaya, Agentl 1/29/2020 2:29:04 PM 00:01:20 Outgoing 912126638822
m i

Verify that the pop-up screen below is displayed and that the recording can be played back.
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Summed

Events

& Customer
Events

O Agent

Events

Start: 1/29/2020 2:29:04 PM | End: 1/29/20202:30:24 PM 0 Add

o, ., , 0O , ,O02 ,  OO3  , , ,O04 OO 0100 . . OO . . 0120

00:00:40/00:01:19

4:25:04 !] 14:29:35 14:29:51 14:30:0 14:3
Customer
Avaya, Agentl
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11. Conclusion

These Application Notes describe the configuration steps required for NICE Engage Platform
6.15 to successfully interoperate with Avaya Proactive Contact 5.2 with CTI and Avaya Aura®
Application Enablement Services 8.1. All feature and serviceability test cases were completed.

12. Additional References
This section references the product documentation relevant to these Application Notes.

1.

Administering Avaya Aura® Communication Manager, Release 8.1.x, Issue 5, November
2019, available at http://support.avaya.com.

Administering Aura® Application Enablement Services, Release 8.1., Issue 3, October
2019, available at http://support.avaya.com.

Administering Avaya Aura® Session Manager, Release 8.1.1, Issue 2, October 2019,
available at http://support.avaya.com.

Administering Avaya Proactive Contact, Release 5.2, Issue 1, July 2018, available at
http://support.avaya.com.

System Administrator Configuration Guide, NICE Engage Platform 6.x, Revision A4,
September 2018, available at http://www.extranice.com.

Avaya PC Active-Passive Connectivity Guide, NICE Engage Platform 6.x, Revision C8,
January 2018, available at http://www.extranice.com.

Avaya CM Active Connectivity Guide, NICE Engage Platform 6.x, Revision B3, October
2019, available at http://www.extranice.com.
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products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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