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Avaya Aura® Application Enablement Services R8 - Issue
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Abstract

These Application Notes describe the configuration steps required for CCT ContactPro® to
interoperate with Avaya Aura® Session Manager and Avaya Aura® Application Enablement
Services.

CCT ContactPro® is an interaction management application that connects to both Avaya
Aura® Session Manager and Avaya Aura® Application Enablement Services.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for CCT ContactPro® to
interoperate with Avaya Session Manager R8, Avaya Aura® Communication Manager R8 and
Aura® Application Enablement Services R8. CCT ContactPro® offers a variety of integrations
in an Avaya call center environment supporting different Avaya platforms for multimedia agents
as well as for voice only agents. CCT ContactPro® is a solution for agent desktops in an Avaya
call center environment focused on voice and multimedia such as email and webchat. CCT
ContactPro® can be installed with enabled Presence Services and integrated customer data and
empowers agents to efficiently serve customers by allowing agents to have full call control from
the agent’s screen. CCT ContactPro® is an interaction management application which integrated
with Breeze Client SDK 4.1 for SIP voice call control and audio to register as SIP endpoints with
Avaya Aura® Session Manager.

2. General Test Approach and Test Results

The general test approach was to validate successful handling of inbound skillset/\VDN calls
using CCT ContactPro®. This was performed by calling inbound to a VDN or outbound from
the elite call center using CCT ContactPro®. Where applicable, agent actions were performed
using the CCT ContactPro® Agent client.

CCT ContactPro® software is installed on each client PC utilised by an agent. A configuration
file on this software points to a database for all further configuration.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
CCT ContactPro® Client used TLS as a security feature.
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2.1. Interoperability Compliance Testing

The testing focused on the following areas:

Agent state change— Login, Ready/Not Ready using CCT ContactPro® Agent.

Inbound Calls — Answer calls using CCT ContactPro® Agent.

Outbound Calls — Make calls using CCT ContactPro® Agent.

Hold/Transfer/Conference — Place callers on hold and transfer and conference using

CCT ContactPro® Agent.

e Failover Testing — Verify the ability of CCT ContactPro® Agent to recover from
disconnection and reconnection to the Avaya solution.

2.2. Test Results

All test cases passed successfully. The following observations were noted.
e Blind Conference is not supported on CCT ContactPro®.
e CCT ContactPro® does not have log out button.
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2.3. Support

Support for CCT products can be obtained as follows:

WEBSITE
www.cct-solutions.com

CONTACT
Phone: +49 69 7191 4969 0
Email: contact@cct-solutions.com

SUPPORT
Hotline: +49 821 455152 455
Email: helpdesk@cct-solutions.com

CCT Deutschland GmbH
Street Tilsterstrasse 1

ZIP 60487

Frankfurt am Main
Germany

Phone +49 69 7191 4969 0
Fax +49 69 7191 4969 666

Street Werner-von-Siemens-Strasse 6
ZIP 86159

Augsburg

Germany

Phone +49 821 455 152 700

Fax +49 821 455 152 777
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CCT Europe GmbH
Street Sumpfstrasse 26
ZIP 6312

Steinhausen

Switzerland

Phone. +41 41 748 42 22
Fax +41 41 748 42 23

CCT Software LLC

1801 N.E. 123rd Street, Suite 314
North Miami, 33181 FL

United States of America

Phone. +1 844 720 3897
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3. Reference Configuration

The configuration in Figure 1 will be used to compliance test ContactPro® with Avaya Aura®
Session Manager and Avaya Aura® AES and Avaya Aura® Communication Manager.

-

Avaya G450 Avaya Aura®
Simulated Media Gateway Application CCT ContactPro®
PSTN Enablement . SRETE
o / Services 8.0 TSAP
S~ Ve and
ISDN PRI ™ / DRCC
Y I/""—""\I
Avaya Aura® / Aua'g!a Aura® |
Communication Media Server | +
Manager 8.0 8.0 « aYa . Y
\—*7* L\~—~J usi
N Sl l’.‘nnta:tgﬁ'n'
Avaya Aura® Avaya 96x1 ContactPro® Cliant with
- H.323 Client SIP
System Avaya Aura ) Avaya
Manager 8.0 Session Endpoints Phone H323 9641
Manager 8.0 \ Phone
e
Avaya 96x1
SIP Endpoints
H‘“‘ and Equinox
Clients
-

e ContactPro® Client to AES Server: AES Third Party Call Control (TSAPI) for Call
Control
Note 1: Traditional TSPAI Client is not required on the client because it uses CSTA3
XML version of the TSAPI Protocol which is tunneled through DMCC by AES SDK

e ContactPro® Client to ContactPro® Server: SQL Database Connection to ContactPro®
Databases

Figure 1: Connection of CCT Deutschland GmbH ContactPro® with Avaya Aura® Session
Manager and Avaya Aura® Application Enablement Services
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya Aura® Communication Manager in 8.0.1.0.0 (8.0 FP1)
Virtual Environment
Avaya G450 Media Gateway 40.10.1
Avaya Aura® Media Server in 8.0 SP2
Virtual Environment
Avaya Aura® Application Enablement Services in | 8.0.1
Virtual Environment
Avaya Aura® Session Manager 8.0.1
Avaya 9608G & 9641G IP Deskphone (H.323) 6.8
Breeze Client SDK 4.1
CCT Deutschland GmbH ContactPro® R5.2.0.681
CCT Deutschland GmbH ContactPro® Client Agent
Desktop R5.2.0.447
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The

procedures include the following areas:
o Verify license
e Administer CTI link
e Administer vectors and VDNs

5.1. Verify License

Log into the System Access Terminal to verify that the Communication Manager license has
proper permissions for features illustrated in these Application Notes. Use the “display system-
parameters customer-options” command to verify that the Computer Telephony Adjunct
Links customer option is set to “y” on Page 4. If this option is not set to “y”, then contact the
Avaya sales team or business partner for a proper license file.

display system-parameters customer-options

Page 4 of 12

OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 017?
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASATI Link Core Capabilities?

ASAT Link Plus Capabilities?

Transfer Mode (ATM) PNC?
Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?
ATMS?

Attendant Vectoring?

Async.
Async.

(NOTE :

MK D D B KRKKKK KKK DK

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?

Audible Message Waiting?
Authorization Codes?

CAS Branch?

CAS Main?

Change COR by FAC?

DCS (Basic)?
DCS Call Coverage?
DCS with Rerouting?

KIKKKNK BB BDKK

Digital Loss Plan Modification?
DS1 MSP?
DS1 Echo Cancellation?

KKK

You must logoff & login to effect the permission changes.)
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Navigate to Page 7 and verify that the Vectoring (Basic) customer option is set to “y”.

ACD?

BCMS (Basic)?

BCMS/VuStats Service Level?

BSR Local Treatment for IP & ISDN?
Business Advocate?

Call Work Codes?

DTMF Feedback Signals For VRU?
Dynamic Advocate?

Expert Agent Selection (EAS)?
EAS-PHD?

Call Center

display system-parameters customer-options
CALL CENTER OPTIONAL FEATURES

Release: 7.0

KK B KBKRK KK

Service Level Maximizer?
Service Observing (Basic)?

Service Observing

Service Observing (VDNs)?

Vectoring (Basic)?
Vectoring (Prompting)?

Vectoring
Vectoring

Page 7 of 12

Reason Codes?

(Remote/By FAC) ?

Timed ACW?

(G3V4 Enhanced)?
(3.0 Enhanced) ?

MK KKKKKKK BK

5.2. Administer CTI Link

Add a CTI link using the “add cti-link n” command, where “n” is an available CTI link number.
Enter an available extension number in the Extension field. Note that the CTI link number and
extension number may vary. Enter “ADJ-IP” in the Type field, and a descriptive name in the
Name field. Default values may be used in the remaining fields.

add cti-link 1

Page 1 of 3

CTI LINK
CTI Link: 1
Extension: 79999
Type: ADJ-IP
COR: 1
Name: aes8
NAQ; Reviewed Solution & Interoperability Test Lab Application Notes 8 of 53
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5.3. Administer Vector and VDN

This section shows the steps required to add a new service or skill on Communication Manager.
Services are accessed by calling a Vector Directory Number (VDN), which points to a vector.
The vector then points to a hunt group associated with an agent. The following sections give
step by step instructions on how to add the following

e VDN

e Hunt Group

e Vector

e Agent
5.3.1. Add VDN

To add a VDN type add vdn x, where x is a VDN number. Enter a suitable name for
example the VDN 87100 below will be used for the queue.

add vdn 87100 Page 1 of 2
VECTOR DIRECTORY NUMBER

Extension: 87100
Name: Voice Service
Destination: Vector Number 100

Attendant Vectoring? n
Meet-me Conferencing? n
Allow VDN Override? n
COR: 1
TN* 1
Measured: none
VDN of Origin Annc. Extension*:

1st Skillx:
2nd Skill*:
* Follows VDN Override Rules
NAQ; Reviewed Solution & Interoperability Test Lab Application Notes 9 of 53
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5.3.2. Add Hunt Group

To add a new skillset or hunt group type, add hunt-group x where X is the new hunt

group number. For example, hunt group 100 is added for the VVoice Service queue. Ensure

that ACD, Queue and Vector are all set to y. Also, that Group Type is set to ucd-mia.

add hunt-group 2

Group Number:

Group Name:

Group Extension:

Group Type:

TN:

COR:

Security Code:

ISDN/SIP Caller Display:

Queue Limit:
Calls Warning Threshold:

Time Warning Threshold:

Page 1 of

HUNT GROUP
2 ACD? y
Voice Service Queue? y
88100 Vector? y
ucd-mia
1
1 MM Early Answer? n
Local Agent Preference? n

unlimited

Port:

Port:

On Page 2 ensure that Skill is set to y as shown below.

add hunt-group 2 Page 2 of 4
HUNT GROUP
Skill? y Expected Call Handling Time (sec): 180
AAS? n
Measured: none
Supervisor Extension:
Controlling Adjunct:
Multiple Call Handling: none
Timed ACW Interval (sec): After Xfer or Held Call Drops? n
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5.3.3. Add Vector

To administer the vector used by the VDN in Section 5.3.1, type change vector x where X is
the vector number. The example below shows the call queuing to skill or hunt group 100
(queue-to skill 100).

change vector 100 Page 1 of 6
CALL VECTOR

Number: 100 Name: Voice Service
Multimedia? n Attendant Vectoring? n Meet-me Conf? n Lock? n
Basic?y EAS? vy G3V4 Enhanced? y ANI/II-Digits? y ASAI Routing? y

Prompting?y LAI? y G3V4 Adv Route? y CINFO? y BSR? vy Holidays? y
Variables?y 3.0 Enhanced? y

01 adjunct routing link 1

02 wait-time 2 secs hearing silence
03 queue-to skill 2 pri m

04 wait-time 10 secs hearing ringback
05 queue-to skill 2 pri m

06 wait-time 10 secs hearing ringback
07 disconnect after announcement none

08

09

5.3.4. Add Agent

To add a new agent type add agent-loginID x, where X is the login id for the new agent.

add agent-loginID 80000 Page 1 of 3
AGENT LOGINID
Login ID: 80000 AAS? n
Name: Voice Agent AUDIX? n
TN: 1 Check skill TNs to match agent TN? n
COR: 1

Coverage Path: LWC Reception: spe

Security Code: LWC Log External Calls? n

AUDIX Name for Messaging:

LoginID for ISDN/SIP Display? n
Password:
Password (enter again):
Auto Answer: station
MIA Across Skills: system
ACW Agent Considered Idle: system
Aux Work Reason Code Type: system
Logout Reason Code Type: system
Maximum time agent in ACW before logout (sec): system
Forced Agent Logout Time: 8

WARNING: Agent must log in again before changes take effect
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On Page 2, add the required skills. Note that the skill 2 is added to this agent so when a
call for “Voice Service” is initiated, the call is routed correctly to this agent.

add agent-loginID 80000

Direct Agent Skill:
Call Handling Preference:

N

1

@ Joy Ul bW N

N =S
S W N R oo

=
ul

N RL SL

16:
17:
18:
19:
20:
21:
22:
23:
24 :
25:
26:
27 :
28:
29:
30:

AGENT LOGINID

skill-level

SN RL SL SN RL SL

31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41 :
42
43:
44 :
45:

Page

2

of 3

Service Objective? n

46:
47
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:

SN

Local Call Preference? n

RL SL
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

e Launch OAM interface

e Verify license

e Administer TSAPI link
Administer H.323 gatekeeper
Administer CCT user
Administer security database
Administer ports

Administer TCP settings
Restart services

Obtain Tlink name

6.1. Launch OAM Interface

Access the OAM web-based interface by using the URL “https://ip-address” in an Internet
browser window, where “ip-address” is the IP address of the Application Enablement
Services server.

The Please login here screen is displayed. Log in using the appropriate credentials.

AVAyA Application Enablement Services

Management Console

Please login here:

Username

Copyright A® 2009-2018 Avaya Inc. All Rights Reserved.
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The Welcome to OAM screen is displayed next.

Welcome: User cust
Last login: Tue Mar 26 15:40:17 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
I\VA\yA App|lcatl0n Enableme“t Ser\ﬂces HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Tue Mar 26 15:47:40 ICT 2019
HA Status: Mot Configured

Home Home | Help | Logout

AE Services

Communication Manager Welcome to OAM
Interface

High Availabili . . . . . . .
9 L The AE Services Operations, Administration, and Management (OAM) Web provides you with tools for managing the
Licensing AE Server. OAM spans the following administrative domains:

# AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.

Maintenance - ; -
« Communication Manager Interface - Use Communication Manager Interface to manage switch connection and

Networking dialplan. ) — .
# High Availability - Use High Availability to manage AE Services HA.
Security * Licensing - Use Licensing to manage the license server.
« Maintenance - Use Maintenance to manage the routine maintenance tasks.
Status # Networking - Use MNetworking to manage the network interfaces and ports.
* Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization,
User Management configure Linux-PAM (Pluggable Authentication Modules for Linux) and so on.
* Status - Use Status to obtain server status informations.
Utilities # User Management - Use User Management to manage AE Services users and AE Services user-related
resources.
Help # Utilities - Use Utilities to carry out basic connectivity tests.

# Help - Use Help to obtain a few tips for using the 0OAM Help system

Depending on your business requirements, these administrative domains can be served by one administrator for all
domains, or a separate administrator for each domain.

Copyright A& 2009-2018 Avaya Inc. All Rights Reserved.

6.2. Verify License

Select Licensing = WebLM Server Access in the left pane, to display the applicable WebLM
server log in screen (not shown). Log in using the appropriate credentials and navigate to
display installed licenses (not shown).

Welcome: User cust
Last login: Tue Mar 26 15:40:17 2018 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0 L
£\VAyA Apphcatlon Enableme“t Ser\llces HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE e
Management Console SW Version: 8.0.1.0.0.5-0
Server Date and Time: Tue Mar 26 15:49:11 ICT 2019
HA Status: Mot Cenfigured .

ensing Home | Help | Logout

» AE Services

Communication Manager Licensing
Interface bl

High Availabili
igh Availability If you are setting up and maintaining the WeblLM, you need to use the following:

~ Licensing + WebLM Server Address

WebLM Server Address If you are imperting, setting up and maintaining the license, you need to use the following:

WebLM Server Access « WebLM Server Access

Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use the following:
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Select Licensed products > APPL_ENAB > Application_Enablement in the left pane, to
display the Licensed Features screen in the right pane.

Verify that there are sufficient licenses for TSAPI Simultaneous Users and Device Media and
Call Control, as shown below. The TSAPI license is used for device monitoring and the DMCC
license is used for the virtual IP softphones. Also verify that there is an applicable advanced
switch license, in this case AES ADVANCED LARGE SWITCH, which is needed for adjunct
routing.

yA & Us » & Elements + ¥ Services v Widgets v  Shortcuts v

n Manager 8.0

Home Licenses

You are here: Licensed Products = Application_Enablement = View License Capacity
Licensed products

APPL_ENAB License installed on: December 28, 2018 11:22:53 AM +07:00

+ Application_Enablement

. . : License File Host IDs: V0-55-3B-33-B4-26-01
View license capacity

View peak usage
CE Licensed Features

» COLLABORATION_ENVIRONMENT
COLLABORATION_DESIGNER 13Items & Show All[~]
» Collaboration_Designer Feature (License Keyword) Expiration date | Licensed capacity

Device Media and Call Control
MESSAGING VALUE_AES_DMCC. DMC permanent 1000

»Messaging AES ADVANCED LARGE SWITCH " 1000
e VALUE_AES_AEC_L ARGE_ADVANCED permanen
: AES HA LARGE
»Media_Server VALUE_AES_HA_LARGE permanent 1000
SYSTEM_MANAGER AES ADVANCED MEDIUM SWITCH . 1000
VALUE_AES_AEC_MEDIUM_ADVANCED permanern
» System_Manager e .
Unified CC API Desktop Edition " 1000
SessionManager VALUE_AES_AEC_UNIFIED_CC_DESKTQp ~ Permanen
: CVLAN ASAI
»SessionManager
g VALUE_AES_CVLAN_ASAI permanent 1000
Uninstall license AES HA MEDIUM permanent 1000
Server properties VALUE_AES_HA_MEDIUM
AES ADVANCED SMALL SWITCH . 1000
VALUE_AES_AEC_SMALL_ADVANCED permanen
Shortcuts
Help for Licensed products S:EEUE AES DLG permanent 1000
TSAPI Simultaneous Users " 1000
VALUE_AES_TSAPI_USERS permanen
CVLAN Proprietary Links
VALUE_AES_PROPRIETARY_LINKS permanent 1000
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6.3. Administer TSAPI Link

Select AE Services > TSAPI > TSAPI Links from the left pane of the Management
Console, to administer a TSAPI link. The TSAPI Links screen is displayed, as shown below.
Click Add Link.

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0
‘NVAyA Appllcatlon Enablement Services HostName/1P: aesd.hcm.com/feB0::250:56ff:feb7:Bca7Yeth2

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console ersion: 8.0.1.0.0.5-0
r Date and Time: Mon Mar 25 17:49:07 ICT 2019
atus: Mot Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout

CVLAN TSAPI Links
oL link | Suitch Connection | Switch CTi Link # | ASAI Link Version | Security |
DMCC
[ Add Link ][ Edit Link ][ Delete Link ]
SMS
TSAPI

= TSAPI Links
= TSAPI Properties

The Add TSAPI Links screen is displayed next.

The Link field is only local to the Application Enablement Services server, and may be set to
any available number. For Switch Connection, select the relevant switch connection from the
drop-down list. In this case, the existing switch connection “CM8” is selected. For Switch CTI
Link Number, select the CTI link number from Section 5.2. Retain the default values in the
remaining fields.

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
t&v‘ Ny‘s Apphcatlon Enablement Ser\ﬂces HostName/IP: aes8.hcm.com/feB0::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console reion: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 17:58:54 ICT 2019
HA Status: Mot Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logd

CVLAN Add TSAPI Links
LU Link 1 -
bMcc Switch Connection CM3 -
SMS Switch CTI Link Number 1
TSAPI ASALI Link Version 9 -
= TSAPI Links Security Unencrypted -
= TSAPI Properties [ Apply Changes ][ Cancel Changes ]
TWS
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Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Mon Mar 25 18:01:53 ICT 2019
H& Status: Mot Configured

- - - Nuraéerl of plr?\;rlf;;letﬂulég\n attempts: 0 : :
AVAyA Application Enablement Services HostName/TP: aes95.hom.com/fe80::250:56fF:feb7:5ca7%eth?

Communication Manager Interface | Switch Connections Home | Help | Logout

+ AE Services
- frllatr::flaucneication Manager Switch Connections
Switch Connections
Dial Plan

| @ cus |Yes |30 ‘1

} Licensing

[_Edit Connection | [ Edit PE/CLAN 1Ps | [ Edit H.323 Gatekeeper | [ Delete Connection | [ Surwivability Hierarchy |

» Maintenance

» Networking

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
‘svt NyA Appllcatlon Enablement Services HostName/IP: aes8.hcm.com/feB0: :250:56fF:feb7:8ca7Yeeth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 18:01:53 ICT 2019
HA Status: Mot Configured

Management Console

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

~ Communication Manager Switch Connections
Interface
Switch Connections

Dial Plan Processor Ethernet Msg Period Number of Active Connections
High Availability | ® cma |Yes |30 |1
) Licensing

[ Edit Connection ] [ Edit PE/CLAN IPs ] [ Edit H.323 Gatekeeper ] [ Delete Connection ] [ Survivability Hierarchy ]

» Maintenance

» Networking

The Edit H.323 Gatekeeper screen is displayed next. Enter the IP address of a C-LAN circuit
pack or the Processor C-LAN on Communication Manager to use as the H.323 gatekeeper, in
this case “10.30.5.93” as shown below. Click Add Name or IP.

Last login: M_on Ma_r 2517:38:53 2019 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0
‘svt Nyt& App|lcatl0n Enablement Ser\"ces HostMame/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2 !
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Mon Mar 25 18:04:25 ICT 2019
HA Status: Mot Configured

Communication Manager Interface | Switch Connections Home | Help | Logou

» AE Services

- frllatr::flau:eication Manager Edit H.323 Gatekeeper - CM&
Switch Connections 10.30.5.93
Dial Plan Name or IP Address

High Availability

}» Licensing

» Maintenance
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6.5. Administer CCT User

Select User Management - User Admin - Add User from the left pane, to display the Add
User screen in the right pane.

Enter desired values for User Id, Common Name, Surname, User Password, and Confirm

Password. For CT User, select “Yes” from the drop-down list. Retain the default value in the
remaining fields.

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
A\VAyA Apphcatlon Enablement Sel’\ﬂces HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Mon Mar 25 18:10:58 ICT 2019
HA Status: Mot Configured

User Management | User Admin | Add User Home | Help | Logout

» AE Services
Communication Manager Add User
Interface
) .
High Availahilit\r Fields marked with * can not be empty.
= = * User Id CCT
» Licensing
* Comman Name CCT
} Maintenance .
Surname CCT
» Networking * |ser Password [ ——
» Security * Confirm Password ssssssssss
» Status Admin Note
¥ User Management Avaya Role None -
Service Admin Business Category
User Admin Car License
» Add User M Home
= Change User Password Css Home
= List All Users CT User Yas -

= Modify Default Users
= Search Users

— Display Name
» Utilities
Employee Number
Hel,
% o Employee Type

Enterprise Handle

Department Number
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6.6. Administer Security Database

Select Security - Security Database - Control from the left pane, to display the SDB
Control for DMCC, TSAPI, JTAPI and Telephony Web Services screen in the right pane.
Uncheck both fields below.

In the event that the security database is used by the customer with parameters already enabled,
then follow reference [4] to configure access privileges for the CCT user from Section 6.5.

Welcome: User cust
Last login: Mon Mar 25 17:43:45 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
A\VAyA Appllcatlon Enablement Services HostMame/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2

Management Console

Version: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 18:29:44 ICT 2019
HA Status: Mot Configured

Security | Security Database | Control Home | Help | Logout

» AE Services

Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

High Availability || Enable SDBE for DMCC Service
» Licensing [7] Enable SDB for TSAPI Service, JTAPI and Telephony Web Services

» Maintenance Apply Changes

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host A4

PAM

Security Database

= Control
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6.7. Administer Ports

Select Networking - Ports from the left pane, to display the Ports screen in the right pane.

In the DMCC Server Ports section, select the radio button for Unencrypted Port under the
Enabled column, as shown below. Retain the default values in the remaining fields.

Welcome: User cust
Last login: Maon Mar 25 17:43:45 2019 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0
‘ \VAyA Appllcatlon Enablement Services HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2 !
Server Offer Type: VIRTUAL _APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 18:32:41 ICT 2019
HA Status: Mot Configured

Networking |Ports Home | Help | Logout

» AE Services
Communication Manager Ports
Interface
High Awvailability CVLAN Ports Enabled Disabled
} Licensing Unencrypted TCP Port 9999 @ @
» Maintenance Encrypted TCP Port 9998 @ &
* Networking
- DLG Port TCP Port 5678
AE Service IP (Local IP)
Network Configure TSAPI Ports Enabled Disabled
G TSAPI Service Port 450 @ O

Local TLINK Ports

TCP,/TLS Settings TCP Port Min 1024

» Security TCP Port Max 1039
) Status Unencrypted TLINK Ports
TCP Port Min 1050
» User Management
TCP Port Max 1065
» Utilities Encrypted TLINK Ports
» Help TCP Port Min 1066
TCP Port Max 1081
DMCC Server Ports Enabled Disabled
Unencrypted Port 4721 @ @
Encrypted Port 4722 @ @
TR/87 Port 4723 @ O
H.323 Ports
TCP Port Min 20000
TCP Port Max 29939
Local UDP Port Min 20000
Local UDP Port Max 25999
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6.8. Administer TCP Settings

Select Networking - TCP/TLS Settings from the left pane, to display the TCP/TLS Settings
screen in the right pane. For TCP Retransmission Count, select TSAPI Routing Application
Configuration (6), as shown below.

Welcome: User cust
Last login: Mon Mar 25 17:43:45 20185 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0
tsty‘s Apphcatlon Enablement Ser\llces HostName/IP: aes8.hcm.com/feB80::250:56ff:feb7:8ca7 %eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 18:34:19 ICT 2019
HA Status: Not Configured

Networking | TCP / TLS Settings Home | Help | Logout

» AE Services

Communication Manager TCP I TLS Settings
Interface

High Availability TL5v1 Protocol Configuration
[ Support TLSv1.0 Protocol
[T Support TLSv1.1 Protocol
Support TLSv1.2 Protocol

» Licensing
} Maintenance
¥ Networking
AE Service IP (Local IP)

TCP Retransmission Count

Network Configure @ standard Configuration (15)

Ports @ TSAPI Routing Application Configuration (8)
TCP/TLS Settings

} Security | Apply Changes | | Restore Defaults | [ Cancel Changes |

) Status Note: A smaller TCP Retransmission Count reduces the amount of time that the AE Services server waits for a TCP
acknowledgement before closing the socket.

» User Management Select the Standard Configuration setting unless this AE Services server is used by TSAPI routing applications.

» Utilities Warning: This setting applies to all TCP and TLS sockets on the AE Services Server and so it should be used with caution.

» Help
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6.9. Restart Services

Select Maintenance > Service Controller from the left pane, to display the Service Controller
screen in the right pane. Check DMCC Service and TSAPI Service, and click Restart Service.

Welcome: User cust
Last login: Tue Mar 26 14:26:05 2015 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0
tNVA ‘s Apphcatlon Enablemel‘lt Sel’Vlces HostName/1P: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2 !
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Tue Mar 26 14:47:14 ICT 2019
HA Status: Not Configured

Maintenance | Service Controller Home | Help | Logout|

» AE Services
Communication Manager Service Controller
Interface
High Availability
} Licensing [C] AsAI Link Manager Running
: DMCC Service Running
~ Maintenance .
O cvian service Running
Date Time/NTP Server
[ bLG Service Running

Security Database .
] Transport Layer Service Running

Service Controller TSAPI Service Running

Server Data

— For status on actual services, please use Status and Control
» Networking

» Security [_start ][ stop |[ Restart Service || Restart AE Server || Restart Linux || Restart web Server |

» Status
» User Management

» Utilities

» Help
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6.10. Obtain Tlink Name

Select Security - Security Database - Tlinks from the left pane. The Tlinks screen shows a
listing of the Tlink names. A new Tlink name is automatically generated for the TSAPI service.
Locate the Tlink name associated with the relevant switch connection, which would use the
name of the switch connection as part of the Tlink name. Make a note of the associated Tlink
name, to be used later for configuring ContactPro®

In this case, the associated Tlink name is “AVAYA#CM8#CSTA#AESS8”. Note the use of the
switch connection “CM8 from Section 6.3 as part of the Tlink name.

Welcome: User cust
Last login: Tue Mar 26 14:26:05 2019 from 10.128.224.59

- - - MNumber of prior failed login attempts: 0
tsVA A Appllcatlon Enablement Services HostName/IP: aes8.hcm.com/fed0::250:56ff:feb7:8ca7%eth2
s Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console reion: 8.0.1.0.0.5-0

ver Date and Time: Tue Mar 26 15:26:16 ICT 2019
HA Status: Not Configured

Security | Security Database | Tlinks Home | Help | Logout

» AE Services

Communication Manager Tlinks
Interface

High Availability Tiink Name
» Licensing @ AVAYAZCME#CSTAZAESS

» Maintenance Delete Tlink

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control

CTI Users

= Devices

= Device Groups
= Tlinks
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7. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Avaya Aura® Session Manager. The
procedures include the following areas:

« Launch System Manager
« Administer Users

7.1. Launch System Manager

Access the System Manager Web interface by using the URL “https://<IP Address>/SMGR” in
an internet browser window, where <IP Address> is the IP address of the System Manager
server. Log in using the appropriate credentials.

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID:

If IP address access is your only option, then note that authentication will _ i
fail in the following cases: Password:

= First time login with "admin” account

= Expired/Reset passwords Log On Cancel

Use the "Change Password” hyperlink on this page to change the password
manually, and then login.

Also note that single sign-on between servers in the same security domain
is not supported when accessing via IP address. ) supported Browsers: Internet Explorer 11.x or Firefox 59.0, 60.0 and 61.0.

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
madification of this system is strictly prohibited.

Unautharized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other applicable domestic
and foreign laws.

The use of this system may be monitored and recorded for administrative
and security reasons. Anyone accessing this system expressly consents to
such monitoring and recording, and is advised that if it reveals possible
evidence of criminal activity, the evidence of such activity may be provided to
law enforcement officials.

All users must comply with all corporate instructions regarding the protection
of information assets.

NAQ; Reviewed Solution & Interoperability Test Lab Application Notes 24 of 53
SPOC 9/13/2019 ©2019 Avaya Inc. All Rights Reserved. ContactPro® AESS8



7.2. Administer Users
From the dashboard, select Users - User Management - Manage Users

Shortcuts v

AVAyA & Users v # Elements v & Services v | Widgets ~

Aura® System Manager 8.0

Administrators
Notifications

System Resource Ut

=]

= Directory Synchronization
Groups

User Management : Manage Users

User Pro ng Rule

Warning [l Norma

- x
Alarms Information
Severit Communication Profile P, ord Policy Elements GNRL Sync Statuc
Avaya Aura Device Services 1 ||
SourcelP Description
Avaya Aura Web Gateway 2 |
: Avaya Breeze 1 .
AvayahuraMediaServer 1 |
CM 2 ||
MMCS 2 |
-

Click New.

AVAyA & Users v /F Elements v & Services v Widgets v  Shortcuts v

Aura® System Manager 8.0

Home

User Management

Homed | Users2 | Manags Users

Search Q

User Management

Manage Users
[] First Mame % 7 Surname % 7 Display Name & 7 Login Name
O 2010006 TE 2010006 TE 2010006@h
(] 2010007 TE 2010007 TE 2010007@h
O 2010008 duy TE duy 2010008 TE duy 2010008@h
O 2010020 TE 2010020 TE 2010020@h
O 2012311 TE 2012311 TE 2012311@h
O 2012312 TE 2012312 TE 2012312@h
O 2012313 TE 2012313 TE 2012313@h
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On the Identity tab enter an identifying Last Name and First Name, enter an appropriate Login
Name, set Authentication Type to Basic and administer a password in the Password and
Confirm Password fields.

AVAYA & Users v A Elements v  # Services v | Widgets v Shorteuts v - A= | el

Aura® System Manager 8.0

Home Administrators User Management
~ .
B Homefw / Users@ | Manage Users Help ©
Manage Users User Profile | Add B Commit & Continue (® Cancel
Public Contacts identity ~ Communication Profile | Membership Contacts
Shared A = Basic Info
User Provisioning Rule : | |
System Presence ACLs Address
Communication Profile ... LocalizedMame § .
+ Last Name: | Vaice | Last Name (Latin | Voice |
T |
+ First Name : | Agent | First Name (Latin | Agent |
T ion): - .
+ Login Name: | 70000@deveonnact com | Middle Name : | |
Description : | | Email Address: | |
Password : | | User Type: | ) |

Click on the Communication Profile tab and enter and confirm a Communication Profile
Password, this is used when logging in the SIP endpoint.

A & Users v # Elements v £ Services v | Widgets v  Shortcuts v
n Manager 8.0

Home User Management

User Management

Manage Users

Comm-Profile Password

Comm-Profile Password : ‘

# Re-enter Comm-Profile Password : ‘
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Click on the Communication Address, select New.

AVAVA & Users v JFElements v & Services v \ Widgets v  Shortcuts v

Aura® System Manager 8.0

Home User Management

User Management
User Profile | Add Bl Commit & Continue & Cancel

Manage Users . -

Identity Communication Profile Membership Contacts
Publi cts

Communication Profile Password 2 Edit + New & Delete Options v

PROFILE SET: Primai A
. Type Handle § Domain $ 7

Communication Address

PROFILES

Select Avaya SIP from the Type drop down box and enter the Fully Qualified Address of the
new SIP user. Click Ok when done.

Communication Address Add/Edit X

* Type: ‘ Avaya SIP |

s\FI]”‘]l Qualified Address: ‘ 70000 | @ ‘ devconnect.com |
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Scroll down on the same page. Enable Session Manager Profile and enter the Primary Session
Manager, Origination Application Sequence, Termination Application Sequence and Home
Location relevant to the implementation.

L]

# Primary Session Manager: | SMDev 0

Communication Address

(e

PROFILES Secondary Session Manager: |

o

Session Manager Profie @D

Survivability Server: |

o

Max. Simultaneous Devices: | 1 |

Block New Registration When Maximum Registrations |
Active?:

Application Sequences

Origination Sequence: | CMas |

Termination Sequence: | cMa3 |

Emergency Calling Application Sequences

Emergency Calling Origination Sequence: | |

Emergency Calling Termination Sequence: | |

Call Routing Settings

* Home Location :

[w]
@

o]
=l
]
D
&
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Scroll down the page and enable CM Endpoint Profile section. Select the Communication
Manager system from the System drop down box, select Endpoint as the Profile Type, enter the
Extension number you wish to use, select 9641SIPCC_DEFAULT_CM_8 0 as the Template
and ensure IP is configured as the Port, click Commit & Continue (not shown) when finished.

# System: CMa3 * Profile Type: Endpaint
Use Existing Endpoints: = Extension : 70000 O
* Template: | 95415/PCC_DEFAULT_CM, Q * SetType:
# Sub Type: # Terminal Number ;
System ID: Security Code: R
Port: P o] Voice Mail Humber:
Preferred Handle: Calculate Route Pattern:
Sip Trunk: aar SIP URI:
Enhanced Callr-Info display for Delete on Unassign from User
1-line phones: or on Delete User:
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Click on Endpoint Editor in the CM Endpoint Profile and on the General options tab set Type
of 3PCC Enabled as Avaya.

Enhanced Call Fwd (E) Button Assignment (B) Profile Settings (P) Group Membership (M)

+« Class of Restriction

(COR) 1 *  Class Of Service (COS) 1
*  Emergency Location Ext 70000 *  Message Lamp Ext. 70000
*  Tenant Number 1
*  SIP Trunk Q aar Type of 3PCC Enabled Avaya |z|
Coverage Path 1 Coverage Path 2
Lock Message Localized Display Name
Multibyte Language Not Applicable E::tti'll:ﬁl %E:;:?:gi;ﬁtf;rl system E

SIP URI

Primary Session Manager
IPv4: IPvG:

Secondary Session Manager
IPv4: IPvG:

Click on Feature Options (F) tab, scroll down and check IP SoftPhone. Click on Done to save
changes and go back to the User Communication Profile screen.

IS LAUSII

Features

Always Use Idle Appearance Preference
IP Audio Hairpinning ¥ IP SoftPhone
Bridged Call Alerting ¥ LWC Activation
Bridged Idle Line Preference CDR Privacy

¥| Coverage Message Retrieval Precedence Call Waiting
Data Restriction ¥| Direct IP-IP Audio Connections

¥ Survivable Trunk Dest H.320 Conversion
Bridged Appearance Origination Restriction IP Video Softphone

Y| Restrict Last Appearance Per Button Ring Control
Turn on mute for remote off-hook attempt
IP Hoteling
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Click on Button Assignment (B) tab, configure Button Feature as following:

‘_ Feature Buttons Button Modules

__Endpoint
Configurations

Favorite Button Label

— Button Configurations
Button Feature

call-appr :;t[‘;_
call-appr :?t[;)_

Auto-
call-appr A/D
. ||| [agntdogin [3]

Reason
aux-work || Code

- auto-
auto-in :I in Grp
manual-in :l manual-

in Grp

@ N AW RWN K
COoo0OoOoDOmo

after-

after-call | =/ call

Crn

Click on Commit to save the user.
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8. Configure CCT Deutschland GmbH ContactPro®

This section outlines the steps required to configure the connections from CCT ContactPro® to

the AES.

8.1. Create CONTACTPRO® Database and User

A database and database user for ContactPro® must be created on the SQL server.

8.1.1. Create Database

Create a CONTACTPRO® database on the same Microsoft SQL Server. Right-click on

Databases and click on New Database.

- [jj localhost (SOL Server 12.0.2269 - =a)
- Ca [

+ [ Security Mew Database...

1 Qo T4

Give it a suitable Database name and click on OK at the bottom of the screen.

5 Mew Database — | *

Selecta page I . =
; = - Hel
&0 General g o L5 Hele
% Options
2% Filegroups Database name: |CONTACTPF-!O |
Qwner | «defautt> | [
Database files:
Logical Name File Type  Filegroup Inttial Size (MB)  Autogrowth / Maxsize
CONTACTP... ROWS.. PRIMARY i3 : By 1 MB, Unlimited
COMNTACTP... LOG Mot Applicable 1 By 10 percent, Unlimited

Connection

Server:

localhost

Connection:

EE]

A{ View connection properties
Progress

Ready @ &
Add Bemowve
Cancel
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The end result will be as shown in the screenshot below where CONTACTPRO® database
which was just created. The default MS SQL ReportServer and ReportServerTempDB
databases may also be present.

Az Microsoft SOL Server Management Studio
File Edit Wiew Debug Tools Window Help

E-Eﬂ'ﬂ'jﬂﬂ|_£_f‘ﬂmﬂueq Ly ey 5

Object Explorer
Connect~ 3 3 m 7 (7] .4

=] L:_‘B 192.168.123.223 (5QL Server 10.530.1600 - =a)
= [ Databases

[ System Databases

[ Database Snapshots

[ ACS

| J ASContact

| ) ASMSControl

| | ASMSDatal

¥

| J ReportServer

| J ReportServerTempDB

[ Security

[ Server Objects

[ Replication

[ Management

|_% SO Server Agent

HEEHEHEHBHEEMH
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8.1.2. Create User
Create a database user named ContactPro®. Right-click on Login and click on New Login.

= [_ﬂ localhost (SCL Server 12.0.2269 - =a)
3 Databases
= [ Security
= L

Mew Login... I!

Click on the General tab in the left window and enter the Login name and click on SQL Server
authentication and enter a suitable Password for the ContactPro® user. Click on OK at the
bottom of the screen once done.

ﬂ Login - Mew — O o

;S Script - Lj Help

™ Server Roles

Eh User Mapping Login name: ||:|:ur|ta|:1pn:u | Search...
g gf;ﬁfbles () Windows authentication
o (®) S0L Server authentication

Passwaord: |uuuuu |

Confirm passwond: |unun" |

() Mapped to cerficate

() Mapped to asymmetric key
] Map to Credential

Connection
Server: Mapped Credentials Credential Provider
192.168.123.223
Connection:
2a
&y Miew connection properties
Progress
Ready Default database: master il
Default language: <default> i
Carce
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Click on User Mapping in the left window. For this user, grant public and db_owner access to
CONTACTPRO® databases. Click on OK at the bottom of the page once done.

g Login - New — O >
Select a page i LI
12 General ;S £ Lj —
“4 Server Roles
i Users mapped to this login:
Securables Map Database User Default Schema e
Status [ ACS
| ASContact
ASMSControl
ASMSDatal
{ CONTACTFPRO
[0  master
[0  model
| msdb
| Report Server
1 RepotServerTemoD B e
Co B Database ole membership for: CONTACTPRO
nnechon
[] db_accessadmin
?;;’_IE&B 123973 [] db_backupoperater
SEE e [] db_datareader
Connection: [] db_datawriter
sa [] db_ddiadmin
db_d ataread
&Y View connection properties g dh]iﬂm:ﬁ:;r
db_owner
Progress | db_secuntyadmin
public
Ready =
Cancel
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8.1.3. Execute CONTACTPRO®.sql script

Fill the contents of the CONTACTPRO® database, open the provided
CONTACTPRO®_3.5.sql script.

*-'5"3 Microseft SCOL Server Management Studio

File | Edit View Debug Tools Window Help
27 Connect Object Explorer..,

&Y Disconnect Object Explorer

Mew r

Open » ? Analysis Services Database...

Close _Tj Project/Soluticn... Ctrl+Shift+0
Close Solution Lﬁ File... Ctrl+CQ

Execute the script by clicking the Execute button.

‘-'53 CONTACTPRO_3.5.0.5gl - T420-1234.master (CCTvtyoh (52)) - Microsoft SCQL Server Management Studio
File Edit View Query Project Debug Tools Window Help

P - S @ A NewQuey (YRR 4 a9 - - 255 b

............

E 34 g | | master -|| ¥ Erecute b Debug B 3D gl |37 HE @38 Y| = 2 | ==

Obyject Explorer

Connect~ 3 @l @ “F E£

Execute (F3)

- G0
5 1B T420-1234 (SQL Server 1202269 - CCThtyoh) frerens Object: Table [dbo].[ACDCallDetailByAgent

L3 Databases SET ANSI NULLS ON

[ Security GO

[ Server Objects SET QUOTED_IDENTIFIER ON

[ Replication GO

31 Management SET ANSI_PADDING ON

G0

=|CREATE TABLE [dbo].[ACDCallDetailByAgent](
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‘-'53 COMTACTPRO_3.5.0.5ql - localhost.master (sa (33])) - Microsoft 0L Server Management Studio
File Edit View Ouery Project Debug Tools
Py il T e | L NewQuery (B | 4 B9 - - Q-5 g b

{4 4| master ~ | ¥ Execute b Debug = o 30 =l |37 uy

CONTACTPRO 2501 st 521 I

lJSE [CONTACTPRO]

G0

frE**EEx gbject:

SET ANSI_NULLS ON

G0

SET QUOTED_IDENTIFIER ON

G0

SET ANSI_PADDING ON

G0

—|CREATE TABLE [dbo].[ACDCallDetailByAgent](

100% -

[deliveredDateTime] [datetime] NULL,
[agent] [wvarchar](5@) NULL,

[ucid] [varchar](58) NULL,

[digits] [varchar](5@) NULL,

[uui] [warchar](58) NULL,
[alertingDevice] [varchar](5@) NULL,
[callingDevice] [varchar](5@) NULL,
[calledDevice] [warchar](5@8) NULL,
[distributingVDN] [varchar](5@) NULL,
[splitskill] [varchar](58) NULL,
[ringTime] [int] NULL,

[talkTime] [int] MULL,

[holdTime] [int] MULL,

[acwTime] [imt] MULL,

[heldCount] [int] MNULL,

[rona] [bit] WULL,

Mmoo Frmmadl Fhisd

_'j Messages

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected)

100% -

@ Query executed successfully,

Window Help

Table [dbo].[ACDCallDetailByAgent]

QENIE 2

Script Date: 11.88.2015 15:24:47 *****x/
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The contents of the CONTACTPRO® database will now look like this.

= | CONTACTPRO

[ Database Diagrarms

=N Tables

[ System Tables

[ FileTables
= dbo.ACDCallDetailByAgent
= dbo.C_FEATURES
= dbo.C_SELFSKILLIMG
= dbo.C_TRAMSLATIOM_MESSAGES
= dbo.C_TRAMSLATION_QUERIES
= dbo.C_WALLBOARD_THRESHOLDS
=l dbo CALL_LOG
= dbo.CHAMMEL
= dbo.EmailDetailByAgent
= dbo.EMPLOYEE
= dbo.EMPLOYEEADDRESS
= dbo.EMPLOYEEEMAIL
—1 dbo.EMPLOYEEPHOME
= dbo.GROUPMEMEBER
= dbo PHOMEBOOK
= dbo.PHONEBOOK_EMAIL
= dbo.PHOMEBOOK_PHOME
=l dbo.PROPERTY
=1 dbo.PROPIMSTAMCE
=l dbo.PROPSECTION
=l dbo PROPVALUE
= dbo.SPEED_DIAL
= dbo TEMANT
= dbo WORKGROUP

B &

EEFEEEEEEEEEE BB

B EE

HEEHRBEE
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8.2. Configure ContactPro® and ContactPro® Manager Connection to the

Database

ContactPro® and ContactPro® Manager need the connection settings to the ContactPro®
database. This is the typically the only configuration required before deployment of the software

to users.

Navigate to the folder where ContactPro® and ContactPro® Manager have been installed. Right
click on the file called Configuration.xml and open this with a program such as Notepad or
Notepad ++ as is shown below.

R DevCon_VoiceOnly_ContactPro_NEW [=Te[x]
Home Share View 9
:(_:. - 1~| ; « DevConnect_Voice.. » DevCu:un_‘uroiceOnI}r_ContactPro_NEWI W C..| | Search DevCon_VoiceOnly_C.. 2 |
- F - MNarme Date medified Type Size -
A Favorites b
B Desktop . DevCon Doc 27/ File folder
& Downloads , Factory Layouts 27/ File folder
2 Recent places %] AESVoice.dIl 26/ Application extens... 903 KB
|| AESVoice.pdb 26/ PDE File 432 KB
1% This PC %) AgentStatistics.dll 08/ Application extens... 23 KB
i Desktop || AgentStatistics.pdb 08/ PDE File S50KB
| Documents %) ApplicationHost.dll 02/12/2014 11:47 Application extens... 2785 KB =
41 Downloads || ApplicationHost.pdb 02/12/2014 11:47 PDE File 302 KB
' Music % CallLeg.dll 11/11/2014 16:39 Application extens... 639 KB
=| Pictures || Callleg.pdb 11/11/2014 16:39 PDE File 62 KB
g Videos = Conﬁguration.xml Choose default program... 8 KB
£, Local Disk () ContactPro.exe Edit 833 KB
£5 DVD RW Drive (D) IF @) IAESVoice.dll [&  Edit with Notepad++ bxtens... 10 KB
- PG_KEY (E:) % |ApplicaticnFram Open with b Extens... 360 KB
|| 1ApplicationFram E Arpive ekle... 100 KB
€l Network %] 1SmartDial.dll B  Arpive ekle "Configuration.rar” extens... 3KB
%] logdnet.dll E Sykyptyr ve eposta gdnder... petens... 244 KB
|%| PhoneBock.dil E Sykyptyr "Configuration.rar” ve eposta génder pedens... 1878 KB
|| PhoneBook.pdb Restore previous versions 100 KB
%) ServiceProvider.dl Extens... 5,325 KB
Send to k
%) SmartDial.dll Extens... 128 KB o
Cut
Jlitems  1item selected 7.04 KB =
Copy
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Once this file is opened navigate to the section regarding the ContactPro® MS SQL Database
settings. Here the following must be entered correctly.
e ContactPro® Database Server
ContactPro® Database Name
ContactPro® Database Login Username
ContactPro® Database Login Password
Database Port
Timeout

Once this information has been entered correctly sane the file (File > Save (not shown)).

@{ CA\[MyData]\ContactPro\EMC\ ContactPro EMC ReleaseCandidate 3.3.0.190% Configuration.xml - Notepad++ - o X

File Edit 5Search View Encoding Language Settings Macre Run  Plugins  Window I X
cHEHERGA ik e iyl 2x| B = BlesEb®E @

= Corfiguration xml ml

=1

34 '5 </Section> ~
= <Section name="Main Form Window™ descripticn="">
<Item name="Form Visible™ value="true™ t ="bool" description="" /-
<Item names="Menu Visible™ value="true™ t cription="m"
<Item name="0Options Menu Visible™ wvalue="true™ type="bool" =cript Pk
<Item name="Set Focus To Main Form Window ATter Startup” value="@" type="int" description="In milliseconds. @ -
L + 4 -
= <Section name="Database™ description="ContactPro MS 50l Database settings.">
<Item name="Conneclion SLring™ value="" Lype="string™ description="You can configure your Conneclion String Trjp
<Item name="ContactPro Database Server™ value="192.168.123.223" type="string" descripticn="The ContactPro Datap.
<Item name="ContactPre Database Name" value="CONTACTPRO"™ type="string" dezcription="The ContactPro Database Najp
<Item name="ConltactPro Dalabase Login Username™ value="contactpro™ type="slring™ description="The ContacltPro D
<Item name="ContactPro Database Login Password™ value="contactpro™ type="password" dezcripticn="The ContactProjl
<Item name="Port" value="@" type="int"™ description="S%et to @ or 1433 (default mssql port) 1T you do not want t
<Item name="Timeout™ value="5" type="int"™ description="In seconds." />
H </Section>
e LEDS
E <Modules>
5 % <Module name="AESVoice™ enabled="true™ ver=ion="" description="Avaya AES DMCC/TSAPI Voice Module™:
53 H <sectfon name="Dependencies” description="">
54 <Item name="IAESVoice.dll"™ value="3.08.6.8" type="string™ description="The interface description of Module Voi.
5 <Item name="ServiceProvider.dl1l" value="6.1.1.45" type="string™ de=cription="The AES DLL." />
SERN - </Section>
ST H cfModule>
58 H <Module name="LicenseValidator™ ver=ion="" description="">
59 E <section name="Dependencies” ription="m">
=1 <Item name="Datalypes.dll"™ value="" type="string" description="" />
61 <f/section>
62 - <fModule=
63 [H <Module name="SmartDial™ enabl "true® version="" description="">
64 % <section name="Dependencies™ description=""> o
B T R T TR L .
extensible Markup Language file length: 13205 lines: 165 Ln:1 Col:1 Sel:0]|0 Dos\Windows UTF-8 INS
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8.3. Configure Properties with ContactPro® Manager

The ContactPro® Manager allows the configuration of properties for all ContactPro® Clients.
Global properties can be set at the Top System Level or set different properties at the Tenant
level or Workgroup level or for each individual Agent.

Properties only need to be configured in sub levels if different Properties for other Tenants are
required.

The following sections describe the minimum required properties to configure for ContactPro®
in order to connect successfully to both the Session Manager and AES Server. All other
properties may be left at their default values.

8.3.1. Configure the Connection to Avaya Aura® Session Manager

From a Supervisor or Administrator PC where the CCT ContactPro® Manager application was
installed double click on the CCT ContactPro® Manager shortcut as shown below. The
ContactPro® Manager is opened and select SIP/Server from the Sections window.

The information highlighted below must all be filled in; this information is all obtained from
Section x. This information is all required to connect successfully to Session Manager.

ContactPro Manager

MName &

POM/WrapUp
POMCloselnbound
PresenceCPS

QuickMenu Domain devconnect.com
Remed: .

Remed;”Screenpop;’KnowIedge o= BED 1020592
Remedy/Screenpop/Ticket .

Sa\esfoy;ce,*Screzngop,*Chat IR I
Salesforce/Screenpop/Email StunPort 2478
Salesforce/Screenpop/General

Salesforce/Screenpop/FOM Stunserver

Salesforce/Screenpop/Voice

Salesforce/Server Transport TLS

SAP

SAP/Screenpop/General

SAP/Screenpop/Voice

SAP/StartupTab

Screenpop

Screenpop/Chat

Screenpop/Custom

Screenpop/Email

Screenpop/General

Screenpop/FOM

Screenpop/Voice

Selfskilling

SendFeedback

SIP/CallControls

speedDial
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8.3.2. Configure the Connection to Avaya Aura® Application Enablement
Services

From a Supervisor or Administrator PC where the CCT ContactPro® Manager application was
installed double click on the CCT ContactPro® Manager shortcut as shown below. The
ContactPro® Manager is opened and select AESVoice/AESServer from the Sections window.

The information highlighted below must all be filled in; this information is all obtained from
Section 6. This information is all required to connect successfully to the AES and each part is
changed by double-clicking on the field that needs to be changed.

ContactPro Manager

Gatewa:

[ACM vl Name * Value
ACMGateway )

ACR AESProtocolversion 7.1
ACR/AUtOT: 8 .

ACR ngcoorgg PrimaryAESACMConnectionName CMa3
ActiveDirectory 5

ActiveDirectory/Contextienu PrimaryAESIPAddress 10.30.5.95
ﬁ‘é‘si"\;‘fj?:':dmy’seamh PrimaryAESLoginPassword

G PrimaryAESLoginUsername cct
AESVoice/AgentControls

AESVoice/CallContrals PrimaryAESPort 4721
AESVoice/General

AESVoice/Logout PrimaryAESSecureSocket No
AESVoice/StatusBar

AESVoice/Voicemail QuaternaryAESACMConnectionName
AgentStateLog

AgentStatistics QuaternaryAESIPAddress
AgentStatistics/AvgACWThreshHolds

AgentStatistics/AvgHandleTimeThreshHolds QuaternaryAESLoginPassword
AgentStatistics/LiveCallThreshHolds

ApplicationHost QuaternaryAESLoginUsername
ApplicaticnHost/Language

ApplicationHost/Logging QuaternaryAESPort 4721
ApplicaticnHost/SmartClient

AUXLog QuaternaryAESSecureSccket No
CallLog

CoBrowse SecondaryAESACMConnectionName
ContextData

CP/Server SecondaryAESIPAddress
ggg::gil;;mepcmng SecondaryAESLoginPassword

CPChat .

S daryAESL u

CPChat/AuteTranslation econdary ogintisemame

g;'gg:’ SecureForm SecondaryAESPort 4721
CPCore/AgentControls SecondaryAESSecureSocket No
CPCore/ChannelControls
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8.4. Configure Users with ContactPro® Manager

For every ContactPro® Client user, you need to create a New Employee. Right-click on a
workgroup then click “New User”.

Manager Agents Audit Log

4 @ System
4 @& Default Tenant
4 &% Default Workgroup

& 3 3 Edit Workgroup

-
& 2 & Mew User
[C) Copy Properties
& C
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The following fields are required.
e Username (This is the Agent ID such as that created in Section 5.4 for example).
e First Name
e Last Name

e Password
Title
Agenlt- _ \.I’_c:.ic-e_
70000 -me
Rl sername
Active Directory Username
Agent -

Change Password On Login
IsQMAgent

3333

Agent ID i
) |

Create employees under different workgroups in different tenants. This allows you to easily
manage different Properties for different Tenants or Workgroups or each individual Employee.
NOTE: You do not need to duplicate properties. You only need to configure what’s different
compared to the upper level which could be either the Top System Level, Tenant or
Workgroup level.
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9. Verification Steps

This section provides the tests that can be performed to verify proper configuration
of Communication Manager, Application Enablement Services, and ContactPro®
Client.

9.1. Verify Avaya Aura® Communication Manager

On Communication Manager, verify status of the administered CTI link by using the
“status aesvcs cti-link” command. Verify that the Service State is “established” for the
CTI link number administered in Section 5.2. as shown below.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 9 no aes8 established 14 14

Enter the command list agent-loginID verify that agent 80000 shown in Section 5.4 is
logged-in to extension 70000

list agent-loginID
AGENT LOGINID
Login ID Name Extension Dir Agt AAS/AUD COR Ag Pr SO
Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv

80000 Voice Agent 70000 1 1vl
2/01 / / / / / /

Enter the command status station 70000 and on Page 7 verify that the agent is logged-in to the

appropriate skill.

status station 1005 Page 7 of
ACD STATUS

Grp/Mod Grp/Mod Grp/Mod Grp/Mod Grp/Mod Grp/Mod Grp/Mod
2/AI / / / / / / On ACD Call? no
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9.2. Verify Avaya Aura® Application Enablement Services

On Application Enablement Services, verify the status of the TSAPI link by selecting Status -
Status and Control - TSAPI Service Summary from the left pane. The TSAPI Link Details
screen is displayed.

Verify the Status is “Talking” for the TSAPI link administered in Section 6.3.

Welcome: User cust
Last login: Tue Mar 26 15:40:17 2019 from 10.128.224.59
Number of prior failed login attempts: 0

thvt \ A App|lcatl0l‘l Enablemel‘lt Sel’\ﬂces HostName/IP: aes8.hcm.com/fed0::250:56ff:feb7:8ca72%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Tue Mar 26 15:49:11 ICT 2019
HA Status: Not Configured

Status | Status and Control |[TSAPT Service Summary Home | Help | Logout

» AE Services

Communication Manager TSAPI Link Details
Interface
High Availability [Tl Enable page refresh every 60 » seconds
» Licensing
N Switch _ Msgs Msgs
falamienance Link CTI Status| vsw't.‘:h Associations to from =S
" . ersion p - Period
» Networking Link ID Switch Switch
» Security . Tue Mar 26 ;
@ 1 ‘ CcMma ‘ 1 ‘Talkmg 1G:48:36 2010 Online: 13 0 a a 30
¥ Status
A
Logs For service-wide information, choose one of the following:
[ TS4PI Service Status || TLink Status || User Status |
Log Manager
Status and Control
= CVLAN Service Summary
= DLG Services Summary
= DMCC Service Summary
= Switch Conn Summary
= TSAPI Service Summary
» User Management
» Utilities
» Help
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Verify the status of the DMCC link by selecting Status - Status and Control > DMCC
Service Summary from the left pane. The DMCC Service Summary — Session Summary

screen is displayed.

Verify the User column shows action sessions with the CCT user name from Section 6.5.

Status | Status and Control |DMCC Service Summary

)} AE Services

Communication Manager
Interface

High Availability
» Licensing
} Maintenance

» Networking

» Security

¥ Status
Alarm Viewer
Logs
Log Manager
Status and Control
= CVLAN Service Summary
= DLG Services Summary
= DMCC Service Summary
= Switch Conn Summary
= TSAPI Service Summary
» User Management
) Utilities
» Help

NAQ); Reviewed
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Home | Help | Logout

DMCC Service Summary - Session Summary
Please do not use back button

[l enable page refresh every 60 + seconds
Session Summary Device Summary

‘Generated on Mon Apr 08 10:04:44 ICT 2019

Service Uptime: 11 days, 16 hours 57 minutes
Mumber of Active Sessions: 1

Mumber of Sessions Created Since Service Boot: 1861
MNumber of Existing Devices: 1]
Mumber of Devices Created Since Service Boot: 1701

nm @ Application | Far-end Identifier | Connection Type | # of Associated Devices
[) [82ED47D955F1BFBCS B295764A7EC224C-1860 et [aesvoice  |[10.128.224.50
[ Terminate Sessions |[ Show Terminated Sessions |

|XML Unencrypted |U

1err|1-1 uHGD
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9.3. Verify Login of ContactPro® Client

From the Client PC open the application ContactPro®. Once this is opened, select SETTINGS
and choose Phone as 12 — ContactPro® Softphone (SIP Avaya)

ContactPro LOGIN | SETTINGS = & =

(€) settings
ACCOUNTS SERVICES

Phone
| 12 - ContactPro Softphone (SIP Avaya) i

Agent
KN ~

0.4

Click on OK to fill following details:

ContactPro LOGIN | SETTINGS S
(€) welcome
LOGIN
ContactPro
80000 ecccccccccee
m Phone
o 70000 ecccccccee
Agent A
80000 ecccee
Clear oK Cancel
Please enter your login details.
Click on OK to log in to ContactPro®
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9.4. Verify Agent Status using ContactPro®

Once logged in, the agent state can be changed using the buttons at the top left highlighted
below. Note also the station number (70000) and Agent ID (80000) once logged in. Click on
Ready to make the agent ready.

cP ContactPro - U:80000 - 5:70000 - A:80000 - Voice Agent
Fle ‘\iew Opbons Help

Lirie 1 Line 2
Workl... i1 |
Mame Value

b \ﬁ'

Line 3 Make Call
WorkList
Active  Typ Status Skij

Mar

£ .\.' J
Agent Ready = ALX

-

ACW

Cus Sub 5ta Ass Age UL Dig AVC

/"Call Log

Call Time = Phone Mumber Call Type
4/8/2019 6:42:26 PM T0009 Accepted Inbou...
4/8/2019 6:40:03 PM T0009 Cutbound Call
4/8/2019 5:38:19 PM 70009 Cutbound Call
4/8/2019 5:04:16 PM T0009 Accepted Inbou...
4/8/2019 4:06:36 PM T0009 Accepted Inbou...
4/8/2019 4:08:13 PM T0009 Accepted Inbou..,
4/8/2019 10:50:44 AM 70009 Missed Inbound
4/8/2019 25747 AM T0009 Accepted Inbou...

CXCCANAK

.») Ready (Auto) | 00:04 |
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Make a call with the MakeCall button.

cP ContactPro - U:80000 - 5:70000 - A:80000 - Voice Agent B X
Fle \ew Opbons Help
I L" o] :
[ w + — Pt ’ -
Line 2 | Line3 Make Call End | Agent FReady AUX ACW
Worlkd... I} WorkList a
Name-|Value-| | —Actives|=Typ|-Statos - :Ell Cus Sut Sta Ass Age UU Dig AVC
@| |D... |Ir1itiatir|g | |? | |u... |u... |u | | |
~ Call Log -
Call Time | Phone Mumber - Call Type
4,/8/2019 6:42:26 PM 70009 Accepted Inbou... V
4/8/2019 6:40:03 PM F0009 Cutbound Call
4,/8/2019 6:39:19 PM F0009 Cutbound Call
4,8/2019 5:04:16 PM 70002 Accepted Inbou... V
4,5/2019 4:06:36 PR 70009 Accepted Inbou... V
4,/8/2019 4:06:15 PM 70009 Accepted Inbou... V
4/8/2019 10:50:44 AM F0009 Missed Inbound M,
4,/8/2019 9:57:47 AM 70002 Accepted Inbou... V
) Ready (Auto) | 0027 | 2, 80000 4ok 2]l
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Make an incoming call from PSTN to a general routing VDN in Section 5.1. Verify that the CCT
ContactPro® Client can receive incoming call. Answer incoming calls with the Answer button.

— J G & ® B

Line 2 | Line3 Make Call Answer = Agent Re-az'-,-' ALK

E T a
Name-|-Value-| | —Actives|=Typ|=Status | 6l e sub stal Ass Age U Dig AVC |

Mar
B & [acfwetng | 7] Joufoufon| | | O

Glllog | .
Call Time =+ Phone Number - Call Type | |

4/8/2019 6:53:08 PM 70009 Cutbound Call

4/5/2019 6:42:26 PM F0009 Accepted Inbou... V

4/8/2019 6:40:03 PM J0009 Cutbound Call

4/5/2019 6:39:19 PM 70009 Outbound Call

4/8/2019 5:04:16 PM J0009 Accepted Inbou... V

4/5/2019 4:06:36 PM F0009 Accepted Inbou... V

4/8/2019 4:08:13 PM J0009 Accepted Inbou.., V

4/8/2019 10:50:44 AM 70009 Missed Inbound

4/8/2019 9:57:47 AM J0009 Accepted Inbou... V
) Ready (Auto) | 01:25 | 2, 80000 |4+ 5[..nl
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10.Conclusion

These Application Notes describe the configuration steps required for Deutschland GmbH
ContactPro® 5.2 from CCT for Breeze Client SDK to successfully interoperate with Avaya
Aura® Session Manager R8, and Avaya Aura® Application Enablement Services R8. All feature
and serviceability test cases were completed with observations noted in Section 2.2.

11. Additional References

This section references the Avaya and CCT Deutschland GmbH product documentation that are
relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.
1. Administering Avaya Aura® Communication Manager, Release 8, Issue 2.0, Nov 2018
2. Administering Avaya Aura® Session Manager, Release 8, Issue 2, August 2018
3. Administering Avaya Aura® System Manager, Release 8, Issue 4, September 2018
4. Administering Avaya Aura® Application Enablement Services, Release 8.0.1, Issue 2,
December 2018

Product documentation for CCT Deutschland GmbH may be found at http://cct-solutions.com
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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