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Avaya Solution & Interoperability Test Lab

Application Notes for Algo 8028 SIP Doorphone Version
2.7.4 with Avaya IP Office Release 11 - Issue 1.0

Abstract

These Application Notes describe the configuration steps required for Algo 8028 SIP
Doorphone to interoperate with Avaya IP Office. Algo 8028 SIP Doorphone is device that
integrates into the Avaya IP Office and enables conversations and remote entry using door
release features.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Algo 8028 SIP Doorphone
to interoperate with Avaya IP Office. Algo 8028 SIP Doorphone is a SIP-based device that can
register with Avaya IP Office as SIP endpoint using UDP protocol.

Algo 8028 SIP Doorphone (hereafter referred as 8028) is outdoor rated IP intercom compatible
with premise based and hosted SIP communication servers. By connecting to Avaya IP Office,
arriving visitors and guests can be greeted from any telephone or client and allowed entry by a
simple key press.

In the compliance testing, Avaya IP Office Server Edition system (IP Office) consists of Avaya
IP Office Primary Linux running on Virtualized Environment and a 500V2 Expansion.

2. General Test Approach and Test Results

The feature test cases were performed manually. The focus of this interoperability compliance
testing was to verify if the 8028 can register as a SIP endpoint on the IP Office and able to make
a call to and from a telephone on the IP Office and able to open the door when the key is pressed
on the phone.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products only (private network side). Readers should consult the appropriate Avaya product
documentation for further information regarding security and encryption capabilities supported
by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
the Algo 8028 did not include use of any specific encryption features as requested by Algo.
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2.1. Interoperability Compliance Testing

Compliance testing verified that the 8028 was able to interoperate with the telephones residing
on the IP Office system. The following interoperability areas were covered:

e The 8028 can register to IP Office as a SIP endpoint.

e The 8028 can make a call to an endpoint on IP Office and establish a clear speech path.

e Avaya Endpoints on IP Office can call the extension assigned to the 8028 and establish
speech path.

e Avaya Endpoints on the IP Office can send required DTMF tones and therefore ensure
the remote door release features work successfully.

The serviceability testing focused on verifying the ability of the 8028 to recover from adverse
conditions, such as disconnecting/reconnecting the Ethernet cable to the device.

2.2. Test Results

The objectives outlined in Section 2.1 were verified. All test cases passed, the following
observations were made during the compliance testing:

e A call between the 8028 and Avaya endpoint (H.323, SIP, and digital) cannot be
transferred by Avaya endpoint to Avaya SIP endpoint. This feature is currently not
supported on Algo 8028.

2.3. Support
Technical support on Algo 8028 SIP Doorphone can be obtained through the following:

e Phone: + 1604 454 3792
e Web: http://www.algosolutions.com/support/support.html
e Email: support@algosolutions.com
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3. Reference Configuration

Figure 1 illustrates the test configuration used during the compliance testing between the Avaya
IP Office and the 8028. The 8028 communicated with IP Office through Avaya switch with
Power over Ethernet (POE) and registered with Avaya IP Office as SIP endpoint. The PRI T1 trunk
was also configured to connect from IP Office to PSTN for test cases off-net via PRI T1 trunk.

Digital and
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Endpoints
. IP office
Simulated < > 500v2
ESTN ISDN PRI Expansion
Trunk
A
1100, J100
and Soft IP Office
Client SIP Primary
Endpoints
SIP UDER/RTP
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Figure 1: Test Configuration Diagram
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The following table indicates the IP addresses that were assigned to the systems in the test

configuration diagram:

Description IP Address

IP Office Primary Server Edition 10.10.97.110

IP Office 500V2 Expansion 10.10.97.230

Avaya SIP and H323 Endpoint 10.33.5.30-10.33.5.36
Algo 8028 SIP Doorphone 10.33.5.50

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya IP Office Primary Server Edition running
on Virtual Environment

11.0.0.2.0 Build 23

Avaya IP Office 500v2 Expansion

11.0.0.2.0 Build 23

Avaya IP Office DIG DCPx16 V2

11.0.0.2.0 Build 23

Avaya IP Office Manager

11.0.0.2.0 Build 23

Avaya 96x1 Series IP Deskphones (H.323)

Version 6.6604

Avaya 1140E IP Deskphones (SIP)

SIP1140e Ver. 04.04.23.00

Avaya J129 SIP Deskphone 3.0.0.16
Avaya Equinox™ for Windows 3.4.4.45.14
Algo 8028 SIP Doorphone

Firmware Version 2.7.4
Kernel Version 1.5

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone
IP Office 500v2 and also when deployed with all configurations of IP Office Server Edition.
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5. Configure Avaya IP Office

This section provides the procedures for configuring Avaya IP Office. The procedures include
the following areas:

o Verify IP Office license

e Obtain LAN IP address

e Administer SIP registrar

e Administer SIP extensions
e Administer SIP users

5.1. Verify IP Office License

From a PC running the Avaya IP Office Manager application, select Start = Programs - IP
Office = Manager to launch the Manager application. Select the proper IP Office system, and
log in using the appropriate credentials.

The Avaya IP Office Manager screen is displayed. From the configuration tree in the left pane,
select License, the list of license displayed in the right panel. Verify that the 3rd Party IP
Endpoints status is “Valid”.

| Configuration | of 7 <>
w-R BOOTP (23) License | Rerote Server
+ Operatar (3)
-3 Solution PLDSFile Status  Valid A

Gg User34)
(- Group(2)
(-8 Short Code(18)

- Directany(l) Powver User 184 Walid Mewver PLDE Modal
-7 Tirne Profile(0) Dvaya IP endpaints 384 Valid Mever PLDS Madal

Feature Instances Status Expiration Date Source i Add..

88 Account Code(l) IPS00 Woice Metworking Channels 32 Obsolete Mever PLDS Modl
E?Z:g E;:;E'ﬂ‘(‘u;(“) P Trunk Channels 512 Valid Never PLDS Nods!
% POSELL0 IPSO0 Universal PRI {Additional cha... 100 Ohsolete Mever PLDE Modal
- System (1) CTILink Pra 5 Walid Mewver PLDS Modal
-9 Line (6) Wiave User Obsolete Mever PLDSE Maodal
- Contral Unit (9) 3rd Party IP Endpoints 384 PLDS Nodsl
B Extension (21) Centralized Endpoints Obsolete Mever PLDS Modal
g% E:ELSSJ Essential Edition 5 Obsolete Mever PLOSNodsl | 5
[-8% Shart Code (78) R& + Preferred Edition (WM Pro) 5 Obsolete Mever PLDS Modal 1
-G Service (1) Server Edition 5 Walid Mever PLDSE Madal
-4 Incoming Call Route (13) UMS Weh Services 100 Walid Mever PLDS Modl

% Directory () WebLM Madel 1 Obsolete Mever PLDS Modal
-k 1) Time Profile (0)

-l TP Route (1) Weblh Model 8.1 1 Ob.solete Mewver FLDS Modal
- Account Code (1) Awvaya Mac Softphone 100 Walid Mewver PLDS Modal
B License (36) St Trunk Channels 128 Walid Mewver PLDS Modal

E]---a‘, User Rights (13) Siveb Callabaration fid “alid Mever PLDE Modal

- ARS (1) Pesmisn Conbact Cantar Salack T alid Mlacsar 01N Rladsl T
@ Location (1) 1 1 b

M Autharization Code (1)

-5 QTIPO
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5.2. Obtain LAN IP Address

From the configuration tree in the left pane, select System to display the IPOSE110 screen in the
right pane. Select the LANL1 tab, followed by the LAN Settings sub-tab in the right pane. Make a
note of the IP Address, which will be used later to configure Algo. Note that IP Office can
support SIP extensions on the LAN1 and/or LANZ2 interfaces, and the compliance testing used

the LANL1 interface.

Configuration

i?

IPOSE110" [ v <

BOOTP (23)

(7 Operatar (3)

2 Solution

-8 User(34)
- Group(2)
[-8% Short Code(18)
----- @5 Directon(0)

----- £ Time Profile(0)
----- B Account Code(l)
-4 User Rights(4)
""" & Location(l)

¢ IPOSELLN

-1 Line (6

H-<2r Control Unit (99
H-a Extension (21)
H-§  User (26)

H-1g Group (2)

0% Short Code (78)
----- @ Service ()

(-3 Incoming Call Route (1
----- a5 Directory (0

£ Time Profile (1)
-l 1P Route (1)

----- B0 Account Code (00
----- W License (36)
#-§y User Rights (13)
- ARS (L

»

m

| Systern | LAM1 | LAaN2 | DS |Voicemai| | Telephony | Directary Services | System Events | SMTP | SMDR |VUIP |VDIP Securit| +

LAM Settings |VDIP | Metwark Topology|

IP Address 10 10 a7 110

TP hask 255 255 255 192

Murnber Of DHCP IP Addresses |16
DHCP Mode

) Server () Client @ Disabled

----- B Location A
< ™ l:\m..t . (D) ~ rrn QK ] ’ Cancel ] ’ Help
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5.3. Administer SIP Registrar

Select the Vol P sub-tab. Make certain that SIP Registrar Enable is checked, as shown below.
Enter a valid sip domain name for SIP endpoints to use for registration with IP Office. In the

compliance testing, the sip domain name ipocc.com was used so the SIP endpoints used the sip
domain name for registration.

Configuration

e

IPOSE110”

[

v | <

=i

£

[

[+

-
[
-

BOOTP (23)
Operatar (3}
Solution

§ User(3g)

a8 Group(2)

% Short Code(18)

- Directory(l)
£ Time Profile(l)
- Account Codeil)
-
- Location(l

£ User Rights(4)

%20 IPOSELLD

EI---’-;.' System (1)
“tfing IPOSELLD
BT Line (8)
[E-= Contral Unit ()

-4 Extension (21)

f-f User (26)

(-4 Group (2)

(-8 Shart Code (76)

-4 Service (0)

E:I---e Incoming Call Raute (1
a4 Directory (1)

£ Time Profile (1)

Bl 1P Route (1)

| Account Code (0)

W License (36)
-fg User Rights (13)
[ RS (1)

e

m

| System| LAN1 | LANZ | DNS |V0icemai| |Te|ephony| Directony Services | Systern Ewents | ShTP | SMDR |VDIP |VDIP Securit 4| *

SIP Trunks Enable

SIP Registrar Enable

SIP Domain Name

SIP Registrar FQDMN

Layer 4 Protocol

H.323 Gatekeeper Enable
[ Auto-create Extension

H.323 Signaling owver TLS  Preferred

[] Auto-create Extension/User

Challenge Expiration Tirme (sec)

Auto-create User

-

Ipocc.com

UDP UDP Port 3060
TCP TCP Port 3060
TLS TLSPart  |3061
10 =

[] H.323 Remaote Extension Enahle

1720

][ |[«]¥

v

[] SIP Rermote Extension Enable

5060

5060

G061

<

I

m

N f I:T;Iatinn (.D) = T oK ] [ Cancel ] [ Help
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5.4. Administer SIP Extensions

From the configuration tree in the left pane, right-click on Extension and select New = SIP
Extension from the pop-up list to add a new SIP extension. For Base Extension, enter the SIP
door extension “4309”. Retain the default values in the remaining fields.

H—
X—

| Configuration

SIP Extension: 11213 4309

g -M X v

----- Bl Account Code(0) -

Extension |wglp

(- User Rights(4)

""" i Location(D

-5 IPOSELLD

-0 Systern (1)

-y JPOSELLD
T Line (6)

[ Control Unit {9)
- Extension (21)
""" ", 11214 4300
""" ", 11715 4301
""" e, 11216 4302
""" ", 11200 4303
""" "y 11201 4304 E

Extension ID

Base Extension

Phone Password
Confirrm Phone Password

Caller Display Type
Reset Wolume After Calls

Device T
----- ", 11711 4305 Bvice Type
----- ", 11209 4305
""" o, 11210 4307 Location

""" M, 11212 4308
Fallback A3 Rernote Waorker

----- ", 11206 4320
----- ", 11217 4321
----- ", 11218 4322
----- "y, 11210 4323
----- e, 11220 4324
----- ", 11207 4325
----- ", 11208 4326

todule

Port

Disable Speakerphone

11213

4309

On
O

aﬁ Unknouwn SIP device

’Automatic

’Auto

0

0

(|

Select the VoI P tab, select Disabled in the Media Security field and retain other fields at default
values. Repeat this section to add additional SIP extensions as desired.

IEi

| Configuration

SIP Extension: 11213 4309

k-8 X v <>

----- il Account Codefl) -

Extension | WoIP

G-fg User Rights(4)
----- 55 Location(l

[=1-%5 IPOSELL0 Codec Selection

l Systern Default

)

sterm (1)
 IPOSELLD

- Line (8)

= Contral Unit (93
-4 Extension (21)

""" My, 11214 4300
""" "y, 11215 4301
""" 11216 4302
""" g, 11200 4303
""" M, 11201 4304
""" My, 11211 4305
""" ", 11209 4306
""" 11210 4307

-

m

G711 ALAW 64K

vy | [BT2264K
G711 ULAWY 64K
5.729(z) 8K C5-ACELP

EEL

EFSS

""" "y, 11212 4308

""" ", 11713 4309

----- %, 11206 4320 [None

Reserve License

""" "y, 11217 4321

_____ ., 119184327 Fax Transport Support iNone

----- g 11219 4323 DTMF Support

iRFC2833f‘RFC4?33

""" S 11720 4324

""" g, 11207 4325 3rd Party Auto Answer il\lone

""" ", 11208 4326

""" g, 11202 4501 Media Security | lDisabIed

""" ", 11203 4502

----- ", 11204 4503 E

I

[ Local Hold Music
Re-irwite Supported
[ Codec Lockdown
Allow Direct Media Paty

3

""" g, 11205 4504

v o & Im . oK ] ’ LCancel ] ’ Help
KP; Reviewed: Solution & Interoperability Test Lab Application Notes 90f 18
SPOC 5/15/2019 ©2019 Avaya Inc. All Rights Reserved. 8028-1PO11



5.5. Administer SIP User

From the configuration tree in the left pane; right-click on User tab and select New from the
pop-up list. Enter desired values for Name. For Extension, enter the 8028 extension from

Section 5.4. Remember these values as they will be needed to register the 8028 to IP Office.
Enter desired values for Password and Confirm Password.

4313 Agent3

e 4324 fgentd

e 4325 Agents
4326 Agentd

e 4327 Agentd

e 4328 Agentd
4329 Agentd
4320 Contact Cente
v 4300 Extnd300
4301 Extnda0l

Ermail Address

Locale |

Priarity | ]

Systern Phone Rights |N0ne

Profile |Basic User

| Configuration b 4309: 4309 gk - X v <> &

5 T Line (6) . TN User “Yaicernail | DMD Short Codes | Source Mumbers | Telephony | Foraarding | Dial In | Woice Recarding | Button Programmir 4 | »
-+ Control Unit (9)
44 Extension (21) Marne 4309 i
=-§  User (26)

..... kg Molser Password wessssns

----- v 4305 4305 )

_____ - 4307 4307 Confirm Password sessoene

""" = 4308 4308 Unique Identity

----- v 4309 4309

----- 4501 4501 Vaicemna Conference FIN 3

4502 4502 Confirm Sudio

""" w4503 4503 Conference PIN

""" : :;gifguettl Account Status Enabled i

----- — 4330 Agentll ||| Full Mame SIP 3RD 4309

----- w4322 Agentd 3

..... Extension 4309

Select the Telephony tab, followed by the Supervisor Settings sub-tab, and enter a desired
Login Code. This Login Code is needed to register the 8028 to IP Office. Note: if the Phone
Password in the Extension tab in Section 5.4 is configured, the password in the Phone
Password must be used for the registration, in case the Phone Password is left blank then the
code in the Login Code is used for the registration. The difference between Phone Password and
Login Code is that the Phone Password can combine letter and number while Login Code only
allows number.

----- & 4502 4502

----- & 4503 4503

----- & 4504 4504

= 4321 Agentl
= 4330 Agentll
= 4322 Agent2
4323 Agent3
4324 Agentd
4325 Agent5
----- & 4326 Agentf
----- & 4327 Agent?
----- §r 4328 Agents

& 4501 4501 Voicema

m

Force Authorization Code

| <Mone=

fonitor Group

Cowverage Group | <Mone= Incarning Call Bar

Status on No-Answer |Logged On (Mo change) Outgoing Call Bar

IPOCC Agent Type | <Manez Inhibit Off-Switch Forward/Transfer

Privacy Override Group | <Mone: Can Intrude

Reset Longest Idle Time | Cannot Be Intruded

@ Al Calls Can Trace Calls

External Incoming Dery Suta Intercom Calls

Configuration IE 4309: 4309° e - X | v
TNT-" Line (8) . m Woicernail | DND Short Codes | Source Murnbers | Telephony | Forwarding | DialIn | Woice Recording | Button Prograrnming
+1-“2r Cantral Unit (9
+®’ Extension (21) Call Settings | | Multi-line Options | Call Log | TUI
—-§  User (26)

; Malser Login Code LTI Force Login

----- w4305 4305

_____ - 4307 4307 Confirm Login Code wssaes

""" w4308 4308 Login Idle Period (sec) Farce Account Code
----- v 4309 4309
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6. Configure 8028 SIP Doorphone

This section provides the procedures for configuring Algo 8028 SIP Doorphone. The procedures
include the following areas.

6.1. Launch Web Interface

Access the 8028 SIP Doorphone web-based interface by using the URL “http://ip-address” in an
Internet browser window, where “ip-address” is the IP address of the 8028 SIP Doorphone. The
IP address can obtain initially from the call button on the 8028 Door station. The Welcome to
the Algo 8028 SIP Doorphone Control Panel screen is displayed, as shown below. Log in
using the appropriate credentials.

A LGO 8028 SIP Doorphone Control Panel Firmware: 2.7.4

Welcome to the Algo 8028 SIP Doorphone Control Panel

Setting up your SIP Doorphone:

Step 1: Configure your SIP Doorphone

Log in with the default password and use the Basic Settings pages to set up the basic information.
Step 2: Check network settings (Optional)

Use the Metwork page under the Advanced Settings tab to change network settings. The default setting for the device is to obtain its IP address
from a DHCP server. Contact your Network System administrator if you plan to assign a static IP address, Mask, and Gateway to the device.

Step 3: Secure your SIP Doorphone (Optional)

Use the Admin page under the Advanced Settings tab to change the administrator password.
Y.Changing the password is extremely important if the device is directly connected to a public network.

Step 4: Register your SIP Doorphone (Optional)
Please register your product using the link below:

http://www.algosolutions.com/8028reg

Registration ensures your access to the latest upgrades to this product and important service notices.

Provisioning Status
Door Relay

Door Station

...... Login
Password (default: algo) [peee
¥ Login
------ Status
Device Mame doorphone
Extension 43209
SIP Registration Successful
Call status Idle

Mone Found
Closed

Model 3201 Firmware 2

MAC 00:22:EE:03:2B:C7
IP 172.16.99.14
Metmask 255.255.255.0
Date/Time Sun Jan 2 23:20:04 EST 2000
© Copyright 2016 Algo Communication Products Ltd.
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6.2. Administer Algo 8028

Select Basic Settings = SIP from the top menu, to display the screen below. Configure the SIP
Account section toward the bottom of the screen as desired to match the configuration. Enter the
following values for the specified fields, and retain the default values in the remaining fields.

e SIP Domain (Proxy Server): Enter the sip domain name of IP Office as configured in
Section 5.2.

e Extension: Enter the SIP base extension as configured in Section 5.4.
e Authentication ID: Enter the SIP user name as configured in Section 5.5.

e Authentication password: The SIP extension password in Section 5.4 or SIP user login
code in Section 5.5.

e Dialing Extension: Enter an extension on the IP Office for dialing out from the call
button in the 8028 Door station.

A LGO 8028 SIP Doorphone Control Panel Firmware: 2.7.4

Status Basic Settings J Advanced Settings |_| System Logout |
SIP Audio Door Relay
SIP Settings
e GIP
SIP Domain (Proxy Server) lipocc.com
(i )Default port is 5060. To specify a different port, enter PROXY:PORT, £.0.
my_proxy.com:5070, or 192.168.1.10:5080.
Extension [4309 |
Authentication ID [4309 |
Authentication Password [reeeee | 0
Dialing Extension [4300 |
'i'Phone number to be dialed when the call button on the door station is pressed.
« Save
@© Copyright 2016 Algo Communication Products Ltd.
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Navigate to Advanced Settings = Advanced SIP, the Advance SIP Settings is displayed.
Enter the IP address of LAN1 IP Office in the Outbound Proxy and keep other values at default.

ALGO

J Status |_| Basic Settings |_ Advanced Settings J System Logout |
Metwork  Admin

8028 SIP Doorphone Control Panel

Firmware: 2.7.4

Time Provisioning Call

Auxiliary I/0 Security | Advanced SIP

Advanced SIP Settings

o GIP
Qutbound Proxy [10.10.97.110 |
I Server | |
Register/Subscribe Period (seconds) [3600

Keep-alive Method ®Mone '“'Double CRLF

- Server Redundancy

Server Redundancy Feature (Multiple SIP Server Enabled '®'Disabled
Support)

« Save
© Copyright 2016 Algo Communication Products Ltd.
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7. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya IP
Office and Algo 8028 SIP Doorphone.

7.1. Verify Avaya IP Office

From a PC running the Avaya IP Office Monitor application, select Start = Programs-> IP
Office = System Monitor to launch the application. The Avaya IP Office SysMonitor screen
is displayed, as shown below. Select Status = SIP Phone Status from the top menu.

b Awvaya IP Office SysMonitor - Monitaring 10,107,110 APQSEL10 (Server Edition(P))): Log Settings - Cillserst. Asys., [ = || B 23]

File Edit ‘iew Filters Help
=3l ~8|T| >

TCP Strearns Data ...
SIP Tcp User Data ..
[S]RTP Sessions
Woicernail Sessions
SCM Licence
Qutdialer Status

IPYE Canfig
Srnall Commrmunity Metwarking i9YBEEZBS IN TIP4 135.10.%7.110

0.0.2.0 build 23
0= tag=57fdfacee3£0£245
rEion/ sdp

Partner Sessions

Alarms

Map Status

Caonference Status

Metwork Wiew

H323 Phone Status I

SIP Phone Status
45151100%m8 Sip Quarantined Phone Status 18tate 8IPDialog::INITIAL(0) -»> SIPDial

45151200%m3 Sip
45151200%m3 Sip

"imeout, dialog is in SIFDialog::FINAL
izactiontondition to UnInt MNone
45151200%m8 Sip sted, dialogs 0 txn keys 0
45151200%m3 Sip i Log open (Close)

45151283 6ms PRy DECTLines status ‘ng current valus 7070

451514271m8 PRN: IPOKeepaliwveTask::Main sending keepaliwves at 5000 ms

Equinox Sessions
Blacklisted Extensions
Blacklisted Ip Addresses
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The SIPPhoneStatus screen is displayed and select the Registered radio button in the Display
Options area it displays all SIP users currently register to IP Office. Verify that there is an entry
for the Algo-8028/2.7.4 in the list.

$.4307 4307

best effort 172.16.93.100 LS

[ SIPPhoneStatus [= ==
Tatal Canfigured: 15 “Waiting 1 secs for update

Total Registered:  # Registered Statu:  [IEEEEEEEEER

Extrn Murn U zer Mum S ecurity Behind ... | IP Address | Private Addr... | Trangpoart Uzer Agent | Licensed 51
4303 4303 best effort 172169915 TLS Awaya J179 P Phone 1.5.0.0...  AvapalP Rl
4304 4304 best effort 10.33.651 TLS &waya |P Phone 1140E [SIP1.. Avapa P Rl
4306 4306 best effort 17216.93.3 TCF Awaya |P Phone 1140E [SIP1... AvapalP Rl
4307 4307 best effort 172169912 Uop Algo-8180G21.7 3rd Party [P R
4308 4308 disable UDF Algo-8180G21.7 3rd Party IP R
4203 disable | [UDF | 4 Kernel/ 5 did Party [P j

<

Dizplay Options
™ Show Al

* Registered " UrReaistered | Page 1 z‘

L1

Save Page Reset Phones Reregister Phones

Awapa Communicator/3.0 (34

Cancel ‘

Avapa Softph... Rl

KP; Reviewed:
SPOC 5/15/2019

Solution & Interoperability Test Lab Application Notes
©2019 Avaya Inc. All Rights Reserved.

150f 18
8028-1PO11



7.2. Verify Algo 8028

From the 8028 web-based interface, select Status from the top menu. Verify that SIP
Registration displays “Successful” in the SIP Registration as shown below.

A LGO 8028 SIP Doorphone Control Panel Firmware: 2.7.4

| Status J Basic Settings H Advanced Settings |_| System Logout ‘

Welcome to the Algo 8028 SIP Doorphone Control Panel

Setting up your SIP Doorphone:

Step 1: Configure your SIP Doorphone

Log in with the default password and use the Basic Settings pages to set up the basic information.
Step 2: Check network settings (Optional)

Use the Metwork page under the Advanced Settings tab to change network settings. The default setting for the device is to obtain its IP address
from a DHCP server. Contact your Metwork System administrator if you plan to assign a static IP address, Mask, and Gateway to the device.

Step 3: Secure your SIP Doorphone (Optional)

Use the Admin page under the Advanced Settings tab to change the administrator password.
¥.Changing the password is extremely important if the device is directly connected to a public network.

Step 4: Register your SIP Doorphone (Optional)
Please register your product using the link below:

http://www.algosolutions.com/8028rag

Registration ensures your access to the latest upgrades to this product and important service notices.

...... Status
Device Name doorphone
Extension 4309
SIP Registration Successful
Call Status Idle
Provisioning Status MNone Found
Door Relay Closed
Door Station Model 3201 Firmware 2
MAC 00:22:EE:03:2B:C7
P 172.16.99.14
Metmask 255.255.255.0
Date/Time Sun Jan 2 23:07:51 EST 2000
@© Copyright 2016 Algo Communication Products Ltd.
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The following tests were conducted to verify the solution between the 8028 and IP Office.

e Verify that when the call button on the 8028 is pressed, the endpoint on the IP Office
rings and a clear speech path is established.

o Verify that the solution works with different Avaya endpoints (e.g. digital, analog, IP etc)
and that DTMF tones generated from these different endpointd are able to unlock the
door release.

e Verify that the 8028 goes into an idle state when the call is completed.

o Verify that the 8028 re-register without issues if the Ethernet cable is unplugged and
plugged back in.

8. Conclusion

These Application Notes describe the procedures required to configure Algo 8028 SIP
Doorphone to interoperate with Avaya IP Office Server Edition using as SIP 3" endpoint. All of
the executed test cases have passed and met the objectives outlined in Section 2.1, with some
observations outlined in Section 2.2.

9. Additional References

This section references the documentation relevant to these Application Notes. Product
documentation for Avaya IP Office, including the following, is available at:
http://support.avaya.com/

[1] Avaya IP Office Platform Solution Description, Release 11.0, May 2018.

[2] Avaya IP Office Platform Feature Description, Release 11.0, May 2018.

[3] IP Office Platform 11.0 Deploying Avaya IP Office Essential Edition, Document Number 15-
601042, Issue 339, 20 May 2018.

[4] Administering Avaya IP Office Platform with Manager, Release 11.0, May 2018.

[5] IP Office Platform 10.1 Using Avaya IP Office Platform System Status, Document 15-
601758, Issue 13a, 05 April, 2018.

[6] IP Office Platform 11.0 Using IP Office System Monitor, Document 15-601019, Issue 09b,
10 may, 2018.

Additional Avaya IP Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

Product documentation for the Algo 8028 SIP Doorphone products may be found at:
http://www.algosolutions.com/products/doorphones-security/8028-sip-doorphone.html
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Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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