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Abstract

These Application Notes describe the procedures for configuring the Dialogic Brooktrout
SR140 Fax Software with Avaya IP Office using a SIP trunk interface and Transport Layer
Security (TLS).

Dialogic Brooktrout SR140 is fax software that sends and receives fax calls over an IP
network. In the tested configuration, Dialogic Brooktrout SR140 interoperated with Avaya IP
Office to send/receive faxes using SIP trunk facilities.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Dialogic Brooktrout SR140
(hereafter referred SR140) with Avaya IP Office (IPO) using SIP trunks.

Dialogic Brooktrout SR140 is host-based Fax over IP that uses Dialogic Brooktrout Fax/Voice
Diagnostic Test Tool (FDTool) to send and receive fax calls over an IP network. In the tested
configuration, Dialogic SR140 uses a SIP trunk interface with T.38 fax from Avaya IP Office to
send and receive fax.

In the compliance testing, Avaya IP Office Server Edition system consists of Avaya IP Office
Primary Linux running on Virtualized Environment and a 500V2 Expansion.

2. General Test Approach and Test Results

The feature test cases were performed manually. Internal and external fax calls to and from SR140
fax software client were made. The fax calls were sent and received using the FDTool and the analog
fax destination at the local and remote sites.

The serviceability test cases were performed manually by disconnecting/reconnecting the Ethernet
cable to the SR140 fax software client, busyout and release SIP trunk and by rebooting the SR140
fax software client.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is the
responsibility of each individual vendor. Readers should consult the appropriate vendor-supplied
product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems and
the Dialogic Brooktrout SR140 utilizes TLS and secure media SRTP encryption features as
requested by Dialogic. Operation using TCP and UDP over the SIP trunk is also supported.
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2.1. Interoperability Compliance Testing

The interoperability compliance test included feature and serviceability testing. The feature testing
focused on verifying the following with the SR140 fax software client:

= Proper handling of faxes via the SIP trunk including send/receive, internal fax, external fax
over ISDN (PRI), simultaneous bi-directional faxes, and miscellaneous failure scenarios.

= Proper handling of faxes with different pages, complexity, format and data rates.

= No adverse impact on any internal or external calls during faxes.

The serviceability testing focused on verifying the ability of SR140 fax software client to recover
from adverse conditions, such as disconnecting/reconnecting the Ethernet cable to the SR140 fax
software client.

2.2. Test Results

Dialogic Brooktrout SR140 successfully passed all compliance testing with the following
observations.

e The inband DTMF should be used in the SIP trunk between Dialogic SR140 and Avaya IP
Office because this version of SR140 does not accept RFC2833 DTMF (supported in SDK
10.1) and it may cause the fax call to be dropped during fax transmit.

e When secure media SRTP is enabled in the configuration (Section 6.5), Dialogic SR140 does
not accept regular media (RTP) in SDP of incoming INVITE message, only enforced secure
media SRTP is accepted.

e The testing was completed by using TLS/SRTP but operation using TCP and UDP over the
SIP trunk is also supported.

2.3. Support

North American Technical support for Dialogic Brooktrout SR140 Fax Software can be obtained by
contacting Dialogic at.

— North America: 973-993-1443

— Singapore: +65 6407 7376

— Japan: +81 3-3234-2176

— EMEA: +44 1628 641 792

— Email: support@dialogic.com

— Website: https://support.dialogic.com
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3. Reference Configuration

The test configuration was designed to emulate a local site and a remote site. Figure 1 illustrates the
configuration used in these Application Notes.

In the compliance testing, the Avaya IP Office Server Edition system consists of Avaya IP Office
Primary Linux running on Virtualized Environment and a 500V2 Expansion. The IPO Primary was
configured to connect to PSTN via a SIP trunk while the 500V2 Expansion connected to PSTN via a
PRI trunk, IPO Primary and 500V2 Expansion is communicated by Small Community Network
(SCN) IP Office Line. The following are typical scenarios verified during the compliance test:

= Bi-directional faxed between SR140 Fax software client and the local fax endpoint 1 that
connected to an analog port in the IPO 500V2 Expansion.
= Bi-directional faxes between SR140 Fax software client and PSTN fax endpoint 2 via PRI

trunk.
= Bi-directional faxes between SR140 Fax software client and PSTN fax endpoint 3 via SIP
trunk.
PSTN Fax Endpoint 3
Avaya 96x1 IP Office Manager »
Deskphone

Avaya IP Office Linux Primary running
E’ on Virtualized Environment
- 8 -

SCN IP
Office Line

Avaya DevConnect Lab

Network
Avaya 1140E SIP Avaya IP Office 500V2
Deskphone ' Expansion
\J PRIT1
Dialogic SR140 Fax Trunk PSTN Fax

Software Client i Endpoint 2

}9\’/ Simulated NG\
Local Fax PSTN "%
Endpoint 1 V

Figure 1: Brooktrout SR140 interoperating with Avaya IP Office via SIP
Trunk
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

running on Microsoft Windows 10

Equipment Release/Version
Avaya IP Office Primary Linux running on 11.0.0.1 Build 8
Virtualized Environment
Avaya IP Office 500V2 Expansion 11.0.0.1 Build 8
Avaya IP Office Manager 11.0.0.1 Build 8
Avaya 1140E SIP Deskphones 4.04.23
Avaya 96x1 IP Deskphones 6.6229
Dialogic Brooktrout SR140 Fax Software v6.9.2 Build 2

Note: Testing was performed with Avaya IP Office Server Edition Solution that requires an
Expansion IP Office 500 V2 to support analog used by fax endpoint. Compliance Testing is
applicable when the tested solution is deployed with a standalone IP Office 500.
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5. Configure Avaya IP Office

This section provides the procedures for configuring Avaya IP Office. The procedures include the
following areas:

e Verify Avaya IP Office License
e Obtain LAN IP address

e Enable SIP trunks

e Administer SIP line

e Administer Incoming Call Route
e Administer Short Code

e Administer IP Office Line

5.1. Verify Avaya IP Office License

From a PC running the Avaya IP Office Manager application, select Start = Programs - IP
Office = Manager to launch the Manager application. Select the correct IP Office system and log
in with the appropriate credentials.

The Avaya IP Office R10 Manager screen is displayed. From the configuration tree in the left
pane, select License. Verify that the SIP Trunk Channels license is “Valid”, and that the Instances
value is sufficient for the desired maximum number of simultaneous faxes.

Configuration ‘ ) o
+a BOOTP (7) Licence Rerrote Server
-5 Operatar (3) A
;...;.,}. Solution
+= Jser(29) Feature Instances Status Expiry Date Source ™
+# Groun) hMobile Warker I8 Obsalete Mewer FLDST

+-@% Short Code(14)

s Directory(0) Office Worker 38 walid Mever PLDST
{'I‘\ Tirne Profile(0) Awaya Softphone Licence 100 Walid Mewer PLDST
- Account CodefQ) WhiPro TTS (Scansoft) 40 Obsaolete Mewer PLDST
+§. User Rightsid) WhiPro TTS Professional 40 Walid Mewer PLDST
i@ Location(0) IPSec Tunnelling 10 Obsolete Mever PLDS T
'+”fogilgfm " Power Lser 38 Valid Never PLDST
+T_‘. Line (&) Custarner Service Sgent 100 Walid Mewer PLOST
+ = Control Unit {11} Customer Service Supervisor 100 Walid Mewer PLDST
+® Extensian {18) Awaya [P endpoints EL) Walid Mewer PLDST
@ User(23) IPS00Yaice Metwarking Channels 32 Obsolete Mever PLDS!
+’a Group (2) SIP Trunk Channels
+g g::i:?;e e IP500 Universal PRI thdditional cha... 100 Obsolete Mever PLDS!
@ Incoming Call Raute (8) CTl Link Pra k] Walid Mewer FLDST
Wiave User 14 Ohsolete Mewer PLDST
k] Time Profile (0 3rd Party IP Endpoints 384 Valid Mewer PLDST
* Kl 1P Route (1) Centralized Endpoints 100 Obsolete Mewer PLDST
: ﬁiiit:t@%de @ Essential Editian 5 Obsalete Mever PLDST
+§- User Rights (13) EQL Drafarvad Edifinm A Dot 3 Mihealata Rl o sar ol n;r
: v
2 ARS (1) - =
i 5% Location (0
- Authorization Cade ()
- OTIPO Help
Ready )
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5.2. Obtain LAN IP Address

From the configuration tree in the left pane, select System to display the System screen for the
IPOSE110 in the right pane. Select the LANL1 tab, followed by the LAN Settings sub-tab in the
right pane. Make a note of the IP Address, which will be used later to configure the Dialogic
FDTool. Note that IP Office can support SIP trunks on the LAN1 and/or LAN2 interfaces. The
compliance testing used the LANL1 interface.

Configuration

|Ei

IPOSE110* [

v oo

7R BOOTP (7)
- Operator (3)
L---*-_n,- Solution
+= User(2®
- Group(2)
+-@% Short Code(14)
~-a¥ Directony(0)
-7 Tirme Profile(0)
- Account Code(0)
+-§iq User Rights(d)
i Location(()
-5 |POSETT0
-5 Systern (1)
L sy |POSET10

A

Systern LAMT - LANZ  DNS

LAM Settings  ilP

DHCP Mode

IP Address 10

IP Mask 255

Mumber Of DHCP IP Addresses |16

() Server () Client (@) Disabled

MNetwork Topology

10 a7 110

255 . 255 . 192

Advanced

Woicernail Telephony Directory Servdices  Systern Bwents  SMTP 59

5.3. Enable SIP Trunks
Select the VolP sub-tab. Ensure that SIP Trunks Enable is checked as shown below.

F

IPOSE110"

[T

4

< >

Systern  LANT L AN2Z

DMNE

Yoicernail  Telephony  Directory Services  Systern Events  SMTP

SWDR WalP

WolP Security  Con| 4 | ¥

LAM Settings Metwaork Topology
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[] Auto-create Extn Auto-create User [] H323 Rermote Extn Enable
H.323 Signalling ower TLE |Disab|ed ~ 1720 2
| B2 SIP Trunks Ensble |
SIP Registrar Enable
[ &uta-create ExtnfUser [] SIP Remuote Extn Enable
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SIP Registrar FODN |
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v
< >
Ok Cancel| Help
]
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5.4. Administer SIP Line

From the configuration tree in the left pane, right-click on Line and select New = SIP Line from
the pop-up list to add a new SIP line. Select the Transport tab in the right pane. For ITSP Proxy
Address, enter the IP address of client which FDTool and SR140 are installed. Retain the default
values for the remaining fields.

Configuration | T

SIP Line - Line 6

ek - x| v

=K BOOTP (7

#-i7 Operator (3)

=I5 Solution
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+ﬂ Group(Z)

+- 8% Short Code(14)
----- @& Directory(0)
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A | SIP Line Transport SIP URI WolP

ITSP Provgy Address

Metwork Configuration
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----- B Account Code(l)
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0 0
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Send Port

0

5060

Listen Part 5060

0

Ale| e

Select the SIP URI tab, and click Add to display the New Channel section. Select “Auto” for Local
URI. Enter the SIP line number for Incoming Group and Outgoing Group. Set Max Calls per
Channel to the desired maximum number of simultaneous faxes allowed by the SR140 license, in

this case “10”. Retain the default values in the remaining fields.

=y

SIP Line -Line 6

SIP Line Transport SIP URD vglp

Edit LRI
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Local URI
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Display Marme

Identity

Identity |N0ne

Header P &sserted 1D
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QK

Cancel
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The screen is updated as shown below.

7 SIP Line -Line 6 i - <
SIP Line Transport SIPURI WolP  SIP Credentials SIP Advanced Engineering
URl  Groups Local URl Contact Display Mame Identity Header Originator Mumber  Send Caller ID Diversion Header Credential  hax Calls Add...
1 6 6 Auta Auta Auto Mane Pa| Maone Maone & <Mon., 10
Remove
Edit...

Select the VolP tab. For Codec Selection, select “Custom” and select the applicable G.711Ulaw
codec variant in the expanded list. Note that Dialogic SR140 only supports the G.711 variants.

Fax Transport Support - select “T38” from the drop-down list.

Check Re-invite Supported.

DTMF Support — select “Inband” from the drop-down list as noted in Section 2.2.
Media Security — select “Disabled” if the IPO system is configured to enable this feature.

Retain the default values in the remaining fields.

7 SIP Line - Line 6" ek - <
SIP Line Transport SIP URI YolP SIP Credentials SIP Adwvanced Engineering
[J Local Hold kusic
Re-inwite Supported
Codec Selection Custarm - [ Codec Lockdown
Unused Selected [ Allow Direct Media Path
G711 AL 64k S G711 UL&W 64k ) o
G.722 64K Force direct media with phones
G.729(a) BK C3-ACELR PRACK/100rel Supported
EEL
Eri
Fax Transport Support | T38 ~
OTMF Support Inband w
Media Security Disabled ~
< >
[8]4 Cancel Help
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5.5. Administer Incoming Call Route

From the configuration tree in the left pane, right-click on Incoming Call Route, and select New
from the pop-up list to add a new route. For Line Group Id in the Standard tab, select the incoming
group number from Section 5.4 which corresponds to the SIP line, in this case Line Group ID is “6”.

Configuration
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L o Incorning Cl | |
+L“ Systern (1) Locale w
517 Line (6)
+ = Contral Unit (11) Priatity 1- Low ~
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Select the Destinations tab. For Destination, enter “.” to match any dialed number from Dialogic

FDTool.
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5.6. Administer Short Code

From the configuration tree in the left pane, right-click on Short Code and select New from the pop-
up list to add a new short code. In the compliance testing, users on IP Office are designated with fax
numbers 52xx, and the fax calls are routed over the SIP trunk to the SR140 fax software client.

e Code — enter “52N;” as the prefix started from 52.
e Feature —select “Dial” from the list.
e Telephone Number — enter “52N”.

e Line Group Id — enter the outgoing group number “6” from Section 5.4, which corresponds

to the SIP line.

K HAivaya P Office Manager for Server Edition IPOSETTO[10.1.0.0.0 build 237]

File  Edit  Wiew  Tools

IPCSETI0 = Short Code

e AEE A v

Configuration 52N;: Dial Bf - p s

""" BTN Shart Code

..... “ L]

----- B 73 Code |52N; |

..... “ w74

..... @x *9g; Feature Cial hd

----- 0 30

..... B 46N Telephone Mumber |52N |

----- B A0 . =

_____ 2% 50N Line Group 1D | V|

""" x E Locale ~

----- B 53N,

..... B s0n Force Account Code J

----- B 700 -

_____ 9 B161IN; Force Authorization Code [
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5.7. Administer IP Office Line

The IP Office Small Community Network (SCN) Lines in the IP Office primary and IP Office
expansion were previously created during the setup of IP Office Server Edition system when a
500V2 expansion joined to IP Office Primary.

The picture below shows Line 1 - VoIP Settings in the IP Office Primary for the compliance test
with the SR140. The Fax Transport Support was set to “T.38”.

T--a BOOTP (7
44 Operator (3)
! Solution

i@ User(2D)
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=-B% Short Cade(14)
----- @ Directory(d
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- IPOSE‘I‘IU
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Incorning Call Route (8
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<<
PS5
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Call Initiation Tirmeout (5} |4 S
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The picture below shows Line 17 - VolP Settings in the IP Office Expansion for the compliance test
with the SR140. The Fax Transport Support was set to “T.38”.

Configuration

| as

7 IP Office Line - Line 17+

[ SR RS

.&i Directary (0
£ Time Profile (0
IP Route (1)

- Account Code (0)
Q‘-. Licence (40
#-§i3 User Rights (13)
- ARS (1)
55 Location (O
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6. Configure Dialogic FDTool and SR140 Driver

This section describes the configuration of Dialogic FDTool and the embedded Brooktrout SR140

virtual fax board software. For instructions on installing FDTool, refer to Section 10.

6.1. Install Dialogic FDTool Application

The FDTool can be downloaded from Dialogic’s website. From the folder where the application is
saved, do a right-click on the “fdtool.exe” application and select “Run as administer”. Select Yes

when prompted to install drivers in the popup window as shown below.

-
Twarning 23

% Mo drivers were found. Do you want to install them?
¥ Mote: If you click no, this program will terminate.

After the driver is installed, the FDTool window is displayed as shown picture below with the

SR140 component.
Al fdtool @ driver w6.9.0 Build 2 — >
Eile  Tools Help
Configure | Initialize ||5R14|:| [41] | | Reset | |
Channel | Skakus Dialstring |
Paort History Channel 1
O
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Select Configure button on the FDTool, the “Brooktrout Configuration Tool — Wizard Mode”
window is displayed. Select Advance Mode button in the bottom.

Brooktrout Configuration Tool - Wizard Mode >

ift- Dialogic

YWelcome to the Brooktrout Configuration Wizard

Thiz wizard will help pou configure your Dialogic Brooktrout hardware and software to communicate
with the netwarks in which they are deploped. There are bwo ways to run the configuration bool;

Wizard Mode

The tool will guide you through the configuration, prompting wou for the minimal information
needed to get pour product up and running, Wizard mode uzes default values that will work, in mosgt
situations.

Advanced Mode

Thiz mode iz far uzers with a strong knowledge of the netwark. parameters needed far the particular
deployment. This mode letz you modify the default parameters set in the Wizard Mode and gives
acceszs bo parameters nob usually needed. IF you enter Advanced Mode, you can only switch back
to the Wizard Mode by restarting the tool,

Contest Senzitive Help - The Configuration T ool provides contest sensgitive help for parameters.
To access the context sensitive help, hold the curzor over the parameter input area o see a brief
parameter description, or right-click the parameter and select "™w/hat's this?" from the drop-dovn
box to get a more complete definition.

Click Mest ko continue in *Wizard Mode or switch mode by clicking Advanced Mode.

Advanced Mode | Help | < Back

LCancel |

The “Brooktrout Configuration Tool — Advance Mode” window is displayed as shown in the picture
below.

472 Brooktrout Configuration Taol - Advanced Made - O x

File  View Options  Help

ot - » = & 7
Harne Back  Mest Save Apply | Licenze Help
El- triait (B i H = : : : : A
Diriver Farameters (&1 boards) Mote: If you are intending to configure an SR140 only, you must first activate a license
BTCall Parameters [all boards) using the License Manager.
Call Contral Parameters . . A . . .
C i Module x4 SR140 This page contains essential infarmation to use the tool effectively. You can get to this
é__”:. Call Cantral Madules page any time by clicking on the Home icon on the toolbar. The user interface consists
Lgp of two views: (&) the explorer view and (b) the content view.
The explarer view allows you to navigate through the warious configurable components of
Brooktrout Hardware and Software. The content wiews contains either infarmational
content such as this page or contrals that allow you to fine tune the Brooktrout
components.
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6.2. Configure IP Stack

A Configure IP Stack window is displayed on first invocation of the Brooktrout configuration tool:

Configure IP Stack |

IP Enabled module(s) have been detected in your system.
Waould you like to configure a Brooktrout P stack to run an
this module(s)?

Choose SIP and click OK. The following Brooktrout Configuration Tool window is displayed.

% Brooktrout Configuration Tool - Advanced Mode |_ O] x|

File View Options Help

fot -« = (=]
Home Bazk  Mext Save  Apply

oK ?

Licensze Help

[=1- Brooktrout [Boston Host Service - Running)
Drrivver Parameters [l boards)
BTCall Parameters (4l boardz)
El Call Control Parameters
L Moduls 0x41: SR140
=1 IP Call Contral Modules

| »

Mote: If you are intending to configure an SR140 only, you must first activate a license
using the License Manager.

This page contains essential information to use the tool effectively. You can get to this
page any time by clicking on the Home ican on the toolbar. The user interface consists of
two viewws: (a) the explorer view and (b) the content view.

The explarer view allows you to navigate through the various configurable components of
Brooktrout Hardware and Software. The content view contains either informational content
such as this page or controls that allow you to fine tune the Brooktrout components.

In this mode you can:
* Edit call contral configuration per module.
* Edit the btcall parameters.
* Edit the device driver parameters.
* Save the configuration information.
* And finally apply the configuration.

Please note that you must apply the configuration information for the changes to take
effect. The apply action is available from the toolbar as well as fram the Options menu.

IUnder normal conditions (that is, all Brooktrout hardware installed on your system has the
same ship level number programmed on them), the configuration tool should come up in
the Wizard Mode. It can also be launched explicitly to come up in the advanced mode
by using fa or --advanced command line option. If you did not specify this option and the
tool came up in in this mode, it is because hardware detected by the tool reguired I

idmntifimati;m Ar the baet fuctaes bae mars thas aen tuna of Beanladvant bavdienen readal~

Note that IP Stack can be viewed/reconfigured from the Brooktrout Configuration Tool menu
Options = Configure IP Stack (not shown).
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6.3. Configure BTCall Parameters

Note: During the compliance testing, the following settings were retained at the default settings. In

practice, these settings may not be required for full functionality.

Navigate to Brooktrout = BTCall Parameters (All boards) in the left navigation menu. Click the

Show Advanced button.

“:1; Brooktrout Configuration Tool - Advanced Mode EI@
File  View Options Help
@ | @ HE @ & |7
Home Back Save  Apply | License Help
- B_rcu:uktrnut [Bozton Host Service - Running) BTCall Parameters
Diriver Parameters (&l boards)
AT Call Parameters (Al boards) Country Telephony Parameter File: |BT_EF'.~’-‘«F|M.I:FG @ ™
=8 Call Contral Parameters
- Module 0xd1: SR140 Cauntry: |Usé o010] = |z
= IF' I:Sa:lpliuntrol Modules F aximum Timeout, sec: [0 0 p——— 393
Debug
APl Debugging: |Enabled ﬂ
13t Debug Log File Mame: |..'\Iogs'xbfv.lug @ E
2nd Debug Log File Name: | ﬂ E
| 10000000
Trace Bfv AP Function Calls: |Disab|e ﬂ
Advanced 5Settings
Do niot change these parameters unless pou have
been instructed to do so
Fax
Action Taken on Mismatches: |Hnrizu:untally ahd wertically scale the fax ﬂ
Bad Line Behavior: |F|ep|au:e with last good line j
Default [0 String: | 8
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Under Advanced Settings, leave all parameters at default values as shown below.

ﬁ:Brnnktrnut Configuration Tool - Advanced Mode

File  Wiew Cptions Help

fat = = =
Harme Back I et Save  Apply

a3 %
Licerse Help

=1 Brooktraut (Boston Host Service - Running)
- Diriver Parameters (4]l boards)
- BTCall Parameters (&l boards)
&1 Call Control Parameters
L Module 0x41: SR140
B IP Call Contral Madules

— BTCall Pararneters

LA FIUL LERAr g WF e s W YU T idw e
been instructed to do o

—Fax

Action Taken on Mismatches:
Ead Line Behavior:

Default 1D String:

IHnrizontaII_l,l and vertically scale the fax

IHepIace with lazt good line

Errar Canrection Mode:

IECM enabled 266-byte framez

% Brooktrout Configuration Tool - Advanced

File Wiew Options Help

ot - = =
Home Back  flext Save  Apply

83 T
Licensze Help

= Blrooktrnut [Bostan Hozt Service - Running]

—BTCall Parameters

i Dirivver Parameters [All boards)
: Erar Threshald ' alue: -
- BTCall Parameters [All boards) flor Tareshed vl |3 J
(=l Call Control Parameters Font Files: /by apiffontsdibmpops f28 0 ;I
: i Module Oxd41: SB140 /by apiffontsdbmpops f28 255
- IP Call Control Modules [
""" 5IF b amirnurn Errar Multiplication Y alue: IZDD
b amirmum Mumber of Pages: I'I 024
b asimum Page Wwidth: |2'| Grmn Ad 1728 Marmal resolution pikels j
Mirirnm Error Multiplication Value: |4D
i MHumber of Lines, 210 units: I n 0 p—— 255
Fermitted Compression Types IMMH or MR or MH j|
Send RTP FSE: [Enabled =]
Time towait for CED T one, «10msec: |4DDD
% .34 Enable Send Call Indicator: IEnabIe j
% 34 High Speed Cantral Signaling: IEnabIe j
.34 Modulation Capability: IEnabIe j
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6.4. Configure Call Control Parameters

Navigate to Brooktrout - Call Control Parameters - Module 0x41: SR140 in the left

navigation menu. Ensure the following configuration parameters in the Parameters tab are properly
set:

e IP Call Control Module: SIP

e Media IP Interface for IPv4: If the SR140 fax software client contains multiple network
interface cards (NICs), ensure a correct interface that is able to communicate with the IPO.

e Lowest/Highest IP Port Numbers: Ensure your RTP range matches the port range
configured on the Avaya SIP infrastructure. By default, the port range for SR140 is 56000 to
56999. A maximum range of 1000 ports may be specified. When you change the Lowest IP
Port Number value, the Highest IP Port Number value will adjust automatically.

{4 Brooktrout Configuration Tool - Advanced Mode EI@
File  Wiew Options  Help
{at = HE @& @ o %
Home Back Save  Apph | Licenze Help
B~ Braoktrout [Boston Host Service - Running) | General Information Parameters
Diriver Parameters [l boards)
-~ BTCall Parameters [All boards) IP Call Contral Module: |5|p j
(=) Call Corttrol Parameters
¢ L Module Dxd1: SR140 tedia IP Interface for [Pwd: |[1D.1D.98.86] Broadcom Met<treme Gigabit Ethﬂj
=l IP Call Contral Modulss
..... SIp
Lowest IP Port Murnber:
Highest IP Port Mumber: [EEEEE]
Show ddvanced »»
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6.5. Configure SIP IP Parameters

Navigate to Brooktrout - IP Call Control Modules - SIP in the left navigation menu. Select the
IP Parameters tab in the right pane. Configure the fields as follows:

e Primary Gateway — Enter the LANL1 IP address of IPO.

e From Value - If required by the Avaya environment, set this to an appropriate
“UserInfo@sipdomain”. During compliance testing this value was configured as “SR140
<5200@bvwdev>"

e Contact Address — Enter the IP address assigned to the FDTool.

e Username — Required. Default value is a dash (-°) character.

Use default values for all other fields.

<2 Brooktrout Configuration Tool - Advanced Mode - O >
File  View Options Help
&4 ¢ E @& & 7
Home Back Save  Appl | License Help
= Brooktrout (Boston Host Service - Rurnind) | General Information 1P Parameters | T.38 Parameters | RTP Parameters |
Dirivver Parameters [l boards)
BTCall Pararneters (&l boards) W aximum SIP Sessions: |255
E1- Call Control Parameters
© b Module D41 SR140 Prirary G ateway: [10.10.97.110 |50
B 's_'_:g:'PCmt'D' Modules Addiional SIP G ateway #2: | i
Additional SIP G ateway #3: | o
Additional SIP Gateway #4: | o
Primary Prosy Server: | :|D
Additional Proxy Server B2: | :|D
Additional Prosy Sereer #3: | o
Additional Prosy Server #4: | Jo
Prirnary Registrar Server URL: | :|D
Additional Registrar Server #2: | o
Additional Registrar Server #3: | :|D
Additional Reqistrar Server $4: | Jo
From 4 alue: |5R140¢sip: 5200@ bvwdes. coms
Contact IPvw4 Address: [10.1097 58
Uzemame: B
Sezgion Name: |nn_session_name{
Session Description: |
Description UR: |
Email Address: |
Phone Mumber: |
Show &dvanced >
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Click on Show Advanced tab to display the advanced parameters. To enable TLS connection, select
highlighed values as shown in the picture.

e TCP Enable — Select TRUE.

e Transport Protocol — Select TLS.

e SIPover TLS Enable — Select TRUE.

e TLS config filename — the file “siptls.cfg” that needs to be configured for TLS, the detail of
this file is shown in the next step.

e SIP over TLS port — Enter the port 5061.

e Secure RTP Enable — Select TRUE.

e Secure RTP config filename — the “srtp.cfg” file that needs to be configured for secure
media SRTP. The detail of this file is shown in the next step.

&2 Brooktrout Configuration Toal - Advanced Made - O >
File  Wiew Options  Help
ek G E @ & ?
Home Back Save  Apply | License Help
= Birnokt_rout [Boston Host Service - Runing] | General Information 1P Parameters | T.38 Farameters ] RTF Parameters
 BTCat P o L :
EI Call Cantiol Parameters T1 Timeout Retranzmizsior: |EDEI
|é|--I;llll:r;dlijgzlrirg:rﬂ;dsu?;s‘m b aximum IMYITE Retransmissions: [7 1 }J———— 235
=] Redirect &5 Called Party: [0 0 J— 1
TCP Enatle: | ||
|Jzer-bgent: |Brktsipa’8.9.2B2 [Dialogic)
RFC 3325 |dentity: mo J—72
Tranzport Protocal; |TLS ﬂ
Reszponze code for Call Mot Answered: lﬁ 400 _)7 B33
Responze code for Unsupported Media: W 400 _Ji £33
Responze code to reject T.38 renegotiation: lﬁ 400 _Ji £33
100 TRYIMNG Enable: |THUE j
RFC £913 Enable: |F.~’-\.LSE j
SIP OPTIONS UP Interval [120 60  f—— 3600
SIP OPTIONS DOWN Interval: [ 60 30 f——— 3600
SIP over TLS Enable: |THUE ﬂ
TLS config filename: |siptls. cfg
SIP aver TLS part: | 5061
Block UDP port; |TF|UE ﬂ
Block TCP part: |THUE j
Secure RTP Enable: | TRUE a
Secure RTP config filename: |srtp.cfg
FIFS Enable: [FaLSE |
W
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Below is the “siptls.cfg” file stored under the config directory of fdtool. During the compliance test,
System Manager was used to sign the certificate for Dialogic SR140.

#it## parameters for SIP over TLS
sip_tls_method=tlsv1.2

local_rsa_private_key filename = C:\1917_fdtool-692\config\sr140.key
local_rsa_private_key password = avayal23
local_rsa_cert_filename = C:\1917_fdtool-692\config\sr140.pem
local_dss_private_key filename =

local_dss_private_key password =
local_dss_cert_filename =

ca_cert_ number =1

ca_cert_filename = C:\1917_fdtool-692\config\sr140.pem
chain_cert number =0

chain_cert_filename =

crl_number =0

crl_filename =

local_cipher_suite =

dh_param_512 filename =

dh_param_1024_filename =

dh_param_2048_filename =

session_id =

client_cert_required=false

allow_self signed_certs=true

Below is the “srtp.cfg” file that is set in the Secure RTP config filename field. Note that the values
without the hash sign in the front are enabled .

#### parameters for SRTP
srtp_accept = true

#srtp_enforce = true
srtp_crypto_suite = AES_CM_128 HMAC_SHA1 80
srtp_master_key len =128
#srtp_salting_key len =112
#srtp_num_keys = 1
#srtp_mki_len=1

#srtp_lifetime = 48
#srtcp_lifetime = 31

#srtp_kdr=0

#srtp_window_size = 64
#srtp_unencrypted_flag = false
srtcp_unencrypted_flag = true
#srtp_unauthenticated flag = false
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6.6. Configure T.38 Parameters
Select the T.38 Parameters tab. Configure the fields as shown below in the screenshot.

Note: During the compliance testing, the following settings were configured at the default settings.
In practice, these settings may not be required for full functionality.

e Fax Transporting Protocol — select “T.38 only” from the list.
e Maximum Bit Rate, bps — set to 14400, which is the default setting.

47 Brooktrout Confiquration Toal - Advanced Mode — O *
File  “iew Options  Help
fa & E @ &r ?
Home Back Save  Apply | License Help
El- Brooktrout [Boston Host Service - Running) | General Information ] IP Parameters 138 Parameters l RTP Parameters
Driver Parameters [All boards)
BTCall Parameters (&l boards] Fax Tranzporting Protocaol:
- Call Control Parameters
‘- Module 0wd1: SR140 Generate CED tone aver RTF: |Yes j
=17 E;':'PED”“'J' Madules Masimum Bit Riate, bps: 14400 ~|
tedia Pazsthrough Timeout Inbound, msec: |1 oo
tedia Pazsthrough Timeout Outbound, meec: |4DUD
Media Renegotiate Delay Inbound, maec: |1 aaa
tedia Renegotiate Delay Outbound, meec: |-1
T30 Fast Natify [Na |
UDPTL Redundancy Depth Control: I? a J 5
UDPTL Redundancy Depth Image: I? a J 2
Show ddvanced »x
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6.7. Configure RTP Parameters

Select the RTP Parameters tab and set the RTP codec list value to use only a single codec, either
“pcmu” or “pcma” to match the codec used in your region.

47 Brooktrout Confiquration Toal - Advanced Mode — O *
File  “iew Options  Help
fa & E @ &r ?
Home Back Save  Apply | License Help
El- Brooktrout [Boston Host Service - Running) General Information ] IP Parameters | T.38 Parameters  RTF Parameters
Driver Parameters [All boards)
i~ BTCall Parameters (4l boards) RTP codec list: |pcmu
- Call Control Parameters
‘- Module 0wd1: SR140 Silence Contral: |inband j
- IF;"Il:Sa:IPEDntmI Modules Advanced Settings
Da not change these parameters unlezs you have
been instructed to do so
Frame Duration: |2El j
Jitter Buffer Depth 00 0 —fp——— &
T.38 offer az CED tone: |Yes ﬂ
oice Frame Replacernent: |Si|ence j
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After verifying all the above parameters are properly set, click Save and then Apply in the button
menu. Exit the Brooktrout Configuration Tool.

From the FDTool window, click on “Initialize” button to start the Brooktrout SR140 service, the
Status shows “Waiting for call...”.

Al fdtool : driver w690 Build 2 - X

File  Tools Help

Configure [[{ Trifiaize | [sra40 [41) =1 ool | Reset | Dialal | Reset ai |
I Zhannel | Skatus | Dialstring |

Waiting for call... |

0z - 000f000  Waiking Far call, ..

Port History | Channel 1 I

11:37:13.547  Ready.
11:37:18.610 Resetting line. ..

11:37:18.625 | Waiking Far call. ..

BPY; 000 | CRC: 000 | FRM: 000 | SLP: 000 || LOS: 000 | RAL 000 | AIS: 000 na) @
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7. Verification Steps
The following steps may be used to verify the configuration:

e Verify that fax calls can be placed to/from the FDTool from both local and remote sites. The
picture below shows the FDTool was sending fax to the local fax endpoint that is connected
to the expansion 500V2.

Al fdtool @ driver w6, 9.0 Build 2 - X

Eile  Tools  Help

Corfigure | Tritialize ||5R14|:| [41] =1 | Reset | Dial Al |Reset .ﬁ.II|

| Channel | Stakus Dialskring |

Waiting for send complete. .. 5200 10,10.97.110
02 - 000/000  Receiving page...

Port Hiskory Channel 1 ~

11:11:37.835 Connecked

11:11;37.835  Sending "send.tif"...

11:11;37.851  Lacal ID is "Fdtoal

11:11:37.851  Start Sending Fax...

11:11:37.866  Getting Remate 1D, ..

11:11:47,960  Femote IDis "fdtool

11:11:48.273  Fax Training Details

11:11:48. 288 == Signalling Rate = 33600 (v.34)
11:11:48 235 == Resolution = 200Hx200% (Fine)
11:11;48,30¢ Sending page 1...

Waiting For send complete. .
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From the Avaya IP Office R10 Manager screen shown in Section 5.1, select File » Advanced -
System Status to launch the System Status application, and log in using the appropriate credentials.

The IP Office System Status screen is displayed. Expand Trunks in the left pane and select the SIP
line from Section 5.4, in this case the SIP trunk line number is “6”.

Verify that the SIP Trunk Summary screen shows an active channel with a Current State of
“Connected”, and that the sender fax number is displayed in the Caller ID or Dialed Digits field.

B System

B & Alarms (10)

H Extensions (T}

B Trunks (&)
Line: 1
Line: 2
Line: 3
Line: 4
Line: 5
»

Active Calls

E Resources

H Yoicemail

H IP Hetworking
Locations

Status | Ltilization Summary

IP Office System Status

Alarms

SIP Trunk Summary

Line Service State: In Service
Peer Domain Marme: brvwdey.com
Resolved Address: 10.10.97.58
Line Mumber: [

Murnber of &dministered Channels: 10

Nurnber of Channels in Use:
Adrrinistered Comprassion:
Enable Faststart:

Silence Suppression:

Media Stream:

Lawer 4 Protocal:

SIP Trunk Channel Licenses:

SIP Trunk Channel Licenses in Use:

SIF Device Features:

1

G M, G729 4
CFf

OFf

SRTP

LS

URI Call Current Time: in Remote Media Codec Connection Caller ID or  Other Party onCall  Direction of Round Trip  Receive
w0 Ref Skate State Addre Type Call Delay ]
1 1 13 | Conmected | 00:02:47 10,10,97.55 T35 .., |SRTP Relay [S200@13. .. |Line: 1 IP Cffice 135 Incoming Oms Oms
Z Idle 17:47:58
3 Idle 17:47:58
4 Idle 17:47:58
5 Idle 17:47:58
] Idle 17:147:58
Tl 17,4 E
Trace Trace Al ] [ Pause ] [ Fing ] Call Details Graceful Shutdown ] [ Force Out of Service ] [ Print... ] [ Save As...

8. Conclusion

These Application Notes describe the procedures required to configure Dialogic Brooktrout SR140
Fax Software to interoperate with Avaya IP Office using SIP trunks. Please refer to Section 2.2 for
any exceptions or observations.

KP; Reviewed:
SPOC 1/15/2019

Solution & Interoperability Test Lab Application Notes
©2019 Avaya Inc. All Rights Reserved.

26 of 28
SR140_IPO11




9. Additional References

This section references the documentation relevant to these Application Notes. The following and
additional Avaya product documentation is available at http://support.avaya.com.

1.
2.

3.
4.

5.
6.

Avaya IP Office™ Platform Server Edition Reference Configuration, September 2018

IP Office™ Platform 11, Deploying Avaya IP Office™ Platform Servers as Virtual
Machines, Jun 2018

IP Office™ Platform 11, Deploying Avaya IP Office™ Platform IP500 V2, Jun2018.

IP Office™ Platform 11, Installing and Maintaining the Avaya IP Office™ Platform
Application Server, Document number 15-601011, Aug 2018.

Administering Avaya IP Office™ Platform with Web Manager, Release 11, September 2018.
Administering Avaya IP Office™ Platform with Manager, Release 11, September 2018.

Dialogic Brooktrout SR140 Fax Software product information may be found at
https://www.dialogic.com/sr140.

Brooktrout manuals can be found at https://www.dialogic.com/manuals/brooktrout/brooktrout
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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