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Abstract

These Application Notes describe the procedure for configuring Vocera Communications to
interoperate with Avaya Aura® Session Manager using TLS as the transport protocol.

The overall objective of the interoperability compliance testing is to verify Vocera
Communication functionalities in an environment comprised of Avaya Aura® Communication
Manager, Avaya Aura® Session Manager, and various Avaya phones including SIP, H.323
and Digital.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedure for configuring Vocera Communications, to
interoperate with Avaya Aura® Session Manager using TLS as the transport protocol. The
tested configuration comprised of the wireless communication features of VVocera
Communications System with Avaya Aura® Communication Manager and Avaya Aura®
Session Manager.

Vocera Communications Solution is comprised of three main components:
e Vocera Badges
e \ocera Server
e Vocera SIP Telephony Gateway

The Vocera Badges are wireless 802.11a/b/g/n devices that serve as communicators in a wireless
environment. By pressing the call button on a badge, a user can interface with the VVocera Server
to start the call process. Vocera B3000 and B300ON badges have a speech zone, the region in
which audio can be detected. To get the best possible speech recognition, the top of the badge
should be between 6 to 8 inches (15 to 20 centimeters) directly below the mouth. Any sound
coming from another direction or beyond that distance is reduced or eliminated by the noise
canceling microphones

The Vocera Server acts as a communication server to service calls between the badges. The
Vocera Server stores the user and Badge information, and has the speech access interface that
allows users to place and receive calls.

The Vocera SIP Telephony Gateway was utilized for the test, to setup a SIP trunk between the
Vocera SIP Telephony Gateway and Avaya Aura® Session Manager. The Vocera SIP
Telephony Gateway allows the Vocera Server to connect Badges to Avaya Aura®
Communication Manager endpoints, as well as route calls to the public network through Avaya
Aura® Communication Manager.

The two server applications, VVocera Server and VVocera SIP Telephony Gateway, can reside on
the same physical server platform. Vocera recommends using multiple VVocera SIP Telephony
Gateway servers, and array for redundancy, especially if the Vocera SIP Telephony Gateway
will be hosted on a Virtual Machine.

For additional information on Vocera Communication System, please refer to VVocera
documentation (3-5).
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2. General Test Approach and Test Results

The focus of the interoperability compliance testing was to verify the ability of the Vocera
Communications System to interoperate with an Avaya SIP-enabled IP Telephony environment
comprised of Session Manager, Communication Manager and various Avaya phones including
SIP, H.323.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability compliance test included features and serviceability. The feature testing
focused on the following areas:

e Verify basic network connectivity
o Badges to Access Point
o SIP Trunk using TLS between Vocera and Avaya
e Basic calls
o Badge to Badge
o Badge to Phone
o Phone to Badge
e Audio codec negotiation using G.711MU and G.711A
e Call and Voice Features
Proper set up and tear down of the calls
Proper display of Caller ID information
Call Transfer
Call Conference
Call Hold/Resume
o Badge Emergency Broadcast all Badges
e DTMF transmission using RFC 2833

O O O O O

Feature testing was primarily done using TLS for SIP. However, interoperability for SIP was
tested using UDP and TCP as well, by performing basic test calls.

Serviceability testing focused on verifying the ability of Vocera SIP Telephony Gateway
(VSTG), Vocera Server and VVocera Badges to recover from adverse conditions such as network
and server (e.g., Vocera, Session Manager, and Communication Manager) outages.
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2.2. Test Results

All test cases were executed and passed with following observations:
e For TLS VSTG only supports one-way authentication. VSTG provided a certificate and it
was imported into Session Manager as a trusted certificate. See Section 6.7 for details.
e Vocera performs SIP Options to SIP user agent (end-point) and not the SIP proxy server.
When the UA wouldn’t respond, or was incapable of responding, Vocera would mark the
SIP Trunk out-of-service. SIP Options can be disabled. A workaround/fix is included in
Section 7.3.

2.3. Support
Technical support on the Vocera Communications solution can be obtained by contacting Vocera
Communications:

e URL — www.vocera.com/index.php/support

e Phone —(800) 473-3971
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3. Reference Configuration
Figure 1 illustrates a sample configuration consisting of the following.

Avaya Aura® Communication Manager in a Virtual Environment
Avaya G450 Media Gateway

Avaya Aura® Media Server in a Virtual Environment

Avaya Aura® System Manager in a Virtual Environment

Avaya Aura® Session Manager in a Virtual Environment

Avaya SIP and H.323 phones, and PSTN

Vocera Server

Vocera SIP Telephony Gateway

Vocera Badges

The enterprise also had connectivity to a simulated PSTN via Communication Manager.
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Figure 1: Vocera Communications Test Configuration
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided.

Equipment/Software

Release/Version

Avaya Aura® Communication Manager in a
Avaya G450 Media Gateway

7.0.1(R017x.00.0.441.0 — 23012) —FP1
37.19

Vocera Badges

Avaya Aura® Media Server 7.7.0.226
Avaya Aura® System Manager 7.0.1.0.64859
Avaya Aura® Session Manager 7.0
Avaya 96x1 Series SIP Deskphopnes
9641 (SIP) 7.0.0.39
9611(SIP) 7.0.0.39
Avaya 96xx Series Deskphones
9621G (H.323) 6.6.115
9650C (H.323) 3.25
Vocera Communications
e Vocera Server & Telephony Server OS | Windows 2012 R2
e \ocera Server 5.2.0.266
e Vocera SIP Telephony Gateway 5.2.0.266
o B3000N 4.1.0.55
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5. Configure Avaya Aura® Communication Manager

Since the solution is a SIP trunk between Session Manager and VVocera SIP Telephony Gateway,
these Application Notes are only focused on configuring Session Manager and VVocera SIP
Telephony Gateway.

An assumption is made that configuration of Communication Manager and the trunk between
Communication Manager and Session Manager are already in place.

For configuring the following in Communication Manager, please refer [3].
e Verify Communication Manager License

IP Codec Set

IP Network Region

IP Node Names

SIP Signaling Group

SIP Trunk Group

Route Pattern

Private Numbering

AAR Analysis

ARS Analysis
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager as shown in the reference
configuration. All provisioning for Session Manager is performed via the System Manager web
interface.

The following sections assume that Session Manager and System Manager have been installed
and that network connectivity exists between the two platforms.

The procedures described in this section include configurations for the following:

e SIP Domains - SIP Domains are the domains for which Session Manager is authoritative
in routing SIP calls. In other words, for calls to such domains, Session Manager applies
Network Routing Policies to route those calls to SIP Entities. For calls to other domains,
Session Manager routes those calls to another SIP proxy (either a pre-defined default SIP
proxy or one discovered through DNS)

e Locations — Logical/physical areas that may be occupied by SIP Entities

e SIP Entities — Typically SIP Entities represent SIP network elements such as Session
Manager instances, Communication Manager Systems, Session Border Controllers, SIP
gateways, SIP trunks, and other SIP network devices

e Entity Links — Connection information which define the SIP trunk parameters used by
Session Manager when routing calls to/from other SIP Entities, (e.g., ports, protocol
(UDP/TCP), and trust relationship))

e Routing Policies - Policies that determine which control call routing between the SIP
Entities based on applicable Dial Patterns

e Dial Patterns — Matching digit patterns which govern to which SIP Entity a call is routed
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Session Manager is managed via System Manager. Using a web browser, access https://ip-

address of System Manager/SMGR

Log in using appropriate credentials. The main page for the administrative interface is shown
below.

Administrators

Directory Synchronization
Groups & Roles

User Management

User Provisioning Rule

(fusers W cemens N0 seviees |

Avoya Breeze®
Communication Manager
Commmication Server 1000
Conterancing

Device Sarvices

P Oftice

Media Server

Meeting Exchange
MNessaging

Preasence

Routing

Session Manager

Work Assignment

Backup and Restore
Bulk Import and Export
Configurations

Events

Geographic Redundancy
Inventory

Licenses

Replication

Heports

Scheduler

Securily

Shutdown

Solution Deployment Manager

Templates
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6.1. SIP Domains

In the reference configuration, one SIP domain was used; avaya.com.

Navigate to Elements = Routing = Domains and click the New (not shown) to add a new SIP
domain with the following:

Enter the SIP Domain (avaya.com) in the Name field

Type : sip

Enter a description in the Notes field if desired

Click on the Commit button

« Home / EM ts / R g / Domai [+]
Help 7
Domain Management
| New More Actions ~
? lhmsi I 7 : Filter; Enabile
L1 mame [type [Neates
[—J avaya.com “p Avaya domam
Seldect : All, None
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6.2.

Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside, by
specifying the IP addressing for the locations as well as for purposes of bandwidth management
if required.

Navi

gate to Routing = Locations and click the New button (not shown) to add the Location.

Enter the following information:

Secti
[ ]

Secti

on General
Enter a descriptive Location name in the Name field (e.g., 41-subnets)
Enter a description in the Notes field if desired

on Location Pattern (not shown)
Click on Add.
Enter the IP address information for the Location (e.g., 10.64.41.%)
Enter a description in the Notes field if desired
Repeat steps in the Location Pattern section if the Location has multiple IP segments.
Modify the remaining values on the form, if necessary; otherwise, use all the default
values

Click on the Commit button

Home Routing

Locations

SIP Entities

« MHome / Elements / Routing / Locations [+ ]
Help 7

Location Details Commit] Cancel

Adaptations

General

* Name: S1-subnet

Entity Links
Time Renges

Notes:

Dial Plan Transparency in Survivable Mode
Enabled: [
Listed Directory Number:

Assoclated CM SIP Entity:
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6.3. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP-based telephony system
supported by it using SIP trunks. In the sample configuration, a SIP Entity is added for VVocera
SIP Telephony Gateway (VSTG).

Note, the Session Manager and Communication Manager SIP Entities are assumed to have
already been configured. This section only discusses configuring VVocera SIP Entity.

To add a SIP Entity, navigate to Routing = SIP Entities and click the New button (not shown).
The configuration details for the SIP Entity defined for the Communication Manager are below:
Section General

e Name: Enter an descriptive name

e FQDN or IP Address: Enter the IP address of the SIP Entity (e.g., 10.64.41.189)

e Type: Select best match for the SIP entity (e.g., Gateway)

e Location: Select the appropriate location (Configured in Section 6.2) from the drop

down menu (e.g., 41- subnets)

Section SIP Link Monitoring

e Select a desired option

« Wome / Blements / Routing / SIP Entities (+}

SIP Entity Details Comma| Cancei]

Adopiations General

SIP Entities * Name: vocera

* FQDN or IP Address: 10.64.41 189
Type: (Gt =

Notes: Vocera Gateway

Adaptation: 1]

Location: 41-subnet  [¥]

3}

Time Zone: America/Denves
* SIP Timer 8/F (in seconds): 4
Credential name:
Securable: ||
Call Detail Recording: none  [¥]
Loop Detection
Loop Detection Mode: 0o ™
Loop Count Threshold: s

Loop Detection Interval (in msec): 200

SIP Link Monitoring
SIP Link Monitoring: Use Sessian Manager Configuration M|
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6.4. Add Entity Link
A SIP trunk between Session Manager and VVocera system is described by an Entity link.

Navigate to Routing = Entity Links, and click the New button (not shown) to add a new Entity
Link. The screen below shows the configuration details for the Entity Link connecting Session

Manager with VVocera with UDP as the transport protocol.

Click Commit to save the configuration.

Name: a descriptive name

SIP Entity 1: select the Session Manager SIP Entity
Protocol: select TLS as the transport protocol

Port: 5061. This is the port number to which the other system sends SIP requests
SIP Entity 2: select the Vocera SIP Entity
Port: 5061. This is the port number on which the other system receives SIP requests

Connection Policy: select Trusted
Notes: optional descriptive text

+ Nums [ Duemaeds [ Rowting / Endity Lisks o
Medp ¥
Entity Links Comm| Cancst|
1 Item Filter: Lrates
7 Npwe SIP Emity 1 Protocal et SLM Entity 2 U::;h Pun """‘::‘:""
) M)W/ ocers T Qs ns &) Q voce () * =061 wnates  [W]
< >
St
Comme| Cantel
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6.5. Routing Policies

Routing Policies associate destination SIP Entities (Section 6.3) and Dial Patterns (Section 6.6).
In the reference configuration, Routing Policies are defined for outbound calls to VVocera

To add a Routing Policy, navigate to Routing = Routing Policies, and click on the New button
(not shown) on the right. Provide the following information:
Section General

e Name: Enter an descriptive name

e Notes: Add a brief description (optional)

Section SIP Entity as Destination

e Click Select, and then select the appropriate SIP Entity to which this routing policy
applies. In this case, Vocera SIP Entity was selected.

e teg *8
Home [ Elements [ Routing / Rauting Pelicies [+ ]
Haio
Routing Policy Details Comenit] Cancel|
eral
* Name: RoutelVocera
Désabled:
* Retries: O
Notes:
Pt »ost t
Sdlec
Nawe FOON ue IF Address Tyge Ptes
vooars 102451005 Catewany Vozers Gatewey
1 I Day
add Famove View Gags/Overiaps
1 lem 2 : FIRGE Enatio
T Rankimg Namu Mo Ten Wed Thu m St o Start Towe End Thme Notea
] ‘o PT T 4 7] ) =] ] 2 2 7] 0:00 23:%%
Select ;AL %
Dhal Paltermn
Ak w ;:_NU e
1iem & e Bratie
] Pattems . Min on Emrigency Call SIF Domsn Orsginating LoCstmn Motes
1 T ‘ & o au e
Select AL N
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6.6. Dial Patterns
Session Manager uses dial patterns to route calls to the appropriate SIP Entity. A dial pattern

specifies which routing policy or routing policies are used to route a call based on the digits
dialed by a user which match that pattern.

Navigate to Routing - Dial Patterns, and click the New button (not shown) to add a new Dial
Pattern.

Section General.
e Pattern: dialed number or prefix
e Min: minimum length of dialed number
e Max: maximum length of dialed number
e SIP Domain: select the SIP Domain created in Section 6.1 (or select — ALL — to be less
restrictive)
e Notes: optional descriptive text

Section Originating Locations and Routing Policies.

Click Add to select the appropriate originating Location and Routing Policy from the list (not
shown). Default settings can be used for the remaining fields. Click Commit to save the
configuration.

The following is the dial pattern used to route calls that match the pattern x7778 to VVocera.

o Momw [ toments [ Routing [ Dl Petlerss o

Dial Pattern Detalls Conrenit] Careal]

eral
* Pattern: 7778
* Min: 4
‘ Max: o
Emerguncy Call: ||
Emergency Prionity:

Emergency Type:

SIP Domain: -ALL ~

Oniginating Locatinna and Houting Policoe
add || Remove
1ltem o Fiter: Enatle
1 ‘owk e L " »~ Orsgnating LoCation Boating Pulsy ™ N fouteng Policy Mowting Policy Haoting Pelicy
' DT L e IR Narne - Démakled  Destmation testes
| ~ RossteZéooes 0 ]

Select | A, ane
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6.7. Manage Certificate

In order for Session Manager and the VVocera SIP Telephony Gateway (VSTG) to successfully
negotiate a TLS connection, certificates are exchanged and authenticated during the TLS
handshake. For two-way authentication both the Session Manager and VSTG would need to
import each other’s certificate. During this compliance test, only one-way authentication was
performed with Session Manager importing VSTG’s certificate. If it were two-way
authentication steps for exporting Avaya’s certificate and importing it into the VSTG would have
been displayed below.

Trusted certificated file provided by VSTG imported to Session Manager.
Navigate to Home - Services = Inventory = Managed Elements.

Select Session Manager (e.g., SM7.x-1), and select the Configure Trusted Certificate button
under the More Actions drop-down menu.

« Mome [ Services / y / Manage U o
Help
Manage tlements Discovery
Manage Elements
Elements
| View Eat J New o Doleto { More Actions = |
-~ y— Configure Trusted Certificates
12 Items 27 Show Al [V 5 Fler: Enably
———— - i Conligurs identity Certificates b ——
] ‘Name Node Device Type
[} Corporate Drrectory 10.64 =
] eoe 1064 Imocet ‘evese
Elemert -CMT0 10,64 Jnceton
ver
[0 e 10.64.40.225 UMaze
NusSeting Croups 10.64 4 Mg
[J  Petches 10.64.40,228 Uy
Secure FTP Token 10.64 40,225 CMAge
v Sl 10.64.40,227 Sesscn Mamaper Sesson Manager
[ M7 X3 440,32 Seswcn Marager Sesson Manager
[0  smgraveyecsm (primary) 10,64 4 WMags
SNMP Profiies 10844 WMagy
C SoAtmare Deplaysart 10.64.4 5 UCMage
iJ System Macager 10.63.40.225 Syatem Manager
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The Trusted Certificates screen will appear, as shown below. Click the Add button.

Mome Routing ®| tnvestery * 5

* Inwventory « Home / 5 / y / Mansge £k o
Manage lements Wep ?
Cmtn Pnllm ;vd Manage Elements | Dincowery

Discower SHS/SCS
Trusted Certificates

Irusted Certificates

i) ] ] i

10 iteens Filtar: Enabis
[ [Store Descrigtsan Sture Type Subgest Mame
U] Used for validatng TLS chart identity certfcates SECURITY MODULE HTTI  Q=AVAYA OU=MGMT, Chi=System Manager C&

£l

Unad for

validating T1S o

fwrs dentity certficatas

MGHT _IBass

] Used for vaidating TLS chert identity cermficates SAL_AGENT D=AVAYA, OU=MGMT, CNeSystem Manager CA

& b \ = . & o " SE oduct Certhcate Authonty, QUeSIF

| Used for yoidating TLS clert igentity cartfcates WEBSPIERE Preduct Certificote Authonty, QeAvaya Inc, C=US

] Used for vaidating TLS chert wdentity cartdcates WEBSPHERE Q= L DU=MGMT, CN=System Manager CA

] Used fur vaidating TLS shent identity cendicates SECURITY_MOBULE_S1p ';":f‘:::’hi"’-"c-"; ROOVICA; DiwiAvarya Frofect 1L

i C=Av , CmliS

£ used for validating TLS chart iSentity cenficates SECORTY_MODULE_ST  SMi~fverd Col Server, QUaHedia Server, Dalvays
EMAILADORES Swivppant@vocera.com,

] Used for vadeting TLS chent identity certéicates SECURITY_MODULE_SIF . ON=152,168.1.32, L=CUPERTING, ST=CALIFORNIA,
Ceus

T Used for vaiidating TLS cherk identity certéicates SECURITY_MODULE_SIF  Q=AVAYA, DU=MGMT, CN=System Manager CA

- o - o P Product Cartficatn Authanty, QU519

( thert 1dent: \ SECURITY_MODULE_SIp " 3
] Used lor vaidatng TLS thert idantity cendicales ECURITY_MODULE_S! Preduct Certificate Authority, G=Avaya Inc, CeUS

O=AVAYA, DUSMGMT, ClieSystem Manager CA

The Add Trusted Certificate screen will appear, as shown below.

Select SECURITY_MODULE_SIP from the Select Store Type to add trusted certificate
drop-down menu, and select the Import from file radio button. Use the Browse button to locate
the file provided by Vocera. Click the Retrieve Certificate button. Verify certificate
information and then click the Commit button to store the certificate.

Nome A‘in--:.v‘-r.
« Home / S / v [ Manage Ek o
unﬂw; Llements Heo ?
T Create/ Protiles - Manage Clements  Discrvery
Distover SRS/SCS Melp 2

Element Type Acosss
Subinet

Add Trusted Certificate comnil| Cancet]

Select Store Type to add trusted certificate |SECURITY_MODULE St¥ (%)

® Jmport from fle

(O Import as PEM certfficate

) Import Froen existing cemificates
L Import using TLS

* Please selact a file  [E-\Vocera\server.crt Browss. .. ]
You must dick the Retrieve certificate button and revew the cectificate details before you can continue. Retrieve C!Mg'

CRK; Reviewed:
SPOC 9/6/2016

17 of 28
Vocera-SM70-TLS

Solution & Interoperability Test Lab Application Notes
©2016 Avaya Inc. All Rights Reserved.



The following screen shows details of the Trusted Certificate.

name _Il:urn'nvy
* Inventory « Home [ Services / y / Manage £l [+]
Manage §lsments Neip 2 |
‘i,-'a.. Prodiles and Manage tinmemts s overy
Discover SRS/SCS Help ?
Elemant Type Aconss Add Trusted Certificate Commit] Cancel|
Swhaet
Configuration
. Select Store Type to add trusted certificate SECURITY_MCOULE_S1p ]
Sesviceability
Agents ® import from fite
U (J Import as PEM certificate
et h'“no O tmpert from axisting certificates
{ ¢ Connection Pooling L Impart using TLS
* Please select a file | Bromoe...
You must dick the Retrieve cartiicate button and review the certificate detads befora you Can (ontinue, m«m|
Cectificate
Details
ns.ulm' FMAILADORESS =suppant@vocera.com, CN=19
Valid From  \Wed Jun 22 10:22:11 MDT 2018 Valid To 10
Key Size 1024
Issver Name  LMAILADORESS =suppont@vocecs.com, (=142
Certificate -
F‘m”".' 420 100 A0CThdE ‘ 4 as H
CA Certilicate 10
Somok| Concel]
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7. Configure Vocera Communications

This section will only describe the basic configuration to interface with Avaya Aura® Session
Manager. For configuration steps for Vocera Communications System, refer to (4 - 6)
documentation.

The Vocera Communications System is configured using a web based console interface. Launch
a web browser, enter http://<IP address of Vocera Server>/console/AdminController in the
URL, and log in with the appropriate credentials.

O ————————————— e — | | o

chi\ v http:"'"10.54.41.188’consc-le"fdmlnControlIar?formi“ctmn:IC\ P~Cf v Vocera Administrator | Voc... * fn\_. o
File Edit View Favorites Tools Help
I
vOCcera b =
Welcome to the Vocera Administrative Console
User ID
Administrator [
Password
1 |
®Copyright 2016 Vocera Communications. All Rights Re A L '
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7.1. Configure Telephony

This section shows the basic configuration needed to place calls to and from the badges. Once at
the Administrator page, navigate to the Telephony = Basic Info tab and provide the following
information:
e Check the Enable Telephony Integration check box
e Enter the Guest Access and Direct Access numbers. During the preparation phase of the
compliance test, the following extensions were provided:
o Guest Access Number —7778
o Direct Access Number — 7779
o Number of Lines — 6
e Select Integration Type to IP
e Using the drop-down menu, select SIP Version 2.0 for the Signaling Protocol field
under the IP Settings section
e Enter Avaya Aura® Session Manager IP address, 10.64.40.226, for the Call Signaling
Address field under the SIP Settings section.
e Enter the Call Party extension Number. During the compliance test, Calling Party
Number, 408-555-1212, was utilized
e Click on the Save Changes button

Q ' v ity 3191_5541_{@5”@5A:_ay«;:t'wg.no.-mtr*j.-l_-x,nji p "O] v Vocera Admunistrator | Tele., » l l

[Em fde  Yew Fpeoctes Jools Hep

\JUC@:’SV ADMINISTRATOR Loz 0 )

Telephany

=

Salect Site  [Giemal @

W Enstie Telaphony Intagranom
Vocera Hunt Group Numbses

Guest Access 7778 Number of Lnes* 6

Dract Accass 7779

Integration Type

L
P Settings 3P Sanings
Signatng Frotocd SIP Version 2.0 V| Cab Sigralng Aocress 10.64.40.226

Cang Paity Numbes 408-555-1212
Enable Caffl Taace )

VoouTs Server 5.3 GA (Bl 266" Conpale | Betd 359

Save Clanoes Resot |
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7.2. User Configuration
To configure a user navigate to Users - User tab. Click the Add New User button. Configure
the following under Info tab:

e First Name

e Last Name

e UserlID

Click the Save button.
Once the user is added, the user is able to login to any badge via voice command. Click the call

button on the badge and the Genie will ask “Please say or spell your first and last name”.
Speaking “User One” will log the user in.

Add New User

info Jf_Phone J' speechrec | Groups J vepts | )

First Name * Last Name #*
‘User One
User ID * Employee ID
ul
Password Re-enter Password
Email Address Site
Global Select ) )

Cost Center Badge ID

[] Temporary User

Expiration Date (mmiddlyyyy)

Note: Temporary users are removed from the system by the first message sweep after
midnight on the expiration date.

Save ) Save & Continue ) Cancel)
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To configure the extension associated with the user, select the Phone tab and enter in extension
number. (e.g., 2527) Then click the Save button.

Add New User

Desk Phone or Extension Cell Phone

2527 X
Home Phqne Pager
Vocera Extension Dynamic Extension
PIN for Long Distance Calis
Cispo EM Extension Cisco EM Auto-Answer
- Vocera Access Anywhere

[[] Enable Vocera Access Anywhere

Phone Password (minimum 5 chars.) Re-enter Phone Password

Note: Phone password not required if caller ID permission is used.
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7.3. Configure SIP OPTIONS

On the server running Vocera SIP Telephony Gateway, modify the
C:\vocera\telephony\vgw\vgwproperties.txt file with the following for Option Keep Alive.

e VTGUseOPTIONSForKeepAlive = true
e VTGOPTIONSKeepAlivelnterval = 30
e VTGOPTIONSKeepAliveToUser =
e VTGUseOPTIONSKeepAliveText = false
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8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Session

Manager and Vocera.

8.1. Verify Avaya Aura® Session Manager

Navigate to Elements - Session Manager - System Status = SIP Entity Monitoring, and
select the VVocera SIP Entity. Verify the Conn. Status and Link Status are UP.

MHume | Sessuen Mansger
| ——— o+ HMame / tlemets [ Scasien Nanager | Systess Status / S19 Eetity Mendnring o
Dashboard Helo 7
SORcion NSO Session Manager Entity Link Connection Status
”Wnlha S This page displays detalad connection status for aF entity links from &
Conmmunication Saesion Manager.
Protile £ditor
-— — All Entity Linhs for Session Manager: SM/7.x 1
b Network
Contiguration Status Detalls for the selected Session Manager:
Davice oad Lacation. EEEP =TTl
Condiguration
. w.u.,u 17 tems  Aefresh Filter: Enable
Conliguration o
> Bystam Siatus 55 Loty ame S Entey Reactved 1B Purt Proty, Detty Sty Rmacon Codw Lizk States
SIP Entity o MM32 106422180 060 cp FALSE uw 200 O up
Monitoring O IPOSE 10.64.40.223 060 LoP FALSE ur 200 0K PARTIALLYUP
. Yocera 10.64.41.180 5061 ns FALSE s 200 0K up
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8.2. Verify Vocera Communications

Make the following calls and verify the calls are set up properly, there is two-way audio with
good audio quality, and the calls are torn down properly after completing the calls.

Place a call from a VVocera Badge to another VVocera Badge
Place a call from a VVocera Badge to an enterprise Avaya phone
Place a call from an enterprise Avaya phone to a VVocera Badge.
Place a call from a VVocera Badge to the PSTN

On the Vocera SIP Telephony Gateway, locate the most recent log file in x:\vocera\logs and
look for following:
e “listening on Address [x.x.X.x:X] — TLS;”- This indicates a successful TLS connection
between Session Manager and VSTG.
e “SIP Trunk [x.x.x.x:X] is alive;”- This indicates successful SIP connectivity between
Session Manager and VSTG.
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9. Conclusion

These Application Notes describe a sample configuration of how to configure Vocera
Communications to interoperate with Avaya Aura® Session Manager and Avaya Aura®
Communication Manager via a SIP trunk using TLS as the transport protocol. All feature and
serviceability test cases were completed and passed with the exceptions/observations noted in
Section 2.2.
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10. Additional References

The following Avaya product documentation can be found at http://support.avaya.com
(1) Administering Avaya Aura® Communication Manager Release 7.0.1, Issue 2, May 2016,
Document Number 03-300509.
(2) Administering Avaya Aura® System Manager for Release 7.0.1, Issue 2, Release 7.0.1,
June 2016.

The following document was provided by Vocera.
(3) Vocera Telephony Configuration Guide, Version 5.2
(4) Vocera B3000 Badge Guide, Version 5.2
(5) Vocera Administration Guide Version 5.2
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™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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