AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for configuring blackchair Spotlight
Release Management V6 with Single Sign-on AAA
Authentication with Avaya Aura® Communication Manager

R7.0 and Avaya Aura® Application Enablement Services
R7.0 — Issue 1.0

Abstract

These Application Notes describe the configuration steps required to integrate Spotlight
Release Management V6.0 with Single Sign-on AAA Authentication from blackchair with
Avaya Aura® Communication Manager R7.0 using the SMS SDK from Avaya Aura®
Application Enablement Services R7.0. Release Management is capable of publishing changes
into Avaya Aura® Communication Manager.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required to integrate Spotlight Release
Management V6.0 with Single Sign-on AAA Authentication from blackchair with Avaya Aura®
Communication Manager R7.0 using the SMS SDK from Avaya Aura® Application Enablement
Services R7.0. Spotlight Release Management is capable of publishing changes into Avaya
Aura® Communication Manager using packages of objects built from the Spotlight Audit model.
Packages can be built and published into the same Communication Manager to reconfigure that
Communication Manager or into a different Communication Manager for example from test to
production. The single sign-on AAA Authentication option provides for a user to login to
Spotlight and have their Communication Manager login automatically derived from a secure
table in Spotlight, with changes they make using Release Management attributed to their
Spotlight login within the audit trail.

Spotlight Release Management is an expansion of a previous product called Spotlight Audit and
uses Spotlight Audit to facilitate adds/moves and changes. Further information on Spotlight
Audit can be found on Application Notes for configuring blackchair Spotlight V5 with Avaya
Aura® Communication Manager R6.2 and Avaya Aura® Application Enablement Services R6.2
to monitor moves and changes, or contact blackchair directly using the information provided in
Section 2.3.

System Management Service (SMS) is a web service on Avaya Aura® Application Enablement
Services (AES) that exposes selected management features of Communication Manager. SMS
enables clients to display, list, add, change and remove specific managed objects on
Communication Manager. SMS allows programmatic access, via a standard protocol, SOAP, to
functionality that is otherwise only accessible via a Avaya proprietary low-level protocol called
Operation Support System Interface (OSSI) or terminal emulation via System Administration
Terminal (SAT). Spotlight Release Management utilises the SMS web service to display changes
that occur on Communication Manager.

2. General Test Approach and Test Results

All feature test cases were performed manually. All fields and values in Communication
Manager are copied onto the Spotlight Release Management database. This database is then used
to compose Release Management packages that can be uploaded to either the same
Communication Manager or a secondary Communication Manager. Using System
Administration Terminal these new changes can be observed to ensure they were made correctly.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

blackchair Spotlight Release Management, which will be referred to as either Release
Management or Spotlight throughout the remainder of this document, was installed on a virtual
server running Microsoft Windows 2008 Server R2 and Microsoft SQL Server 2008 R2. A client
PC using the FireFox web browser was used to access the Spotlight Release Management
Interface. All information on Communication Manager was recorded using the SAT, changes
were then published using Spotlight Release Management and these changes were verified, again
using SAT.

Test cases that were executed used objects listed in the SDK documentation as updatable through
the SDK. A list of these relevant objects is included in the Appendix of these Application Notes
and further information on the SDK can be obtained from the Avaya DevConnect outlined in
Section 10.

During compliance testing two Communication Managers were used, one installed in Galway,

Ireland set to GMT time, and a second operating as a Communication Manger in Denver,

Colorado on GMT -7. Objects were then copied from one to the other. The following objects

were moved from the Galway Communication Manager to Denver during compliance testing.
e AARAnalysis

AbbreviatedDialingEnhanced

Agent

Announcement

COR

COsSs

CoveragePath

Hunt Group/Skill

RoutePattern

Station (H323 and SIP only)

VDN

Vector

Using the following rules when moving/copying the objects,
e This object MAY exist in the target; if it DOES NOT exist it is to be CREATED, if it
DOES exist it is to be MODIFIED.
e This object MUST NOT exist in the target and is to be CREATED.
e This object MUST exist in the target and is to be MODIFIED.
e This object is to be DELETED from the target if it exists; if it does not exist, no action.

2.2. Test Results

All test cases passed and the following exceptions were noted.
e Digital sets were not moved due to different port arrangements on each media gateway.
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2.3. Support

For technical support on Spotlight Release Management, contact blackchair as shown below.
e Web: http://www.theblackchair.com/contact-us/
o Tel: +44 845 456 6751
e Email: enquiries@theblackchair.com

3. Reference Configuration

Figure 1 shows the network topology during compliance testing. The Spotlight Release
Management server was placed on the Avaya telephony LAN. The SMS SDK on the AES offers
the Spotlight Release Management server an interface to make changes on Communication
Manager. A user browsing to the Spotlight Release Management server using a web browser is
capable of publishing changes into Communication Manager using packages of objects built
from the Spotlight Audit environment.

Note: Two Communication Managers were used for testing copying information between
Communication Managers. Communication Manager 1 was setup in time zone GMT (Galway,
Ireland) and Communication Manager 2 is setup in time zone GMT — 7 (Denver, Colorado).

Avaya Aura® Communication Avaya Aura® Communication
Manager R7.0 Manager R7.0
(L2 5 3 aooeae]

Avaya Aura® Application
Enablement Services R7.0

-~
o
gt

Avaya Aura® Application
Enablement Services R7.0

~ M ”~
& Connection to AES > Denver (GMT -7)
b « Web Services SDK s
Blackchair Spotlight Release Management
V6 running on Windows Server 2008 R2 e B F I ==

(Virtust Server) Avaya Media Server

" . - , R7.7
Avaya G450 Gateway @

Client PC with
Web Browser and
SAT

Figure 1: Network solution of blackchair Spotlight Release Management V6 and Avaya Aura®
Communication Manager R7.0 with Avaya Aura® Application Enablement Services R7.0
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided.

Equipment/Software

Release/Version

Avaya Aura® Communication Manager running ona | R7.0 SP1
virtual server 00.0.441.0-22684
Avaya Aura® Application Enablement Services R7.0

running on a virtual server

Build No-7.0.0.0.1.13

Avaya G450 Gateway 37.20.0/1

Avaya Aura® Communication Manager runningona | R7.0 SP1

virtual server 00.0.441.0-22684
Avaya Aura® Application Enablement Services R7.0

running on a virtual server

Build No—-7.0.0.0.1.13

Avaya Media Server

R7.7

blackchair Spotlight Release Management running on
a Virtual Server

- Windows 2008 R2 O/S

- MS SQL 2008 R2

V6.0.43505.1202
Windows 2008 Server R2
MSSQL 2008 R2
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5. Configure Avaya Aura® Communication Manager

A new user for blackchair needs to be created on Communication Manager. Open a browser
session to Communication Manager and log in as shown below. Enter the appropriate credentials
and click on Logon.

|

Q Y L P O Confestnmrmr 8] e M sgermen A ververt
AVAyA Avaya Aura® Communication Manager (CM)
System Mansgesent tmerfoce {$8M1)

e Servwt serverd

~

Logon

Logon D |wensd

Once logged in click on Administration at the top of the page and select Server (Maintenance)
from the drop-down menu.

AVAYA Avaya Aura” Commusication Manager (CM)

| T 1 ~

System Management Interface
© 2001-2015 Avays Inc. AS Rights Resmrved.

Capyraaht
Tacege where sxprensy stated otbenwar, Te Prodict & pootected by copyrght and over Lyws regpecting propnetary nghes
Ursustsorizes mpracushen, trazsfer, ard or sse ot Se 8 conine, s will sz 8 owl offermee under he appcetie law
Third-party Composants

Cartan softwars pragrame or partens tharss! inclused m the Produse may contam softwers dostrideted under Shed party sgreamerts | Thed Parry Componants ), whuch mary conten Serres Shat
Sxpad o VRE NGHES 10 ke COmaN POMans of the Prixdect {"Thint Party Tenms”), Teformaton [eenthing Thed Party Camponerts and e Third Famy Tesms that apgty 1o them are svaviabie o
Avaye's web sie ol Iipl onert e n s g sant Coge vt

Trademacis

Aunpn, the Azeye Loge, and Aseve Acrs wrs regetered tademaecas of Aveye Brc, Lma® @ the regiatersd tradererk of Limus Torvalds = the U.S. a2 cther courtres. Al ron-Aseya radermerks sy
the aropanty of thesr recoective paners.
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5.1. Create a user for Spotlight Release Management

In the left window select Security - Administrator Accounts. In the main window Select Add
Login; for compliance testing, Privileged Administrator was chosen, but any account with
privileges to use SAT is all that is required in order for a Spotlight user to read and write to the
fields in Communication Manager. Select Submit when done.

Avaya Aura® Communication
System Managemae

¥ (M n iR

A Administralor ACCounts

atrator Acceunts IMT seges shew vou iz e delele

) Bannans Baroer Lop L1azeM

cccccc

Enter the Login name and a suitable Password. Click on Submit when done.

AVAYA

SormirateataT | Server (Maciatarzs)

Administrator Accounts -- Add Login: Privileged Administrator

Zuowrt Aarva ~
_”m Thi Dege #iowas vou & add o lopn thet 14 & marder of the SUSERS grocp. Tha 105 has the Srestest sctuss 2oivleges = the Jpatem sed to rece

Lereae
jrrzverg Treze 3 rare (Gackahair
o Trape
W T Tt Primery yog

#19 v

<
63 ATrgeey bey

B e T

Ty
Fa-acTa paban e 51 bey cssceses
Faeme pasresdey ..
8°30 37 Naet .

-

[t [ canent | [Lin
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5.2. Create a user for Single Sign on with AAA Authentication

A second user was also created for the verification of Spotlight Release Management Single Sign
on with AAA Authentication. Using the same procedure as above in Section 5.1 another
Communication Manager user is created.

AVAyA Avaya Aura® Communication

System Managemel

2mmce
A Administralor Accounts

-

Note: The user name cannot be greater than 9 characters this is the limit for Spotlight Release
Management.

Therefore the user called cm1russel, this was added and will be used again in the configuration
of Single Sign on with AAA Authentication in Section 7.1 and to verify this in Section 8.3.

AVAYA

ASTmatrInoN | St M tetece

_A Administrator Accounts -~ Add Login: Privileged Administrator
o}

Lges Walie This sege slous you tu a2d 8 logm that s & mermber of the SUSERS grous. Tha lagin has the prestest sccesa prvieges = the Jyatem sext 3 root

e pis <

-------

Slamge Fuvermd
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6. Configure Avaya Aura® Application Enablement Services

Although the Spotlight servers’ connection to the Avaya solution uses the SMS SDK on Avaya
Aura® Application Enablement Services (AES) there is no specific configuration required on the
AES server. The username and password utilised by Spotlight is that which was created
previously in Section 5. The following screen shots show how to access the SMS Web Service
on the AES. Log in to the AES using the appropriate credentials.

AVAyA Application Enablement Services

Management Coneale

e b 33092 e Saracred

Navigate to AE Services - SMS - SMS Properties in the left window. The setting for the
SMS can be left as default. However in the example below the only change that was made was to
set the Default CM Host Address to the IP Address of the Communication Manager associated
with this AES. Note that if one AES was being used for both Communication Managers then this
would be set to localhost.

AVAyA Application Enablement Services

Management Console

AE Services | SMS | SMS Properties

CVLanN SMS Propertias

Default CM Host Address (10.10.40.13

Default CM Admus Port 5032

CM Connection Peotocel  S5H W

EMS Logging INORMAL v

215 Log Destnavon apache VvV
CM Sroxy Trace Logging (NONE Vv

Communicatian Mansger My« Setsions per CM 5
Intertace

Migh Avarlabiity

»

Proxy Shutdown Times 1800 teccode

LAY Lopn Kesgalve 180 recz-cx

M Terminal Type OSS!Z’V

Praxy Log Destination  /var/keg/avayaises/oseom. log

| Aepiy Changes | Rastars Dwfaults || Carcel
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7. Configure blackchair Spotlight Release Management

The installation and configuration of the Spotlight Release Management server from blackchair
is performed by a blackchair engineer and is therefore outside the scope of these Application
Notes. The configuration steps involve the manipulation of specific database configuration tables
on the Spotlight Release Management server and this is not something that can be documented
here. All information for support for blackchair can be found in Section 2.3.

7.1. Configure Single Sign on with AAA Authentication

The addition of Single Sign on with AAA Authentication allows the association of the
Communication Manager username and password with the windows domain username and
password. The user will then log in to Spotlight Release Management using the windows domain
username and password and when using Release Management to make changes the associated
Communication Manager username and password is used to gain access to the relevant
Communication Manager. When looking at the audit trail in Release Management the windows
username is what is displayed as the change maker. The Windows username can be associated
with different Communication Manager Usernames for each Communication Manager instance
connected to Spotlight.

To associate a windows user with a Communication Manager user the following must be setup.
Open a browser such as Firefox to the Spotlight server IP address in the form
http://<Serveraddress>/spotlight and log in to Spotlight with administrative rights as shown
below.

_ _
oo

: I 192. 168,44, 138 /spotiight I

Authentication Required X|

g. Enter user name and password for http: /flocalhost

ser Mame: I win-diusnb7geod\administrator

Password: I T
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An external credentials maintenance page is available to Spotlight administrators to associate a
Communication Manager login/password for each connected Communication Manager instance
to the Windows user. Click on Admin at the top right corner of the screen and select External

Credentials

from the left window.

blackchair

C

Environments

Users

External Credentas I

Please select an option

Time Zorei GMT Standard Trme

DASHBOARD CONFIGURATION REPORTING OPTIONS .01 |

Logged in ax: WINSIUSNEIGECY Admniemator

Select the correct Communication Manager from the Select Environment drop-down box at the
top of the screen. To associate a windows user with a Communication Manager user on this
environment (i.e. CML1) click on Add New Credentials. Select the correct System and
Spotlight Logon from the drop-down menus as shown.

select Environ

ment.ﬂ M1 vl

Add New Credentials |

Jsername:

Password:

Save |

5potlight Logon: [ WIN-4IUSNB7GEOS\ru v |

WIN-4IUSNB7GEO9\Administrator

WIN-4IUSNB7GEO%\dave
rWN-4IUSNB7GEO9‘\russell

System Spotlight Logon Username _Passse%i
AvayaCM  |WIN-4IUSNB7GEO9\Administrator[blackchai Yes Edit
AvayaCM  |WIN-4|IUSNB7GEQ9\dave cmidave Yes Edit
System: [ AvayaCh |
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With the correct Spotlight Logon chosen, enter the corresponding Communication Manager
information for the Username and Password, note that this will be the information entered in
Section 5.2. Click on Save once all the information is filled in correctly.

select Environment: I CM1 j

Add New Credentials |

Password
Set?
Yes

Spotlight Logon Username

WIN-41USNB7GEO9\Administrator|blackchai
WIN-4IUSNB7GEQ9\dave

System

AvayaCM
AvayaCM

Edit
Edit

cmidave Yes

l AvayaCM :J
potlight Logon: | WIN-4IUSNB7GEO%\ru v

bystem:

Jsername: Icm1russel

Password:

Save Delete ]

The password entered above is stored encrypted and not displayed.

Select Environment: ICM'I j

Add New Credentials I

Password
Set?
Yes Edit
Yes Edit
Yes Edit

Spotlight Logen Username

WIN-4[USNB7GEO9\Administrator|blackchai
WIN-4IUSNB7TGEO9\dave
WIN-4IUSNB7GEO9\ russell

System

AvayaCM
AvayaCM
AvayaCM

cmidave

emirussel

System: |

Spotlight Logon: |

Username:

Password:

Save Del

4]

te
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Close the window above and the original window is once again displayed. Select Users from the
left window and select the correct Environment and Name from the main window. With the
correct user selected, tick the Spotlight Permissions and the Data Permissions that are required
for this user. Click on Save at the top right of the screen.

DASHNBOARD COMIGURATION RIPORTING OPTIORS m
blackchair

potiight Canfiguration Manag t Towe Somet DT awncherd Trw Cpa = a1 WY (LT TP e
v v ol e
SRR ;,": U Leade AnthgrLosde "
ey , o< | sarmras PR Lt S (e e—
N Creden Dave N -FLDETZOT s
[ et W\ LD LD izt ] |
Spotlyha Perrinasms Cuta Peimrissees
¥ Conliguraton Padkage Exeirs '4 v :' " ' ;j
ot woand Dudrg Dharcec d
Agert Lagn
s J
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8. Verification Steps

This section provides the tests that can be performed to verify that blackchair Spotlight Release
Management has successfully connected with the Avaya solution.

8.1. Verify connection to Avaya Aura® Application Enablement
Services Web Services SDK

Open a browser session to https://[<AES Address>/smsxml/smsxml_test.php this will open a
web services test page as shown below.

Enter the proper credentials for the CM Login ID and Password. This will be the same
username and password for the user created in Section 5.1. The CM Login ID should be in the
format username@CMIPAddress. The SMS Host will be the IP Address of the AES server. Any
Model and Operation can be selected from ModelFields. In the example below AARAnNalysis
and List were chosen, simply to list the AAR Analysis. Click on Submit Request at the bottom
of the screen.

’ G A\ SMS Interactive Test

XML Based - Web Service Request Form

| SMS Resources

Model Documentation . = =
Model Doc (No-| ) Connection Session Recording
= No Lrames Information
SMS XML WSDL ] Record SMS
. SMS XML Schema CM Login ID blackchair@10.10.4{ login@<[IPv6]:port|hostname:port> Request
[] Record Result Data
SMS Host [hittps://10.10.40.30 | Get Record |
SOAP Request Timeout Clear Record ]
(Seconds)
Request Parameters
ModelFields
Model |AARANalysis J | Operation |list v
Field - v Objectname
Value I ] Qualifier |
Position [:] Use For ArrayType Fields
ADD Field
ModelFields - Generated XML
Note: You may also manually enter valid XML or modify the populated data, then click Update XML
Update XML
<?xml version="1.0"2>
<modelFields>
<ARREnalysis/>
</modelFields>
bmit Request | Rel
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If the SMS SDK is operational it should come back with a Response such as that shown below.
If there is an issue an error message will be displayed.

ModelFields
Model | AARAnalysis v|| Operation [list ]
Field [ ] Objectname | |
Value | Qualifier | |

Position |:| Use For ArrayType Fields

ADD Field

ModelFields - Generated XML
Mote: You may also manually enter valid ¥ML or modify the populated data, then click Update XML

Update XML

<?xml wversion="1.0"2>

<modelFields>
<AARANAly=sis/>

</modelFields>

Submit Request | Release

Last Request Response

Session ID [450bcAe0d57ab5c042d401be31chelda | Duplicate Session

Response |
var Sresult code
var sresult_data
"<7uml version="1.0"7>
<result_dataxr
<AhPREnaly3isx
<Dialed String»l</Dialed String>
<Total _min>4</Total_minx

0 ™

Response
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8.2. Verify Spotlight Release Management

This section will outline the steps necessary to place a configuration object into a Spotlight
Release Management package, tailor the package, test the package and publish this package into
a different Communication Manager environment. In this section the dialogue in a system
without the single sign-on AAA authentication feature enabled is described.

Open a web browser to the Spotlight Release Management server
[http://<IPAddressSpotlightRMServer>/spotlight] and enter the proper credentials, this will
be the windows domain\username and password. Spotlight Release Management uses pass-
through windows authentication. Click on OK as shown below.

oo

& | 19216844 138/5p00000 |

Authentication Required X|

9/] Enter user name and password for http: /flocalhost

User Mame: I win-diusnb7geod\administrator

Password: I T

*0 & n B

a-m ROOT CAUSE ARMVSIS  REPORTING  OPTIONS  ADMN

i D (9T Phard T Sopet = e WAL IO syt

fdaotem Aot M

Latmst Crargs Tactoy Tosw ey e oo

| e— 1 —— be——  _m—r] e L
10 L4155 265 1265
s - Laday & Bea Types - Todey s
4 Avaya O 4 AeupnCn

T —— T R || W t—

Mt MesesDeybes 3

30 w0

b

119
,,,,, LT T OO ——
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Select the CONFIGURATION tab from the top of the page. Double click on the Avaya CM
item highlighted; note this may be a different name depending on the system.

| R

Spotlight Configuration M.

Arvene tovwrrenests
AT

el

Seamh

Lawt 300 Ovwrges

[ & somon |

L

Mmmummvux RIPORTING OPTIONS  ADMIN

o Tpe

Vo e Lpeted Lananma §

Double click on which ever item needs to be changed. In the example shown below this item is
Announcement. The following steps will show an Announcement being copied from one

Communication Manager system to another.

| P

Spotlight Configuration Management

DASHBOARD ROOT CAUSE ANALYSIS REPORTING OPTIONS ADMIN

Tiwe Zcoai OMT Standard Tine

Browse Environments Ttem Narme Ttees Type Updated By
UAT § Ar Acalyss ALR Aealyss Geouo System
pregrod & Abbrevated Dairg Ernhanced Abbrevisted Duing Eriwnced Group ystem
Search AE Senaces CTl Link AE Services CT1 Link Growp 24Feb 2015, 10525 System
Last 100 Changes AE Services Link AE Services Lrk Growp 24Fed 2015, 10:52%0 System
é Agentlogn®d Agent Logn 1D Grow 24Feb 2015, 10:52 System
Agent Login Status Agent Logn Status Grouwp System
§ Aonouncement l Arrourcement Group System
& ARS Anslyss ARS Aaiyss Grow yatem
4 Cabnet Mapong Cabnet Mapping Group System
Capacty Capaoty Group System
Poge 1 of3 P Ml D gk Displaying 1- 10 0f 30
Gereral | Optors
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A list of announcements is then shown that exist on the source Communication Manager.

[ [
)
blackcnair
Spotlight Configuration Management
Browse Pevroesmvests e
usT Tl
reeoe TS
Seemh ey 2256
Lant 130 Cvarges Eatavon 2ée
Fage 1 21
e L
There v ke

DASHBOARD m ROOT CAUSE ANALYSES  REPORTING  OFTIONS  ADNMINV

- et e [ IR S et e
[toye T e -~ Ly Lol

orp— " Feb 213 i

P Vi e > ]
rarr=e | te st

v b 2 [

Dstaywg 142t 4

Right click on the announcement that is to be copied across to the target Communication
Manager. In the example below this is Extension 1099. Select Add to Config Package.

B oot

Spotlight Configuration Management

Browse Environments

Item Name
UAT Extension 1099
preprod Extension 123 Edt Attachments
Sennch Extension 223 Add to Watch List
Last 100 Changes Fateoyion 2 Add to Conig Package
Page of 1 T Bk

General | Opbons

DASHBOARD ROOT CAUSE ANALYSIS REPORTING OPTIONS ADMIN

Tirna Zeea: GMT Standard Tr

Logaed i as: WIN-4IUSNEIGECT admintrata

Search
Item Type Verson  Last Updated Updated By
Announcement 1 24Feb 2015, 1223125 System

Arnouncement 2 25Feb 2015, 11:17:00 pad e
Arnouncement pad

Arnouncement System

Desglayng 1 - 40f 4
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Add a suitable name for the Config Package, in this case simply announcement. Click on New.

Add to Config Package

Confg Package; announcement v

The left pane shows the two environments, UAT represents the source Communication Manager
and pre-prod represents the target Communication Manager. Right click on the source
environment, in this case UAT, and select Manage Config Packages.

.mnrv

Hrosese tnvemnunts Twve lawre e Troe -nr ot

il Ly e AUt | 3P W18, 12325
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Highlight the announcement and click on the edit icon in the toolbar as highlighted below.

Ot ey Ty
oute puttem riteyty bext
1A CReY Ty

VORI ietegr ity

€ oy Packages - F AT
Pachages Package: anNounCement
prgroen e Count: 2 Scheduled:  No
o Created: Fubiuary 2¢ 2015 142030 Created By!  WIN-ARISNEPGEOU\Idminatrator
sgert s hum e Updated: Falruary 25 2015 11:1547 Updated Dy: WHHALSNIZGEOO admwatrnor  Shared: No
HVOUNCeTert
Contg Wnms 1 e (degodary
con
i a[]
s Segunce  Diem Type tet tuare Vermon  Dysten
[ 1 Areoroerent Exterman D56 AvapalM l
»
-
ok gwo 5
VO
o4 B0
averape pett: &
e ety

The following fields can be altered before the package is then sent to the target Communication

Manager.
e Announcement_Number
e Board
e COR
e Extension
e Name

Click on Save at the bottom of the screen.

Item Field Overrides - Extension 1099

Felds

Itemn 'Extension 1092" has the following fields available for override:

Announcement_Nurmber:
Board:

COR:

Extension:

Mame:

Sawve

Cancel
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The package contents screen is again shown. Click on the execution rules button highlighted.

Configuration Packages - Environment: UAT X
Packages Package: announcement
AAR Rovbvite Item Count: 2 Scheduled: No
4 Created: February 24 2015 14:29:39 Created By: WIN-4IUSNB7GEO9\adminstrator
agent and hant group Updated: February 25 2015 11:15:47 Updated By: WIN-4IUSNB7GEQS\adminstrator Shared: MNo
announcement

Config Rems File Deploy
COR
coverage path -] D
skalf Sequence Item Type Item Name Version System

route pattern I 1 Announcement Extension 1099 1 AvayaCM I
station H323

station SIP

trunk group SIP

VDN

vector

skill 5812

coverage path 5

Ccos

agent ntegrity
announcement integrity
route pattern integrity test
station integrity

VDN integrity

This brings up the execution rules window. Select the necessary rule that applies to this system,
typically the following rule is selected, so as the specified announcement is created if it does not
exist on the target system. Click on Save to continue.

Ttem Execution Rules - Extension 1099 X

Choose execution rule for Item: Extension 1099

@ This object MAY exist in the target; if it DOES NOT exist it is to be
CREATED, if it DOES exist it is to be MODIFIED (Default)

() This object MUST NOT exist in the target and is to be CREATED

) This object MUST exist in the target and is to be MODIFIED

() This object is to be DELETED from the target if it exists; if it does not
exist no action

Save Cancel
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Click on Set Target at the bottom of the screen as shown below.

Comfuguration Fackages  bwvironmest) UA T

Pachnges

AAN Ay

Oreated:
Updatad:

Corfig Reoms

e Ll
evrorcerer
con

e e path

e Count: 7

v Seqerce b Type

rocte pattern t Avens o et

INoUNCement
Scheddubed: Mo

February 24 2015 142939 Created Byl WINAIUSKE? SEOV aamestraton
February 25 2019 111347 Updated Dy:

P Db
]

1tem haarve

Cedergon |04 i

WHANSHBZGEOT atremtrator  Shasnd: Yo

P

Enter the correct information for the target system, including the target system in our case pre-
prod and the correct CM Username and CM Password. The other fields can be left blank but
are used to keep records of the changes that are made by sending an email to a specified address.
This package can be executed immediately, scheduled or tested prior to any execution. In the

example below this was tested first, click on Test.

Execute or Schedule Config Package X

Select the Execution details for Config Package "announcement’

Notification EMail:

Schedule?:

Environment: pre-prod 7
Avaya CM

Avaya CM Username: 000000000

Avaya CM Password: eeeescscee

Reviewer: R. Hughes

Reference: CR4434

support@rai.com

Terminate on Error?: [V]
] Store for Execution?: ||

Test Execute Now Cancel
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When the package is tested for errors and none are present the following window is displayed
with a green tick on the right hand side as shown below.

Test Package Report -

Sequence  Item Type

1 Announcement

ement - Target n pre-prod
Item Name System
Extengion 1059 AvayeCH

Exists In Easts In Exeouton Uses A

Issues
Sooght? Target? Fode Precedng Iten?

Yes Mo Delete o

Once the test has completed successfully and the previous screen is closed, click on Execute
Now at the bottom of the screen shown below to initiate the change to be made on pre-prod.

PG; Reviewed:
SPOC 6/6/2016

Execute or Schedule Config Package

Select the Execution detais for Config Package ‘announcement’

Environment:
Avaya CM

Avaya CM Usemame:

Avaya CM Password:

Reviewer:
Referance:

Notification EMall:

Terminate on Error?:

Schedula?:

pre-prod v

2000000000

R. Hughes
CR4434

support@rai.com

v

Store for Execution?:
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The following screen then appears showing the changes that are being made. This change can
then be viewed on the target system using a program such as SAT to display the new

announcement.

Configuration Package Execution History - announcement #®
Start Time: 25 February 2015 11:01:08 (Env:pre-prod Ref:)| |V|
11:01:08 Starting Execution of Config Package ‘announcement’
11:01:08 Retrieving item from Spotlight: ‘Extension 1099' (Announcement) (1 of 1)...
11:01:08 Processing item: ‘Extension 1099" (Announcement)...
11:01:11 Completed Execution of Config Package 'announcement’
Close
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8.3. Verify Single Sign on with AAA Authentication

Log in to Spotlight Release Management with a Windows User Name/Password associated with
the Communication Manager login.

= | 192.168.44.138/5p0ticht |
Authentication Required x|
e. Enter user name and password for http: /flocalhost

User Mame: l."'J'If'-J—-4I|_|Sf'-JEIII"GEIZ:]'EI' S5E

Password: I I

oK Cancel |

The Spotlight screen should show the correct user logged in and the correct Environment should
be selected from the dropdown box as shown below.

blackcnair

Spatlight Configuration Management T S TS Wi T

I Syt ou - ]

I'I' "'lu-nnuun REPONTING  OFTIONS  ADMIN

e Latzst Carge “aday Terrdvy et More=
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When a user tests or executes a Release Management package the system finds the associated
Communication Manager login/password for the target environment and invokes the AES SMS
web service using those credentials to make the changes.

Execute or Schedule Config Package

Environment: cmz2
Avaya CM

Reviewer:
Reference:
Motification EMail:

Terminate on Error?: [
Schedule?: (]

Test

Select the Execution details for Config Package 'change 7000
name'

Store for Execution?: [

Execute Now Cancel

When the details of the change come back into the Spotlight audit model the actual Windows
username is associated with the change and not the Communication Manager user which is
associated with the Windows user.

Sxtermen 7000 Blachchuwr ) Staton 27 Jans 2044, 11:289:00 WIN QUSEPCEOY el
Page | o L | Dagdeyeg 1 -0 o

Name : Extonsion 7000 (blackchair) Extenson 7000 (russ?0048))
Varsion : < 2
Last Updated By : WIN-4IUSHB7GE09 \ russell omirussel
Updated Date : 27 Jan 2016, 11:28:00 27 Jan 2016, 10:05:00
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9. Conclusion

These Application Notes describe the configuration steps required for Spotlight Release
Management V6 from blackchair to successfully interoperate with Avaya Aura®
Communication Manager R7.0 using the SMS SDK on Avaya Aura® Application Enablement
Services R7.0. Please refer to Section 2.2 to see the compliance test results and observations.

10. Additional References

The following documents are available at http://support.avaya.com.
[1] Administering Avaya Aura® Communication Manager, Document 1D 03-300509
[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Document 1D 555-245-205
[3] Avaya Aura® Application Enablement Services Administration and Maintenance Guide
Release 7.0

Information on the Avaya Aura® Application Enablement Services SMS SDK can be found by
navigating to this link,
https://www.devconnectprogram.com/fileMedia/download/021e2e74-3726-4ce9-b3be-
Oedf5e4d4599

Other information on the Avaya Aura® Application Enablement Services SMS Web Services
can be found by navigating to this link,
https://www.devconnectprogram.com/site/global/downloads/index.gsp?item=9c899e0e-e0c8-
48eb-bd9d-3dlea5db52c8

Product information on blackchair Spotlight Release Management can be found at
http://www.theblackchair.com
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Object Type Add Edit Delete
AvayaSDKAARAnalysis No Yes No
AvayaSDKADbbreviatedDialingEnhanced Yes Yes Yes
AvayaSDKAgent Yes Yes Yes
AvayaSDKAnnouncement Yes Yes Yes
AvayaSDKConfiguration No No No
AvayaSDKCOR No Yes No
AvayaSDKCOS No Yes No
AvayaSDKCoveragePath Yes Yes Yes
AvayaSDKHuntGroup No Yes Yes
AvayaSDKRoutePattern No Yes Yes
AvayaSDKStation Yes Yes No
AvayaSDKVDN Yes Yes Yes
AvayaSDKVector No Yes No
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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