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Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between Bell Canada and an Avaya SIP-enabled enterprise solution. The Avaya
solution consists of Avaya Aura® Session Manager 8.1, Avaya Aura® Communication
Manager 8.1, Avaya Aura® Experience Portal 7.2, Avaya Session Border Controller for
Enterprise 8.1 and various Avaya endpoints.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Bell Canada is a member of the Avaya DevConnect Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between Bell Canada and an Avaya SIP-enabled enterprise solution. The Avaya
solution consists of Avaya Aura® Session Manager 8.1, Avaya Aura® Communication Manager
8.1, Avaya Aura® Experience Portal, Avaya Session Border Controller for Enterprise (Avaya
SBCE) 8.1 and various Avaya endpoints.

Customers using this Avaya SIP-enabled enterprise solution with Bell Canada SIP Trunk are
able to place and receive PSTN calls via a broadband WAN connection and the SIP protocol.
This converged network solution is an alternative to traditional PSTN trunks such as ISDN-PRI.

2. General Test Approach and Test Results

The general test approach was to connect a simulated enterprise site to Bell Canada SIP Trunk
via the public Internet and exercise the features and functionality listed in Section 2.1. The
simulated enterprise site was comprised of Communication Manager, Session Manager and the
Avaya SBCE with various types of Avaya phones.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
the Bell Canada SIP Trunk Service did not include use of any specific encryption features as
requested by Bell Canada.

Encryption (TLS/SRTP) was used internal to the enterprise between Avaya products.
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21.

Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test.

Response to SIP OPTIONS queries

Incoming PSTN calls to various Avaya deskphone types including H.323, SIP, digital,
and analog at the enterprise. All inbound PSTN calls were routed to the enterprise across
the SIP trunk from the service provider

Outgoing PSTN calls from various Avaya deskphone types including H.323, SIP, digital,
and analog at the enterprise. All outbound PSTN calls were routed from the enterprise
across the SIP trunk to the service provider

Inbound and outbound PSTN calls to/from softphones. Two Avaya soft phones were used
in testing: Avaya one-X® Communicator (1XC) and Avaya Workplace Client for
Windows. 1XC supports two work modes (Computer and Other Phone). Each supported
mode was tested. 1XC also supports two Voice over IP (VolP) protocols: H.323 and SIP.
Both protocols were tested. Avaya Workplace Client for Windows was used in testing as
a simple SIP endpoint for basic inbound and outbound calls

SIP transport using UDP, port 5060, between the Avaya enterprise and Bell Canada
Direct IP-to-IP Media (also known as “Shuffling”) over a SIP Trunk. Direct IP-to-IP
Media allows Communication Manager to reconfigure the RTP path after call
establishment directly between the Avaya phones and the Avaya SBCE releasing media
processing resources on the Avaya Media Gateway or Avaya Media Server

Various call types including: local call, international, outbound toll-free, outbound to
assisted operator, local directory assistance 411 and 911 emergency call

Codec G.711MU, G.729A

Caller ID presentation and Caller 1D restriction

Response to incomplete call attempts and trunk errors

Voicemail navigation for inbound and outbound calls

User features such as hold and resume, internal call forwarding, transfer, and conference
Off-net call transfer, conference, off-net call forwarding, forwarding to VVoice Messaging
and EC500 mobility (extension to cellular)

SIP re-Invite/Refer in off-net call transfer

SIP Diversion/PAl header in off-net call forward

Call Center scenarios

Outbound call with authentication

Fax T.38 mode

DTMF - RFC2833

Remote Worker

Inbound caller interaction with Experience Portal applications, including prompting,
caller DTMF input, wait treatment (e.g., announcements and/or music on hold)
Experience Portal use of SIP REFER to redirect inbound calls, via the Avaya SBCE, to
the appropriate Communication Manager agents and extensions
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The following was not supported:

2.2.

Bell Canada does not support TLS/SRTP SIP Transport

Bell Canada does not support Registration

The inbound toll-free call is supported but was not available for testing during the
compliance test

Test Results

Interoperability testing of Bell Canada was completed with successful results for all test cases
with the exception of the observation described below:

2.3.

OPTIONS from Bell Canada — Bell Canada was configured to send SIP OPTIONS
messages with Max-Forwards header with value equal to 0. This was by design from Bell
Canada. Avaya SBCE responded correctly with 483 Too Many Hops. However, Bell
Canada would accept this and keep the trunk up

Multiple “481 Call Leg/Transaction Does Not Exist” SIP messages are generated for
transfer/ conference scenarios - This is essentially a race condition. For example, after
the REFER for a transfer is sent, both parties send a BYE for the call leg going away.
When Avaya receives another BYE from Service Provider, it responds with a "481 Call
Leg/Transaction Does Not Exist" (since each party has already sent its own BYE for that
call leg). The transferred call was not impacted and still worked well

Support

For technical support on the Avaya products described in these Application Notes visit:
http://support.avaya.com.

For technical support on Bell Canada SIP Trunking, contact Bell Canada at
https://business.bell.ca/shop/enterprise/sip-trunking-service
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http://support.avaya.com/
https://business.bell.ca/shop/enterprise/sip-trunking-service

3. Reference Configuration

Figure 1 illustrates a sample Avaya SIP-enabled enterprise solution connected to Bell Canada
SIP Trunk. This is the configuration used for compliance testing.

For confidentiality and privacy purposes, actual public IP addresses used in this testing have
been masked out and replaced with fictitious IP addresses throughout the document.

Bell Canada

PSTN
! Endpoints:

Remote Worker fax, mobile,
Endpoint home phone

SIP Trunk

96x1 SIP
Endpoint and System
Avaya SBCE
Workplace for 4 Manager
Windows

Softphone I
Aura Session Experience
. <>
Messaging Manager Portal

G450 Media Communicaticon .
—> Media Server
Gateway Manager
96x1 H323

Fax Endpoint .
b Endpoint

Figure 1: Avaya IP Telephony Network and Bell Canada SIP Trunk
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya Aura® Communication Manager R018x.01.0.890.0
running on Virtualized Environment 8.1.2.0.0.890.26095
Avaya Aura® Session Manager 8.1.2.0.812039
running on Virtualized Environment
Avaya Aura® System Manager 8.1.2.0
running on Virtualized Environment Software Update Revision No:
8.1.2.0.0611097
Avaya Aura® Messaging 7.1.0.0.532.0
running on Virtualized Environment
Avaya Aura® Media Server 8.0.0.169 A6
running on Virtualized Environment
Avaya Session Border Controller for Enterprise 8.1.0.0-18490
running on Virtualized Environment
Avaya Aura® Experience Portal running on 7.2.2
Virtualized Environment
Avaya G450 Media Gateway 41.16.0
Avaya 96x1 IP Deskphone (SIP) 7.19
Avaya 96x1 IP Deskphone (H.323) 6.8.2
Avaya Digital Deskphone (1408D) R48
Avaya Workplace Client for Windows 3.8.5
Avaya one-X® Communicator (H.323 & SIP) 6.2.12.23-SP12P13
Avaia Analoa Deskﬁhone N/A
Equipment/Software Release/Version
Acme Packet Net-Net SBC SCZ7.4.0 MR-2 GA (Build 446)
Broadsoft SoftSwitch R22.0

Table 1: Equipment and Software Tested

The specific configuration above was used for the compliance testing. Note that this solution will
be compatible with other Avaya Server and Media Gateway platforms running similar versions
of Communication Manager and Session Manager.

Note: It is assumed the general installation of VMware®- based Avaya Appliance Virtualization
Platform, Avaya Aura® Communication Manager, Avaya Aura® System Manager, Avaya Aura®
Session Manager, Avaya Aura® Messaging, Avaya Aura® Media Server and Avaya Media
Gateway has been previously completed and is not discussed in this document.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager for Bell Canada
SIP Trunk.

The Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity in
presentation.

5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to the service
provider. The example shows that 30000 SIP trunks are available and 100 are in use. The license
file installed on the system controls the maximum values for these attributes. If a required feature
is not enabled or there is insufficient capacity, contact an authorized Avaya sales representative
to add additional capacity.

display system-parameters customer-options Page 2 of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 O
Maximum Concurrently Registered IP Stations: 18000
Maximum Administered Remote Office Trunks: 12000
Maximum Concurrently Registered Remote Office Stations: 18000

Maximum Concurrently Registered IP eCons: 414

Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 41000 O
Maximum Video Capable IP Softphones: 18000 5

Maximum Administered SIP Trunks: 30000 100
Maximum Administered Ad-hoc Video Conferencing Ports: 24000 O
Maximum Number of DS1 Boards with Echo Cancellation: 688 0

O O o N
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On Page 4, verify that ARS is set to y.

display system-parameters customer-options Page 4 of 12
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 012
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASATI Link Core Capabilities?

ASATI Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

Audible Message Waiting-?
Authorization Codes?

CAS Branch?

CAS Main?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?
DCS (Basic)?

DCS Call Coverage?

DCS with Rerouting?

MKKKNKK BB BKRK

Digital Loss Plan Modification? y
DS1 MSP? vy
DS1 Echo Cancellation? y

KK BB BKK IBKMKKKKNK BB

On Page 6, verify that Private Networking and Processor Ethernet are set to y.

display system-parameters customer-options Page 6 of 12
OPTIONAL FEATURES
Multinational Locations? n Station and Trunk MSP? y
Multiple Level Precedence & Preemption? n Station as Virtual Extension? y
Multiple Locations? n
System Management Data Transfer? n
Personal Station Access (PSA)? y Tenant Partitioning? y
PNC Duplication? n Terminal Trans. Init. (TTI)? y
Port Network Support? n Time of Day Routing? y
Posted Messages? y TN2501 VAL Maximum Capacity? y
Uniform Dialing Plan? y
Private Networking? y Usage Allocation Enhancements? y
Processor and System MSP? y
Processor Ethernet? y Wideband Switching? y
Wireless? n
Remote Office? y
Restrict Call Forward Off Net? y
Secondary Data Module? y
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5.2. System Features

Use the change system-parameters features command to set the Trunk-to-Trunk Transfer
field to all for allowing inbound calls from the PSTN to be transferred to another PSTN
endpoint. If for security reasons, incoming calls should not be allowed to be transferred back to
the PSTN then leave the field set to none.

change system-parameters features Page 1 of 19
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n

Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off-Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS NDial Tone Reanired? v

On Page 9, verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of anonymous for both. The value of anonymous is replaced
for restricted numbers and unavailable numbers (refer to Section 5.8).

change system-parameters features Page 9 of 19
FEATURE-RELATED SYSTEM PARAMETERS

CPN/ANI/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: anonymous
CPN/ANI/ICLID Replacement for Unavailable Calls: anonymous

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200
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5.3. IP Node Names

Use the change node-names ip command to verify that node names have been previously
defined for the IP addresses as below:

e Media Server: Name: AMS1, IP Address: 10.33.1.30

e Session Manager: Name: interopASM, IP Address: 10.33.1.12

e Communication Manager: Name: procr, IP Address: 10.33.1.6
These node names will be needed for defining the service provider signaling group in Section
5.7.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
AMS1 10.33.1.30
CMS19 10.33.1.18
interopASM 10.33.1.12
loopback 10.33.1.6
1sp 10.33.1.7
procr 10.33.1.6

5.4. Codecs

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. In the compliance test, ip-codec-set 1 was used for this
purpose. Bell Canada supports the G.711MU, and G.729A codecs. Default values can be used
for all other fields.

change ip-codec-set 1 Page 1 of 2
IP CODEC SET

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729A n 2 20
Media Encryption Encryption SRCTP: enfore-unenc-
srtcp
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On Page 2, set the FAX Mode to t.38-standard. Bell Canada supports Fax using T.38.

change ip-codec-set 1 Page 2 of 2
IP CODEC SET

Allow Direct-IP Multimedia? n

Mode Redundancy Packet
Size (ms)
FAX t.38-standard 0 ECM: vy
Modem off 0
TDD/TTY Us 3
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5.5. IP Network Region for Media Gateway, Media Server

Network region provide a means to logically group resources. In the shared Communication
Manager configuration used for the testing, both Avaya G450 Media Gateway and Avaya Media
Server were tested and used region 1. For the compliance test, IP network region 1 was chosen
for the service provider trunk.

Use the change ip-network-region 1 command to configure region 1 with the following
parameters:

e Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is bvwdev.com. This name appears in the From header
of SIP messages originating from this IP region

e Enter a descriptive name in the Name field

e Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between IP
endpoints without using media resources in the Avaya G450 Media Gateway or Avaya
Media Server. Set both Intra-region IP-I1P Direct Audio and Inter-region IP-IP Direct
Audio to yes. Shuffling can be further restricted at the trunk level on the Signaling
Group form in Section 5.7

e Set the Codec Set field to the IP codec set defined in Section 5.4

e Default values can be used for all other fields

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: bvwdev.com
Name: procr Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1lp Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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The following display command shows that media-gateway 1 is an Avaya G450 Media
Gateway configured for Network Region 1. It can also be observed that the Controller IP
Address is the Avaya Processor Ethernet (10.33.1.6), and that the gateway MGP IPv4 Address
is 10.33.1.8. These fields are not configured in this screen, but just display the current
information for the Media Gateway.

display media-gateway 1 Page 1 of 2
MEDIA GATEWAY 1

Type: g450
Name: g450
Serial No: 12TGXXX00244
Link Encryption Type: any-ptls/tls Enable CF? n
Network Region: 1 Location: 1

Site Data:
Recovery Rule: none

Registered? vy
FW Version/HW Vintage: 41.16.0 /2
MGP IPV4 Address: 10.33.1.8
MGP IPV6 Address:
Controller IP Address: 10.33.1.6
MAC Address: 3c:3a:73:6b:c5:a8

The following screen shows Page 2 for Media Gateway 1. The gateway has an MM712 media
module supporting Avaya digital phones in slot V1, an MM711 supporting analog phones on
slot V2, and the capability to provide announcements and music on hold via “gateway-
announcements” in logical slot V9.

display media-gateway 1 Page 2 of 2
MEDIA GATEWAY 1

Type: g450

Slot Module Type Name DSP Type FW/HW
version

V1: MM712 DCP MM MP80 170 7
v2: MM711 ANA MM

V3:

Vi4:

V5:

V6:

V7.

V8: Max Survivable IP Ext: 8
V9: gateway-announcements ANN VMM
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The following display command shows that media-server 1 is an Avaya Media Server
configured for Network Region 1. It can also be observed that the Node Name: AMS1 (Defined
in Section 5.3) and the Signaling Group: 11 (Defined in Section 5.7) have been used. These
fields are not configured in this screen, but just display the current information for the Media

Server.

display media-server 1

000c29189c28

Media Server ID:

Signaling Group:
Voip Channel License Limit:
Dedicated Voip Channel Licenses:

Node Name:

Network Region:

Location:

Announcement Storage Area:

MEDIA SERVER

1

2
80
80

AMS1

1

1
ANNC-79def0aa-5f11-41e5-bc70--
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5.6. Configure IP Interface for procr

Use the change ip-interface procr command to change the Processor Ethernet (procr)
parameters. The following screen shows the parameters used in the sample configuration. While
the focus here is the use of the procr for SIP Trunk signaling, observe that the Processor Ethernet
will also be used for registrations from H.323 IP Telephones. Ensure Enable Interface isy and
Network Region is 1.

change ip-interface procr
IP INTERFACES

Type: PROCR
Target socket load: 4800

Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5

IPV4 PARAMETERS
Node Name: procr IP Address: 10.33.1.6
Subnet Mask: /24

5.7. Signaling Group

Use the add signaling-group command to create signaling groups between Communication
Manager and Session Manager. For the compliance test, signaling group 3 was used for both
outbound and inbound calls between the service provider and the enterprise. It was configured
using the parameters highlighted below. Note: The signaling group between Communication
Manager and Session Manager used for SIP phones is not mentioned in these Application Notes.

e Set the Group Type field to sip

e Setthe IMS Enabled field to n. This specifies the Communication Manager will serve as
an Evolution Server for Session Manager

e Set the Transport Method to the value of tls (Transport Layer Security). The transport
method specified here is used between Communication Manager and Session Manager

e Set the Peer Detection Enabled field to y. The Peer-Server field will initially be set to
Others and cannot be changed via administration. Later, the Peer-Server field will
automatically change to SM once Communication Manager detects its peer as a Session
Manager

e Set the Near-end Node Name to procr. This node name maps to the IP address of
Communication Manager as defined in Section 5.3

e Set the Far-end Node Name to interopASM This node name maps to the IP address of
Session Manager as defined in Section 5.3

e Set the Near-end Listen Port and Far-end Listen Port to a valid unused port for TLS,
such as 5067

e Set the Far-end Network Region to the IP network region defined for the service
provider in Section 5.5
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e Set the Far-end Domain to bvwdev.com, the enterprise domain

e Set Direct IP-IP Audio Connections to y. This setting will enable media shuffling on
the SIP trunk so that Communication Manager will re-route media traffic directly
between the SIP trunk and the enterprise endpoint. Note that the Avaya G450 Media
Gateway or Avaya Media Server will not remain in the media path of all calls between
the SIP trunk and the endpoint

e Set the Alternate Route Timer (sec) to 6. This defines the number of seconds
Communication Manager will wait for a response (other than 100 Trying) to an outbound
INVITE before selecting another route. If an alternate route is not defined, then the call is
cancelled after this interval

e Default values may be used for all other fields

change signaling-group 3 Page 1 of
SIGNALING GROUP

Group Number: 3 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP?
Peer Detection Enabled? y Peer Server: SM Clustered?

Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers?
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers?
Alert Incoming SIP Crisis Calls? n

Near-end Node Name: procr Far-end Node Name: interopASM

Near-end Listen Port: 5067 Far-end Listen Port: 5067

Far-end Network Region: 1

Far-end Domain: bvwdev.com

Bypass If IP Threshold Exceeded?

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise?
DTMF over IP: rtp-payload Direct IP-IP Audio Connections?

Session Establishment Timer (min): 3 IP Audio Hairpinning?
Enable Layer 3 Test? y Initial IP-IP Direct Media?

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec):

S BB

OB B BB

For the compliance test, signaling group 2 was used for the signaling group between
Communication Manager and Media Server. It was configured using the parameters highlighted
below.

e Setthe Group Type field to sip

e Set the Transport Method to the value of tls (Transport Layer Protocol). The transport
method specified here is used between Communication Manager and Media Server

e Set the Peer Detection Enabled field to n and Peer Server to AMS

e Set the Near-end Node Name to procr. This node name maps to the IP address of
Communication Manager as defined in Section 5.3

e Set the Far-end Node Name to AMSL. This node name maps to the IP address of Media
Server as defined in Section 5.3
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e Setthe Near-end Listen Port to 9061 and Far-end Listen Port to a valid unused port
for TLS, such as 5061

e Set the Far-end Network Region to the IP network region defined for the service
provider in Section 5.5

e Set the Far-end Domain to 10.33.1.30

change signaling-group 2 Page 1 of 2
SIGNALING GROUP

Group Number: 2 Group Type: sip
Transport Method: tls

Peer Detection Enabled? n Peer Server: AMS

Near-end Node Name: procr Far-end Node Name: AMS1
Near-end Listen Port: 9061 Far-end Listen Port: 5061
Far-end Network Region: 1

Far-end Domain: 10.33.1.30
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5.8. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.7.

For the compliance test, trunk group 3 was used for both outbound and inbound calls to the
service provider. It was configured using the parameters highlighted below.

e Set the Group Type field to sip

e Enter a descriptive name for the Group Name

e Enter an available trunk access code (TAC) that is consistent with the existing dial plan

in the TAC field. (i.e. #03). Note: Refer to Section 5.10 for adding # in dialing plan

Set Class of Restriction (COR) to 1

Set Direction to two-way for trunk group 3

Set the Service Type field to public-ntwrk

Set Member Assignment Method to auto

Set the Signaling Group to the signaling group configured in Section 5.7. Trunk group 3

was associated to signaling group 3

e Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk

e Default values were used for all other fields

change trunk-group 3 Page 1 of 4
TRUNK GROUP

Group Number: 3 Group Type: sip CDR Reports: y
Group Name: To-ServiceProvider COR: 1 TN: 1 TAC: #03
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Group: 3
Number of Members: 10

KP; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 95
SPOC 9/16/2020 ©2020 Avaya Inc. All Rights Reserved. BCCMSM81SBCES81



On Page 2, set the Preferred Minimum Session Refresh Interval (sec) to a value acceptable
to the service provider. This value defines the interval that UPDATES must be sent to keep the
active session alive. For the compliance test, the value of 600 seconds was used.

change trunk-group 3 Page 2 of 4
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600

Disconnect Supervision - In? y Out? y

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

Caller ID for Service Link Call to H.323 1xC: station-extension
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On Page 3, set the Numbering Format field to private. This field specifies the format of the
calling party number (CPN) sent to the far-end.

Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y. This will
allow the CPN displayed on local endpoints to be replaced with the value set in Section 5.2 if the
inbound call enabled CPN block. For outbound calls, these same settings request that CPN block
be activated on the far-end destination if an enterprise user requests CPN block on a particular
call routed out this trunk. Default values were used for all other fields.

change trunk-group 3 Page 3 of 4
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y
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On Page 4, the Network Call Redirection field should be set to y so that Communication
Manager will send SIP Refer in redirected calls. Note: In the compliance test, Bell Canada
worked with both SIP re-Invite and SIP Refer successfully in redirected calls.

Set the Send Diversion Header field to y and the Support Request History field to y. The
Send Diversion Header and Support Request History fields provide additional information to
the network if the call has been redirected. Note: For voice mail purposes, Communication
Manager sends SIP Invite with History Info to Avaya Aura Messaging. The Diversion Header is
needed to support call forwarding of inbound calls back to the PSTN and some Extension to
Cellular (EC500) call scenarios.

change trunk-group 3 Page 4 of 4
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Number?
Send Transferring Party Information?

Network Call Redirection?

Build Refer-To URI of REFER From Contact For NCR?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

PR B B BB

Convert 180 to 183 for Early Media?

Always Use re-INVITE for Display Updates?
Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?
Accept Redirect to Blank User Destination?
Enable Q-SIP?

-Asserted-Identity

85 B8 B MwWB B

Interworking of ISDN Clearing with In-Band Tones: keep-channel-active
Request URI Contents: may-have-extra-digits
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5.9. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “P-Asserted-ldentity”
headers. Since private numbering was selected to define the format of this number (Section 5.8),
use the change private-numbering O command to create an entry for each extension which has
a DID assigned. The DID numbers are provided by the service provider. Each DID number is
assigned to one enterprise internal extension or Vector Directory Numbers (VDNS), and it is
used to authenticate the caller.

In a real customer environment, normally the DID number is comprised of the local extension
plus a prefix. If this is true, then a single public-unknown-numbering entry can be applied for all
extensions. In the compliance test, stations with a 4-digit extension beginning with 33 and 34
will send the calling party number as the CPN Prefix plus the extension number.

change private-numbering 0 Page 1 of 2
NUMBERING - PRIVATE FORMAT

Ext Trk Private Total

Len Code Grp (s) Prefix Len
4 33 1 4 Total Administered: 15
4 34 1 4 Maximum Entries: 540
4 33 3 613xxx0771 10

4 34 3 613xxx0771 10

5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 6 is used as the ARS access code. Enterprise callers will dial 6 to reach an “outside line”.
This configuration is illustrated below. Use the change dialplan analysis command to define the
Dialed String as following:

e Dialed String beginning with 33 and 34 for extension (ext)

e Dialed String beginning with 9 for feature access code (fac)

e Dialed String beginning with # for dial access code (dac). It is used for Trunk Access

Code (TAC) defined on Trunk group 3 in Section 5.8

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 6
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
0 3 fac 35 4 udp 9 1 fac
33 4 ext 4 4 aar o 3 dac
34 4 ext 43 4 aar # 3 dac
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Use the change feature-access-codes command to configure 9 as the Auto Route Selection

(ARS) — Access Code 1.

change feature-access-codes

FEATURE ACCESS CODE

Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code:

Answer Back Access Code:

Attendant Access Code:

Auto Alternate Routing (AAR) Access Code:

Auto Route Selection (ARS) - Access Code 1:
Automatic Callback Activation:

Call Forwarding Activation Busy/DA: *07 All:
Call Forwarding Enhanced Status: Act:
Call Park Access Code:

Call Pickup Access Code:

CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:

Change COR Access Code:

Change Coverage Access Code:

Conditional Call Extend Activation:

Contact Closure Open Code:

*05
007

*06

008
*0¢
*10
wildl

Page

(FAC)

Access Code 2:
Deactivation:
Deactivation:
Deactivation:

Deactivation:
Close Code:

1

“16

of

Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. See Section 2.1 for the complete list of call types tested. All dialed strings are

mapped to Route Pattern 3 which contains the SIP trunk group to the service provider (as

defined next).

change ars analysis 1 Page 1 of
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
1 11 14 3 pubu n
KP; Reviewed: Solution & Interoperability Test Lab Application Notes 25 0of 95
SPOC 9/16/2020 ©2020 Avaya Inc. All Rights Reserved. BCCMSM81SBCES81




The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the

values used in route pattern 3 for the compliance test.

e Pattern Name: Enter a descriptive name
e Grp No: Enter the outbound trunk group for the SIP service provider. For the compliance
test, trunk group 3 was used
e FRL.: Set the Facility Restriction Level (FRL) field to a level that allows access to this
trunk for all users that require it. The value of 0 is the least restrictive level
e Numbering Format: Set this field to unk-unk since unknown-numbering format should
be used for this route (see Section 5.8)

change route-pattern 3 Page 1 of 4
Pattern Number: 3 Pattern Name: Public
SCCAN? n Secure SIP? n Used for SIP stations? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 3 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM Sub Numbering LAR
01 2M4wW Request Dgts Format
l: yyyyyn n rest unk-unk none
2: Yy yyyyn n rest none
3: y yyyyn n rest none
4: y y yyyn n rest none
5: yyyyyn n rest none
6: yyyyyn n rest none
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5.11. Incoming Call Handling Treatment

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. Since Session Manager is present, Session
Manager can be used to perform digit conversion, and digit manipulation via the Communication
Manager incoming call handling table may not be necessary. If the DID number sent by the
service provider is unchanged by Session Manager, then the DID number can be mapped to an
extension using the incoming call handling treatment of the receiving trunk-group 3. Use the
change inc-call-handling-trmt trunk-group 3 to convert incoming DID numbers as followings:

e The incoming DID number 613XXX0771 to 3000 by deleting 10 of the incoming digits
for voicemail testing purpose

e The incoming DID number 613XXX0900 to 4 digit extension by deleting 10 and insert
the extension number

change inc-call-handling-trmt trunk-group 3 Page 1 of 30
INCOMING CALL HANDLING TREATMENT
Service/ Number Number Del Insert
Feature Len Digits
public-ntwrk 10 613xxx0771 10 3000
public-ntwrk 10 613xxx0900 10 3301

5.12. Contact Center Configuration

This section describes the basic commands used to configure Announcements, Hunt-Groups,
Vector Directory Numbers (VDNS) and corresponding vectors. These vectors contain steps that
invoke Communication Manager to perform various call-related functions.

5.12.1. Announcements

Various announcements will be used within the vectors. In the sample configuration, these
announcements were sourced by the Avaya G450 Media Gateway. The following abridged list
command summarizes the announcements used in conjunction with the vectors in this section.
To add an announcement extension, use the command “add announcement <extension>". The
extension is an unused extension number.

list announcement

ANNOUNCEMENTS/AUDIO SOURCES

Announcement Num
of

Extension Type Name Source

Sources

1101 integ-mus CanonD M1 1
1112 integ-mus Musicl 001V 1
1113 integrated H323 001Vv9 1
1114 integrated NoAgent 001v9 1
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5.12.2. ACD Configuration for Call Queued for Handling by Agent

This section provides a simple example configuration for VDN, vector, hunt-group, and agent-
loginID used to queue inbound calls for handling by an agent.

The following screens show an example ACD hunt group. On page 1, note the bolded values.

change hunt-group 1 Page 1 of
HUNT GROUP

Group Number: 1 ACD? y
Group Name: Skill-1 Queue? y
Group Extension: 3320 Vector? y

Group Type: ucd-mia

TN: 1

COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n

ISDN/SIP Caller Display:

Queue Limit: unlimited

Calls Warning Threshold: Port:
Time Warning Threshold: Port:
SIP URI:

The following screens show an example ACD hunt group. On the abbreviated page 2 shown below,
note that Skill is set to y.

change hunt-group 1 Page 2 of
HUNT GROUP
Skill? y Expected Call Handling Time (sec): 180
AAS? n Service Level Target (% in sec): 80 in 20

Measured: both
Supervisor Extension:

Controlling Adjunct: none

VuStats Objective:

Multiple Call Handling: none

Timed ACW Interval (sec): After Xfer or Held Call Drops? n
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VDN 3340, shown below, is associated with vector 1.

change vdn 3340

Acceptable Service Level

VDN of Origin Annc.

SIP URI:

VECTOR DIRECTORY NUMBER

Extension: 3340
Name*: Contact Center 1
Destination: Vector Number

Attendant Vectoring? n
Meet-me Conferencing? n
Allow VDN Override? n
COR: 1
TN*: 1
Measured: both
(sec): 20

Extension*:
l1st Skill*:
2nd Skill*:
3rd Skill~*:

* Follows VDN Override Rules

Page 1 of 3

Unicode Name? n

Report Adjunct Calls as ACD*? n

In this simple example, vector 1 plays music (announcement 1101) in 10 seconds, after playing
the music it queues to skill 1. If there is an available agent in the queue it will route the contact
center call to the available agent if there is no agent available and the expected wait time is
greater than 30 seconds it will play the announcement 1114 and continue to route the call back to

the ACD queue.

change vector 1 Page 1 of 6
CALL VECTOR
Number: 1 Name: Contact Center
Multimedia? n Attendant Vectoring? n Meet-me Conf? n Lock? n
Basic? y EAS? vy G3V4 Enhanced? y ANI/II-Digits? y ASAI Routing? vy
Prompting? vy LAI? y G3V4 Adv Route? y CINFO? y BSR? vy Holidays? y
Variables? vy 3.0 Enhanced? y
01 wait-time 10 secs hearing 1101 then silence
02 queue-to skill 1 pri m
03 wait-time 5 secs hearing ringback
04 check skill 1 pri m if expected-wait < 30
05 announcement 1114
06 queue-to skill 1 pri m
07 stop
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The following screen illustrates an example agent-loginID 1000.

change agent-loginID 1000

Login ID: 1000

AGENT LOGINID

Name: Agent 1000

TN: 1

COR: 1
Coverage Path:
Security Code: 1234
Attribute:

MWI Served User Type:

AUX Agent Remains in LOA Queue:
AUX Agent Considered Idle (MIA):
Work Mode on Login:

Unicode Name? n

Page 1 of 3

AAS? n
AUDIX? n

LWC Reception: spe

LWC Log External Calls? n
AUDIX Name for Messaging:

LoginID for ISDN/SIP Display? n
Password:

system
system
system

Password

(enter again):
Auto Answer: station

MIA Across Skills: system

ACW Agent Considered Idle: system
Aux Work Reason Code Type: system

Logout Reason Code Type: system
Maximum time agent in ACW before logout
Forced Agent Logout Time:
WARNING: Agent must log in again before changes take effect

(sec): system

The following abridged screen shows Page 2 for agent-loginID 1000. Note that the Skill Number

(SN) has been set to 1.

change agent-loginID 1000

Direct Agent Skill:

AGENT LOGINID

Call Handling Preference: skill-level

SN RL SL SN RL SL
1: 1 1 16: 31:
2: 2 1 17: 32:
3: 18: 33:
4: 19: 34:

SN

Page 2 of 3

Service Objective? n
Local Call Preference? n

RL SL

46:
47 :
48:
49:

SN RL SL

To enable a telephone or one-X® Agent client to log in with the agent-loginID shown above,
ensure that Expert Agent Selection (EAS) Enabled is set to y as shown in the screen below.

change system-parameters features

FEATURE-RELATED SYSTEM PARAMETERS

CALL CENTER SYSTEM PARAMETERS
EAS

Expert Agent Selection (EAS) Enabled? y

Page 11 of 19

Minimum Agent-LoginID Password Length: 4
Direct Agent Announcement Extension: Delay:
Message Waiting Lamp Indicates Status For: station
Work Mode On Login: aux
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5.13. Avaya Aura® Communication Manager Stations

In the sample configuration, a four digit station extension was used with the format 33. Use the
add station 3301 command to add an Avaya H.323 IP Deskphone. Note that the table below
shows the change command instead.

e Enter Type: 9641, Name: H323-3301, Security Code: 1234, Coverage Path 1: 1, IP
SoftPhone: y (if using this extension as a Softphone such as Avaya one-X®
Communicator)

e Leave other values as default

add station 3301 Page 1 of 6
STATION
Extension: 3301 Lock Messages? n BCC: O
Type: 9641 Security Code: * TN: 1
Port: S000011 Coverage Path 1: 1 COR: 1
Name: H323-3301 Coverage Path 2: COS: 15
Unicode Name? n Hunt-to Station: Tests? y

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 3301
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 1
Survivable GK Node Name: 1lsp
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? vy

5.14. Save Avaya Aura® Communication Manager Configuration
Changes
Use the save translation command to save the configuration.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
configuring the following items:

e SIP Domain

e Logical/physical Location that can be occupied by SIP Entities

e SIP Entities corresponding to Communication Manager, Avaya SBCE and Session
Manager

e Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

¢ Routing Policies, which define route destinations and control call routing between the SIP
Entities

e Dial Patterns, which specify dialed digits and govern which Routing Policy is used to
service a call

It may not be necessary to create all the items above when configuring a connection to the
service provider since some of these items would have already been defined as part of the initial
Session Manager installation. This includes items such as certain SIP Domains, Locations, SIP
Entities, and Session Manager itself. However, each item should be reviewed to verify the
configuration.
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6.1. Avaya Aura® System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL as https://<ip-address>/SMGR, where <ip-address> is the IP
address of System Manager. At the System Manager Log On screen, enter appropriate User 1D

and Password and press the Log On button (not shown). The initial screen shown below is then
displayed.

AVAYA & Users v /F Elements v

v £ Services v Widgets v Shortcuts v ‘ = | admin
Aura® System Manager 8.1

System Resource Utilization

. . x - - x
Notifications Application State
0
License Status Active
45 No data
Deployment Type VMware
30 Multi-Tenancy DISABLED
154 CCBM State DISABLED
Hardening Maode Standard
- - —— . I s—— — - -
opt  var emdata perfdata home pgsgql dev log audit
W Critica Warning [l MNorma Fres
x - X
Alarms Shortcuts Information
eterminate € avrariby Drag sherteuts her
1 Severity g shor here Elements Coun Sync Stat
t us
SourcelP Description [ iy ) I [ f=all anag@ll Avaya Breeze 3 [ |
A scheduled job sys_ConfRefre [m Security I [ i Licenses X I AvayahuraMediaSer 1 s
10.33.1.10 g failed to execute.Please see | ver

st User Managemeft M ]

17 more details.
Messaging 1
0 Management Instance check fz

T fo33110 P_CEMMTC20033

Ps 1

A scheduled job sys_ConfRefre c ‘U .
10.33.1.10 g failed to execute.Please see | urrent tsage:

maore details. 247250000
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Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column to bring up the Introduction to Network Routing Policy screen. The
navigation tree displayed in the left pane will be referenced in subsequent sections to navigate to
items requiring configuration.

AVAyA & Users v /& Elements ~ £ Services v Widgets v  Shortcuts v ‘ E

Aura® System Manager 8.1

Home Routing

FEAM, Administration of Session Manager Routing Policies

Domains A Routing Policy consists of routing elements such as "Domains”, "Locations”, "SIP Entities", etc.
The recommended order of routing element administration (that means the overall routing workflow) is as fol

Locations
Step 1: Create "Domains” of type SIP (other routing applications are referring domains of type SIP).

Conditions Step 2: Create "Locations”

Step 3: Create "Conditions” (if Flexible Routing or Regular Expression Adaptations are in use)
Adaptations

Step 4: Create "Adaptations”

SIP Entities Step 5: Create "SIP Entities”

- SIP Entities that are used as "Outbound Proxies” e.g. a certain "Gateway" or "SIP Trunk"
Entity Links

- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
Time Ranges - Assign the appropriate "Locations”, "Adaptations” and "Outbound Proxies”

Step 6: Create the "Entity Links"

Routing Policies

- Between Session Managers
Dial Patterns - Between Session Managers and "other SIP Entities”
Step 7: Create "Time Ranges”

- Alian with the tariff information received from the Service Providers
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6.2. Specify SIP Domain

Create a SIP Domain for each domain of which Session Manager will need to be aware in order
to route calls. For the compliance test, this includes the enterprise domain bvwdev.com.

Navigate to Routing = Domains in the left-hand navigation pane and click the New button in
the right pane. In the new right pane that appears (not shown), fill in the following:

e Name: Enter the domain name
e Type: Selectsip from the pull-down menu
e Notes: Add a brief description (optional)

Click Commit (not shown) to save.

The screen below shows the existing entry for the enterprise domain.

AVAyA & Users v /& Elements v  ## Services v | Widgets v  Shortcuts v ‘

Aura® System Manager 8.1

Home Routing

Routing

Domain Management

Domains

Mew More Actions ~
Locations
2 Items ..:'\' Filtet
Conditions ] |Name Type Notes
[ bvwdev.com sip SIP Domain
Adaptations ] presence.bvwdev.com sip presence domain

Select : All, None

SIP Entities

KP; Reviewed: Solution & Interoperability Test Lab Application Notes 350f95
SPOC 9/16/2020 ©2020 Avaya Inc. All Rights Reserved. BCCMSM81SBCES81



6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control.

To add a Location, navigate to Routing = Locations in the left-hand navigation pane and click
the New button in the right pane (not shown). In the new right pane that appears (shown below),
fill in the following:

In the General section, enter the following values. Use default values for all remaining fields.

e Name: Enter a descriptive name for the Location
e Notes: Add a brief description (optional)

Click Commit to save

AVAyA & Users v  /# Elements v £ Services v Widgets v  Shortcuts v ‘

Aura® System Manager 8.1
Home Routing
Routing

Location Details Commit|[Cancel|

Domains
General

Locations * Name: |AvayaSBCE

Conditions Notes: |Connected to Service Provider

Adaptations _ . _
SE e Dial Plan Transparency in Survivable Mode

SIP Entities Enabled: [ |

Listed Directory Number:
Entity Links

Associated CM SIP Entity:

Time Ranges

e e Overall Managed Bandwidth

Managed Bandwidth Units: |Kbit/sec v
Dial Patterns
Total Bandwidth:

Renular Fér’":"“_‘i“"‘_‘ Multimedia Bandwidth:

Aundin Calle Can Take Multimadia
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In the Location Pattern section, click Add to enter IP Address Pattern. The following patterns
were used in testing:

e |P Address Pattern: 10.33.1.51, 10.33.1.53, and 10.33.1.54
e Click Commit to save

Note: Call bandwidth management parameters should be set per customer requirement.

Location Pattern

Add Remove

o -

3 Items o Filter: Enable
[C] |1IP Address Pattern Notes
O *110.33.1.54 Private SBCE A1 for SP2
[l *110.33.1.51 Private SBCE Al for SP1
O *110.33.1.53 Private SBCE Interface Al

Select : All, MNone

|Commit||CanceI|

Repeat the procedure above to add another Location. The screenshot below shows the list of
Locations created in System Manager.

AVAyA & Users v # Elements v £ Services v Widgets v  Shortcuts v ‘ E

Aura® System Manager 8.1

Home Routing
Routing .
Location
Domains
MNew More Actions ~
Locations
13 Items Q' Filter:
Conditions O |Name Correlation Notes
] AAM = Aura Messaging Location
Adaptations J AEP72 r Experience Portal
) AuraCCSIP r
Al ETTES )| AvayaSBCE r Connected to Service Provider
O] Cisco826 r Cisco Location
Entity Links [J CS1K-Cores r CS1K Car2 Cores
: [ Genesis r Genesis Location
o [J| InteropASM r Session Manager
i ) [J| InteropCM = Communication Manager
Routing Policies .
[ IPO1410 r Avaya IP Office SE
: [C]  IP-Phone-lLocation r IP Phone Location
Dial Patterns -
] Other LOC r
< ] Remote Worker r Location for Remote Worker
oal + . ey
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6.4. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to Session Manager, which includes Communication Manager and Avaya SBCE.

Navigate to Routing = SIP Entities in the left-hand navigation pane and click on the New
button in the right pane (not shown). In the new right pane that appears (shown on the next
page), fill in the following:

In the General section, enter the following values. Use default values for all remaining fields.

e Name: Enter a descriptive name

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling

e Type: Select Session Manager for Session Manager, CM for
Communication Manager and SIP Trunk for Avaya SBCE

e Adaptation: This field is only present if Type is not set to Session Manager.
Adaptation modules were not used in this configuration

e Location: Select the Location that applies to the SIP Entity being created.

e Time Zone: Select the time zone for the Location above
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In this configuration, there are three SIP Entities:

e Session Manager SIP Entity
e Communication Manager SIP Entity

e Avaya Session Border Controller for Enterprise SIP Entity

6.4.1. Configure Session Manager SIP Entity

The following screen shows the addition of the Session Manager SIP Entity named ASM70A.
The IP address of Session Manager’s signaling interface is entered for FQDN or IP Address
10.33.1.12. The user will need to select the specific values for the Location and Time Zone.

AVAYA

& Users v A Elements v 4% Services v | Widgets v Shortcuts v ‘ = | admin
Aura® System Manager 8.1
Home Routing
Routing . . Help 2
SIP Entity Details |Commit]| Cancel|
Domains General
_ * Name: ASM70A
Locations
* 1P Address: |10.33.1.12
Conditions SIP FQDN:
Adaptations Type: |Session Manager v
Notes:
SIP Entities
Tl Location: | InteropASM i
OQutbound Proxy: v
= (g Time Zone: | America/Denver v
Routing Policies Minimum TLS Version: |Use Global Setting v
Credential name:
Dial Patterns
Monitoring
HEglar BT SIP Link Monitoring: | Use Session Manager Configuration v
¢ CRLF Keep Alive Monitoring: | Use Session Manager Configuration v
Cantitns 1 fnlen 7
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To define the ports used by Session Manager, scroll down to the Listen Ports section of the SIP
Entity Details screen. This section is only present for the Session Manager SIP Entity.

In the Listen Ports section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which Session Manager listens for SIP requests
e Protocol: Transport protocol to be used with this port
e Default Domain: The default domain associated with this port. For the compliance

test, this was the enterprise SIP Domain
Defaults can be used for the remaining fields. Click Commit (not shown) to save.

The compliance test used port 5067 and 5061 with TLS for connecting to Communication
Manager and Avaya SBCE.

Listen Ports
Add Remove
6 Items Filter: Enable
[J |Listen Ports Protocol | Default Domain Endpoint | Notes
[ |soso TCR W bvwdev.com w
[ |s080 UDP v bvwdev.com N
[ |sos1 TLS ¥ | | bvwdev.com v
] |sosz TLS v | | bvwdev.com - O
[ |s087 TLE W bvwdev.com v O
] |soso TCP v | | bvwdev.com - O
Select @ all, None
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6.4.2. Configure Communication Manager SIP Entity

The following screen shows the addition of the Communication Manager SIP Entity named
ACM-Trunk3-Public. In order for Session Manager to send SIP service provider traffic on a
separate Entity Link to Communication Manager, it is necessary to create a separate SIP Entity
for Communication Manager in addition to the one created during Session Manager installation.
The original SIP entity is used with all other SIP traffic within the enterprise. The FQDN or IP
Address field is set to the IP address of Communication Manager 10.33.1.6. Note that CM was
selected for Type. The user will need to select the specific values for the Location and Time

Zone.

FXV7V7N

Aura® System Manager 8.1
Home Routing

Routing
Domains
Locations
Conditions
Adaptations
SIP Entities
Entity Links

Time Ranges

Routing Policies

Dial Patterns

<

KP; Reviewed:
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& Users v # Elements v £ Services v Widgets v  Shortcuts v

SIP Entity Details
General
#* Name: ACM-Trunk3-Public
* FQDN or IP Address: [10.33.1.6
Type: CM hl

Notes: |Public SIP Trunk

Adaptation:
Location: |InteropCM ~
Time Zone: |America/Toronto
* SIP Timer B/F (in seconds): 4
Minimum TLS Version: |Use Global Setting v
Credential name:
Securable: []

Call Detail Recording: both w

Search ‘

Commit||CanceI|
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6.4.3. Configure Avaya Session Border Controller for Enterprise SIP Entity

The following screen shows the addition of Avaya SBCE SIP entity named ASBCE-M2. The
FQDN or IP Address field is set to the IP address of the SBCE’s private network interface
10.33.1.54. Note that SIP Trunk was selected for Type. The user will need to select the specific
values for the Location and Time Zone.

AVAYA

Aura® System Manager 8.1

Routing

Routing

Domains

Locations

Conditions

Adaptations

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

<
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SIP Entity Details

General
* Name: ASBCE-M2
* FQDN or IP Address: [10.33.1.54

Type: SIF Trunk

Shortcuts v

v

Notes: To Avaya SBCE M2 10.33.1.54

Adaptation:
Location: | AvayaSBCE -
Time Zone: | America/Denver
* SIP Timer B/F (in seconds): |4
Minimum TLS Version: |Use Global Setting v
Credential name:
Securable: [

Call Detail Recording: | egress v

Loop Detection

I nnn Natactinn Mada- | Nin e

— E

|commit||cancel|
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6.4.4. Configure Avaya Aura® Experience Portal SIP Entity
The following screen shows the addition of the AEP72 SIP Entity:

[ ]
Figure 1).

AVAYA

Aura® System Manager 8.1
Home Routing
Routing
Domains
Locations
Conditions
Adaptations
SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

<

KP; Reviewed:
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& Users v/ Elements v £ Services v

SIP Entity Details
General
* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Minimum TLS Version:
Credential name:

Securable:

Call Detail Recording:

Widgets v  Shortcuts v

AEP72
10.33.1.3
b

Voice Portal

AEP System 10.33.1.3

AEP72
America/Denver
a4

Use Global Setting v

both

The FQDN or IP Address field is set to the IP address of the Experience Portal (see

Select the location that applies to the SIP Entity being created, defined in Section 6.3.
Select the Time Zone.

Search ‘

Commit”Cance”
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6.5. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links were created: one to Communication Manager for use only by the service

provider traffic and one to the Avaya SBCE.

To add an Entity Link, navigate to Routing = Entity Links in the left-hand navigation pane and
click on the New button in the right pane (not shown). In the new right pane that appears (shown

on the next page), fill in the following:

Name: Enter a descriptive name

[ ]

e SIP Entity 1: Select the Session Manager being used

e Protocol: Select the transport protocol used for this link

e Port: Port number on which Session Manager will receive SIP requests from

the far-end

e SIP Entity 2: Select the name of the other system as defined in Section 6.4

e Port:
Session Manager

Port number on which the other system receives SIP requests from the

e Connection Policy: Select trusted. Note: If trusted is not selected, calls from the
associated SIP Entity specified in Section 6.4 will be denied

Click Commit to save.

The following screen illustrates the Entity Link to Communication Manager. The protocol and
ports defined here must match the values used on the Communication Manager signaling group

form in Section 5.7.

Help ?

Entlty Links |commit||cancel|

1ltem & Filter: Enable
O |Name SIP Entity 1 Protocol | Port SIP Entity 2 Port OV[::I:de C°';';Ti
(] *[asmM70a-ACM-Trunk3-s08|  * QASM7CA TLs v | = |soe7 * |Q ACM-Trunk3-Public * | 5067 O trusted
4 13
Select : All, Mone
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The following screen illustrates the Entity Links to Avaya SBCE.

/ Elements v £ Services v | Widgets v  Shortcuts v
Help
Entlty Links |commit||cancel|
1Item & Filter: Enable
Name SIP Entity 1 Protocol | Port SIP Entity 2 Port Ov';?:de c“g:figf"
* [ASM70A_ASBCE-M2_506] * [QASM7OA TLS v *|5061 * [O.asBCE-M2 *|5061 O trusted
4
Select : All, None

The Entity Link to the Experience Portal is shown below; TLS transport and port 5061 were
used.

# Elements v #¥ Services v Widgets v  Shortcuts v
Help 7
Entity Links |commit||cancel|
1Item & Filter: Enable
Name SIP Entity 1 Protocol |Port SIP Entity 2 Port OuZI::de c"g::zv""
= |sM70A_AEP7Z_5081_TLS|  * [QLASMTOA TLs v| o+ (5061 *|Q P72 * 5061 O brusted N
4 »
Select : All, None
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6.6. Configure Time Ranges

Time Ranges are configured for time-based-routing. In order to add a Time Range, select
Routing = Time Ranges and then click New button. The Routing Policies shown subsequently
will use the 24/7 range since time-based routing was not the focus of these Application Notes.

AVAyA & Users v/ Elements v £ Services v | Widgets v  Shortcuts v ‘ E | admin

Aura® System Manager 8.1

Routing

Locations Help ?

Time Ranges

Conditions

New More Actions ~

Adaptations

1 Item @ Filter: Enable

A Em il ] [Name Mo Tu We Th Fr Sa Su Start Time End Time Notes
O 24/7 00:00 23:59 Time Range 24/7

Select : All, None

Entity Links

Time Ranges

6.7. Add Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.4. Three Routing Policies must be added; one for Communication
Manager, one for Avaya SBCE and one for Experience Portal.

To add a Routing Policy, navigate to Routing = Routing Policies in the left-hand navigation
pane and click on the New button in the right pane (not shown). In the new right pane that
appears (shown on the next page), fill in the following:

In the General section, enter the following values. Use default values for all remaining fields.

e Name: Enter a descriptive name
e Notes: Add a brief description (optional)

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP Entity to which this Routing Policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use default
values for remaining fields.

Click Commit to save.
The following screen shows the Routing Policy Details for the policy named To-CM-Trunk3

associated with incoming PSTN calls from Bell Canada to Communication Manager. Observe
the SIP Entity as Destination is the entity named ACM-Trunk3-Public.
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AVAyA & Users v # Elements v £ Services v Widgets v Shortcuts v ‘ E | admin

Aura® System Manager 8.1
Home Routing
Locations Help ?
Routing Policy Details Commit| Cancel|
Conditions

General
Adaptations

* Name: To-CM-Trunk3

SIP Entities Disabled: [_|

* Retries: 0

Entity Links

Notes: Public SIP Trunk
Time Ranges

SIP Entity as Destination

Routing Policies

Select
3% T Name FQDN or IP Address Type Notes
ACM-Trunk3-Public 10.33.1.6 CcM Public SIP Trunk

The following screen shows the Routing Policy Details for the policy named To-ASBCE-M2
associated with outgoing calls from Communication Manager to the PSTN via Bell Canada SIP
Trunk through the Avaya SBCE. Observe the SIP Entity as Destination is the entity named
ASBCE-M2.

£ Services v Shortcuts v

AVAYA & Users v & Elements v

Aura® System Manager 8.1

Widgets v

Home Routing

Locations Help ?

Routing Policy Details commit][Cancell
Conditions At
General

Adaptations

* Name: To-ASBCE-M2

SIP Entities Disabled: []

# Retries: |0
Entity Links

Notes: Route to Media M2 SP2 10.33.1.54

Time Ranges

SIP Entity as Destination

Routing Policies

Select
T P Name FQDN or IP Address Type Notes
ASBCE-M2 10.33.1.54 SIP Trunk To Avaya SBCE M2 10.33.1.54
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The following screens show the Routing Policies To-AEP72 for Experience Portal.

AVAyA & Users v /# Elements v  # Services v | Widgets v Shortcuts v ‘ =

Aura® System Manager 8.1

Home Routing
Locations
Routing Policy Details ‘commit|[cancel
Conditions
General

Adaptations

* Name: |To-AEP72

SIP Entities Disabled: ||

* Retries: 0
Entity Links

Notes: Route to EP 10.33.1.3

Time Ranges

SIP Entity as Destination

Routing Policies

Select
- Name FQDN or IP Address Type Notes
AEPT72 10.33.1.3 \ioice Portal AEP System 10.33.1.3
Regular Expressions R
Time of Day
Defaults Add Remove View Gaps/Overlaps
1Item Filter:
(] |Ranking & |Name |Mon |Tue |Wed |Thu | Fri Sat Sun | Start Time End Time Notes
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6.8. Add Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, Dial
Patterns were configured to route calls from Communication Manager to Bell Canada SIP Trunk
through the Avaya SBCE and vice versa. Dial Patterns define which Route Policy will be
selected as route destination for a particular call based on the dialed digits, destination Domain
and originating Location.

To add a Dial Pattern, navigate to Routing > Dial Patterns in the left-hand navigation pane and
click on the New button in the right pane (not shown). In the new right pane that appears (shown
on the next page), fill in the following:

In the General section, enter the following values. Use default values for all remaining fields.

e Pattern: Enter a dial string that will be matched against the Request-URI of the
call

e Min: Enter a minimum length used in the match criteria

e Max: Enter a maximum length used in the match criteria

e SIP Domain: Enter the destination domain used in the match criteria

e Notes: Add a brief description (optional)

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
Location for use in the match criteria. Lastly, select the Routing Policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
Three examples of the Dial Patterns used for the compliance test are shown below.

The first example shows that outbound 10 to 14 digit dialed numbers that begin with 1 and have
a destination SIP Domain of bvwdev.com uses Routing Policy Name as ASBCE-M2.
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AVAVA & Users v /# Elements v £ Services v Widgets v  Shortcuts v ‘ E | admi

Aura® System Manager 8.1

Home Routing
Help ?
Conditions Dial Pattern Details Commit|| Cancel|
Adaptations General
i * Pattern: |1
SIP Entities
#* Min: |10
Entity Links * Max: |14
Time Ranges Emergency Call: [_]
SIP Domain: |bvwdev.com v
Routing Policies
Motes:
Dial Patterns o . ) . o
Originating Locations and Routing Policies
Dial Patterns Add Remove
o .
1Item & Filter: Enable

Origination Dial ...

Originating Routing Routing

(] | originating Location Name Location Policy Rank Policy Routing Policy | Reuting Policy

Regular Expressions. Notes Name Disabled Destination Notes
— To-ASBCE- Route to Media M2
< U Al M2 g ASBCE-M2 SP2 10.33.1.54

Select : All, Mone

Note that with the above Dial Pattern, Bell Canada did not restrict outbound calls to specific
US/Canada area codes. In real deployments, appropriate restriction can be exercised per
customer business policies.

Also note that -ALL- was selected for Originating Location Name. This selection was chosen
to accommodate certain off-net call forward scenarios where the inbound call was re-directed
back to the PSTN.
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The second example shows that inbound 10-digit numbers that start with 613 use Routing Policy
Name as ACM-Trunk3-Public. This Dial Pattern matches the DID numbers assigned to the
enterprise by Bell Canada.

FXV7XV7N

Aura® System Manager 8.1

Home Routing

Conditions

Adaptations

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns
Dial Patterns
Origination Dial ...

Regular Expressions

<

& Users v

# Elements v

Dial Pattern Details

General
* Pattern:
* Min:
* Max:
Emergency Call:
SIP Domain:

MNotes:

£ Services v

Widgets v Shortcuts v
613
10
10
O
bvwdev.com -

Originating Locations and Routing Policies

Add Remove

1Item

[CJ |originating Location Name

O -ALL-

Select : All, None

Originating
Location Notes

Routing

Policy Name il

To-CM-
Trunk3

& = |

Help ?

ComrnitHCancell

Filter: Enable

Routing

. Routing Policy Routing
ety Destination Policy Notes
Disabled L
ACM-Trunk3- Public SIP
Public Trunk

The following screen illustrates an example dial pattern used to verify inbound PSTN calls to

Experience Portal.

AVAYA

Aura® System Manager 8.1
Home Routing

Conditions

Adaptations

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Dial Patterns

Ongination Dial ...

Regular Expressions

<
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& Users v

# Elements v

Dial Pattern Details

General

* Pattern:

* Min:

* Max:
Emergency Call:
SIP Domain:

Notes:

£ Services v

Widgets v  Shortcuts v
43
4
7
]
bvwdev.com ~

Dial pattern of Experience Portal

Originating Locations and Routing Policies

Add Remove

1 Item &2

admir

—
Search —

Help ?

Commit” Cancel‘

Filter: Enable

Routing

0 originating Location Name . OFOROtN - RoWtine | lmank | bolicy’ |Bouting oy hobing
0O -al- To-AEP72 0 AEP72 Route to £
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7. Configure Avaya Session Border Controller for Enterprise
This section describes the configuration of the Avaya SBCE necessary for interoperability with
the Session Manager and the Bell Canada system.

In this testing, according to the configuration reference Figure 1, the Avaya elements reside on
the Private side and the Bell Canada system resides on the Public side of the network.

Note: The following section assumes that Avaya SBCE has been installed and that network
connectivity exists between the systems. For more information on Avaya SBCE, refer to the
documentation listed in Section 122 of these Application Notes.

7.1. Log in to Avaya Session Border Controller for Enterprise

Access the web interface by typing “https://x.x.x.x/sbc/” (where x.x.x.x is the management IP of
the Avaya SBCE).

Enter the Username and Password and click on Log In button.

&« C A Not secure | 10.33.10.100/sbc/ *r
LogIn
Username: |
| Continue |
WELCOME TO AVAYA SBC
. Unauthorized access to this machine is prohibited. This system is for
Sesslon Border Contro"er the use authorized users enly. Usage of this system may be monitored
H and recerded by system personnel.
for Enterprise
Anyene using this system expressly consents fo such monitering and
is adviged that if such monitering reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
menitoring to law enfercement officials.
& 2011 - 2020 Avaya Inc. All rights reserved.
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The Dashboard main page will appear as shown below.

Device: EMS v Alarms

Incidents  Statusv  Logsv¥  Diagnostics  Users

Settings v Help v Log Out

EMS Dashboard
Device Management

> System Administration

Session Border Controller for Enterprise

AVAYA

Dashboard

GUI DEBUG level log messages are cumently enabled on one or more components. Leaving this log level enabled for extended periods of time is

not recommended but will not have any adverse effects.

Backup/Restore

> Monitoring & Logging
System Time 09:11:21 AM MDT Refresh EMS
Version §.1.0.0-14-18450 SBCE100
GUI Version 8.1.0.0-18490
Build Date Mon Feb 03 17:23:08 UTC 2020
License State @ 0K

Aggregate Licensing Overages 0
Peak Licensing Overage Count 0
Last Logged in at 06/21/2020 06:17:37 MDT

Failed Login Attempts 1]

Active Alarms (past 24 hours) Incidents (past 24 hours)

Nene found SBCE100: Max forwards Exceeded

SBCE100: Max forwards Exceeded

To view system information that has been configured during installation, navigate to Device
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name SBCE100 was already added. To view the configuration of this device,
click View as shown in the screenshot below.

Device: EMSv Alarms  Incidents  Statusv  Logsv  Diagnostics  Users

Settings v Help v Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard

Device Management

Device Management

» System Administration

Backup/Restore Devices | ‘ Updates || SSL VPN || Licensing H Key Bundles |

» Nonitoring & Logging

Version Status

Device Name Ilnllanagemenl

6.1.0.0-

SBCE100 103310100 14- Commissioned Reboot Shutdown Restart Application View Edit Uninsta
18490
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The System Information screen shows General Configuration, Device Configuration,
Network Configuration, DNS Configuration and Management IP(s) information provided
during installation and corresponds to Figure 1.

System Information: SBCE100 X

General Configuration Device Configuration ——————————————— - License Allocation
Appliance Name SBCE100 HA Mode Mo Elil?edsa;:j 5Slezs.sions 512
Box Type SIP Two Bypass Mode No Advanced Sessions 51
Deployment Mode  Proxy AEUEERAE
Scopia Video Sessions 51
S 512
Transcoding Sessions 512
CLID -
Encryption
Available: Yes
r Network Configuration
IP Public IP Network Prefix or Subnet Mask  Gateway Interface
10.33.1.51 10.33.1.51 255.255.255.0 10.33.11 Al
10.33.1.52 10.33.1.52 255.255.255.0 10.33.1.1 Al
10.33.1.53 10.33.1.53 255.255.255.0 10.33.11 Al
10.33.1.54 10.33.1.54 2552552550 103311 Al
10.207.80.90 10.207.80.90 255255 255 128 10.207.80.1 B1
10.207.80.107 10.207.80.107 255.255.265.128 10.207.80.1 B1
10.207.80.108 10.207.80.108 255.255.256.128 10.207.80.1 B1
10.207.80.109 10.207.80.109 255 255 265128 10.207.80.1 B1
r DNS Configuration Management IP(s)
Primary DNS 10.33.100.60 IP #1 (IPv4) 10.33.10.100
Secondary DNS  8.8.8.8
DNS Location DMZ
DNS Client IP 10.33.1.51
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7.2. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the
enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).

7.2.1. Configure Server Interworking Profile - Avaya Site

Server Interworking profile allows administrator to configure and manage various SIP call server
specific capabilities such as call hold, 180 handling, etc.

From the menu on the left-hand side, select Configuration Profiles - Server Interworking
e Select avaya-ru in Interworking Profiles

Click Clone

Enter Clone Name: SM_ServerlInter and click Finish (not shown)

Select SM_Serverlinter in Interworking Profiles

Click Edit button

Check T.38 Support option and click Finish (not shown).

The following screen shows that Session Manager server interworking profile SM_ServerlInter
was added.

Device: SBCE100v Alarms  Incidents Statusv Logsv Diagnostics Users Settings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA
EMS Dashboard Interworking Profiles: SM_Serverinter
Device Management | Add | | Rename || Clone || Delete |
Backup/Restare
> System Parameters Profiles
+ Configuration Profiles cs2100 General ‘ | Timers H Privacy H URI Manipulation | | Header Manipulation ‘ | Advanced |
Domain DoS ”
Server avaya-u Delayed Offer Yes
Interworking SP1_Interworking 3xx Handling No
Media Fork
cdia Forking Recorder_Inter Diversion Header Support Mo
Routing SP2_Serverlnt
erverinter H
Topology Hiding — Delayed SDP Handling No
Signaling SM_Serverinter Re-Invitz Handling No
Manipulation Prack Handling No
URIG
roups Allow 18X SDP No
SNMP Traps
Time of Day Rules T2 ST D
FGDN Groups URI Scheme SIP
Reverse Proxy Via Header Format RFC3261
Policy
URN Prafile | Edit ]
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7.2.2. Configure Server Interworking Profile — Bell Canada SIP Trunk Site
From the menu on the left-hand side, select Configuration Profiles - Server Interworking -
Add

Enter Profile Name: SP2_ServerlInter (not shown)

Click Next button to leave all options at default

Click Finish (not shown)

Select SP2_Serverlinter in Interworking Profiles

Click Edit button

Check T.38 Support option and click Finish (not shown)

The following screen shows that Bell Canada server interworking profile SP2_Serverinter was
added.

Device: SBCE100v Alarms Incidents Statusv lLogsv  Diagnostics Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Interworking Profiles: SP2_Serverlnter
Device Management | Add | | Rename || Clone || Delete |
Backup/Restore
> System Parameters Profiles
+ Configuration Profiles cs2100 General || Timers H Privacy || URI Manipulation || Header Manipulation ‘ | Advanced |
Domain DoS "
Server avaya-u Delayed Offer Yes
Interwerking SP1_Interworking 3xx Handling No
Wedia Forkin,
9 Recorder_Inter Diversion Header Support No
Routing —_ :
erverinter i
Topology Hiding — Delayed SDP Handling No
Signaling SM_Serverinter Re-Invite Handling No
Manipulation Prack Handling No
URI Groups
Allow 18X SDP Mo
SNMP Traps
Time of Day Rules 1L S b
FGDN Groups URI Scheme SIP
Reverse Proxy Via Header Format RFC3261
Policy
URN Profile ==
Mmmmeddiom Meafila v
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7.3. Signaling Manipulation

The SIP signaling header manipulation feature adds the ability to add, change and delete any of
the headers and other information in a SIP message.

From the menu on the left-hand side, select Configuration Profiles = Signaling Manipulation
- Add
e Enter script Title: BellCanada. In the script editing window, enter the text exactly as
shown in the below screenshot to perform the following:
- Manipulate the SIP headers for outbound calls
- Remove unwanted headers
- Manipulate the SIP headers for ONND (Outbound Calling Name and Number
Display) testing. This is optional configuration
- Modify user of SIP URI in PAI header on off-net call forward
e Click Save (not shown)

Device: SBCE100v Alarms Incidents Statusv Logsv  Diagnostics Users

Settings v

Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard Signaling Manipulation Scripts: BellCanada

Device Management

| Upload | | Add | | Download || Clone || Delete |
Backup/Restore
S : o
. System Parameters I;g:iTalli.lrl.gﬁon Click here to add a description.
< Configuration Profiles Scripts Signaling Manipulation
Domain DoS Diversion
. within session "ALL"
Server Interworking Remave Header {
Media Forking - act on message where XDIRECTION="OUTBOUND" and XENTRY_POINT="POST_ROUTING"
BellCanada

Routing

Topology Hiding
Signaling
Manipulation

URI Groups
SNIMP Traps
Time of Day Rules
FGDN Groups

Reverze Proxy
Palicy

URN Profile
Recording Profile

remove (RHEADERS[ "P-Location"][1]);
remove (¥HEADERS[ "Contact"][1].URI.PARAMS["gsid"]);

remove (¥HEADERS[ "

append (XHEADERS[ "
append (¥HEADERS[ "
append (¥HEADERS[ "
append (¥HEADERS[ "
append (¥HEADERS[ "
append (BHEADERS[ "

Contact"][1].URI.PARAMS["epv"]):

J/remove (¥HEADERS["P-Asserted-Tdentity" ][1]);

Diversion™][1].URI,";user=phone");
P-Asserted-Identity”][1].URI,";user=phone");
From"][1].URI," juser=phone");

From"][1].URI," ;otg=VEND1® 6132680771 _81A");
P-Asserted-Tdentity”][1].URT, " ;otg=VEND18_6132688771_81A");
Diversion™][1].URI,";otg=VEND1R_&61326@0771_81AA");

//For Call transfered by Experience Portal
if (®HEADERS["P-Asserted-Identity"][1].URI.USER.regex_match("61326@@771")) then

%var="this does nothing, match for DID number passed”;

¥

else

SHEADERS["P-Asserted-TIdentity"][1].URI.USER = "6132686771";
}

Note: See Appendix A for the reference of this signaling manipulation (SigMa) script.

Bell Canada’s Static/Dynamic ONND and Trunk Group Selection features require header
manipulation in Avaya SBCE. However, this Header Manipulation is NOT required under a
normal configuration. This is provided as reference configuration for this specific testing. For
more details, refer to Bell Canada SIP Trunking Service Interface Specification, version 2.0.7.
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For Static ONND in this compliance testing, the From, PAI and Diversion headers should always
be including parameter user=phone. And for Trunk Group Selection, it is optional that the From,
PAI and Diversion headers include parameter otg=trunk-group-id. With the presence of a Trunk
Group Selection the display will be as in the From header. The display will be as in the PAI with
an implicit Trunk Group Selection (i.e. without a Trunk Group Selection). Even though, these
user and otg parameters are not required in the From header, it is being included in here for
completeness. When using a Trunk Group Selection, the otg tag must be present in the From,
PAI and Diversion headers when applicable.

Note: For multi-trunk group and geographic redundant configuration refer to document:
Application Notes for Bell Canada SIP Trunking Service using Least Cost Routing with Avaya
Aura® Communication Manager R6.0.1, Geographic Redundant Avaya Aura® Session
Managers R6.1 and Avaya Session Border Controllers for Enterprise R4.0.5 —Issue 1.0
https://www.devconnectprogram.com/fileMedia/download/f1603e7f-a6c4-4555-bea5-
3b0a8deb61e0

7.4. SIP Server Profiles

The SIP Server Profile contains parameters to configure and manage various SIP call server-
specific parameters such as TCP and UDP port assignments, heartbeat signaling parameters, DoS
security statistics, and trusted domains

7.4.1. Configure SIP Server — Avaya Site

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow one to configure and manage various SIP call server
specific parameters such as port assignment, IP Server type, heartbeat signaling parameters and
some advanced options.

From the menu on the left-hand side, select Services = SIP Servers = Add
Enter Profile Name: SM

On General tab, enter the following:
e Server Type: Select Call Server
e TLS Client Profile: Select TLS_Client_Profile. Note that the TLS client profile is
previously configured and not covered in this document.
IP Address/FQDN: 10.33.1.12 (Session Manager IP Address)
Port: 5061
Transport: TLS
Click Finish (not shown)
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Device: SBCE100 v

Alarms

Incidents  Status v

Users

EMS Dashboard

Device Management

> Monitoring & Logging

SIP Servers: SM

Logs v

Diagnostics

Session Border Controller for Enterprise

Settings v

Help ¥ Log Out

AVAYA

| Rename || Clone || Delete |

| Add |
Backup/Restore
. System Parameters Server Profiles General | | Authentication | | Heartbeat || Registration || Ping H Advanced |
. IPO
Configuration Profiles Server Type Call Server
4 Services SM
SIP Domain bvwdev.com
SIP Servers SP1
LDAP TLS Client Profile TLS_Client_Profile
Recorder1
RADIUS DNS Query Type NONE/A
> Domain Policies Recorder2
IP Address [ FQDN Port
» TLS Management SP2
10.33.1.12 5061
> Network & Flows
» DMZ Services | Edit |

Transport
TLS

On the Advanced tab:
e Enable Grooming box is checked
e Select SM_Serverlnter for Interworking Profile
e Click Finish (not shown)

SIP Servers: SM
| Add | | Rename || Clone || Delste |
Server Profiles General ‘ | Authentication ‘ ‘ Heartbeat || Registration || Ping H Advanced ‘
IPO
Enable DoS Protection O
SM
Sp1 Enable Grooming
Recorder] Interworking Profile SM_Serverinter
Recorder? Signaling Manipulation Script None
epy Securable [}
Enable FGDN O
Tolerant [}
URI Group None
| Edit |
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7.4.2. Configure SIP Server — Bell Canada SIP Trunk
From the menu on the left-hand side, select Services = SIP Server 2 Add

Enter Profile Name: SP2

On General tab, enter the following:
e Server Type: Select Trunk Server
IP Address/FQDN: 192.236.237.208 (Bell Canada SBC IP Address)
Port: 5060
Transport: UDP
Click Finish (not shown)

Device: SBCE100v Alarms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard SIP Servers: SP2
Device Management [(Add | | Rename || Clane || Delete |
Backup/Restore
. System Parameters General ‘ | Authentication || Heartbeat | | Registration | | Ping || Advanced ‘
) : . PO
Configuration Profiles Server Type Trurk Server
4 Services SP1
DNS Query Type NONE/A
SIP Servers Recorder
LDAP — IP Address / FQDN Port Transport
RADIUS 192.236.237 208 5060 upp
> Domain Policies sp2
[ Edit |
> TLS Management SM —
> Network & Flows
> DMZ Services
> Maonitoring & Logging
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On Authentication tab, click Edit button (not shown) to enter the following:
e Check Enable Authentication

Input User Name: Bell Canada provided this information

Input Password: Bell Canada provided this information

Input Confirm Password: Bell Canada provided this information

Click Finish button

Edit SIP Server Profile - Authentication

Enable Authentication

User Name [VEND10_6132600771_01A |

Realm | |
[Leave blank to detect from server challenge)

Password
[Leave blank to keep existing password)

Confirm Password

| Finish |
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On Heartbeat tab, leave it as default as not enabling the heartbeat so that Avaya SBCE will
forward the OPTIONS message from Session Manager to Bell Canada.

On the Advanced tab, enter the following:
e Interworking Profile: select SP2_Serverinter
e Signaling Manipulation Script: select BellCanada sigma script
e Click Finish

Add SIP Server Profile - Advanced X

Enable DoS Protection O
Enable Grooming ]
Interworking Profile | SP2_Serverinter |
Signaling Manipulation Script | BellCanada V|
Securable ]
Enable FGDN ]

TCP Failover Port 5060

TLS Failover Port 5061
Tolerant O
URI Group

| Back | | Finish |

7.5. Routing Profiles

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.
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7.5.1. Configure Routing — Avaya Site

From the menu on the left-hand side, select Configuration Profiles > Routing and click Add
as highlighted below.

Enter Profile Name: To-SM and click Next button (Not Shown)
e Select Load Balancing: select Priority
Check Next Hop Priority
Click Add button to add a SIP Server Profile
Priority/Weight: 1
SIP Server Profile: select SM from the dropdown menu, the Session Manager IP address
is auto filled in the Next Hop Address
e Click Finish

Note that the screenshot below shows the Edit Rule of the Session Manager routing.

Profile : To-SM - Edit Rule X
URI Group Time of Day
Load Balancing |Prior'rt\,r - NAPTR
Transpart lone v LDAP Routing [}
LDAP Server Profile one v LDAP Base DN (Search) None v
Matched Attribute Priority Alternate Routing
Next Hop Priority Next Hop In-Dialog O
Ignore Route Header ]
ENUM (] ENUM Suffix

| Add |
Priofity L DAP Search LDAP Search LDAP Search SIPServer  \ o o Address Transport
Weight Attribute Regex Pattermn Regex Result Profile
[SM_ ~]| [10331.12506%| HNone v Delete
i
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7.5.2. Configure Routing — Bell Canada SIP Trunk Site
The Routing Profile allows one to manage parameters related to routing SIP signaling messages.

From the menu on the left-hand side, select Configuration Profiles - Routing and click Add
as highlighted below.

Enter Profile Name: To-SP2 and click Next button (Not Shown)
e Select Load Balancing: select Priority
Check Next Hop Priority
Click Add button to add a SIP Server Profile
Priority/Weight: 1
SIP Server Profile: select SP2 from the dropdown menu, the Bell Canada IP address is
auto filled in the Next Hop Address field
e Click Finish

Note that the screenshot below shows the Edit Rule of the Bell Canada routing.

URI Group Time of Day

Load Balancing |F’rior'rt\,r e NAPTR

Transport lone v LDAP Routing (]

LDAP Server Profile one v LDAP Base DN (Search) lone v

Matched Attribute Priority Alternate Routing

Next Hop Priority Next Hop In-Dialog O

Ignore Route Header [}

ENUM O ENUM Suffix

[ Add |
Priofity | pAP Search LDAP Search LDAP Search SPSever L Transoort
Wei Attribute Regex Pattemn Regex Result Profile ext Hop fess fanspo
eight
[sP2 ~| [1922362372(~| HNone ~ Delete
| Finish |
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7.6. Configure Topology Hiding

The Topology Hiding screen allows an administrator to manage how various source, destination
and routing information in SIP and SDP message headers are substituted or changed to maintain

the integrity of the network. It hides the topology of the enterprise network from external

networks.

From the menu on the left-hand side, select Configuration Profiles - Topology Hiding
e Select default in Topology Hiding Profiles

Click Clone

[ ]
e Enter Clone Name: SM_Topology and click Finish (not shown)
e Select SM_Topology in Topology Hiding Profiles and click Edit button to enter as

below:

¢ Inthe Headers Request-Line, From and To: enter the following values. Note that the
SIP domain bvwdev.com is the enterprise SIP domain configured in Session Manager
- Inthe Criteria column select IP/Domain
- In the Replace Action column select: Overwrite
- Inthe Overwrite Value column: bvwdev.com

Click Finish (not shown)

Device: SBCE100v Alarms Incidents Statusv Logsv  Diagnostics Users Settings v Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Topology Hiding Profiles: SM_Topology
Device Management | Add | | Rename || Clone || Delete |
Backup/Restore —
4 Configuration Profiles default Topology Hiding
Domain DoS .
Server Interworking cisco_th_profile Header Criteria Replace Action Overwrite Value
MWedia Forking SP1_Topology Request-Line IP/Domain Overwrite bvwdev.com
Routing SM_Topelogy SDP IP/Domain Auto =
Topology Hiding SP2_Topology Via IP/{Domain Auto —
Signaling .
Referred-By |P/Domain Auto —
IManipulation
URI Groups From IP/Domain Overwrite bvwdev.com
SNMP Traps Refer-To IP/Domain Auto —
Time of Day Rules To |P/Domain Ovenwrite bvwdev.com
FGDN Groups .
Record-Route IP/Domain Auto —
Reverse Proxy
Policy | Edit |
URN Profile
Parardina Drafila
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Repeat the same procedure above to add a topology profile for Bell Canada.
e Inthe Headers Request-Line and To: enter the following values
- Inthe Criteria column select: IP/Domain
- Inthe Replace Action column select: Overwrite
- Inthe Overwrite Value column: siptrunking.bell.ca (This is Bell Canada peer
FQDN)
¢ Inthe Header From: enter the following values
- Inthe Criteria column select IP/Domain
- Inthe Replace Action column select: Overwrite
- Inthe Overwrite Value column: vendor10.lab.internetvoice.ca (This is customer
domain)
e Click Finish (not shown)

Note that the customer domain vendorl10.lab.internetvoice.ca will have the trunk 1D
“vendor10” removed in the Overwrite Value column of the From header for the dynamic
ONND works. This is a requirement from Bell Canada.

Device: SBCE100v¥ Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Topology Hiding Profiles: SP2_Topology

Device Management [Add | | Rename || Clone || Delete |

Backup/Restore
Topoloa Hid
> System Parameters P':&F:I“i)les?y iding Click here to add a description.

4 Configuration Profiles default Topology Hiding

Domain Dos )
Server Interworking cisco_th_profile Header Criteria Replace Action Overwrite Value
Media Forking SP1_Topology Request-Line IP/Domain Overwrite siptrunking.bell.ca
Routing SM_Topology SDP IP/Domain Auto =
Topclogy Hiding SP2_Topology Via IP/Domain Auta —
Signaling .

. . Referred-By IP/Domain Auto =
Ianipulation
URI Groups From IP/Domain QOverwrite vendor10 lab.internetvaice.ca
SNMP Traps Refer-To IP/Domain Auto —
Time of Day Rules To IP/Domain Qverwrite siptrunking.bell.ca
FGDN Groups

Record-Route IP/Domain Auto -
Reverse Proxy
Policy | Edit |
URN Profile
Darardina Drafila e
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7.7. Domain Policies

The Domain Policies feature allows administrator to configure, apply, and manage various rule
sets (policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise. These criteria can be used to trigger
different policies which will apply on call flows, change the behavior of the call, and make sure
the call does not violate any of the policies. There are default policies available to use, or an
administrator can create a custom domain policy.

7.7.1. Create Media Rules

Media Rules allow one to define media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a
strict profile that is associated with other SIP-specific policies to determine how media packets
matching these criteria will be handled by the Avaya SBCE security product. For the compliance
test, the predefined default-low-med-enc media rule (shown below) was used to clone and edit.

From the menu on the left-hand side, select Domain Policies - Media Rules
e Select the default-low-med-enc rule, click Clone. Enter Clone Name: SM_MedRules
e Click Finish (not shown)
e Select SM_MedRules under Media Rules to Edit

The Encryption tab indicates that SRTP_AES_CM_128 HMAC_SHAL 80 encryption was
used as Preferred Formats for Audio Encryption.

Device: SBCE100¥ Alarms Incidents Statusv Logs™ Diagnostics Users Setftings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Media Rules: SM_MedRules

Device Management | Add | | Rename || Clone || Delete |

Backup/Restore
Media Rules Click here to add a description.
> System Parameters

default-low-med

» Configuration Profiles Encryption || Codec Prioritization H Advanced ‘ | QoS |

> Services default-low-me. ..

+ Domain Poiices defaut high
Application Rules defaut high-enc Preferred Formats S_FF;P_AES_CMJ28_HMAC_SH,¢\1_80
Border Rules
Media Rules avaya-low-med.. SRTP Context Reset on SSRC Change (]
Security Rules SIPREC_MedR... Encrypted RTCP m]
Signaling Rules SM_MedRules WK -
Charging Rules -
End Paint Policy Lifetime Any
Groups Interworking

Session Policies

' TLS Management
> Network & Flows Preferred Formats RTP
> DMZ Services
. . Interworking ()
> Wonitoring & Logging - -
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7.7.2. Create Endpoint Policy Groups

The End Point Policy Group feature allows one to create Policy Sets and Policy Groups. A
Policy Set is an association of individual, SIP signaling-specific security policies (rule sets):
application, border, media, security, signaling, each of which was created using the procedures
contained in the previous sections. A Policy Group is comprised of one or more Policy Sets. The
purpose of Policy Sets and Policy Groups is to increasingly aggregate and simplify the
application of Avaya SBCE security features to very specific types of SIP signaling messages
traversing through the enterprise.

To add an endpoint policy group for Session Manager. From the menu on the left-hand side,
select Domain Policies = End Point Policy Groups, select Add and enter the following
parameters.
e Group Name: SM_EPG
e Application Rule: default-trunk
Border Rule: default
Media Rule: SM_MedRules
Security Rule: default-low
Signaling Rule: default
Select Finish (not shown)

Device: SBCE100v Alarms  Incidents Statusv  Logsv  Diagnostics  Users Settings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard Policy Groups: SM_EPG
Device Management

| Add | | Rename || Clone || Delete |
Backup/Restore

e
. System Parameters Click here to add a description.
> Configuration Profiles ST Click here to add a row description.

> Services default-low-enc
<4 Domain Policies AT Policy Group
Application Rules [Summary |

default-med-enc
Border Rules

default-high RTCP

Media Rules Order Application Border Media Security  Signaling Charging Mon
Security Rules default-high-enc Gen
Signaling Rules avaya-def low-... ﬂiﬁl».““- default  SM_MedRules ':_L?IE‘““' default None Off Edit

Charging Rules
End Point Policy

avaya-def-high._.

Groups avaya-def-high. .
Session Policies SM_EPG
> TLS Management SP1 EPG
> Network & Flows
> DMZ Services SIPREC_EPG
> Monitoring & Logging - SP2_EPG -
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Repeat the same procedure above to add an end point policy for Bell Canada.
e Group Name: SP2_EPG

Application Rule: default-trunk

Border Rule: default

Media Rule: default

Security Rule: default-low

Signaling Rule: default

Select Finish (not shown)

Device: SBCE100v Alarms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Policy Groups: SP2_EPG

Device Management

| Add | | Rename || Clone || Delete |
Backup/Restore

—
» System Parameters Click here to add a description.
» Configuration Profiles e Click here to add a row description.

> Services default-low-enc

Policy Grou
default-med Y P

default-med-enc

4 Domain Policies

Application Rules

| Summary |

Border Rules
Media Rules S Application Border  Media Security  Signaling  Charging
Security Rules default-high-enc
Signaling Rules avaya deflow.. defaull- gorgyy  default - defaul etk None off Edit
Charging Rules

End Point Policy

avaya-def-high. ..

Groups avaya-def-high
Session Policies SM_EPG
> TLS Management SP1_EPG
> Network & Flows
> DMZ Services SIPREC_EPG
> Monitorina & Loaaina = SP2_EPG -
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7.8. Network & Flows

The Network & Flows feature for SIP allows one to view aggregate system information, and
manage various device-specific parameters which determine how a particular device will
function when deployed in the network.

7.8.1. Manage Network Settings

From the menu on the left-hand side, select Network & Flows - Network Management.
Select Networks tab and click the Add button to add a network for the inside interface as
follows:

e Name: Private_Al

e Default Gateway: 10.33.1.1

e Network Prefix or Subnet Mask: 255.255.255.0

e Interface: Al (This is the Avaya SBCE inside interface)

e Click the Add button to add the IP Address for private interface: 10.33.1.54

e Click the Finish button to save the changes

Add Network X

MName | Frivate_A1 |
Default Gateway [10.33.1.1 |
Metwork Prefix or Subnet Mask |255.255.255.U |
Interface Al w
| Add |
IP Address Public IP Gateway Override
110.33.1 54 | [Use IP Address | [10.33.1.1 | Delete
| Finish |
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From the menu on the left-hand side, select Network & Flows - Network Management.
Select Networks tab and click Add button to add a network for the outside interface as follows:
Name: Public_B1

Default Gateway: 192.207.80.1

Network Prefix or Subnet Mask: 255.255.255.128

Interface: B1 (This is the Avaya SBCE public interface)

Click the Add button to add the IP Address for public interface: 192.207.80.90

Click the Finish button to save the changes

Add Network X

Name |Public_B1 |
Default Gateway | 192.207.801 |
Metwork Prefix or Subnet Mask |255.255.255.12B |
Intarface B1w
| Add |
IP Address Public IP Gateway Override
192.207.80.90 | [Use IP Address | [192.207.80.1 | Delete
| Finish |
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From the menu on the left-hand side, select Network & Flows > Network Management
e Select the Interfaces tab
e Click on the Status of the physical interfaces being used and change it to Enabled state

Device: SBCE100v Alarms  Incidents  Statusv  Logsv  Diagnostics  Users Settings v Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Network Management

Device Management
Backup/Restore

- System Parameters Interfaces | | Networks

> Configuration Profiles | Add VLAN |

> Services
. . Interface Name: VLAN Tag Status
» Domain Policies
Al Enabled
> TLS Management

A2 Disabled

1Y

Network & Flows

Network B1 Enabled

Management B2 Disabled

Media Interface

Signaling Interface
End Point Flows
Session Flows
Advanced Options
> DMZ Services
> Monitoring & Logging

KP; Reviewed: Solution & Interoperability Test Lab Application Notes 72 of 95
SPOC 9/16/2020 ©2020 Avaya Inc. All Rights Reserved. BCCMSM81SBCES81



7.8.2. Create Media Interfaces

Media Interfaces define the IP addresses and port ranges in which the Avaya SBCE will accept
media streams on each interfaces. The default media port range on the Avaya SBCE can be used.

From the menu on the left-hand side, Network & Flows = Media Interface. Select the Add
button and enter the following:
e Name: Private2_Med
e IP Address: Select Private_ A1 (A1,VLANO) and 10.33.1.54 (Internal IP Address
toward Session Manager)
e Port Range: 35000 — 40000

e Click Finish
Add Media Interface 4

Mame |F’rivat92_Med |

[Private_A1 (A1, VLAN0) +|
IP Address

110.33.1.54 |
Port Range |35000  |-[40000 |

[ Finish |

Do the same procedure to add the public media interface:
e Name: Public2_Med
e IP Address: Select Public_B1 (B1,VLANO) and 192.207.80.90 (Public IP Address
toward Bell Canada)
e Port Range: 35000 — 40000

e Click Finish
Add Media Interface 4

Name [Public2_Med |

| Public_B1 (B1, VLAN 0)  +|
IP Address

(192 207 8090 ~|
Port Range |35000  |-|40000 |

| Finish |
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7.8.3. Create Signaling Interfaces
Signaling Interfaces define the type of signaling on the ports.

From the menu on the left-hand side, select Network & Flows = Signaling Interface. Select

the Add button and enter the following:

e Name: Private2_Sig

e |P Address: Select Private_ Al (A1,VLANO) and 10.33.1.54 (Internal IP Address

toward Session Manager)

e TLS Port: 5061

e TLS Profile: TLS_Server_Profile. Note that the TLS server profile is previously
configured and not covered in this application note.

Click Finish

Add Signaling Interface X

Mame

IP Address

TCP Port

Leave blank to disable

UDP Port

Leave blank to disable

TLS Port

Leave blank to disable

TLS Profile

Enable Shared Control

Shared Control Port

|F’rivateE_Sig |

[Private_A1 (A1 VLAND) |
[10.33.1.54 ~|

|5061 |

| TLS_Server_Profile v |

| Finish |
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Do the same procedure above to add the public signaling interface.
e Name: Public2_Sig
e IP Address: Select Public_ B1 (B1,VLANO) and 192.207.80.90 (External IP Address
toward Bell Canada)
e UDP Port: 5060

e Click Finish
Add Signaling Interface X
Name [Public2_Sig |
| Public_B1 (B1, VLAN 0) /|
IP Address
1192 207 .80.90  ~|

TCF Port | |

Leave blank to disable

UDP Part |51]Erﬂ |

Leave blank to disable

TLS Port | |

Leave blank to disable

TLS Profile lone W
Enable Shared Control

Shared Control Port

| Finish |

Note: For the external interface, the Avaya SBCE was configured to listen for UDP on port 5060
the same as Bell Canada used. For the internal interface, the Avaya SBCE was configured to
listen for TLS on port 5061.
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7.8.4. Configuration Server Flows
Server Flows allow an administrator to categorize trunk-side signaling and apply a policy.

7.8.4.1 Create End Point Flows — Session Manager Flow
From the menu on the left-hand side, select Network & Flows = End Point Flows. Select the
Server Flows tab and Select Add button (not shown):
e Flow Name: Session Manager
SIP Server Profile: SM (see Section 7.4.1)
URI Group, Transport, and Remote Subnet fields leave it as default
Received Interface: Public2_Sig (see Section7.8.3)
Signaling Interface: Private2_Sig (see Section7.8.3)
Media Interface: Private2_Med (see Section 7.8.2)
Secondary Media Interface: None
End Point Policy Group: SM_EPG (see Section 7.7.2)
Routing Profile: To-SP2 (see Section 7.5.2)
Topology Hiding Profile: SM_Topology (see Section 7.6)
Leave other fields as default
Click Finish
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Edit Flow: Session Manager Flow X

Flow Name

SIP Server Profile

URI Group

Transport

Remote Subnet

Receivad Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Peint Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer

|Sessi{m Manager

SM

! I
< L4

| Public2_Sig v |

| Private?_Sig v |

| Private2_Med v

| None v |

|SM_EPG v

To-SP2 b

|SI".:1_T|:|pnlag1.r V|

| None v |

Any »

| Finish |

7.8.4.2 Create End Point Flows — Bell Canada SIP Trunk Flow

From the menu on the left-hand side, select Network & Flows = End Point Flows. Select the
Server Flows tab and Select Add button (not shown):

Flow Name: Session Manager Flow

e SIP Server Profile: SP2 Flow (Bell Canada)

KP; Reviewed:
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Topology Hiding Profile: SP2_Topology (see Section 7.6)

Leave other fields as default

Click Finish

Edit Flow: 5P2 Flow (Bell Canada) X

Flow Mame

SIP Server Profile

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer

|SP2 Flow (Bell Canada)

sP2 hd

!
<

| Private2_Sig v |

| Public2_Sig v |

| Public2_Med v |

| None v |

| SP2_EPG v |

To-5M hd

| SP2 Topology w |

|N|:|ne V|

Any »

| Finish |
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8. Configure Avaya Aura® Experience Portal

These Application Notes assume that the necessary Experience Portal licenses have been
installed and basic Experience Portal administration has already been performed. Consult [9] in
the References section for further details if necessary.

8.1. Background

Experience Portal consists of one or more Media Processing Platform (MPP) servers and an
Experience Portal Manager (EPM) server. A single “server configuration” was used in the
reference configuration. This consisted of a single MPP and EPM, running on a VMware
environment, including an Apache Tomcat Application Server (hosting the Voice XML (VXML)
and/or Call Control XML (CCXML) application scripts), that provide the directives to
Experience Portal for handling the inbound calls.

References to the Voice XML and/or Call Control XML applications are administered on
Experience Portal, along with one or more called numbers for each application reference. When
an inbound call arrives at Experience Portal, the called party DID number is matched against
those administered called numbers. If a match is found, then the corresponding application is
accessed to handle the call. If no match is found, Experience Portal informs the caller that the
call cannot be handled and disconnects the call®.

For the sample configuration described in these Application Notes, a simple VXML test
application was used to exercise various SIP call flow scenarios with G12 SIP Trunking service.
In production, enterprises can develop their own VXML and/or CCXML applications to meet
specific customer self-service needs or consult Avaya Professional Services and/or authorized
Avaya Business Partners. The development and deployment of VXML and CCXML applications
is beyond the scope of these Application Notes.

! An application may be configured with “inbound default” as the called number, to process all inbound calls that do
not match any other application references.
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8.2. Logging in and Licensing

This section describes the steps on Experience Portal for administering a SIP connection to the

Session Manager.

Step 1 - Launch a web browser, enter http://<IP address of the Avaya EPM server>/ in the URL,
log in with the appropriate credentials and the following screen is displayed.

Note — All page navigation described in the following sections will utilize the menu shown on
the left pane of the screenshot below.

Welcome, epadmin
Last logged in May 30, 2020 at 2:35:17 AM PDT

AVAYA

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) ff Home ?,Help @ Logoff

Expand All | Collapse All

¥ User Management
Roles
Users
Login Options
* Real-time Monitoring
System Monitor
Active Calls
Port Distribution
¥ System Maintenance
Audit Log Viewer
Trace Viewer
Log Viewer
Alarm Manager
¥ System Management
Application Server
EPM Manager
MPP Manager
Software Upgrade
System Backup
* System Configuration
Applications
EPM Servers
MPP Servers
SNMP
Speech Servers
WoIP Connections

Avaya Aura® Experience Portal Manager Jones

Avaya Aura® Experience Portal Manager (EPM) is the consolidated web-based application for administering
Experience Portal. Through the EPM interface you can configure Experience Portal, check the status of an
Experience Portal component, and generate reports related to system operation.

Installed Components

Media Processing Platform

Media Processing Platform (MPP) is an Avaya media processing server. When an MPP receives a call from a PBX, it
WoiceXML (or CCXML) application on an application server. It then communicates with ASR and TTS servers as net
the call.

Email Service
Email Service is an Experience Portal feature which provides e-mail capabilities.

HTML Service
HTML Service is an Experience Portal feature which supports web applications with HTMLS capabilities. It includes
browser based services for mobile devices.

z
> Soezeus;-ity 5MS Service
Certificates SMS Service is an Experience Portal feature which provides SMS capabilities. -
Licensing »
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Step 2 - In the left pane, navigate to Security-> Licensing. On the Licensing page, verify that
Experience Portal is properly licensed. If required licenses are not enabled, contact an
authorized Avaya account representative to obtain the licenses.

AVAYA

Welcome, epadmin

Last logged in today at 4:03:56 AM PDT

?.Help @ Logoff

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) % Home
Real-time Mor O 1

System Monitor

Active Calls

Port Distribution
System Maintenance
Audit Log Viewar
Trace Viewer

Log Viewer

Alarm Manager
System Management
Application Server
EPM Manager

MPP Manager

4

4

Home

Licensing

Refresh

This page displays the Experience Portal license informaticen that is currently in effect. Experience Portal uses

Avaya License Manager (WebLM) to control the number of telephony ports that are used.

License Server Information -

SPOC 9/16/2020

gs;‘:ﬁ;‘;:ﬁf&;de License Server URL: https://10.33.1.10:52233/WeblLM/LicenseServer V4
~ System Configuration Last Updated: Jul 26, 2019 4:11:07 AM PDT
applications Last Successful Poll: Jul 20, 2020 4:04:57 AM PDT
EPM Servers
MPP Servers
SHMP Licensed Products *
Speech Servers Experience Portal &
VoIP Connections
Zones Announcement Ports: 100
¥ Security ASR Connections: 250
Certificates Email Units: 50
Licensing Enable Media Encryption: 250
~ Reports Enhanced Call Classification: 250
Standard Google ASR Connections: 10
Custom HTML Units: 100
Scheduled SIP Signaling Connections: 100
* Multi-Media Configuration SMS Units: 100
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8.3. VoIP Connection
This section defines a SIP trunk between Experience Portal and Session Manager.

Step 1 - In the left pane, navigate to System Configuration-=>VolP Connections. On the VolP
Connections page, select the SIP tab and click Add to add a SIP trunk.

] Note — Only one SIP trunk can be active at any given time on Experience Portal.

AVA A Welcome, epadmin
Last legged in today at 4:03:56 AM PDT]|

Avaya Aura@® Experience Portal 7.2.2 (ExperiencePortal) ff Home ?.Help @ Logoff

REal-TIme MOr OF 1

System Monitor Home

Active Calls

Port Distribution . g@:
~ System Maintenance VoIP Connections i

Audit Log Viewer Zones|

Trace Viewer

Log Viewer This page displays a list of Voice over Internet Protecol (VoIP) servers that Experience Portal communicates with.

Alarm Manager You can cenfigure multiple SIP connections, but only one SIP connection can be enabled at any one given time.

¥ System Management
Application Server
EPM Manager
MPP Manager H.222 || sIP
Software Upgrade

System Backup =
Applications 1
EPM Servers Transport v | o recs Port Port +«|Domain = e

10

gﬁnsewers [] Default sM81 10.33.1.12 5061 5061 bvwdev.com
WoIP Connections
Zones ¥

Step 2 - Configure a SIP connection as follows:
e Name — Set to a descriptive name (e.g., EP_SIP).
e Enable — Set to Yes. mnvv
e Proxy Server Transport — Setto TLS.
e Select Proxy Servers, and enter:
o Proxy Server Address = 10.33.1.12 (the IP address of the Session Manager
signaling interface defined in Section 7.5).
o Port=5061
o Priority = 0 (default)
o Weight = 0 (default)
Listener Port — Set to 5061.
SIP Domain — Set to bvwdev.com (see Section 7.2).
Consultative Transfer — Select REFER.
SIP Reject Response Code — Select ASM (503).
Maximum Simultaneous Calls — Set to a number in accordance with licensed capacity.
In the reference configuration a value of 100 was used.
Select All Calls can be either inbound or outbound.
SRTP Enable = Yes
Encryption Algorithm = AES_CM_128
Authentication Algorithm = HMAC_SHA1_80
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e RTCP Encryption Enabled = No
e RTP Authentication Enabled = Yes
e Click on Add to add SRTP settings to the Configured SRTP List
e Use default values for all other fields.
e Click Save.
Home VoIP Connections
Change SIP Connection
Use this page to change the configuration of a SIP connecticn.
Zone: Default v
Name: SMa1
Enable: ® vag Mo
Proxy Transport:| TLS ¥
® Proxy Servers DNS SRV Demain
Address ___________[port __[priority |weight [ |
10.33.1.12 5061 0 0 Remove
Additional Proxy Server
Listener Port:|5061
SIP Domain: |bvwdev.com
P-Asserted-Identity: aep72
Maximum Redirection Attempts: |0
Consultative Transfer: INVITE with REPLACES ® REFER
SIP Reject Response Code: ® ASM (503) SES (480) Custom |503
SIP Timers
T1: 250 milliseconds
T2: 2000 | milliseconds
B and F: 4000 milliseconds
Call Capacity
Maximum Simultaneous Calls: |10
® All Calls can be either inbound or outbound
Configure number of inbound and cutbound calls allowed
SRTP
Enable: ® vyag Mo
Encryption Algorithm: ® AES_CM_128 NONE
Authentication Algorithm: ® HMAC_SHA1l_80 HMAC_SHA1_32
RTCP Encryption Enabled: Yes ® No
RTP Authentication Enabled: ® vyag Mo m
Configured SRTP List
SRTP-Yes,AES_CM_128,HMAC_SHA1_80,RTCP Encryption-No,RTP Authentication-Yes
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8.4. Speech Servers

The installation and administration of the ASR and TSR Speech Servers are beyond the scope of
this document. Some of the values shown below were defined during the Speech Server

installations. Note that in the reference configuration the ASR and TTS servers used the same IP
address.

ASR speech server:

4

4

4

-

TTS speech server:

Licensing

AVAYA

Avaya Aura@® Experience Portal 7.2.2 (ExperiencePortal)
HeEal-Llme M OFIng

System Monitor

Active Calls

Port Distribution
System Maintenance
Audit Log Viewer

Trace Viewer

Log Viewer

Alarm Manager
System Management
Application Server
EPM Manager

MPP Manager
Software Upgrade
System Backup
System Configuration
Applications

EPM Servers

MPP Servers

SNMP

Speech Servers

VoIP Connections
Zones

Security

Certificates

Welcome, epadmin
Last logged in today at 4:03:56 AM PDT

% Home 7. Help & Logoff
You are here: Home > System Configuration = Speech Servers
Speech Servers Z@E
Zongs

This page displays the list of Automated Speech Recognition (ASR) and Text-to-Speech (TTS) servers that
Experience Portal communicates with.

J'ASR\|"|%'|
Total Number
B e T e e e e
Resources
[ Default Nuance Yes 10.33.1.61 Nuance VS(':I'EP 5060 EE?SE“(USA)

Add Delete

Customize Help

4

4

4

AVAYA

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal)
Real-timne M O g

System Monitor

Active Calls

Port Distribution
System Maintenance
Audit Log Viewer

Trace Viewer

Log Viewer

Alarm Manager
System Management
Application Server
EFM Manager

MPP Manager
Software Upgrade
System Backup
System Configuration
Applications

EPM Servers

MPP Servers

SNMP

Speech Servers

WoIP Connections

Welcome, epadmin
Last logged in today at 4:03:56 AM PDT

#% Home %, Help O Logoff

@

Zones

Speech Servers

This page displays the list of Automated Speech Recognition (ASR) and Text-to-Speech (TTS) servers that
Experience Portal communicates with.

f ASR | s ‘|

Total
Network « |[Engine~ R N:Jf:::’fr nf -
Address v| Type « s -
Resources

English(USA)
en-US Allison F,
English(USA)
en-Us Ava F,

= g‘;ﬁiiw [ Default Nuance Yes 10.33.1.61 Nuance CISFI'EP S060 4 English(USA)
Certificates en-USs Nathan
Licensing M,

~ Reports English{USA)
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8.5. Application References

This section describes the steps for administering a reference to the VXML and/or CCXML
applications residing on the application server. In the sample configuration, the applications were
co-resident on one Experience Portal server, with IP Address 10.33.1.3.

Step 1 - In the left pane, navigate to System Configuration->Applications. On the
Applications page (not shown), click Add to add an application and configure as
follows:

e Name — Set to a descriptive name (e.g., VoiceXML).

e Enable — Set to Yes. This field determines which application(s) will be executed based
on their defined criteria.

e Type — Select VoiceXML, CCXML, or CCXML/VoiceXML according to the
application type.

e VoiceXML and/or CCXML URL - Enter the necessary URL(S) to access the VXML
and/or CCXML application(s) on the application server. In the sample screen below, the
Experience Portal test application on a single server is referenced.

e Speech Servers ASR and TTS — Select the appropriate ASR and/or TTS servers as
necessary.

e Application Launch — Set to Inbound.

e Called Number — Enter the number to match against an inbound SIP INVITE message
and click Add. In the sample configuration illustrated in these Application Notes, the
dialed number 4800 was used. Repeat to define additional called party numbers as
needed. Inbound calls with these called party numbers will be handled by the application
defined in this section.
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Home Applications

Change Application

Use this page to change the configuration of an application.

Zone: Default
Name: Test_WoiceXML
Enable: ® veg Mo
Type: VoiceXML v
Reserved SIP Calls: ®* None Minimum Maximum
Requested:
URI
® sSingle Fail Over Load Balance

VoiceXML URL: https://10.33.1.3/mpp/misc/avptestapp/intro.vxml

Mutual Certificate Authentication: ® vygg No

Basic Authentication: Yes (@

ASR Speech Servers v

Engine Types

N Best List Length:

Speech Complete Timeout: o milliseconds

Speech Incomplete Timeout: milliseconds

Vendor Parameters:

TTS Speech Servers v

Voices
English(USA) en-US Ava F

English(USA) en-US Nathan M

TTS:| N v
uance English(USA) en-US Zoe F

Application Launch *

® Inbound Inbound Default Qutbound

® Number URI

Number Range

Called Number:

4800

Speech Parameters »
Reporting Parameters »

Advanced Parameters »

Selected Engine Types

<None> Nuance
ASR: o
Nuance
Languages Selected Languages
<Nonez English{USA) en-US
Resources: Acquire on call start and retain v

o

Selected Voices
English(USA) en-US Allison F

Remove
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8.6. MPP Servers and VolP Settings

This section illustrates the procedure for viewing or changing the MPP Settings. In the sample
configuration, the MPP Server is co-resident on a single server with the Experience Portal
Management server (EPM).

Step 1 - In the left pane, navigate to System Configuration=>MPP Servers and the following
screen is displayed. Click Add.

AVA A Welcome, epadmin
Last logged in today at 4:03:56 AM PDT

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) f§ Home ?.Help @ Logoff
REal-LIme MO O 1
System Monitor - ou are here: Home > System Configuration = MPP Servers
Active Calls '
Port Distribution i
¥ System Maintenance MPP Servers g
Audit Log Viewer Zones
Trace Viewer
Log Viewer This page displays the list of Media Processing Platform (MPP) servers in the Experience Portal system. When
Alarm Manager an MPP receives a call from a PBX, it invokes a VoiceXML application on an application server and
¥ System Management communicates with ASR and TTS servers as necessary to process the call.

Application Server
EPM Manager

MPP Manager
Software Upgrade Zone - Host & :ﬁ:;_’:sr: - :::;_’;.Sr: 4 [ Network Address « Maxi
System Backup - Address « - - (AppSvr) ~ [Simultane
System Configuration (VoIP) (MRCP)

15

Applications [] Default z2ep72 10.33.1.3 <Default> <Default> <Default>
EPM Servers

SNMP
S h S . . . . -
ng; f:on:;\é;r:ns MPP Settings Browser Settings Video Settings VoIP Settings m

Zones

4

Step 2 - Enter any descriptive name in the Name field (e.g., aep72) and the IP address of the
MPP server in the Host Address field and click Continue (not shown). Note that the
Host Address used is the same IP address assigned to Experience Portal.

Step 3 - The certificate page will open. Check the Trust this certificate box (not shown). Once
complete, click Save.
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Home MPE Servers
Change MPP Server

Use this page to change the configuration of an MPP. Take care when changing the MPP Trace Logging Thresholds. Do not set
Trace Levels to Finest if your Experience Portal system has heavy call traffic. The system might experience performance
issues if Trace Levels are set to Finest. Set Trace Levels to Finest only when you are troubleshooting the system.

Zone: Default
Name: aep72
Haost Address: 10.33.1.3
Netwaork Address (VoIP): <Default>
Netwark Address (MRCP): <Default>
Netwaork Address (AppSvr): <Default>

Maximum Simultanecus Calls: |15
Restart Automatically: ® ves NGO

MPP Certificate

Quner: C=US,0=AVAYA,QU=5DP,CN=aep72
Issuer: O=AVAYA,OU=MGMT,CN=5ystemManager CA
Serial Mumber: 352dbbbde22c8aa8
Signature Algorithm: SHA256withRSA
Valid from: June 28, 2019 4:38:19 AM PDT until September 26, 2822 4:38:19 AM PDT
Certificate Fingerprints
MD5: f1:fB:92:8d:de:28:c@:df:df:66:7d:al:cf:fa:7a:8a —
SHA: 87:18:28:86:15:3d:87:28:89:c1:24:71:de:fB:bb:3a:4e:ch:5h:74
SHA-256: f7:18:92:25:18:2b:9c:65:58:72:95:53:27:20:4b:37:25:63:d7:18:22:62:52:4d:59:d8:5e:28:1a:4b:b2:bd
Subject Alternative Hames
DN5 MName: aepi2
DNS Name: aep72.bvwdev.com
IP Address: 18.33.1.3

Categories and Trace Levels »

Step 4 - Click VolP Settings tab on the screen displayed in Step 1.
¢ In the Port Ranges section, default ports were used.

e In the Codecs section set:

o Set Packet Time to 20.

o Verify Codecs G729, G711uLaw and G711alLaw are enabled (check marks). Set
the Offer and Answer Order as shown. In the sample configuration G729 is the
preferred codec, with Order 1, followed by G711uLaw with Order 2 and
G71lalaw with Order 3.

o On the codec Offer set G729 Discontinuous Transmission to No (for G.729A).

e Use default values for all other fields.

Step 5 - Click on Save (not shown).
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ou are here: Home > System Configuration > MPP Servers > VoIP Settings

VolIP Settings

Voice over Internet Protocol (\VoIP) is the process of sending voice data through a network using one or more standard
protocels such as H.323 and Real-time Transfer Protocol (RTP). Use this page to configure parameters that affect how voice
data is transferred through the network. Note that if you make any changes to this page, you must restart all MPPs.

Port Ranges v

Low High|
uDP: 11000 30999
TCP: 31000 33499
MRCP: 34000 36499
H.323 37000 39499

Station:

RTCP Monitor Settings ~
Host Address:

Port:

VoIP Audio Formats

MPP Native Format: | audio/basic v
Codecs ~
Offer

v G71luLaw |1
¥  G7llalaw |2

v G729 3
Packet Time: 20 v | milliseconds
G729 Discontinuous Transmission: Yes ® No
Answer

¥  G7lluLaw |1
+ G71llalaw |2

v G729 3
G729 Discontinuous Transmission: Yes No '® Either
G729 Reduced Complexity Encoder; ® vyag No

QoS Parameters »
Out of Service Threshold (% of VoIP Resources) »

Call Progress »
Miscellaneous »

[Sove [l Avoiy [ cance I el |
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8.7. Configuring RFC2833 Event Value Offered by Experience Portal

The configuration change example noted in this section was not required for any of the call flows
illustrated in these Application Notes. For incoming calls from G12 to Experience Portal, G12
specifies the value 101 for the RFC2833 telephone-events that signal DTMF digits entered by the
user. When Experience Portal answers, the SDP from Experience Portal matches this G12
offered value.

When Experience Portal sends an INVITE with SDP as part of an INVITE-based transfer (e.g.,
bridged transfer), Experience Portal offers the SDP. By default, Experience Portal specifies the
value 127 for the RFC2833 telephone-events. Optionally, the value that is offered by Experience
Portal can be changed, and this section outlines the procedure that can be performed by an Avaya
authorized representative.
e Access Experience Portal via the command line interface.
e Navigate to the following directory: /opt/Avaya/ ExperiencePortal/MPP/config
e Edit the file mppconfig.xml.
e Search for the parameter “mpp.sip.rfc2833.payload”. If there is no such parameter
specified add a line such as the following to the file, where the value 101 is the value to
be used for the RFC2833 events. If the parameter is already specified in the file, simply

edit the value assigned to the parameter.
<parameter name="mpp.sip.rfc2833.payload">101</parameter>

e In the verification of these Application Notes, the line was added directly above the line
where the sip.session.expires parameter is configured.

After saving the file with the change, restart the MPP server for the change to take effect. As
shown below, the MPP may be restarted using the Restart button available via the Experience
Portal GUI at System Management = MPP Manager.

Note that the State column shows when the MPP is running after the restart.

Avaya Aura®@ Experience Portal 7.2.2 (ExperiencePortal) % Home 2. Help © Logoff
Real-LITe Mo D Q

System Monitor

Active Calls

Port Distribution
System Maintenance
Audit Log Viewer
Trace Viewer

Log Viewer

Alarm Manager
System Management
Application Server
EPM Manager

MPP Manager
Software Upgrade
System Backup
System Configuration
Applications

EPM Servers

MPP Servers

SHNMP

Speech Servers

VoIP Connections
Zones

Security

Certificates

Licensing

Home

MPP Manager (Jul 20, 2020 4:17:42 AM PDT) @

Refresh Zones

This page displays the current state of each MPP in the Experience Portal system. To enable the state and
mode commands, select one or more MPPs. To enable the mode commands, the selected MPPs must also be
stopped.

Last Poll: Jul 20, 2020 4:17:27 AM PDT

Restart Schedule |Active Calls
Server Name Config|Auto Restart]
Today Recurring| In  Out

M Default aep72 Online Running  OK  Yes & No & None & 0

State Commands

- Stop | Restart | Reboot | Halt - Restart/Reboot Options

® one server at a time

Reports Mode Commands O Al servers

Standard .

Scheduled I _Test |
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9. Bell Canada SIP Trunk Configuration

Bell Canada is responsible for the network configuration of the Bell Canada SIP Trunk service.
Bell Canada will require that the customer provide the public IP address used to reach the Avaya
SBCE public interface at the edge of the enterprise. Bell Canada will provide the IP address of
the Bell Canada SIP Trunk SIP signaling/SBC IP addresses of media sources and Direct Inward
Dialed (DID) numbers assigned to the enterprise. Bell Canada also provides the Bell Canada SIP
Specification document for reference. This information is used to complete configurations for
Communication Manager, Session Manager, and the Avaya SBCE discussed in the previous
sections.

The configuration between Bell Canada SIP Trunk and the enterprise is a static IP address
configuration.

10. Verification Steps

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

Verification Steps:

1. Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

2. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the

call can remain active for more than 35 seconds.

Verify that the user on the PSTN can end an active call by hanging up.

4. Verify that an endpoint at the enterprise site can end an active call by hanging up.

w
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Troubleshooting:

1. Communication Manager: Enter the following commands using the Communication
Manager System Access Terminal (SAT) interface.
e list trace station <extension number> - Traces calls to and from a specific
station.
e list trace tac <trunk access code number> - Trace calls over a specific trunk
group.
e status station <extension number> - Displays signaling and media information
for an active call on a specific station.
e status trunk-group <trunk-group number> - Displays trunk-group state
information.
e status signaling-group <signaling-group number> - Displays signaling-group
state information.
2. Session Manager:
e Call Routing Test - The Call Routing Test verifies the routing for a particular
source and destination. To run the routing test, navigate to Elements = Session
Manager = System Tools = Call Routing Test. Enter the requested data to run
the test.
e traceSM — Session Manager command line tool for traffic analysis. Log into the
Session Manager management interface to run this command.
3. Avaya SBCE: Debug logging can be started in two different ways:
e GUI of the SBC: Device Specific Settings = Troubleshooting = Debugging.
— SIP only: enable LOG_SUB_SIPCC subsystem under SSYNDI process.
— CALL PROCESSING: enable all subsystems under SSYNDI process.
— PPM: enable all subsystems under CONFIG_PROXY process.
The log files are stored at: /usr/local/ipcs/log/ss/logfiles/elog/SSYNDI.
e Command Line Interface: Login with root user and enter the command:
#traceSBC. The tool updates the database directly based on which trace mode is
selected.

11. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Aura®
Communication Manager, Avaya Aura® Session Manager and Avaya Session Border Controller
for Enterprise to Bell Canada. This solution successfully passed compliance testing via the
Avaya DevConnect Program. Please refer to Section 2.2 for any exceptions or workaround.
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[12] Deploying Avaya Session Border Controller for Enterprise in Virtualized Environment
Release 8.1, Issue 1, February 2020
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Avaya Aura® Messaging
[14] Administering Avaya Aura® Messaging, Release 7.1.0, Issue 9, April 2020
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KP; Reviewed: Solution & Interoperability Test Lab Application Notes 93 of 95
SPOC 9/16/2020 ©2020 Avaya Inc. All Rights Reserved. BCCMSM81SBCES81


http://support.avaya.com/
http://www.ietf.org/
https://business.bell.ca/shop/enterprise/sip-trunking-service

Appendix A: SigMa Script

The following is the Signaling Manipulation script used in the configuration of the SBCE,
Section 7.3.
Note:

e The following of the “otg="is the trunk group ID

e siptrunking.bell.ca is the Bell Canada peer FQDN

within session "ALL"

{

act on message where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{

//Remove unwanted headers
remove (%HEADERS[ "P-Location"][1]);
remove (%HEADERS[ "Contact"][1].URI.PARAMS["gsid"]);
remove (%HEADERS[ "Contact"][1].URI.PARAMS["epv"]);
//For the static ONND, the From and PAI headers need to have user=phone and no “otg” trunk
1D
append (%HEADERS["From"][1].URI,";user=phone");
append (%HEADERS[ "P-Asserted-Identity"][1].URI,";user=phone");
I/For the dynamic ONND, the From and PAI headers need to have the “otg” trunk ID and no
“user=phone”
append (YHEADERS[ "From"][1].URI,";0otg=VEND1@_ 6132600771 01A");
append (%HEADERS[ "P-Asserted-Identity"][1].URI,";otg=VEND1©_6132600771_01A");
// For the call forward off-net with Diversion header
append (%HEADERS[ "Diversion"][1].URI,";user=phone");
append (%HEADERS[ "Diversion"][1].URI,";otg=VEND1@_6132600771_01AA");
//For Call transferred by Experience Portal
if (%HEADERS["P-Asserted-Identity"][1].URI.USER.regex_match("6132600771"))
then

{
%var="this does nothing, match for DID number passed";
}
else
{
%HEADERS[ "P-Asserted-Identity"][1].URI.USER = "6132600771";
}
}
}
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are
the property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of
any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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