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Abstract

These Application Notes describe the configuration procedures required to allow Avotus
Enhanced Usage Reporting for Unified Communications to collect Instant Message records
from Avaya Aura® Presence Services snap-in over an IP network connection. Avotus
Enhanced Usage Reporting for Unified Communications collects, stores and processes these
Instant Message records to provide usage analysis, call costing and billing capabilities.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describes a compliance-tested collection of Instant Messages records
(IM) solution comprised of Avaya Breeze™, Avaya Aura® Presence Services snap-in and
Avotus Enhanced Usage Reporting for Unified Communications (Avotus EUR). Avotus EUR is
a call accounting software application that uses collected IM records to provide reporting
capabilities to business and IT managers to track and manage call usage and telecom expenses.

Avotus EUR is a Call Accounting and Billing package that utilizes the 1M records output from
Avaya Aura® Presence Services. Avotus EUR collects, stores, and processes the IM records to
provide usage analysis, call costing and billing capabilities. An Avaya softphone can be
configured to have Presence and Instant Messaging capabilities. The IM records can be archived
by Presence Services and transferred to a server that has Secure File transfer Protocol (SFTP)
capabilities. Avotus EUR connects to this server over the local or wide area network using SFTP
to access these IM archived records and downloads XML files to the local Avotus EUR server
for reports.

The assumption is made that the installation and configuration of the Avaya Breeze ™ server
with Avaya Aura® Session Manager is already in place. For additional documentation, refer to
Section 10.

2. General Test Approach and Test Results

The general test approach was to generate IM using Avaya softphones (during compliance
testing Avaya one-X® Communicator was used) and ensure that Presence Services is able to
archive these messages and transfer it to a server of user’s choice using SFTP. Avotus EUR will
then connect to this server also using SFTP and collect the archived files and delete the files once
the collection is completed. For serviceability testing LAN failures and restart of Avotus EUR
server were simulated.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.
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Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

2.1. Interoperability Compliance Testing

The interoperability compliance testing included feature and serviceability testing. The feature
testing evaluated the ability of Avotus EUR to collect and process IM. The source, destination
and message body of each IM was verified on the Avotus EUR application. The interoperability
compliance testing includes the following cases.

e |IM between two Avaya softphones.

e [IM between two Avaya softphones and inviting another Avaya softphone to the chat.
e [IM and Voice calls simultaneously.

e [IM and transfer of files using chat window.

The serviceability testing introduced failure scenarios to see if Avotus EUR could resume IM
records collection after failure recovery.

2.2. Test Results
All feature and performance tests passed.

2.3. Support

Technical support for the Avotus EUR solution can be obtained by contacting Avotus:
e URL - http://www.avotus.com/contact_support.asp
e Phone — (800) 840-2580
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3. Reference Configuration

Figure 1 illustrates a sample configuration with an Avaya network that includes the following
Avaya products:

e Avaya Aura® Presence Services Snap-in running on Avaya Breeze™ Platform.
e Avaya Aura® System Manager used to configure Avaya Breeze™ Platform.

For IM chat window, Avaya one-X® Communicator softphones in SIP mode were used.
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Figure 1: Test configuration for Avotus EUR Compliance Test
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4. Equipment and Software Validated
The following equipment and software/firmware were used for the test configuration.

Equipment/Software Release/Version

Avaya Aura® System Manager running on 7.1.0.0.1125193
virtualized environment

Avaya Aura® Session Manager running on 7.1.0.0.710028
virtualized environment

Avaya Aura® Presence Services Shap-in 7.1.0.0.584
Avaya Breeze™ Platform 3.3.0.0.330019
Avaya one-X®Communicator (SIP) 6.2.12.04-SP12

Avotus Enhanced Usage Reporting for Unified | 9.10
Communications running on Windows Server
2008 R2 Standard SP1
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5. Configure Avaya Aura® Session Manager for Presence

Services

This section provides the procedures for configuring Session Manager for Presence Services.
The procedures include the following areas:

e Launch Avaya Aura® System Manager

e Administer Domain

e Administer locations
e Administer SIP entities

5.1. Launch Avaya Aura® System Manager

Access the System Manager web interface by using the URL “https://ip-address” in an Internet
browser window, where “ip-address” is the IP address of System Manager. Log in using the

appropriate credentials.

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On

If IP address access is your only option, then note that authentication will
fail in the following cases:

* First time login with "admin” account
* Expired/Reset passwords

Use the "Change Password” hyperlink on this page to change the password
manually, and then login.

Also note that single sign-on between servers in the same security domain
is not supported when accessing via IP address.

User ID

Password

Log On Cancel

Change Password

) supported Browsers: Internet Explorer 11.x or Firefox 48.0, 49.0 and 50.0

RS; Reviewed:
SPOC 7/12/2017

Solution & Interoperability Test Lab Application Notes 6 of 33
©2017 Avaya Inc. All Rights Reserved.

AvotusEUR_PS71




5.2. Administer Domain

In the subsequent screen (not shown), select Elements = Routing to display the Introduction
to Network Routing Policy screen below. Select Routing = Domains from the left pane, and
click New in the subsequent screen (not shown) to add a new domain

Aura System Manager 7.0 Configuratio. .’

x &) 1 New import:

dataile

Home Routing age(s). Cl

~ Routing 4+ Home / Elements [/ Routing

- Introduction to Network Routing Policy
Locations

Metwork Routing Policy consists of several routing applications like
Entities", etc.

Adaptations

The recommended order to use the routing applications {that mear

Entity Links configure your network configuration is as follows:

Time Ranges . . L
- Step 1: Create "Domains" of type SIP (other routing applicatio

Routing Policies SIP).

Dial Patterns Step 2: Create "Locations"

Regular Expressions Step 3: Create "Adaptations"

Defaults Step 4: Create "SIP Entities"

The Domain Management screen is displayed. In the Name field enter the domain name, select
sip from the Type drop down menu and provide any optional Notes.

l Configuratio..”

x o 1 New important message(s). Click to view

Home Routing

4« Home / Elements / Routing / Domains
Help ?

Domain Management Commit| Cancel

Adaptations

=

1 Item Filter: Enable

Entity Links

Name |Tv|:|e |Notes

Time Ranges

* |presenc:e.bvwd ev.com |sip |Dumain for Presence Server

Routing Policies
Dial Patterns
Regular Expressions

Defaults

Commit| | Cancel
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5.3. Administer Locations

Select Routing - Locations from the left pane, and click New in the subsequent screen (not
shown) to add a new location.

The Location Details screen is displayed. In the General sub-section, enter a descriptive Name
and optional Notes. Retain the default values in the remaining fields.

I Aura” System Manager 7.0 . Configuratio..”

Home | Routing * &) 1 Mew important message(s). Click to vie|

4 Home [/ Elements [/ Routing / Locations
Help ?

Locations Location Details commit! |cancel

Adaptations

General

: . * Name: Belleville
Entity Links

Notes: |Belleville DevConnect Lab

Time Ranges

Scroll down to the Location Pattern sub-section, click Add and enter the IP address of all
devices involved in the compliance testing in IP Address Pattern, as shown below. Retain the
default values in the remaining fields.

Location Pattern

IiAdd! i_Remove|

4 Items Filter: Enable

[ | 1P Address Pattern - Motes

O *|10.10.5.%
O *|10.10.97.

[0 *|10.10.98.%

L)
W

Select : All, None

Commit| | Cancel
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5.4. Administer SIP Entity
This section explains the adding of a SIP entity for the Presence Server.

Select Routing - SIP Entities from the left pane, and click New in the subsequent screen (not
shown) to add a new SIP entity for Presence Services.

The SIP Entity Details screen is displayed. Enter the following values for the specified fields,
and retain the default values for the remaining fields.

e Name: A descriptive name.

e FQDN or IP Address: The FQDN of Presence Server.

e Type: Select Presence Services from the drop down menu.
e Notes: Any desired notes.

e Location: Select the location name configured in Section 5.3.
e Time Zone: Select the applicable time zone.

Last Logged on at Ju

Aura” System Manager 7.0 . Configuratio.

Py

Home Routing * & 1 New important message(s). Click to wie
m< Home / Elements / Routing / SIP Entities
| oomains | i
i i Commit| | Cancel

StP Entity Detalls

Adaptations General

SIP Entities * Name: PresenceServer
* FQDN or IP Address: |presencevm.bvwdev.com
Type: |Presence Services

Routing Policies -

Motes: SIP Entity for Presence Server

Dial Patterns

Regular Expressions Adaptation: -
——

Location: |Belleville +
Time Zone: | America/Fortaleza ~
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Scroll down to the Entity Links sub-section, and click Add to add an entity link. Enter the
following values for the specified fields, and retain the default values for the remaining fields.

e Name: A descriptive name.

e SIP Entity 1: The Session Manager entity name, in this case DevwmSM.
e Protocol: TLS

e Port: 5062

e SIP Entity 2: The Presence Server entity name from this section.

e Port: 5061

e Connection Policy: trusted

Entity Links
Override Port & Transport with DNS SRV: [

Add Remove

<
Select : All, None

1Item 2 Filter: Enable
. . Connection

|:| MName SIP Entity 1 Protocol |Port SIP Entity 2 Port Policy

O * | DevvmSM_PresenceSen DevvmsM |« TLS |» * 5082 PresenceServer R * 5061 trusted “

>
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6. Configure Avaya Aura® Presence Services Snap-in,
Instant Messaging and Presence for SIP Users

Configuration for Presence Services is accomplished by accessing the browser-based GUI of
System Manager using the URL “https://<ip-address>/SMGR”, where <ip-address> is the IP
address of System Manager. Log in with the appropriate credentials. The initial screen is
displayed as shown below. The configuration in this section will be performed under Avaya
Breeze™ and User Management listed within the Elements and Users section.

Aura System Manager 7.0 . Configuratio..”

Home Routing x &) 1 New important message(s). Click to view dg
(Gvsers [ eemens
Administrators Backup and Restore
Directory Synchronization Cc ication Manag Bulk Import and Export
Groups & Roles Communication Server 1000 Configurations
Conferencing Events
User Provisioning Rule Device Services Geographic Redundancy
Equinox Conference Inventory
IP Office Licenses
Media Server Replication
Meeting Exchange Reports
Messaging Scheduler
Presence Security
Routing Shutdown
Session Manager Solution Deployment Manager
Web Gateway Templates
Work Assignment
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6.1. Install Avaya Aura® Presence Services Snap-in

It is assumed that the Avaya Breeze™ Platform has already been installed and configured. For
additional information, see the documentation under References in Section 10.

Navigate to Home = Elements = Avaya Breeze™.

To install the Presence Services Snap-in, navigate to Avaya Breeze™ = Service Management
-> Services as shown in the screen below.

Aura  System Manager 7.0 l Configuratio..” '

Home Routing X| Avaya Breeze™ ¥ € 1 New important message(s). Click to vi

q Home / Elements / Avaya Breeze™ / Service Management / Services

Administration =
Services
Cluster
Administration This page allows you to manage the service life cycle across clusters.

¥ Service Management

Services

2 services
(O]t

» Reliable Eventing 54 Items
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Select Load (see above screen) to upload the Presence Services Snap-in, click Browse and select
the Presence Services Snap-in. Click Load to continue.

Aura System Mar 0 H Configuratic. !

x 6 1 Mew impaortant message(s). Click to vi

Home Routing Avaya Breeze™

~ Avaya Breeze™ 4 Home [ Elements [ Avaya Breeze™ [ Service Management J Services

Server

Administration Services

Cluster

Administration This page allows you to manage the service life cycle across clusters.

¥ Service Management

All Service =
Bundles T Load Service »® I
Service Databases |'@Lgad_| i Select Service Archive(s): ol
- WARNING: The total size of all selectad files cannot excead the brovser-specific
» Reliable Eventing S4ltems  w | Closd fimits, i
Administration 1 |name
b Configuration —
[0 Author Local PC Mo file selected.
F System Tools and
Monitoring ] Auth The File Name and Service Name cannot have a space in them. v
uthor
[] Author Load Cancel

Follow the steps and ensure that the PresenceServices snap-in now has a state of Loaded (not
shown).

RS; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 33
SPOC 7/12/2017 ©2017 Avaya Inc. All Rights Reserved. AvotusEUR_PS71



To install the snap-in, check the box for PresenceServices and select Install and follow the
installation steps. Screen below shows the snap-in after the installation is complete.

| All Services

“JLoad
54 [tems oo
] |Mame Version Preferred Version State
[ EmailConnector 3.3.0.0.330019 ' Loaded
[ EventingConnector 3.1.0.0.310007 +" Loaded
| EventingConnector 3.1.0.0.310011 + Loaded
] EventingConnector 3.1.1.0.311008 + Loaded
| EventingConnector 3.1.1.1.311102 + Loaded
[ EventingConnector 3.2.0.0.05320005 + Loaded
[l EventingConnector 3.2.0.1.320110 + Loaded
[ EventingConnector 3.3.0.0.07330019 +" Loaded
| EventingConnector 3.3.0.0.330019 +/ Loaded
] HelloWorld 3.1.0.0.310007 + Loaded
| HelloWorld 3.1.0.0.310011 + Loaded
[ HelloWorld 3.1.1.0.311008 + Loaded
] HelloWorld 3.1.1.1.311102 + Loaded
[ HelloWorld 3.2.0.0.05320005 +" Loaded
| HelloWorld 3.2.0.1.320110 + Loaded
[] Helloworld 3.3.0.0.0 +/ Loaded
[ HelloWorld 3.3.0.0.07330019 ' Loaded
[ HelloWorld 3.3.0.0.330019 +" Loaded
[l PresenceServices 7.1.0.0.584 " Installed
RS; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 33
SPOC 7/12/2017 ©2017 Avaya Inc. All Rights Reserved. AvotusEUR_PS71




6.2. Configure Instant Message Archiving

This section shows the configuration required in Presence Services to archive IM records.
Navigate to Avaya Breeze® - Configuration - Attributes as shown in the screen below.
From the Service Clusters tab, select PresenceServices from the drop down menu for both
Cluster and Service fields.

Aura System Manager 7.0 ' Configuratio..”

x

Home Routing x Avaya Breeze™ Licenses

~ Avaya Breeze™ 1 Home [ Elements / Avaya Breeze™ [ Configuration / Attributes

Server

Administration

Attributes Configuration
Cluster

Administration When a service is first installed, the factory default value picked by the
service writer is used for each attribute for all service profiles. You may

i X . ;
} Service Management override the factory default value by using the Service Globals tab below. If
wou need to set specific values for attributes in a service profile, then use the
r Reliable Eventing Service Profiles tab below.

Administration

¥ Configuration Service Profiles Service Clusters Service Globals

; Service Profiles .
F Cluster |PresenceSerwces v|

Attributes

Service |Presencesewices ~ |

Logging

.-
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Scroll down to the Instant Messaging section and configure the following values,

e Message Archiving Enabled: Check the box in Override Default
column and enter True under
Effective Value column

e Message Archiving Remote Server Address: Check the box in Override Default
column and enter the IP address of
the remote SFTP server where the
archived IM will be uploaded.

e Message Archiving Remote User: Check the box in Override Default
column and enter the user name of
the remote SFTP server where the
archived IM will be uploaded.

e Message Archiving Remote Password: Check the box in Override Default
column and enter the password of the
remote SFTP server where the
archived IM will be uploaded.

e Message Archiving Remote Path: Check the box in Override Default
column and enter the folder name
where the archived IM will be
uploaded to in the SFTP server.

e Message Archiving Remote Upload Frequency: Check the box in Override Default
column and enter the duration in
hour for the archived IM upload
frequency to the SFTP server

Retain default values for all other fields and click on the Commit button (not shown) to save the
configuration.
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w In=tant Mes=aging

10 Items

Name

Override
Default

Effective Value

Description

Message Archiving Enabled

Message Archiving Remote Server Address

Message Archiving Remote User

Mezzage Archiving Remote Fassword

Message Archiving Remote Path

Mezsage Archiving Remote Upload Frequency

True

10.10.4.2

admin

backup2

Enable messzage
archiving for IM's
(True/False)

Server address of the
remote SFTP site to
upload archived IM's

Login name of the
remote SFTP site to
upload archived IM's

Password of the
remote SFTP site to
upload archived IM's
Remote directory
name under user's
home to upload
archived IM's
{optional)

Frequency (1-24
hours) to upload
archived IM's

Message Archiving Remote Upload Failures Threshaold

Offline IM Storage Enabled

Offline IM Storage Targeted Maximum IMs Per User

Block IMs for users in Do-Not-Disturb (DMND) state
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The number of days
{1-15) of consecutive
remote upload failures
before Meszage
Archiver is disabled
Enable storing IMs
sent to offline users
(True/False)

The maximum
number of IMs that
will be stored when a
uzer iz offline on a per
user basis (min 25,
max 100). This may
be exceeded during
heavy traffic loads
Enable blocking and
delayed delivery of
IM= to recipients in
Do-Not-Disturb (DMNDY)
state (True/False)

17 of 33
AvotusEUR_PS71



6.3. Add Presence Users

This section only shows the adding of Presence to an already configured SIP User. Navigate to
Users = User Management = Manager Users. Select an already configured SIP user. The
screen below shows user 56207 selected. Click on the Edit button.

Last Logged on =

Aura System Mana . Configuratio..”
Go...

@ 1 New important message(s). Click to vis

Home Routing x Avaya Breeze™ % Licenses * User Management ®

¥ User Management « Home [ Users [/ User Management / Manage Users
P~ Help ?
Public Contacts
Shared Addresses
User Management

System Presence
ACLs

Communication

Users

Profile Password
Policy |lg_lView_| | --"Editl| |l®Newl| |_.'.1‘;5Duplicatel| |l@DeIetel| |lMore Actions '_| Advanced Search »
16 Items &2 Show 15 ~ Filter: Enable
|:| Last Name First Name Display Name | Login Name zl;:ldle Last Login
OSeven FiveSix 2\5{:;&”' 56207 @bwvwdev.com 56207
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Under the Communication Profile tab:
Select New in the Communication Address section:
e Select Avaya Presence/IM from the Type drop down menu.

e For the Fully Qualified Address, type in the extension number that will be used by the
SIP user to log in. For the domain, select the domain created (Section 5.2) for the

Presence Services from the drop down menu.

Once done, select Add.

User Profile Edit: 56207@bvwdev.com

*

Identity Communication Profile Membership Contacts

Communication Profile «
Communication Profile Password: eeesessssssssssssssses Edit
@ New [Epone| |@cancel
Name

@  Primary
Select : None

* Name: |Primary

Default :

Communication Address =

Type Handle Domain

Avaya SIP 56207 bvwdev.com
Select : All, None

Commit & Continue, |Commit, Cancy

Type: |Avaya Presence/IM w

* Fully Qualified Address: 56207 @ |presence.bvwdev.com ~

Add | Cancel

Continuing from above, scroll down and enable the check box for Presen

ce Profile. For the

System and IM Gateway SIP Entity (Section 5.4) drop down menu, select the PresenceServer

and then click on the Commit button to add the user.

Presence Profile =

* System | PresenceServer (10)

* IM Gateway SIP Entity | PresenceServer

Publish Presence with AES Collector | System Default
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7. Configure Avotus Enhanced Usage Reporting for Unified
Communications

This section describes the configuration of Avotus EUR. Avotus installs, configures, and
customizes the EUR application for the end customers. Thus, this section only describes the
interface configuration, so that Avotus EUR can collect IM archived data from a SFTP server.
The procedure covers the following areas:

Login to Avotus EUR.
Configure a site.

Configure script and collection
Start collection.

7.1. Login to Avotus EUR

To configure Avotus EUR, double click on the Avotus EUR icon from the desktop as shown
below.

51>

Aeakus TCM

Provide credentials to gain access into Avotus EUR in the Sign In window shown below.

Powered By

< A > »
'AVOTUS

Login:
Password:

Language:
English v

SIGN N
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7.2. Configure a Site

From the Enhanced Usage Reporting screen shown below, navigate to Admin - Sites >
Hierarchy to configure a site.

Enhanced Usage Reporting

Reports Dashboards Admin

Hierarchy
Call Accounting
Other Billing Data
Traffic Analysis

Wireless Management

Order Management

CS1000 Inventory
CS1000 Traffic

Unified Communications
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In the screen shown below, Corporation 1 is created by default. Click on the top right Add Site
icon highlighted below to add a site.

Enhanced Usage Reporting

Reports Dashboards Admin

Corporation 1

srag]

E]“E) Corporation 1
® Contact Information

® Calendar Configuration

® Time Zone

Properties

Mame Corporation 1
Creator

Creation Date 4/13/2017 10:58:21
Mode Type corporation

Last Updated 4/13/2017 10:58:21

In the Add Site window shown below, enter an appropriate name for Site Name field and click
on the OK icon highlighted below.

Enhanced Usage Reporting ‘*’A\[QTUSW

irhadiigant Communicaiions Managamant

Reports Dashboards Admin

Sites Add Site

Hierarchy

Site Mame Auaya IM

G RWMEH :l
E‘El Corporation 1 e 0
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To assign the site created above for collection of data; navigate to Admin = Call Accounting
-> Application as shown in the screen below.

Enhanced Usage Reporting

Reports Dashboards
Directaory
Sites

Call Accounting

Application

Data Purgefarchive/Restore
Report Summarization

Other Billing Data

Traffic Analysis

Wireless Management

Order Management

CS51000 Inventory

CS1000 Traffic

Unified Cormrmunications

In the Application section, start the configuration by clicking on the Configure icon as
highlighted in the screen below.

Enhanced Usage Reporting

Dashboards Admin
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In the Site Assignments window seen below, select the server name from the drop down menu
to assign it to the site. In the example below, “WIN-IB7NT8C7NJP” is the Windows server
name and “Avaya IM” is the site created earlier in this section.

“AVOTUS

intaligant Cammunicalions Managemean!

Enhanced Usage Reporting

Reports Dashboards Admin

Call Accounting Site Assignments

Application
E‘El Corporation 1

= O # | win-1B7NTECTHIP v | Avaya IM

QO

E‘E‘ Corparation 1

Screen below shows the successful assigning of the site for collection.

Enhanced Usage Reporting ‘:)AVOTUSE

irheiigent Communicaiions Managemean?

Reports Dashboards Admin

Call Accounting

AplplisalE ey Call Accounting Site Installation Status: Completed

|F'.va3ra IM Sucessfully Installed

E||E| Cu:urpu:ure_:tiu:-n 1
D Avaya IM
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7.3. Configure Collection

To configure the collection for data, navigate to Admin = Unified Communications -

Application as shown in the screen below.

. Enhanced Usage Reporting

Feports Dashboards Admin

Directory

Sites

Call Accounting
Other Billing Data
Traffic Analysis

YWireless Management

Order Management

C51000 Traffic
Unified Cormrmunications

&pplication
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From the left navigation menu, click on Avaya Collection and from the right hand window of
Avaya IM Data Collection click on Add Configuration Setting and configure the following
values,

e Site: Select the site configured in Section 7.2.

e Configuration Name: Type a descriptive name.

e Collection For: Select “Avaya IM Data” from the drop down menu.

e Extension length: During compliance testing default value was retained.

e File Protocol: Ensure “SFTP” is selected from the drop down menu.

e Host Name: IP Address of an SFTP server as mentioned in Section 6.2.

e Port Number: During compliance testing default value was retained.

e User Name: The user name of the SFTP server as mentioned in Section
6.2.

e Password: The password configured for the SFTP server as mentioned
in Section 6.2.

Complete the configuration by clicking on the Save button.

Enhanced Usage Reporting ‘:)AVQTUSE

iteivgent Commumcalions Managameant

Reports Dashboards Admin

Avaya IM Data Collection ‘3)

Linified Communications

Application

¢ Configuration Setting Details

COLLECTION SERYICES ¥ Add Configuration Setting

L] cI5Co IM Collection i - YT - =
. ite orporation vaya
D Broadsoft Collection P 4
D vodia Collection Configuration IM HML Collection
. Marne
D Genband Collection
0] Skype for Business Collection Collection For | Avaya IM Data hd
IlD Avayva Collection Ewxtention length |5 Extention length (Min 5 - Max 100
File Protocol SFTRP ¥
Host Mame 10,10.4.2
Part Mumber 22 Eq: 22
Uzer Mame adrmin
Password R

| Save | Feszet |

b Schedule Collection Configuration
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7.4. Start Collection

From the left navigation menu, click on Avaya Collection and from the right hand window of
Avaya IM Data Collection click on Schedule Collection Configuration and configure the
following values,

e Select Options: Select the collection configured in Section 7.3.
e Job Name: Type a descriptive job name.

e Description: Provide a description for the collection job.

e Start Date (YYYY/MM/DD: Provide a start date.

e Start Time (HH MM: Provide a start time.

e Interval Type: Select an interval frequency for the collection.

Retain default values for all other fields and click on the Save button.

i
- < > [
Enhanced Usage Reporting "AVOTUS
fmtedigent Communicalions Managameanr
Reports Dashboards Admin
Unified Communications Avaya IM Data Collection
Application ¥ Configuration Setting Details
COLLECTION SERYICES * Add Configuration Setting
¥ Schedule Collection Configuration
D CISCO IM Collection
D Broadsoft Collection
L1 vodia Collection | 1 selected v
D Genband Collection r "
D Skype for Business Collection L v * eJ
D Avaya Collection
[ 1# 1M ®ML Collection ]

Job Mame

Friarity 5Y

Wait For Matification o

ﬁ

Enabled e

Run Late Job b

Start Date (¥YYV/MMDD)

Start Tirme (HH MM)

Interval Type Cince v

I | Save II Rezet
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The collection job is created in the scheduler as shown below.

File Edit View Help

_Iglgl_l_lalﬂ

| Como... | Scheduled Time

| Inter = | | Resources | Started Time | State | Tasks |
Avaya IM Collection Corpo... &/7/2017 4:07:00 AM One
1| | i
Queue | Started Time | State | Tasks | Task | Senver | Queue / Resource | Started Time
4| | _’I
Ready [ INUM | 4

The collected raw IM XML data can be found in the “ProcessedFileBkp” folder, which is under
the “\Avotus ICM\Execs\Avotus.UM.Avaya.IMDataCollect\IM_CollectionData” folder.
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8. Verification Steps
The following steps may be used to verify the configuration.

8.1. Instant Messages information is being collected by an SFTP
Server

Use a secure FTP application, e.g., WinSCP to connect to the server where the IM archived data

will be uploaded.

oy Login E MmE E

L Mew Site

Tools

-

—Session
File: protocal;

ST -

Haosk name: Pork number:
=
|10.10.4.2 | 22 =

User name: Passwaord:

Iadmin TIIIIIL]

Save |v| Advanced. .. |v|

Manage - Login - Close Help
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Exchange IM between Avaya softphones; wait for the frequency duration as when Presence
Service will upload the archived IM data to an user specified folder in the SFTP sever as shown

in the screen below.

By backup? - admin@1010.4.2 - Win5CP — O *
Lecal Mark Files Commands Session Options Remote Help

[H % _ﬁ Synchronize | Bl @ = fé} @Queue ~ - Transfer Settings Default - a -

E admin@10.10.4.2 ﬁl' Mew Session

| My documents - E E m E e bz ~ E = ~ ]::_‘[ E @Find Files *

I;_-:i. EE‘ 3 i F I-;_-;]\ |__E| 5

Ch\Users\DevConnect\Documents fhome/admin/backup2

MNarmne Size Type A Name Size  Changes
PresenceServices-OptienalCompon..  37,170KB  Compressed { + i1 6/2/2017
=] SuperDAT.log 4KB Text Decumer 4 Messagedrchive-10.10.4.2-20170602-115819.zip TKB 6/2/207]
= putty.log 11KB Texdt Documer
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8.2. Instant Message Data Collected by Avotus Enhanced Usage
Reporting for Unified Communications

Generate some IM data and verify that Avotus EUR can download the archived IM data from the

SFTP server. Compare the values of data fields of the IM records with the expected values and

verify that the values match. Screen below shows the raw IM data collected by Avotus EUR

which was then compared with the IM data archived in the SFTP server.

=<?xml version="1.0" encoding="UTF-8"?=
- <messages>
- «=message direction="IN">
<timestamp>=2017-06-02T14:57:28-UTC</timestamp>
<threadld>AF86488C-2C55-47B7-DA4F3D8 < /threadld=
<sender>56208@presence.bvwdev.com/19618f06-ab79-5bcb-9742-ae07213a6fdb</sender>
<recipient>=56207@presence.bvwdev.com</recipient=
- <body>
- <![CDATA[
hi from 56208
1=
</body>
</messagex>
- <message direction="0UT"=>
<timestamp>2017-06-02T14:57:28-UTC</timestamp=>
<threadld>AF86488C-2C55-47B7-DA4F3D8 < /threadld=
<sender>56208@presence.bvwdev.com/19618f06-ab79-5bcb-9742-ae07213a6fdb</sender>
<recipient>56207@presence.bvwdev.com </recipient>
- <body>
- <I[CDATA[
hi from 56208
11>
</body=
</message:x
- «=message direction="IN">
<timestamp=2017-06-02T14:57:37-UTC</timestamp>
<threadld>AF86488C-2C55-47B7-DA4F3D8 < /threadld:=>
<sender>56207@presence.bvwdev.com/fc57fb25-0813-5b4a-9f09-77c2ef551e7d < /sender>
<recipient>=56208@presence.bvwdev.com</recipient>
- <body>
- <![CDATA[
ok
11=
</body=
</messagex>
- <message direction="0UT">
<timestamp=2017-06-02T14:57:37-UTC</timestamp>
<threadld>AF86488C-2C55-47B7-DA4F3D8 < /threadld>
<sender>56207@presence.bvwdev.com/fc57fb25-0813-5b4a-9f09-77c2ef551e7d < /sender>
<recipient>56208@presence.bvwdev.com </recipient>
- <body>
- <I[CDATA[
ok
11>
</body=
</messagex
</messages>
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9. Conclusion

These Application Notes describe the steps required to configure Avotus Enhanced Usage
Reporting for Unified Communications to interoperate with Avaya Aura® Presence Services
snap-in and capturing/processing archived Instant Message records. All feature and serviceability
test cases described in Section 2.1were passed with observations if any pointed in Section 2.2.

10. Additional References
This section references the product documentation relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

1.
2.
3.

4,
5.
6. Administering Avaya Breeze™, Release 3.3, Issue 1 May 2017
7.

Administering Avaya Aura® Session Manager, Release 7.1, Issue 1 May 2017
Deploying Avaya Aura® System Manager, Release 7.1, Issue 1 May 2017
Administering Avaya Aura® System Manager for Release 7.1, Release 7.1, Issue 2 May
2017

Avaya Aura® Communication Manager Feature Description and Implementation,
Release 7.1, Issue 1 May 2017

Deploying Avaya Breeze™, Release 3.3, Issue 1 May 2017

Avaya Aura® Presence Services Snap-in Reference, Release 7.1, Issue 1 May 2017

Product documentation for Avotus products may be found at,
http://avotus.com/telecom-enhanced-usage-reporting.asp
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