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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.1 and Avaya Session
Border Controller for Enterprise Release 7.0 to support Clearcom SIP Trunking Service using
TLS.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints. For privacy, TLS for
Signaling was used inside of the enterprise (private network side) and outside of the enterprise
(public network side).

Clearcom SIP Trunking Service provides PSTN access via a SIP Trunk between the enterprise
and Clearcom’s network as an alternative to legacy analog or ISDN-PRI trunks. This approach
generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Clearcom is a member of the Avaya DevConnect Service Provider Program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps necessary for configuring Session Initiation Protocol
(SIP) Trunking service between Clearcom and an Avaya SIP-enabled enterprise solution using
Transport Layer Security (TLS).

In the configuration used during the testing, the Avaya SIP-enabled enterprise solution consists of
Avaya IP Office 500v2 Release 9.1 (hereafter referred to as IP Office), Avaya Session Border
Controller for Enterprise Release 7.0 (hereafter referred to as Avaya SBCE), Avaya Communicator
for Windows and Avaya Deskphones, including SIP, H.323.

For privacy, TLS transport for Signaling was used inside of the enterprise (private network side) and
outside of the enterprise (public network side). RTP was used inside of the enterprise (private
network side) and outside of the enterprise (public network side) (refers to Section 2.2).

The Clearcom SIP Trunking Service referenced within these Application Notes is designed for
business customers. Customers using this service with the Avaya IP Office solution are able to place
and receive PSTN calls via a broadband WAN connection using the SIP protocol. This converged
network solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-PRI
trunks. This approach generally results in lower cost for the enterprise.

The terms “service provider” or “Clearcom” will be used interchangeable throughout these
Application Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Solution & Interoperability Test
Lab by connecting IP Office and the Avaya SBCE to the Clearcom SIP Trunking service via the
public Internet, as depicted in Figure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.
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2.1 Interoperability Compliance Testing

To verify the Clearcom SIP Trunking service offering with Avaya IP Office and the Avaya SBCE
using TLS transport for signaling, and RTP for media, the following features and functionalities
were exercised during the compliance testing:

SIP Trunk Registration (Dynamic Authentication).

Incoming PSTN calls to various Avaya endpoints, including SIP and H.323 telephones at the
enterprise. All incoming calls from the PSTN were routed to the enterprise across the SIP
trunk from the service provider network.

Outgoing PSTN calls from Avaya endpoints, including SIP and H.323 telephones at the
enterprise. All outgoing calls to the PSTN were routed from the enterprise across the SIP
trunk to the service provider network.

Incoming and outgoing PSTN calls to/from Avaya Communicator for Windows.

Dialing plans including local calls (within Mexico), international, outbound toll-free, etc.
Caller ID presentation.

Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect via normal call termination by the caller or the called parties.

Proper disconnect by the network for calls that are not answered (with coverage to voicemail
off).

Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper codec negotiation and two way speech-path. Testing was performed with codecs:
G.729A, G.711A and G.711U, Clearcom’s preferred codec order.

Proper response to no matching codecs.

Fax.

Proper early media transmissions.

Voicemail and DTMF tone support using RFC 2833 (leaving and retrieving voice mail
messages, etc.).

Outbound Toll-Free calls, interacting with IVR (Interactive VVoice Response systems).
Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

Mobility twinning of incoming calls to mobile phones.

Note

: Remote Worker was tested as part of this solution. The configuration necessary to support
remote workers is beyond the scope of these Application Notes and is not included in these
Application Notes.

Items not supported or not tested included the following:

Operator (0) and operator assisted calls (0+10).
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2.2 Test Results

Interoperability testing with Clearcom SIP Trunking service was successfully completed with the
exception of observations/limitations described below:

Secure Real-time Transport Protocol (SRTP): SRTP supports RTP media protection on a
point to point basis providing confidentiality, message authentication and replay protection.
As SRTP is point to point, all individual links involved in the VolIP call, including key
exchange/signaling, must be secure for the call to be secure from end to end. During the
compliance test it was observed that RTP, instead of SRTP, was always used. Calls would
fail if the use of SRTP was enforced. This behavior may be caused by the far-end not
supporting TLS/SRTP. Thus Best Effort was used during the compliance test, allowing IP
Office and the Avaya SBCE to use SRTP if supported by the far-end, otherwise it defaults to
RTP.

Caller ID on outbound calls: On calls originating from IP Office extensions to PSTN
telephones, the caller ID number shown on the PSTN endpoint was always the main DID
number assigned by Clearcom to the SIP trunk, not the specific DID assigned to that
extension. This includes calls to “twinned” mobile phones, and calls that were forwarded

or transferred back on the SIP trunk to the PSTN, where the number displayed on the

PSTN endpoint was the main DID number on the trunk, not the originator’s caller’s ID.
This may be a requirement of the Clearcom service for all outbound calls, it is listed here
simply as an observation.

Caller ID on inbound calls: On inbound calls made from the test lab in the U.S., the

caller ID shown on the enterprise extensions occasionally showed “Unavailable”, while

in other cases showed numbers corresponding to local PSTN numbers in Mexico, not the
number of the original caller. Calls made from a test number in Mexico showed the

correct caller ID.

Outbound Calling Party Number (CPN) Block: Clearcom did not allow outbound calls
with privacy enabled. When an IP Office user activated “Withhold Number” to enable

user privacy on an outbound call, [P Office sent “anonymous” in the “From” header and

the “Privacy:id” header, while the caller information was still being sent in the
“P-Asserted-Identity” header. Clearcom responded with a “403 PSTN calls are

forbidden” message and the call was rejected.

Outbound call from an enterprise extension to a busy PSTN number: Clearcom did

not send a “486 Busy Here” message on an outbound call to a PSTN number that was

busy, as it was expected on this condition. There was no direct impact to the user, who
heard busy tone.

Call transfer to the PSTN using REFER: PSTN calls that were transferred back to the
network using REFER messages did not work properly. Calls that were blind transferred
dropped. On attended transfers, the REFER message was accepted by Clearcom with a 202
message, but the trunks were not released. Due to these reasons, REFER was left disabled in
the Avaya IP Office for the tests. With REFER disabled, blind and attended call transfers to
the PSTN were allowed to complete, with the caveat that the IP Office was not released from
the call path, and two trunks remained busy for the complete duration of the call.

Fax support: Fax calls using the T.38 protocol failed during the test. G.711 fax was also
tested, but it behaved unreliably. Fax should not be used in this solution.

Incoming Call, SIP Trunk Signaling Failure: When the SIP trunk was forced to an “Out of
Service” condition, and an incoming call was attempted to one of the DID numbers, it took
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from 15 to 30 seconds, depending on the source of the call, for the caller to receive an error
recording from the network. This amount of time seems excessive in these conditions.

2.3 Support

For support on Clearcom SIP Trunking service visit the corporate Web page at:
http://www.clearcom.mx/

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration

Figure 1 illustrates the test configuration used. The test configuration simulates an enterprise site
with an Avaya SIP-enabled enterprise solution connected to the Clearcom SIP Trunking service
through the public Internet.

The Avaya components used to create the simulated enterprise customer site includes:
Avaya IP Office 500v2.

Avaya IP Office Voicemail Pro.

Avaya Session Border Controller for Enterprise.

Avaya 96x1 Series H.323 IP Deskphones.

Avaya 1100 Series SIP IP Deskphones.

Avaya Communicator for Windows.

Located at the edge of the enterprise is the Avaya SBCE. The Avaya SBCE has two physical
interfaces, interface B1 is used to connect to the public network, interface Al is used to connect to
the private network. All SIP and RTP traffic entering or leaving the enterprise flows through the
Avaya SBCE. The Avaya SBCE provides network address translation at both the IP and SIP layers.

Also located at the enterprise site is Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM®64 (Voice Compression Module) for supporting VolP codec’s.
The IP Office LANL interface connects to the inside (Al) interface of the Avaya SBCE across the
enterprise LAN (private) network. The outside interface of the Avaya SBCE (B1) connects to
Clearcom’s network via the public Internet.

For inbound calls, the calls flowed from the PSTN to Clearcom’s network to the Avaya SBCE, then
to IP Office.

Outbound calls to the PSTN were first processed by IP Office. Once IP Office selected the proper
SIP trunk; the call was routed to the Avaya SBCE, across the public Internet, to Clearcom’s network.

The transport protocol between the Avaya SBCE and Clearcom, across the public Internet, is SIP
over TLS. The transport protocol between the Avaya SBCE and IP Office, across the enterprise
private IP network, is also SIP over TLS.
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For the purposes of the compliance test, users dialed a short code of 9 + N digits to make calls across
the SIP trunk to Clearcom. The short code 9 was stripped off by Avaya IP Office but the remaining
N digits were sent unaltered to the network

In an actual customer configuration, the enterprise site may also include additional network
components between Clearcom and the enterprise. A complete discussion of the configuration of
these devices is beyond the scope of these Application Notes. However, it should be noted that SIP
and RTP traffic between the service provider and the enterprise must be allowed to pass through
these devices.

For confidentiality and privacy purposes, actual public IP addresses and DID numbers used during
the compliance test have been replaced with fictitious IP addresses and DID numbers throughout
these Application Notes.
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Figure 1: Avaya Interoperability Test Lab Configuration.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the compliance testing.

Equipment/Software | Release/Version
Avaya
Avaya IP Office 500v2 9.1.6.0 Build 153
Avaya IP Office DIG DCPx16 V2 9.1.6.0 Build 153
Avaya IP Office Manager 9.1.6.0 Build 153
Avaya Voicemail Pro Client 9.1.6.0 Build 2
Avaya Session Border Controller for Enterprise 7.0.1-03-8739
(running on Portwell CAD-0208 platform)
Avaya 96x1 Series IP Deskphones (H.323) 6.6029
Avaya 1140E IP Deskphones (SIP) SIP1140e Ver. 04.04.18.00
Avaya Communicator for Windows 2.0.3.40
Clearcom

OpenSIPS Softswitch 1.9
OpenSIPS Session Border Controller 1.9

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500v2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.
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5. Configure IP Office

This section describes the IP Office configuration required to interwork with Clearcom SIP Trunking
service. IP Office is configured through Avaya IP Office Manager (IP Office Manager) which is a
PC application. On the PC, select Start = Programs = IP Office & Manager to launch IP Office
Manager. Navigate to File > Open Configuration, select the proper IP Office from the pop-up
window, and log in with the appropriate credentials. A management window will appear as shown in
the next sections. The appearance of IP Office Manager can be customized using the View menu
(not shown). In the screenshots presented in this section, the View menu was configured to show the
Navigation Pane on the left side and the Details Pane on the right side. These panes will be
referenced throughout these Application Notes.

These Application Notes assume the basic installation and configuration of IP Office have already
been completed and are not discussed here. For further information on IP Office, please consult
References in Section 11.

5.1 Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact
an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License, then
from the license tab, locate SIP Trunk Channels. Confirm that there is a valid license with
sufficient “Instances” (trunk channels) in the Details pane. Note that the full License Keys in the
screen below is not shown for security purposes.

IP Offices |
=-& BOOTP (3) License | Remote Server
H-4 Operator (3)
=7 0DEDOT06530F License Mode License Mormal
-3 Systemn (1)
%3 O0EOOT06530F Licensed Yersion 91
-7 Line (5) )
+ = Control Unit (4) Serial Number (ADI)
-4 Extension (37)
0 UserG2) PLDS Host ID
=38 Group (1) PLDS File Status Not Present / Invalid
8% Short Code (65)
B Service (0)
-y RAS (1)
+% Incoming Call Route (4) Feature License Key  Instances Status Expiry Date Source
""" WARN Port (0
_____ 2= Directory (éJ] IPSec Tunnelling MIKcnXtM.., 255 Valid Mewver ADI Medal
..... £ Time Profile (0) Proactive Reporting ttDpénbsd.. 255 Valid Mever ADI Nedal
+® Firewall Profile (1) Report Viewer Twetl3mdg... 255 Valid Mewver ADI Modal
=il IP Route (4) Mobility Features OICIuRgHw... 255 Obsolete Never ADI Nodal
""" : 'E“”“”t C;de @ Advanced Small Community Netw... DaQI7VeSv... 255 Obsolete Never ADI Nodal
m IP500 Vioice Metworking Channels  T39BkgBXv... 255 Valid Mewver ADI Modal
+§ ; User Rights (8) IP500 Upgrade Standard to Profess...  QaHgn76v.. 255 Obsolete Mewver ADI Modal
+- ARS (1) IP500 Voice Metworking Channels JaHLHAVF.. 4 Valid Mever ADI MNodal
----- @ RAS Location Request 0) || |[SIP Trunk Channels 13CQzGBYD... 255 Valid MNever ADI Nodal |
""" &8 Location (0) VPN IP Extensions @qm3f0o.. 255 Obsolete Mever ADINodal
28 Authorization Code (0 1
uthorization Code (0) 1PS00 Universal PRI (Additional cha... 2TXC@00... 255 Valid Never ADI Nodal
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5.2 System

Configure the necessary system settings. In an Avaya IP Office, the LAN2 tab settings correspond to
the Avaya IP Office WAN port (public network side) and the LANL1 tab settings correspond to the
LAN port (private network side). For the compliance test, the LANL1 interface was used to connect
Avaya IP Office to the enterprise private network (LAN), LAN2 was not used.

5.2.1 System - LAN1 Tab

In the sample configuration, the MAC address 00E00706530F was used as the system name. The
LAN port connects to the Avaya SBCE across the enterprise LAN (private) network. The LAN1
settings correspond to the LAN port in IP Office. To access the LAN1 settings, navigate to System
(1) > 00E00706530F in the Navigation Pane, then in the Details Pane, navigate to the LAN1->
LAN Settings tab. The LANL1 settings for the compliance testing were configured with following
parameters:

e Setthe IP Address field to the LAN IP address, e.g., 172.16.5.60.

e Setthe IP Mask field to the subnet mask of the private network, e.g., 255.255.255.0.
e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).
IP Offices 7
+{‘ BOOTP (3) Systeml LAML | Lam2 | DMS | Yoicemail | Telephony | Directory Services | System Events
-7 Operator (3)
=53 DOEO0706530F LAN Settings | volp | Metwork Topologﬂ
i =2 System (1)
¢ | -2 DOEO0706530F IP Address 172 16 5 60
-4 Line (5)
+ = Control Unit (4) IP Mask 255 255 255 0
:? ﬁ:rnggjn &7 Primary Trans. IP Address 0 0 0 0
+;u Group (1) RIP Mode \None -
8% Short Code (65)
- Service (0) [T] Enable NAT
ol RAS (1)
+® Incoming Call Route (4) Nurnber Of DHCP IP Addresses 200 =

""" & WaN port () DHCP Mode
----- #2 Directory (0] I —
----- £ Time Profile (0) ) Server () Client ) Dialin @ Disabled Advanced
+1-(@) Firewall Profile (1)

+-Jill IP Route (4)

----- B Account Code (0)

----- % Licensze (75)

----- % Tunnel [0

+-f3 User Rights (8)

- ARS (1)

----- « RAS Location Request (0)
""" & Location (0)

----- m Authorization Code (0)

The VolP tab as shown in the screenshot below was configured with following settings:
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e Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

e Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to
Clearcom.

e Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register using
the SIP protocol.

e Enter the Domain Name of the enterprise under Domain Name.

e Verify the UDP Port, TCP Port numbers under Layer 4 Protocol are set to 5060 and TLS
port is set to 5061.

e Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

e Inthe Keepalives section at the bottom of the page, set the Scope field to RTP-RTCP,
Periodic Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office to
send keepalive packets at the beginning of the calls and every 30 seconds thereafter if no
other RTP traffic is present.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

>y'.wrw&‘ ONS "Ju-cemn Telephony | Directory Services | System Events | SMTP | SMOA. | Teaeing | VOM | Codecs | VelP Secury
LAN Settings | VOF | Network Tepology

Auto-creste Bxtn . eate Lse ¢! H323 Remote Extn Enable

Famots Call Signaling Peet 1720

/| SIP Trunks Enable

7] 5P Registrar Enabile

Q Auto-create Bon/User ¥ SIP Ramote Exts Eretie
@)
Doman Namse wwys abcom
=5 Durectory 0)
Time Profile 0 ¥ wop UL® Pont 5060 Remoote UDP Port 5060
: @ Frewall Prohie {1
« Il 1P Route (4) Layer 4 Protacel 7 TCP TCP Pert 500 : Rervte TCP Pov 5000
& Acc de 0] :
SARIE TiSPon 2061 Rerveete TLS Pont 3061
Challenge Expiry Tume (secs) 10
RYP
Port Numbes Range
Mireraam 40152 - Mavrraam $3M6
Port Number Range (NAT)
Mirmer 49152 9 Mycerram S346
V! Enable RTCP Menitenng en Port 0%
RTCP coflector P addresz for phones
Keepakves
Scope RIP-RTCR w | Pencchc bmecat ES
Intial kespalves Enabled b

In the Network Topology tab, configure the following parameters:
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o Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. In the compliance testing, it was set to Open Internet. With this
configuration, even though the default STUN settings are populated, they will not be used.

e Set the Binding Refresh Time (seconds) to a desired value. The value of 300 (or every 5
minutes) was used during the compliance testing. This value is used to determine the
frequency that IP Office will send OPTIONS heartbeats to the service provider.

e Verify the Public IP Address is set to 0.0.0.0.
e Set the Public Port to 5061 for TLS.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

IP Offices |E 00E00706630F
£ R E‘DE"Y::;'. System| LANL | AN ] DNS \ Voicemail | Telephory 1‘ Directory Services ‘ System Events i SMTP | SMDR . Twinning | WCM
s+ Openator (3)
9 0E00)06530F LAN Settings { Vol | Network Topalogy l
¢ System (1
i Network Topology Discovery
STUN Server Address 625016513 STUN Port M7
Cordrol Unit (4)
+ -4 Baensan (37) Firewall/NAT Type Open Intermet -
i User32)
i Q8 Group {1} Binding Refresh Time {seconds) 300
i 9% Short Code (65
@ senvice ) Public [P Address 0 0 0 0 Run STUN
+ ool RAS L)
€ Incoming Call Route (4 Public Port
@ WANPort (0) X r—
o Directory [0) o —
) Time Profiée (0)
e 0
+ @ Feewall Profile (1) s .
+ W 1P Route (4) [':LS 5051 s ]
&M Accoumt Code )
. License (75) Run STUN on startup
W Tunnel )
t &. User Raghts (8)
¥ ARS (1)
# RAS Locstion Request D)
5 Locstion {0)
8 Authorization Code @)
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5.2.2 System - Telephony Tab

Navigate to the Telephony = Telephony Tab in the Details Pane, configure the following
parameters:
e Choose the Companding Law typical for the enterprise location, U-Law was used.
e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call
transfers to the PSTN via the SIP trunk to the service provider.
e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).

i e ) { I I 1 i
4 f;olfo'fd System | Lt [Lan [ ONS | voicemai| Telephony | Directory Services | System vents | sMTP | SMOR | Twinning | vEM | Codecs
ot (™ er ) — — e | Dbt - e = =i Bt | et ) <2 Bt Sl
& 000650 [Tetephony | Park & Page] Tones & Music| fing Tones [ sM | CatiLog | Tut
o S’,nm (ll = . . ) . B )
“& D0E0OT06530F Analogue Extensions Companding Law
£ 4 Lne (5) Switch Line
Control Unt (4) Default Outside Call Sequence Normal -
i 4 Extension (37) ———— - o
i WeB32) Default Inside Call Sequence Ring Typel - @ Uiaw ) EEEN The
. ' Group (1) -
+- 9% Shon Code (83) Default Ring Back Sequence Ring Type 2 -
4 A-L A-Lawl
: :"S"" LY Restrict Analogue Extensicn Ringer Voltage /23 cipi
+ RAS ()
. s Incaming Call Route (4)
WAN Past €) Dial Debay Time (secs) 3 .
s Directory (0) : S
/! Time Profile (%) Dial Defay Count 0 ] Auto Hold
& o Feewall Profile (1) Diel By Name
P foute (&) Defau No Answer Time (secs) 2 a :
& Account Code {0} ¥ Show Account Code
W, License (75) Hold Timeout (secs) 0 .
W Tunnel @) ok T . 200 [ Inkibit Of-Switch Foeward/ Teanaler ]
-84 User Rights @) ack Timeout (secz) 3
5 Restrict Network Interconmect
¥ ARS 1) Ring Delay (secs) 5 s
" RAS Location Reguent 0) ' - R Inclisde location specific mfoer
% Location M) Call Prority Promotion Tame (secs)  Disabled :
u Autherzation Code ) ‘ ~ DOrop External Only Iimpromptu Conference
Defauk Currency |USD v
Vizually Diferentiate Edernat Call
Defaut Name Priority | Favor Trunk -
s . Unsuperised Analog Trunk Dsconnect Handling
Media Connection Preservation | |
: ' 4| High Queity Conferencing
Phone Failback | Manual - 5
! ¥! Digital/Analogue Auto Create Uses
Legn Code Complexity
Eof Directory Overrides Barring
nforcement
mples
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5.2.3 System - Twinning Tab
Navigate to the Twinning tab on the Details Pane, configure the following parameters:
e Uncheck the Send original calling party information for Mobile Twinning box. This will
allow the Caller ID for Twinning to be controlled by the setting on the SIP Line (Section
5.4). This setting also impacts the Caller ID for call forwarding.
e Click OK to commit (not shown).

IP Offices \[sz 00E00706530F"
o4& apind Systen | LANL | LANG | ONS | Voscemail | Telephony | Directory Services | System Events | st | smoR VM | Codecs
£ 4+ Operator (3) 1o 2 ORa S | 2 1 - :
¥ DOECOP0OES530F l Send original calfing party informetion for Mobde Twinning I

~N Y (1 -
» System (3) Calling party smformatson for

Mobile Twanrng

= D0ESONESIOF

14 Une(d)
Control Unit (4)
i 4p Extension (37)
i § UserB2)
il 4 Geowp (1)
il 9% Short Code $65)
, Service )
i M, RASQ)
< § Incoming Call Route (4)
@ wan Port (0)
“n Dwectory )
Time Profile 10)
3 @B Firewall Profile (1)
L ' P Route (4)
& Account Code (0)
W Licens= (75)
¥ Tunnel {0)
i s User Rights (8}
3 ARS (1)
# RAS Location Reques: (0)
B Location 1)
“ Authorustion Code (D)
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5.2.4 System - Codecs Tab

For Codecs settings, navigate to the System (1) = 00E00706530F in the Navigation Pane, select
the Codecs tab and configure the following parameters:

e The RFC2833 Default Payload field allows for the manual configuration of the payload
type used on SIP calls that are initiated by the IP Office. The default value 101 was used.

e For Codec Selection, select the codecs and codec order of preference on the right, under the
Selected column. The Default Codec Selection area enables the codec preference order to be
configured on a system-wide basis. The buttons between the two lists can be used to move
codecs between the Unused and Selected lists, and to change the order of the codecs in the
Selected codecs list. By default, all IP lines and phones (SIP and H.323) will use the system
default codec selection shown here, unless configured otherwise for a specific line or
extension. The example below shows the codecs used for IP phones (SIP and H.323), the
system’s default codecs and order was used.

e Click OK to commit (not shown).

S 00E00706530F"
Systemn | LANL | LAN2 | DNS | Vocemad | Telephony | Dwectary Serices | System Events | SMTP | SMOR | Twanning | YCM
I RFC2833 Defauk Payload 101
Available Codecs Default Codec Selection
Urused Selected
v { G722 64K G711 ULAW 64K
v G711 ALAW 64K
4! G722 64K G.729(s) BX CS-ACELP
7 GI29(a) BK CS-ACELP G.723.1 652 MP-MLQ

Y G231 6k3 MPALQ

+ I P Route (4)
& Account Code (U)
e Licenie (75
W Tunnel ©

J 3 User Rights @)

s ARS Q)

" RA

25 Locaton ()
Q8 Authorizstion Code (0)

Note: The codec selections defined under this section (System — Codecs Tab) are the codecs selected
for the IP phones/extensions. The codec selections defined under Section 5.4.6 (SIP Line — VolP
tab) are the codecs selected for the SIP Line (Trunk).
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5.2.5 System — VoIP Security Tab

Secure Real-Time Transport Protocol (SRTP) refers to the application of additional encryption and
or authentication to VVolP calls (SIP and H.323). SRTP can be applied between telephones, between
ends of an IP trunk or in various other combinations.

Configuring the use of SRTP at the system level is done on the System VolP Security tab using the
Media Security setting. The options are:

e Best Effort

e Disabled (default)

e Enforced

When enabling SRTP on the system, the recommended setting is Best Effort. In this scenario, IP
Office uses SRTP if supported by the far-end, otherwise uses RTP. If the Enforced setting is used,
and SRTP is not supported by the far-end, the call is not established (Section 2.2).

To configure the use of SRTP, navigate to the System (1) = 00E00706530F in the Navigation Pane,
select the VolIP Security tab and configure the following parameters:
e Under Media Security select Best Effort from the pull down menu.
e Under Media Security Options ensure that RTP is checked under Encryptions and
Authentication.
e Under Crypto Suites ensure that SRTP_AES CM_128 SHA1 80 and
SRTP_AES CM_128 SHA1 32 are checked.
e Verify that Strict SIPS is not checked.
e Click OK to commit (not shown).

_ IPOMees. l
R 2O0TP (5

COEQOTO6530F v

Sotes  LANL | LANI | DNZ Vicomal | Tekghony | Directony Sossces | System Events | SMTP  SMDA | Twirmieg | WOM Z:-m:-:r.-.',.u-:-u.(.

Nadin Sacurmy Beux Effon - et P

¥ \NTHIIEO ) GOLOTETY
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5.3 IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the Avaya
SBCE resided on the same IP subnet, so an IP route was not necessary. In an actual customer

configuration, these two interfaces may be in different IP subnets, and in that case an IP route would
have to be created to specify the IP address of the gateway or router where the IP Office needs to

send the packets in order to reach the IP subnet where the Avaya SBCE resides.

To create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the IP subnet where the Avaya SBCE resides (if located in
different subnets), on the left navigation pane, right-click on IP Route and select New.
e Set the IP Address and IP Mask of the subnet of the private side of the Avaya SBCE, or
enter 0.0.0.0 to make this the default route.
e Set Gateway IP Address to the IP Address of the default router in the IP Office subnet.
e Set Destination to LAN1 from the pull-down menu.
e Click OK to commit (not shown).

IP Offices

X,
%

H—

T---R BOOTP (3]
f-":j' Operator (3)
' DOEDOT06530F

2 Systemn (1)
-5y Q0EQOT06530F
-4 Line (5)

<2 Contral Unit (4)
-y Extension (37)
-§  User (32)
~%@ Group (1)
-@% Short Code (65)
-8 Service (0)
ol RAS (1)
e Incoming Call Route (4]
- $E WAN Port (0)
- Directory (0]
£ Time Profile (0)
@8 Firewall Profile (1)
IP Route (4)
1]
172.31.20.0
Bl 192.168.188.0

-l 192.168.99.0

-l Account Code ()
B License (75)
il Tunnel 0]
-fi5 User Rights (8)
- ARS (1)
- RAS Location Request (0)
- Location (0)
ﬁ Authorization Code (0)
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5.4 SIP Line

A SIP Line is needed to establish the SIP connection between IP Office and Clearcom SIP Trunking
Service. The recommended method for configuring a SIP Line is to use the template associated with
these Application Notes. The template is an .xml file that can be used by Avaya IP Office Manager
to create a SIP Line. Follow the steps in Sections 5.4.1 and 5.4.2 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP trunk Registration Credentials.

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Sections 5.4.3 to 5.4.7.

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.3 t0 5.4.7.

5.4.1 Importing a SIP Line Template

Note: DevConnect generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office Standard
Edition (500v2) and IP Office Server Edition systems. Alternatively, binary templates may be
generated. However, binary templates include all the configuration parameters of the Trunk,
including sensitive customer specific information. Therefore, binary templates should only be used
for cloning trunks within a specific customer’s environment.

1. Copy a previously created template file to a location (e.g., C:\Temp) on the same computer where
IP Office Manager is installed. By default, the template file name will have the format AF_<user
supplied text>_SIPTrunk.xml, where the <user supplied text> portion is entered during
template file creation.

Note: If necessary, the <user supplied text> portion of the template file name may be modified,
however the AF_<user supplied text>_SIPTrunk.xml format of the file name must be
maintained. For example, an original template file AF_TEST _SIPTrunk.xml could be changed
to AF_Testl SIPTrunk.xml. The template file name is selected in Section 5.4.2, step 2, to create
a new SIP Line.
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2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager, navigate
to File - Preferences. In the IP Office Manager Preferences window that appears, select the
Visual Preferences tab. Check the box next to Enable Template Options. Click OK.

i . ™y
" IP Office Manager Preference- &Iﬂ

| Preferences | Directories | Discoveryl Visual Preferences || Security | 1«n"ali-::latiru'r1|

Icon Size ’Small vl
[T Multiline Tabs
| Enable Template Optiunsl
Enable Termnplate Creaticn

(i) | OK ‘ | Cancel ‘ | Help

b A

3. Import the template into IP Office Manager. From IP Office Manager, select Tools = Import
Templates in Manager.

File Edit View | Tools | Help

2E-d 3 E Extension Renumber...
Homo_IPC_SEC Line Renumber...
I Connect To...
Export 3

---R BOOTP (3) SCM Service User Management

1% Operator (3]

EI""":-\.J Homo_IPO_SBC Busy on Held Validation Number
(-5 System (1) ) )
E‘T?. Line (5) MSM Configuration Domain Mar
CoTeS Print Button Labels
=i £
¥':I g Import Templates in Manager [}rp
T?I 8 Location
...... 17|
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4. A folder browser will open. Select the directory used in step 1 to store the template(s) (e.g.,
C:\Temp).

Browse For Folder Iﬁ

Select a folder to import templates from -

. ProgramData
. SUPPORT
» L. swtools

) swwork

. Temp

| tmp
J Trilogy

» 1 Users
F mn b

[ Ok ] [ Cancel ]

e =

In the reference configuration, template files AF_CLTLSIPO91SBCE7_SIPTrunk.xml was
imported. The template files are automatically copied into the IP Office default template location,
C:\Program Files\Avaya\lP Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating success or
failure. Click OK.

IS = ™
Template Provisioning @
T

ll . '| Successfully imported templates to IP Office Manager from
@Y C\Temp

[ ox ||
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Note: Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it cannot be

viewed. To enable browsing of the \Templates directory, open Windows Explorer, navigate to
C:\Program Files\Avaya\lIP Office\Manager\Templates (or C:\Program Files (x86)\Avaya\IP
Office\Manager\Templates), and then click on the Compatibility files option shown below. The
\Templates directory and its contents can then be viewed.

o A"‘" » Computet » Avaya eS0E(CH » Program Flles (6] » Avays » 2 Office » Manager »
Fie Edt View Toolr Help
Orgenus = Inchude in Abary = Shase wth © Bum Compalibdity lles Hew foldes
b Faoomes Nt - D difed Typ
BB Destrcp i de-DE
# Dowriceds L oenUS da1
Moes-MX 132
4 Libanes L fefR Ader
* Documents b IPSET-LBESTIM.CTM
o Mumc b nar
o Pictre L LMGreeting 13y
B videos 4. MemonCary 4o
LonbNG et
1 Computer 4 Phonelmages ohsbar
& Fveya eSO (T L pt-BR ide!

I@! .. ¥ Gonzalez, Helmut (Helmut) =CTR*™ » AppData » Local » VirtualStore » Program Files (x86) » Avaya » IP Office » Manager » |

File Edit View Tools Help
Organize « = Open Include in library Share with + Burn Mew folder
% Favorites i MName ° Date modified Type Size
M Desktop | | . Templates 12/8/2015 2250 PM  File folder
& Downloads | _end_of_phone_binaries.td 3/19/2014 1:09 PM Text Document 1KB

G@"I L v Gonzakez, Helmwt (Helmut] “CTR™ » AppData » Local » VitusSiore » Program Files 5B5) » Avays » P Offica » Mansger » Templates

| Fie Edit View Too Help
Organe » Inctude m idnary - Shate with = Bum HNew foider

X Eavoritas ‘ Name : Date modiied Type Sae
M Deskrop | + 4% CLTISIPORISBCET S Trumbaml S35 1117 AM XML Docuemant 1 x5
& Downicads
2 Recent Places
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5.4.2 Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and select
New SIP Trunk from Template.

=- R BOOTP (3) SIP Line [Transport| SiP URI|velP |
[#-¢# Operator (3)
EI"“.H 00EDOT0E530 Line Nurmber
===y S}f o
i e 1] MNew ’
a -Er' 9  Mew SIP Trunk frem Template
g ] Create SIP Trunk Template
NPT Ctri+X
------ w58 Copy Ctrl+C
Dt& Ce Paste Ctrl+V
G- B, .
EEI---a Us 75 Delete Ctrl+Drel
- Gr| o/ Validate
Eﬂ"'g zh Connect To... Ctrl+T
..... c
ol R Mew from Template (Binary)
EE""@ Ing Export as Template (Binary)
""" Ei:‘ Warrrore ToT il

2. In the subsequent Template Type Selection pop-up window, from the Service Provider pull-
down menu, select the XML template name from Section 5.4.1. Click Create new SIP Trunk.

Note: The drop down menu will display the <user supplied text> part of the template file name (see
Section 5.4.1). If you check the Display All box, then the full template file name is displayed.

p
%" Template Type Selection

Locale Mexico (Latin Spanish)

Service Provider |CLTLSIPOS1SBCE7 v] (| Display Al

Create new SIP Trunk J [ Cancel
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The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 17).

IP Offices

#- K BOOTP (3)
4;.----;:1 Operator (3)
%5 Homo_IPO_SBC

It is important that the SIP Line configuration be reviewed and updated if necessary after the SIP
Line is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.3 t0 5.4.7.
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5.4.3 SIP Line - SIP Line Tab
On the SIP Line tab in the Details Pane, configure or verify the parameters as shown below:

Leave the ITSP Domain Name blank. Note that if this field is left blank, then IP Office

[ ]
inserts the ITSP Proxy Address from the Transport tab as the ITSP Domain in the SIP
messaging.
e Verify that URI Type is set to SIPS.
e Verify that In Service box is checked, which is the default value. This makes the trunk
available to incoming and outgoing calls.
o Verify that Check OOS box is checked, the default value. IP Office will use the SIP
OPTIONS method to periodically check the SIP Line. The time between SIP OPTIONS sent
by IP Office will use the Binding Refresh Time for LAN1, as shown in Section 5.2.1.
o Verify that Refresh Method is set to Auto.
o Verify that Timer (seconds) is set to On Demand.
e Set Send Caller ID to Diversion Header.
e Under Redirect and Transfer, set Incoming Supervised REFER Support and Outgoing
Supervised REFER to Never (Refer to Section 2.2).
e All other parameters should be set to default or according to customer requirements.
e Click OK to commit (not shown).
IP Offices |8 SIP Line - Line 17
‘hwv,pan“tlp Rt Vol 138 Fae| P Credesmints| 9P Advanced | Enginessing

Operator (31 |

RAS O

URI Type Ps 7 Session Timers

Location Cloud - Refresh Method Ao -
Tener (vecendy On Demand

Prefis Forwarding and Twinnng

National Prefo Oniginatee nurriber
Send Caller ID Nooe -

Intematicral Prefu

)
Incorming Call Route i) Country Code Redirect snd Transier
Name Prcnty Systerm Defauk o Ihcoming Superaised REFER Never -
2o Dutgeing Supervived REFER Hevwr -

s6ro2a~s

Lioe Number i S In Service v

ITS® Domain Neme Check 005 v

Send 302 Moved Temponedy

Dutgeing Sind REFER
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5.4.4 SIP Line - Transport Tab

Select the Transport tab; configure the parameters as shown below:
e Setthe ITSP Proxy Address to the IP address of the inside interface (or private side)
assigned to the Avaya SBCE, as shown on Figure 1 (Note: On interface Al of the Avaya
SBCE, IP address 172.16.5.71 was used to connect to IP Office, refer to Section 7.5.1).

e Setthe Layer 4 Protocol to TLS.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.1.
e Set the Send Port to 5061.

e Default values may be used for all other parameters.
e Click OK to commit (not shown).
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5.4.5 SIP Line - SIP URI Tab

Two SIP URI entries must be created to match each outgoing number that Avaya IP Office will send
on this line and incoming numbers that Avaya IP Office will accept on this line.

To set the SIP URI for outgoing numbers, select the SIP URI tab, then click the Add button and the
New Channel area will appear at the bottom of the pane. To edit an existing entry, click an entry in
the list at the top, and click the Edit button. The entry was created with the parameters shown below:
e Set Local URI to the user name associated with the SIP trunk credentials provided
by Clearcom. Clearcom required the user name to be sent in the “From” header.
e Set Contact, Display Name and PAI to Use Internal Data.
e Under Registration, select 0: <None> from the pull-down menu.
e Set Incoming Group to 0.
e Set Outgoing Group to 17 (SIP Line number being used).
e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern
e Click OK.
e Click OK again to commit (not shown).

IP Offices ‘ iz SIP Line - Line 17°
'"x BOOTP (3) |SIP LinelTransport' SIP URI |VoIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineeringl
[-¢# Operator (3)
-3 O0E00TOG530F Channel Groups Via Local URI Ceontact Display Name PAI Credential Max Callg Add...
LIME}[SETU?G%;USS%F 1 0 17 17216560 Userl23 0: <Non... 10
' = 2 17 0 17216560 N.. 0:<Non.. 10 Remove
Edit...
[#-=r Control Unit (4)
-4 Extension (37)
-§  User (32)
[-4@ Group (1)
[+-@% Short Code (85)
""" B Service 0) Edit Channel
EJ---@ Inceming Call Route (4) Via 17216.5.60
----- @ i
..... == Directory (0) Local URI Userl23 - Cancel
£ Time Profile (0) T ——
EJ"'@ Firewall Profile (1) Contact se Internal Data -
-l IP Route (4) .
Display M UseInternal Data -
----- 8 Account Code (0] 'splay Name
----- % License (75) pAI Use Internal Datal -
----- W& Tunnel (0)
#-§q User Rights (8) Registration ’0: =Mone> -
"¢ ARS (1)
----- #~ RAS Location Request (0] Incoming Group 0
""" & Location (0) )
----- 28 Authorization Code (0) Outgeing Group 17
Max Calls per Channel 10 =

To set the SIP URI for inbound calls, select the SIP URI tab and click the Add button. The New
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Channel area will appear at the bottom of the pane. Set the parameters as shown below:

e Set Local URI, Contact and Display Name to Use Internal Data. This setting allows
calls on this line that have a SIP URI that matches the number set in the SIP tab of any
user as shown later in Section 5.6.

e Set PAI to None.

e Under Registration, select 0: <None> from the pull-down menu.

e Set Incoming Group to 17 (SIP Line number being used).

e Leave the Outgoing Group field with the default value 0.

e Set Max Calls per Channel to the number of simultaneous calls to be allowed on the SIP
trunk using this SIP URI pattern.

e Click OK.

e Click OK again to commit (not shown).

IP Offices ‘ Z SIP Line - Line 17*
’!- BOOTP (3) |SIP‘ LinelTransportl sIP URIlVoIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineeringl
[H-g7 Operator (3)
=457 (0E00T0G530F Channel Groups Via Local URI  Contact Display Name PAI  Credential Max Calls Add...
1 017 17216560 WUserl23 0: <Mon.. 10
L Q0EQI706530F 2 17 0 17216.5.60 N.. 0:<Nen.. 10 Remeve
""" 1 Edit...
----- - 2
..... oy, 18
..... \ . 19
[#-+<=r Control Unit (4]
(-4 Extension (37)
- User 32)
&-55¢ Group (1)
(8% Short Code (B5)
""" B service (0) Edit Channel
EJ---@ Inceming Call Route (4) Via 17216560
----- @ i
----- =5 Directory (0] Local URT Use Internal Data -
O Ti i
[]@ ;I:gi:;:';f:l;ifgjm Contact Use Internal Data -
UE T:ICE‘EE:: (:Znode ) Display Name Use Internal Data -
----- & License (75) PAT [None] -
""" W& Tunnel (0]
-y User Rights (8) Registration l[l: <MNone> -
(- ARS (1)
----- " RAS Location Request (0) Incoming Group 17
----- & Location (0) )
----- ‘m Authorization Code (0) Outgoing Group 0
Max Calls per Channel 10 =

5.4.6 SIP Line - VoIP Tab

Select the VolIP tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e The Codec Selection was configured using the Custom option, allowing an explicit order of
codecs to be specified for the SIP Line. The buttons allow setting the specific order of
preference for the codecs to be used on the SIP Line, as shown. Clearcom supports codec
G.729(a), G.711 ALAW and G.711ULAW for audio, with G.729(a) being the preferred
codec.

e Select None for Fax Transport Support (Refer to Section 2.2).
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e Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

e Set the Media Security field to Same as System (Best Effort). Use the same setting as the
system setting configured on the System | VoIP Security tab.

e Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on the
trunk.

e Check the PRACK/100rel Supported box, to advertise the support for reliable provisional
responses and Early Media to Clearcom.

e Default values may be used for all other parameters.

e Click OK to commit (not shown).

IP Offices |E : SIP Line - Line 17

i R BOOTP O P Linw | Tramgpont | 519 Uﬂl.ﬁ Fac | SP Coedartiol 5P M-ﬂrc%(nqmnnng
i Operstor 13)
¥ OEDONGA0F VeolF Silence Suppresson
W System (1)
% COEDOTOSS30F

i' 1 Lne (5 [ Ceder Sehacbon Caustom l -

Codec Lockdown

Urvated Selected

| ™~ 17] 6.722 64¥ 6.72912) 8K CS-ACELP
) G.J231 63 MP-MLY GT11 ALAW 64K

- 10 GJ11 ULAW &K

Alow Drect Medie Path

5 ode $£5]

D Service )
v RAS 1)
i Incomyng Call Route |{4)

3 WAN Port (0

# Dyectory (0

Time Frodie 10) Fax Transpont Suppart | None -

# @ Frewal Profile 1)

B8 17 Routs (9 DTMF Suppert RFCZR33 -
i Fo )
o Medin Security Same as System (Best Effont) >
Advanced Media Secunty Options V] Serne As System

Note: The codec selections defined under this section (SIP Line — VVolIP tab) are the codecs selected
for the SIP Line (Trunk). The codec selections defined under Section 5.2.4 (System — Codecs tab)
are the codecs selected for the IP phones/extension (H.323 and SIP).
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5.4.7 SIP Line — SIP Advanced Tab

Select the SIP Advanced tab. For outbound calls with privacy enabled, Avaya IP Office will replace
the calling party number in the From and Contact headers of the SIP INVITE message with
“anonymous”. IP Office can be configured to use the P-Preferred-ldentity (PPI) or P-Asserted-
Identity (PAI) header to pass the actual calling party information for authentication and billing
purposes. By default, IP Office will use the PPI header for privacy. To configure IP Office to use the
PAI header for privacy calls:

e Check the box for Use PAI for Privacy.

e Default values may be used for all other parameters.

e Click OK to commit (not shown).

1P Offices = SIP Line - Line 17

W Linw | Tranepert | 9P URS Vel | 138 #ax | 9P Grodersialy| S5 40

Aliesning Media

woc it Mathod By Source [P addrany -

Call Foutng Mathod Ta Hessle -

e

Hone -

Dvsatries .

= Bavy Reiponse &35 « Buty Here .
M- Aeggannt Tensout -

Ao Cocemast -

Emnasate NOTUY for REFER

No REFER, # uamg Drwernon
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5.5 Extension

In this section, an example of an Avaya IP Office extension will be illustrated. In the interests of
brevity, not all users and extensions will be presented, since the configuration can be easily
extrapolated to other users and extensions. To add an extension, right click on Extension then select
New -> Select H323 or SIP.

Select the Extn tab. Following is an example of extension 3041; this extension corresponds to an
H.323 extension.

IP Offices = H323 Extension: 8002 3041
=-& BOOTP (3) » || Extn |v01p
4% Operator (3)
=% 00E00T06530F Extension ID 8002
E| =7 System (1)
- sy 00E00706530F Base Extension 304
---'[:'{ Line (5)
- Control Unit (4) Phone Password
B[@’ Extension (37) '
. 80121502 Confirm Phone Password
"y 80111540 Caller Display Type On
-y, 8010 1542 Py e
. 8003 3040 Reset Volume After Calls [
} 5002 3041
- G008 3042 . Avava 96
D T Avaya 9641
-4 101 2043 sviee Type !
-y 102 3044
%y, 8000 3047 Location | Automatic
-y 253049 E
-y, 8001 3050 Fallback As Rermote Worker [Auto
-, §009 3055
_@ 26 4002 MDdLIlE 0
-4y 27 4003
0
o 28 4004 Fort
-4 29 4005
-4y 30 4006 Disable Speakerphone ]
-y 31 4007
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Select the VOIP tab. Use default values on VoIP tab. Following is an example for extension 3041;
this extension corresponds to an H.323 extension.

By default, all IP phones (SIP and H.323) will use the system default codec selection configured
under the System Codecs tab (Section 5.2.4), unless configured otherwise for a specific extension by
selecting Custom under Codec Selection on the screenshot shown below. The example below
shows the codecs used for IP phones (SIP and H.323).

By default, all IP phones (SIP and H.323) will use the system default Media Security selection
configured under the System VolP Security tab (Section 5.2.5), unless configured otherwise for a
specific extension by selecting Media Security under VoIP tab on the screenshot shown below. The
Media Security field was set to Same as System (Best Effort). The example below shows the
Media Security used for IP phones (SIP and H.323).

IP Offices = H323 Extension: 8002 3041

fatn -clj"_

P 0 Vol Sitence Suppression
Address [

Enabile Fastszan for
MAC Addrers ( aon-fysye D phones

J| Owr Of Band DYVF
Cadec Selechion Systam Default - Dut OF Band [
. B010 1542

Local Tones

GI2 68K 6751 ULAW 64K
G711 ALAW 84K
G.729(a) 8 CS-ACELP
3,023 643 MP-MLD

¢l Allow Direct Media Path

. 5001 2050

. BO0S 355

& 26807

& 2780

& 23 304

& 25400

: ’; :;’ Pacerve Licente Hone \
A& 3
4 1034011
& 104402 P->T0M Goin Detatt 4
& 1054013

TOM->IP Guin Dot psdt -

Supplementary Sevvices HNone v

Medis Securty Samne 0 Syvten (Bt Eflon) -

Advanced Media Securry Optiona

$ lb Incoming Cal Foute 3
w WAN Port 1)
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5.6 Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first navigate to User in the left Navigation Pane,
and then select the name of the user to be modified. In the example below, the name of the user is
Ext3041 H323.

H—

IP Offices | = Ext3041 H323: 3041

=-& BOOTP (3)
- Operator (3)

»

|| User IVoicemaiI | DND | Short Codes | Source Numbers | Telephonyl Forwarding | Dial In |‘u’oice Recording | Button Programming

-+ 00E00706530F Mame Ext3041 H323
S System (1)
=7 00E00706530F Password waes

#-F9 Line (5)
(-2 Control Unit (4) Confirm Password eeee
[+-48 Extension (37)
=) User (32) Conference PIN

i NoUser Confirm Conference PIN

RemoteManager
""" a" 3055 3055 Account Status Enabled h

----- 3040 Ext3040 H323
= @l3041 Bd3041 H323 Full Name Ext3041 H323

----- 3042 Ext3042 H323

""" 3043 Ext3043 Digita Extension 3041
""" 3044 Ext3044 Digita
..... ' 3047 Ext3047 SIP Ernail Address

----- 3049 Ext3049 Fax |

----- 4002EBdand002 | ||| Locdle ’ 7
----- 4003 Extnd003 Priority ’5 v]
----- 4004 Extnd004

""" 4005 Extnd005 System Phone Rights ’None VI

----- 4006 Extnd006

----- 4007 Extnd007 Profile [Basic User -

----- 4008 Extnd008 .

_____ 4011 Extnd011 = Receptionist

""" 4012 Extnd012 Enable Softphone

----- 4013 Extnd013

..... 4014 Extnd014 [] Enable ocne-X Portal Services

----- 4015 Extnd015
----- 4016 Extn4016

Enable one-X TeleCommuter

..... 4017 Extnd017 [] Enable Remote Worker
----- 4018 Extnd018 i
..... 4019 Extnd019 Enable Communicator

""" 4020 Extnd020
""" 4021 Extnd021
..... 4022 Extnd022 Send Mobility Email
""" 4023 Extnd023
----- 4024 Extnd024
----- e 3050 sip3050

(-4 Group (1)
(@ Short Code (65)
""" B Senvice 0) Device Type Avaya 9641

Enable Mohbile VoIP Client

[C] Ex Directory

Web Collaboration

el

]ag‘ RAS (1)
EJ---@ Incoming Call Route (4
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In the example below, the name of the user is Ext3047 SIP. This is a Softphone user, set the Profile
to Power User and check Enable Softphone.

H—

IP Offices | = Ext3047 SIP: 3047

‘! E]OOTE (3(]3] i User |‘u’oicemai| | DD |Shor‘tCodes Source Numbers | Telephony | Forwarding | DialIn |VoiceRecording Button Programming
# Operator

00ED0706530F Name Ext3047 SIP
7 System (1)
=7 00EOOT06530F Password wasses
-9 Line (5)
(-2 Control Unit (4) Confirm Password LAL Ll L
-4 Extension (37)
=)

=@ User (32) Conference PIN
MolUser

- §m RemoteManager Confirm Conference PIN

- 3055 3055 Account Status ’Enabled -
----- § 3040 Ext3040 H323
""" - 3041 Bxt3041 H323 Full Name Softclient 3047

----- ﬁ 3042 Ext3042 H323

Extension 3047|

Email Address

3049 Ext3049 Fax

w002 Extnd002 |7 ||| LocEle ’ 7)
4003 Extn4003 Priority ’5 v]
4004 Extnd004

4005 Extnd005 Systemn Phone Rights ’None v]
4006 Extnd008

4007 Extnd007 Profile [Power User | -]
4008 Extn4008 —

4011 Extnd011 [T Receptionist

4012 Extnd012 Enable Softphone

4013 Extnd013

4014 Extnd014 Enable one-X Portal Services

4015 Extnd015 Enable one-X TeleCommuter

4016 Extnd016

4017 Extnd017 |:| Enable Remote Worker

4018 Extn4018

4019 Extnd019 Enable Communicator

4020 Bxtnd020 Enable Mobile VoIP Client
4021 Extnd02l |
4022 Extn4022 [7] Send Mobility Email

4023 Extn4023

~§ 4024 Extnd024 [0 ExDirectory
i u%" 305?1]5|p3050 [7] Web Collaboration
roup
8% Short Code (65)
E]E ;ir;i(cle] 0 Device Type ﬁ Unknown SIP device
E]---@ Incoming Call Route (4
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Select the Voicemail tab. The following screen shows the VVoicemail tab for the user with extension
3041. The Voicemail On box is checked. Voicemail password can be configured using the
Voicemail Code and Confirm Voicemail Code parameters. In the verification of these Application
Notes, incoming calls from Clearcom to this user were redirected to VVoicemail Pro after no answer.
Voicemail messages were recorded and retrieved successfully. Voice mail navigation and retrieval
were performed locally and from PSTN telephones to test DTMF using RFC 2833.

IP Offices |E Ext3041 H323: 3041
+’S BOOTP (3) i | User | Voicemail |DND | Short Codes | Source Numbers | Telephony | Forwarding | Dial In |Voice Recording | Button Programming
Operator (3)

00E00706530F Voicemail Code sassee Voicemail On

20 System (1)
= 00E00706530F Confirm Voicemail Code  sssess Voicemail Help
-4 Line (5)
<= Control Unit (4) Voicemail Email ] Voicemail Ringback
-4y Extension (37)
: User (32)

..... Folser [] UMS Web Services
----- i RemoteManager
----- 3055 3055

----- 3040 Ext3040 H323
[i- 3041 B304t 323
----- 3042 Ext3042 H323
----- 3043 Ext3043 Digita
----- 3044 Ext3044 Digita
----- i 3047 Ext3047 SIP

----- 3049 Ext3049 Fax | _ (i)
----- 4002 Extnd002

NI e e

Voicemail Email Reading

) Off Copy Forward Alert
DTMF Breakout

Reception / Breakout (DTMF 0} Systern Default () -

_____ 4003 Extnd003 Breakout (DTMF 2) System Default () -
----- 4004 Extnd004 (D

----- 4005 Extnd005

..... 4006 Extnd006 Breakout (DTMF 3) Systern Default () -
----- 4007 Extnd007 ®

----- 4008 Extn4008
----- 4011 Extnd4011

Select the Mobility tab. In the sample configuration user 3041 was one of the users configured to
test the Mobile Twinning feature. The following screen shows the Mobility tab for user 3041. The
Mobility Features and Mobile Twinning boxes are checked. The Twinned Mobile Number field
is configured with the number to dial to reach the twinned telephone, including the dial access code
“9”, in this case 928815943. Other options can be set according to customer requirements.

E Ex13041 Hy23: 3041 o3 X

Maer | Viocemad | DD | Shoet Cosen | Saurce Humber - Talaphony  foowardng | Ol in | Yoce Becsrdng | Button Pragrimenng | Mar -mg—mmrg '

htermal Twarning

7 Mabiny Feanure

4316 Eandill
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To program a key on the telephone to turn Mobile Twinning on and off, select the Button
Programming tab on the user, then select the button to program to turn Mobile Twinning on and
off, click on Edit = Action->Emulation, select Twinning (not shown). In the sample below, button
4 was programmed to turn Mobile Twinning on and off for user 3041.

IP Offices = Ext3041 H323: 3041

=K BOOTP (3) A
+-{# Operator (3)

-5 0E0DT06530F

37 System (1)

=7 D0EDOTO6530F 1 Appearance a=
Appearance b=

| User |Voicemai| | DND | Short Codes | Source Numbers | Telephony | Forwarding | Dial In |Voice Recording I Butten Pregramming [

Button .. Label Action Action Data

-5 Line (3)

<= Control Unit (4)

+-4 Extension (37)

— User (32)

; NoUser
RemoteManager
3055 3055

3040 Ext3040 H323
3041 Ext3041 H323|
3042 Ext3042 H323
3043 Ext3043 Digita
----- 3044 Ext3044 Digita

Appearance c=

Twinning

[l = - IR W} S PR

=]

Select the SIP tab. The values entered for the SIP Name and Contact fields are used as the user part
of the SIP URI in the “From” and “Contact” headers for outgoing SIP trunk calls. In addition, these
settings are used to match against the SIP URI of incoming calls without having to enter this number
as an explicit SIP URI for the SIP line (Section 5.4). The example below shows the settings for user
“Ext3040 H323”. The SIP Name and Contact are set to one of the DID numbers assigned to the
enterprise by Clearcom. In the example, DID number 5528811242 was used. The SIP Display
Name (Alias) parameter can optionally be configured with a descriptive name.

If all calls involving this user should be considered private, then the Anonymous box may be
checked to withhold the Caller 1D information from the network.

= 7 ) ) ~ Extd041 H323: 3041 7 CEE
User | Vaicernad | D00 | Short Codes | Sosrce Numbess | Telephany | Forwarding | Distin | Voice Reconing | Button Progmmming z.m:wceme-n
3P Nams S5ty
P Display Name (Alay)  Ba304] H323
Corkact S528E11242
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5.7 Incoming Call Route

An incoming call route maps inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system.

In a scenario like the one used for the compliance test, only one incoming route is needed, which
allows any incoming number arriving on the SIP trunk to reach any predefined extension in IP
Office. The routing decision for the call is based on the parameters previously configured for Call
Routing Method and SIP URI (Section 5.4.5 and 5.4.7) and the users SIP Name and Contact,
already populated with the assigned Clearcom DID numbers (Section 5.6).

From the left Navigation Pane, right-click on Incoming Call Route and select New.

On the Details Pane (not shown), under the Standard tab, set the parameters as show below:
e Set Bearer Capacity to Any Voice.
e Set the Line Group ID to the incoming line group of the SIP line defined in Section 5.4.
e Default values may be used for all other parameters.

L1

IP Offices = 17
+a BOOTP (3] Standard |Vaice Recording | Destinations‘
+-3#% Operator (3)
== O0E00706530F
i System (1) Bearer Capability IAn},r Voice -
¢ %2y 00EQOT708530F
-4 Line (5) Line Group ID 17 -
+-<=7 Control Unit (4)
-4 Extension (37) Incoming Number
+-§  User (32)
+,ﬂ Group (1) Incoming Sub Address
+-8% Short Code (65) :
L @ Service (0) Incoming CLI
+oaly BAS ':1? Locale l VI
= e Incoming Call Route (4)
""" e Pricn 1 - Low -
ty
= BN
..... e ] Tag
~{P 18
..... BB WAN Port (0) Haold Music Source ISystem Source 'I
..... aw [y i (i}
..... ) Tilrr.:; gg}ai ) Ring Tone Override Mone -
@ Firewall Profile (1)
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 38 of 122

SPOC 7/18/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSIPO91SBCE7



Under the Destinations tab, enter ““.” for the Destination. This setting will allow the call to

“© D0ED0TOS530F

4 T4 Une(3)

Control Unit (4)

i 4 Extensicn (37)

i Usee32)

. a Group (1)

+ 9% Short Code 85)

O Service 0)

0o BAS O

[ ]
be routed to any destination with a value on its SIP Name field, entered on the SIP tab of
that User, which matches the number present on the user part of the incoming Request URI.

e Click OK to commit (not shown).

IPOffices | = _ 17
: " g‘;f: 4.8 Standerd | Voice Recording [ Oestinations |
<% 00EJ0706530F TumePrctile Destinabon Fallback Edenson
W System (1) »  Default Vaiue [, -

€ Incoming Call Route (4)

w WAN Port 0)
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5.8 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used.

5.8.1 Short Codes and Automatic Route Selection

To create a short code to be used for ARS, right-click on Short Code on the Navigation Pane and
select New. The screen below shows the short code 9N created (Note that the semi-colon is not used
here). In this case, when the Avaya IP Office user dials 9 plus any number N, instead of being
directed to a specific Line Group ID, the call is directed to Line Group 50: Main, which is

configurable via ARS. Configure the following parameters:
In the Code field, enter the dial string which will trigger this short code. In this case, 9N was
used (Note that the semi-colon is not used here).

Set Feature to Dial. This is the action that the short code will perform.

Set Telephone Number to N. The value N represents the number dialed by the user after
removing the 9 prefix. This value is passed to ARS.
Set the Line Group Id to 50: Main to be directed to Line Group 50: Main, this is

configurable via ARS.

Click the OK to commit (not shown).

IP Offices =

9N: Dial

----- % 47 + || Short Code

..... “ *10 Code

..... 83 *51 Feature
Telephone Number M

Line Group ID 50: Main

9N

Dial

1ol RAS (1)
+e Incoming Call Route (4
- E0 WAN Port (0)

#-f§i3 User Rights (8)

- ARS (1)

- RAS Location Request |

Locale

I

Force Account Code ]
Force Authorization Code  [7]

------ 5 Location (0)

o ﬁ Authorization Code (0) +
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The following screen shows the example ARS configuration for the route Main. Note the sequence
of Xs used in the Code column of the entries to specify the exact number of digits to be expected,
following the access code and the first set of digits on the string. This type of setting results in a
much quicker response in the delivery of the call by IP Office.

To create a short code to be used for ARS, select ARS - 50: Main on the Navigation Pane and
click Add. Configure the following parameters:

In the Code field, enter the dial string which will trigger this short code. In this case, 001
followed by 10 Xs to represent the exact number of digits. Note that 001 is used for
international calls from Mexico to North America (U.S.).

Set Feature to Dial. This is the action that the short code will perform.

Set Telephone Number to 001N. The value N represents the additional number of digits
dialed by the user after dialing 001 (The 9 will be stripped off).

Set the Line Group Id to the Line Group number being used for the SIP Line, in this case
Line Group ID 17 was used.

Click OK to commit.

Edit Short Code
Code R EEEE Y
Featurs Dial -
Cancel
Telephone Number 001N
Line Group D 17 -
| Locale | - |
Force Accourt Code
Force Authorization Code

%

Repeat the above procedure for additional dial patterns to be used by the enterprise to dial out from
IP Office.
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The first example highlighted below shows that for calls from Mexico to the North American
Numbering Plan, the user dialed 9, followed by 001 and 10 digits (represented by 10 Xs). The
second example highlighted shows an eight digit number starting with a 28, which is for local calls
in Mexico. The user dialed 9, followed by the local number (e.g., 28811234). In each case the 9 is
stripped off, the remaining digits, including the 001 and 28 shown in the examples below, are
included in the SIP INVITE message IP Office sends to Clearcom.

| POMces  [= Waln
%R 8 3 ARS
B¢ Operstor (3)
ARS Route 1d V| Secondary Dial tone
Poute Name SystemTone -
Disd Delay Time Systemn Defaudt (3 = 4| Chack User Call Bareng
In Service 4 Dut of Service Route <None> v
Tune Profie e— Ot of Hours Route <Naone>» -
Code Telephere Humber Feature Line Group I o Ada.
l[\][.....(.(.. U "Dl 17
BOOO00000K N )l 1
1000000000 IN Dial 7
w RAS Tocation Regquest 0 HH00000K BN Dial 1
88 Locetion (0 N Dial 1
i) ] Dial 1
55N Dial 17
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5.9 Save Configuration

When desired, send the configuration changes made in Avaya IP Office Manager to the Avaya IP
Office server in order for the changes to take effect.

Navigate to File=>Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections.

Once the configuration is validated, a screen similar to the following will appear, with either the
Merge or the Immediate radio button chosen based on the nature of the configuration changes made
since the last save. Note that clicking OK may cause a service disruption due to system reboot. Click
OK if desired.

e

Save Configuration

IP Office Settings
00E00706530F

Configuration Reboot Mode
© Merge

1 Immediate
"1 When Free
) Timed

Reboot Time

15:46

Call Barring

[ ok [ comca ][ Hep ]iJ
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6. IP Office Certificates

Services between the system and applications may, depending on the settings of the service being
used for the connection, require the exchange of security certificates. The system can either generate
its own certificate or certificates provided from a trusted source can be loaded.

6.1 IP Office Identity Certificate for Telephony

During the compliance test a separate identity certificate was used for telephony related secure
communications, instead of the default identity certificate and setting created during the initial
installation of IP Office.

It is assumed that the generation of certificates for IP Office has been previously completed, and is
not discussed in this document. Refer to items [5, 6 and 7] in Section 11.

In the sample configuration, the MAC address 00E00706530F was used as the system name.

To install a separate identity certificate for Telephony in IP Office, access the IP Office Security
Settings > System->00E00706530F-> Certificates:

e Check Use different Identity Certificate for Telephony.

e Under Use different Identity Certificate for Telephony, click Set.

Security Settings System: O0O0E00706530F
= F‘l Secunty | Spstem Details | Unzecured Interfacesl Certificates I

3 General |dentity Certificate

tem (1) -
O0ED070RS30F Offer Certificate E:j

Yt JErvICES Offer 1D Certificate Chain m
+-ifl Rights Groups [15] e
+h Service Users [9) Signature SHA2B6/RSA2048 -
Private Key
lgzued to: ipoffice-00e00 70530 avaya. com

Default Subject Mame

Subject Altemative Mame(s) (i)

Set I I Wig I I Delete

| Use different [dentity Certificate for Telephony
Telephony Certificate

Offer Certificate @

Offer 1D Certificate Chain [

Private Key
lzzued To: ipoffice-root-hg-ipo-app-sery. avaya. com
I Set I I Wigw I I Delete I
Received Certificate Checks lN - I
[Management Interfaces] ane
Received Certificate Checks lNone - I

[Telephony Endpoints)

Trusted Certificate Store
Installed Certificates

ipoffice-root-hg-ipo-app-serv. avaya.com
avaya.lab. com

default

Symantec Clazz 3 Secure Server CA - G4
WeriSign Class 3 International Server CA, - G3
SIP Product Certificate Autharity

add | [ View |[ Delete

e Select the source where the certificate is located.
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e Import certificate from file was selected.

Certificate Source i&l

Select from Current L zer certificate stare

Select from Local Machine certificate stare

@ Import certificate from file

Paszte from clipboard

| (] || Cancel |

e Navigate to the location where the certificate is located in the PC, select the certificate, and
click Open.

'] Open &=

e[ » 041926 Certs » IPOID Cert + [ 44 | zearch ipoiD_Cert ol
Sy
- E] @

Marne Date rmodified Type

Organize » New folder B

-
- Favorites

B Desktop server_172,16.5.60_540810131.p12 41952016 11:59 Ak
4 Downloads

= Recent Places

= Libraries

| Documents

m

@ Music
k=| Pictures

E Wideos

M Camputer
£, fvaya eS0E (C)

ﬁ_-l Metwark
=l M 3

File name: server_172.16.5.60_540810131p12  ~ |PKCS#12(*.p12) v|

|| Open || | Cancel |

e Enter the Password provided during the creation of the certificate, click OK.

Password o

E nter your pazsword |

[ ] ]| Cancel |

6.2 IP Office Trusted Certificate Store

The certificate store contains a set of trusted certificates used to evaluate received client certificates.
Up to 25 X.509v3 certificates may be installed.
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In addition to the identity certificate installed in Section 6.1 above, a Root Certificate Authority
(CA) certificate was installed in the IP Office trusted certificate store, as follows: Access IP Office
Security Settings = System—->00E00706530F—> Certificates:

e Under Trusted Certificate Store, click Add.

Security Settings System: O0O0E00706530F
L | System Details | Unsecured Interfacesl Certificates I

|dentity Certificate

Offer Certificate Ea

(Offer 1D Certificate Chain 0

Ty
(-4 Rights Groups [15)

b Service Users [9) Signature SHA2B6/RSA2048 -
Private Key
lgzued to: ipoffice-00e00 70530 avaya. com

Default Subject Mame

Subject Altemative Mame(s) (i)

Set ] [ Wig ] [ Delete

Use different [dentity Certificate for Telephony
Telephony Certificate

Offer Certificate @

Offer 1D Certificate Chain [

Private Key
lzzued To: ipoffice-root-hg-ipo-app-sery. avaya. com
Set ] [ Wigw ] [ Delete ]
Received Certificate Checks [N - ]
[Management Interfaces] ane
Received Certificate Checks [None - ]

[Telephony Endpoints)

Trusted Certificate Store

nstalled Lertihcates [

aval 0

1y
default
Symantec Clazz 3 Secure Server CA - G4
WeriSign Class 3 International Server CA, - G3

SIP Product Certificate Autharity

|[ Add ]|[ view | [ Delete
e Select the source where the certificate is located.
e Import certificate from file was selected.
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Certificate Source i&l
Select from Current U zer certificate stare

Select from Local Machine certificate stare

@) |mport certificate from file

Paste fram clipboard

I 0k H Cancel I

e Navigate to the location where the certificate is located in the PC, select the certificate, and

click Open.

= <
0 v » 081015 Certs » Root CA for APP_Servar - | 4y

Ovganize v New folde:

I
{ Fyarte

root-<s (Thpem

BB Desitop l

# Downloads

Recert Places

s Libranes
Document
o' Music
! Pictures

a Videos

% Computer

B Avayn «50E ()
SN Netword

File rame: root-ca (T)pem

w  Cemficate files(* cen®pem*der v

Cuncel

The following screen capture shows the identity certificate for Telephony and the Root CA
certificate that were installed.
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Security Settings

System: 00E00706530F

Security

m Rights Groups [15)
[y Service Users (9)

| System D etails I Unsecured Interfacesl Certificates I

|dentity Certificate
Offer Certificate

Qffer ID Certificate Chain [}

Sighature

Private Key

lzzued to: ipoffice-00e00706530f avaya.com

Default Subject Mame

Subject Altemative Mamefs) (i)

Set ] [ Wigw ] [ Delete

Use different [dentity Certificate for Telephony

Telephony Certificate

Offer Certificate
Offer ID Certificate Chain [
Private Key

lssued To: ipoffice-root-hg-ipo-app-serv. avaya, com

£l

Set ][ Wigw ][ Delete ]

Received Certificate Checks

[Management Interfaces] [ Mane

Received Certificate Checks

[Telephony Endpoints] [ Maone

Trusted Certificate Stor

Symantec Clazz 3 Secure Server CA - G4
WeriSign Class 3 International Server CA, - G3
SIP Product Certificate Authority

ddd  J|[ view |[ Delste

6.3 Save Security Settings

When desired, send the changes made to the security settings to the Avaya IP Office server in order
for the changes to take effect, as follows:
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e To commit the changes click OK at the bottom right of the screen.
e Next navigate to File->Save Security Settings in the menu bar at the top left of the screen to
save the settings performed in the preceding sections.

I 2oy I Ofice Munages « Secusty Sibministiotion - IECOTOOSIIE [ 150 buid 153) |mecertty] o i
Fie | EOE  View  Help
Clawe Sacurrry Setang -
o emmisc i System: 00E00706530F
VERCIW i 5 phare Dotnde | Urwsowed itefaosy | Caticye
A Otk [0 Cordfoe Chain
chererce
z Sgrwtam SHAKEFSANSE «
Comfigurat
Frosin Lay
Ent
lzzumd 83 pokxe O0eDITES Y yoapa con
Defad Sitymet Norwe
Subpect Adarriatve Namedi|
Lt e Dwinte
7 Use i esnt iantdy CANCoe 1 Telashory
Tekephrory Conteshs
Olee Curtfcatn rl- l
O 1D Canibicate Chan
Fiswe tey
Ivied 1o QORI A00k IGO0 SEEHFAT Y 1A (00
< e riede
L3 View Deiedr
CEF Seang.
¥ .
[:l = o~
iy 14

Once the configuration is validated, a screen similar to the following will appear. Note that clicking
OK may cause a service disruption due to system reboot. Click OK if desired.

Service User Login

IP Office: NOEOOT0G530F - IP 5002

Service User Mame unsername

Service User Password "uu-|
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7. Configure Avaya Session Border Controller for Enterprise

(Avaya SBCE)

This section describes the required configuration of the Avaya SBCE to connect to Clearcom SIP

Trunking Service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used. The configuration
shown here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning step

will have a screenshot associated with it. Some of the default information in the screenshots that
follow may have been cut out (not included) for brevity.

7.1 Log in Avaya SBCE

Use a Web browser to access the Avaya SBCE Web interface. Enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the Avaya SBCE management IP address.

Enter the appropriate credentials and click Log In.

AVAYA

Session Border Controller
for Enterprise

Login

Username: username

Password: l

1 Log In

This system is restricted sclely to authonzed users for legitimate
business purposes only The actual or attempted unauthorized

access, use or modifications of this system is sinictly prohibiled
Unauthonzed users are subject to company discipnary proocedures
and or cnminal and ciwvil penalbes under state, federal or other
applicable domeshc and foresgn laws

The use of this system may be montored and recorded for
administrative and securnty reasons. Anyone accessing this system
axpressly consents to such mondoning and recording, and 15 advised
that if it reveals possible evidence of cnminal activity, the evidence of
such activity may be provided to law enforcement officials

All users must comply with all corporate mnstructions regarding the
protection of information assets

© 2011 - 2015 Avaya Inc. All rights reserved
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The Dashboard main page will appear as shown below.

Alarms incadents Status v Logs v S Settings v Help v Log Qut

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard -~
Akttt informaten

Backup'Restore

Sywieen Tme 004901 PM COT mlrwe Em3
System Managemant
Global Parameters h sz oo 7.0.1-03-8738 Avays SBCE
Gloval Profiles Buld Dove Fri Jan 15 22:63:12 §ST 2018
PPM Services License State © oK

Domain Policies AQyogae Licensng Overages O
TLS Management

Pask Licensing Cvernge Count 0
Device Specific Settings A

Last Logged n at 03242016 21:43.42 COT
Failnd Login Atlemat 3
None found Avoya SBCE: Max forwar

A ]

I

To view the system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Avaya SBCE was already added. To view the configuration of this device,
click on View as shown in the screenshot below.

Alarms Incidents  Status « Logs v Dagnastics Users Seltings v Help ~ Log Out

Session Border Controller for Enterprise AVAYA
Dashooard System Management

Administration

Backup/Restore

"Devices { [ Updates ] Bﬂ.m ~ Licensing

[System Management]
CGlobal Parameters
Globa! Profiles
PPM Services Avirys SECE ;;'3;'0':’ Commissioned Reboot  Shulown  Restan Applicador _ |

Managemant

Dervics Name Version  Status

Domam Polcies
TLS Managament
Devica Spacific Settings
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To view the network configuration assigned to the Avaya SBCE, click View on the screen above.
The System Information window is displayed as shown below.

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1.

General Configuration Device Configuration r License Allocation
Appliance Name Avaya SBCE HA Mode Mo Standard S:.%ESionS 2000
Requestzd: 2000
Box Type SIP Two Bypass Mode No Advanced Sessions 2000
Deployment Mode  Proxy (TR
Scopia Video Sessions 50
Saker i 0
Encryption a
r Network Configuration
IP Public IP MNetmask Gateway Interface
|1?2.16.5.T1 172.16.5.71 255.255.255.0 172.16.5.254 Al |
Al
Al
B1
B1
[192.168.157.186 192.166.157.186 255.255.255.192 192.168.157.129 B1 |
r DNS Configuration Management IP(s)
Primary DNS 10.155.216.122 IP
Secondary DNS  10.59.153.242
DNS Location DMZ
DNS Client IP 192.168.157.186

On the previous screen, note that A1 corresponds to the inside interface (Private Network side) and
B1 corresponds to the outside interface (Public Network side) of the Avaya SBCE. (Use Figure 1 as
reference for IP addresses assignments). The configuration required for Remote Worker is beyond
the scope of these Application Notes and is not discussed in these Application Notes, thus IP
addresses used for Remote Worker assigned to interfaces Al and B1 were blurred out. The
management IP address was also blurred out for security reasons.

Note: Valid public DNS IP addresses are required with this solution.

IMPORTANT! — During the Avaya SBCE installation, the Management interface (labeled
“M1”) of the Avaya SBCE must be provisioned on a different subnet than either of the Avaya
SBCE private and public network interfaces (e.g., Al and B1).

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 52 of 122
SPOC 7/18/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSIPO91SBCE7




7.2 TLS Management

7.2.1 TLS Certificates

Transport Layer Security (TLS) is a standard protocol that is used extensively to provide a secure
channel by encrypting communications over IP networks. It enables clients to authenticate servers
or, optionally, servers to authenticate clients. UC-Sec security products utilize TLS primarily to
facilitate secure communications with remote servers.

This section describes the TLS profiles that were created for the Avaya SBCE, including the
following:
e Create TLS client and server profiles to identify which certificates will be used in various
TLS connections on the Avaya SBCE.

It is assumed that generation and installation of certificates on the Avaya SBCE, and the exchange of
TLS Certificate Authority (CA) certificates with the Service Provider, have been previously
completed, and is not discussed in this document. Refer to item [9] in Section 11.

7.2.2 TLS Client Profile — IP Office

To create a TLS client profile toward IP Office, navigate to TLS Management = Client Profiles
and click Add. Configure the following parameters:
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e Under TLS Profile enter the profile name; the name of IPO_Client_TLS was used in this
example.

e Under TLS Profile select the Certificate to be used from the pull down menu;
ipoffice_ID_Cert_041916.pem was selected in the sample configuration.

e Under Certificate Info, by using Crtl+Click, select the CA certificates to be used for the Peer
Certificate Authorities field, SystemManagerChain_Cert.pem and
ipoffice_app_serv_root_ca_cert.pem were selected in the sample configuration.

e Set the Verification Depth to 5.

e Default values can be used for the remaining fields.

e Click Finish.

WARNING: Due 1o the way OpenSSL handies cipher chacking, Cofier Suite valkiation will
pass aven i one or more of the ciphers are mvahd as Jong as af least ang agher is valid: Make

sure o carafilly chack your entry as invalid or micorractly enterad Giphar Suite custom valies
may cause catastroptac problems

Protile Name PO Chent TLS
Certiicate ipoffice_ID_Cert 041916 pam v/
Pear Vanfication Required

[ Peer Cerfificate Amhonuas]

Peer Certificate Revocation Lists

I\'eﬂbcahon Depth i5 |

Renegotiation Paramelers

Renegotistion Time 0 saconds
Renegotiation Byte Count 0

Cipher Suste Options

Ciohers ® Al O Swong O Export Only
) Null Only (For Debugging) ) Custom
Options Clow Llaon CIwmps L Expon
i ALLIDHTADHIMDS.IEXPORT
Finish

The following screen capture shows the newly created IPO_Client_TLS client Profile.
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7.2.3 TLS Client Profile — Service Provider

To create a TLS client profile toward the Service Provider, navigate to TLS Management = Client
Profiles and click Add. Configure the following parameters:

e Under TLS Profile enter the profile name; the name of New_ServiceProvider_Client_Cert
was used in this example.
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e Under TLS Profile select the Certificate to be used from the pull down menu;
Rapid_SSL_Cert.crt was selected in the sample configuration.

e Under Certificate Info, by using Crtl+Click, select the CA certificates to be used for the Peer
Certificate Authorities field, Clearcom_Intermediate_Cert.crt and
GeoTrust_Global_CA_Trust.cer were selected in the sample configuration.

e Set the Verification Depth to 5.

e Default values can be used for the remaining fields.

e Click Finish.

New Profile X

WARNING: Due (o the way OpenSSL hanoiss apher chacking, Ciphar Sute validation will

PEsSS (Ven it one or more of e ciphers &g nyssd as 1ong least one cpher 1S valid. Maze
sure to carafully chack your entry as mwvald o ncorrecily enterad Cipher Sude cusiom values
may cause catasirophac problems

LS Profée
Profile Narmo ceProvider_Clhient_Cert
Conificate Rapid SSL Cerent | v

Certificats Info

Peer Verdicaton Requred

Clsarcom_Intormediate_Cort ot |
AvayaSBLUA ot A
Cisco _phone CAcn v
[GooTrust_Global CA_Trust cor i1

[Peo: Certhicate Authorities l

Peer Cartificate Revocation Lists

Verificaton Depin G ]

Renegolighon Paramelers

Renegobation Time 0 | secanas

Renegotiation Byte Count 0

Cpher Sute Options

Ciphers LA Strong . Export Only
Nul Oaly (For Debuggng) O Custom
Options CIoH [JaAapH CImps [ Export
youe ALLDHIADH IMDE EXPORT
| FTnish

The following screen capture shows the newly created New_ServiceProvider_Client_Cert client
Profile.
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7.2.4 TLS Server Profile = IP Office

To create a TLS server profile toward the IP Office, navigate to TLS Management = Server

Profiles and click Add. Configure the following parameters:

e Under TLS Profile enter the profile name; the name of IPO_Server_TLS was used in this

example.
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e Under TLS Profile select the Certificate to be used from the pull down menu;
ipoffice_ID_Cert_041916.pem was selected in the sample configuration.

e Under Certificate Info, Peer Verification, select Required from the pull down menu.

e Under Certificate Info, by using Crtl+Click, select the CA certificates to be used for the Peer
Certificate Authorities field, ipoffice_app_serv_root_ca_cert.pem was selected in the
sample configuration.

e Set the Verification Depth to 5.

e Default values can be used for the remaining fields.

e Click Finish.

New Profile

WARNING: D to the way OpenSSEL handles cipher checking, Cipher Saite validation will

pass aven il ong or mofe of the ciphars are invalid as kg as ol sast ane Gohar is vitlid. Make
sure to carefully check your entry as invalkt or incomrectly enftered Cipher Suite cusiom values
1y Couse Catnstroptie probisms

TLS Profile
Profile Name IvFY'r)_rsérmr_ﬁYliS'
Certificata lipofiics_ID_Cen_041916.pem v

Canmcate Info

Peer Verdication Required v |

|

[ Peer Certificate Aumnnues]

Avayo_Froouct _Root_LUA pem v
{Clearcom_Intermediate_Cert.ort

Peer Certificate Revocation Lists

Verflication Depth MI

Renegotiation Pararmelers

Renegotiation Time 0 seconds
Renegotation Byte Count 0

Cipher Suto Options

Ciphers ® Al | Strong 0 Export Only
Null Only (For Debugging) Custom
Options Con Capw CImos L Expont
o SRR ALLIDHAADHAMDS I EXPORT

| Finish

The following screen capture shows the newly created IPO_Server_TLS server Profile.
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7.2.5 TLS Server Profile — Service Provider

To create a TLS server profile toward the Service Provider, navigate to TLS Management =
Server Profiles and click Add. Configure the following parameters:

e Under TLS Profile enter the profile name; the name of New_ServiceProvider_Server_TLS

was used in this example.
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e Under TLS Profile select the Certificate to be used from the pull down menu;
Rapid_SSL_Cert.crt was selected in the sample configuration.

e Under Certificate Info, Peer Verification, select Required from the pull down menu.

e Under Certificate Info, by using Crtl+Click, select the CA certificates to be used for the Peer
Certificate Authorities field, Clearcom_intermediate_Cert.crt and
GeoTrust_Global_CA_Trust.cer were selected in the sample configuration.

e Set the Verification Depth to 5.

e Default values can be used for the remaining fields.

e Click Finish.

WARNING: Dug to the wity OpenSSLE hantles cipher chacking, Gatier Saites vialidanon will
pass even il ons of more of the cphiers 2 invathd as long @524 least one ciphier 16 vall Maka

SUrE 1o carafully chock your ontry as nvasd or incorrectly ontered Cipho! Sulla costion values
may cause calastrophic prablems

LS Profie

Profile Name [rprm'idnr?!im'mr?H 5

Certdicate [Rapid_SSL_Cer.cn v

Carthicate Infp

[A

|AvayasBULUA.ot

{Cisoo phone CAeont v
GeoTrust_Global CA_Trust.cet

[Peer Venfication |Required V|

[ Poer Cartificate Amhmmes]

Peer Certificate Revocation Lists

[ Verficabion Depth s |f

Renegotiahon Paramaterns

Renegotiation Time lo | seconds

Renegotiaton Byte Count N

Clpher Sulte Ophons

® Ay O Strong ) Export Ondy

Ciphers 2
) Null Only (For Debugging) ' Custom
Options IpH CJApH [CIwmps [ Export
Valve. ALLIDHAADHAMDS EXPORT

| Finish |

The following screen capture shows the newly created New_ServiceProvider_Server_TLS server
Profile.
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7.3 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters across
all Avaya SBCE appliances.
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7.3.1 Server Interworking — Avaya-IPO

Interworking Profile features are configured to facilitate interoperability of implementations between
enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since directly modifying a
default profile is generally not recommended, for the test configuration the default avaya-ru profile
was duplicated, or “cloned”. If needed, the profile can then be modified to meet specific
requirements for the enterprise SIP-enabled solution. For Clearcom, this profile was left with the
avaya-ru default values.

On the left navigation pane, select Global Profiles > Server Interworking (not shown). From the
Interworking Profiles list, select avaya-ru. Click Clone on top right of the screen (not shown).

Enter the new profile name in the Clone Name field; the name of Avaya-1PO was chosen in this
example. Click Finish.

Clone Profile X

Profile Name avaya-ru
|Clone MName Avaya-lPO |
Finish

The following screen capture shows the General tab of the newly created Avaya-1PO Server
Interworking Profile.
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Alsrrns 1 Incidents Logs Diagnostics Users
Session Border Controller for Enterprise
Dashboard Interworking Profiles. Avaya-IPO
Administration aad |
Backup/Restore ——
System Management Uinssiosoieshbauues Ciicx har b add o dascnphon
1 I '
SRR, 52100 [Goneral || Timers | | Privacy | URI Manipulation | Header Manipulation | Advanced |
oskrebsi SRS Held Support NONE
i
Media Forking ——— 160 Handing Nona
Routing 5 181 Handing Ko
Sarver Configuration Siper-Halo 162 Handing Norw
Topelogy Huding OCS-FronEnd-Sarver 65 Hendang N
Sagnaling Manipulation Avitys.SM
UR! Groups . Reder Handing No
SNMP Traps SP-General URi Group Nonao
Time of Day Rulss Aviys.CS1000 Sand Hoid ho
PPM Services Dolayed Offor No
X Avirya-Ca Tx Hanaling No
TLS Management s
Device Specific Settings Drversion Heaoe Support No
Delayad SDP Handing Ko
Reinvea Handing No
Prack Handing No
Aow 18X SDP No
T 38 Suppont No
UR! Schame SiP
Via Headsr Format RFC3261
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The following screen capture shows the Advanced tab of the newly created Avaya-1PO Server
Interworking Profile.

Alarms  Intidents  Status v Logs v Diagnostics  Users
Session Border Controller for Enterprise
Dashboard A Interworking Profiles: Avaya-IPO
Adminstration @
Backup/Restore
System Management
Global Parameters i | General | | Timars | | Privacy | | URI Manipalation | | Header Manipulation | [ Advanced ||
4 |Global Profiles avaya-u .
- Record Routes Soth Sides
Domain DoS OCS-Edge-Server
Server Include End Pont IP for Context Lookup Yes
2 cisco-com
Interworking Extensions Avaya
orkin cups
Media I g Diversion Manipulation Na
Routing Sipera-Halo
s Has Remote S8C Yes
Aty OCS-FronEnd-S
Configuration Route Response on Via Port No
Topology Hiding Avaya-SM
Signaling sp-Genera
i i T™F d ¢
Manipulation Avaya-CS1000 DTMF Suppont None
URI Groups I
" Edit
Time of Day Rules Avays-CM
PPM Services v
Domain Policies
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7.3.2 Server Interworking - SP-General
A second Server Interworking profile named SP-General was created for the service provider.

On the left navigation pane, select Global Profiles = Server Interworking (not shown). From the
Interworking Profiles list, select Add (not shown) (note that Add is being used to create the SP-
General profile instead of cloning the avaya-ru profile).

Enter the new profile name; the name of SP-General was chosen in this example.
e Click Next.

Interworking Profile

| Prafilke Namea SP-Ganaral

e Click Next.

Interworking Profile X

o None
Hold Suppedt RFC254) . ¢c=0000

RFC3264 - a=sandonly

180 Handling ' Nona sDe No S0P
181 Handling ' Nona soe No SDP
182 Handling o None Soe No SDP
183 Hardling o None spP No SDP

Refer Handiing

URI Group Noo v
Send Hold v
Doleyad Offor v

Ixx Handling

Diversion Header Support
Delayed SDP Handing
Rednvite Handing
Prack Handling

Aliow 18X SOP

T 38 Suppont
URI Schema e g TEL ANY
\in Headar Format o RFC3261
RFC2543
Back Next
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e Leaving other fields with their default values, click Next until the Advanced tab is reached,
check Both Sides then click Finish on the Advanced tab.

The following screen capture shows the General tab of the newly created SP-General Server
Interworking Profile.

Alarms Incidents  Status - Logs v Diagnostics Users
Session Border Controller for Enterprise
Dashboard Interworking Profiles: SP-General
Administration ‘M‘
Backup/Restore
e rwe Prolbes Clck 4|1 550 0 Qe
System Managemant Ok fieerae 11 53 & descriphion
cs2100 ]
Global Parameters ‘Gmnlllm.n”l’mocy, W"‘milmwﬂml
(G P i T —
Domain DoS OCS Edga-Server - m
ol 4 Suppor )
Server Imerwodtmg.'l o How Sveped WONE
Media Forking SHRam 180 Handing None
Routing s 181 Handing None
Sarver Configuration Speea-tisn 182 Mandiry None
T & E .
Topology Hidng QCS-FrontEnd-Seevar 163 Handing None
Signaling Manipulation —y
URJ Groups Aviya-SM Refer Handing No
SNMP Traps URI Group None
Time of Day Rulss Avtys-CS1000 Send Hold So
PPM Services Ayaya-IP0 Datayed Ottar No
Domain Policles AvayaCM $ux Handiing o
TLS Management .
Device Specific Settings Dversion Heads Suppont No
Delayad SO® Hanaling No
Re-invte Handling No
Prack Hanading No
Ak 18X SDP No
1.28 Support Yeos
URS Schesme P
Via Hoader Fonmat RFCI201
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The following screen capture shows the Advanced tab of the newly created SP-General Server
Interworking Profile.

Alarms ncidants

Session Border Controller for Enterprise AVAYA
Dashtoard Interworking Profiles: SP-General

oA Aco | Rensme Cione || Datete
Backup'Restare _ _ “ -

=

Inerworkeng Proties

Coezh e [ asd o deseiiplicn

System Management

Global Parameters ot }6—1] l Th‘uq [m, [mm il MW"JI Artvanced l
avayans
Record Reutes Both Sides
OCS-Edge-Server
Inchade £nd Pont £ for Context Lookup No
ascocam
Meda Forking Extenmons None
Routing o Dssesion Mangulation Ne
Server Confiquration Spantise Hos Remote SBC Yes
Topology Hiding OCS-FremEnd-Se A n Ve Pt o
Signaling Marvpuiation o—— soreEhiscei ot s
xisy L —————_—
SNMIP Trags
em— DTMF Support None
Time of Day Rules Avaga.CS -
PPM Servicas AvayaIFO Eai |
Domain Folices Avirya-CM
TLS Managemant
Device Specfic Seftings
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7.3.3 Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (IP Office) and
the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration (not shown). Click Add Profile (not shown) and enter the profile
name: IP Office.

e Click Next.

Add Server Configuration Profile

Profie Name IP Office

Neaxt

On the Edit Server Configuration Profile — General window:
e Server Type: Select Call Server.
e IP Address/FQDN: 172.16.5.60 (IP Address of IP Office).
e Port: 5061 (This port must match the port number defined in Section 5.4.4).
e Transports: Select TLS.

e Click Next.
Edit Server Configuration Profile - General X
l Server Type Call Server y 4 ]
. o Y
IP Address / FQDN Port Transport
fl 72.16.5.60 5061 TLS v']
Back Next |

e Click Next on the Authentication window (not shown).

On the Add Server Configuration Profile - Heartbeat window:
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Check Enable Heartbeat.

Under Method select OPTIONS from the drop down menu.
Under Frequency enter 30 (30 seconds was used during the compliance test; the time

frequency can be increased).

Under From URI enter 1111@172.16.5.71 (inside IP address of the Avaya SBCE).

Under To URI enter 1111@172.16.5.60 (IP address of IP Office).

Click Next.

Add Server Configuration Profile - Heartbeat X

Enable Heartbeat
Method
Frequency

From URI

To URI

v
OPTIONS WV
a0 seconds

1111@172.16.5 71

[(111@172.16560 x]

' Back Ncod

On the Add Server Configuration Profile - Advanced window:

69 of 122

e Select Avaya-1PO from the Interworking Profile drop down menu.
e Select IPO_Cleint_TLS from the TLS Client Profile (Section 7.2.2).
e Leave the Signaling Manipulation Script at the default None.
e Click Finish.
Enable DoS Protecton
Enabie Grooming v
Interworking Profile :)'\v'._'n:,':l “_.(:_" v
TLS Chent Profile PO Chent_TLS V|
Signating Mamipulation Scnpt None v
Connection Type [suBiD V|
Securable
? Back Finish -
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The following screen capture shows the General tab of the newly created IP Office Server
Configuration Profile.
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BackupRestore
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Gicbal Parameters
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Secver interwarkng
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UR! Groups
SNMP Traps
Time of Day Rules
PPM Services
Domain Polces
TLS Maragarmant
Device Spechic Settings

Session Border Controller for Enterprise

Server Configuration: IP Office

Zasmzn Mansge
Farvize Provider
Com Mansger
CS1000
(E5mes)

Fervice Provider TLS

Ceneral l [

|

AVAYA

[ Rename || Clone || Deese |

Server Type

W Ashirens [ FOON

Cel Servar

firz1es00

"6

[Eae]

The following screen capture shows the Heartbeat tab of the newly created IP Office Server
Configuration Profile.

Alarms 1

Logs ~ Diagnoshics Usars

Seltings ~ Help ~ Log Out

Dashtoard
Acmnstration
Backup/Restare
Sysiem Management
Global Parameters
Domain D&
Server inferworking
Meds Forking
Routing
Server Configuration
Topolegy Hiding
Signaling Maniputation
URI Groups
SNMP Traps
Time of Oay Rules
PPM Services
Domain Polices
TLS Management
Device Specific Setings

Session Border Controller for Enterprise

Server Configuration: IP Office

Aga
Gonecat ] [ Aahontoason || Hearivest | [ Advanced |

Sewsen Vansger
Service Provide

Cam Macager

Erabie Heartbew
Mathod
Sreguency
From URI

To UR|

AVAYA

“Rename || Cione || Devete |

<)
QPTIONS

30 seconds
MUH@IT216571 |

nugiresen

LEat ]
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The following screen capture shows the Advanced tab of the newly created IP Office Server
Configuration Profile.

Dagnasics  Users

Session Border Controller for Enterprise AVAYA
Dashbeard Server Configuration® IP Office
Administration

Rename || Clooe || Dooto. |

Backup'Reslore

|.Acd |
o i [ At | e [557)

Sesvicn Mamager

Globel Parameters Enusle DuS Proctién
+ [Glotel Profies Sarvice Provider ;
Doman DoS Cam Manage! | Sneie Sivoming L
Server Inlerworking P Intwrwcrking Profie Avape-P0
Meala Forking - - TLS Chmrt Profte 1PO_Clent_TLS
A [ Office !
L ik, i - Signaing Markzulatan Script Nome
Server Configuration | Service Prowder TLE
s A Connaction Type SUBID

Topology Hydng
Signaing Manipulation Sacuracie
URS Geoups Zat |
SNMP Traps .
Time of Day Rues

PPM Sennces

Doman Polickes

TLS Management

Device Spadiic Sellings
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles (not shown) section and enter the profile name: Service Provider TLS.

e Click Next.

Add Server Configuration Profile

Profile Name > Provider TLS| %

On the Edit Server Configuration Profile — General window:
e Server Type: Select Trunk Server.

e IP Address / FQDN: sip.clearcom.mx (Clearcom’s SIP proxy server FQDN).
e Port: 5061.

e Transports: Select TLS.

e Click Next.
|server Type Trunksever V)|
[ Add |
IP Address / FQDN Port Transport
|[sip ciearcom.mx | [so81 | o
[Back | [ Nex
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 72 of 122

SPOC 7/18/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSIPO91SBCE7



On the Authentication tab:
e Check the Enable Authentication box.
e Enter the User Name credential provided by the service provider for SIP trunk registration.

e Enter the Realm credential provided by the service provider for SIP trunk registration. Note
that the Service Provider’s Domain Name was used.

e Enter Password credential provided by the service provider for SIP trunk registration.
e Click Next.

Enabie Authentication M
User Name [User123
;‘?:;?’;mw 10 detect Som sanver thatengs) |clearcom. mx
Password }‘.ooon.o
Confirm Password i,-ouo-
Back 7Nex| '
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On the Heartbeat tab:

e Check the Enable Heartbeat box.

e Under Method, select REGISTER from the drop down menu.

e Frequency: Enter the amount of time (in seconds) between REGISTER messages that will
be sent from the enterprise to the Service Provider Proxy Server to refresh the registration
binding of the SIP trunk. This value should be chosen in consultation with the service
provider. 120 seconds was the value used during the compliance test.

e The From URI and To URI entries for the REGISTER messages are built using the
following:

- From URI: Use the User Name entered above in the Authentication screen (User123)
and the Service Provider’s domain name (clearcom.mx), as shown on the screen below.

- To URI: Use the User Name entered above in the Authentication screen (User123) and
the Service Provider Proxy Provider’s domain name (clearcom.mx), as shown on the
screen below.

- Click Next.
[Enab‘e Heartbeat v

Method [REGISTER V|

Frequency ];Z‘O ] seconds
Frem URI | Jsar123@clearcom. mx

Toie [Jsar123@clearcom mx|

Bock | [ Next |
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On the Add Server Configuration Profile - Advanced window:

e Select SP-General from the Interworking Profile.

e Select New_ServiceProvider_Client_Cert from the TLS Client Profile (Section 7.2.3).
e Leave the Signaling Manipulation Script at the default None.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection ]

Enable Grooming ]

Interworking Profile |SP-General v

TLS Chent Profile [New_ServiceProvider_Client_Cert V|

Signaling Manipulation Script INone v
- Gty so]

Connection Type |SUBID v

Securabie ]

Back. Fmis_f'L,

The following screen capture shows the General tab of the newly created Service Provider TLS
Server Configuration Profile.
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The following screen capture shows the Authentication tab of the newly created Service Provider
TLS Server Configuration Profile.
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The following screen capture shows the Heartbeat tab of the newly created Service Provider TLS
Server Configuration Profile.
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URI Groups
SNMP Traps
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TLS Management

Device Speafic Setings

The following screen capture shows the Advanced tab of the newly created Service Provider TLS
Server Configuration Profile.
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7.3.4 Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other types
of domain policies, to determine the route that SIP packets should follow to arrive at their intended
destination.

Two Routing profiles were created; one for inbound calls, with IP Office as the destination, and the
second one for outbound calls, which are sent to Clearcom.

To create the inbound route, from the Global Profiles menu on the left-hand side (not shown):
e Select Routing (not shown).
e Click Add in the Routing Profiles section (not shown).
e Enter Profile Name: Route_to_IPO_TLS.
e Click Next.

Routing Profile

Profile Marne te_to IPO_TLS x||

[ Mext

On the Routing Profile screen complete the following:
e Click on the Add button to add a Next-Hop Address.
e Priority / Weight: 1
e Server Configuration: Select IP Office.

e The Next Hop Address is populated automatically with 172.16.5.60:5061 (TLS) (IP Office
IP address, Port and Transport).

e Click Finish.
URI Group 5 V] Time of Day [565,“,:{ V}
Load Balancing Fn‘omy V| NAPTR
Transport None v Next Hop Priority W
Next Hop In-Dialog ] ignore Route Header L
| Add
Priorty { Server Configuration  Next Hop Address Transport
Waoight
[[1 [1P Office V| [172.16.5.60:5061 (TLS) V|| [Nons v
[ Back | [ Finish |
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The following screen shows the newly created Route_to IPO_TLS Routing Profile.
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Similarly, for the outbound route:
e Select Routing (not shown).

e Click Add in the Routing Profiles section (not shown).
e Enter Profile Name: Route_to SP_TLS.
e Click Next.

Routing Profile

Frafle Name [ute_to_sP_TLS = |

On the Routing Profile screen complete the following:
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e Click on the Add button to add a Next-Hop Address.
e Load Balancing: Select DNS/SRV.

e Priority / Weight: 1

e Server Configuration: Select Service Provider TLS.

e The Next Hop Address is populated automatically with sip.clearcom.mx:5061 (TLS)
(Clearcom’s SIP Proxy FQDN, port and transport).

e Click Finish.

Routing Profile X

URI Group ¥ v Time of Day |default V|
[Load Batancing [DNS/SRV v]] NAPTR O]
Transport None Vv Next Hop Priority

Next Hop In-Dialog £ Ignore Route Header 1

[ Add |

Prionty / 4

Weight Server Configuration  Next Hop Address Transport

1 irrsérv:ceiﬁrcvﬂe; 9] [s:p clearcom mx:5061 (TLS) VI None WV || Delete

[ Back | | Finish |

The following screen capture shows the newly created Route_to_SP_TLS Routing Profile.
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7.3.5 Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP packets,
preventing private enterprise network information from being propagated to the un-trusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP headers
like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains expected
by IP Office and the SIP trunk service provider, allowing the call to be accepted in each case.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).
e Enter the Clone Name: IP Office.

e Click Finish.
Frofie Marme default
.':|I:|I'Il Nama IP Office |
Finish
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The following screen capture shows the newly added IP Office Topology Hiding Profile. Note that
for IP Office no values were overwritten (left with default values).
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PPM Services

To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding from
the Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).

e Enter the Clone Name: Service_Provider.

e Click Finish.

Clone Proflle X

Profile Name default
|Clme Name Service_Provider 1
Finish
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e Click Edit on the newly created Service_Provider Topology Hiding profile.

e On the From choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the service provider (clearcom.mx) under Overwrite Value

e On the To choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the service provider (clearcom.mx) under Overwrite Value.

e On the Request-Line choose Overwrite from the pull-down menu under Replace Action,
enter the domain name for the service provider (clearcom.mx) under Overwrite Value.

e Click Finish.

Edit Topology Hiding Profile X

Header Criteria Replace Action Overwrite Value

Record-Route v/| [IP/Domain V| [Auto v Delete
|From VJ [IP/Domam V| |Overwrite V| {clearcom mXx || Delete
| Refer-To V] [IP:’Domain Vt ‘.:Auto V] Delete
| Referred-By v| [IP/Domain V| |Auto v Deiete
Request-Line V] [IPiDomam v| |Overwrite V] ;[clearcom mx || Delete
| SDP v| [IP/Domain V| |Auto v Delete
[Via V| [IP/Domain V| [Auto V] Delete
To \;] [iﬁbémia}ﬁi‘o.‘ {(-)verw;iie \A/‘I [clearcom,mx Delete

Finish
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The following screen capture shows the newly added Service_Provider Topology Hiding Profile.
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7.4 Domain Policies
Domain Policies allow configuring, managing and applying various sets of rules designed to control

and normalize the behavior of call flows, based upon various criteria of communication sessions
originating from or terminating in the enterprise.

7.4.1 Application Rules

Application Rules defines which types of SIP-based Unified Communications (UC) applications the
Avaya SBCE will protect: voice, video, and/or Instant Messaging (IM). In addition, Application
Rules defines the maximum number of concurrent voice and video sessions the network will process
in order to prevent resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules (not shown).
e Click on the Add button to add a new rule (not shown).
e Rule Name: enter the name of the profile, e.g., 500 Sessions.

e Click Next.

Application Rule

Rule Name 500 Sessions

Mext

e Under Audio check In and Out and set the Maximum Concurrent Sessions and Maximum
Sessions Per Endpoint to recommended values; the value of 500 was used in the sample
configuration.
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e Under Video check In and Out and set the Maximum Concurrent Sessions and Maximum
Sessions Per Endpoint to recommended values; the value of 100 was used in the sample
configuration.

e Click Finish.

Application Rule X

Application Type

Audio B00 500

Yideo 100 100

Mizcellaneous

@ Mone
CDR Suppart O CDR wi RTP
© CDRwio RTP
RTCP Keep-Aliva [
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The following screen capture shows the newly created 500 Sessions Application Rule.
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7.4.2 Media Rules

Media Rules allow one to define RTP media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a strict
profile that is associated with other SIP-specific policies to determine how media packets matching
these criteria will be handled by the Avaya SBCE security product. For the compliance test, two
media rules (shown below) were used; one toward IP Office and one toward the Service Provider.

To add a media rule in the IP Office direction, from the menu on the left-hand side, select Domain
Policies 2 Media Rules.

e Click on the Add button to add a new media rule (not shown).

e Under Rule Name enter IPO_SRTP.

e Click Next.
Media Rule
|Rulu Name PO SATH x|
Mesel
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e Under Audio Encryption, Preferred Format #1, select
SRTP_AES_CM 128 HMAC_SHA1_80.

e Under Audio Encryption, Preferred Format #2, select
SRTP_AES _CM_128 HMAC_SHA1 _32.

e Under Audio Encryption, Preferred Format #3, select RTP.

e Under Audio Encryption, uncheck Encrypted RTCP.

e Under Audio Encryption, check Interworking.

e Repeat the above steps under Video Encryption.

e Under Miscellaneous check Capability Negotiation.

e Click Next.

Media Rule

Audio Encrypbon

|

Preferred Format #1 SRTP_AES_CM_128 HMAC _SHA1 80 Vv
Preferred Format #2 [SRTP_AES CM 128 HMAC SHA1 32 V|
Preferred Format #3 RTP v
Encrypted RTCP

MKI

Lifetime 2n
Leava diank to match amy value

| Interworking v I

Video Encryption

Prelerred Format #1 SRTP_AES_CM_128_HMAC_SHA1_80 V|
Preferred Format £2 |SRTP_AES_CM_128_HMAC_SHA1_32 Vv
Preferred Format #3 RTP v

Encrypted RTCP

MK

Litetime A
Laave blank 1o match any value

[mlen\'urkung v I

Miscellaneous

lCBDabIIIh] Negotiation v ]

\Bad( Next

e Accept default values in the remaining sections by clicking Next (not shown), and then click
Finish (not shown).

The following screen capture shows the newly created IPO_SRTP Media Rule.
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To add a media rule in the Service Provider direction, from the menu on the left-hand side, select
Domain Policies = Media Rules.
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e Click on the Add button to add a new media rule (not shown).
e Under Rule Name enter ServiceProvider_SRTP.
e Click Next.

Media Rule

Rule Nams Provider SRTH| =

Mesa

e Under Audio Encryption, Preferred Format #1, select
SRTP_AES _CM_128 HMAC_SHA1_80.
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e Under Audio Encryption, Preferred Format #2, select
SRTP_AES CM_128 HMAC_SHA1 32.

e Under Audio Encryption, Preferred Format #3, select RTP.

e Under Audio Encryption, uncheck Encrypted RTCP.

e Under Audio Encryption, check Interworking.

e Repeat the above steps under Video Encryption.

e Under Miscellaneous check Capability Negotiation.
e Click Finish.

Media Encryption

|

Audio Encryption

Preferred Format #1 SRTP_AES CM_128 HMAC SHA1 80 v
Preferred Format #2 [SRTP_AES_CM_128 HMAC_SHA1_32 V|
Preferred Format #3 RTP v
|Encrypied RTCP ]

MKI

Lifetime mal

Laava biank 10 match any value

|Interworking ~

Video Encryption

Preferred Format #1 SR TI"_AF S CM_1 5:"‘,~HMA(: _éHA’. _élfl v
Prefetred Format #2 [SRTP_AES CM_ 1581!irﬁrl\if.f_éﬁl\':_:{s} v
Preferred Format #3 RTP v

Encrypted RTCP

MK1
Ufatime 21
Leave bilank o maich any value .
[ Interworking .JJ
[Capability Negotiation v ]
Finish_ |

e Accept default values in the remaining sections by clicking Next (not shown), and then click
Finish (not shown).

The following screen capture shows the newly created ServiceProvider SRTP Media Rule.
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7.4.3 End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security, etc.)
to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select End
Point Policy Groups (not shown).

e Click on the Add button to add a new policy group (not shown).

e Group Name: IPO SRTP.

e Click Next.

Group Name
| Mesa
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e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: IPO_SRTP.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.

Policy Group X

Appscation Rule 500 Sessions V|

Border Rule default v|

Media Rule IPO_SRTP v

Sacurity Rule defauli-low V]

Signaling Ruse [default v
Back Finishr

Casrboard
Admurvalration
Backhup/Resiors
System Managemene

Global Parmnatery

Global Proties

FPM Services
Apploation Rues
Borter Ruws
Nedia Rules
Securty Rules
Sigralng Fdes
End Point Policy |
Groups

Sesaicn Potoes
TLS Mamagement
Device Specfic Settings

Session Border Controller for Enterprise

Policy Groups IPO SRTP

Add

DUGSN DT AN

sefosrngn

e ngnenc
Csdatastagh

L e
Wy aelagndutecn
VB0 NN e
Erlerpima
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Ram Wakan ZRTP
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Similarly, to create an End Point Policy Group toward the Service Provider.
e Click on the Add button to add a new policy group (not shown).
e Group Name: ServiceProvider_SRTP.

e Click Next.
Policy Group X
Group Name [F'rovider_SRTP XI
Next
e Application Rule: 500 Sessions.
e Border Rule: default.
e Media Rule: ServiceProvider SRTP.
e Security Rule: default-low.
e Signaling Rule: default.
e Click Finish.
Appfication Rule 500 Sessions v/
Border Rule default Vi
Medla Rule ServiceProvider SRTP V|
Security Rule default-low v
Signaling Rule default v
Back | \ Finish |
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The following screen capture shows the newly created ServiceProvider_SRTP End Point Policy

Group.
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7.5 Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters, which
determine how a particular device will function when deployed in the network. Specific server
parameters, like network and interface settings, as well as call flows, etc., are defined here.

7.5.1 Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings under Device Specific Settings on the left hand
side, select Network Management. Select the Network Configuration tab.

In the event that changes need to be made to the network configuration information, they can be

entered here.

Use Figure 1 as reference for IP address assignments.

Note: Only the highlighted items were created for the compliance test, and are the ones relevant to
these Application Notes. Blurred out items are part of the Remote Worker configuration, which is

not discussed in these Application Notes.

Alerms Incidents Siatus v Logs v Diagnostcs Users
Session Border Controller for Enterprise AVAYA
PPM Services Network Management: Avaya SBCE

+ Domain Policies
Application Rules | Notwores ]
Barder Rules SBCE e | [_'—_] =
Media Ruses
Security Rules Nama Gotoway Scbnot Mask interface 1P Address
Signaling Rules Dletwerk_At 172165254 2552552580 A1 PALLRA]
End Point Palicy
Groups - e —————— -

Nebvwork_B1 192,168 157 120 25529528512 o1
Session Polcies I 192,163,157 '%J
TLS Management

+[Gvice Specac Setingn
Network
Management
IMedia Intertace
Signaling Intatace
End Poaint Flows
Session Flows

DMZ Services
TURNSTUN
Serace
SNMP
Sysleg Management
Advanced Options
Troubleshooting 2.1
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 97 of 122
SPOC 7/18/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSIPO91SBCETY




On the Interface Configuration tab, click the Status for interfaces A1 and B1 to change the status to
Enabled. It should be noted that the default state for all interfaces is Disabled, so it is important to
perform this step or the Avaya SBCE will not be able to communicate on any of its interfaces.

Alarms  Incidents  Status Logs v Dagnastics Users Settings v Help v Log Out

Session Border Controller for Enterprise AVAYA
Dashboard . Network Management: Avaya SBCE
Administration
BackupRestore ] e
System Management ir e ” "'.n..,l,“, |
Global Parameters g A | Addvian
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Domain Polcies
TLS Management

T P Y T Y — 21

« | Device Specafic Seftings

Network
Management

Media Interface

Signaling Inferface

End Paint Flaws

Session Flows
ODMZ Servicas
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Service
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7.5.2 Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, the port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface (not shown).

Select Add in the Media Interface area (not shown).
Name: Private_med.
Under IP Address select: Network_Al (A1, VLAN 0).

Select IP Address: 172.16.5.71 (Inside or Al IP Address of the Avaya SBCE, toward IP
Office)
Port Range: 35000-40000.

e Click Finish.
Add Media Interface X

Name i'vw?x't}. med x |

Network A1 (A1, VLAND) W
1P Addrass )

17216571 v
Port Range 35000 |- (40000

‘ Finish
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e Select Add in the Media Interface area (not shown).
e Name: Public_med.
e Under IP Address select: Network_B1 (B1, VLAN 0).

Select IP Address: 192.168.157.186 (Outside IP Address of the Avaya SBCE, toward
Clearcom).

e Port Range: 35000-40000.
e Click Finish.

Edit Media Interface X

Name fPublic__med I

[Network_B1 (81, VLAND) V|
[192168.157.186 V|

Port Range [35000 ]-[40000

Finish |

|P Address

The following screen capture shows the newly created Media Interfaces.
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7.5.3 Signaling Interface
To create the Signaling Interface toward IP Office, from the Device Specific menu on the left hand
side, select Signaling Interface (not shown).

e Select Add in the Signaling Interface area (not shown).

e Name: Private_sig.

e Under IP Address select: Network_Al (Al, VLAN 0).

e Select IP Address: 172.16.5.71 (Inside or A1 IP Address of the Avaya SBCE, toward IP

Office).
e TLS Port: 5061.
e Under TLS Profile select: IPO_Server_TLS.

e Click Finish.
Add Signaling Interface X
| Name Private_sig ]
‘ [Network A1 (A1, VLAND) W
IP Address
I [172.16.5.71 v

TCP Pon |
Leave blank to dsabie L |

UD® Port \
Lesve bank 1o dsable

TLS Port [5061

|.eawe blark to dsable

TLS Profile [IPO_Server TLS v

Enable Shared Control [

Shared Controf Pont

| Finish
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e Select Add in the Signaling Interface area (not shown).
e Name: Public_sig.
e Under IP Address select: Network_B1 (B1, VLAN 0).

e Select IP Address: 192.168.157.186 (Outside or B1 IP Address of the Avaya SBCE, toward
Clearcom).

e TLS Port: 5061.
e Under TLS Profile select: New_ServiceProvider_Server_TLS.

e Click Finish.
Add Signaling Interface X
Name [Pub‘ic sig 1
[Network_B1(B1, VLANO) V|
IP Address
[182.168.157.186 v
TCP Port g \
|.aave bank o dsabla | J
UD® Port | I
Leaye Diank (o Gsable i -
TLS Port 1 |
Lueve blank (o dsable [506 . l
TLS Profie [New_ServicsProvider_Server TLS V|
Enabie Shared Control O

Shared Control Port

| Finish I

The following screen capture shows the newly created Signaling Interfaces.
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7.5.4 End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
group which contains several rules concerning processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

SIP Trunk Service Provider

Avaya SBCE
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The End-Point Flows define certain parameters that pertain to the signaling and media portions of a
call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward Clearcom, from the Device Specific Settings menu, select End Point
Flows (not shown), then the Server Flows tab. Click Add (not shown).

Name: SIP_Trunk_Flow_TLS.
Server Configuration: Service Provider TLS.

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Private_sig.

Signaling Interface: Public_sig.

Media Interface: Public_med.

End Point Policy Group: ServiceProvider_SRTP.
Routing Profile: Route_to IPO_TLS (Note that this is the reverse route of the flow).
Topology Hiding Profile: Service_Provider.
Signaling Manipulation Script: None.

Remote Branch Office: Any.

Click Finish.
Flow Name "Sfp Trunk_Flow_TLS X}
Server Configuration \Sefv'ce Provider TLS V|
URI Group [ v
Transport { Vi

Remote Subnet I

Received Interface [ Pnvate sig v
Signaling Interface W
Media Interface [Public_med v
End Point Policy Group [serviceProvider SRTP V|
Routing Profile [ﬁrc;b?o‘ to_IPO TL;:,v‘
Topology Hiding Profile [,S,e',",’c’,eir,’,',’?"‘,'c,,ef, V\
Signaling Manipulation Seript [None v
Remote Branch Office [Any V|

| Finish

To create the call flow toward IP Office, click Add (not shown).
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Name: IP_Office_Flow.

Server Configuration: IP Office.

URI Group: *
Transport: *
Remote Subnet: *

e Received Interface: Public_sig.
e Signaling Interface: Private_sig.
e Media Interface: Private_med.

HG; Reviewed:
SPOC 7/18/2016

End Point Policy Group: IPO SRTP.
Routing Profile: Route_to_SP_TLS (Note that this is the reverse route of the flow).
Topology Hiding Profile: 1P Office.

Signaling Manipulation Script: None.

Remote Branch Office: Any.

Click Finish.

Edit Flow: IP_Office_Flow X

Fiow Name

Server Configuration
URI Group
Transport

Remote Subnet
Received Interface
Signaling Interface
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The following screen capture shows the newly created End Point Flows.

Session Border Controller for Enterprise AVAYA
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8. Clearcom SIP Trunking Service Configuration

To use Clearcom’s SIP Trunk service, a customer must request the service from Clearcom using the
established sales processes. The process can be started by contacting Clearcom via the corporate web
site at: http://www.clearcom.mx/ and requesting information.

During the signup process, Clearcom and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to Clearcom’s network.

Clearcom is responsible for the configuration of Clearcom SIP Services. The customer will need to
provide a public IP address to be used to reach the Avaya SBCE at the enterprise. In the case of the
compliance test, this is the outside or public IP address of the Avaya SBCE (BL1 interface). The
customer will also need the IP addresses for the primary and the secondary public DNS servers,
these addresses can be obtained from the local ISP in Mexico.

Clearcom will provide the customer the necessary information to configure Avaya IP Office and the
Avaya SBCE following the steps discussed in the previous sections, including:

e SIP Trunk registration credentials (User Name, Password, etc.).

e (learcom’s Domain Name and SIP Proxy FQDN.

e DID numbers, etc.
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9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

9.1 Verification Steps

The following steps may be used to verify the configuration:

e Verify that endpoints at the enterprise site can place calls to PSTN and that calls remain
active for more than 35 seconds. This time period is included to verify that proper routing of
the SIP messaging has satisfied SIP protocol timers.

o Verify that endpoints at the enterprise site can receive calls from PSTN and that calls can
remain active for more than 35 seconds.

e Verify that the user on the PSTN side can end an active call by hanging up.

e Verify that an Avaya endpoint at the enterprise site can end an active call by hanging up.

9.2 Protocol Traces

The following SIP message headers are inspected using a sniffer trace analysis tool:
Request-URI: Verify the request number and SIP domain.

From: Verify the display name and display number.

To: Verify the display name and display number.

P-Asserted-Identity: Verify the display name and display number.

Privacy: Verify privacy masking with “user, id”.

Diversion: Verify the display name and display number.

The following attributes in SIP message body are inspected using a sniffer trace analysis tool:
Connection Information (c line): Verify IP addresses of near end and far end endpoints.
Time Description (t line): Verify session timeout value of near end and far end endpoints.
Media Description (m line): Verify audio port, codec, DTMF event description.

Media Attribute (a line): Verify specific audio port, codec, ptime, send/ receive ability,
DTMF events.
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9.3 IP Office System Status
The following steps can also be used to verify the configuration.

Use the Avaya IP Office System Status application to verify the state of SIP connections. Launch
the application from Start - Programs - IP Office - System Status on the PC where IP Office
Manager is installed, log in with the proper credentials.

(15 Avaye P Offce System tatu

AVAYA IP Office System Status

Help EBxt About

P )

Online | Offiine

Logon

Control Unit IP Address: BYZBURN)

Services Base TCP Port: ELELL

Local IP Address: Automatic

U@ BTG Administrator

Password: .O.......OO..l

[ Auto reconnect

[ Secure connection

1. Select the SIP Line of interest from the left pane. On the Status tab in the right pane, verify
that the Current State is Idle for each channel (assuming no active calls at present time).
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2. Select the Alarms tab and verify that no alarms are active on the SIP Line.
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'S Ny
'S Avaya IP Office System Status - 00E00706530F (172.16.5.60) - IPS00 V2 9.1.6.0 build 153 _ [ESREERC

IP Office System Status

Status  Utilization Summary Alarms

Alarms for Line: 17 SIP sip://172.16.5.71

Occurrences Error Description

Locations

Clear Clear al Graceful Shutdown ] [ Farce Cut of Service Print... Save As...

Online
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9.4 IP Office Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start = Programs = IP Office -
Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on the
taskbar and select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit “iew Filkers Status Help

=8| »8T| x|V @ ==

' F4 4

Start/Stop Trace Select
Trace Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows modifying the
threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

All Settings (=234
T1 | wComp | wPM | weM | son | ssl | Jade |
&TM | cal | DTE | EConf | FiameRelsy | GOD | H323 | Inteface |
ISDM | F.ew/Lamp | Directory | Media | FRF | Rz | Ralting | Services  SIP |System|
Ewventsz
W Sip |veboze - [~ STUN [~ SIP Dect
FPackets
[~ SIP Reg/Opt Rx [~ SIP Mizc Rx
[~ SIPReg/Opt Tx [~ SIP Mizc Tx
[~ SIPCallRx [~ Crm Motify Fx
[~ SIPCallTx [~ Crm Motify Tx
¥ Sip Bz [~ hex IP Filter [nnn.ninn. i, nnn)
¥ Sip Tx ™ hex |
Default hll‘ Clear All | Tab Elear.f-‘all‘ Tab Sethll‘ [S—
Sl ‘ Lot | Load Parial File‘ S 2 Hl: |
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9.5 Avaya Session Border Controller for Enterprise (Avaya SBCE)

There are several links and menus located on the taskbar at the top of the screen of the web interface
that can be used for diagnostic and troubleshooting.

Alarms: Provides information about the health of the Avaya SBCE.

Alarms  Incidents Status ~ Logs v Diagnostics  Users

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard

AT
BackupRestore Siysaem Time 05:24 25 AM CDT A EAS

Systern Management

Gicbal Parameters Version 701058730 Avays SBCE
Global Profiles Bl Date FeiJan 1522 53 12 EST 2016
PPM Services Lcenss St o OK
Domain Polcies Aggregate Lceming Craerages 0
TLS Management > X
Device SPOC'ﬁC Semnga Poak Licersing Ovurage Count o
Last Lopoea in at 0212016 D1 €6 31 CDT
Fated Login Atlempls V]
Alwrins {ngsl 24 hours) Inciderts {past 24 hours)
None found
At
NoO rotes ound
The following screen shows the Alarm Viewer page.
Alarm Viewer AVAYA
EMS
Y% 0 Detais State Tme Device |
Avaya SBCE |
No afarmes found for this device
[ Goar swwcis || Gnar v |
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Incidents: Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms  Incidents  Status - Logs v Diagnostics Users Sethings v  Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard
Administration
BackupRestore TN -
Sysaem Time 05:24 25 AM CDT Hy Ens
Systern Management
Gicbal Parameters Version 101058730 Avaye SBCE
Global Profiles Bkt Date Fri Jan 1522 53 12 EST 016
PPM Services Lcemss Sute o oK
Dormain Poicies Aguregate Loermsing Crverages 0
TLS Management
Poak Licersing Ovurage Count o
Davice Specific Settings
Last Logpea in ot 0292016 01 .66 31 COT
Fated Login Atempls /]

Alwrns el 24 hoars) Inciderty (past 24 howrs |

None found

No retes ound

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Devica | Al V| Category ANl v ; Claar Fies | Rafrash  Gareate Report

Drspiaying results 1% 14 aut of 2002

Chategory Cmtwo

Routing Falura T29364126460041 32318 S17.AM Polcy Avaya SBCE Max fvwards Excoaded
Routing Faslurs 1295364006481672 323 516 AM Polcy Avaya SBCE Max forwards Excaaded

l‘.2 35‘{5 > || >
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Alarms Incidents  Status - Logs v Diagnostics  Usars Sethngs ~ Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
IR
BackupRestore T
Sysaem Time 05:24 25 AM CDT Hul Ems
Systern Management
Gicbal Parameters Veion 101-039-6730 Aviive SBCE
Global Profiles Busld Dato F#lJan 15 22 53 12 EST 2016
PPM Services Lcornss Sute o OK
Domain Poicies Aguregate Loemsing Creerages 0
TLS Managemant S < 3 2
Licens U o e
Deavice Specific Settings e bbb
Last Logpea in 0292016 01,6631 COT
Fated Login Agempls o

Inoderts (past 24 howrs )

None found

No rotes ound

The following screen shows the Diagnostics page with the results of a ping test.

Pinging 172.16 5.60

Avarage png from 172 16 571 [A1) %0 172 16 5 80 = 1 005ms

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 116 of 122
SPOC 7/18/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSIPO91SBCE7?



Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings >
Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for the
trace and click Start Capture.

Alarms  Incidents  Status Logs Diagnostics  Users Settings Help Log Oul

Session Border Controller for Enterprise AVAYA
TLS Management . Trace: Avaya SBCE
+ [Device Spacific Settings
Network
Management Pweket c"p“"'—“ Sapiures l
Signaling Interface S1us Ready
End Paint Flows x
Imerface Al v
Session Flows
DMZ Services Fr e L Vi |

TURN/STUN Remote Adoress
Service “Port P P Ped {
SNMP L P
Syslog Managemeant
Advanced Options Maximum Number of Packels 10 Capure 10000
« | Troubdashootng S’,aplule Flm:'ne : Test peap

Dw'm'no Using Te *ame of a7 suning capie i DveraTis 1

[Trace] | Start Capture | | Cloar |

DoS

Learning N
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Once the capture is stopped, click on the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Alarms  Incidents  Status Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
TLS Management . Trace: Avaya SBCE
«[Device Specific Setlings
Natwork r 1
Management {WWJ C"”,“‘,'"',]
Media Interface Avaya SBCE Refiesh

Signaling Intarface

Fie Name Fie Stze {bytes) Last Modfed

End it Flows
End Point Flow i ‘ : e October 12, 2015 124910
Session Flows | ‘ s AM COT

OMZ Services
TURNSTUN
Service
SNMP

Syslog Management

Advancad Opticns

. ITfolitxésﬁbé{lng
D;x:ug:_;mg
iYmco[

DoS
Learming

9.6 TraceSBC Tool

traceSBC is a perl script that parses Avaya SBCE log files and displays SIP and PPM messages in a
ladder diagram. Because the logs contain the decrypted messages, you can use the tool easily even in
case of TLS and HTTPS. traceSBC can parse the log files downloaded from Avaya SBCE. traceSBC
can also process log files in real time on Avaya SBCE, so that you can check SIP and PPM traffic
during live calls. Refer to items [10] in Section 11

Operation modes:
e Non real-time mode:
The tool starts with at least one file in the command line parameters. The tool automatically
detects the type of files, processes the files, and finally displays messages from the different
files in one diagram ordered by the timestamp. If filters are set, only the messages that match
the filters are displayed in the diagram. In this mode, enabling live capture is not an option.
Examples: # traceSBC tracesbc_sip_ 1408635251

e Real-time mode
In this mode, traceSBC must be on active Avaya SBCE. traceSBC is started without
specifying a file in the command line parameters. The tool automatically starts processing the
log files. The live capture can be started and stopped anytime without affecting service.
Example: # traceSBC

Log Files

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 118 of 122
SPOC 7/18/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSIPO91SBCE7



Avaya SBCE can log SIP messages as processed by different subsystems and also log PPM
messages. The traceSBC utility can process the log files real-time by opening the latest log files in
the given directories. TraceSBC also checks regularly if a new file is generated, in which case the
old one is closed and processing continues with the new one. A new log file is generated every time
the relevant processes restart, or when the size reaches the limit of ~10 M.

Log Locations:
SIP messages are found at /archive/log/tracesbc/tracesbc_sip/ and PPM messages can be found
at /archive/log/traceshc/tracesbc_ppm/.

Active files are of the following format:
-rw-rw---- 1 root root 112445 Aug 21 10:12 tracesbc_sip_1408631651

Inactive or closed files are of the following format:
-rw-rw---- 1 root root 175236 Aug 21 06:33 traceshc_sip_ 1408617250 1408620820 1

or

-rw-rw---- 1 root root 31706 Jul 10 13:34 tracesbc_sip_1436549674_1436553270_1.9z
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10. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office 9.1 and the Avaya Session Border Controller for Enterprise Release 7.0 to
support Clearcom SIP Trunking Service using TLS, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations outlined in the
scope of testing in Section 2.1 as well as under test results in Section 2.2.
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