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Application Notes for estos GmbH estos ECSTA with Avaya
IP Office Server Edition — Issue 1.0

Abstract

These Application Notes describe the configuration steps necessary for provisioning estos
ECSTA v6.0 to successfully interoperate with Avaya IP Office Server Edition R11.1.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps necessary for provisioning estos GmbH
estos ECSTA v6 to successfully interoperate with Avaya IP Office Server Edition R11.1. estos
ECSTA for Avaya IP Office is middleware which integrates with Avaya IP Office using the
Centralized CTI Web Services API to provide, call control, device control and call monitoring.

Note: Avaya IP Office consists of an IP Office Server Edition running on a virtual platform as
the primary server with an IP Office IP500 V2 running as an expansion cabinet. Both systems
are linked by IP Office Line IP trunks that can enable voice networking across these trunks to
form a multi-site network. Each system in the solution automatically learns each other’s
extension numbers and user names. This allows calls between systems and support for a range of
internal call features. A connection to IP Office 500 V2 as a standalone is possible with the use
of an IP Office Application Server but this was not the focus of these Application Notes.

Centralized CT1 Web Services API was introduced on IP Office Server Edition R11.0 and
provides, along with other services, Telephony functionality. With previous versions of IP
Office, a TAPI connection to each IP Office node was required in order to provide call control
and device control. With the introduction of Centralized CTI Web Services API, a single third-
party server is now the requirement which will provide telephony functionality for all IP Office
nodes. Centralized CT1 Web Services uses one-X® Portal, which is installed with IP Office
Server edition by default, and this must be configured along with some security settings on IP
Office, (see Section 5).

2. General Test Approach and Test Results

The test approach was to connect estos ECSTA to IP Office using the Web Services API to
obtain information on all the IP Office devices and then use a phone application to make and
receive calls on these devices. The estos ECSTA TAPI driver was installed on a Windows 10
64bit PC. On the same PC, the phone application EPhone.exe was installed and was used to
monitor and control Avaya H.323, SIP IP and Digital telephones, using the Web Services API
via the IP Office Primary server. Inbound and outbound calls to the PSTN were made using
simulated PSTNs.

The IP Office Centralized CTI Web Services API Telephony functionality includes:

e Make/Answer/Disconnect a call.
e Place a call on hold and retrieve a held call.
e Swap Hold.
e Transfer a call (Supervised & Blind).
e Initiate a conference/Drop a conference participant/Disconnect a conference.
e Call Forwarding, (all, CFNA and Busy).
e Generate DTMF tones.
e Mute/Unmute.
e Do Not Disturb.
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Note: A client was not used during compliance testing. Instead, a test harness called EPhone.exe
provided by estos was used to demonstrate call control of the IP Office endpoints which included
both IP and Digital phones.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya IP Office
and estos ECSTA did use a secure SSL link.

2.1. Interoperability Compliance Testing

The objective of Interoperability Compliance Testing is to provide assurance to the potential
customers that the tested products operate as specified and can interoperate in an environment
similar to the one that will be encountered at a customer’s premises. The interoperability
compliance testing focused ensuring that the connection between estos ECSTA and IP Office
was successful and to do that the following tests were carried out using EPhone.exe.

e Answer incoming calls both from internal and external callers.
Make calls to internal and external numbers.
Hold/Unhold incoming and outgoing calls.
Transfers (Blind/Supervised).
Transfers to External/Mobile numbers.
Set/Cancel Call Forwards.
Serviceability testing, which focused on verifying the behaviour of estos ECSTA
under different simulated LAN failures.
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2.2. Test Results

Tests were performed to ensure full interoperability of IP Office with estos ECSTA. Performance
and load testing is outside the scope of the compliance testing. All the test cases passed
successfully.

2.3. Support

Information on estos and product support can be obtained through the following:
e Online: https://support.estos.de/de
e Phone: + 49 (8151) 36856-177
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https://support.estos.de/de

3. Reference Configuration

Figure 1 illustrates the network topology used during compliance testing. The Avaya solution
consists of an IP Office Server Edition Primary Server and IP500V2 Expansion. The estos
ECSTA makes use of the Web Services API to provide telephony functions that allow for third
party call control of all Avaya phones. A variety of Avaya deskphones were used to generate
intra-switch calls (calls between phones on the same system), and outbound/inbound calls
to/from the PSTN.

Note: Two simulated PSTN lines was used, consisting of a SIP trunk connection to Session
Manager and an ISDN ETSI link to Communication Manager.

[A\faya Endpoints ]

4

Simulated SIP PSTN (

Avaya IP Office = fe————— = ESTOS ECSTA
L Primary Linux Server Web Services

API

Avaya SCN Link

Simulated ISDN PSTN
Avaya IP500 V2

Expansion

[Avaya Endpoints ]

Figure 1: Avaya IP Office Server Edition and estos ECSTA reference configuration.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Ayaya IP Office Server Edition running on a 11.1.2.0.0 Build 239
Virtual Platform
Avaya IP Office 500 V2 Expansion 11.1.2.0.0 Build 239
Avaya J179 IP Phone (H.323) 6.8304
Avaya J159 IP Phone (SIP) 4.0.7.0.7
Avaya 9508 Digital 2.0
estos GmbH estos ECSTA 6.0.7.889

Note: Compliance Testing is applicable when the tested solution is deployed with IP Office
Server Edition in any configuration. For a standalone IP500V2 configuration an additional
Avaya IP Office Application Server is required and was not tested as part of this compliance
testing.
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5. Configure Avaya IP Office

The configuration of IP Office can be carried out using the traditional IP Office Manager or the
newer IP Office Web Manager. For this setup IP Office Web Manager was used to configure the
connection to estos ECSTA. A new Rights Group and Service User were added specifically for
the connection to estos ECSTA.

Open a URL to the IP Address of the IP Office Server Edition and enter the appropriate
credentials, as shown below.

&« c & 10.10.40.19:7070/WebManagement/WebManagement.html|
=5 Apps “,';' studio.photoboxco.. & whatis muip - Goo.. @ WorkSpaces38 Age.. @ Server (Maintenance)
Avaya IP Office Web Manager
User Name
|
Password

Select Language

English R

Offline Mode @

Copyright @ 2021 Avaya Inc. All Rights Reserved.
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From the top menu, navigate to Security = Security Settings.

AVAVA Solution ~ Call Management  System Setlings Security  Applications 2 ?
: Security Settings
SO|UtI0n Solution Setfings

View All (2) Actions Configure » Enter search criteria

IPOSE11 10.10.40.19

= v
online (2)
IPO500V2PG 192.166.40.20 = W
Offiine (0)
Servers (1)

The Primary Server Edition was chosen.

AVAyA Solution  Call Management  System Seftings ~ Security  Applications

Security Settings

Show Al Search
System Name System Type System Address
Primary IPOSE1L Primary 10.10.40.19 /
Secondary

Expansion System (L}

Expansion System (V2)

Application Server

5.1. Add a new Rights Group for estos ECSTA

Before the user is added, a new Right Groups needs to be configured for this user. Navigate to
Rights Groups in the left window and click on Add Rights Group in the main window.

Security Settings | IPOSE11
General
Services Name
Administrator Group s o
Rights Groups
QOperator Group VA |
Service Users
_ System Status Group Vi
Certificates
TCPA Group /s 1
IPDECT Group VR
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There are a number of tabs that can be configured, first enter a suitable Name in the Group
Details tab.

Edit Rights Group

Group Details Configuration Security Administrator System Status Telephony APls Web Services External HTTP

Name

estosWS

Cancel Save

Navigate to Telephony APIs and ensure that all are selected, as shown below.

Edit Rights Group
Group Details Configuration Security Administrator System Status Telephony APls: Web Services External HTTP
Enhanced TSPl Access DevLink3 Location API
YES YES YES
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Under the External tab, ensure that one-X CTI API is ticked, as shown below. Click on Save.

Edit Rights Group

Group Details Configuration

Woicemail Pro Basic
NO

one-X Portal Super User
NO

Management APl Read

NO

Reporter Administrator

NO

Security Administrator

Voicemail Pro Standard
NO

Web Control Administrator

NO

Management APl Write

NO

one-x CTIAPI
YES

System Status Telephony APls

Web Services Externa HTTP

Voicemail Pro Administrator one-X Portal Administrator

NO

Web Control Security

NO

WebRTC Gateway Administrator

NO NO
Media Manager Administrator Media Manager Standard
NO NO

Adjunct Server Connection

NO

Cancel Save

5.2. Add a Service User for estos ECSTA
Click on Service Users in the left window. Click on Add Service Users in the main window.

Security Settings | IPOSE11

General
+Add Service Users
System
N Access Right:
Services me S8 s
Administrator Administrator Group, Business Partner, System Status Group, TCPA Group P ]
Rights Groups
EnhTcpaService TCPA Group, TCPA Group P ]
Service Users
IPDECTService IPDECT Group, IPDECT Group |
Ceriificates
BranchAdmin SMGR Admin ]
BusinessPartner Business Partner s o
Maintainer Maintainer P |
DirectoryService Directory Group V|
MCMAdmin MCM Admin VA |
aurenzSDKuser Management API Group V|
PG; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 28

SPOC 5/11/2022

©2022 Avaya Inc. All Rights Reserved. ECSTA_IPO11




Enter a suitable Name and Password. Ensure the Account status is Enabled and scroll down to
add the Rights Group that was created previously in Section 5.1.

Name

estos

NO

Adjunct Servers
NO

Business Partner
NO

IPDECT Group
NO

Maintainer

NO

Account Expiration

Password

Administrator Group
NO

Customer Admin
NO

MCM Admin
NO

Management APl Group

NO

Account status

Enabled

Backup Admin
NO

Directory Group
NO

Maint Admin
NO

Operator Group

NO

The estosWS Rights Group that was created in Section 5.1 is selected here and Save is clicked
to add the new user.

Services
Rights Groups
Service Users

Certificates

Business Partner

NO

IPDECT Group
NO

Maintainer
NO

SMGR Admin
NO

System Admin
NO

Upgrade Admin
NO

Customer Admin

NO

MCM Admin

Management APl Group

SNMPv3 Admin

System Status Group

NO

NO

NO

NO

Zang Admin

NO

Directory Group

NO

Maint Admin
NO

Operator Group

NO

Security Admin

NO

TCPA Group
NO

estosWS

YES

Save
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5.3. Configure Avaya one-X® Portal

For compliance testing the interface was using a secure link. However, if the interface is not
using SSL the service must be allowed access to HTTP on port 8080. This is done on One-X®
Portal Administrator under security.

Open a web browser to the IP Office Server Edition on
https://<Server 1P>:9443/onexportal-admin.html. Enter the appropriate credentials and click

on Login.

QI;=>]I|A https://10.10.40.25:9443/onexportal-admin.html O ~ @ Certificate error ¢ ” A\ one-X Portal Administrator ‘

User Login AFA Login

AVAFA e Version: 10.1.0.1.0
g » [ ] g = \

Administrator |Adminisirator |

|..al..al.l a\l

Language English~

82017 Avaya Inc. All Rights Reserved. View EULA

Click on Security in the left window and on HTTP/HTTPS Protocol and ensure that that
Unsecure and Secure (HTTP and HTTPS) button is selected and click on Save.

r,
|\=>,.I|A https://10.10.40.25:0443/onexportal-admin.htmiEAdminSecurityProtoc O v € Certificate error C ” A\ one-X Portal Administrator ‘ ‘

LAY » .
- H ‘Welcome
o230 Portal for IP Office
Health W HTTR/HTTPS Protocol
Configuration Select HTTP/HTTPS Protocol
Security O Secure Cannection (HTTPS) Only
w (®) Unsecure and Securs (HTTP and HTTES)
TLS Settings —_—
ESNA Authentication | Save |
Mote:
» HTTF is insecurs and prone to eavesdropping attacks.
= (Changes to Secure Connection settings require ene-X Portal server restart. The one-X Portal will NOT function till the service is restarted
P TLS Settings
P ESNA Authentication
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Once Save is pressed above the following message is displayed, click on Yes.

Confirm

The one-X Portal will NOT function fll the service is
restarted. Are you sure to change the protocol?

Yes || No

Once Yes is pressed above the following message is displayed, click on Yes again. The One-X®
Portal will now restart and will log out the user automatically and will be offline for 2-3 mins.
Confirm
Your change has been saved successfully. ons-X

Portal service needs to be restarted. Do you want to
restart one-X Portal service?

Yes || No

This concludes the setup on IP Office for CTI Web Services connections.
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6. Configuration of estos ECSTA

This section outlines the steps to configure the estos ECSTA to connect to IP Office. estos
ECSTA can be installed on a server or desktop PC. Installation is carried out using software
provide by estos. Installation instructions are outside the scope of this document but information

on installation of estos ECSTA can be found in Section 9 of this document.

6.1. estos ECSTA configuration for IP Office
The Phone Driver Options Advanced can be located as shown below.

E
. estos
ECSTA for Avaya IP Office Help

Phone Driver Options Advanced

(<]
i

2

Feedback Hub

&

? GetHelp

G

O [fype here to search

The ECTSA for Avaya IP Office driver is installed as part of the installation by the estos
engineers. The existing driver can be configured by clicking on Configure at the bottom right of
the screen. If a new driver was to be added for a second IP Office node, then click on Add.

PG; Reviewed:
SPOC 5/11/2022

J

Providers  System

‘You may add multiple instances of each Service Provider if the Provider
supports this feature.,

The following telephony providers are installed on this computer:

) Provider Version

) ECSTA for Avaya IP Office 6.0.7.889

https://10.10.40.19:9443
new

[ 5how system drivers

Add... Remove Configure...

oK Cancel
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Clicking on Add will open a new window where an additional Driver or Provider can be added.

J Phone Driver Options Advanc
P

ed

Providers  System
You may add multiple i
supports this feature.

The following telephany providen

o Provider

o] ECSTA for Avaya [P Office

https:/10.10.40.19:9
new

Add Provider

Select the provider you wish to install from the list below, and dick Add.

o Provider
ECSTA for Avaya IP Office

Avaya [P Office
J Microsoft Windows Remote Service Provider

Version: 100190471

[]show system drivers

.|
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Pressing Configure, from the screen at the bottom of Page 14, opens the window below where
the IP address of the Server Edition is added for Host Name or IP - Port, and Port 9443 is used
for the encrypted connection. Encryption is therefore set to TLS Connection (encrypted) as
shown below. The Username and Password is set to that configured in Section 5.2. The Test
connection button can be used, to verify, whether the configured parameters are correct so that a

connection can be established between ECSTA TAPI driver and Avaya IP Office.

ECSTA for Avaya IP Office

 ciiziied #Verbindung

==

o

Lines Login

&

Location

R
Advanced

©

Connection yomgg  Host Mame or IP - Port | 10.10.40. 1 | | 443 |

o= Encryption TLS Connection {encrypted)

n Username | estos |

Password | YT |

Test connection

ra Comments for this connection:

Licenses

®

Info

0K Cancel Apply

Help
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Clicking on Lines in the left window, allows the addition of the IP Office extensions, or Lines as
they are called in reference to TAPI. The extensions that are to be monitored by ECSTA will be
added here. A whole range of lines can be added by selecting Extras and Load Lines as shown

below, or one Line can be added by clicking on Add.

e

o=

o=

&

&

Info

Fidiiii04

Connection
Lines

Location

R
Advanced

O

Licenses

®

ECSTA for Avaya IP Office

X
Lines
EE o | Phone Number ~
4 Domain of the telecommunications system: 127.0.0.1
o 5200
v
Add... Edit...
SZ  Load lines...
OK C | -
e H  Export lines...
Il -« ot ines..

For compliance testing, a range of lines were added as shown below. Fill in the appropriate
details and click on Read lines.

o=

o=

Read lines

Options for reading the lines

Range to be read out:
First Extension (Phone Mumber):
Last Extension (Phone Mumber):

Additional settings:

Read line names
Update line names

[ ] Do not import SIP lines

Which lines and line properties should be read from the telephone system?

Phone Mumber Range e

5200

e.g. 10

5299 e.g. 350

Configure rules ...

I Read lines...

| Cancel
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To add an individual line, click on Add as shown below.

ECSTA for Awvaya [P Office x
T Lines
-
Connection EE J Phone Mumber Mame "
o= - | -
o= 4 [omain of the telecommunications systerm: 127.0.0.1
= o 3200 V2 Hunt
o 3202 5202
@ o 3205 aurenz3203
Location o 3206 aurenz3206
» % o 3220 5220
I!) o 3221 53221
Advanced o 3222 5222
0 o 3250 5250
&
Licenses o
@ E Add... i Remove Edit...
Info Filter: | Extras... -
Ok Cancel Apply Help

The Phone Number will be the extension number of the IP Office extension in question. The
Name can be anything but may be useful to keep this the same as the extension number. Domain
of the telecom was set to 127.0.0.1, because One-X® Portal and IP Office were running on the
same host. This could have been 10.10.40.19 also, as this was the IP address of the IP Office
hosting one-X® Portal. ECSTA already has a link to 10.10.40.19 configured and so 127.0.0.1

was used.
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Clicking on Location in the left window, shows the settings that can be set for the Location
information. There were no specific settings set for compliance testing.

ECSTA for Avaya IP Office >
FEET Location
=l
Connection @ [Juse Location
o= Country Code 1 for LISA
o= Area Code 212 NY City
Lines
Local Office Code 1234 for Company
@ Phone Mumber Format
Location You can specfy rules based on which the telephone numbers will be formatted.
R
Edit Format...
Advanced
&
Licenses
Info
Cancel Apply Help
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Clicking on Advanced in the left window, opens the settings as shown below. Again, these were
left as Default for compliance testing but can be changed depending on the setup required.

ECSTA for Avaya IP Office >
T Advanced
il
Connection %’ 4 Features
P Return to held party when terminating a consultation Yes
g-_= Rules for recognizing SIP lines Edit rules ...
Lines 4 Formatting
Line Marme Format Default -
@ 4 Performance Parameters
Location Snapshot for active calls (seconds) 20
R
Advanced
&
Licenses
@ Line Name Format
Display Format of the TAPI Line Mames
Info

Cancel Apply Help
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Clicking on Info, shows the location of the log files and the ECSTA TAPI Driver version.
Clicking on OK at the bottom of the screen should exit the setup and save the changes.

ECSTA for Avaya IP Office *
FE Info
-

Connection @ Mame of this driver: | hew |
o= Version of the TAPI Driver: | 6.0.7.839 (54Bit) |
o=

_ TAPI Provider ID: E |
Lines
Logging
@ General Driver Log File
Location [l clear Log Files daily
% Log Filter | |
Advanced Logfile Path | c:\ecstafvayalPOfficel, |
0 Delete Praovide logfiles
& Open diagnostic tools
Licenses
@ Licensing information
© 2022 estos GmbH
Info
wiww, estos, de
Cancel Apply Help
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7. Verification Steps

This section provides tests that can be performed to verify correct configuration of the Avaya
and estos solution. To verify the solution, calls are made/received using the estos EPhone TAPI

phone application.

7.1. Verify the connection using estos EPhone.exe

The connection can be tested by opening the EPhone.exe or EPhoneX64.exe and using it to make
and receive a call. That is the ultimate goal of compliance testing and once that can be achieved
the setup is deemed successful. The EPhone.exe is typically located in the estos/ECSTA folder
which would be under Program Files. Once the EPhone application is opened a Device is chosen,
from a list of devices that appear, when the Device drop-down box is clicked (not shown).
Extension 5350 was chosen below, which means that this device is now controlled by estos
TAPI Phone Dialer. A call was made to this extension from 091731101 and the call can be
answered by pressing the Answer button.

g Cut @ ESTOS TAPI Phone Dialer Extended X64 - 4.4.0.2 — >
= 4+ Move t
b to Ok Comy B t—‘ w-| Copy path ) v 1af1
Il1ﬁ.;:.I;;_?;lll- apy asie | Paste shortcut S| Copytd  Session
Device: | 5350 [5350] w Erd Session
Clipboard d
Addiesz:  |5350-1D 0 ~ | | Agent | Phone
< v <« estos » ECSTA ] LCK /| CON |SYE | |PwD | Active Configure
# Quick MName Phone #: || take Call Fickup... Unpark...
uick access
Callz
I Deskiop resourees Mas Callss 21 v 1ot
ecstafvayalPO_licenses
=| Y
; Downloads P Call State:  Offering Trurk ID: O«FFFFFFFF
#* ELicenseTool
= Documents Call Features:  0xB0020004 Host CalllD: 0220084485
E W EPhone CallType: Direct Media: Voice Fiel. CallD: 040
&= Pictures B4 EPhoneXpd CalDirection:  Inbound/Ext Appspecific; 0x0
) C : AddressID: Ox0
talvayalPOFf 4 EUploadLogFiles
sesiafvayatUiies) ¥ POt Caller. 031731101
D Music =] LICENSE Called: 5350
) dme Connected:
Vid =| rea
E 1deos @ StartHelp Redirecting:
& OneDrive TopiCaps Redirection:
(05 Infa ISDM Infa Uzer Info Call Data Features 00:00:01
. Th20
= This PC E
@ N . Accept Aizier Haold Swap HangUp  Dial Digits...
etwor
Complete. | Redirect...  Transfern. terge Conference Park...
dppzpecific..| Conference... Add Party || Drop Party || Conf List... Forward
Recarding
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Once the call is answered, more telephony functions were enabled, such as Hold, Transfer,
Conference and Hang Up.

Once these calls are successfully initiated using the TAPI Phone Dialer application, then there
must be a successful connection between estos ECSTA TAPI driver and IP Office.

[ ESTOS TAPI Phone Dialer Extended X64 - 44,02 — >
. ]| 10f1
Sezzioh
Dewvice: | 5350 [5350] v End Session
Addrezsr | 5350-1D 0 ~ | | Agent || Phone
bl LCEK COM S P Active Configure
Fhone #: bdake Call Fickup... npark...
Callz
Max Calls: 21 4] r | 10f1
Call State:  Connected Trunk ID: 0=FFFFFFFF
Call Features: 0x36000423 Hozt CalllD: 0<E7EBBC3A
CallType:  Direct Media: “oice Rel Calll: Owx0
Callirection:  Inbound/Ext Appzpecific; 0=0
AddressID: 0x0
Caller: 031731701
Called: 5350
Connected: 031731101
Redirecting:
Redirection:
EI05 Info ISDM Irnfo Lzer Info Call Data Featurez 00:00:039
Accept Anzwer Hald Swap HangUp || Dial Digits...
Complete... || Redirect.. | Transfer... Merge Caonference Park...
&ppepecific...| [Canference.. || Add Party Drop Party || Canf List... Fanmard
Recarding
15022022 - 17:41:3
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7.2. Verify connection from IP Office

IP Office Monitor can be used to check on the TAPI messages on IP Office. Open IP Office
Monitor.

. IP Office
A\ 1P Office Knowledge Base
™ Manager
[ Monitor
i System Status
[5l Uninstall IP Office Admin Suite
. Maintenance
. Microsoft Office -

1 Back

Select the IP Office (under Control Unit Address). Enter the appropriate credentials and click
on OK.

Select System to Monitor &

Control Unit Address

SCH Gateway Address

Protocal

\TCP |
Pt
|50734

Certificate

| L]

|zemame

FPazzward

HREHHEHK

Trace Log Settings Filename

|E:'xLIsers"-.-‘-‘-.dministratu::r"-.-‘-‘-.ppDataHHDaming\.ﬁ.vaya'xlF' foiﬂ

[ Reconnect on startup

| (] Cancel |
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Click on Trace

Options.

& Avaya IP Office SysM

File Edit Wiew | Filters | Status Help
Dl =] | nl | Trace Options ... Ctrl+T
Send To Syslog

kkdkkkkkkkd Gyg)

Reset Sysmon over Syslog filters

cE LT

*kkxkkkwx* Jygtem (10.10.40.19) has been up and running for Tdays,

*ikkkkkkdxd Warning: TEET File Logging selected *xdkdxsdsd

Frkkkkdxsd oontact made with 10.10.40.19 at 18:30:50 17/2/72022 *¥*k*dxkdds

Shrs,

Smins and Z26secs(637526439mS)

There are a number of traces that can be set, under CTI the following can be set for TAPI and

CTI events. Clicking on TAPI below will show certain TAPI events, the type of events can be
widened by selecting other boxes that may be relevant. Click on OK once everything has been
selected appropriately.

PG; Reviewed:
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All Settings - - 23
4TM | Cal | DTE | EConf | FrameRelay | GOD | H323 | Intefface
15DM | Ke_l,.l#Lamp' Director_l,l' Media I PFP | R2 | Floutingl Sewicesl SIP | Supztem
T1 | weM | wen cTl 5CN | Jade
I~ C5TA I MICTIT« T Ful
v TaPI [~ MTCTIR® [ Ful

[~ [TAPI Call Lag) [~ MTCTI Events
[~ (T&Pl Line) I~ cTi
[ (T&P! Onex Resiliency] I~ T3
[~ [TAPI Raw Tx)
[~ [TAPI Raw Fx)
[~ “WebRTC SDP Ty
[~ ‘WebRTC SDF Ry
Default All | Clearal |  TabCears| Tabseta | ] Cancel
Sevelik | Load File | Load Partia Filel Select File |
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When a call is made and answered, the trace should show the TAPI messages, something like
what is shown below.

Avaya IP Office SysM;

File Edit View Filters

Status  Help

=8| A8t x|i| 3

461929995m5
461966507m5
461966507mS
461966507m5
461968248m5
461968248m3
461968298m5
461968298m3
461968298m5
461976474m3

461980590mS
461980591m3
461980640mS
461987783m3
461987783mS
461987833m3
461987833m5
461987833m3
461950003m5
461990934m3
4619580934m5
461990935m3
4619580935m5
461990984m3
461980984mS
461990984m3
461980984mS
461990984m3
461991034m5
461991034m3

WebServices: 10.10.40.19(49188) HITPWebServiceServerSessionI0O:: stCreationCallback

TRFI:
TRFI:
TRFI:
TRFI:
TAFI:
TRFI:
TAFI:
TRFI:

3:
3:
3:
3:
3:
3:
3:
3:

LINESTATUS handle=0000000a op_state=00000005 line features=0000001d

LINESTATUS handle=00000002 extn=5350 assigned lic=001c0000

CRLLINFO £6943208 (0000000a/e22a3eb5) = DISCONNECTED(16384) ep=f6947b08 (0a02281320000490 359.536872080.0 -1
SetEF (0000000a/00000000) for tapicall:£69321c0 £6949a90:536872083

HEW TAPI CALL: £69321c0 ep £6949a90(0a0a281320000493 359.536872083.0 54 5350.1) CALLID=16457

CALLINFO £69321c0 (0000000a/00000000) = OFFERING(2) ep=£6949a90(0a0a281320000493 359.536872083.0 54 5330.1)
HANDLE=0000000a RECEIVE=REGISTERCALL Length 13

REGISTER CALL £69321c0 HANDLE=3a46fabf CALLID=16457

Web3ervices: 127.0.0.1(47677) HTTPWebServiceServerSessionIO:: stCreationCallback

TRFI:
TAFI:
TRFI:
TAFI:
TRFI:
TAFI:
TRFI:
TAFI:

wsksskaisdk SysMonitor

3:
3:
3:
3:
3:
3:
3:
3:

v11.1.2.0.0 build 239 [connected to 10.10.40.19 (IPOSE1l (Server Edition(P)))] *¥*sdksdes

SetEF (0000000a/3a46fab8) for tapicall:£69321c0 £6949a90:536872083->0:0

stEpDeleted (0000000a/3ad6fabd) for tapicall:f69321cO (0:0) £6949a90:536872083

CALLDELETED (0000000a/3adefabi)

SetEF (0000000a/00000000) for tapicall:f89318d8 £6949a90:536872086

HEW TAPI CALL: £89318d8 ep £6949290(0a0a281320000496 359.536872086.0 55 5350.1) CALLID=16458

CRLLINFO £69318d8 (0000000a/00000000) = OFFERING(2) ep=£6949a90(0a0a281320000496 359.536872086.0 55 5350.1)
HANDLE=0000000a RECEIVE=REGISTERCALL Length 13

REGISTER CALL f69318d8 HANDLE=29425dd4 CALLID=18458

WebServices: 10.10.40.19(49228) HITPWebServiceServerSessionIO:: stCreationCallback

TAPT

TRFI:
TAFI:
TRFI:
TAPI:
TRFI:
TAPI:
TRFI:
TAPI:
TRFI:
TAPI:

3:
3:
3:
3:
3:
3:
3:
3:
3:
3:
3:

HANDLE=0000000a RECEIVE=ANSWERCALL Length 9

CALL ANSWER (0000000a/29425dd4)

SetEF (0000000a/e22a3eb5) for tapicall:f8943208 £6947b08:536872080->0:0

stEpDeleted (0000000a/e22a3ebd) for tapicall:f6943208 (0:0) £6947b0E8:536872080

LINESTATUS handle=0000000a op_state=00000005 line features=0000001d

LINESTATUS handle=00000002 extn=5350 assigned lic=001c0000

CRALLINFO £69318d8 (0000000a/29425dd4) = CONNECTED(256) ep=f£949a90(0202281320000496 359.536872086.0 55 5350.
CALLSTATE (0000000a/e22a3eb5) = DISCONNECTED core callid 0 epcallid 0

CRALLINFO £6943208 (0000000a/e22a3eb5) = DISCONNECTED(16384) ep=00000000(NULL) core_callid=0 CALLID=0
CRLLINFO £69318d8 (0000000a/23425dd4) = CONNECTED(256) ep=£6949a90(0a02281320000496 359.536872086.0 55 5350.
CALLDELETED (0000000a/e22a3eb5)

5350.0) core_callid=0 CALLID=5368720%

core_callid=54 CALLID=536872083

core_callid=55 CALLID=53687208&

0) core_callid=55 CALLID=536872086

0) core_callid=55 CALLID=536872086
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8. Conclusion

A full and comprehensive set of feature functional test cases were performed during compliance

testing. Estos GmbH estos ECSTA v6.0 is considered compliant with Avaya IP Office R11.1. All
test cases were passed.

9. Additional References

These documents form part of the Avaya official technical reference documentation suite.
Further information may be obtained from http://support.avaya.com or from your Avaya
representative.

[1] Administering Avaya IP Office™ Platform with Manager, Release 11.0, February 2019.

Information on the installation and configuration of estos ECSTA can be found at
https://www.estos.com.

[2] estos ECSTA for Avaya IP Office, Release 6.0.8.896.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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