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Abstract

These Application Notes describe the configuration steps required to integrate Empirix Hammer
IP 8.0 with Avaya Aura® Communication Manager 8.1 and Avaya Aura® Session Manager 8.1
using SIP endpoint emulation. Empirix Hammer IP validates IP-based systems by testing the
actual network under anticipated traffic conditions to provide an understanding of expected
performance. Empirix Hammer IP can be used to assess and monitor network performance,
reliability and quality of VVoIP services in an Avaya IP telephony network. In this configuration,
Empirix Hammer IP emulates SIP endpoints that register with Avaya Aura® Session Manager
and originates and terminates calls through Avaya SIP telephony network. While the call is
active, Empirix Hammer IP can send DTMF tones and voice media, and provide voice quality
metrics. Call progress can also be monitored, and at the completion of the test, test reports can
be generated. Empirix Hammer IP provides a collection of applications used to configure the
system; create, schedule, monitor tests; and create reports.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use
cases are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required to integrate Empirix Hammer
IP with Avaya Aura® Communication Manager and Avaya Aura® Session Manager using SIP
endpoint emulation. Empirix Hammer IP validates IP-based systems by testing the actual
network under anticipated traffic conditions to provide an understanding of expected
performance. Empirix Hammer IP can be used to assess and monitor network performance,
reliability and quality of VVolIP services in an Avaya IP telephony network. In this configuration,
Empirix Hammer IP emulates SIP endpoints that register with Avaya Aura® Session Manager
and originates and terminates calls through Avaya SIP telephony network. While the call is
active, Empirix Hammer IP can send DTMF tones and voice media, and provide voice quality
metrics. Call progress can also be monitored, and at the completion of the test, test reports can
be generated. Empirix Hammer IP provides a collection of applications used to configure the
system; create, schedule, and monitor tests; and create reports.

The following set of Hammer IP applications were used during the compliance testing:
= Hammer Configurator used to configure and manage the system.
= Hammer TestBuilder used to create and run test scripts.
= Hammer System Monitor used to monitor SIP registration status and call progress.
=  Hammer Call Summary Monitor used to monitor call completion and to create reports.

Below is a list of related Application Notes that describes terminating calls to SIP trunks, H.323
endpoints, and H.323 trunks.

= Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
and Avaya Aura® Session Manager using SIP Trunk Emulation [3]

= Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
using H.323 Endpoint Emulation [4]

= Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
using H.323 Trunk Emulation [5]

2. General Test Approach and Test Results

Interoperability compliance testing covered feature and serviceability testing. The feature testing
was conducted by originating and terminating calls using SIP endpoint channels on Hammer IP
and establishing the calls through the Avaya SIP telephony network. The compliance test also
covered monitoring various reports on the Hammer IP during and after the test runs, and
checking the status of various SIP resources on Communication Manager. The serviceability
testing focused on verifying the ability of the Hammer IP to recover from adverse conditions
such as disconnecting the Ethernet cable.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
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DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
Empirix Hammer IP did not include use of any specific encryption features as requested by
Empirix.

2.1. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying that Hammer IP can register with
Session Manager as SIP endpoints, establish calls, send voice media, and provide voice quality
metrics. The following features and functionality were covered:

= SIP endpoint registration with Session Manager.

= Originating and terminating calls through Avaya SIP telephony network.

= Support of G.711MU and G.729 codecs.

= Support of direct IP-to-IP media (also known as “Shuffling” which allows IP endpoints to
send audio RTP packets directly to each other without using media resources on the
Avaya Media Gateway).

= Generating voice quality metrics with Shuffling disabled.

=  DTMF support.

= Originating calls from SIP endpoints and terminating calls on SIP endpoints, SIP trunks,
H.323 endpoints, and H.323 trunks.

Note: Performance and load testing were not the focus of the compliance test.

2.2. Test Results

Empirix Hammer IP was successful in originating calls using SIP endpoint emulation and
terminating calls on channels emulating SIP endpoints, H.323 endpoints, H.323 trunks, and SIP
trunks. The compliance test was completed with the following observations:

= Direct IP-to-IP Media (i.e., Shuffling) using H.323 trunks between Communication
Manager and Hammer IP is not supported. However, Shuffling with H.323 endpoints
and SIP endpoints/trunks is supported.

= Communication Manager does not shuffle calls between a SIP trunk and a H.323 trunk.
This is per design. If the originating endpoint on Hammer IP is a SIP endpoint, note that
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the call arrives on Communication Manager via a SIP trunk. Therefore, a call from a SIP
endpoint to a H.323 trunk is essentially a call from a SIP trunk to a H.323 trunk and the
call is not shuffled.

= Hammer IP Call Summary Monitor and Quality of Experience Monitor did not report
voice quality metrics. Empirix provided a modified script for testing to output metrics to
Hammer IP System Monitor logs. The issue is addressed in a patch release.

Important Note: The purpose of this compliance test was to verify interoperability between
Hammer IP and Communication Manager and Session Manager using SIP endpoint emulation.
That is, the goal was to verify that Hammer IP can register SIP endpoints with Session Manager
and establish calls. This was successfully verified. If a Hammer test encounters failed calls,
there are various items to consider, including:

= The Guard Time and Stagger parameters may be set too aggressively (e.g., Hammer IP
may be initiating too many calls too quickly) and the configuration under test may not be
able to handle the load generated by Hammer IP. These parameters should be considered
carefully for each test. It may be necessary to slow down the test to a rate that can be
reasonably handled by the test configuration.

= Resources may be getting exhausted in the Avaya Media Gateway or Media Server.
These resources may include media processing resources, touch-tone receivers (TTRS),
network trunks, and TDM bus resources.

= The pause duration in a test script may need to be adjusted to synchronize the A and B
sides.

Generally speaking, call failures encountered in Hammer IP are usually a result of one of the
issues mentioned above.

2.3. Support
Technical support on the Empirix Hammer IP can be obtained via phone or website.

= Phone: (978) 313-7002
= \Web: https://support-hammer.infovista.com
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3. Reference Configuration

The network diagram shown in Figure 1 illustrates the test configuration. In this configuration,
Session Manager receives calls from Hammer IP, which emulates SIP endpoints. The call is
routed through the Avaya SIP telephony network. The call is eventually routed back to Hammer
IP where it is terminated. While the call is established, Hammer IP sends voice media (i.e., RTP
traffic) using an audio recording. This allows voice quality metrics to be provided at the end of
each call. Hammer IP applications running on Hammer IP server were used to configure the
system, create and monitor the tests, and view the test reports.

i * Avaya Aura® Communication Manager
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Termimalisg Port
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Figure 1: Empirix Hammer IP with Avaya SIP Telephony Network
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager running
on Virtual Machine

R018x.0.890.0-27168 (FP3 SP3)

Avaya G450 Media Gateway

41.34.1

Avaya Aura® Media Server running on Virtual
Machine

8.0.0.21

Avaya Aura® Session Manager running on
Virtual Machine

8.1.3.3.813307

Avaya Aura® System Manager running on
Virtual Machine

8.1.3.3.1013529

Empirix Hammer IP running on Microsoft
Windows Server 2019 Standard with 2.90 GHz

(2 processors) Intel Xeon CPU and 4.0 GB of 8.0.042
RAM on VMware
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

= Administer IP Node Names

=  Administer IP Codec Set

= Administer IP Network Region

= Administer SIP Trunk Group to Session Manager
= Administer SIP Stations

= Administer AAR Call Routing

Communication Manager is configured through the System Access Terminal (SAT).

5.1. Administer IP Node Names

In the IP Node Names form, assign an IP address and host name for Communication Manager
(procr) and Session Manager (sm81). The host names will be used in other configuration screens
of Communication Manager.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
HammerIP-orig 10.64.110.151
HammerIP-term 10.64.110.161
aes81 10.64.110.215
ams81 10.64.110.214
sm81 10.64.110.212
default 0.0.0.0
procr 10.64.110.213
procro6 H
(8 of 8 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name
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5.2. Administer IP Codec Set

In the IP Codec Set form, specify the audio codec(s) required by the test that will be run on
Hammer IP. The form is accessed via the change ip-codec-set 1 command. Note the codec set
number since it will be used in the IP Network Region covered in the next section. For the
compliance test, G.711MU, G.729AB, and G.729A codecs were used. In the IP Codec Set
form, specify the appropriate codec being used by Hammer test. Below is the IP codec set
configured for G.711MU.

change ip-codec-set 1 Page 1 of 2

IP MEDIA PARAMETERS
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20

23
33

5.3. Administer IP Network Region

In the IP Network Region form, specify the codec set to be used for Hammer calls and specify
whether IP-1P Direct Audio (Shuffling) is required for the test. Shuffling allows audio traffic to
be sent directly between IP endpoints without using media resources in the Avaya G450 Media
Gateway or Media Server. Note that if Shuffling is enabled, audio traffic does not egress
Hammer IP since the calls would be shuffled. The Authoritative Domain for this configuration
is avaya.com.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION

Region: 1 NR Group: 1

Location: 1 Authoritative Domain: avaya.com
Name : Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: no
Codec Set: 1 Inter-region IP-IP Direct Audio: no
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 50999
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.l1p Priority: 6
Video 802.1lp Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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5.4. Administer SIP Trunk Group to Session Manager

Prior to configuring a SIP trunk group for communication with Session Manager, a SIP signaling
group must be configured. Configure the Signaling Group form as follows:

= Set the Group Type field to sip.

» The Transport Method field was set to tls.

= Specify Communication Manager (procr) and the Session Manager (sm81) as the two
ends of the signaling group in the Near-end Node Name field and the Far-end Node
Name field, respectively. The name values are those configured in Section 5.1.

= Ensure that the TLS port value of 5061 is configured in the Near-end Listen Port and
the Far-end Listen Port fields.

= The preferred codec for the call will be selected from the IP codec set assigned to the IP
network region specified in the Far-end Network Region field.

= Enter the domain name of Session Manager in the Far-end Domain field. In this
configuration, the domain name is avaya.com.

= The Direct IP-IP Audio Connections field was enabled on this form.

= The DTMF over IP field should be set to the default value of rtp-payload.

= Disable Initial IP-1P Direct Media.

Communication Manager supports DTMF transmission using RFC 2833. The default values for
the other fields may be used.

add signaling-group 1 Page 1 of 2
SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? y Priority Video? n Enforce SIPS URI for SRTP? n
Peer Detection Enabled? y Peer Server: SM Clustered n
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? vy
Remove '+4+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: sm81
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1
Far-end Domain: avaya.com
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer (min): 65 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
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Configure the Trunk Group form as shown below. This trunk group is used for SIP calls to
Hammer IP. Set the Group Type field to sip, set the Service Type field to tie, specify the
signaling group associated with this trunk group in the Signaling Group field, and specify the
Number of Members supported by this SIP trunk group. Accept the default values for the
remaining fields.

add trunk-group 1 Page 1 of 22
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y
Group Name: SM Trunk 1 COR: 1 TN: 1 TAC: 101
Direction: two-way Outgoing Display? y
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 40

5.5. Administer SIP Stations

Note: The SIP station and off-PBX Telephone Integration was configured automatically by
System Manager as described in Section 6.3. The following describes the station configuration
process if they were added through Communication Manager.

Configure a SIP station for each SIP channel on Hammer IP. Set the Type field to either
9641SIP or J179. Set the Port field to IP and configure a descriptive Name. For the compliance
test, 20 SIP stations were used with extensions ranging from 78151 to 78170. The first group of
10 channels (extensions 78151 to 78160) were used to originate calls. The calls were then
terminated on the remaining 10 channels (extensions 78161 to 78170). Repeat this procedure for
each channel required by the Hammer test.

display station 78151 Page 1 of 6
STATION
Extension: 78151 Lock Messages? n BCC: O
Type: 9641SIP Security Code: TN: 1
Port: S00049 Coverage Path 1: COR: 1
Name: Hammer, 78151 Coverage Path 2: COS: 1
Unicode name? Hunt-to Station:

STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19
Message Lamp Ext: 78151

Display Language: english

Survivable COR: internal
Survivable Trunk Dest? y IP SoftPhone? n

IP Video? n
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Configure the Stations with Off-PBX Telephone Integration form so that calls destined for a
SIP endpoint on Hammer IP are routed to Session Manager, which will then route the call to
Hammer IP. On this form, specify the extension of the SIP endpoint and set the Application
field to OPS. The Phone Number field is set to the digits to be sent over the SIP trunk. In this
case, the SIP telephone extensions configured on Session Manager also match the extensions of
the corresponding stations on Communication Manager. However, this is not a requirement.
Finally, the Trunk Selection field is set to aar. This field specifies Auto Alternate Routing
(AAR) routing. In this case, the Trunk Selection field would be set to aar to trigger AAR
routing. Configuration of the AAR Analysis and Route Pattern forms would also be required.
Refer to [1] for information on routing calls using AAR or ARS. Repeat this step for each SIP
endpoint required on Hammer IP (e.g., extensions 78151 to 78170).

change off-pbx-telephone station-mapping 78151 Page 1 of 3
STATIONS WITH OFF-PBX TELEPHONE INTEGRATION

Station Application Dial CC Phone Number Trunk Config Dual
Extension Prefix Selection Set Mode

78151 OPS = 78151 aar 1
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5.6. AAR Call Routing

SIP calls to Session Manager are routed over a SIP trunk via AAR call routing. Configure the
AAR analysis form and enter add an entry that routes digits beginning with “78” to route pattern
1 as shown below.

change aar analysis 78 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
78 5 5 1 aar n

Configure a preference in Route Pattern 1 to route calls over SIP trunk group 1 as shown below.

change route-pattern 10 Page 1 of 3
Pattern Number: 1 Pattern Name: main

SCCAN? n Secure SIP? n Used for SIP stations? n

Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC

No Mrk Lmt List Del Digits QSIG

Dgts Intw

1: 1 0 n user
2: n user
33 n user
4: n user
5: n user
6: n user

BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM Sub Numbering LAR

012M4wW Request Dgts Format
l: yyyyyn n rest unk-unk none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: y yyyyn n rest none
5: yyyyyn n rest none
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

= SIP domain

= Logical/physical Locations that can be occupied by SIP Entities

= SIP Entities corresponding to Session Manager and Communication Manager

= Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

= Add SIP Users

Configuration is accomplished by accessing the browser-based GUI of System Manager using
the URL “https://<ip-address>/SMGR”, where <ip-address> is the IP address of System
Manager. Log in with the appropriate credentials.

6.1. Specify SIP Domain

Add the SIP domain for which the communications infrastructure will be authoritative. Select
Elements = Routing = Domains from the toolbar and click New button on the right (not
shown). The following screen will then be shown. Fill in the following:

= Name: The authoritative domain name (e.g., avaya.com).
= Type: Setto sip.
= Notes: Descriptive text (optional).

Click Commit.

Since the sample configuration does not deal with any other domains, no additional domains
need to be added.

AvAyA & Users v /# Elements v  # Services v Widgets v Shortcuts v Search — | admin

Aura® System Manager 8.1

Home Routing
Help ?
Domain Management |commit||cancel|
1Item &2 Filter: Enable
Mame Type Motes
* |avaya.com zip W
- | Commit]| cancel|
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6.2. Add Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management. To add a location, select Elements - Routing -
Locations from the toolbar and click on the New button (not shown) on the right. The following
screen will then be shown. Fill in the following:

Under General:
= Name: A descriptive name.
= Notes: Descriptive text (optional).

The screen below shows addition of the DevConnect location, which includes Communication
Manager and Session Manager.

AVAYA & Users v J# Elements v & Services v I Widgets v  Shortcuts v

Aura® Systern Manager 81
Home Routing

Help 7

Location Details Commit|[cancel

General
* Mame: |DevConnect

MNotes:

Dial Plan Transparency in Survivable Mode

Enabled: [
Listed Directory Mumber:

Associated CM SIP Entity:

Under Location Pattern:
= [P Address Pattern: A pattern used to logically identify the location.
= Notes: Descriptive text (optional).

Location Pattern
Add Remove

1Item o2 Filter: Enable

[T} |IP Address Pattern Motes

X
B #110.64.110.%
1P Address Pattern required e.g. 135.%

Select : All, None

Click Commit to save the Location definition.
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6.3. Add SIP Entities

In the sample configuration, a SIP Entity is added for Session Manager and Communication

Manager.

6.3.1. Avaya Aura® Session Manager

A SIP Entity must be added for Session Manager. To add a SIP Entity, select Elements -
Routing - SIP Entities from the toolbar and click on the New button (not shown) on the right.
The following screen is displayed. Fill in the following:

Under General:

= Name:

= FQDN or IP Address:
= Type:

= Location:

= Time Zone:

AVAYA

& Users v Elements v

A descriptive name.

IP address of the signaling interface on Session Manager.

Select Session Manager.

Select one of the locations defined previously.

Time zone for this location.

£ Services v | Widgets v Shortcuts v

s
= | samn

Aura® System Manager &1

Home Routing

SIP Entity Details

General

* Name:

* IP Address:
SIP FQDN:
Type:

Notes:

Location:

Outbound Proxy:
Time Zone:

Minimum TLS Version:

Credential name:

Monitoring
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Commit|| Cancel

smgl

10.64.110.212

Session Manager w

DevConnect ¥
v
America/Denver hd

Use Global Setting v

Use Session Manager Configuration v

Use Session Manager Configuration v
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Under Listen Ports, click Add, and then edit the fields in the resulting new row as shown below:

= Listen Ports: Port number on which the system listens for SIP
requests.

= Protocol: Transport protocol to be used to send SIP requests.

= Default Domain The domain used for the enterprise (e.g.,
avaya.com).

Defaults can be used for the remaining fields. Click Commit (not shown) to save the SIP Entity
definition.

Listen Ports

Add Remove

3 Items Filter: Enable
] |Listen Ports Protocol | Default Domain Endpoint Notes
[ |sos0 TCP % | |avaya.com ¥ C
O |soso UDP | |avaya.com v C
0 5061 TS %] [avaya.com W 0
Select : All, None
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6.3.2. Avaya Aura® Communication Manager

A SIP Entity must be added for the Communication Manager. To add a SIP Entity, select
Elements = Routing = SIP Entities and click on the New button on the right. The following
screen is displayed. Fill in the following:

Under General:

= Name: A descriptive name.

= FQDN or IP Address: IP address of the signaling interface (e.g., Communication
Manager (procr)) on the telephony system.

= Type: Select CM.

= Location: Select one of the locations defined previously.

= Time Zone: Time zone for this location.

Defaults can be used for the remaining fields. Click Commit to save the SIP Entity definition.

AVAYA & Users v /F Elements v & Services v | Widgets ¥  Shortcuts v ‘ — | admin
Aura® System Manager 8.1
Home Routing
RO Help ?
SIP Entity Details [commit|[cancel]
General
* Name: cm81
* FQDN or IP Address: |[10.64.110.213
Type: | CM v
Notes:
Adaptation: hd
Location: |DevConnect v
Time Zone: | America/Denver v
* SIP Timer B/F (in seconds): |4
Minimum TLS Version: | Use Global Setting v
Credential name:
- Securable: [
4 Call Detail Recording: |nons v
.
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6.4. Add Entity Link

The SIP trunk from Session Manager to Communication Manager is described by an Entity link.
To add an Entity Link, select Elements - Routing - Entity Links and click on the New
button (not shown) on the right. Fill in the following fields in the new row that is displayed:

= Name: A descriptive name (e.g., sm81_cm81_5061_TLS).

= SIP Entity 1: Select the Session Manager.

= Protocol: Select the appropriate protocol.

= Port: Port number to which the other system sends SIP
requests.

= SIP Entity 2: Select the name of Communication Manager.

= Port: Port number on which the other system receives
SIP requests.

= Connection Policy: Select trusted. Note: If trusted is not selected,

calls from the associated SIP Entity specified in
Section 6.3.2 will be denied.

Click Commit to save the Entity Link definition.

AVAyA & Users v /F Elements v & Services v | Widgets v  Shortcuts v Search ‘ — | admin
Aura® System Manager 8.1
Home Routing
Help ?
Entity Links [commit|[cancel|
1 Item Filter: Enabl
) |Name SIP Entity 1 Protocol |Port SIP Entity 2 Port OvDe:‘:dE CE::T'(:D" zi:: Notes
Service
#[smB1_cme1_s061_TLs | *[Qsma1 TS v | *[s06t *[Q@ems1 “[5081 ] trusted %
»
Select : All, None
- | Commit||Cancel|
»
[ s
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6.5. Administer SIP Users

A SIP user must be configured for each SIP endpoint channel on Hammer IP as defined in
Section 7.2. This configuration is automatically synchronized with Communication Manager. In
Session Manager, select Users - User Management - Manage Users to display the User
Management screen (not shown). Click + New to add a user.

6.5.1. Identity

Enter values for the following required attributes for a new SIP user in the New User Profile
screen:

e Last Name: Enter the last name of the user, (e.g., Hammer)
e First Name: Enter the first name of the user, (e.g., 78151)
e Login Name: Enter <extension>@<sip domain> of the

user (e.g., 78151@avaya.com)

AVAYA & Users v JF Elements v & Services v | Widgets v Shortcuts v

Aura® System Manager 8.1

Home User Management
Home@ | Users® | Manage Users Help ?
User Profile | Add Bl Commit & Continue m % Cancel
Identity Communication Profile Membership Contacts
EBasic Info
User Provisioning Rule :
Address
LocalizedMame
* Last Name : Hammer Last Name (in Latin Hammer
alphabet characters):
* First Name : 78151 First Name (in Latin 78151
alphabet characters):
* Login Name : 78151 @avaya.com Middle Name:
Description : Email Address:
Password : Uszer Type:
Confirm Password : Lecalized Display Name:
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6.5.2. Communication Address

Select the Communication Profile tab. Select Communication Address in the left list and click
+ New (not shown).
Enter the following attributes for the Communication Address:

o Type: Select Avaya SIP from the drop-down list
o Fully Qualified Address:  Enter the extension number (e.g.,70151)
e Domain: Enter the domain (e.g., avaya.com)

AVAyA & Users v /K Elements v & Services v v Shortc ‘ — | admin

lem Manager &1

User Management >

Communication Address Add/Edit

*Type: | Avaya SIP

*Fully Qualified Address: 75151
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6.5.3. Communication Profile Password

Select Communication Profile Password on the left and in the Comm-Profile Password and
Re-enter Comm-Profile Password fields, enter a numeric password. This will be used to
register the device. Click OK.

AVAyA & Users v JFElements v £ Services v Widgets ¥  Shortcuts v ‘ — | admin

Aura ® System Manager &1

Home User Management >

Comm-Profile Password

Comm-Profile Password : |

# Re-enter Comm-Profile Password : |

Generate Comm-Profile Password
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6.5.4. Session Manager Profile

Click on the Session Manager Profile slide button. For Primary Session Manager,
Origination Sequence, Termination Sequence, and Home Location (not shown), select the
values corresponding to the applicable Session Manager and Communication Manager. Retain
the default values in the remaining fields.

Av Ay A & Users v JF Elements v & Services v Widgets v Shortcuts v

Aura® System Manager &1

Home User Management
Homed | Users® | Manage Users Help ?
User Profile | Add Bl Commit & Continue m %) Cancel
Identity Communication Profile Membership Contacts

Communication Profile Password

SIP Registration

ET w

# Primary Session | =mai o) | o

Communication Address T r
Secondary Session | ~ | o

Session Manager Profile @) M re
Survivahility Server: | o) | o

Max. Simultaneocus | |

Devices:

Block New Registration M

When Maximum

Ranietratinne Artiva? «

Application Sequences

Origination Sequence:

| cma1 |
Terminaticn Sequence: | cmet |
RH; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 43

SPOC 4/7/2022 ©2022 Avaya Inc. All Rights Reserved. HIP81-SIP-EPT



6.5.5. CM Endpoint Profile
Click on the CM Endpoint Profile slide button. Fill in the following fields:

e System: Select the relevant Communication Manager SIP Entity
(e.g., cm81).

e Profile Type: Select Endpoint.

e Template: Select J179 DEFAULT CM 8 1or
9641SIP_DEFAULT_CM_8 1 as appropriate.

e Extension: Enter the extension number (e.g., 70151).

Click on Endpoint Editor in the Extension field to edit Communication Manager settings if
needed. Click Done to close the Endpoint Editor. Click Commit (not shown).

AVAyA & Users v F Elements v ## Services v ‘ Widgets v Shortcuts v

Aura® System Manager 8.1

Home Seszion Manager User Management
Home@ / Users® | Manage Users Help ?
User Profile ‘ Add Bl Commit & Continue (% Cance
Identity Communication Profile fMembership Contacts
Communication Profile Password
SROFILE SET - Fran . * System; — = Profile Type: | Endpoint |
Communication Address Use Existing Endpoints: [ * Extension : | o |
PROFILES
= Template : Q * Set Type:
Session Manager Profile @D | 4179_DEFAULT_CM 8 1 | |
Security Code: | | Port: | P Q |
CM Endpoint Profile &
Voice Mail Number : | | Preferred Handle : | |
Calculate Route Pattern: [ Sip Trunk: | |
SIP URI: | | Delete on Unassign from
User or on Delete User:
Override Endpoint Name and o Allow H.323 and SIP Endpoint
Localized Name : Dual Registration :
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7. Configure Empirix Hammer IP

This section provides the procedures for configuring the Empirix Hammer IP. The procedures
fall into the following areas:

= Assign IP addresses to each Hammer IP channel.

= Configure the system, including the originating and terminating channels and the phone
book, using Hammer Configurator.

= Save and apply the Hammer configuration and start the Hammer server.

= Create and run the test script using Hammer TestBuilder.

7.1. Configure IP Addresses on Hammer IP Server

Hammer IP server needs to be configured with IP addresses for each channel. During the
compliance test, 20 SIP endpoint channels were used. 10 channels were used to originate calls
and 10 channels were used to terminate calls. This requires a block of 20 IP addresses, which
must be contiguous. The 20 IP addresses used were from 10.64.110.151 to 10.64.110.170.
These IP addresses are configured in the Advanced TCP/IP Settings under Network
Connections (not shown) in Windows Server 2019.

Advanced TCP/IP Settings x

IP Settings  DNS  WINS

IP addresses

IP address Subnet mask 2
10.64.110.151 255,255, 255.0 v
£ >
Add... Edit... Remove
Default gateways:
Gateway Metric
10.64.110.1 Automatic
Add... Edit... Remove

Automatic metric

Cancel
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7.2. Configure System

This section covers the configuration of originating and terminating channels and the PhoneBook
on Hammer IP. In this configuration, the originating channels emulate SIP endpoints (described
in Section 6.5). The terminating channels can emulate SIP endpoints, SIP trunks, H.323 trunks
or H.323 endpoints. These Application Notes will explicitly describe the configuration for
terminating calls to SIP endpoints in Section 7.2.2.1. In addition, references are provided to
other Application Notes for configuring terminating channels as SIP trunks, H.323 endpoints or
H.323 trunks in Sections 7.2.2.2, 7.2.2.3, and 7.2.2.4, respectively. Only one of those sections
needs to be followed depending on the configuration desired.

7.2.1. Configure Originating Channels — SIP Endpoints

The Empirix Hammer IP is configured through Hammer Configurator, a graphical user
interface, residing on Hammer IP server. From Hammer IP server, run Hammer Configurator.
The following screen is displayed.

Note: It is assumed that Hammer IP is already in Master Controller Mode. To verify, check
that the title bar of Hammer Configurator indicates Master Controller Mode Enabled as shown
below. It is also assumed that a system was already added to the configuration. In this
configuration, the system name is W2019SVR, which corresponds to the server name.

In Hammer Configurator, the server name will appear in the left pane. Expand the server name
(e.g., W2019SVR) in the left pane and click on IP Channels Configuration. The following
window will be displayed. Select Avaya_SIP for the Signaling Project and then click New.

& Hammer Configurator - W20195VR - Master Controller Mode Enabled - [current / unapplied]

File Edit View TestBuilder Applications Help

v o @B EE

SEREB kST

ﬁ Hammer Configurator Signaling Project; | SIF- +| New | Import | | | | Open | | Help | ~
EI--@ Hammer [P Servers h F Evana 323 " e Proieot | oo o
@ Advanced Settings annel Range ignaling Projec udio Codec
. [E w20195VR BICC
= L‘:J ) CISCO SIP UE
; @ IP Channels Config Cisco Skinm v
. [E speech s —
; .F]EEC. Erver Sighaling |Media] Signaling F'reviewl Media F'leview]
Signaling Server Co
...[8] Version and License | | & | Name | Value | Incrementer Step |
@ Speech Rec Servers
@ Vaice Quality Servers v
< > | < >
Ready NUM
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The first line in the grid that is highlighted in the figure below corresponds to the 10 originating
channels. To set the number of channels in the group, click on the Channel Range cell in the
grid and enter the number 10. The following fields in the Signaling tab should be set as follows:

= State Machine should be set to Avaya SIP Station.

= Station Extension should be set to the first extension in the group (e.g., 78151) and the
Incrementer and Step fields should be set as shown so that the extension of the
subsequent channels are incremented by one. This covers extensions from 78151 to
78160.

= Display Name may be set to the first extension in the group (e.g., 78151) and the
Incrementer and Step fields should be set as shown so that the extension of the
subsequent channels are incremented by one. This covers extensions from 78151 to
78160.

= Network Connection should be set to the appropriate network interface.

= Phone IP should be set to the IP address of the first channel in the group and the
Incrementer and Step fields should be set as shown so that the last of octet of the IP
address is incremented by one. Note that this requires a block of contiguous IP
addresses. This covers IP addresses from 10.64.110.151 to 10.64.110.160.

= Subnet Mask should be set to the network mask (e.g., 255.255.255.0).

= Avaya IP should be set to the Session Manager SIP interface (e.g., 10.64.110.212).

= Station Security Code should match the one configured under the Communication
Profile tab of the SIP User in Session Manager described in Section 6.5.

= Register with Avaya SM should be set to Yes.

= Authenticate with Avaya CM should be set to Yes.

= The default values for other fields may be used as shown.

&> Hammer Cenfigurator - W20135VR - Master Controller Mode Enabled - [current / unapplied]

File Edit View TestBuilder Applications Help
5oy (B o @3 cEmBRSE
E@ IR T o EEp e Signaling Project. | 5IP ] New | impon |[ Delete | Clezra| apob | Open | save | Hep |
EI @gmmer i Server.s Channel Range | Channel Type | Signaling Project ‘ Audio Codec |
Advanced Settings
E--@ WI0195VR 1-10010 Feature Awaya SIP G.711 U-Law
: 8 1P Channels Config:
zr;:;:]ﬂs;;:;a o Signaling | Media ] Sighaling Previaw] Media Previaw]
: H Version and License g Mame Value ‘ Incrementer ‘ Step @
@ Speech Rec Servers State Machine Avaya 5IP Station hd
£--{2) Voice Quality Servers 3 Station Extension 78151 NAME+ +++++++ hl B
& Display Name 78151 names +++++++ hd B}
Metwork Connecti... EthernetD ﬂ
&5 Phone P 10.64.110.151 999.598.999.+++ j1
Subnet Mask 255.255.255.0
@ Phone Port 5060 None |
& Avaya P 10.64.110.212 None ﬂ
¥ Destination Port 5060 MNone ﬂ
% Station Security C.. | 123456 MNone ﬂ
Register With Avay... Yes ﬂ
Authenticate With ... Yes j
& Requested Expirati.. 3600 None j
Auto Re-Register Yes, every (n) seco... ﬂ
@ Re-Registration Se... 720 None ~| "
< > | < b3
Ready MUM
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In the Media tab of the 10 originating channels, configure the fields as follows:

= Audio Codec should be set to the appropriate codec for the test. G711 U-Law, G729AB,
and G.729A were used during the compliance testing.

= Frequency [ms] should be set to the appropriate value for the specified codec. It should
match the Packet Size [ms] field in the IP Codec Set form on Communication Manager
for the specified codec.

= Network Connection should specify the appropriate network interface.

= Source IP Address should be set to the IP address of the first channel in the group. The
Incrementer and Step fields should be set as shown so that the last octet of the IP
address is incremented for the subsequent channels. Note that the IP addresses for the
channels need to be contiguous.

= Media Profile should be set to one that specifies the codec configured in the Audio
Codec field.

The default values for the remaining fields may be used as shown.

& Hammer Configurator - W2019SVR - Master Controller Mode Enabled - [current / unapplied]

File Edit View TestBuilder Applications Help

<= | (B v e @B

ﬁ Hammer Configurator Signaling Project | SIP | Mew | Irnpart | Delete | EIearAII| Apply | Open | Save | Help |
E--@gmmer l Ser\.rerls Chatinel Range | Chaninel Type | Signaling Project | Audio Codec |
Advanced Settings
E--@ WID195VR 1-10010 Feature Avaps SIP G.711 U-Law
@ IP Channels Configr
: zrgene:l?nzesr\;:rer Ca Signaling Media | Signaling F'review] Media F'leview]
Version and License | | S | Narme | Value | Incrementer Step
@ Speech Rec Servers Audio Codec G711 U-Law hd
@ Voice Quality Servers Frequency [ms] 20 [ms] j
Metwerk Connection | EthernetD ﬂ
3 Source P Address 10.64.110.151 099.999.999.+ ++ bl B
Q| Audio Port 10000 T iz
DTMF Type In Band |
Silence Type Audio j
Jitter Buffer 2 x Frequency [ms] ﬂ
Subnet Mask 235.255.255.0
Media Profile GT11U... /.|
RTCP Enabled =
TestBuilder Configu..., Mone ¢
SRTP Encryption Disabled =
SRTP Authentication | Disabled =l
< > < >
Ready MUM
RH; Reviewed: Solution & Interoperability Test Lab Application Notes 27 of 43

SPOC 4/7/2022 ©2022 Avaya Inc. All Rights Reserved. HIP81-SIP-EPT



7.2.2. Configure Terminating Channels

During the compliance test, the originating channels emulated SIP endpoints with the calls
terminating on SIP endpoints, SIP trunks, H.323 endpoints, or H.323 trunks. Select one of the
following subsections depending on the configuration desired.

= Section 7.2.2.1 for terminating calls on SIP endpoints.

= Section 7.2.2.2 for terminating calls on SIP trunks.

= Section 7.2.2.3 for terminating calls on H.323 endpoints.
= Section 7.2.2.4 for terminating calls on H.323 trunks.

Note:

7.2.2.1 Configure Terminating Channels — SIP Endpoints

Ensure that the originating and terminating channels are assigned unique IP addresses.

The second line in the grid that is highlighted in the figure below corresponds to the second
group of channels that will terminate calls. Set the Channel Range cell to the number of
channels in this group. The configuration of the Signaling tab is similar to the one for the group
of originating channels in Section 7.2.1 with the exception that the Station Extension and
Phone IP fields will be different. This group of channels will be assigned extensions 78161 to
78170 and IP addresses from 10.64.110.161 to 10.64.110.170. Again, the IP addresses for this
group of channels need to be contiguous.

& Hammer Configurator - W20195VR - Master Controller Mode Enabled - [current / unapplied]

File Edit View TestBuilder Applications Help

ml
=)

v O @B

I=Eok] - N

ﬁ Hammer Configurator
E@ Hammer [P Servers

Advanced Settings
W20195VR

@ IP Channels Config
Speech Server

: @ Signaling Server Co
Version and License

< >

Ready

Signaling Praject: ’h Mew | Imnport | Delete | Clear AII| Apply | Open | Save | Help |
| Channel R ange | Channel Type | Signaling Project | Audio Codec |
1-10(10] Feature Avaya S|P G711 U-Law
11 - 20 (10] G711 U-Law
Signaling | Media ] Signaling Preview] Media Preview]
Q | MName | Value | Incrementer | Step 2
State Machine
&, T Station Extension 78161 NAME++++++++ hd B}
@ Display Mame 78161 NAME++++++++ hal B
Metwork Connecti... | Ethernetl j
& Phone P 10.64.110.161 999.999.999.+ ++ i1
Subnet Mask 255.255.255.0
@ Phone Port 5060 None =l
& Avaya [P 10.64.110.212 MNone j
3 Destination Port 5060 MNone j
@ Station Security C.. | 123456 None =l
Register With Avay... Yes j
Authenticate With ... | Yes j
¥ Requested Expirati... | 3600 Mone j
Auto Re-Register Yes, every (n) seco.. j
&3 Re-Registration Se.. | 720 None j
@, | Registration Stagger 1000 thbbbb j 200
Transport Protocel | UDP j
Enable OPTIONS ... NO j
Agent Login Mo j v
< >
NUM
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The Media tab for the group of terminating channels is shown below. The configuration is like
the one for the group of originating channels except for the Source IP Address field.

& Hammer Configurator - W2019SVR - Master Controller Mode Enabled - [current / unapplied]
File Edit View TestBuilder

5o B

Help

Applications

F < b ﬁ E EE "f“‘r]
Signaling Project: ISIF'-I vl Mew | Importl Deletel CIearAIIl Applyl Dpenl Savel Help |

E@ Harmer Configurator
= @gmmer E Server-s Channel Range | Channel Type | Signaling Project | Audio Codec |
|- S Sefings 1-10(10) Featue G.711 U-Law
E@ W20185VR 11 -20(10] Feature 5,711 U-Law
; IP Channels Configi
SFEECh Server Signaling Media | Sighaling Preview | Media Preview |
3::3:: ::;Ei;:; Q | Marme | Yalue | Incrementer Step
@ Speech Rec Servers Audic Codec G.711 U-Law hd
@ Voice Quality Servers Frequency [ms] 20 [ms] ;I
Metwork Connection | Ethernet) LI
2 Spurce P Address 10.64.110.181 499,990,900 +++ LI 1
4 | T Audio Port 10002 P e ;I?_
DTMF Type In Band |
Silence Type Audic LI
Jitter Buffer 8 x Frequency [ms] ;I
Subnet Mask 255.255.255.0
Media Profile G711U.... ..
RTCP Enabled =l
TestBuilder Configu..., Mone j_l
SRTP Encryption | Disabled |
SRTP Authentication | Disabled |
< > < >
Ready [ nm[ 4
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7.2.2.2 Terminating Channels — SIP Trunks
To terminate the calls to SIP trunks follow the instructions described in [3], specifically:

Section 5 describes how to configure call routing on Communication Manager.
Section 6 describes how to configure SIP trunks to Hammer IP on Session Manager.
Section 7.2.2.1 describes how to configure terminating SIP trunks on Hammer IP.
Section 7.4 describes how to specify the dialed digits when running a test script.

The configuration described in all the aforementioned sections of [3] must be completed for
terminating calls to SIP trunks.

7.2.2.3 Configure Terminating Channels — H.323 Endpoints
To terminate the calls to H.323 endpoints follow the instructions described in [4], specifically:

= Section 5 describes how to configure H.323 endpoints for the terminating channels on
Communication Manager.

= Section 6.2.2.1 describes how to configure terminating H.323 endpoints on Hammer IP.

= Section 6.2.3 describes how to configure the PhoneBook.

= Section 6.4 describes how to specify the dialed digits when running a test script.

The configuration described in all the aforementioned sections of [4] must be completed for
terminating calls to H.323 endpoints.

7.2.2.4 Configure Terminating Channels — H.323 Trunks
To terminate the calls to H.323 trunks follow the instructions described in [5], specifically:

= Section 5 describes how to configure H.323 trunks and call routing on Communication
Manager.

= Section 6.2.2.1 describes how to configure terminating H.323 trunks on Hammer IP.

= Section 6.4 describes how to specify the dialed digits when running a test script.

The configuration described in all the aforementioned sections of [6] must be completed for
terminating calls to H.323 trunks.
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7.2.3. Configure the PhoneBook

The PhoneBook is used to specify which number each originating channel should dial when
placing a call. Click on the PhoneBook icon in Hammer Configurator. The PhoneBook
window is displayed below. The Channel column is automatically displayed with the
appropriate channel groups. Right-mouse click on the first line corresponding to the group of

originating channels (channels 1-10) and select the Increment using a simple format option as
shown below.

@ Harmmer Configurator - W20195VR - Master Controller Mode Enabled - [current / unapplied]

File Edit View TestBuilder Applications Help

5= B
E--@ Hammer Configurator L o b I
- : [N Phonebook: C:\Hammer\LoadBlaster\ConfighGlobalPhoneBooks\temp.phn
File Help
e 4
@ Phonebock Settings |Channel Map Settings | Phone List Settings
.@ Use Phone List Channel | Phone # | Configured Phone # Fig
—JUOTCE T AOOTESS TOOF T IO T T Increment using a simple format
@ & Audic Port 10002 Increment using an advanced formula

DTMF Type In Band hd|
Silence Type Audic ;I
Jitter Buffer 8 x Frequency [ms] ;I
Subnet Mask 255.255.255.0
Media Profile GT11U.... .|
RTCP Enabled =
TestBuilder Configu... | None j_
SRTP Encryption Disabled i
SRTP Authentication | Disabled =

< > | € >

Ready o hum [
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In the Simple Incrementer window, specify the number that the first originating channel should
dial in the Start Value field. In this example, the first channel will dial 78161, which
corresponds to channel 11. Set the Increment By field to 1. This specifies that the subsequent
channels should increment the dialed number by one. For example, channel 1 will dial 78161,
channel 2 will dial 78162, and so on. The Start Channel field should be set to the first channel
number and the End Channel field should be set to the last originating channel number, which is

10. Click OK.

Simple Incrementer

Server  W20195VR j
Colurnr: |F'h|:|ne # ﬂ
| E
Fill Type

* ChannelFil ¢ GroupFill

Tel.Numbers | P Addresses | URLs | MAC Addresses |

" Al numbers around nonnumerics
(e.g.9..1,.888-555-"995# becomes 9..1..838-556-"0004)

(% woeayyy-zzzz
" oo (e.g. 1(388) 555-9999 becomes 1 (389) 555-9999)
" wyy(e.g. 1 838 555 9599 becomes 1 888 556 9359)
{* zzzz (e.g. 1-388-555-9999 becomes 1-388-555-0000)

| Use H323 farmatting with prefix: j
Start Value: |?B'| E1
Increment By |1

Start Channel: |1

End Channel: |'I d

] | Cancel | Apply Help
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7.3. Save and Apply Hammer IP Configuration

This completes the configuration of Hammer IP. This configuration should be saved by clicking
the Save button (not shown) on Hammer Configurator window. The configuration needs to be
applied to the server for the changes to take effect. Click on the Apply button (not shown) in
Hammer Configurator window. The following window is displayed as the configuration is
being validated prior to being applied to the server.

Validating Configuration...

Validating input... (Task 1 of 4)

Check that the system has been started by clicking on the server name (e.g., WIN2019SVR) in the
left pane of Hammer Configurator. If the current status is System Is Stopped, click the Start
system button to start the system. When the system is started, it should appear as shown below
and should also specify which configuration has been applied. The configuration performed
above was saved as Hammer IP DevConnect. When the system is started, Hammer IP will
register SIP endpoints with Session Manager.

&' Hammer Configurator - W20195VR - Master Controller Mode Enabled

File Edit View TestBuilder Applications Help

Configure Hammer IP system: W2019SVR
IP Channels Config rCurrent status
Speech Server - i
& Signaling Server Co System is started.
P Version and License The configuration "Hammer IP DevConnect” is
(@) Speech Rec Servers loaded and ready to run.
@ Voice Quality Servers
~Options Operations
[T Auto start system on reboot Start system
Stop system
Reboot system
£ >
Ready NUM
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7.4. Configure and Run the Test Script
For the compliance test, three test scripts were used:

" a calls b dtmf.hld to verify DTMF

" a4 calls b voice.hld to verify stability for 1 hour of execution

=  Two Empirix provided scripts, simple VQ Answer and A calls b voice VQ AtO
verify voice quality. The modified script provided MOH values as a workaround to the
Monitor issues listed in Section 2.2.

The sample test script, a calls b dtmf.hld, establishes a VVolP call between two SIP endpoints
on Hammer IP, followed by the originating side playing digits to the far-end and verifies that the
expected digits have arrived. This occurs for both audio paths. The test script is configured with
Hammer TestBuilder application and can be displayed in a ladder diagram as shown below by
double-clicking on the test script name.

& Hammer TestBuilder - [a_calls_b_dtmf.hid]

File Edit Macro View Toolbars Applications Window Help - 8 X
> = o W[ ®%
|
a Em;nj;sessmn [ ] R : A Main] Plus ] Fax 1 VolP 1 Speech 1
...... 0 CallProfileTests "PlaceCal O [&. start Phone
H o o o iy
[ s calls_b_dtmf analog, \. Wait For Cal
------ L?—‘ a_calls_b_tone.hld @ Play Prompt
------ L?—‘ a_calls_b_tone_analog.| Pause < No Op

...... [ a_calls_b_videehld
------ L?—‘ a_calls_b_voice.hld

...... E a_ca.lls_b_voice_analog Send Digit = Send Digit
------ Register.hld o 1l
------ [2 TrainingMode hid Werify Digit

et
Release Call

o Place Call

ﬁ Stop Phone
Send Digit

f‘ Send T
Werity Digit / @ - T

% Send IPMediaModi
{o& 4

...... L?—‘ Unregister.hld
[Z Users Ha Op

Pauze

FY

=]

Fauze Mo Op

@‘, Pause
Releaze Cal %

\. \[’)\’fait For % Confirm Path Stimulus
Izconnect

FY

£ > £ >
[El T8 | 5] HVE
Ready MNUM
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In the sample test script configured above, the A-side (originating SIP endpoint) places a call to
the B-side (terminating SIP endpoint) using the Place Call action. The Place Call properties can
be configured by double-clicking on the action in the ladder diagram. The Place Call
Properties is configured to use the PhoneBook as shown below.

Note: Disable the Do Connect Latency option in the Place Call Properties window.

Place Call Properties

Phone Mumber 0
" Usze Dial Sting

¢ Usze Phone book

X

Cancel

Help

Pl

" Uze Channel Map

Timeaut [mz]:
BOO00

TOM Parameters

|F Parameters

H.323 Restrict Media |

Connect Latency

[ Do Conknect Latency
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To run the test, right-mouse click on the test script in the left pane of Hammer TestBuilder
window and navigate to Schedule->Edit & Run. To re-run the test, the user can simply select
Schedule->Run, if no changes are required.

%> Hammer TestBuilder - [a_calls_b_dtmf.hld]

File Edit Macro View Toolbars Applications Window Help

- P | [t
> = @ [ Tl crmEBk ST
]
E3 Hammer :
M Pl F: VolP | 5 h
...... 3 multisession . A . aln} us 1 ax} 0 1 peecl 1
------ L:% : PlaceCal O I& strtPhone
...... o calls b ¢ Open \ wait For Cal
------ I_;_?J a_calls_b_t Monitor g ? Play Prompt
------ I_;_?J a_calls_b_t -
- Schedule ¥ Edit & Run
——p] NoOp e
------ lls_b
______ % :_:Hz_b_: Add Te Current Test Run ReleaselCall
...... [ ocalls by  Rebuild 3
4
------ [Z Registerhl Compiler Results \ o ngEI Send Digit
...... [E Trainingm Werify Digit e
...... [Z unregister. rdEg .@ Place Call
23 Users Mo Op 4 Pauze
@ ﬁ Stop Phone
Send Digit
ety
Veiify Digit / @ gﬁ send Tone
g* Send IPMediaModi
Pause ™ Mo Op === fy
@z Pause
Relzasze Cal K
\ \[';";:g;ﬂect % Confirm Path Stimulus
£ > <
ERCNIERLE
Ready MNUM
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In the Properties window, click on the ellipses button (...) in the Channels section and assign
channels to the A-Side and B-Side. Set the Loop Count to the appropriate value to control the
number of iterations the test should run. Setting this field to -1 will allow the test to run forever.
Setting this field to a specific number will run the test for the many iterations and then stop. The
Guard Time (ms) field specifies how long to wait before the test is run again on the same
channel. The minimum setting should be 3500. The Stagger section allows the user to specify
how long to wait before the test is run on the next channel.

Important Note: The Guard Time and Stagger parameters should be carefully considered for
every test. A test script could fail because the configuration under test cannot handle the load
generated by Hammer IP. These parameters can slow down the test to a rate that can be
reasonably handled by the test configuration.

Properties

|...mmer&Laadeasterlibrar'_."xHammer‘ua_caIIs_b_dtnﬁ.hld
Action if @ Channel is busy:
Start Time: (10:59:39AM = [ 3/14/2022 | wai =l
Channels
A-Side: | Max Active Connections:  [p
{0 = Unlimited)
B-Side: |
PhoneBook
Select a Max Test Time: Hours: 0 =
: Defaultphonebook: - =
PhoneBook: | J {0 = Farever)
Stagger Minutes: |0 =
™ Automatic - Est. CHT {g) |5
Loop Count:

] ined - ms) |1 000 [

User Defined (1 = Loop Forever) 1
 Rond Min ) |1

andom - i
Max {S}IEi Guard Time (ms):
" None iy
QK | Cancel | | Help |
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8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya
Aura® Communication Manager, Avaya Aura® Session Manager and Empirix Hammer IP.

8.1. Verify Avaya Aura® Communication Manager

When Hammer IP is running a test script, the status trunk command may be used to view the
active call status. The trunk that is being monitored here is the trunk to Session Manager. This
command should specify the trunk group and trunk member used for the call be specified.

status trunk 1/1 Page 1 of 4
TRUNK STATUS

Trunk Group/Member: 0001/0006 Service State: in-service/active
Port: T000006 Maintenance Busy? no
Signaling Group ID:1

IGAR Connection? no

Connected Ports: T00047

Page 2 of the status trunk command indicates the codec being used for the call and whether the
call is shuffled. If the call is not shuffled, the Audio Connection Type field would be set to ip-
tdm, set to ip-direct as shown below.

status trunk 1/1 Page 2 of 4
CALL CONTROL SIGNALING

Near-end Signaling Loc: PROCR

Signaling IP Address Port
Near-end: 10.64.110.213 : 5061
Far-end: 10.64.110.212 : 5061
H.245 Near:
H.245 Far:
H.245 Signaling Loc: H.245 Tunneled in Q.931? no
Audio Connection Type: ip-direct Authentication Type: None
Near-end Audio Loc: Codec Type: G.711MU
Audio IP Address Port
Near-end: 10.64.110.151 : 10000
Far-end: 10.64.110.161 : 10002

Video Near:

Video Far:

Video Port:

Video Near-end Codec: Video Far-end Codec:
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8.2. Verify Avaya Aura® Session Manager

The registered SIP endpoints can also be viewed from Session Manager by navigating to
Home—->Elements—> Session Manager->» System Status->User Registrations.

Note: Make sure that all registered SIP endpoints associated with Hammer IP only have one IP
address.

Av Ay A & Users v J# Elements v £ Services v Widgets v  Shortcuts v

Aura® System Manager 8.1

Home Session Manager

Help ?
User Registrations

Select rows to send notifications to devices, Click on Details celumn for complete
registration status.

Customize *

View = | Default |Export Force Unregister mli);utiif;s: Reboot Reload = Failback| Asof 11:19 AM ég;fra;hoel:l
56 Items <2 Show|15v Filter: Enable
] |petails Address First Last Aclua_l T e Rer_note Shared S‘II’“?.I“. AST_ Registered
Name Mame Location Office Control Devices Device |prim|Sec | Surv Visiting
[m] Show 78170@avaya.com 78170 Hammer DevConnect  10.64.110.170 [ O 11 m| o o O
[m] Show 78169@avaya.com 78169 Hammer DevConnect  10.64.110.168 [] O 11 m| o o O
(] Show 7si168@avaya.com 78163 Hammer DevConnect 10.64.110.168 [ O 11 O o o O
] Show 78167@avaya.com 78167 Hammer DevConnect  10.54.110.157 [ O 11 m| o O O
] Show 7s1s5@avaya.com 78165 Hammer DevConnect  10.54.110.156 L[] O 11 m| o O O
[m] Show 78165@avaya.com 78165 Hammer DevConnect  10.64.110.165 [] O 11 m| o o O
[m] Show 78164@avaya.com 78164 Hammer DevConnect  10.64.110.164 [] O 11 m| o o O
O Show 7si63@avaya.com 78163 Hammer DevConnect 10.64.110.152 [ O 1/1 O u O 0O
] Show 78162@avaya.com 78162 Hammer DevConnect  10.54.110.152 [ O 11 m| o O O
[m] Show 78161@avaya.com 78161 Hammer DevConnect  10.64.110.161 [] O 11 m| o o O
[m] Show 78160@avaya.com 78160 Hammer DevConnect  10.64.110.160 [] O 11 m| o o O
O Show 78153@avaya.com 78159 Hammer DevConnect 10.64.110.158 [ O 11 O o o O
] Show 78158@avaya.com 78153 Hammer DevConnect  10.54.110.158 [J O 11 m| o O O
" M ] Show 78157@avaya.com 78157 Hammer DevConnect  10.54.110.157 [J O 11 m| o O O
[m] Show 78156@avaya.com 78156 Hammer DevConnect  10.64.110.156 [] O 11 m| o o O
Select : All, None I4 4 Page| 1 |of4 b M
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8.3. Verify Empirix Hammer IP

To view the run execution status from Hammer IP, make sure that Hammer System Monitor is
running before starting the script. The call log for an originating channel may be logged to the

left window and the call log for a terminating channel may be logged to the right window. The
green circle for the channel means that the script is running. The red circle means that the script
has completed. A script error is indicated by a red X across the circle (not shown).

] Hammer System Moniter

File View Channel

Options

004 2D A4S

Applications  Help

CIlCE 1=

= O X

& mBE ke &

(1 Hammers
= w20195vR

Registration ]

Calls

cc [l 1
Hoee
2 09 @
3009
10089
5§ OO0 O
E OO @
7000
8 OO0 O
T 00 ®
mooo
< >
Ready
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Scripk a_callz_b_voice_a, shy

Server W201395¥R  Group: 0 Channel 1

Script a_callz_b_woice_E . sbx

Server W20195%R  Group: 1 Channel 11

121145608 a_calls b voice © iz now inkializing...
12:11:45.608 Start protocol completed
12:11:55.628 === PlaceCall ===
1211:E5.670 > Placing call ta 78161
12:11:55.681 The signaling tranzport protocol iz UDP
12:11:55.681

Station 78157 iz placing a call...

12:11:558.802 » dudio local port; 10.64.110.151:10000; remote des
12:11:565.833 > Call is answered

12:11:55.955 > Received re-lNVITE : Processing..

12:11:55.955 > Audio local port: 10.64.110.151:10000; remate des
121157417 W ait for energy completed

12:11:59.618 "/ ait for silence completed

12:11:59.618 PlayPrompt

12:11:59.618 => Playing Prompt: Hella

121200731 == Pauzing for 10 secondz, =

12:1210.731 == ReleaseCall =+

12:12:10.731 Clear digits completed

12:12:10.954 Running Time = 15326

121210954 a_calls b voice © iz now finished running.
12:12:10.954 Stopping protocol, releasing call, and resetting chanr
12:12:10.954 Stop protocol completed

12:12:11.116 Reset channel completed

121211116 Scpt ended
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1211:45.595 a_calle b voice : iz now initializing...

12:11:45.596 Start protocol completed

12:11:45.53 === WwhaitForCall ===

12:11:45.641 The signaling transport protocal iz UDP
12:11:55.802 » Audio local port; 10,64, 110.161:10200; remote dest
12:11:55.833 » Answering call in 1 rings

12:11:55.955 > Received reIMVITE ; Processing...

12:11:55.955 » Audio local port: 10.64.110.161:10200; remate dest
12:11:56.833 PlayFPrompt

12:11:56.833 => Playing Prompt: Hello

12:12:00. 216 W/ ait for energy completed

12:12:02.396 W/ ait for zilence completed

12:12:02.396 Mo Op

12:12:02.396 == W aitF orDisconnect =

12:12:02.396 Clear digits completed

12:12:11.127 Running Time = 25531

121211127 a_cals_b voice : iz now finished running.
12:12:11.127 Stopping protocol, releasing call, and resetting chann
12:12:11.127 Stop protocol completed

12:12:11.289 Reset channel completed

12:12:11.289 Script ended
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Hammer Call Summary Monitor may be used to get a test status overview, including the
number of call attempts, number of failed calls, call length, and other metrics. Note Voice
Quality Metrics are not displayed correctly as noted in Section 2.2.

B Hammer Call Summary Monitor — | X
File View Graph Applications Help
RESET [T [~ rerorrs| o = E {41

Lo = 5 =t TP
IS ERCICE EBrabs]

Call Attempts: 10 Callz per Hour: 10 CCS Last Hour: 0

Successful Calls: |10 Calls per Second: o Erlang Last Hour: 0.00

F ail=d: 0 DTHF Mismatch: 0 Awvg. CC5 per Hour: |0

% Completed: 100.0000 Zvq. Erang per Hour: |0.00

Y arniable Average | Minimum | Maximum | Last ~

Call Length [=] ] n.oo 000 o.oo

Connect Latency [mg] 0.00 0.00 000 o0.00

Speech Latency [ms) 0.00 0.00 000 o000

PSGM noan 000 000 000 W

Launches the Hammer Configurator application
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Serven |® Systemn Default j

Currently Connected: |20 Graph Fefresh Rate (s [1 =

Time [z]

Time Since Last Reset: 000:00:42
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9. Conclusion

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP with an Avaya SIP telephony network using SIP endpoint emulation. Hammer IP
was able to register with Avaya Aura® Session Manager, successfully establish calls through
Avaya Aura® Communication Manager to H.323 and SIP endpoints/trunks, generate voice
quality metrics, monitor the calls, and generate reports. All feature and serviceability test cases
were completed with observations noted in Section 2.2.

10. Additional References

This section references the product documentation relevant to these Application Notes. The
following Avaya product documentation is available at support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, Issue 12, Release 8.1.x, July 2021

[2] Administering Avaya Aura® Session Manager, Issue 10, Release 8.1.x, September 2021

[3] Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
Avaya Aura® Session Manager using SIP Trunk Emulation, Issue 1.0, available at
http://www.avaya.com.

[4] Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
using H.323 Endpoint Emulation, Issue 1.0, available at http://www.avaya.com.

[5] Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
using H.323 Trunk Emulation, Issue 1.0, available at http://www.avaya.com.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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