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Avaya Solution & Interoperability Test Lab

Application Notes for NetlQ AppManager with Avaya Aura®
Session Manager, Avaya Aura® System Manager and Avaya
Aura® Communication Manager — Issue 1.0

Abstract

These Application Notes describe the steps required for NetlQ AppManager to monitor Avaya
Aura® Session Manager, Avaya Aura® System Manager, Avaya Aura® Communication
Manager, Avaya 9600 Series and 1100 Series IP Deskphones using SNMP, CDR, RTCP, and
PVQMon via SIP trunk interfaces.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps required for NetlQ AppManager to monitor Avaya
Aura® Session Manager, Avaya Aura® System Manager, Avaya Aura® Communication Manager,
Avaya 9600 Series and 1100 Series IP Deskphones using SNMP, CDR, RTCP, and PVQMon via
SIP trunk interfaces.

AppManager uses SNMPvV3 to discover Session Manager and System Manager as trap sources to
collect and notify user about traps received from Session Manger and System Manager. Also via
SNMPv3 AppManager discovers Session Manager and System manager characteristics such as LAN
Links, Host Resource, Interface and IP Subsystem.

To discover and collect call quality for 1100 Series IP Deskphones, AppManager uses SNMPv3 to
discover SIP server which 1100 registers to, in this case it is Session Manager. AppManager uses
SIP trunk connection to Session Manager to get SIP Publish message to collect PVQMon call quality
data of 1100 Series IP Deskphones.

To discover Communication Manager and 9600 Series IP Deskphones, AppManager uses SNMPv2
to discover and receive traps from Communication Manager and Communication Manager’s
configuration data such as Servers, Gateways, Trunk Groups, Hunt Groups and IP Stations.
AppManager collects CDR call data from Communication Manager and RTCP call quality data from
9600 Series SIP and H323 IP Deskphones.
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2. General Test Approach and Test Results

This section describes the testing performed to verify the interoperability of AppManager with
Session Manager, System Manager, Communication Manager, 1100 and 9600 Series IP
Deskphones. The testing covered feature and serviceability test cases. The feature testing covered
the ability of AppManager monitoring Session Manager and System Manager with no adverse
impact on system or any other management interfaces. AppManager ability to capture CDR call
records, SNMP configuration data, and SNMP traps from Communication Manager. In addition,
RTCP call quality metrics from H.323 and SIP calls were also captured.

The Communication Manager CDR data collected by AppManager database was compared to the
CDR data received by an Avaya CDR Test tool. CDR data for various call scenarios were generated,
including internal calls, inbound trunk calls, outbound trunk calls, transferred calls, and conference
calls.

To verify the accuracy of the SNMP configuration data in AppManager, trunk groups, hunt groups
and stations were added and removed from Communication Manager to verify that AppManager
updated its inventory information accordingly.

To verify call quality metrics, the general approach was to place various types of calls to and from
stations, and compare the quality data reported by AppManager with values from the Avaya 1100
and 9600 Series IP Deskphones.

Lastly, SNMP traps were generated on Communication Manager and the G450 Media Gateway to
verify that AppManager displayed the SNMP traps properly.

The serviceability testing focused on the ability of the AppManager server to recover from adverse
conditions such as loss of network connectivity and power loss.
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2.1. Interoperability Compliance Testing

Interoperability compliance testing covered the following features and functionality on
AppManager:

e Retrieving inventory information via SNMP from Session Manager and System Manager
such as Interfaces, LAN Links, Host Resource and IP Subsystem.

e Monitoring health of Session Manager and System Manager via SNMP such as Uptime, Ping
and Health.

e Displaying collected inventory and health data such as use of Graph Chart.

e Collecting PVQMon data for 1100 Series IP Deskphones via Session Manager SIP trunks.

e Collecting RTCP data for 9600 Series IP Deskphones.

e Collecting PVYQMon and RTCP call quality data such as MOS, R-Value, jitter, latency and

packet loss.

Displaying call quality data using Graph Chart.

Collecting and storing Communication Manager CDR records in AppManager database.

Displaying RTCP data in real-time.

Capturing station inventory from Communication Manager via SNMP.

Displaying SNMP traps from Communication Manager.

Proper system recovery after loss of network connectivity and power loss.

Call quality metrics, SNMP traps, CDR records, and the phone inventory were accurately collected
on AppManager. The data was verified by running the CallQuery, CallQuality, PhoneQuality, and
RetrieveConfigData Knowledge Scripts. Sample reports are shown in Section 9.3.4.
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2.2. Test Results
AppManager passed compliance testing with the observations noted below.

The Reliable Session Protocol (RSP) for CDR collection is currently not supported by
AppManager. CDR test cases were run with RSP disabled. AppManager requires that a
custom CDR format be applied on Communication Manager. CDR test cases were run with a
custom CDR format as described below and in reference [4].

Note: Since RSP is not currently supported by NetlQ, in case of AppManager application
losing network connectivity, there will be loss of data until the application can regain the
connectivity and communicate with Avaya Aura® Communication Manager. To eliminate the
impact of this failure, a secondary CDR link on Communication Manager may be configured
to output CDR records to another AppManager to collect CDR records in parallel with the
primary link. Due to the above reason Avaya recommends using RSP over TCP/IP.
Authorization code and Account code are collected by AppManager and stored in the
AppManager supplemental database, but are not included in the AppManager Event
messages generated from the database. CDR test cases for Authorization and Account codes
were validated using the information in the AppManager application database rather than
using event displays.

In this solution CDR records are only collected, stored, and not used, nor can be polled by
end customers.

On the phone inventory report, there is one station that existed on Communication Manager
but was not included in the inventory report produced (NetlQ issue ENG343709).

An 1140 local phone was reported as a remote phone in the SIP PUBLISH event. This issue
is fixed by Avaya team and will be available in next service package SP7 for 1100 Series IP
Deskphone.

2.3. Support
For technical support on AppManager, contact NetlQ Support through the following:

Phone: (888) 323-6768 (Toll free)
Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555
Europe, Middle East, and Africa: +353 (0) 91-782 677
Web: http://www.netig.com/support
Email: support@netig.com
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3. Reference Configuration

Simulated PST Avaya G450 Media Gateway
PRI trunk § PO
imulated PSTN v :
SIP

Avaya Aura®| Media Server

Avaya Aura® Session Manager
IP 10.10.97.227

Avaya Aura® System Manager

IP 10.10.97.226
Proactive Voice
Quality Monitorir.g
LAN
Avaya 9641G (SIP), 9608 and 9650 (H323)
IP Deskphones
Avaya 1100 (SIP) Series IP Deskphones RTCP
AppManager running on
Windows Server 2012 R2
SNMP

CDR

Figure 1 illustrates the configuration used for the compliance test. In the sample configuration,
AppManager connected to Session Manager and System Manager and Communication Manager via
SNMP. AppManager collected PVQMon call data from 1100 Series IP Deskphones via SIP trunks to
Session Manager, CDR from Communication Manager and RTCP data from 9600 Series IP
Deskphones. In this configuration AppManager was running on a Windows Servers 2012 R2 server.
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Figure 1: NetlQ AppManager with Avaya Aura® Communication Manager
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4. Equipment and Software Validated

The following equipment and release/version were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya Aura® Communication Manager 7.0.1.1.1SP1.1
running on Virtual Environment (VE)
Avaya G450 Media Gateway 7.0.1.2
Avaya Aura® Media Server in VE 7.7 SP2 (v.7.7.0.281)
Avaya Aura® Session Manager 7.0.1SP1
Avaya Aura® System Manager 7.0.1.1
Avaya 9621G IP Deskphone (SIP) 7.0.1.1.5
Avaya 9608 IP Deskphone (H323) 6.6229
Avaya 9650 IP Deskphone (SIP) 2.6.15
Avaya 1120E and 1140E IP Deskphones (SIP) | 4.4.26
NetlQ AppManager running on Windows 9.1.1.419
Server 2012R2
NetlQ AppManager Suite Module:
e AppManager Console 9.1.1.419
e Repository Server 9.1.1.419
e AvayaCM 7.6
e NetworkDevice 7.5.64
o SlIPServer 8.0.291.0
e SNMPTraps 8.1.24.0
e SNMP Toolkit 75.41
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5. Configure Avaya Aura® Session Manager and Avaya Aura®
System Manager

This section describes the steps to configure Session Manager and System Manger to work with
AppManager.

Here is a summary of configuration on System Manager:

Administer SNMPv3 user profiles
Administer SNMPv3 target profiles
Assign SNMPv3 target profiles
Administer SIP trunk

Create SIP user
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5.1. Administer SNMPv3 User Profiles

Access the System Manager Web interface by using the URL “https://ip-address” in an Internet
browser window, where “ip-address” is the IP address of the System Manager server. Log in using
the appropriate credentials (not shown). On System Manager home page (not shown), select Service
- Inventory to launch Inventory tab. In Inventory tab, select Manage Serviceability Agents -
SNMPv3 User Profiles and click on New button (not shown) to add new user profile.

e User Name: Enter any descriptive name such as netigDESSHA.
e Authentication Protocol: Select SHA.

Authentication Password: Enter any password, for example, avayal23.
Confirm Authentication Password: Re-enter password.

Privacy Protocol: Select DES.

Privacy Password: Enter any password, for example, avayal23.
Confirm Privacy Password: Re-enter password.

Privileges: Select Read/Write option.

Click Commit to save changes.

Last Logged on at A

Aura System Manager 7.0

Home Inventory *

4 Home f Services § Inventory f Manage Serviceability Agents f SNMPw3 User Profiles
Manage Elements .
New User Profile Ccommit| Back|

Create Profiles and

Discover SRS/SCS

User Details
Element Type Access
i ) :
Subnet Configuration Uzer Name: [netigbESsHa

* 1 1 . -
~ Manage Authentication Protocol: [SHa =]

Serviceability Agents * puthentication Password: |uu..n
SNMPv3 User * Confirm Authentication Password: [eesessss
Profiles * Privacy Protocol: |DES ;I
SMMP Target
Profiles
MNaotification Filter
Profile

* Privacy Password: [esessess

* Confirm Privacy Password: |uuuu

* Privileges:

Serviceabilit
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5.2. Administer SNMPv3 Target Profiles

Configure AppManager as target profile to receive traps. Navigate to Manage Serviceability
Agents = SNMP Target Profiles, click on New button (not shown) to add new target profile.

e Name: Enter any descriptive name, for example: netigDESSHAtraps.
e Description: Enter any description if needed.

e IP Address: Enter IP address of AppManager server, e.g., 10.10.97.28.

e Port: Use default value 162.

e Notification Type: Select Trap type.

e Protocol: Select V3.

Aura  System Manager 7.0

Home Inventory x

q Home f Services / Inventory f Manage Serviceability Agents f SNMP Target Profi
Manage Elements .
New Target Profile commit| Back|

Create Profiles and

Discover SRS/SCS

Elernent THDE ACCESS _ AttaCthEtal:h User PI’I]f"E
Subnet Configuration .
Target Details «

¥ Manage -
* Mame: [netigDESSHALraps
Serviceability Agents

s (w3 SMMP trap =

SNMPv3 User Description: :‘
Profiles * 1P Address; | 10.10.97.28
SMMP Target * part: 162
Profiles o

* Motification Type: | Trap ;I
Motification Filter
Profile

Serviceability

Agents *Required Cummitl E'.ackl

To assign SNMPv3 user to SNMPv3 target profile, click on Attach/Detach User Profile tab, select
user profile create in Section 5.1 and click on Assign link to assign user to this new target profile
(not shown). Click Commit to save changes.

* Protocol: (W3 7]
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5.3. Assign SNMPv3 Target Profiles

Navigate to Manage Serviceability Agents = Serviceability Agents, select entries associated with
Session Manager and System Manager in the Agent List as displayed in below screenshot.

Create Profiles and Servicea blllty Agents
Discover SRS /5CS
Element Type Access Agent List
Subnet Configuration Manage Profiles || Generate Test alarm || Repair Serviceability gent |
¥ Manage -
. " 2ltems & Show [Click here to manage the profies | Filter: Enable
Serviceability Agents
¥ |Hostname ‘ IP Address ‘ System Name ‘ System 0ID ‘ Status
SNMPv3 User
~ DevvmSM. bywdew.com 1 .10.97.227 DevwmnsSM active
Profiles )
v devvrmsmar.bywdev.com 17 .10.97.226 Avaya-Aura-System-Manager 1.3.6.1.4,1,68582,1.35 active
SNMP Target
g Select ; All, MNone

Profiles

Notification Filter

Profile

Serviceability

Agents

Click on Manage Profiles button (shown above) and verify selected entries are listed in Selected
Agents tab.

Home Inventory

~ Inventory « Home f Services f Inventory f Manage Serviceability Agents f Serviceability Agents

Manage Elements . .
Manage Profile Commit| Back |

Create Profiles and

Discover SRS/SCS

Element Type Access |_ SMMP Target Profiles SNMPv3 User Profiles |

Subnet Configuration

Selected Agents =

¥ Manage
Serviceability Agents 2 Items Filtar: Enakle

SHMPY3 User Hostname IP Address System Name System OID Status
Profiles DevvmsM.bywdev.com 10 .10.97.227 DevvmsM active
SNMP Target devvmsmgr.bywdey,com 17 .10.97.226 Avaya-Aura-System-Manager 1.3.6.1.4.1,685%.1.35 active
Profiles
Motification Filter CDmmitl Backl
Profile
Serviceability
Agents
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Click on SNMP Target Profile tab, select target profile create in Section 5.2, in this case,
netigDESSHAtraps and click on Assign as displayed below.

T Invenbory

Manage Elements
Create Profiles and
Discover SRS5/5CS
Element Type Acoess
Subnet Configuration
T Manage

Serviceability Agents

SHMPw3 User

Profilas

SMMP Target

Profiles
motification Filter
Profile

Serviceability

Agents

Manage Profile

Selected Agents _ SHMPY3 User Profiles

Assignable Profiles -

Assign

2
T Hame Domain Type 1P Address
I netighhMPv2 . uoe . 10.10.57.28
¥ netigDESSHAApS uoP 10,1097 28

Sk : All, None

Removable Profiles »

¢ Home [ Services [ Inventory f Manage Serviceability Agents f Serviceability Agents

Fort

162
L

_Commit| Back|

SHMP ¥ersion

L
LES

Click on SNMPv3 User Profiles tab, select user profile created in Section 5.1, in this case
netigDESSHA as shown below, click on Assign to assign user profile.

Manage Elements

Create Profiles and

Discover SRS /SCS

Element Type Access
Subnet Configuration

¥ Manage

Serviceability Agents
SMNMPv3 User
Profiles
SNMP Target
Profiles
Notification Filter

Profile

Serviceability
Agents

Manage Profile

< Home / Services { Inventory / Manage Serviceability Agents / Serviceability Agents

Commitl Back |

‘ Selected Agents SMNMP Target Profiles _

Assignable Profiles »

Assign

1 It Click ko Assign

User Name Authentication Protocol

Privacy Protocol

Privileges

Select : All, None

o netigDESSHA SHA DES

R

Removable Profiles «

Femove

|ﬂTh=lm =2
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Click Commit button to save assigned user and target profiles as shown below.

Manage Elements
Create Profiles and
Discover SRS/SCS
Element Type Access
Subnet Configuration
~ Manage
Serviceability Agents
SMNMPv3 User
Profiles
SMMP Target
Profiles
Motification Filter
Profile
Serviceability

Agents

» Synchronization

Manage Profile

CDmmitl Back |

Selected Agents SMNMP Target Profiles _

Assignable Profiles «

Assign

0 Items &2

[~ |user Name ‘Authentication Protocol Privacy Protocol

Privileges

Mo records to display

Removable Profiles «

Femove

1Item o

I |user Mame Authentication Protocol Privacy Protocol

Privileges

[T netigDESSHA SHA DES
Select ; &ll, Mone

R

Cummitl Backl
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5.4. Administer SIP Trunk

This section describes steps to add SIP trunk from Session Manager to AppManager. This trunk is
used in AppManager to collect call data from Session Manager for 1100 Series SIP deskphone.

5.4.1. Administer SIP Entity
In System Manager home page, select Element - Routing = SIP Entities (not shown) and click

on New button (not shown) to create new SIP entity for AppManager, enter the following value as
shown in below screenshot which used during compliance test:

e Name: Enter any descriptive name, for example: AppManagerAgent.
e FQDN or IP Address: Enter IP address of AppManager server, e.g., 10.10.97.28.
e Type: Select SIP Trunk.

e Location: Select an existing location, for example: Belleville.

e Call Detail Recording: Select none in the dropdown list.

Leave default value for other fields. Click Commit to create new SIP Entity.

Lot Logged on ac Ao

Ama 5 ystem Manager 7.0

Hame | Routing ®
4 Hare / Elementa / Routing / SIP Entities
SIP Entity Details Commit| Cance
# Mame: AppManagerfgent
* QDN or IP Address: | 10.10.97.28
Motes: |Metll server - agent
Location: |Belleville j
Time Zone: |America/Fortaleza ﬂ
#* SIP Timer B/F (in seconds): |4
Credential name:
Securable: T
Call Detail Recording: nane ﬂ
Loop Detection
Loop Detection Mode: |on |
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5.4.2. Administer Entity Links

In Routing tab, select Entity Links (not shown) and click on New button. Enter value for new
entity, below is an example of entity link used during compliance test.

e Name: Enter any descriptive name, e.g., LinkToApp.

e SIP Entity 1: Select Session Manager entity, e.g., DevwmSM.

e SIP Entity 2: Select AppManager entity created in Section 5.4.1.
e Protocol: Select UDP protocol.

e Port: Once UDP protocol is selected the port will be updated to 5060.

Use default value for other fields. Click Commit to submit new entity link.

Hare [ Elerbents £ Rooting £ Entity Linka

Ent|tv Links Cammit | Cancel
1 Item =
I | Name SIP Entity 1 Pratacal |Part SIP Entity 2 DNS Override Part Cannectian Palicy Deny Nénw Sérvice
s [Lnkiatee + [evemEH upe x| +[soen +[AppManage fgent m} BT Luziea | r
L1
Select: All, Mone
Cammil| Cancel
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6. Configure Avaya 1100 Series IP Deskphones

This section describes steps on how to configure 1100 Series IP Deskphones to send call quality data
to AppManager. On the file server that services the 1100 Series IP Deskphones, open device
configure file SIPDeviceConfig.dat and modify as shown below:

e VQMON_PUBLISH: Enter YES.
e VOQMON_PUBLISH_IP: Enter AppManager IP address for example 10.10.98.28.

Set the values for other fields as shown below and save the file. Reboot all 1100 Series IP
Deskphones to pick up the updated device configuration.

VQMON_PUBLISH YES
VQMON_PUBLISH_IP 10.10.97.28 <- agent IP goes here, tested agent was 10.10.97.28

SESSION_RPT_EN YES
SESSION_RPT_INT 30

LISTENING _R_ENABLE YES
LISTENING_R_WARN 70
LISTENING _R_EXCE 60

PACKET_LOSS_ENABLE YES
PACKET_LOSS_WARN 256
PACKET_LOSS_EXCE 1280

DELAY_ENABLE YES
DELAY_WARN 150
DELAY_EXCE 175

JITTER_ENABLE YES
JITTER_WARN 3276
JITTER_EXCE 32760

7. Configure Avaya Aura® Communication Manager

This section describes steps to configure Communication Manager to interoperate with
AppManager. It assumes that the application and all required software components have been
installed and properly licensed. This section is divided into three sub-sections describing the three
interfaces used by AppManager to gather data:

e Configure SNMP
e Configure RTCP
e Configure CDR

The configuration of Communication Manager in Section 7.1 was performed using the Web
interface. The configuration described in Sections 7.2 and 0 was performed using the System Access
Terminal (SAT).
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7.1. Configure SNMP

To access the Communication Manager web interface, enter the IP address of the Avaya Server into
a web browser. Log in using appropriate credentials. Navigate to Administration = Server
(Maintenance) (not shown) to display the following web page.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

This Server: DevwmCM

Server Administration

Agent Status Welcome to the "Server Administration Interface". This interface allows you to maintain, troubleshoot, and
Access configure the server.

Incoming Traps
FP Traps

FP Trap Test

FP Filters

Please use the menu to the left for navigation.

To allow AppManager to use SNMP to collect configuration and status information from
Communication Manager, navigate to SNMP - Access, and click on Add/Change button to add
new or change existing access.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

This Server: DevvmCM

Access

Agent Status The Access SMI page is used to configure SNMP access to CM.

ALESS_ Master Agent status: UP
Incoming Traps

FP Traps View AVAYA-AURA-CM-MIB Data

FP Trap Test

FP Filters Current Settings

Diagnostics

T — IP address Access SNMP Community V3 Authentication Authentication Privacy Privad
Version / User Security Password Protocol Password Protoc

S s Name Model

Ping

TrmsraE 0 10.10.98.28 read-write 2c public

Netstat

Status Summary Add/Change Delete Help
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Below is detail of access created for AppManager, configure the SNMP Version 2c section. Set the
Access field to read-write, enter public for Community Name as displayed in below screenshot.
Click Submit at the bottom of the screen.

Administration

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

This Server: DevwmCM

Agent Status
Access
Incoming Traps
FP Traps
FP Trap Test
FP Filters
Diagnostics
Restarts
System Logs

Ping
Traceroute
Netstat

rar

g

Status Summary
Process Status
Shutdown Server
Server Date/Time
Software Version

Server Configuration
Server Role

Network Configuration
Static Routes
Display Configuration

Time Zone Configuration

The Access SMI page is used to configure SNMF access to CM.

SNMP Version 2c

-~

IP address:

10.10.98.28
Access: read-write
Community Name: public

Add SNMP Users / Communities

SNMP Version 1

IP address:

Access: ]

Community Name:

SNMP Version 2

Access: »

Usar Namea:

Authentication Protocol: - |

Authentication Password:

| Minimurm & characters. (for authentication and privacy)

Privacy Protocol: — |

Privacy Password:

| Minimum & characters. (for privacy)

Submit Cancel Help

To configure AppManager as an SNMP trap receiver, navigate to SNMP =>FP Traps in the left
pane. In the FP Traps screen, click the Add/Change button shown below.

AVAYA

Administration

Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log Off

This Server: DevvmCM

Administration / Server (Maintenance)

FP Traps

Current Alarms ~

Agent Status The FP Traps page allows specification of the alarms to be sent as traps.

Access Note:
Incoming Traps * The FP Traps SMI page is for the administration of CM Fault Performance Traps only. It is not for INADS. INADS traps
FP Traps are configured using the "almenable” and the "almsnmpconf” CLI command. Additionally, Fault Performance Traps

FP Trap Test should not be sent to SAL IP Addresses.

FP Filters

Diagnostics
RxEm View AVAYA-AURA-CM-ALARM-MIEB Data
System Logs
Ping L_| Current Settings
Traceroute

Netstat IP address Port Notification SNMP Community [/ V3 Authentication Authentication Privacy Privacy Engine
Version User Name Security Password Protocol Password Protocol ID
Model

Master Agent status: UP

Status Summary
Process Status 10.10.98.28 162 trap 2c public
Shutdown Server
Server Date/Time
Software Version

| Add/Change | | Delete | | Help |

Carvar Canfinnratinn
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Under the SNMP Version 2c section, specify the IP address of AppManager, for example
10.10.97.28, set the Notification field to trap, and set the Community Name to public. Click the
Submit button.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log OF Administration
istration [ server (| =) This Server: DevvmCM

TN Fp Traps

Current Alarms ~

Agent Status The FP Traps page allows specification of the zlarms to be sent as traps.

Access SNMP Version 2c

Incoming Traps 1P addrass: 101 10.98.28 " | Port: | 162 ‘

FP Traps Notification: trap ™|

FP Trap Test .

Community Name; i

FP Filters i public |

Restarts

Syst=m Logs Add Trap Destination

Ping SNMP Version 1

Traceroute 1P address: [ | port: [182 ]
Cr— i =
== Community Name: I_E |

M Configuration SNMP Version 3

N IF address: | Part: |LGZ

Static Routes ort:

Display Configuration Notification: v

Time Zone Configuration User Name: |

NTP Configuration Authentication Protocol: v
S :

Managpdanes A"!‘henum‘u" Passward: | Minimum 8 characters. (for suthentication and privacy)
Data Backup/Restore Privacy Protocol: ] |

Backup Naow Privacy Password: | Minimum 8 characters. (for privacy)

Backup History Engine ID: |

Schedule Backup

Backup Logs W —

View/Restore Data | submit | | cancal | [ nelp |

Lastly, the SNMP agent must be started. Navigate to SNMP > Agent Status. If the Master Agent
status is DOWN, then click the Start Master Agent button. If the Master Agent status is UP, then
the agent must be stopped and restarted.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

This Server: DevvmCM

Agent Status

The Agent Status SMI page shows the current state of the Master Agent and all the Sub Agents. It also allovs for the ability to Start or Stop the Master Agent.

All of the Sub Agents are connected to the Master Agent.

Incoming Traps
FP Traps Master Agent status: up
FP Trap Test

FP Filters

Sub Agent Status

System Logs FP Agent status: up
Ping CMSubAgent status: up
Tracerouts

Netstat Load Agent status: up

Status Summary

Process Status Stop Master Agent Help
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7.2. Configure RTCP

This section describes the RTCP configuration. It is performed using the Communication Manager
SAT interface.

Use the change system-parameters ip-options command to set the RTCP MONITOR SERVER
parameters. These values will be sent from Communication Manager to each 9600 Series H.323 IP
Deskphone so that the phones will know where to send RTCP data.

e Server IPV4 Address: Enter IP address of the AppManager server.
e IPV4 Server Port: Enter number between 1-65535, for example 5005.
e RTCP Report Period(secs): Enter number between 5-30, for example 5.

change system-parameters ip-options Page 1 of 3
IP-OPTIONS SYSTEM PARAMETERS

IP MEDIA PACKET PERFORMANCE THRESHOLDS

Roundtrip Propagation Delay (ms) High: 800 Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interval (sec): 20

Number of Pings Per Measurement Interval: 10
Enable Voice/Network Stats? n
RTCP MONITOR SERVER
Server IPV4 Address: 10.10.97.28 RTCP Report Period(secs): 5
IPV4 Server Port: 5005
Server IPV6 Address:
IPV6 Server Port: 5005

AUTOMATIC TRACE ROUTE ON
Link Failure? y
H.323 IP ENDPOINT

H.248 MEDIA GATEWAY Link Loss Delay Timer (min): 5
Link Loss Delay Timer (min): 5 Primary Search Time (sec): 75
Periodic Registration Timer (min): 20

Short/Prefixed Registration Allowed? N

Use the change ip-network-region command to enable RTCP reporting for 9600 Series H.323 IP
Deskphones. In the compliance test, the 9600 Series H.323 IP Deskphones belonged to IP network
region 1. Set the RTCP Reporting Enabled field to y.

change ip-network-region 1 Page 2 of 20
IP NETWORK REGION

RTCP Reporting Enabled? y

RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? y
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7.3. Configure RTCP on 9600 SIP Deskphone

This section describe steps need to configure 9600 Series SIP IP Deskphone to send RTCP data to
AppManager. On the file server, locate to the 46xxsettings.txt settings file. Open the settings file in
a text editor. Set the required parameters as displayed below:
e RTCPMON: Enter IP or DNS address of AppManager for RTCP monitor for example
10.10.98.28.
e RTCPMONPORT: Enter RTCP monitor port number for example 5005.

e RTCPMONPERIOD: use default value, for example 5 seconds.

Save the settings file. Reboot 9600 SIP IP Deskphones to update the new setting file.

!o 4bHusettings.kxt - Motepad

File Edit Faormak Wiew Help
ittt RTCP MOMITORIMNG  dwddddddddatat bttt

## The RTCP monitor

# one RTCP monitor (wMM server) IP address 9n

## dotted-decimal format or DWS name format (0 to 15

## characters). note that for H.323 telephones only this

##  parameter may be changed via signaling from avaya

##  Communication Manager. For S96xx SIP models in Avaya

## emvironments, this parameter iz set via the PPM server.
##  This parameter iz not supported on 16CC model phones.

##  nmote : This setting 1= applicable for 1603 SIP phones alsao.
## note : This setting 1= supported by Hlxx SIP R1.0 as well.
SET  RTCPMOM 10.10,098. 28

## RTCPMONPORT sets the port used to send RTCP information

## to the IP address specified in the RTCPMOM parameter.

## RTCPMONPORT s only supported on 46xx SIP telephones and

## S6xx telephones in non-Avaya environments. For 96xx SIP

## models in Avaya environments, this parameter s set via

## the PPM serwver. The default walue i3 5005,

## nmote : This setting 1= applicable for 1603 SIP phones alsao.
##  note : This setting 1= supported by Hlxx SIP R1.0 as well.
SET RTCPMOMPORT 5005

#

## RTCP Monitor Report Period

##  Specifies the interval for sending out RTCP monitoring

# reports (5-30 seconds). rDefault 1= 5 =seconds. This

##  parameter applies only to 96xx SIP telephones.

##  note : This setting 1= applicable for 1603 SIP phones also.
SET RTCPMOMPERIOD 5
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7.4. Configure CDR

This section describes the CDR configuration. It is performed using Communication Manager SAT
interface. Use the change node-names ip command to associate the IP address of AppManager to a
node name. In the compliance test, the node name NetlQ was assigned to IP address 10.10.97.28.
Also, highlighted in the example below is the node name procr, which represents the IP address of
Communication Manager’s Processor C-LAN as the source of CDR data.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
DevvmAES 10.10.97.224
AVAYARDTT 10.10.98.71
GW-G450 10.10.97.223
NetIQ 10.10.97.28
default 0.0.0.0
procr 10.10.97.222

Use the change ip-services command to define the CDR link between Communication Manager and
AppManager.
e Service Type: Enter CDR1 for the primary CDR link.

e Local Node: Enter the node name that will terminate the CDR link on Communication
Manager. In the compliance test, the Local Node was procr.

e Remote Node: Enter AppManager’s node name, for example NetlQ.

e Remote Port: Enter number between 5000 and 64500, for example 9000.

change ip-services Page 1 of 4

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS \% procr 8765
CDR1 procr 0 NetIQ 9000
CDR2 procr 0 AVAYARDTT 9001

On Page 3, set the Reliable Protocol field to n to disable the use of the Avaya Reliable Session
Protocol (RSP) for CDR transmission. In this case, the CDR link will use TCP without RSP.

change ip-services Page 3 of 4

SESSION LAYER TIMERS

Service Reliable Packet Resp Session Connect SPDU Connectivity
Type Protocol Timer Message Cntr Cntr Timer
CDR1 n 30 3 3 60
CDR2 v 30 3 3 60
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Use the change system-parameters cdr command to set the parameters for the type of calls to track
and the format of the CDR data. The settings for the compliance test are described below.

e CDR Date Format: Set this to month/day.

e Primary Output Format: Set this to customized.

e Primary Output Endpoint: Set this to CDR1.

e Intra-switch CDR: Set to y, this allows call records for internal calls involving specific
stations.

e Record Outgoing Calls Only: Set to n, this allows incoming trunk calls to appear in the
CDR records along with the outgoing trunk calls.

e Outg Trk Call Splitting: Set to y, this allows a separate call record for any portion of an
outgoing call that is transferred or conferenced.

e Suppress CDR for Ineffective Call Attempts: Set to n, this prevents calls that are blocked
from appearing in the CDR record.

e Inc Trk Call Splitting: Set to y, this allows a separate call record for any portion of an
incoming call that is transferred or conferenced.

Default values may be used for all other fields.

change system-parameters cdr Page 1 of 2
CDR SYSTEM PARAMETERS

Node Number (Local PBX ID): CDR Date Format: month/day
Primary Output Format: customized Primary Output Endpoint: CDR1
Secondary Output Format: unformatted Secondary Output Endpoint: CDR2

Use ISDN Layouts? n Enable CDR Storage on Disk? n

Use Enhanced Formats? n Condition Code 'T' For Redirected Calls? n

Use Legacy CDR Formats? n Remove # From Called Number? n

Modified Circuit ID Display? n Intra-switch CDR? y

Record Outgoing Calls Only? n Outg Trk Call Splitting? y

Suppress CDR for Ineffective Call Attempts? n Outg Attd Call Record? y

Disconnect Information in Place of FRL? n Interworking Feat-flag? n

Force Entry of Acct Code for Calls Marked on Toll Analysis Form? n

Calls to Hunt Group - Record: member-ext
Record Called Vector Directory Number Instead of Group or Member? n
Record Agent ID on Incoming? n Record Agent ID on Outgoing? y

Inc Trk Call Splitting? y Inc Attd Call Record? y
Record Non-Call-Assoc TSC? n Call Record Handling Option: warning
Record Call-Assoc TSC? n Digits to Record for Outgoing Calls: dialed
Privacy - Digits to Hide: 0 CDR Account Code Length: 3
Remove '+' from SIP Numbers? y
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On Page 2, the customized CDR format used by AppManager is defined. Each field in the CDR
record is entered in the Data Item column, followed by the expected length of the field in the
Length column. This is the format that Communication Manager will use when sending CDR
records to AppManager.

If the Intra-switch CDR field is enabled as seen earlier, use the change intra-switch-cdr command
to define the extensions that will be subject to call detail records. In the Extension field, enter a
specific extension whose usage will be tracked with a CDR record. Add an entry for each additional
extension of interest. For example below is list of extensions that were monitored.
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For each trunk group for which CDR records are desired, verify that CDR reporting is enabled. To
do this, use the change trunk-group n command, where n is the trunk group number, and verify
that the CDR Reports field is set to y. This applies to all trunk group types.

The example below shows the ISDN-PRI trunk to the PSTN.

The example below shows the SIP trunk between Communication Manager and Session Manager.
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8. Configure NetlQ AppManager

This section describes the configuration of AppManager. It assumes that the application and all
required software components have been installed and properly licensed. The procedures fall into the
following areas:

e Launch NetlQ Console

e Administer SNMPv3 trap monitoring

e Administer SIP call quality monitoring

e Configure SNMP, CDR, and RTCP parameters
e Discover Communication Manager

e Retrieve configuration data

e Add IP Deskphones

8.1. Launch NetlQ Console

In the NetlQ server navigate to Start 2 All Programs =2 NetlQ - AppManager-> Operator
Console (not shown).

Select the required Server and Repository from the drop down menu and click on Logon as shown
in below. During compliance testing Use Windows authentication was selected.

MetI] AppManager Operator Console Logon E |

Serven WIN-GYS PG TBO3BSASOLEXPRESS

Bepasitory: IE!DB j

Connection [nformation:

% Use Windows authentication

i~ Use SOL Server authentication

NetlQ® AppManager®

Logon |  oifine | Eit | Hep |
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8.2. Administer SNMPv3 Trap Monitoring

This section describes steps to enable AppManager to use SNMP with Session Manager and System
Manager, the SNMP community strings are required to be configured in the AppManager Security
Manager as configured in Section 5.

8.2.1. Configure Security Manager

From the NetlQ AppManager Operator Console window navigate to Extensions = Security
Manager as shown in below.

-r*, MetI() AppManager Operator Console (Evaluation) on '\ IP-AC1F352D4QDB {Ac
File Wiew TreeMiew List Graph KS  Web | Extensions ‘Window  Help

@i|EI|%| ® || I%I@ |@I Security Manager I¢ Irlyl

Repositary Brawser
Repart Yiewer
=GB Master Chart Console
= [ IP-AC1F3520 ADCheck
|!'| Wwindows0S:IP-ACTF3520 MetICkrl
& Appbd anager Server: IP-ACTF

Add a custom profile for Session Manager and Session Manager by clicking on Add button as
displayed below:

4\ NetIQ AppManager Security Manager (Evaluation) on %,IP-AC1F352D%0DB (Administrator)
Security  Wiew Help
% &= = 2|
=) AppManager Secuiy Computer: IP-AC1F352D

@ &ppManager Roles

- & AppManager Users " Exchange | Exch2000/2002 | Oracle | 4P | M5 | SMMP| SGL | weblogl: Custom

=1 & Computers

[ IP-ACIF3520 This information is stored in the Apphdanager repositary.
LCustom Label
Label |_Sub-Label |
Add... :
i
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Enter the System Manager SNMPv3 user profile created in Section 5.1 as shown below:

e Label: Enter any descriptive name, e.g., SNMPTraps.

e Sub-Label: Enter System Manager’s IP address, e.g., 10.10.97.226.
e Value1: Enter user name created in Section 5.1.

e Value 2: Enter *.

e Value 3:

Enter the authentication protocol, authentication password, privacy protocol,

and privacy password from Section 5.1, e.g., sha,avayal23,des,avayal23.

Create a similar entry with Session Manager IP address, e.g., 10.10.97.227 as displayed below:

Modify Custom Entry

You can store custom values in the KPW table of the
AppManager repository. Enter at least a Label, Sub-label, and
Valuel. Knowledge Scrpts can access these values using the
GetContextEx calback function.

Label: [SNMPTraps

Sub-Label | 10.10.97.226

Value 1: [neliqDESSHA

Value 2 |*

Value 3 Isha,avaya1 23,des,avapal2d

[ Extended application support
(Chck Help for details. )

Modify Custom Entry E3

You can store custom values in the KPW table of the
AppManager repostory. Enter at least a Label, Sub-abel, and
Valuel, Knowledge Scripts can access these values using the
GetContextEx callback function.

Label: ISNMPTuaps

Sub-Labet | 10.10.97.227

Value 1: InetquESSHA

Vae 2 |

Value 3 Isha,avaya1 23.des,avayal2d

I~ Extended application support
(Chck Help for detais. )

| oK I Cancel Help
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8.2.2. Discover the Device

To monitor SNMP trap source devices that require the use of SNMP version 3, run the
Discover_ SNMPTraps Knowledge Script, navigate to the DISCOVERY tab in the bottom right
pane and drag and drop the SNMPTraps Discovery Knowledge Script (KS will be used as
abbreviation) on the AppManager server in the TreeView to create the discovery job.

P Vew TasVes Lt Gugh 13 Wb Gutwosow  Wedow el

Sieis|v)| QFERFDIZ) alsiel klcioisisivisisisis| ololBizlel

(=@ Mo

g oo
5l Wit A B
¥ ) AccMaragm Serve ACTAD )

vl

8 Gocoine o Vbt 3 411 Py B VoG Lol
[Pt H Nosei L VoG ooy

o G s M VP Gty Coliane, M X2
B Gt [ L S B H Vol Gy Cetleng s9
o Ouow aw VP Guadny_CacolidA
dow s sl

[ o Do Wt ogch . ARx

- [ o O mT W et A A
Hchagnit [ =TT

0, g o 52 340 « THge 100% = } .
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The Discovery_SNMPTraps properties window is displayed. Modify job properties as shown

below:
e Name of the device to populated in the TreeView: enter the DNS name of Session

Manager for example: devvmsm.
IP address of the device to populate in the TreeView: IP address of the Session Manager

for example 10.10.97.227.

Properties for Discovery_SMNMPTraps

Schedule  Yalues |Actinns| Objects | Advanced |
Description |

Walle | [riits |

[z General Settings

E]—r.luh Failure Motification
| I—E\-'ent zeverity if dizcovery job faillz unexpectediy Gl il Severity

E]—r Event Details
| L Event detail format HTML Table j
= Additional Settings

Tracing [for advanced users only)

[z Discover SNMP Trap Devices

Flaise event if discovery succeeds? [ ‘ez
Elr}Flaise event if discovery fails? [ ‘es
- Update the Treeview objsct name if the device name changed since the previous discovery? [@ Ves

—Mare of the device to populate in the TreeView deswrnsm

IP address of the device to populate in the Treetiew

—File containing the list of device name/IF addrezs pairs to populate in the Treeiew
lozalhiost

— Trap Receiver IP address
2735

—Trap Receiver TCP port

Dizoovers known SHMP trap-throwing devices that forward their traps to a NetlQ Trap Receiver zerver. Raizes ah event if the job failz and optionally
raizes events to indicate dizcovery status [succesful, failed),

(518 I Lancel I Aelp

) p

Repeat same steps for System Manager with name devvmsmgr and IP address 10.10.97.226.

310f70

PM; Reviewed: Solution & Interoperability Test Lab Application Notes
AppMgraSMCM

SPOC 4/27/2017 ©2017 Avaya Inc. All Rights Reserved.



Confirm that Session Manager and System Manager appear in the TreeView (which confirms the
SNMPv3 credentials are valid and the NetlQ trap receiver service is available), in this case, it is
Trap Source: devwmsm[10.10.97.227] and Trap Source: devwmsmgr[10.10.97.226].

Console (Evaluation) IN-G¥STGTBD3BS', SQLEXPRESS (DB (Ad

MetI() AppManager Operal
File Wiew TreeWiew List Graph KS Web Extensions wWindow Help

A R = e e e N e S S ) e A Bl S A EEd T

=~ g8 WIN-GYS7GTED3IBS -l & NetwarkDevice
- g8 Windows05:WIN-GYS7GTBD3BS ) 5IPServer
G Metwarks-RTWIN-GYSFETEDIBS & SOLServer

Terminal 5erverIN-GYS7GTED IBS

- W ServerWIN-GYS7GTEDIBS

& Appkd anager Server WIN-GYSYGTBDIBS
- JF Trap Source: dewvmsm [1 10.97.227] .
4% Trap Source: dewymzmgr [17710.97.226]

forn I W B 0 2 O s e
[l [ - - - [

T

L

s}

o

=

fry}

<

o3

-1

ol

=

m

=

st

m

w

E]---ﬁ, Uk oz do apa-dura-Spstem-tdanager [177 10.97.226] ﬂ

P B e P P L e oo MAE 40 07 90T Hia [« [ »[m] ACTION 3, AD }, AGENTLESS f, AMADMIN A AMHEALTH 2, ASYHI
Ewvent I & I I Status I ] I Job I Computer I Fnowledge Script I Last Occume... I Count I Severit_l,ll Message :I
|!'I 1391 kA Closed [ O WN-GWSTGTBLAMHealth_Healthch 3/25/2016 12026 28 M5 Healthcheck Event: Server Up
[ 1289 Closed [ WIN-GWSTGTBL Discovery_SIPServe 372372016 317: 2 10 S|P Server Digcovery Failed
|!'] 1383 Clozed [ WIN-GWS TG TBL Discoveny_Metworkl 37232016 11:15 4 a3 MetworkDevice Discovem Failed
g 1375 Cloged [ WwiM-GWSTGETBL SMMPTraps_Trapht 3/25/2016 12025 5 MC can't locate job
bl | ] [ 3 Tz M-
|!'I 1369 Clozed [ WIN-GWS7GTBL Discovery_SHMPTr 3/25/2016 12113 25 Dizcovery: SNMPTraps dizcovery successhul [WiM-(

-

| 3

-

14 I 4 I PI PII'\ Events A Jobs }y Details A, Graph Data /
| | N1 | MewaksRT | volPQualiy soL | sOlSever | wis | wmi |

[Computers : 1 [Open Events: 0 Running Jobs: 10 [Graph Data: 12 [1:24 PM

Maszter

Far Help, press F1
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8.2.3. Start Trap Monitoring

Next, run the SNMPTraps_TrapMonitor Knowledge Script on Session Manager and System

Manager, discovered in the TreeView, to start monitor traps from those sources by select
TrapMonitor and drag it to TreeView as displayed below:

2 Net1Q AppManager Operator Console (Evaluation) on

IP-ACIF3520\ QD8 (Administrator)
Fle View TreeVew Lot Graph X5 Web Extersiors Window Hep

&|vls 2| QEmERIR| 2lmR| x|see=]e|esm]p] oloBlelel Ls|oE|EE mlEl ]| @]
-.&m&—

J
= @ 1PaCIF82D
4 @ Wdows0S P ACIFI520
4 M) AccMarwone Server IPACIFIS0
Trap Source: devvmamy[ »2 1247
@ Trop Source: devvmamgr [ 120097 229

[l ] > [M]i A ASTNC ) OIAG A DISCOVERTY \ GENERAL A HYFERV A NT )\ NTADMIN A PUWERSHELL |
Ever @@ |Stns (D] b | Compute 1 |Lest0 [ Cout | Sevey |
7 g B O | Dpen & PADFID Dutcovery SNMPT1a0s N6 153 b} Dutcovery SNMPTape Sacovesy successhd JPACTFS
ol - Open 2 PALCIF X0 Olscovery_SNMPT 1208 NrAE1LY %

) Duscovery SNMPT raps dacovery successhd JPACIFY
AT TSI Everts £Jcba )\ Detatt |, Gragh Daka /.
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The Properties for SNMPTraps_TrapMonitor window is displayed, make sure Monitor devices
not yet discovered and Raise event if Trap Receiver become available options are checked.

Properties for SMMPTraps_TrapMonitor E

Schedule VYalues |.-’-'-.u:tiu::ns| I:Il:uiectsl .ﬁ.dvancedl

Dezcription | " alue | itz |

[z General Settings
I:l]—r.luh Failure Motification

L Ewvent severty if Traphd onitor job Fails unexpectediy b il Severity
El—r Event Details
|— E wvent detail farmat HTkL Table j
|—Tra|:| zource address format Bath j
|—F-:|rmat trap data according to SMMP version? SHMP2 j
|—In::|u|:|e prefis information to format event meszages for Metcool adapter? [T es
'H"arhind dizplay options
[+| Trap Filters

nal 5ettings

yvices not pet dizcovered?

rapz_alarmbd appingz. ey

|—Eustu:|m meszage mapping file
Tra-::ing [for advanced users only)
[=I—Monitor SNMP Traps

I_;L|—|— E vent Notification

Haise critical alarm event? [v fes
R aize major alarm event? [v fes
Raize cleared/resolved alarm event? [v fes
Haise event if Trap Beceiver iz unavailable? [v fes
Haise event if Trap Beceiver becomes available? [v fes

kanitarz for incoming SHMP trap mezzages fiom devices fonvarded by Metlll Trap Receiver. Raises events when traps are received
and for Trap Recerer availability.

E (] I Cancel Help
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8.2.4. Administer Network Device

NetworkDevice discovers Session Manager and System Manager using SNMP to query the device
characteristics. To use SNMP queries, create the SNMP access credentials as follows: Create an
SNMP profile for Session Manager. Note that this is different from the SNMPTraps profile created
in Section 8.2.1 because this is for snmp-get requests from the NetworkDevice module. Here enter
SNMPv3 profile for Session Manager by selecting Extensions = Security Manager:

*, MetI() AppManager Operator Console {Evaluation) on ") IP-AC1F352D0DB (Ac
File Miew TreeWiew Lisk Graph K5 ‘Web | Extensions ‘Window Help

@3|E||§| ? || I@ |g | Security Manager lcz IPlg?li@

Repositary Browser

Report Yiewer
El--@ M aster Zhart Consale
= [ IP-ACIF3A520 ADEheck

[ windows0S5:P-ACTF3520 MetICCkr|
& Appbdanager Server: IP-ACTF

Add a custom profile for Network Device:

&1 NetIQ AppManager Security Manager (Evaluation) on % IP-AC1F352D40QDB {Administrator)

Security  Wiew  Help

B &= ® 2
=& AppMansger Secuiy Computer: IP-AC1F352D

-T2 AppManager Roles

- Apphanager Users Exchange | Exch2000/2003 | Oracle| S4F | SMS | SNMP| SOL | weblogi Custom |

= 8] Computers

i |j IP-4C1F3520 This infarmation iz stared in the Apphanager repositary.
Custom Label
Lahel | Sub-Lahel |
Add. :
i
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Enter the Session Manager SNMP profile into Security Manager. If all devices on the network will
use the same SNMP configuration, enter default for Sub-Label in the second entry. If the SNMP
configuration is different, enter the active IP address of the device for Sub-Label in the second
entry.

Enter the Session Manager SNMPv3 user profile created in Section 5.1 as shown below for Security
Manager:

Label: Enter any descriptive name, e.g., NetworkDevice.

Sub-Label: Enter System Manager’s IP address, e.g.,10.10.97.226.

Value 1:  Enter user name created in Section 5.1, e.g., netigDESSHA.

Value 2: Enter *.

Value 3: Enter the authentication protocol, authentication password, privacy protocol,
and privacy password from Section 5.1, e.g., sha,avayal23,des,avayal23.

Create a similar entry with Session Manager IP address, e.g., 10.10.97.227.

: Modify Custom Enktry EA [|Modify Custom Entry | x|

You zan ztore custom values in the KW table of the You zan ztore custom values in the KW table of the
Apphdanager repositon. Enter at least a Label, Sub-label, and Apphdanager repositom. Enter at least a Label, Sub-label, and
Yaluel. Knowledge Scripts can access these walues using the Yaluel. Knowledge Scripts can access these walues using the
GetContextE s callback funchion. GetContextE s callback funchion.
Label ; INetWDrkDevice Label ; INetWDrkDevice
Sublabet |1 10.97.226 Sublabet |1 .10.97.227

Value 1 |netigDESSHA Value 1 |netigDESSHA

Yalue 2: Ix Yalue 2: Ix

Yalue 3 Isha,ava_l,la'l 23 des,avapal 29 Yalue 3 Isha,ava_lrla'l 23 des,avapal 29

[~ Extended application support [~ Extended application support
[Click Help for detailz. ] [Click Help for detailz. ]
0k I Cancel Help 0k I Cancel Help
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8.2.5. Discover the Devices
This section describes steps to let AppManager discover Session Manager and System Manager. On
the right window of screenshot below, navigate to the DISCOVERY tab, select NetworkDevice
script, drag and drop it on to AppManager server in the TreeView on the left panel to create the
discovery job for Session Manager and System Manager devices.

<£+NetI) AppManager Operator Console (Evaluation) on '\ IP-AC1F352D%0DE {Administrator)

File View Treeview List Graph K5 ‘Web Extensions ‘Window Help

ol=|=(2|| DR BRI ElmEs] x(slnee)|sem]E|| oem|E el cs|oH|E|=| ==
R I azter Iﬂ ActiveDS Iﬂ Dell
=@ PaciFsD & ap-RT Bl Demine
B Windows0S: 1P 520 BAgentless |ﬂ Exchange
=@ AppManager Server. IP- 5] AMHealth [ Exchange-RT
4% Trap Source: Awayavh-gsm 10 [ aMHealthUMIX ¥ Exchangs2007
------ £ Trap Source: &vapavM-azmar [10.204. ApacheUNIX |j ExchangeDAG
IﬂAvayaEM Iﬂ Hardware
[ BES 2 HardwareUNIX
Ij CallD atadnalysis Iﬂ Huyper
[ oM Eus
8] CiscaCM D)
Ij CizcoCh_4x Iﬂ Lync
CiscalCD & PP
i Emscs
Ij CizcollC Iﬂ MetBackup
8] CiscolCM B NetBackuplMI
8] CiscallE El sttt B
Ij Cluster ] ' N
4]
Ha [« [ » [w[' ACTION J 2D }, AGENTLESE }, AMADMIN A AMHEALTH J &

Event | | | Status | | Job I Computer | Knowledge Script | Last Dccurr.... | Count | Severty | Meszage

l 56 O |:| Open [ 18 IP-AC1F 3520 SNMPTraps_Trapkonitar 3720016 B:0E 4 20 [&vwapatft -asm [10. 204
[ 3 @[ | Open ME IP-5C1F 382D Discovery_SHMPTraps INT20NE 1263 25 Dizcovery: SHMPTrap
Ij 25 [ ] |:| Open ] IP-AC1F 3520 Digcovery_SHMPTraps 3A720E 28R 2R Digcoveny: SNMPT rap:

T 0 Teil Events £ Jobs }, Details A, Graph Data
| I aster I MNT | SHMPTraps |
Far Help, press F1
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The Properties for Discovery NetworkDevice window is displayed. Enter the IP address of the
System Manager and Session Manager in List of network devices (comma-separated), in this case
10.10.97.226,10.10.97.227. Click OK.

Propetties for Discovery_MetworkDevice [ x|

"Gehedule  Walues |.-’-'u:tinn$| Dbiect&l .-’-'«d\-'anu:edl

Dezcnption | Walue | ritg |
[zl Auto Discovery
|—Default gateway router
|—Ma:4imum number of hops 1 Hops
|—CAL|TI|:IN: Enabling can negatively impact network, performance
I—W’alk subnets for laper-2 devices? [w/'n) n
Lizt of network devices [comma-separated) 10.10.97.226.10.10.37.227

List of netwark device ranges [comma-zeparated)
Full path to file with list of netwark, devices
Dizcovery Details

Dizcovery timeout 10 Minutes
Raize event when discovery succeeds? [w/n) 1

Ewent severity when discovery succeeds 25 Severity
Event severity when dizcovery fail: 5 Severity

Dizcovers network devices: routers, switches, gateways, etc. Tou can specify a comma-separated list of network devices to discover, a range of [P
addreszes, a gateway router for auto-discovery, or the name of a file that containg device names on zeparate linez. Specify at least one remote computer,
Because only one computer showld act az & proxy for a given network device, drop thiz script oh only one computer at a time. vou must update Security
tanager with SHMP verzion and security information [community zting for SHMPY1 A2 user, contest, authentication and encryption for SHEPw3)
befare you can dizcover network, devices.

E ] 8 I Cancel Help
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Discovery will create TreeView objects for System Manager and Session Manager as display in
below screenshot: Unknow:Avaya-Aura-System-Manager [10.10.97.226] and Application:
DevvmSM.bvwdev.com[10.10.97.227] and returned successful message for discovery job with
NetworkDevice Discovery OK.

WIN-GYSTGTBD3BS, SOLEXPRESS QDB (Administr.

¥+ NetI) AppManager Dperator Console {Evaluation) o
File Miew TreeView List Graph kS Web Extensions

alv=) 2] 2EME BRI HlEEe xeReEirieieE]| oo BEel ulec@ElE

SOL ServerWIN-GWSFGTBDIBSAS OLEXFRESS ;I
2 SOL ServerWIN-GYS7GTBD3IBSASULEXPRESS

Hy H.323WwIN-GVS7GTBD 3RS

s SIPWIN-GVSTGETEDIBS

Terminal Server™IN-GYS7GTEDIBS

Wil ServerwIN-GYSTGTBD3BS

AppManager Server: WIN-GWSYGTBD3BS

() Trap Source: dewvmem [1.10.97.227]

() Trap Source; dewvmsmar [107.10.97.226]

wWindow  Help

& NetworkDevice
& SIPServer
& SELServer

=

IO e O IO e O s O O
= =

[+ ) Unknown:dyaya-tura-System-tanager [10 10,97 226]
I:I---_:  Application:DewymSM bywdey. com [1 1097 227] -
*@é —I HE [ [ o [»1], ACTION }, AD A AGENTLESS b AMADMIN A AMHEALTH 3, ASYHI
Event | & | | Status | ] | Job | Campuiter | K.nowledge Script | Last Occur... | Severity | Message -
|!'I 142 I:‘ Open M B8 WIN-GWSTGTBISNMPTraps_Traphd 4/22/2016 3:08: 25 Trap receiver [135.10.98.27] iz re-connected
g 141-@ [ | Open ™ o4 WIN-GYSTGTBISNMPTraps_Traphd 4/22/2016 303 25 Trap receiver [135.10.98.27] iz re-connected
|!'] 14400 |:| Open [ 108 WIN-GWSTGETRI Discovery_SIPSera 4/22/2016 318:15 The supplemental database 'SIPServer_DeyvymSh. b
[ 1430 Clozed [™ 100 WIN-GVSTGETRI Discovery_SIPSer 3/25/2016 1:04:15 The supplemental database 'SIPServer_dwayatiuras:
|j 138t kA Closed ™ 78 WIN-GWSFETEI Discoveny_SIPSers 3/23/2016 31710 SIP Server Dizcovery Failed
[]142¢ i ed ] E GTBI ery b 3/25/2016 12:39:49 PM MNe O [TAE10
|!'| 138 Clozed 4 76 WIN-GYSTGTBI Discovery_Metwork 3/23/2016 11:1:5 MHetworkDevice Discovery Failed
@ 336, Clozed ™ 6 WIN-GYSTGTBIMetworkDevice_De 4/20/2016 4:26:5 Metwork Device Down - [DewvemS . bvwdey. com] [1:
@ 336( Cloged ™ 96 WIN-GYSTGTBIMetworkDevice_De 4/20/2016 4265 Metwork, Device Down - [Avayabura-System-tanage
|j 135 k#| Closed 5 0 WIN-GWSTGTBlAMHealh_Healthck 3/25/2016 12:0.25 M5 Healthcheck Event: Server Up -
.| »
4 I 4 I bl )II\ EventsAJobs)\ Details)\ Graph Data[
© Master | NT | HetwoksRT | VolPDusiy soL | SOlSever | wTs | wMl |

For Help, press Fl [Computers : 1 [Open Events: 51 |Running Jobs: 10 [Graph Data; 12 [3:22PM 4|
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Click on the TreeView object to verify that device details are available for both Session Manager
and System Manager as listed below such as Snmp, Interfaces, LAN links, Host Resource and IP
Subsystem.

-y WMI ServerwIN-GYSTGTBD 385 -
& AppM anager Server WIN-GYSFGTED3BS

- JF Trap Source: devvmsm [17710.97.227]

----- #F Trap Source: devvmamar [1. 10,97 226]

El,ﬁ UnknowercAyaya-aura-System-tanager [1.10.97.226]

- T-éz Snmp
F-F 4 Interfaces

- LAM Links

[ Host Resource
- ¥ IP Subsystem
-—; pplication: DeyvmS k. brvwedey. com [1

G- g LAN Links
- [ Host Resource

- 79 IP Subsystem
w1 FH AwanaSh TawernSh Fuasdes caml 35 1097 7271 x
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On the right panel, browse to RECOMMENED tab, select NetworkDevice script, drag and drop it

on NetworkDevice in the left panel to start monitoring each device for example Session Manager
and System Manager as shown in below screenshot.

-+ el i} Apprianager Oper abor Consale {Evabsabion) on ' 1P-AC L FESHD, GDE [Adminisinsor)

Fie Wew Treeves Let Graoh K5 Web Ddendons Window  Felp

@le | ¢ | QFEME DR 2ol k|02 8|6 8| elolt||e| ole|o|0| @R ) E]0| i
-_!;J‘::o:m.ﬂ.bmﬁnmawn [ ERFRT] “‘M

N =)

' riberf ket

¥ =i LAN Lo

il ] Host Asousce
i} F Subsysien

= @ dppkcation DiewvniM bewdewcom [l 1090227

' Lo

v et oot

¥ el LA Lirdd

# W Mot R

F Subivilen

[ l e H RECOMMiNIED

Lt CIRGEEET | Chadven | o

Uses Subewd Time T 1

mlmﬁmmuung;
[l |
For Help, press Fl

[Servers 1 2 [Open Events: O Furning Jobs: 0 iGragh Datec 0 1004 AN ¢

Confirm that the following device monitoring jobs have started: NetworkDevice_Device Uptime,
NetworkDevice_Device Ping, NetworkDevice_Interfaces Health,

NetworkDevice IPSubsystem_Util and NetworkDevice_ LANLink_Util as shown below.

<#1NetI AppManager Dperator Console {(Evaluation) on %4 IP-AC1F352D40DB {Administrator)

File Wiew TreeWiew List Graph KS ‘Web Extensions ‘Window Help

&(=15 (2 || DIERE ]| Hlal] xlwln(eEmpsR]| oloE(= 2= 27| ml@(Eal
E--@ MetworkDevice ) NetworkDevice
Elg Application: avapa-asm. localdomain [ 10.10.57.227 ]

- B2 Snmp

[H- Interfaces

- [l LAN Links

\ @ & Host Resource

-4 IF Subsystem

b Unknown:Avaya-dura-System-danager 10105728 ]
Shmp

o —
e

2 Interfaces
o= LAM Links

- [8] Host Resource
& P Subsystem

-

HA [ [ [T ACTION }, METwORKDEVICE }y RECOMMENDED f

e 2 [ Chilgien [ Computer [ Knowledge Serict [ User [ submt Time [ StooTi

kA £ ¢ Furning 1 IP-&C1F3520 MetworkDevice_Device_Uptime IP-AC1F 3520 WA dministrator 3212016 10:2 <Monex

[+ g kr) 2 e Furning 1 |P-ACTF3520 MetworkDevice_Device_Fing |P-ACTF 3520 \Administrator 2206102 <Mones

o m i) s & Rurning 1 IP-ACTF3520 MetworkDevice_Interface_Health IP-ACTF 3520 \Adrinistrator 3212016 10:2 <Mone>

[+ é 33 s & Rurining 1 IP-ACTF3520 MetworkDevice_|PSubspstern_Ltl IP-ACTF 3520 WA dministrator 322016 10:Z <Mones

[ B 31 8 & Running 1 IP-ACTF3520 MetwarkDevice LAMLink_Ltl |P-ACTF 3520 WAdministratar 3212016102 <Mone>
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After a monitoring interval has been completed, data streams will be visible in the Graph Data pane
as shown in below screenshot.

etIQ AppManager Operator Console {Evaluation) on

-AC1F352D40QDB (Administrator)

File View TreeView List Graph KS Web Extensions Window Help

El @ NetworkDevice ‘ MetworkDevice
[ Q Application: avapa-asm.localdomain [10.204.130.240]

Snmp
Interfaces

e LAN Links

] Host Resource
#® IF Subsystem
b Unknown:byapa-dura-System-td anager [10.204.130.241]

Snmp
Interfaces

e AN Links

] Host Resource

48 IP Subsystem
4[4[+ [»/ [\ ACTION } NET'wORKDEVICE b REC DED
Data Source I Job I Knowledge Script | Computer I Cur. points I Legend I
sk 4 2 Metwork Device_LAMLink_LItI IP-4CTF3520 Data has been colected Bandwidth utilization [&vapa-Aura-Spstem-tanager - 10.204.130.247 - eth0:4] 2]
e 3 32 MetworkDevice LAMLink_Ltl |P-ACTF3520 Drata has been colected Brandwidth wtilization [avaya-asm. localdomain - 10.204.130.240 - eth0: 2] [%)
@ 2 3| MetworkDevice_Device_Ping |P-&CTF3520 Data has been colected Ping Device [Avaya-tura-System-Manager] [10.204.130.241)
@ 1 et} MetworkDevice_Device_Ping IP-4CTF3520 Data has been colected Ping Device [avapa-asm. localdomain] [10.204.130.240)
T4 T2 TP Everts A Jobs i, Detalld}y Graph Data /°
I aster | NT I SNMPTraps MNetwarkDevice
Far Help, press F1

Servers : 2 |Open Events: 2 |Running Jobs: 5 |Graph Data: 4 |10:50 AM 2

This data may be displayed as a graph using Create Chart as displayed in below screenshot.

1) AppManager Operator Console (Evaluation) on -AC1F352D40DB {Administrator)

Window  Help

File VWiew Treewiew List Graph KS Web  Extensions

@l=2]2|| DIEME R

ol Eel e el Fe JE A E T P T e
=GP NetworkDevice ‘ MetworkDevice
=] @ Application: avaya-asm.localdomain [10.204.130.240]
Shmp
Interfaces
e LAM Lirks

[8] Host Resource
& 1P Subsystem

@ Unknown:Avapa-dura-System-hanager [10.204.130.241]
Shmp

Interfaces

4[4 [ >\ ACTION A NETwORKDEVICE ), RECOMMENDED /

Delete Graph Data

Group By
Filter 2
Hide: Pane:

Custarize. ..
(T4 T» T2 Events A, Jobs A, Detalls 4, Graph Dat Properties

I i ——
Master | NT I SMMPTraps

For Help, press Fi

MetworkDevice

|Servers P2 |Oper| Events: 2 |Rur|r|ir|g Jobs: 5 \Graph Data: 4 \10:53 AM 2
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Following the intruction in popup window (not shown) to enter graph name, etc. Below is the
NetworkDevice LANLIink data in graphic chart created during compliance test.

fal NetlQ AppManager Chart Console (Evaluation) on Y\\2012PC4\SQLExpress\QDB (Administrator) I;Ii-
File Chart View Help

B LG e o [ o i e b O R X bt ©

S0 Chars Time frame: |AII j

-.§5 SIPServer_CollectCallData: (20| |/ 2195:NetworkDevice LANLink Util: [2012PC4)]
-t AvayaCM_CPU_Usage: (2012P)
g 0.000647 15453333
{3 2195 NetworkDevice Device | D00084718443333 0.00058244505000
-de AvayaCM_CallQuery: (2012PC
-t AvayaCM_CallActivity: (2012P)
-4 AvayaCM_CallQuality: (2012P
-t AvayaCM_CPU_Usage: (2012P)
e 2121:AvayaCM_H248Gateway:
-zt SIPServer_CallQuality: (2012P

0.00058244202000
0.000517 73162667
0.00045301517333
0.0003882987 2000
0.00032353 226667
0.00025886581333
0.0001941 4236000

0.000517 73162667

0.00045301517333
0.00035828872000
0.00032355226667

0.00025836581333

0.00019414236000

[ Public 1 0.00012943200667
0.00012943 290667
0.0000647 1645233
0.0000647 1645233
u}
u}
11:39:58 AWM 12:19:52 PM 12:50:58 PM 1:39:58 FM 21058 P 2:59:58 PM 3:30:58 P
1262016 AZMB2016 1252016 A2/5/2016 1262016 AZMB2016 1252016
4 3
Aggregate: |N0ne j I Fit data to windaw
* | Legend | Last Value Scale | Interval Points
.2D12PC4: Bandwidth utilization [Avaya-Aur... 000 1.000000 300 2000
.2D12PC4: Bandwidth utilization [DevvmSM. .. 000 1.000000 300 2000
.2D12PC4: Bandwidth utilization [DevvmSM. .. 000 1.000000 300 2000
< m >
For Help, press F1 NUM

8.3. Administer SIP Call Quality Monitoring for 1100 Series IP
Deskphones

This section describes steps to configure AppManager to connect to Session Manager to collect call
data for 1100 Series IP Deskphones. AppManager uses SNMPv3 to discover Session Manager using
the user profile credentials previously created on Session Manager in Section 5.1, 1100 Series IP
Deskphone send PVQMon data to Session Manager, AppManager connects to Session Manager via
SIP trunk to collect voice quality of 1100 Series SIP IP Deskphones.

8.3.1. Administer Security Manager for SIP Server
In AppManager console, select Extensions = Security Manager.

r*, MNetI AppManager Operator Console {Evaluation) on '\ IP-AC1F352D QDB {Ac
File Miew TreeMiew List Graph KS  Web | Extensions ‘Window  Help
@215 2| | RIEME e Loty vl bls0|m
Repositary Browser
Repott Viewer

=68 Master Chark Console
= [# IP-AC1F3520 ADCheck
[ Windows05: I P-ACTFI520 MetICCEr|

& Apphd anager Server: IPACTF

L
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In Custom tab, click on Add button

&1 NetIQ AppManager Security Manager {(Evaluation) on % IP-AC1F352D%0DB (Administrator)
Security  Wiew  Help
8 &= = 2]
E|($ Apphanager Security . N
% =3 ppitaneger s Computer: IP-AC1F352D
=) (& AppManager Users " Ewchange | Exch2000/2003 | Oracle | 4P | 5MS | SMMP| SOL | eblogi Custom
= 8 Computers
] IP-ACIF3520 Thiz information is stored in the Apphd anager repozitary.
Custom Label
Label | Sub-Label |
Add... :
Enter the user profile information created in Section 5.1 as shown below:
e Label: Enter any descriptive name, for example SIPServer.
e Sub-Label: Enter Session Manager IP address, for example,10.10.97.227.
e Value 1: Enter SNMP user name created in Section 5.1, e.g., netigDESSHA.
e Value2: Enter*.
e Value 3: Enter the authentication protocol, authentication password, privacy protocol,
and privacy password from Section 5.1 , for example: sha,avayal23,des,avayal23.
Add Custom Entry
“ou can store custom values in the KPW table of the
Appbdanager repozitory. Enter at least a Label, Sub-label, and
Waluel. Enowledge Scripts can access these valles uzing the
GetContestE s callback function.
Label : ISIF‘Sewer
Sub-Label: |10.10.97.227
Value 1: | netigDESSHA
Yalue 2 Ix
Walue 3: Isha,avaya1 23, dedavayal 23
[T Extended application suppart
[Click Help for details. ]
k. I Cancel Help
PM; Reviewed: Solution & Interoperability Test Lab Application Notes 44 of 70

SPOC 4/27/2017 ©2017 Avaya Inc. All Rights Reserved. AppMgraSMCM




8.3.2. Discover Device

Navigate to the DISCOVERY tab in the bottom right pane, drag and drop SIPServer script on
AppManager server in the left panel to enable discovery of Session Manager.

et1Q AppManager Operator Console (Evaluation) on

-ACLF352DY,QDB {Administrator)
File Wiew TreeView List Graph KS Web Extensions Window Help

L EEEEEEEEEEEE

=@ Master ] ActiveDs & Evchange 8] Martelcs 24 8] VirtualCenter
=@ IP-ACTF352D & a0RT B Exchange-RT BNt ] VolPQuality_CalPert
8] Agentless ¥ Exchangs2007 Focs 8] volPQuality_CallPertProsy
&) AppManager Server: IPACTFIED 5] AMHealth ¥ ExchangeDAG & racte ¥ volPQuality_CallSetup_H.323
~#% Trap Source: Avapat/td-aem [10.204.130.240] B AMHealthUNIX & Hardware &l Dracle-RT & volPQuality_CalSetup_SIP
#% Tizp Source: Avapa/M-asmor [10.204.130.241) L] 2 apacheliix HardwareLINIX Draclelinis ] volPQuality_CiscoSa
- Application:avaya-asm localdomain [10.204.130.240] &  Hypery 8 Pronenuaiy HwehRT
1@y Unknown:dwaya-fura S pstem Manager [10.204.130.241] Fars s B oo (B wabl ogicSviLINIX
& CallD atadnalysis v &l Reportagent ‘ehSpheresppSrvLINIX
CIM & Lync & SharePaint EEwehSphereM Uni
& CiscoCM & MFxP & winRT7
[ CiscolM_x [ M3 &Ml
[ CiscolCD ¥ NetBackup ey HwTs
[ CiscalCM (B NetBackuplIIX [E SNMPTraps [ entpp
[ CiscoliC &) NetfinityDir D solarisZones [ %enDesktop
[ CiscoliC & NetworkDevice HsoL
[ CiscallE & Networks-RT EsaLaT
8] Cluster & Networks-RTProsy [ saLserver
[ Del & NarteicT [ SOLS ervertiwapsOnCluster
& Domina & MartelCs UNIX
[« [+ [M]EMHEALTH Ji ASYNC i DIAG }, DISCOVERY A GENERAL i HYPERV j NETWORKDEVICE i NT i NTADMIN J, POWERSHELL Jy RECOMMEND
Event [@ (@[ status [ [ Job | Computer | Knowledge Sciipt [ Last Oceur.. [ Count | Seveity | Message [ 4]
01 O[] Open R IP-AC1Fa52D NetworkD evice_lnteitace_Heakh 3/21/2016 10:1 15 Inteifaces down [Avayadura-System-Manager - 10.204.130.241] J
#1939 O Open 38 IP-ACTF352D NetworkD evice_Inteiface_Health 3/21/201610:1 15 Inteifacss down [avaya-asm losaldomain - 10.204.130.240]
2 §9% @[ Open a0 IP-ACTF352D Discawery_NetworkDivice 32142016 10::2 25 NetworkDevice Discovery 0K [10.204.130.241]
@9 @ [ Open a0 IP-ACTF352D Discawery_NetworkDisvice 32142016 10:1 25 NetworkDevice Discovery 0K [10.204.130.240] =l
[T T Tl Events £ Jobs A, Dietails &, Graph Data /-
Master | NT | SNMPTiaps | NetworkDevice

For Help, press F1 |Computers : 1 [Open Events: 9 [Running Jobs: & [Graph Data: 4 [10:58 AM 7
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The Properties for Discovery SIPServerwindowis displayed, enter the following as displayed
below:

e Raise event if discovery succeeds: Check Yes.
e Raise event if database setup succeeds: Check Yes.
e Comma-separated list of SIP servers: Enter IP address of Session Manager, e.g.,

10.10.97.227.
e Setup supplemental database: Check Yes.
e SIP identity of collector: sip:pvgmservice@Ilocalhost:5060;transport=UDP with

port and transport as created in Section 5.4.

Click OK to submit this job.

Properties for Iscovery_SIPServer

Sehedde Volues | futions | Obpects | Advanced |

Diegcriphicn LT Lirats
+ Gensal Setlings
+ Job Failme Motification

+} Raive event if discovery succeads?

+ Raive event if discovesy Lale? Tk
+ Rarn avent if datab sl de?
+ Raen ovent if databace selup lails? [+ V&t
= Dezcower SIF Seivars
Dty et SHHP Qusty -
“ - SHMP Seltings
B e s 10.10.97 227
[Fill payein b Rl wasith kgt of SOP smremis
SHNMP w2350 ol 120 = Seconds
SHMP bah: fimeout 00 +| Secord:
SHMF retries i - | Amempts
+! System Properties fos Manual Conligusation
=} Discover SIP Quality OF Seavice Repoating Inderface? [+ e
SIF idertity of colliactor [eample spooollactorBiocathost SIED 1 anspodtsLDF] ] i pregrberacadiod. sl SR arpod=LIDF J
=l et up supplementsl database? NI
< Stant pruning job on supplemental database?

= H0L Seawer Infoamation
SOL Sewwar \ wiilires rime faave Blark o8 defsu]
SOL ciataburte ubsr rusfres [k bk Ror wanddowet|

Fﬂil.cm: & 5IP Serves. Specly alist of SIP Server sddsesses or the full path to a ke contaning a it of servers, I the prosy agent i onithe same computer as the Diperator Cormobe, wou can use the
The SHMF s0erk muth ke sctres om sl She perear i e chusbar,

il ybeciol 1o becwese for the Fe: otheswsts ender s ull path 1o e fle. Bislose nurning ths Knowledge Scipl. configuns the peopss secusily passmeters in Secusity Manager. Cick Help lot inainactions.

) |nn||:-m||nub

i
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sip:pvqmservice@localhost:5060;transport=UDP

Once the discovery job is completed, confirm that an object for Session Manager PVQMon call data

monitoring is created as shown below in the SIPServer tab.

", NetI) AppManager Dperator Console {Evaluation) on '\ IP-AC1F352D'QDB {Administrator) - [SIPServer]
File Wiew TreeView List Graph KS Web Extensions Window Help

a[s1=| || 2EEE S

Bl peis 0|8 B ||| ole|B|s

o | | | |

=-G@ SIPServer B 5IPS erver
El-af Call Data
4% SIP Yoice Qualty Call Data

4[4 [+ [ ACTION }, RECOMMENDED 4 SIPSERVER /.

Job |§|ﬁ|®|@| Statuz | Children | Computer | Enowledge Script | Lser | Submit Time | Stop Time |

[ T2 T2 Events A Jobs £ Details 3, Graph Data f

Master I NT | SMNMPTraps I MetworkDevice SIPServer

For Help, press F1

Servers i 1 |Open Events: 0 |Running Jobs: 0 |Graph Data: 0 11112 AM 2

8.3.3. Collect Call Data

In SIPServer tab, start data collection by drag and drop the CollectCallData script on the Session

Manager TreeView instance.

%1 NetI1l) AppManager Dperator Console (Evaluation) on '\ IP-AC1F352D40QDB {Administrator) - [SIPServer]

File Wiew TreeWiew List Graph KS Web Extensions Window Help

&lx2 27| REEE R 62 =002 E 2 s E | eloE]E

B | 6| e | EY &

5@ SPSener g

E-J AwavaSh: avapassm localdomain 10.10.57 227 | Ed
= ‘E Call Data SetupSupplementalDB
L 4F S|P Voice Qualty Call Dats é UserdgentQualin

4[4[+ [»/['\ ACTION }, RECOMMENDED }, SIPSERVER f

Job | | | | | Status | Children | Computer | Fhowledge Script | Uzer | Subrmit Time | Stop Time

1T T Everts p, Jobs £ Details ), Graph Data

Master I MT | SHMPTraps |NetwnrkDech SIPServer

Far Help, press F1

Setvers : 1 |Open Events: 0 [Running Jobs: O |Graph Data: 0 [1Li16AM 7
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The Properties for SIPServer_CollectCallData window is displayed, verify all following options
are checked as displayed in below screenshot.

Properties for SIPServer_CollectCallData E3

"Gchedule  Walues |ﬁcti0ns| Dbiectsl Advancedl

Drezcription | Walue | nitz |

E|—|— General Settings
.lnh Failure Motification

Haise event if call data collection is unavailable? [ ‘es
Haise event if call data collection warning? W “es
Haise event if call data collection is available? [« ‘es
E|—|—Mnnitnl Call Data Collection Availability

|_;L|—r Data Collection

Collect data for Call Data Collection Ay ailabilipe'?

tonitars the availability of call data collection far SIP quality of service [Qo5] sources. Raizes an event when the Knowledge Script fails ar when the SIF QoS call data

collection is unavailable or available, Also raizez an event when call data collection raiges a warning for ang reazon, including enars that prevent an individual data
record from being saved to the database.

E Cancel Help
8.3.4. Start Data Reporting Job

Use the CallQuality knowledge script to create a reporting job by select, drag and drop CallQuality
script to the TreeView in the left panel.

File Wiy TresVisw List Graph K5 ‘Web Edersions Window Hep

Slw|5| 2 || QIFmE @] Bl x| (2]e]2] | s @

| I e e 3 s e

= SIPServe _,,'J[_.ht. Calualy
= 5 AvayaSMoarvapame MWW ColectCaiDiala

= afs Cal Data afj SebupSupplement DB
& SIP Ve Ojisslty Call Dsl il Ulscd et uisity

H1a L4 [ [w ]\ ACTION } RECOMMENDED ) SIPSEFVER /1
[uala Sounce | Job | Kruosdecion Serpt | Cormpuber

| Cus ports | Legeed

4[4 T eI Everns A Jobe J, Detads ), Geaph Data f

Master | HT | SHMPTiaps | HetwodDewce |  SiPServer ||

Sarvers : | Open Events: 0 Running Jobs: 0 (Graph Dataz O [10:40 AW
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The Properties for SIPServer_CallQuality window is displayed, select Monitor Average MOS
- Event Notification - Raise event if average MOS falls below threshold and set Threshold —
Average MOS to a high value, this will ensure that all calls create events, for confirmation that data

is collecting and reporting properly for testing purpose, leave all other fields at their default value as
shown below.

Properties for SIPServer_CallQuality

Gchedule  Walues |.-'1'-.|:ti0n$| I:Il:uiectsl .-'-‘-.dvanu:edl
Drescription | Walue | Unitz |;
E|—|— General Settings
Juh Failure Motification
[+} Raise event if no records found? [T ‘es
[z~ Call Details
L Include call details? [V Yes
[=F Query Filters
— Minirnurn duration 1] = Seconds
— Mawirum table size a0 = Fows
— b asirmurm duration [0 o ignore) 0 = Second:
— Calling Party
— Party connector AND j L
— Called Party

Troublegshooting

E|—|—Hnnitul Average MOS

E]—r Event Motification

| I_;LI—rHaise event if average MO5S Fallz below threshold?

| L Event zeverty when average MOS fall: below threshold il Sewerity
I_;L|—|— Data Collection
L Collect data for average MOS? [ es

E|—|— Monitor Average B-Value

Manitors call quality metrics such as jitter, latency, lost data, B-value and MOS. Raises events when metrics fail to meet specified thresholds

and generates data streams for all monitored metrics. By default, an action iz configured that will tigger Yivinet Diagnostics to diagnose the
WalP guality problers detected fram maonitoning the calls.

E ak. I Cancel Help
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Make a call between two 1100 Series IP Deskphones. Use the chart console to confirm that data has
been collected for the calls made as displayed in the following screenshots below. To create chart,
right click on SIPServer_CallQuality.

NetIQ AppManager Operator Console {(Evaluation) on 3\ IP-AC1F352D"0DB {Administrator)
Wiew Treeliew List Graph K5 Wweb Extensions ‘window Help

i S A = A e e T B S ) e e Bl E e T S = e e A S [
E--@ SIPServer .% Calluality
EEE LvayaSh: avayaasm. localdomain[10.204.130.240] £ CollectCallData
[=E ﬁ Call Data .@ SetupSupplementalD B
4% SIP%nice Quality Call Data .g UserfigentQuality

4[> [ [ ACTION }, RECOMMEMNDED }, SIPSERVER //

Data Source p Cur. points
_g 10 B2 IP-ACTF3520 Croste Chart.., zcte asm.localdomair : IRRETRFEE]
IP-ACTF3520 e

wailabiltyy[avapaasm localdomain 10.10.57.227 )] [SIP Yoice Quality
Delete Graph Data

Group By (3
Filter 3
Hide Pane

—
WI AT e oI Events A Jobs DE[G"S*\ Graph Dala}l

Customize. ..
M aster | MT | SMMPTraps INelwolkDaviceI SIPServer .
Properties

Help, press F1 \ Servers 1 |Open Ewents: ¢ |Running Johs: 2 |Graph Dat

On the job detail window, enter any desciptive name, example below is using default names:

Title |

Chart Title <
- Provide a title and color scheme for the char. ‘ NetIQ»

B R EE (S IPS erver Calldualibg: [IP-ACTF3520)

Color Scheme: | Default j

[ Display dates and times based on the local time of the managed computer

¢ Back I Finizh I Cancel
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Graph data below displays MOS, R-Value, Jitter and Lost Data in the chart. The default reporting
interval is 5 minutes, so one may need to wait up to 5 minutes to see results posted to the chart.

MetI) AppManager Chart Console (Evaluation) on 4\IP-AC1F352D0DE {Administrator)

File Chart Wiew Help

+ - e
Y RSHONOR ORI T Iy S os i~ Yo I
x| x .
E{:I Charts i Time frame; If-‘-.ll J
[ public 4 SIPServer CallQuality: [IP-ACTF352D]
-&ﬁ SIPServer _ZallQuality: (IP-AC1F35200
100
100 [T =lu}
ao [ a0
20 [ 70
7o (=10}
(=10 a0
a0 40
40 7 a0
30 7] 20
20 [ 10
10 7 o
u} 1 | | |
11:28:37 Al
2222016
E Aggregate: INone j [ Fit data to windaow
* | Legerd | Lazt Value | Scalel Intervall
_IIF'-AE1F352D: Awerage MOS [avayaasm o, 417 1.000000 300
. IP-ACTF3520: Awerage R alue [avayaas... 92.00 1.000000 300
J IP-ACTF3520: Awerage Jitker [avavaazm.lo... Q00me  1.000000 300
J IP-ACTF3520: Average Lozt D ata [avayaa. . .00 Percent 1000000 00
1| | 3
For Help, press F1 LI i
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8.4. Configure AppManager to connect to Avaya Aura® Communication
Manager

This section will describe steps to configure AppManager to connect to Communication Manager
via SNMPv2 and collect CDR and RTCP data for 9600 Series IP Deskphones.

8.4.1. Administer custom Security profile for Communication Manager

From the NetlQ AppManager Operator Console window, navigate to Extensions = Security
Manager from the menu across the top of the window as shown below.

3‘3‘! Metl) Apphdanager Operator Console on WM etIQ-PCYVODE (Met)

File Wiew TreeView List Graph KS Web [Extensions | Window Help
& wl ? m = Security hanager m Y B

Repository Browser

LE N

=- ’. b aster Reporttiewer B ActiveD 5
=i NETIG-FC Chart Console E apRT
--f# b emory NeHOCH F2) &M HealthLIMI
% File System E ' .E-.pacheLlNIX

Click the Custom tab. The example below shows custom entries to communicate with
Communication Manager (10.10.97.222) via SNMPv2. The AvayaCM_CallDataCollection entry
covers CDR and RTCP. These entries were originally created by clicking the Add button and will
be covered next.

$ NetlQ AppManager Security Manager (Evaluation) on \\2012PC4\SQLExpress\QDB (Administrator)
Security \View Melp
Q) &= B 2
6 A,(;tl snager Secunly Compuler: 2012PC4
& W3 ApoManager Rokes
. 13 ?unmm Usen Excharge | Exch2000/2003 | Oracle | 547 | SMS | SNMP | SGL | Webloge Custom |
- T
d ;:ﬁ‘ Ths rformation & gored n the AcoMarager repostory
;uS:r\ Label
(e I
o SHMP Tags
 fmac Colouatolecton | A
o snwe
o 519 Server odty
o Network Dence
o SNMP Taape Oelete
o SNMP Taape
o 519 Server
o Network Devace
o) SNMP Tapse
o snue
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Click on the Add button in the Security Manager window shown in the screen above to configure
the SNMP connection parameters. The dialog box as shown below is displayed. Enter SNMP for the
Label field. Enter the IP address of Communication Manager in the Sub-Label field. Enter the
SNMP community string (read-write) configured in Section 7.1 in the Value 1 field. Click OK.

LAdd Custorm Entry @

'ou can store custom values in the KPW table of the
Apphdanager repository. Enter at leazt a Label, Sub-label, and
Yaluel., Knowledge Scripts can access these values using the
GetContextE « callback function.

Label: |SNMP

Sub-Label |1-::|.1-:-.9?.121

Walue 1: |F'U|3'|i'3

Walue 2 |

Yalue 3 ||

[ Estended application suppart
[Click Help far details. ]

k. | Cancel Help

Similarly click on the Add button in the Security Manager window to configure the SNMP trap
connection parameters (not shown). Enter SNMPTrap for the Label field. Enter the IP address of
Communication Manager in the Sub-Label field. Enter the SNMP community string (read-write)
configured in Section 7.1 in the Value 1 field. Click OK.
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Click the Add button in the Security Manager window again to configure the CDR and RTCP
connection parameters as displayed below:

e Label: Enter AvayaCM_CallDataCollection.

e Sub-Label: Enter the IP address of Communication Manager in the field, example
10.10.97.222.

e Value 1: Enter the port number used for CDR data, for example 9000. This must match
the value configured on Communication Manager in Section 7.4 .

e Value 2: Enter port number used for RTCP data, for example 5005 as configured on
Communication Manager Section 7.2 for H323 and Section 7.3 for SIP phones.

e Value 3: Enter the RTCP report period in second, for example 5. This value must
match the value configured on Communication Manager in Section 7.2 and Section 7.3.

Click OK.

LAdd Custorm Entry @

'ou can store custom values in the KPW table of the
Apphdanager repository. Enter at leazt a Label, Sub-label, and
Yaluel., Knowledge Scripts can access these values using the
GetContextE « callback function.

Label ; |.-'1‘-.va_l,la|:h-1_|:aIIDataEnIIectiDn

SubrLabel |10.10.97.222

Walue 1: |E":”:”:|

Walue 2 |5':”:|5

Yalue 3 |E‘

[ Estended application suppart
[Click Help far details. ]

k. | Cancel Help
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8.4.2. Discover Avaya Aura® Communication Manager

Once the connection parameters have been defined as shown in Section8.4.1, then the components
of Communication Manager can be discovered using SNMP. To do this, select the DISCOVERY
tab. Drag the AvayaCM script to the TreeView as displayed below.

File Wiew Treelfiew List Graph KS Wéeb Extensions “Window Help

I!I Exchange-RT
I!I Exchange2007
H ExchangeDal

Gws ? | 2EREED 2 BERRETEL R @ HBER BBk Ria L EH
= b Master & ActiveDs 8] MetfinityDir Hwrs
@ NETIO-PC ADRT ] MetworkDevice [ entpp
CPU 8] aMHealth ] Metworks AT
g Memory (1 MHealthLINEE ] Metworks RTProgy
File System [ ApachelINIX & Horteloe
g Networe 8 Avayach B Hortelcs
& ‘;‘“w’“a“‘: Updates B BackupE vec & Nonelc5 2+
[ o BES gt
() Windows PowerShell 4 X H
S5 SOL ServerNETIDAC ¥ CallD atatnalysis Hocs
% AppManager Server NETIGPC EE‘M - EE’E‘E:E ar
AvapaCh:DevCM-Cluster 135.10.97.69] seot-aiiar race]
vaysttbevk e ¥ Ciscoth FB raclelnix
8] Ciscolh_x # ProneQuality
¥ CiscolCD # Reportagent
¥ CiscolCM & SharePoint
¥ CiscoliC ] Siemens
¥ CiscollE # sIPServer
8] Ciscollnity # Snmp
¥l Chuster EED
[ Dt E saLRT
8 Damina A=
I!I Exchange I!] WirtualCenter

8 Vol PQuality_CalPerf
8] Vol PQuality_CallPerfProsy
ﬁVo\Fﬂuahty_EaHSetup_H 323

m

H Hardware H WolPQuality_CalSetup_SIF
L. \ |b\>l[\AET\DN AD A AMADMIN A AMHEALTH A ASYNC A SWATACM DIAG?\DISCDVEHW?GENEHAL METwORKDEYICE A NORTELCS
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The following pop-up window will appear. Enter the IP address of Communication Manager in the
field labeled Comma-separated list of active Communication Manager . Enable Discover Trap
Receiver. Optionally, the Raise event if discovery succeeds option may be enabled. Click OK.

This action will continue to fill out the TreeView with all the Communication Manager components
in the main Operator Console window, except for the individual IP Deskphones.

Properties for Discovery_AvayaCM =
| Schedule | Values |Acticr15 I Objects I Advanced |
Description | Value | Units |
- General Settings
+ Job Failure Notification
+ Set up supplemental database? [V Yes
- SNMP
Global SMMP Message timeout 120 i Seconds
Global SMMP Task timeout 3600 i Seconds
Global SHMP retries 4 i Attempts
- Enable use of SHNMP GETBulk operations during discovery? [ Yes
MNumber of rows to request for each GETBulk operation 10 i Mumber
Interval to pause between GETBulk operations 100 i Msec
+ Raise event if discovery succeeds? [ Yes
+ Raise event if discovery fails? [w* Yes
- Discover Avaya Communication Manager servers
Discovery timeout for all servers 30 = Minutes
Mexdmum number of concument discoveries 10 = Discoveries

Comma-separated list of active Communication Manager servers | 10.10.97 222

Comma-separated list of Communication Manager IP address pairs in a single NAT c

Full path to file with list of active Communication Manager servers

Add Avaya index to discovered names? [ Yes
Resolve server names locally on agent? [T Yes
Discover using manual configuration? [~ Yes
+ Discover Trap Receiver? [~ Yes

Digcovers an Avaya Communication Manager cluster. Specify a list of active Communication Managers or the full path to a file containing a list
of servers. If the proxy agert is on the same computer as the Operator Console, you can use the file selector to browse for the file, otherwise
enter the full path to the file. Before running this Knowledge Script, configure the proper secunty parameters in Securty Manager. Click Help for
instructions. The SMMP agent must be active on all the servers in the cluster.

[ OK || cCancel || Hep |/
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8.4.3. Retrieve Configuration Data

Even though the TreeView is now populated with the Communication Manager components,
additional detailed information must be retrieved using SNMP and stored in the supplemental
database. To do this, select the AVAYACM tab and drag the RetrieveConfigData script to the

Active SPE in the left pane.

3‘14 MetIQ Apphdanager Operator Console on WWNetlQ-PCVQDB (MetIQ) = |§ kx
File ‘“iew Treeliew List Graph KS Web Bdensions Window Help
Hws? | DEEEER R HERREBTED R NEgOHBE®R BRSbhmba BB
= Master A AddMIE
= i & ddPhane
-G CPL %y Announcements
-4 Memory @ tttendantCals
- B File System B Callbctivity
g Newiork B CalFallues
: B ?:;Dmatwc\_lpdales & calqusiy
{8 windows PowerShel gg;“ﬁ“;“
-5 SOL ServerNETIGFC & i sage .
@ Apphanagsr Server: NETIO-PC stewayStale
@ HuntGroupUsage
= 8 fwapalh:DevCM-Cluster SILCP Stats
B twetive SPE (10.10.97.201) -
- e (B PhoneConnectivity
5 Announcements @PhoneDeregislratmns
-2 Local Suvivable Processars @ Pronelmertoy
@ Galeways &8 PhoneQusity
5188 Trunk Groups B RegisteredR esources
- Hunt Groups
5148y IP Stations @ RetieveConfigData
“al SMMP Securiyviolations
(B SetupSupplementslDB L
A SHMPTap I
% SpstemU ptime
B TrunkGroupUsage
T T
Hia [ [ » [ [\ ACTION A AD A\ AMADMIN J, AMHEALTH i ASYNC j) #WAYACM A DIAG A DISCOVERY i GENERAL fi NETWORKDEVICE i NORTELCS
Job F40 @ Saus Chilidren Computer  Knowledge Script User Submit Time Stop Time o
B Stopped 1 NETIQPC  AwayaCM_RetieveConfigD ats Metlg-PCANet] 9/2/2014 24423 PM 9/15/2014 345,57 PM
EE . -7 Stopped 1 METIODPC  Discovery_bwapalh Netl3-PCANet 9/2/2014 2:42:42 PM 9/15/2014 245,07 PM
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The following pop-up window appears. Retain the default values. Optionally, the Raise event if
configuration retrieval succeeds option may be enabled. Click OK.

o

Properties for SvayaChi_RetrieveConfigData

-

=5

Schedule| Yalues |.-’-'-.u:tiu:|n$ I Objectsz I Advanced

Dezcription Yalue [Ihitg
General Settings

+ Job Failure Notification

Enable use of SHMFP GETBulk operations?

[ Wes
Mumber of rows bo request for each GETEulk operation 10 = Number
Irterval to pauze between GETBulk operations 100 = Mzec
+ Haize event if configuration retrieval succeeds? [ Wes

Retrieves Communication kM anager configuration data about stations and gateways and stares it in the Avapa C supplemental

databaze for uze by the PhonelQuality, Calllluality, CallF ailures, PhoneConnectivity, and PhoneD eregistrations scriptz. Before running this
zonpt, run the SetupSupplementalDB script to create the supplemental database for the cluster.

G 3

(] ” Cancel H Help

%
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8.4.4. Add Avaya 9600 Series IP Deskphones

Lastly, in order to run a script (specifically the PhoneQuality script) for an individual 9600 Series IP
station on Communication Manager, that station extension must be entered in the TreeView. To add
station extension to the TreeView, select the AVAYACM tab and drag the AddPhone script to IP
Stations in the left pane. The pop-up window as seen in the next screen will appear.

A MetlQ AppManager Operator Console on WheHQ-PCAQDE (Mel) o
File  Wiew TreeView List Graph KS Web BExtensions Window Help
Hys ? | BEEEGR 0 ERRBTED B BR@hRE N ED
=@ Master # AddMIB
£+ [ NETIPD
5 CRU % Anrouncements
) 4 Memory B AtterdartCalls
o ;"Ets"f'" gtall.f-\ctwily
- g Metwar CallFailures
e .*.1, J;ulumahc Updates @Ealluua\ity
i P Fax
B Windows PowerShel gg:"uu”uei )
il (=] SOL ServerNETIR-PC & s tg ot
- @ AppManager Server: NETID-PC 5 Hunte N EVIVJ‘*” s
5 AvayaCM:DevEM-Cluster aLS“; 5’?“{” 53¢
B Active SPE (10.10.97.201) i
o Servers (B PhoneConnectivity
5 Arrourcements & PhoneDeregisuations
& Locsl Survivable Procsssors & Phonelnventary
2@, Gateways & Phoneualiy
-2 Trunk Groups @ RegisteredR esouces
w5 Hunt Groups & RemovePhone
B RetrieveConfigData
-l SHMF (B Secuiyiolations
@SelupSupp\ementa\DB
£ SNMFTrap
% SyztemUptime
B TrunkGrouplsage
f ;
Hi AP TP ACTION } AD A AMADMIN & AMHEALTH fi ASYNG [ AVATACM 4 DIAG A DISCOVERY A GENERAL /i NETORKDEVICE }, NORTELCS
Job F 4 @ ¢ Statusz Children Computer Knowledge Script User Submit Time Stap Time n
;s § Slopped 1 METIGPC  AvapaCh_ddPhone Hetl3-PCYNEHD 9/2/2014 24331 PM 9/2/2014 2:43.41 PM
B © Stopped 1 NETIOQ-PC  AvayaCM_RetieveConfigData Netl0-PCiNetil 9/2/2014 2.44:23 PM 9152014 34557 PM
EEE - Slopped 1 METIG-PC  Discover_dvayalh Hetl3-PCYNEHD 9/2/2014 2.42:42 PM 9/15/2014 345,07 PH
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Enter the relevant station extensions in the List of phone extensions field as shown below.
Optionally, the Raise event if all phones are added successfully option may be enabled. Click
OK. This action will fill out the TreeView with the individual extensions shown in the TreeView as
seen in the next screen. Sample AppManager phone quality reports are shown in Section 9.3.4.

Schedul&| Values |Ac:tiuns I Ohjects I Advanced

Description
B General Settings
+ Job Failure Motification
Retrieve SMNMP corfiguration data for these phones?
- Configuration Settings
List of phone extensions
Full path to file with list of phone extensions
- Event Notification
+ Raise event if all phones are added successfully?
+ Raize event if configuration retrieval succeeds?

Walue Units

[ Yes

56100-561599,56200-56299,56300-56 399, 56600-56655

[V Yes
[V Yes

Adds Awvaya IP phones as objects for monitoring with the PhoneQuality Knowledge Script. Raises events f phones are added successfully or

cannot be added.

6} 0K Cancel Help
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After adding the IP station extensions using the procedure above, the extensions are then displayed
under IP Stations in the TreeView as shown below. During the compliance testing these were the
same extensions that were monitored as mentioned in Section 7.

“TH e APPIVIENTagET UPETaioT CUTTsUTE [CValda oy O 11
File View TreeView List Graph KS Web BEdensions Window Help
Qw2 DREREEE HIE X TRV RPIRELEL | 00D E@
=- p B & AddPhone
= P Awvapal:DevemiCh-Cluster @Ealb’-‘«ctivit}l
+- P Servers (s CalQuaiiy
+_ﬁ Gateways @Ealluuer_l,l
+@ Hurt Graups @ CPU_Usage
=& IP Sé‘fg_'lﬂur_'ls & H2406 atewayStatus
""" & @ HuntGroupl sage
----- A 56102 o
_____ & 56103 @ PhoneConnechivity
_____ B 56104 @ PhoneDeragistrations
_____ B 55105 @ Phanelmreentan
..... 4By FE106 4 PhoneQuality
..... Ay 56108 @ RegisteredRezounces
..... B 55109 & RemovePhone
..... é BE110 @ RetrieveContigD ata
----- & 5E111 B Securtyiolations
----- é AE112 @ SetupSupplementalD B
..... &8 55201 (8 Systeml ptime
----- A& 55202
----- A2y 55203
----- Ay BE204
----- A 55205
----- A2y SEE00
----- Ay BEEDT
_____ B 55602 L | 4| »] ¥ [\ ACTION 3, AVAYACM A RECOMMENDED /
----- SEEO3 H
& Ewent @ Statusz 4 Job Computer Erowledge 5 cript
B rones gw b an And e 5 PR
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9. Verification Steps

This section provides the tests that can be performed to verify the configuration of Communication
Manager, Session Manager, System Manager, 1100 Series IP Deskphone, 9600 Series IP
Deskphone, and AppManager.

9.1. Verify SNMPv3 Connections with Avaya Aura® Session Manager
and Avaya Aura® System Manager

The following tests were conducted to verify the AppManager ability to discover and receive traps
from Session Manager and System Manager. From the Serviceability Agents screen shown in
Section 5.3, generate a test trap by selecting system entries to send trap, in this case they are Session
Manager and System Manager, then click on Generate Test Alarm as shown below.

Aura System Manager 7.0

Home Inventory *

m4 Home f Services f Inventory / Manage Serviceahility Agents §/ Serviceability Agents
Hel
Manage Elements R

¥ Manage Serviceability Agents

Serviceability Agents

SMNMP¥3 User =
Agent List
Profiles - - - —
Manage Profiles Generate Test Alarm Repair Serviceahility Agent
SNMP Target
profiles 2 Items & Show | All ;I |Clickhere ko gererate Test Alarm| Filter: Enahble
Mo

. . v: | Hostname IP Address System Name System DID Status
tion Filter

Profile v devvmsmgr.bywdey.com 10 .10.97.226 Avaya-fdura-Systermn-Manager 1.3.6.1.4.1.6859.1.35 active

) . Il DevvmSh.bywdey.com 10 .10.97.227 DevvymsM active
Serviceability

Select : All, Mone
faents

The test trap and any subsequent traps received will be reported in the AppManager console as
events in the bottom pane below.

A NetlQ AppManager Operator Console (Evaluation) on \\2012PC4\SQLExpress\QDB (Administrator) =[O
File View TreeView List Graph K5 Web BEdensions Window Help
B ? 2ERARE | (AR X RRRTELLED Bee B E
Y NPT iaps [ Diagnose B FunPowershel
-2} Trap Source: DevGM [177.10.97.227] & DiagnoseMortellPT Bl Runsdl
-~ Trap Source: DevEMGR [1775.10.97.228] H DiagnoseValPQuality Iﬂ SendReportT oPrinter
8] DaminaCammand 8] SMTPMai
¥ DesCommand [ SMTPMaiFipt
DumpTran H SnmpTrap
Iﬂ EstendedSHMPTrap Ij StartServices
% 115 ContinueSite H StopServices
% 115PauzeSite Ij Traceroute
%HSF\ESBHSENEI EETlacernutaNetwmks'RT
% |15 RestatSite Ij UpdateE ventStatus
8] Mapitdal B UxCommand
Iﬂ Messenger ﬂWriteMngoF\\e
H Notestdai
Iﬂ NTEventLog
HA L4 [ F[H]\ ACTION A SNMPTRAPS
ke
Event @ Status O Job Computer Knowledge Script Last Dcourence Count Severty Message
E1735 O [] Open O & 2012PC4 SNMPTraps_TrapMonitor 12/6/2016 12:33:58 PM 385 15 [DevSM (122:10.97 227)]: Trap AV-AURA-SESSION-MANAGER-THIRDPARTY-MIB::av
H1537 o |:| Open ™ &0 2012PC4 SNMPTraps_TrapMonitor 12/6/2016 10:49:20 AM 108 10 [DewSMGR (177710.57.226)]: Remote backups are not taken for specified number of day|
[T T ¥l Events A Jobs A Detais }, Graph Data
Master | N | sa ] vVoPuaty | sQiSewer | wMi | WIS [ AMHeath | AvayaCM SNMPTraps | NetworkDevice | SlPServer |
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9.2. Verify SIP Trunk Connection with Session Manager and PVQMon
from 1100 Series IP Deskphones
This section will describe step to verify that AppManager is successfully connected to Session

Manager and able to collect 1100 Series IP Deskphone PVQMon call quality data via SIP Publish
message from Session Manager.

Confirm that the SIP trunk to AppManager by navigating to the Session Manager - System Status
-> SIP Entity Monitoring screen. Verify this trunk is in-service (Conn Status is UP) whenever the
CollectCallData job created in Section 8.3.3 is running on the AppManager server.

Last Logged on at Ap

Aura System Mana 0 Configurations

Home Session Manager ®

q Home [ Elements [ Session Manager / System Status [ SIP Entity Monitoring
?
Dashboard Help
P —— SIP Entity, Entity Link Connection Status
Administration This page displays detailed connection status for all entity links from all
ommunication Session Manager instances to a single SIP entity.
Profile Editor 2l
All Entity Links to SIP Entity: AppManagerAgent 1=
F Network
Configuration Status Details for the selected Session Manager:
} Device and Location -
Summary View |
Configuration
B —
Configuration _ )
_ SIP Entity Conn. Reason Link
Session Manager Nan Resolved IP Port Proto. Deny Status Code Status
SIP Entity ) DewwmSM 10.10.98.28 5060 UDP TRUE up 200 OK DEMY
Monitoring

Verify AppManager can collect device information for Session Manager and System Manager, see
Section 8.2.5 for sample screenshot of collected data.

Make a phone call and verify AppManager reports call quality shown in the graph in Section 8.3.4.
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9.3. Verify Connections with Avaya Aura® Communication Manager

9.3.1. Verify SNMPv2 Connection on Communication Manager

This section describes step to verify the SNMPv2 connection with Communication Manager. From
the Communication Manager web interface, click on Agent Status on the left pane to verify that the
Master Agent Status is up as shown in the screen below.

System Management Interface {SMI)

AVAyA Avaya Aura® Communication Manager (CM)

administration

ration / Server (Maintenance) This Server: DevCh

- Agent Status
Current &larms

Agent Statuzs
SHMP Agents The Agent Status SMI page shows the current state of the Master Agent and all the Sub Agents, It also allows for the
ability to Start or Stop the Master Agent.

SMMP Traps E
Filters Sub Agents are conneded to the Master Agent,
SHMP Test

— Master Agent status: Up
Restarts
System Lags Sub Agent Status
Ping
Traceroute
Metstat FP Agent status: Up

MySubAgent status: up

Status Sumnrmary
FreIss Somms Load Agent status: Up
Shutdown Server MIBZ Agent status: up

Server Date/Time
Software Yersion
] Configuration [ Stop Master Agent ] [ Help ]

@ 2001-2013 Avaya Inc, All Rights Reserved,
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9.3.2. Verify SNMPv2 Connection on AppManager

The following steps may be used to verify the configuration of AppManager. This section covers
running various Knowledge Scripts to verify that data can be collected on AppManager. Note that
running a script causes a job to be created in AppManager.

To capture SNMP traps, drag SNMPTrap script into the SNMP item in the TreeView (not shown).
SNMP traps will be displayed in the Events tab of AppManager. To view a detailed message of the
SNMP trap, right-mouse click on the SNMP trap and then select Detailed Message from the pop-up
menu (not shown). Below is a sample SNMP detailed message.

Event Properties: 1345

10.10.97.201 |[]:[]1:[]4.1 <] GI-AVAYA-TRAP alarmResolved [1.3.6.1.4.1.6889.1.8.1.0.12]

Name Value

CMHostname DevCM

Maintenance Object |SVC_MOM

Generation Time MIA

Resolution Time 09/072016 @ 152737

Mew/Modified alarm  |New

Derived G2 Alarm Port |senvice crond was successfully restarted.

0lD Type Value

GI-AVAYA-MIB g3clientExternalMame [1.3.6.1.41.6889282111.4] |STRING |DevCM

GI-AVAYA-MIB g3alarms ProductlD [1.3.6.1.4.1.6889.2.8.1.4.6.1.18] STRING |1000000000

GI-AVAYA-MIB g3alarms AlarmMNumber [1.3.6.1.4.1.68892.81.4.6.1.17] |STRING |FPA00000:0000000000:0907152737:N

GI-AVAYAMIB g3alarmsPort[1.3 614168892 81461.1] STRING |Al\senice crond was successfully restarted
G3-AVAYA-MIB: g3alarmsMaintName [1.361.4. 1688928 1461.3] STRING |SVC_MON
G3-AVAYA-MIB: g3alarmsOnBrd [1.3.6.1.4.1.6889.28146.1.4] STRING |3

GI-AVAYAMIB g3alarms Alarm Type [1.2.6.1.4.1.6889.2.8.1.46.1.6]

GI-AVAYAMIB g3alarms IPAddress [1.3.6.1.4.1.6889.2.8.1.4.6.1.26] STRIMG |10.10.97 201

GI-AVAYAMIB g3alarms Category [1.2.6.1.4.1.6889.2.8.1.4.6.1.27]
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To retrieve an inventory of all stations on Communication Manager, drag the Phonelnventory script
to the Active SPE item in the TreeView (not shown). This script generates a data file with the
retrieved phone inventory as shown below.

Zctiwve SPE,Select By,Criteria,Status Filter, Start Time

r r

DevvmCM, Extension, ,Any,2016-11-11 15:15:50

Exten=zion, StationType,Name, Building, Floor, Room, Status, Statu=s Time
"S56101", "S608", "StationNameCneOCne", "Unknown", "Unknown", "Unknown™, "Re
gistered","2016-11-11 15:15:50"
"SEel0Z","5641l", "OneOTwo", "Unknown", "AR1—

Fl","1l", "Registered", "2016-11-11 15:15:50"

"56103","%611", "OoneOThree", "Unknown", "Unknown", "Unknown", "Registered"
L "2016-11-11 15:15:50"

"56104","5%611", "CneCFour"™, "Unknown", "Unknown", "Unknown", "Registered",
"201e-11-11 15:15:50"

"56105","%611", "StatioNameCneCFive"™, "Unknown", "Unknown", "Unknown™, "Re
gistered","2016-11-11 15:15:50"

"S56106","1608", "OneSix", "Unknown", "Unknown", "Unknown", "Registered", "2
0le-11-11 15:15:50"

"SE108", "4620", "Calibre Recorder

S6108", "Unknown", "Unknown", "Unknown", "Registered", "2016-11-11
15:15:50"

"S5E109", "4620", "Caklibre Recorder

56105", "Unknown", "Unknown", "Unknown", "UnRegistered”, "2016-11-11
15:15:50"

"5E110", "4620", "Calibre Recorder

56110", "Unknown", "Unknown", "Unknown", "Registered", "2016-11-11
15:15:50"

"S5E111", "4620", "Calibre
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9.3.3. Verify CDR Connection

AppManager collects CDR data from Communication Manager. From the SAT, use the status cdr-
link command to verify that the CDR primary link to AppManager is up as configured in Section
1.4,

status cdr-link
CDR LINK STATUS
Primary Secondary
Link State: up up

Date & Time: 2017/02/28 15:13:55 2017/02/28 15:14:03

Forward Seqg. No: 0 111
Backward Seqg. No: 0 0
CDR Buffer % Full: 0.00 0.00

Reason Code: OK OK

Note: CDR link from Communication Manager to AppManager will only appear "up" if one or more
call data Knowledge Scripts is running (CallActivity, CallQuality, CallFailures, CallQuery,
PhoneQuality).

Once the AppManager configuration is complete as detailed in Section 8.4, scripts can be run
against the various components in the TreeView. For example, to run the CallQuery script, which
queries call detail records retrieved from Communication Manager and stored in the supplemental
database, select the AVAYACM tab and drag the CallQuery script to the Active SPE in the
TreeView (not shown). A pop-up window appears (not shown) that allows parameters of the script to
be modified, such as the date/time range. An example of the script output is shown below, which
displayed calls that matched the criteria specified in the script parameters pop-up window.

Event Properties: 1489

Event [; Message | Comment$|

The number of calls found (4} exceeds the threshold (0).

Mumber of records matching the query |4
Starting disconnect ime 9/M19/2016 3:12:00 PM
Ending disconnect time 9M19/2016 3:13:00 PM

] Condition Code Calling Number |Called Number |Connect Time Disconnect Time Duration (seconds)
1|9 : Incoming or tandem call 6149754406 53012 9/19/2016 3:12:53 PM |9/19/2016 3:13:00 PM |7
2 |7 : Call used the AAR or ARS feature 53012 16149754405 |9/19/2016 3:11:54 PM |9/19/2016 3:12:00 PM |6
3 |0: Mo error 53012 53115 9/19/2016 3:11:57 PM |9/19/2016 3:12:00 PM (3
4 |0 : Mo error 53010 53012 9/18/20163:11:57 PM |9/19/2016 3:12:00 PM |3
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9.3.4. Verify RTCP Data from 9600 Series IP Deskphones

AppManager receives RTCP call quality data directly from 9600 Series SIP and H323 IP
Deskphones. To run the PhoneQuality script, which collects real-time voice quality statistics for
active calls 9600 Series IP Deskphones, select the AvayaCM tab and drag the PhoneQuality script
to the Active SPE in the TreeView. A pop-up window appears (not shown) that allows parameters
of the script to be modified. Select the data in the bottom half of the operator console and drag into
the Data Pane to generate a graph (not shown). The following example shows a real-time graph of
latency for an active call on a monitored IP station.

ﬂ MNetlQ Apphlanager Operator Console on WWHetIQ-PCYWODE (MetlQ)

= el

File ‘iew TreeWiew List Graph KS ‘Web Extensions ‘indow Help
=& 7 | 2EEEER RExrpReEyspom g0 HEEB B 2 b B b 0 EH B
% CPU ~ [ irterval MOSY53010] [DevCh-Cluster] W rterval MOSY5301 2] [DeveM-Cluster] [ interval MOSYS301 0] [DevCh-Cluster]
@ Hemory s oo Do wow g
- File System PhoneGuality
gk Metwark
- Automatic Updates 60
g ]
18] ‘windows PawerShel agD
5] SOL ServerNETIDFC — s
@ AppManager Server NETIG-FC 400
=gl AvayalM:DevCH-Claster
@ Active SPE [10.10.97.207) 350
i [F Servers
S Announcements 3.00
+ Lacal Survivable Processars
* ‘@ Gatewaps 2,50
f &2 Trunk Groups
@[3 Hunt Groups 200
= IP Stations
& 5300 150
& 53010
Dol sz 100
a5 SNMP
. .g 050
000 T T T T T T T T il
1527 1529 1111
03/03 0903
« r
L LD Lo Ty PhoneQusity
£ pddMIE @ CalFailues (3 Huntirouplsane & Phoneualiy @ SetupSupplementalDB
.AddPhune @Eallﬂuahly ESILSP_Status @Heglsleledﬁesoulces AF SHMPTrap
5 Announcements & Calluery (B PhoneConnacivity & RemovePhone B SystemlIplime
@AtlendantEaHs @EFU_Usage @PhoneDereglslratmns @F\etneveConthala BB TrunkGroupllsage
@ Callbctivity & H 2485 stemaySitatus (@ Phonelnventory @ Secuiyiolations
i | | 4 ‘ ] [\ACTIUN AD A AMADMIN A AMHEALTH A ASYMNC A AVAYACH A DIAG A DISCOVERY A GENERAL A NETWORKDEWICE A NORTELCS
=k
Job F OO @ Status Children Computer Knowledge Script User Subrnit Tirne: Stop Time: =
B 53 § o4& Rurning 1 NETIQ-PC AvapalM_PhoneQuality Netl-PCiNetil) 9/3/2014 22722 PM 9/15/2014 2:41:31 PM
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10. Conclusion

These Application Notes describe the steps required to configure NetlQ AppManager to interoperate
with Avaya Aura® Session Manager, Avaya Aura® System Manager, Avaya Aura®
Communication Manager, Avaya 1100 Series IP Deskphone, and Avaya 9600 Series IP Deskphone.
All tests passed as noted in Section 2.2.

11. Additional References
This section references the product documentation relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.
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16-601944, Issue 1 January 2015.

[6] Administering 9608/9608G/9611G/9621G/9641G IP Deskphones H.323, Release 6.4, 16-
300698, Issue 19 June 2014

[7] Avaya 9621G and 9641G IP Deskphone H.323 Release 6.4 June 2014

[8] Administering Avaya Aura® Session Manager Release 7.0.1 Issue 2 May 2016.

[9] Administering Avaya Aura® System Manager Release 7.0.1

[10] NetlQ AppManager for Avaya Communication Manager Management Guide, available at:
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