AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for configuring KSV-VOIZIN Self-Service
Authentication IVR to interoperate with Avaya Experience

Portal and Avaya Aura® Communication Manager - Issue
1.0

Abstract

These Application Notes describe the configuration steps for KSV-VOIZIN Self-Service
Authentication IVR 1.0 to successfully interoperate with Avaya Experience Portal R8.1.1 and
Avaya Aura® Communication Manager R10.1.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the compliance tested configuration of KSV-VOIZIN Self-
Service Authentication IVR 1.0 with Avaya Experience Portal R8.1.1 and Avaya Aura®
Communication Manager R10.1.

The solution from Kaizen Secure Voiz (KSV) consists of the KSV Avaya Integration web
application installed on Apache Tomcat Web Server and the user authentication located at KSV
cloud where the recorded voice will be posted via REST API to KSV Voice Biometric Engine
platform. The Voice Biometric Engine on the platform will verify the recorded voice and
returned the result to the web application. KSV Avaya Integration is a piece of middleware
between Experience Portal and VVoice Biometric Engine platform.

In a typical contact center environment such as banking, a customer would be calling into the
system with a given ID. If this is a new customer, the customer’s voice will be enrolled by saying
a voice phrase. If it is a return customer, the voice will be authenticated before proceeding
further for the services offered by the contact center. This particular solution is targeted at
business verticals like telephone banking, tele-voting, and credit card services.

2. General Test Approach and Test Results

The tested solution contains a web application from KSV, hosted on Apache Tomcat that sends
voice audio to the cloud-based Voice Biometric Engine platform for user authentication. The
web application is written by KSV engineer using Avaya Orchestration Designer. The
Experience Portal is configured to call this web application during a phone call, the web
application gathers voice audio and sends it to the KSV’s Voice Biometric Engine platform
hosted in the cloud to authenticate an existing user or enrolled a new user. In the compliance
testing, the Tomcat host was running on a Windows Server 2016 Standard.

The general test approach was to configure the KSV web application to communicate with
Experience Portal as implemented on a customer’s premises. See Figure 1 for a network
diagram. The interoperability compliance testing included feature and serviceability testing. The
feature testing verified the ability of user authentication to process voice recordings made during
VoiceXML calls and to analyse their validity. Callers are greeted with a demo script where
speaker user ID is verified first. The verification software will then ask speaker for a phrase and
determine if the caller is genuine. The serviceability testing introduced simulated LAN failures
and server reboots and observing the caller experience after the simulation.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and the KSV web applications did not include use of any specific encryption features as
requested by KSV.

2.1. Interoperability Compliance Testing
The interoperability compliance test included both feature functionality and serviceability
testing. The testing included:

e Connectivity — Test that the KSV Avaya Integration application was installed correctly
on Apache Tomcat.
Enrolling a new user — Create a new user and associated phrase.
Verify existing enrolment — Test existing phrase voice verification.
Verify imposter is rejected — Test resilience by saying the phrase with a different voice.
Serviceability testing — Test the experience of the caller and the behaviour of user
authentication VVoice Biometrics after the web server and Experience Portal MPP are
restarted, and also when there is a LAN failure.

2.2. Test Results

All functionality and serviceability test cases were completed successfully. The following
observations were noted.

e The quality of the voice biometrics was not the focus of the compliance testing.
e The Apache Tomcat Web Server is considered a third-party product that hosts web
applications such as KSV Avaya Integration.

2.3. Support
Technical support can be obtained for Kaizen Secure Voiz as follows:

e \Website:sales@kaizenvoiz.com
e Phone: +1 732-573-4377
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3. Reference Configuration

Figure 1 shows the network topology during interoperability testing. Communication Manager
was used as the hosting PBX. The KSV Avaya Integration web application was installed on an
Apache Tomcat, running on a Windows Server 2016 Standard. Session Manager is used to route
calls to Experience Portal which then calls upon the user to input the User ID to check user’s
validity. The user’s voice is either enrolled if it is a new user or authenticated if it is a previously
enrolled user.

Experience

- = System Manager G430 Media
Portal Gateway
Session Manager Communication Media
Manager Server

KSV Voice
Biometric
Platform

dllH
g P VI G N

96x1 Series H.323 /
J100 Series SIP
Deskphones

Apache Tomcat
Web Application HTTP/S

Figure 1: KSV-VOIZIN Self Service Authentication IVR integrating with Avaya
Experience Portal and Avaya Aura® Communication Manager
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided.

Equipment/Software

Release/Version

Avaya Aura® Communication Manager

10.1 SP2
(10.1.0.2.0.974.27607)

Avaya G430 Media Gateway 42.80
10.1 SP2
Avaya Aura® System Manager Build 10.1.0.0.537353
Hot Fix 1010215160
Avaya Aura® Session Manager 10.1 SP2

(10.1.0.2.1010215)

Avaya Aura® Media Server 10.1.0.101
Avaya Experience Portal 8.1.1.0.0216
Avaya 96x1 Series Deskphones (H.323) 9.8532
Avaya J100 Series Deskphones (SIP) 4.0.13
KSV-VOIZIN Self-Service Authentication IVR 1.0
Apache Tomcat Web Server 8.5.23
Java (64 bit) 1.8.0 311-b11
running on Windows Server Standard 2016

LYM:; Reviewed:
SPOC 12/6/2022

Solution & Interoperability Test Lab Application Notes
©2022 Avaya Inc. All Rights Reserved.

50f 16
KSV_EP811



5. Configure KSV-VOIZIN Self-Service Authentication IVR
Apache Tomcat Web Application

The Apache Tomcat Web Application is considered a third-party product that hosts web
applications such as KSV Avaya Integration. Tomcat can run on the same server as Experience
Portal but for this solution, it is hosted on Windows Server 2016.

The installation and configuration of Apache Tomcat is outside the scope of these Application
Notes. In a production environment the Windows Service Installer is recommended, but it
assumed a client will have their own Tomcat installation standards.

From the Windows machine running Tomcat, locate the Apache tomcat folder. Within this folder
navigate to webapps and place the .war file into the webapps folder. Tomcat monitors this
webapps directory for changes, and if it finds a new file there, it will attempt to deploy it.

] = | Tomcat 9.0_TomcatlVRTest - x
Home Share View [7]

« « 4 || > ThisPC > LocalDisk(C) > Program Files > Apache Software Foundation > Tomcat 9.0_TomeatlVRTest v|® | Search Tomcat 9.0_TomcatlVR... 0
Mame - Date modified Type Size
# Quicksceess bin File folder
5 Deskaop conf File folder
¥ Downloads lib File folder
5| Documents lib-backup File folder
=] Pictures logs File folder
conf temp File folder
scripts webapps File folder
WAR work File fold
] LICENSE File 57KB
webapps
7| NoTICE File 3KB
I This PC | RELEASE-NOTES File 7KB
I Desktop [ tomcat Icon 2 KB
= Documents [ Uninstall M  Application 84 KB
4 Downloads
b Music
=] Pictures
[E Videos
%, Local Disk (C3)
=¥ Network

836 PM

AT g ov22
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Login to the Tomcat Web Application Manager as below. Start the application and in this case
“TestIVR” by clicking the “Start” button under the “Commands” column in the appropriate row
if it is not started.

[&] /manager x  + 4 - X
&« C @ localhost:8080/manager/html = % 0O &
™
: f WARE FOUNDATION
o & /
Tomcat Web Application Manager
Message: 0K
Manager
List Applications HTML Manager Help Manager Help Server Status
Applications
Path Version Display Name Running Sessions Commands
Start | Stop | | Reload | | Undeploy |
[ None specified Welcome to Tomcat true o
| Expire sessions | with idle 2|30 ‘ minutes
Start | Stop | | Reload || Undeploy |
[MTS_Sample None specified true 0
| Expire sessions |with idle 2|30 ‘ minutes
Start | Stop | | Reload | | Undeploy |
MestlVR None specified true o
[ Expire sessions | with idle 2|30 | minutes
Start | Stop | | Reload || Undeploy |
Idocs None specified Tomcat Documentation true o
[ Expire sessions |with idle 2[30 | minutes
Start | Stop | | Reload || Undeploy |
lexamples None specified Servlet and JSP Examples true o
| Expire sessions | with idle 2|30 ‘ minutes
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6. Configure Avaya Experience Portal

The information provided in this section describes the configuration of Experience Portal
relevant to this solution. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 10.

Open a web browser and navigate to the Experience Portal address as shown below
https://[<ExpPortal IP>/VVoicePortal. Enter the appropriate credentials and click on Submit.

Avaya Experience Portal 8.1.1 (ExperiencePortal)

User Name: ||

Change Password
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An application is added on Experience Portal as a Voice XML application. This will then call on
the KSV Avaya Integration application running on Tomcat. From Experience Portal navigate to
System Configuration - Applications in the left window. In the main window click on Add.

The following information must be added.

Name: Enter a suitable name for the new application in the example on
the following page is Kaizen.

Type: This is set to VoiceXML.

VoiceXML URL: This will be the location of the deployed application. As the

tomcat server is running on a Window machine this will be the IP address of the
Windows Server address followed by 8080 as this is the port used for the http connection.
The application name follows, in this case TestlVR followed by /Start.

ASR Speech Servers:  The speech server is added for the automated speech
recognition (ASR), in the example on the following page Nuance is the configured
Engine Types. This Speech Server is already configured as part of the Experience Portal
configuration. This Speech Server will have Languages already configured and the
example on the following page shows the languages available.

TTS Speech Servers:  The speech server is added for the text to speech (TTS), in the
example on the following page Nuance is the configured Voices. This Speech Server is
already configured as part of the Experience Portal configuration. This Speech Server
will have Voices already configured and the example on the following page shows the
voices available.

Called Number: This is the number assigned to the application i.e., the number
that is called which routes the caller into the application. The example below shows that
10392 was chosen.
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All other values can be left as shown as this was default. Click on Apply and Save at the bottom
of the screen to save the new application.

AVAYA

Expand All | Collapse All

" User Management
Roles

Users

Login Options
Real-time Monitoring
System Monitor

Active Calls

Port Distribution

r System Maintenance
Audit Log Viewer

Trace Viewer

Log Viewer

Alarm Manager
System Management
EPM Manager

MPP Manager

Software Upgrade
System Backup
System Configuration
Applications

EPM Servers

MPP Servers

SHMP

Speech Servers

VoIP Connections
Zones

Security

Certificates

Licensing

[ Reports

Standard

Custom

Scheduled
Multi-Media Configuration
Email

HTML

SMS

T

T

T

L]

T

Home Applications

Change Application

Use this page to change the configuration of an application.

MName: Kaizen

Enable: ® ves O No

Type: VoiceXML A

Reserved SIP Calls: Minimum Maximum
Reguested:
URI

O] Single ) Fail over ) Load Balance

Avaya Experience Portal 8.1.1 {ExperiencePortal)

VoiceXML URL: |http://10.1.10.124:8080, TestIVR/Start

T =

Mutual Certificate Authentication: () ves ® o

Basic Authentication: ves @ o

ASR Speech Servers ~

Engine Types Selected Engine Types
<Mone> Nuance
ASR: °
Nuance
Languages Selected Languages
<MNonex English(India) en-IN
° English{UK) en-GB
English{USA) en-US
Resources: | Acquire on call start and retain v

M Best List Length: I:I

Speech Complete Timeout: l:l milliseconds
Speech Incomplete Timeout: l:l milliseconds
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TTS Speech Servers «

Voices Selected Voices
zNone> English{USA) en-US Erica F

English{USA) en-US Ethan M

Application Launch ~

® Inbound ) Inbound Default ) Outbound
® number ) Number Range ) URI

Called Number: | m

10392

Remove

SIP Header Source:

Speech Parameters »
Reporting Parameters »
Advanced Parameters »

Save | Apply | Cancel Help
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7. Configure KSV-VOIZIN Self-Service Authentication IVR

The solution from KSV consists of the KSV Avaya Integration installed on Apache Tomcat Web
Server and the user authentication located at KSV cloud where the recorded voice will be posted
via REST API to KSV Voice Biometric Engine platform. KSV Avaya Integration is a piece of
middleware between Experience Portal and VVoice Biometric Engine platform. The KSV Avaya
Integration consists of a .war file that is created by KSV. The installation of this .war file is
outlined in Section 5 and any further information on this can be obtained directly from KSV
using the contact information provided in Section 2.3. Below is screenshot of the developed call
flow using the Orchestration Designer for the self-service IVR using KSV Voice Biometric
authentication.

[ TestiVR/Flow/main fiow - Eciipse IDE - 8 x
File Edit View Navigate Search Project Tomcat Run Window Help
Hmks e ¢ SR CHUSFELAHCALL TFAR U-E v - - F-0e-Dr
x| \ \ ([ 100 | Q B2 eeF
Avaya OD Navigator £ =08 Fra. = O TestIVR [main.flow] 53 =g
¥ o
a|Eae ¢
> M BankingDemo By Select
3 Biometric N 2 Natr— PG Netr——s3F Defaultd—sp Cumm,vﬂhd»_:—’»{ﬁt o5 Defaul
1J CallTransfer Welcome Custlnput SelectCustDB checkCustiDStatus NotValid selectenraol
I DefaultDialogflowApp + B Label
T Insurance B Termplates -
O hr @
17 RemoteSystemeTempFiles s @ MNext *
v TestiVR + @ Prompt & Collect Not_Registered »—L» 2
b @ Mext CallEnd
> (= conned tivity €3 Disconnect Thanks
> & english (7 AACC Blind
~ = flow b Transfer > @
backi
> B backup “t, Application lte.. < (CallEnd)
Iy, main.flow . »_I—P © Uf Disconnect: oY) Next N N
@ project.events =i Menu > Next! recordnode NE‘“D_L,D EnrolHold D—‘—vﬁﬁ Da'fault»'i
> X projectvariables [ Form retordprompt 5 Default ebservice
L WEBNE changeRecPath _
> i VR 4 Data
> By TTS.1
v & TTs_Sample & Tracking

{54 Next!
> (& connec tivity @ Symbolic Node Verfyrecordprempt >® DJEFYW , Defaults
> (= english Ny (CallEnd) verifywebservice
5 (= flow ', Sub Flow @ On Disconnect > Default

> g WEB-INF Retum verfyRecodeNode Nat»—\_.» verifychangeRecPath
> My UserDefinedVXML 2
v v J) Servlet (&4 Mext!

VerifyHold
%, Application Flow | (@ verfyRecodeNode
[ Application Simulator 8 = B [ Properties e Y g =8
Application Messages  Call:989898998:uid_642 fi—
131Mof25%6M | =
ﬁ‘\t:d, m o D@ _? [~] E_i *_‘ Cj‘ ‘f\ B_’ 1 E ? ~Q 9 E @qu)mgﬂf_;:;;‘;g
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8. Verification Steps

This section provides the steps that can be performed to verify correct configuration of
Experience Portal with KSV-VOIZIN Self-Service Authentication IVR.

8.1. Verify User Authentication Voice Biometric Application on

Experience Portal

Log into Experience Portal as per Section 6.

Navigate to System Configuration - Applications in the left window (not shown). The
Kaizen application should be visible in the main window. Click on this application.

AVAYA

Avaya Experience Portal 8.1.1 (ExperiencePortal)
Expand All | Collapse All

~ User Management

Applications

= hers: Home > System Configuration > Applications

This page displays the applications that are currently deployed on the Experience Portal system,

I!equcst
Launch|
Calls

Last logged in

Nuance (Acquire on call start and retain)
english{India) en-in, English(USA} en-US Erica F,

Kaizen Yes  VoiceXML http://10.1.10.124:8080/TestlVR/Start 10392 st k) enegb, English(USA) en-US Ethan 1 None
English{USA) en-us
- i i ] q
i}':ﬁ:;‘t‘,ﬁ,‘? i g L) MPPTest Yes  VoiceXML http://10.1.10.84/mpp/misc/avptestappfintro.vxml 10391 g:sﬁ:ﬁéﬁ,“g:_z: call start and retain) i gy en-US Erica B None
EPM Servers
:::15 EEEEE - Nuance (Acquire on call start and retain)
Speech Servers U ous Yes  VoiceXML http://10.1.10.98/UPGRADE/TestScript/intro-eng.vxml 10390 E:g::::?u":)'fnﬁ";”' Eﬂ::p%ﬂgi% ::ﬂg E{';:HEM None
VelR Connsctions g 9o 9
Fones English{USA) en-us
ot ﬁ;;j‘,{;:‘;es m Clear MPP Cache J Global CAVs m
Licansing
~ Reports.
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Click on Verify opposite the VoiceXML URL.

Change Application

Use this page to change the configuration of an application.
Name: Kaizen
Enable: ® vee O o
Type: VoiceXML ~
Reserved SIP Calls: ® Mone O Minimum ) Maximum
Reguested:
URI

O] Single O Fail over ) Load Balance

VoiceXML URL: |http://10.1,10,124:8080/TestIVR/Start [2] |
Mutual Certificate Authentication: ) ves @ No

Basic Authentication: ) Yes @ pg

A new web page should be opened showing the page below stating, “You have reached the
application successfully”. This is a successful verification of the application.

& A Not secure | 10.1.10.124:3080,TestIVR/Start

A\ Avaya Mobile Vide M\ Avays Vantage Ove.. B\ Devlonnect fwaya.. M\ Avays Workplace Cl.. A\ My Assigned Test R.. A\

You have reached the application successfully.

8.2. Make a call to the User Authentication Voice Biometric
Application

Make a call to the number associated with the Kaizen application in Section 6. This is the
“Called Number” as per Section 6. The caller should be greeted by the application instructing the
caller to participate in voice biometric enrolment and/or verification.
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9. Conclusion

These Application Notes describe the configuration steps required for KSV-VOIZIN Self-
Service Authentication IVR 1.0 to successfully interoperate with Avaya Experience Portal
R8.1.1 and Avaya Aura® Communication Manager R10.1. All feature functionality and
serviceability test cases were completed successfully, with observations noted in Section 2.2.

10. Additional References

This section references the Avaya and KSV product documentation that are relevant to these
Application Notes.

Product documentation for Avaya products may be found at https://support.avaya.com.

[1]
[2]

[3]
[4]

[5]

Avaya Experience Portal Overview and Specification, Release 8.1.1, Issue 2, February
2022

Deploying Avaya Experience Portal in an Avaya Customer Experience Virtualized
Environment, Release 8.1.1, Issue 1, January 2022

Administering Avaya Experience Portal, Release 8.1.1, Issue 2, February 2022
Administering Avaya Aura® Communication Manager, Release 10.1, Issue 1, December
2021

Administering Avaya Aura® Session Manager, Release 10.1.x, Issue 3, April 2022

Product documentation for Kaizen Secure Voiz products can be obtained from the member from
the contact information in Section 2.3.

[1] Voice Biometric Server Edition I-Vector System SDK, Version 1.0, May 2021

[2] Voice Biometric Server Edition I-Vector System Core Product Manual, Version 1.0,
May 2021
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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